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AHHOTALMUA

HaHHbIN OOKYMEHT BbinonHeH B cooTBeTcTBMM ¢ TOCT 19.502-78 n pacnpocTpaHsieTcsi Ha u3genve
«Cuctema  3awmtbl  MHGOpPMaUMM  OT  HecaHKuuMoHupoBaHHoro goctyna «Dallas Lock 8.0-K»
RU.48957919.501410-01 (ganee no TekcTy — m3genue).

B HacTosawem AOOKYMEHTE coaepxaTca obuwme cBedeHMs O Has3Ha4YeHun us3genus u nporpaMmmMmHoOro

obecneyveHns mnsgenunsa (ganee no Tekcty — [0 musgenma nnn C3U HCL), ycnoBusix MpUMEHEHUs,
onvcaHue 3agayn, nepeveHb BXOOHbIX U BbIXOOHbIX AaHHbIX.



1 HA3HAYEHUE

N3pgenue npegHasHayeHO ONA  NpedoTBpalleHMsl  MOMyYeHus  3awuuiaeMon  MHdgopMauun
3aMHTEepeCcOBaHHbIMU NMLAMK C HapyLleHWeM YCTaHOBMEHHbIX NpaBui pasrpaHmdenunsa goctyna (MPO) k
3awmaemMon MHopmauum U OCyLLECTBIEHUS KOHTPONA 3a NOTOKaMyn MHGopMaLun, NocTynawwmMm B
aBToMaTn3npoBaHHyto cuctemy (AC) u BbIXogAWMMU 3a €€ npeaensl, obecneveHns 3awmnTbl HoOpMaLmum
B AC nocpeactBom eé dunbTtpauun. MoxeT wncnonb3oBatbCAd B MHoronosnb3oBatenbckux AC,
WH(POPMALIMOHHBIX CUCTEMAX NepPCOHarnbHbIX AaHHbIX, FOCYAAapPCTBEHHbIX MHOPMALNOHHbBIX CUCTEMAX,
aBTOMaTU3MPOBAHHbIX CUCTEMAX YNpaBneHus NPOM3BOACTBEHHbIMU N TEXHOMOrMYECKMI NpoLeccammn n
npu 3amnTe 3Ha4YUMbIX OOBEKTOB KPUTUYECKON MHADOPMALMOHHOW MHADPACTPYKTYPHI.

W3penue npegHasHadeHo Anst UCNOMb30BaHMs Ha TexHu4Yecknx cpeacteax (TC), Takux kak nepcoHanbHble
komnbioTepbl (MK), noptaTtvBHble KOMMbOTEPLI (HOYTOYKM, nnaHweTbl), cepepa u TC ¢ nogaepkon
BUpTYyanbHbIX cpeq u TexHonorum Windows To Go. MoxeT oyHKUNMOHNPOBaTb Kak Ha aBTOHOMHbIX 1K, Tak
W Ha KOMMbIOTEpPAxX B COCTaBEe NokanbHON BbluucnutensHon cetu (JIBC), B TOM yncne nog ynpasneHvem
KOHTpoOnnepa goMeHa.
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1.

9.

ycnosusda NPUMEHEHUA

C3M HC[LO wmoxeT OblTb MCMONMb30BaHO Ha TexHudeckux cpeactBax (TC), paboTarowmx nopg
yrnpasneHneM onepaunoHHbIX cuctem cemenctaea Windows:

e Windows 7 (SP1) (Ultimate, Enterprise, Professional, Home Premium, Home Basic, Starter) (cm.
®opmynsap RU.48957919.501410-01 30 n. 3.3.4);

e Windows Server 2008 R2 (SP1)1 (Foundation, Standard, Web, Enterprise, Datacenter) (cm.

®opmynsap RU.48957919.501410-01 30 n. 3.3.4);

Windows 8 (Core, Pro, Enterprise);

Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);

Windows 8.1 (Core, Pro, Enterprise);

Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);

Windows 10 (Enterprise, Education, Pro, Home);

Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage
Server, Hyper-V Server);

o Windows Server 2019 (Standard, Datacenter, Essentials);

e Windows 11 (Enterprise, Education, Pro, Home);

e Windows Server 2022 (Standard, Datacenter).

C3M HCQO noppepxmBaeT kak 32 6utHble Bepcun OC, apxutekTypbl Intel x86, Tak n 64-6utHble,
apxutekTypbl AMD64 (apxutektypa IA64 (ltanium) He nogaepxmBaeTcs).

Ons pasmewenuns cavnos C3M HCL tpebyetca He meHee 1 ['B npocTpaHcTBa Ha CMCTEMHOM pasfene
)KECTKOro gucka.

MuHumansHas koHdurypaumsa TC onpegenseTcs TpeboBaHusamm k cootseTcTBytowen OC.

C3M HC[, moxeT oyHKUMOHNPOBaTb kak Ha aBTOHOMHbIX TC, Tak u Ha TC B coctase JIBC.

C3W HC[ moxeT 6bITb MCMONb30BaHa Kak B CETAX C AOMEHHOW OpraHM3aunen, Tak U B OAHOPaHIoBbIX
ceTax.

Anst ucnonb3oBaHna annapaTHbiX MOEHTUPUKATOPOB HeEOBXoAMMO Hanuyne B annapaTHoun Yactu TC
USB-nopTta unmn COM-nopTa.

C3M HC[H cootBeTcTBYeT TpebOBaHMAM PYKOBOOALMX M METOANYECKMX OOKYMEHTOB (TpeboBaHus
©esonacHocTn nHgopmauun PCTIK Poccun):

o «CpefactBa BblMUCIUTENBbHOW TEXHMKW. 3awmrta OT HECaHKUMOHWPOBAHHOIO [ocTyna K
nHdopmaumm. Nokaszatenu 3almLLLeHHOCTN OT HECAHKLMOHMPOBAHHOIO AOCTYNa K MHOpMaLMmy
(Foctexxkomuceusa Pocecuun, 1992) — no 5 knaccy 3aluueHHOCTU.

o «TpeboBaHua no 6e3onacHOCTU MHGOPMaLUK, YyCTaHaBMMBaKOLWNE YPOBHM [JOBepuUst K
cpenctBaM TeXHWYECKOM 3awutbl MHdOpMauun u cpeactBam obecneveHnss 6e30nacHOCTM
VMHOPMALIMOHHBIX TEXHOMNOMMNY (AOKYMEHT yTBepxaeH npukasom ®CTIK Poccun

e Ne 76 ot 2 ntoHsa 2020 r.) — no 4 ypoBHIO JOBEPUS.

o «TpeboBaHMA K cpeacTBaM KOHTPOMS CbEMHBbIX MaLUUHHBIX HOCUTENen MHgopMauumn»
(ookymeHT yTBepxaeH npukasom ®CTOK Poccumn Ne 87 ot 28 utona 2014 r.) — no 4 knaccy
3aLLmThI.

o «[Mpocunb 3aWnTbl CPEACTB KOHTPOMS MOAKMHOYEHUS CbEMHbIX MAaLUMHHBLIX HOCUTENeWn
MHpopmaumm yeTBepToro knacca 3awmtbl» UT.CKH.M4.M3.

o «[pocunb 3awmTbl CPeacTB KOHTPONSA OTYYXAeHusa (nepeHoca) MHEOPMaLMM CO CbEMHbIX
MaLLMHHbLIX HOCuTenen nHpopmaumm YetTsepToro knacca 3awmutbi» UT.CKH.H4.M3.

o «TpeboBaHus k cucteMam OBHAPYXEHUS BTOPXXEHUA» (QOKYMEHT yTBepxXaeH npukasom ®CTIK
Poccun Ne 638 ot 6 gekabps 2011 r.) — no 4 knaccy 3awuTbl.

o «[pocunb 3aWwnTbl cMCTeM OOHapPYXeHWS BTOPXXEHWI YPOBHS y3a YeTBepTOro Knacca 3awuTbl»
NT.COB.Y4.M3.

o «TpeboBaHus K MeXCeTeBbIM akpaHaMm» (OOKyMeHT yTBepxaeH npukasom GCTIK Poccun Ne 9
oT 9 dpeBpans 2016 r.) — no 4 knaccy 3alUnThbl.

o «[Mpocbunb 3aWMTbl MeEXCEeTEBbIX 3JKpaHOB Tuna «B» u4eTBepTOro knacca 3awutbi»
NT.M3.B4.M3.

Mpu ycrnosum cobnofeHns orpaHnYeHnn, ykasaHHbIX B pasgene 3 opmynsipa Ha JaHHOe usgenue
(RU.48957919.501410-01 30), C3U HC[] moxeT bbITb Ucnonb3oBaHa:

e pX CO34aHUM 3aLUULLEHHbBIX aBTOMATU3UPOBAHHLIX CUCTEM [O Knacca 3awumueHHoctn 1

BKMOUMTENBHO (PyKOBOAAWMA AOKYMEHT «ABTOMATU3MPOBAHHbIE CUCTEMbI. 3awuTa oT



HeCaHKLUMOHMPOBAHHOIO JdocTyna K wuHdopmaumn. Knaccuduvkaums aBTOMaTM3NPOBaHHbIX
cuctem n TpebosaHuda no 3awmte nHgopmarmmy» (Ffoctexkommnceunsa Poceumn, 1992));

B WHMOPMALMOHHLIX CUCTEMAX MEepCOHanbHbIX AaHHbIX A0 1 YpPOBHS 3aLUMLLEHHOCTU
BkntountensHo (Mpukaz ®CTOK Poccun ot 18 cdhespana 2013 r. Ne 21 «O6 yTtBepxaeHuu
CocTaBa 1 cogepkaHus opraHn3aLMOHHbIX U TEXHUYECKMX Mep No obecneyeHuio 6esonacHocTm
nepcoHanbHbIX AaHHbIX MpuM MX 06paboTke B MHAOPMALMOHHBIX CUCTEMAx MnepCoHanbHbIX
OaHHbIX»);

B rOCYAapCTBEHHbIX MHPOPMAaLMOHHBIX cucTtemax Ao 1 knacca 3almWEHHOCTM BKITIOYUTENBHO
(Mpukasz PCTIK Poccum ot 11 dhepans 2013 r. Ne 17 «O6 yTBepxaeHun TpeboBaHui o 3awwmte
WHpopMaLMK, He COCTaBNAIOLLEN rOCYAapCTBEHHYIO TalHy, COAepXaLlencs B rocyaapCTBEHHbIX
WHPOPMALIMOHHBIX CUCTEMAX»);

npv co3gaHnm 3aLnLLEeHHbIX aBTOMATU3UPOBaHHbLIX CUCTEM YNpaBreHNUsi NPOM3BOACTBEHHBLIMU U
TEXHOMOIMYECKMMM MpoLLeCCaMn Ha KPUTUYECKN BaXHbIX ODOBbEKTax, MOTEHUManbHO OMacHbIX
obbekTax, a Tawke obbekTax, MpeacTaBnsILWMX MOBbILEHHYID OMACHOCTb ANA XU3HU U
300pOBbs MNOAENA W OIS OKpyXallwehn npupogHon cpedbl Ao 1 kracca 3almeHHOCTU
BkrtoumTensHo (Mpukaz ®CTIK Poccum ot 14 mapta 2014 r. Ne 31 «O6 yTBepxaeHun
TpeboBaHum k obecrnedeHnto 3awWnTbl MHOPMaLMM B aBTOMATU3MPOBAHHBIX CUCTEMAaX
ynpaBreHnsi NPOM3BOACTBEHHBIMY U TEXHOSOTMYECKMMM MPOLECCaMM Ha KPUTUYECKU BaXKHbIX
obbekTax, noTeHUManbHO oOnacHblXx obbekTax, a Takke obbekTax, npeacTaBnsLLnX
MOBbLILLEHHYKD OMNACHOCTb AN XM3HW W 300POBbS NOAeN U ANs OKpyXKawlwehn npupoaHON
cpeabi»);

npy 3awmTe 3Ha4YMMbIX OOBEKTOB KPUTUYECKON WHMOPMAaLMOHHON WHAPACTPYKTypbl A0 1
KaTeropmmn 3HaummocTu BkrtoumTensHo (Mpukasd PCTIK Poccum ot 25 gekabpst 2017 r. Ne 239
«O6 yTBepxaeHun TpeboBaHun no obecneveHnto 6e30MacHOCTU 3HAYMMbIX OOBLEKTOB
KpUTU4ecKon MHpopmaumoHHoW HppacTpykTypbl Poccuiickon ®eaepauun»).



3 OINUCAHUE 3AOAYU

N3penue paspabotaHo B COOTBETCTBUM C TpeboBaHWMAMM, OMUCAHHLIMWU B AOKYMEHTE «TexHu4eckue
ycnosus» RU.48957919.501410-01 91 (TVY).

Napenne C3UM HCQ Dallas Lock 8.0-K BkntoyaeT B cebsa cnegylowme OCHOBHblE (pyHKUMOHAmNbHbIE
Moaynu:

cucTema 3almTbl MHPOPMaLMM OT HECAHKLIMOHMPOBAHHOIO AOCTYNa;
CPEACTBO KOHTPOJISI NOAKITHOYEHMSI CbEMHbIX MALUMHHBLIX HocuTenen nHgpopmaumm (CKH-M);

® CpPEACTBO KOHTPONs OTYyXAeHus (nepeHoca) MHOpMaUUM CbeMHbIX MAaLUMHHBLIX HOcUTenewn
nHcpopmauum (CKH-H);

e MepcoHarnbHbIN MexceTeBon akpaH (MJ);

e cucrtema obHapyxeHusi BTopxeHui (COB);

e pesepBHoe KonupoBaHue (PK).

3.1 CucTtema 3awWuThbl MHCbOpMaLI,VIVI OT HeCaHKLUMOHUPOBAaHHOIo AocCTyna

Mopcucrema ynpaBrneHuAa 4OCTynom

1. N3penwve ocyllecTBnsieT KOHTPOrb AOCTyNa CyOBLEKTOB K 3alumliaeMbiM pecypcam B COOTBETCTBUM C
mMaTpuuen goctyna.

2. Na3penue koHTponupyeT OOCTYNn HauMMEHOBaHHbIX CyObEKTOB (Monb3oBaTternie) K HauMeHOBaHHbIM
obbekTam (cdhavinam, nporpammam, Tomam). [Ans kaxgow napbl (CyObekT — 0ObeKT) 3agaHo SABHOE U
HeABYCMbICMIEHHOE nepeyvncrnieHne AonyCcTUMbIX TUMNOB AOCTyna (Y4TeHue, 3an1cb), TO €CTb TeX TUMOB
AOCTyna, KOTopble SABMASITCA CaHKUMOHMPOBAHHLIMU ANS AAHHOro cybbekta (MHAMBMAA MW rpynnbl
WHAMBUAOOB) K OAHHOMY pecypcy cpeactBa BblumcnuTenoHon TexHukn (CBT) (obbekTy). KoHTpornb
AOCTyna MpUMEHNM K KaXgoMmy OOBLEKTY U KaXaoMy CyObekTy (MHAMBUAY Wnn rpynne paBHONPaBHbIX
WHOVBMAOB).

3. Vsgenue cogepXxuT mexaHusMm, peanusyowmnn auckpeunonHsle MNMP. Takon mexaHu3m NpyuMeHnuMm Kak
ANsi IBHbIX AEVCTBUM NONb30BaTeNs, Tak U ANS CKPbITbIX, obecrnevmBas Tem cambiM 3aLMTy 06bEKTOB
otr HC[ (To ecTb OT gocTyna, He OOMYCTUMOroO C TOYKM 3peHusa 3agaHHoro MPL). MNMog «aBHbIMU»
noapasymeBaloTcs AeNCTBUSA, OCYLLEeCTBNSIEMble C UCMOMb30BaHNEM CUCTEMHbIX CPEACTB CUCTEMHbIX
MaKpOKOMaH[, MHCTPYKLMIA S3bIKOB BbICOKOTO YPOBHS, @ MOA, «CKPbITBIMU» UHbIE AENCTBUS, B TOM Yncne
C MCNonb30BaHNEM COOCTBEHHbIX MporpaMmm paboThl C YCTPONCTBAMM.

4. B w3pgenuu npegycMoTpeHa BO3MOXHOCTb CaHKUMOHMpoBaHHOro uameHeHus [P, B TomM w4ucne
BO3MOXHOCTb CaHKLMOHMPOBAHHOIO U3MEHEHUs cnncka nonb3osatenen CBT v cnucka 3awmwaembix
06bEKTOB.

5. Vsgenue npepgoctaendet npaBa uameHenus PO Ana BbigeneHHbix CyObekToB (agMmHMCTpaumu,
cnyx6 6esonacHocTw).

6. Bwusgenuu peanu3oBaHo pasgeneHve NoTHOMOUYUA (poren) nonb3oBaTtenen, agMUHUCTPaATOPOB U fnu,
obecneunBaoLLmX PYHKLMOHNPOBAHME NHAOPMALIMOHHON CUCTEMBI.

7. B n3genun ectb BO3MOXHOCTb OFpaHUYEHUst Yucna napannernbHbIX CeaHCoB AOCTyna ANA Kakaon
y4yeTHon 3anucu none3oBatens TC.

8. WN3penue obecneunBaeT nogaepkKy U coxpaHeHue aTpubyToB Ge3onacHocTh (MeTok Ge3onacHocTu),
CBS3aHHbIX C MHGOpMaLmen B npolecce ee XxpaHeHus 1 06paboTku.

9. B n3genuun BO3MOXHO OMoKMpoBaHMe ceaHca [OoCTyna nocre yCTaHOBIEHHOro BpemeHn 6e3nencTans
nonb3oBaTtens WnM MO €ro 3anpocy 4Yepe3 CpPeAcTBa LEHTPanu3oBaHHOMO W yAaneHHoro
agmuHucTpupoBanus C3W HCHO. CobblTe W3MEHEeHWs YCTaHOBIEHHOro BpeMeHu 06e3gencTsust
dumKenpyeTcs B XKypHane uaMeHeHust MonuTuK. B 3HauyeHnsx yctaHoBneHHOro BpeMeHu 6e3gerictems
NPUCYTCTBYIOT MHTEpBanbl B 5 1 15 MUHYT.

10.N3penve cooepxuT MexaHW3Mbl KOHTPOMs CcoCTaBa TEXHUYECKUX CpeacTsB, MPOrpaMMHOro
obecneyeHns 1 cpeacTs 3alumnTbl MHpopmaumu.

11.N3penve npepoctaBnseT BO3MOXHOCTb — yNpaBfeHus Y4eTHbIMM  3anuMcsaMu  Morb3oBaTernen
(nobaBneHune, ypaneHue, ONoKMpoBaHWe, pedakTMpoBaHWe aTpuMbyTOB) B TOM 4uMCrie OKambHbIX,
AOMEHHbIX, CETEBbLIX, a Takke BO3MOXHOCTb 3a4aHnsa TUna y4eTHOM 3anucun nonb3oBaTens:

e BHYTPEHHAA;
e BHeLUIHAA,
® CUCTeMHas,



e MPUNOXEHUE;
e rocreBas;
e BpeMmeHHasi.

12.N3penve ocylecTBnsieT perfnaMeHTaumio U KOHTPONb UCMONb30BaHMs B MHOPMALMOHHON cucTeme
TexHonorui 6ecnpoBoAHOro AocTyna.

13.U3penve ocyllecTBNAeT pernameHTaLmio U KOHTPOMb UCMNOMb30BaHMUS B MHAOPMALMOHHOW cucteme
MOOBMMBHBIX TEXHNYECKUX YCTPOUCTB.

14.B nsgenuun peanusoBaHa BO3MOXHOCTb HACTPOWKM U OpraHn3aumm 3aMKHYTON NpOrpaMMHON cpebi.

15.B n3genun peannsoBaHa BO3MOXHOCTb 6I0KMPOBKM JOCTyna K dharnam no pacLuMpeHuio.

16.B n3genun peannsoBaHa BO3MOXHOCTb pasrpaHnyeHuns goctyna k 6ydepy obmeHa.

17.B nsgenuun peanunsoBaHa (pyHKLMA 3anpeTa aBTOMaTUYECKOro 3anycka Nogknio4YeHHbIX YCTPONCTB.

18.B n3penun peanusoBaHa (pyHKLMA aBTOMaTUYECKOro GrOKMPOBaHUA HEaKTMBHbLIX YYETHbIX 3anucen
nonb3oBaTenen nocne nepvoaa BpeMeHn Hencnonb3oBaHusa 6onee 45 gHen n 6onee 90 aHen.

Mopcuctema npeob6pasoBaHus MHopMauum

1. Vspenne mmeeT mMexaHM3Mbl WCKIIOYEHUS BO3MOXHOCTM HECAHKUMOHMPOBAHHOIO O3HAaKOMMEHMS C

coepXaHMeM NepcoHarnbHbIX AaHHbIX, XPaHALLMXCA HA MALUWHHBIX HOCUTENSX, U (UNN) NCNONBb30BaHNS
CbeMHbIX MaLUUHHBIX HOCUTEnen NHopMaLmMn B MHbIX MHADOPMALMOHHBIX CUCTEMAaX.

2. VNspenue npepoctaBnsAeT BO3MOXHOCTb CO34aHUA npeobpasoBaHHbIX dann-guckos u  dann-
KOHTEMHEepPOB AN HAAEXHOro XpaHeHns 3aluLiaemMon nHdopmMaLmm.

3. Vilsgenue npegocTtaBnseT BO3MOXHOCTb nNpeobpas3oBaHWs CbEMHbIX MaLUUHHBLIX  HOCUTEenewn
WHopmaLnK.

Mopcucrema rapaHTMPOBaAHHOW 3a4UCTKN MHpopMaLmum

1. N3pgenve npegoctaBnseT BO3MOXHOCTb rapaHTUPOBAHHOIMO YHUYTOXEHUSA (CTMpaHMs) U KOHTPOns
YHUUTOXEHNS MHDOPpMaLUKM NpY NOSTHOW 3a4MCTKe NOrM4YeCcKoro aucka.

2. B wmsgenuun ocywectendetca ounctka (obHyneHue, obesnuumBaHme) ocBoboxgaembix obnacten
onepatmBHo namsatm TC wn BHewHuX HakonuTenen. OuncTKa OCYLLECTBRSETCS OZHOKPAaTHOW
NPON3BOIIbHOM 3anMChbio NN ABYKPATHOM NPOM3BOSIbHOM 3anmnCchio B 0CBODOXAaeMyto 06nacTs NamaTi,
paHee MCMNONb30BaHHY AN XpaHeHus 3aliuaembiX AaHHbIX (darnos). OuncTka ocyllecTBnseTcs
nyTeM 3anuncy MackupytoLLen nHdopmaumm npy eé oceBoboXxaeHuu (nepepacnpeneneHnm).

NMoacuctema naeHTudmkaumm n ayteHTUduKaumm

1. B usgenuu peannsoBaHa BO3MOXHOCTb 3aaHus ANWHbI Napons nonb3oBaTens npu BXoae B CUCTEMY.

2. WNapenue ocyllecTBNAET MOASHTUUKALMNIO U NPOBEPKY NOAIMHHOCTU CYOBEKTOB JOCTYNa Npu BXOAE B
cucTemy no naeHTudukaTopy (koagy) u Naponto YCrnoBHO-NOCTOAHHOIO AENCTBUA, MMHUManbHasa AnvHa
KOTOPOro HasHayaeTcs agMUHUCTPATOPOM.

3. N3penue TpebyeT OoT nonb3oBaTenen naeHTMduUUmMpoBaTb cedsi Npu 3anpocax Ha A0CTyN U noaBepraeT
npoBepKe MOANIMHHOCTb NpeabsBNEHHOrO CyObekToM uaeHTudumkatopa. B usgenum peanusoBaHo
npenaTcTBMe [OCTyNa K 3awuaeMblM pecypcaMm HeuaeHTUUUMPOBaAHHbLIX MNonb3oBaTenen wu
nonb3oBaTtenemn, NOANMHHOCTb NOEHTUMKaALUKN KOTOPLIX NPYU ayTeHTUdUKaUMmM He noaTBepannacs.

4. B n3genuu ocylecTBnseTcs ngeHtudukauma tepmuHanos, TC, y3nos cetu TC, BHELWHMX YCTPOWCTB
TC no norm4yeckMm nmeHam n no PusnveckuM agpecam (Homepam).

5. B usgenun ocyliecTtenseTca naeHTudukaumsa nporpaMmm, katanoros, ¢annos, N0 MMeHaMm.

6. B u3genuu ocywectenaeTca naeHTuduKauusa yCTponcTB, B TOM YMCHE CTaluMOHaPHbIX, MOBUIBHBIX 1
nopTaTMBHbIX.

7. B v3genun peanunsoBaHa BO3MOXHOCTb yrnpaBreHus uaeHTudukatopammn, B TOM YUCre Co3aHue,
NPUCBOEHME N YHUHTOXEHNE NOEHTUDNKATOPOB.

8. B usgenuu peannsoBaHo yrnpaBrieHue cpeactsamm ayTeHTudmnkaLmm, B TOM Yucne xpaHeHue, Bblgava,
WHMLManu3aums, 61okMpoBaHNe CPeACcTB ayTeHTUMKALMM U NPUHATAE MEp B criydae yTpaThl U (unm)
KOMMpoMeTaumu CpeacTB ayTeHTUdUKaLmu.

9. B usgenuu peanusoBaHa BO3MOXHOCTb OrFpaHW4eHUsI KOnmMyecTBa nocrefaoBaTenbHbIX HeyaauHbIX
nonbITOK BBOAA Napons (Hanpumep, oT 3 o 5).

10.B n3pgenun peanusoBaHa 3awmTa 06paTHON CBA3U Npu BBOAE ayTEHTUPUKALNOHHON MHdopMaLmu.

11.B  wuv3genuu peanunsoBaHa BO3MOXHOCTb  ayTeHTUdMKauMm npu  MOMOLLM  annapaTHbIX
NMaeHTUMKaTopPOB.

12.B wu3pgenuum peanusoBaHa BO3MOXHOCTb 3anucuM aBTOPM3AUMOHHLIX [AaHHbIX B annapaTHbI



naeHTudukaTop.
13.B  wuspgenuu peanu3oBaHa BO3MOXHOCTb  OMpegerieHnsl  MNpUHAAMEeXHOCTM  annapaTHOro
naoeHTnrkaTopa KOHKPETHOMY NOJIb30BATENHO.
14.B unspgenuun peanusoBaHa BO3MOXHOCTb Bxoga B OC no ceptudumkaty cMapT-KapTbl, Bbl4aHHOMY
ygooctoBepsowmm LeHtpom Windows.
15.B wm3genun peanusoBaHa QyHKUMA 3anpeTa MOBTOPHOrO WUCNONb30BaHUA uMAeHTUdUKaTopa
nonbL3oBaTens B TEYEHUE:
e He MeHee OAHOro roga;
e He MeHee Tpex NneT;
e  BCero nepvofa aKkcnnyataunm MHGPOPMaLMOHHOW CUCTEMbI.

Moacucrtema perucrpaumm n yyeta

1. Uspenne obecneumBaeT MOHUTOPUHI (MPOCMOTP, aHanu3) pe3ynbTaToB perucrpauum cobbiTun
©e30nacHOCTU 1 pearMpoBaHmne Ha HUX.

2. VNspenue copepXuT MexaHu3Mbl NPOCMOTpa W aHanusa [AaHHbIX permcTpauuv, uHdopmMaumm o
AEeNCTBNAX OTAENbHbIX MONb3oBaTenen B UHPOPMaLMOHHOM CUCTEME, UMEET MeXaHU3Mbl PunbTpaLmmn
no 3agaHHoOMy Habopy napameTposB.

3. N3penue obGecneumBaeT 3awuTy AaHHbIX PerMcTpauum OT MX YHUYTOXEHUS unu Moaudukaumm
HapyLimTenem.

4. WN3penue ocyllecTBnsAeT pernctpaumio Bxoda (Bblxoga) CyobekToB 4oCTyna B cuctemy (M3 CUCTEMBI),
nMbo perucTpaumio 3arpysk W MHMUManNu3auuyM OnepaumoHHONW CUCTEMbl M ee NPOorpaMMHOro
ocTaHoBa. Peructpauums Bbixoga U3 CMCTEMbI UM OCTAHOBA HE MPOBOANTCSA B MOMEHTbI annapaTypHOro
oTkntoyeHnsa AC. B napameTpax permcrpaumm ykasblBatoTCs:

e [faTa u Bpems Bxoda (Bblxoda) cybbekta goctyna B cucTeMmy (M3 CUCTEMbl) UNU 3arpysku
(ocTaHoBa) cuCTEMBI;

e pe3ynbTaT NOMbITKN BXOAA: YCNELUHbIN U HEYCNELLHbIA — HECAHKLMOHNPOBAHHbIN;

e ngeHTUmkatop (koa unm dpamunus) cybbekta, npegbsBneHHbIV NPy NONbITKE JOCTYNa;

e  KOA MNW Naponb, NpeabsABEHHbINA NMPU HEYCMELLIHOW NOMbITKE.

5. Visgenue ocywecTBnseT pernctpauuio M3MEHEHUN MOMHOMOYMIN CyObEeKToB AocTyrna M craTyca
obbekToB goctyna. B >xypHane pernctpaumm coObITUI, KOTOPbIN BedeTCs B 3MEKTPOHHOM BuAe,
yKasblBaloTCA crnegyoLlme napameTpsbil:

e [aTa u BpeMs U3MEHEHUS;
e CcoOepXaHWe M3MEHEHWs C yKasaHWeM maeHTudmkatopa cybbekTa JOCTyna, YbM MOJTHOMOYUS
NoABepriMcb N3MEHEHWIO, UMW NIOrMYECKOro MMEHN 3alumLaemMoro MHPOPMaLMOHHOIO pecypca,
Yen cTaTyc U3MEHUIICS;
e ugeHTUdmkatop agmuHucTpaTopa WHPOPMAUMOHHONW 6e30MacHOCTH,  OCYLLECTBMBLLETO
NU3MeHeHwue;
e  YCMELUHO N1 OCYLLECTBUIIOCH COObITME (OBCMYXXEH 3anpoc Ha AOCTYN UMK HET).
6. Wspenue ocyllecTBnsieT peructpaumio Bblgaumn nevaTHblX (rpamyecknx) OKYMEHTOB Ha «TBEPOYHO»
Kkonuto. B napameTpax perMcrpaumm ykasbiBaloTcs:
Aarta 1 Bpems Bblgaun (obpalleHnst K nogcuctemMe BbIBOAA);
cneumdukaumns yCTpomcTBa BblAauu [ormyeckoe ums (HoMep) BHELLHEro yCTPOWCTBa];
KpaTkoe cogepaHue (HaMMmeHoBaHue, Bud, wndp, Koa) AOKYMEHTa;
ngeHTudukaTop cydbekta 4oCTyna, 3anpoCUBLLETO JOKYMEHT.
Mpu BblgayYe NpMCYTCTBYET BO3MOXHOCTb aBTOMAaTU4ECKOW MAapPKMPOBKW KaXdoro nucra (CTpaHuubl)
AOKYMEHTa ero nocrnegosaTenbHbiM HOMEPOM W Yy4eTHbiMM pekBuantamm AC C yka3aHMem Ha
nocnegHeMm nmcTe JOKyMeHTa o6Lero KonmyecTsa NMCToB (CTpaHuL).
7. OononHWTEenbHO PEervcTpupyloTCs BCe MOMbITKM AOCTyna, BCe AEWCTBUS onepatopa W BblOereHHbIX
nonb3oBaTtenen (aAMMHUCTPATOPOB 3aWNUThbl U T. 1.).
8. B m3genuu ocyllecTBnsieTca perncrpauust co3faHnst U yHUYTOXeHUss obbekta. Peructpupyetca
cnegywowasn nHpopmMmaums:
Aarta v Bpems;
CyObEKT, OCYLLECTBIIAIOLWNIA PETUCTPUPYEMOE OENCTBUE;
TMN cobbITus;
YCMELLHO N OCYLLECTBUNOCH COBbITUE.
9. B usgenuun ocyLlecTBNAeTCA perncrpauus nonbiToK AoCTyna nporpamMHbIX CPeACTB K cneayrowmnm



AOMOSHUTENbHBIM 3aluuiaeMbiM obbekTaM goctyna: TepmuHanam, TC, y3nam ceTu, BHELIHUM
yctponctBam TC, nporpammam, TomaMm, kaTanoram, dawmnam. B napameTtpax perncrtpauum
yKa3bIBalOTCA:

e [arta M BpeMmsl MOMbITKM AOCTyna K 3awuwiaemMomy OObLEKTy C yKa3aHueM ee pesynbrara:
ycnewHas, HeycnelHas — HeCaHKLMOHUPOBaHHas;

e ngeHTUmkatop cybbekTa 4ocTyna;

e crneumdukaums 3awmaeMoro obbekTa [noruvyeckoe ums (Homep)].

10.B wusgenun peanu3oBaHa BO3MOXHOCTb onpedeneHust cobbiTui 6e3onacHOCTH, noanexawmx
pervctpaumm (KypHamnbl permctpaumm cobbiTUn MMEKT (UKCUPOBAHHBLIN pa3Mep U He WMeloT
OrPaHNYEHUN NO CPOKaAM XpPaHEHUS).

11.B wum3genun oOCylWecTBASETCA CurHanusaums MOoMnbiTOK HapylweHWs 3aluTbl Ha TepMuHanax
agMuUHUCTpaTopa M HapyLwnTens.

12.B uagenuu ocyLecTBnseTca permctpaunsa genHectannauum (He 3anycka) gpansepa MO npu akTMBHOM
KOMMOHEHTe, a Takke peanusoBaHa (QYHKUMS BbINOMHEHWS 3alMTbl B COOTBETCTBUM C
YyCTaHOBMEHHbIMW NOMUTUKAMMU.

13.[Ins KNWEHTCKOW YacTu usgenus peanusoBaHa (YHKUMS aBTOMAaTMYECKOW apxvBauuu XypHana
pervctpaumm cobbITU MO MCTEYEHMU YCTAHOBNEHHOTO MHTEpBana BpeMeHW. [paHuubl BO3MOXHOMO
BPEMEHHOro nHTepsana Bapbupytotcsa ot 1 4aca oo 1 roga. EanHmubl namepeHus BelbuparoTcsa ncxoas
13 BENNYUHBI 3HAaYEHWs NHTepBana — Yacbl, AHW, Mecsubl, FOA.

Moacucrtema agMUHUCTPUPOBAHUA

1. B mn3genun peanu3oBaHbl CpPeAcTBa YMpaBfeHWs, OrpaHu4YMBalolLMe pacnpocTpaHeHne npaB Ha
AocTyn.

2. Wspenue npepoctaBnsaeT BO3MOXHOCTb HA3HAYEHNs MMHUMarbHO HEOOXOAMMBIX NpaB U NpUBUNErni
nonb3oBaTensam, agMuHUCTpaTopam M nuuam, obecneunBaoLLM dYHKUNOHNPOBaHME
MHOPMALIMOHHON CUCTEMBI.

3. N3penue cogepXxmT MexaHu3Mbl, MO3BOMAIOLLNE MPOBOAUTE NepMoanyeckoe TeCTUpOBaHUE PyHKUMI
C3M HC[, Dallas Lock 8.0-K. TectupytoTes:

e peanu3dauma [P0 (nepexBaT $BHbIX W CKPbITbIX 3amnpoCoOB Ha AOCTyM, nNpaBuUIibHOE
pacno3HaBaHUe CaHKLUMOHMPOBAHHbLIX U HECAHKLMOHMPOBAHHbIX 3anpOCOB, CPEACTBA 3alUUThbI
MexaHu3Ma pasrpaHuyeHns AocTyna, CaHKUMOHMpOBaHHbIE n3ameHeHus MNPO);

e ycCheLlHOe ocyllecTBNEHNe naeHTudmnKaLmMm n ayTeHTudurkauum, a Takke ux CpeacTsa 3allnThl;

e OYUCTKa NamAaTy;

e peructpaumsa cobbITUA, CpeacTBa 3alUTbl PErMCTPaALMOHHOW MHOPMaLMM N BO3MOXHOCTb
CaHKLVNOHUPOBAHHOIO O3HAKOMIIEHUS C HEW;

e paboTa MexaHM3ma, OCYLLECTBISIOLLEro KOHTPOSb 3a LIeNTOCTHOCTLIO N3LEeNus.

4. B n3genun peanusoBaHa BO3MOXHOCTb LEHTPanM30BaHHOrO yrnpaeneHus 3alimaemMbiMu pabounmm
ctaHumamu. OcyLlecTBNAeTCH LeHTpanM3oBaHHOE ynpasreHue y4yeTHbIMW 3anMcsiMn nNonb3oBaTenen,
nonuTMkamu, npaBamMu Nosb3oBaTenen, NpeodpasoBaHHbLIMM CbEMHBIMU HOCUTENAMU MHAOPMaLMMK,
KOHTpONeM uenoctHoctn obbektoB PC, cucTteMHoro peectpa. ogaepxmBaeTca MHOMOypoOBHeBasi
nepapxuga rpynn TC 1 HacnefoBaHWe YCTaHOBMNEHHbLIX NapamMeTpoB.

5. B mn3genuu peanusoBaHa BO3MOXHOCTb OMOBELLEHMS agMUHUCTpaTopa 6e30MacHOCTU O CUTyaumsax
HEeCaHKLMOHMPOBAHHOIO A0CTYNa Ha KIMMEHTCKUX paboymx CTaHUUSAX MpU CriefyrLwmx cnyyvasix:

HapyLLEeHWEe KOHTPONs LIeNOCTHOCTM 00 BHEKTA;

nonbiTka paboTbl Nocne 6MOKMPOBKM NPU HAPYLLEHWUM LIENTOCTHOCTM;

NnonbITKa BXOAa Ha KITMEHTCKYI0 paboyyo CTaHUMIO C HEMpaBWUIIbHbIM Naponem;

OnokmpoBKka NonNb3oBaTeNS NOCNE MHOTOKPATHOrO BBOAA HEMPABUIIBHOIO NapOris;

C3M HC[ Ha knueHTe He oTBeYaeT (BO3MOXHAas MPUYNHA — HECaHKLMOHUPOBaHHas AeakTuBaLuns

CUCTeMbIl 3aLUuThl);

KNUEHT HeJOoCTyNeH AoMnroe Bpems (C BO3MOXHOCTbIO 3a4aHns nepnoaa BpeMeHu);

NOMbITKM MOHTUPOBAHUSA U NOMbITKK paboTbl C 3anpeLLeHHbIMU Ars NOofib30BaTeNen Ha KnneHTe

YCTPOMCTBaMMU.

6. B usgenuu peanusoBaHa BO3MOXHOCTb CO3[4aHMsi OT4YyeTa MO Ha3HA4YEeHHbIM MpaBaM, COCTaBy
NPOrpaMmMHOro 1 annapatHoro obecneveHus.

7. B un3pgenuu peanuaoBaHa BO3MOXHOCTb yAaNeHHOW YCTAaHOBKN U OOHOBMEHMS u3genus.

8. B usgenuu peanusoBaHa BO3MOXHOCTb Ha3HayYeHUsi agMuMHUCTpaTopa 6e3onacHOCTU Npu yaaneHHom
yCTaHOBKe nsgenus.



9. B uagenuu peanuaoBaHa BO3MOXHOCTb BU3yanusauum ceTu 3awmiaembolx TC.

10.B nsgenun peannsoBaHa BO3MOXHOCTb COXpaHEHUS U NpMMeHeHus KoHdurypauun C3U HCL.

11.B wu3genuu peanusoBaHa QYHKUMSA, MO3BOMAKOWAA OOHOBPEMEHHO noakmnyaTeca Kk Cepepy
©esonacHoctn C3U HC[ HeckonbkuM koHconsam CepBepa 6e3onacHoOCTM.

12.B wuspgenuu peanusoBaHa QYHKUUS OrpaHUYEHMs1 KONMMYecTBa HeycnelHbIX MOMNbITOK BXxoga WU
6nokmpoBaHme TC, € KOTOPOro NPeAnpUHUMANOTCA MNOMbITKM  OO0CTyna, C  BO3MOXHOCTbIO
pa3bnoKnpoBaHUs TONbKO aaAMUHUCTPATOPOM.

NMoacucTtema KOHTPONA LLENTOCTHOCTH

1. B wuwspgenun peanu3oBaHa 3awmta apxumBHbIX painoB, napameTpoB HacTporiku C3U HC[,
nporpaMmMHOro obecneyeHnss W WHbIX [aHHbIX, He MoAnexawmx W3MEHeHuI0 B npouecce
dyHKUnoHnpoBaHusa NC.

2. B vnsgenuu peanmsoBaHa BO3MOXHOCTb BOCCTAHOBIEHNsI 00beKTa AocTyna (danna, BeTkn peecTtpa) B
crnyyae obHapyXeHWs HapyLleHUs ero LernoCcTHOCTH.

3. B u3genuu peanu3oBaH MexaHW3M CO34aHWsi TOYKUM BOCCTAHOBMEHMS Npu ycTaHoBke knueHTa Dallas
Lock.

4. B u3genun peanu3oBaHa BO3MOXHOCTb OMOKMPOBKM AOCTyna K OBbekTy hannoBon cucTeMbl Mpu
HapyLLEHMM LLeNOCTHOCTU KOHTPONMpyeMbIx Moayrnen. MNpu HapyLeHnn LenoCTHOCTM KOHTPONNPYEMbIX
mMogayrnen 3anyck obbekta dpannoBomn cuctemol BriokupyeTcs.

Noacuctema BocctaHoBNEHUA nocne c6oesB

1. C3M HC[ npepycmatpuBaeT npoueaypbl BOCCTaHOBMNEHUA nocre cboeB 1M oTkazoB obopynoBaHus,
KoTopble obecneynBatoT NoHOE U onepaTMBHOE BOCCTaHoBMeHne ceonctes C3U HCA.

2. PeanusoBaHa BO3MOXHOCTb BO3BpalleHus Bcex Hactpoek C3M HCLO k ucxogHbim (ycTaHOBKa
napameTpoB MO YMOSYaHM1I0), YTO paBHOCUIBHO nepeycTaHoBke C3W HCA.

Moacncrema pe3epBHOro KONMPOBaHUA

1. B u3genun peanusoBaHa BO3MOXHOCTb aBTOMAaTU3UPOBAHHOIO CO3[4aHUS pPEe3epBHbIX KOMU
Npon3BONbHLIX OOBLEKTOB  (palnoBON CUCTEMbI UM LIEHTPanvM3oBaHHOE YyMpaBfieHWe Takoun
BO3MOXHOCTbIO Ha ypoBHe CepBepa 6e3onacHoctn «Dallas Lock 8.0». lMpu atom B u3genuu
peanv3oBaHa BO3MOXHOCTb:

onpefeneHnsi pasMmeLleHns COXpaHEHNsT PE3EPBHOIN KONUK;

onpefeneHnsi NepMoguYHoOCTU U pacnmcaHue co3gaHusa pe3epBHbIX KOMUiA;

onpegeneHns Konmy4ecTBa CoOXpaHsiEMbIX Pe3ePBHbIX KOMUA;

BOCCT@HOBMEHUS 3aLLMLLAaeMbIX OOBEKTOB U3 pe3epBHON KOMUN.

2. B wusgenuun peanvsoBaHa BO3MOXHOCTb COXpaHeHUs anna pe3epBHON Konum 1 danna KoHdurypaumm
CepBepa 6e30nacHOCTM B CETEBYIO AMPEKTOPUIO.

3. B wusgenuu peanu3oBaH MexaHu3m BoccTaHoBneHus pannos Dallas Lock npu c60six n noBpexaeHnsix.

3.2 CpeacTBO KOHTpONs NOAKMIOYEHUA CbEMHbIX MAaWUHHbLIX HOcUTenemn
uHcpopmauuun. CpeacTBO KOHTPONS OTHYXAEeHUs (nepeHoca) MHopMaLmMm co
CbEeMHbIX MaLIUHHbIX HOCUTenen Hcopmauum

1. Vspenne npepocTtaBnsieT BO3MOXHOCTb yNpaBrieHUst UCNONb30BaHNEM MOLKITHOYAEMbIX MPON3BOSbHbBIX
CbEMHbIX MaLUWHHBIX HOCUTENen nHopmaumm Ha OCHOBE aHanmnsa paspelleHuin Ha NoAKIMioYeHne K
KOHKpPETHbIM  MHTepdeincam BBoda (BbiIBOO4A) CPeacTB  BbIYUCIIUTENbHOW  TEXHWMKKW, TUMOB
NOAKMIOYAEMbIX BHELUHMX MPOrpaMMHO-annapaTHbIX YCTPOWCTB, KOHKPETHbLIX CBHEMHbIX MaLUMHHBLIX
HocuTenen HdopmMmaLunn.

2. WNspenue KoHTponupyeT ncnomnb3oBaHne nHTepdencos BBoAa (BbiBoda) MHopmMaLlmm (B TOM Yncne Ha
CbEMHblE MaLUVHHbIE HOCUTENW NHGOPMaLMK).

3. N3penue obecneumBaeT KOHTPOSb TWUMOB MOAKIYAEMbIX BHELWHMX MNPOrpamMmMHO-annapaTHbIX
YCTPOWNCTB, @ TaKkKe KOHKPETHBLIX CbEMHbIX MAaLUWHHbBIX HOCUTENEN MHGOPMaLIUN.

4. B uspgenun obecneyeHa BO3MOXHOCTb MAeHTUMKaUMM 1M ayTeHTMdUKauum agmuHuctpatopa C3U
HC[, Dallas Lock 8.0-K oo npegocTtaBneHnsi emy BO3MOXHOCTMK MO yNpaBieHUIO, NPOCMOTPY ayauTa
©e3onacHOCTU 1 BbINMOMHEHUIO MHBIX AEWACTBUIA NO aAMWHUCTPUPOBAHMIO.

5. B usgenuu ocyllectBnaeTca naeHTndmkaumnsa yCcTpoucTs, B TOM YMChe CTalMOHapPHbIX, MOBUMbHBbIX U
nopTaTMBHbIX, UAEHTUUKALNS HakonuTenen nHopmauun.



6. B u3genun peannsoBaHbl Hagnexaiime MexaHu3mbl perncTpauun u npegynpexageHms (CurHanmsaumm)
0 COObITUAX, OTHOCALLMXCHA K BO3MOXHbIM HapylleHuam GesonacHocTn. MexaHusmbl peructpauum
npeaocTaBnsloT YNOMHOMOYEHHbIM Ha 3TO NUUAM BO3MOXHOCTb BbIGOPOYHOrO O3HAKOMMEHMS C
WHpopmaLmen o nponsoLleaLnx codbITUSIX.

7. WN3penue cogepXxut MexaHu3mbl reHepaunM BPEMEHHbIX METOK, U (UNN) NMPOUCXOAUT CUHXPOHU3aLMs
CUCTEMHOrO BpeMeHU B MHPOPMAaLMOHHON cucTeme.

8. B usgenuu ocyuwecTtBnsieTca pasrpaHudeHne goctyna K ynpasneHutio CKH 1 pexumom BbINOMHEHUs
dYHKUMIN 6e30nacHOCTU (KOHTPOMSI HAKOMUTENEN) HAa OCHOBE POJIEN YYETHbIX 3anucer Nosib3oBaTenen.

9. B wmsgenuu ocyuwectBnsetcs npeobpa3oBaHWe CMEHHbIX HakonWTernewn, OCHOBAHHOE Ha npaBax
UCMNOMb30BaHNs CbEMHbIX MAaLUMHHBIX HOCUTENen nHopmMaumm, Npy 3agaHnm KOTOPbIX NCMOMb3YHTCS
cnegyrowme Tunbl gaHHbix CKH:

*  NaeHTUMMKaUMOHHaA NHOPMALIUA CbEMHbIX MaLLUWMHHBIX HOCUTENen nHdopmMaLlmu;
*  NaeHTUMMKaUMoHHaa NHopMaLma CPEACTB BbIYUCTIUTENBHON TEXHUKW.

10.N3penve npenocTtaBnsAeT BO3MOXHOCTb HAaCTPOMKW MpaB WCMOMb30BaHMA CBEMHOIO MaLUWHHOIO
HocuMTens wHGOpMauMM C YCTaHOBMIEHHbIM CcrneunasnbHbIM NporpamMmmHbiM - obecneyeHnem (Ha
KOHKPETHbIX CPEACTBAX BblYUCITUTENbHOW TEXHUKN).

11.3genve 6nokvpyeT WHMOPMAaULMOHHbIE PEeCypCbl CMeuMann3MpoBaHHOMO CbEMHOro MAalUMHHOrO
HocuTensa wuHdOopMauMM Ana  yTteHus  (3anucu) uWHOpMauuuM nNpy NOMbITKE  MNOAKIOYEHUS
crneunanM3ampoBaHHOrO CbEMHOMO0 MaLLUMHHOIO HOCUTENS MHQOPMaUUM K CPEACTBY BbIMUCIUTENBHOM
TEXHUKWU, Ha KOTOPOM HE YCTaHOBIEHbI KOMMOHEHTbl CPeACTBa KOHTPOSA CBbEMHbLIX MaLUMHHbLIX
HocuTenen nHgpopmaumm (NporpaMmHoe obecneyeHne B3auMOLENCTBUS).

12.N3penve nposepsieT npaBa UCMOMb3OBaHWUSA Cneunanm3npoBaHHOrO CbeMHOro MalLUMHHOIO HOCUTENS
UHOPMaLMM MPU NOMbITKE NOAKMIOYEHMS CNeumnanM3MpoBaHHONO CbEMHOIM0 MaLUMHHOrO HOCUTENs
UHOPMaLIMK K CPpeacTBY BbIYUCIINTENBLHON TEXHUKU, HA KOTOPOM YCTaHOBIEHbI KOMMOHEHTLI cpeacTBa
KOHTPOMS  CbEMHbIX MalWMHHbIX  HOCMTenew  uHgopmMauum  (nporpammHoe  obecnevyeHve
B3auMOOENCTBUS).

13.N3penve npepgoctaBngeT OOCTYN K MHQopmMauum Ha cneumanvM3nmpoBaHHOM CbLEMHOM MaLUMHHOM
HocuTene nHgopmaumn (ecnv Nposepka Npas Aana nonoXuTenbHbIN pesynbTaT) unm obecneyvsaeT
HeJoCTynHoOCTb (BrnoknpoBaHue) uHOPMaUMM Ha CheuuannsMpoBaHHOM CbEMHOM MalUMHHOM
HocuTene uWHdopMauum Ans  YTeHusd  (3anucu) wmHpopmauum (ecnu  nposBepka npas Aana
oTpuuaTenbHbIv pe3dynbTarT).

14.N3penve peructpupyeT cobbiTua 6e30nacHOCTU, CBSI3aHHblE C BbINONIHEHNMEM CPEACTBOM KOHTPONS
CbEeMHbIX MaLUUHHBLIX HOCMTenen nHopmaummn OyHKUMN 6e3onacHoCcTH, U 3anucbiBaeT UHGopmaunio
ayanta 6e30nacHoOCTM.

3.3 [lepcoHanbHbLIN MeXCceTeBOM 3KpaH

1. Uspenne npepocTtaBnsieT BO3MOXHOCTb OCYLECTBNATb unbTpaumno ceTeBoro Tpadwuka Ans
oTnpasuTenen wuHdgopmauuu, nonydyatenen uHdopmauum WM Bcex onepauui nepemeLleHus
KOHTponupyemon M3 uHdopmaumm Kk yanam MHPOpMaLMOHHON CUCTEMbI U OT HUX.

2. WN3penue obecneunsaeTt pacnpoctpaHeHue unbTpaumm Ha Bce onepauun nepemelleHns yepes MO
WHpopmaLmm K yanam MHpopMaLMOHHON CUCTEMBI.

3. Vsgenue ocyuwecTtBnseT unbTpaLmio, OCHOBaHHYH Ha criedyloLwwmx Tunax atpubytos 6e3onacHoCcTu
CyObEKTOB:

e CeTeBOW agpec y3na oTnpaBuTens;
e CeTeBOW agpec y3na nony4varens.
4. Vsgenue ocywecTtBnseT unbTpaLmio, OCHOBAHHYH Ha criedylowwmx Tunax atpubytos 6e3onacHocTu
WHopmaunn:
e  CEeTeBOW NPOTOKOSI, KOTOPLIN UCMONb3yeTCs ANA B3aUMOAENCTBUS;
e  TPaHCMOPTHLIN MPOTOKOS, KOTOPbIA MCMONb3yeTCa A7 B3aMMOAENCTBMS, NMOPTbl UCTOYHUKA U
nonyyarens B pamkax ceaHca (ceccun);
e paspeLlleHHble (3anpeLLeHHble) KOMaHAbl, pa3peLleHHbIV (3anpeLLeHHbIN) MOBUNBbHbLIV KOA;
e paspeLlueHHble (3anpeLLeHHble) NPOTOKOMbI MPUKNAAHOIO YPOBHS;
e paspelleHHoe/3anpelleHHoe npuknagHoe MO (npunoxenus).

5. N3genue npegoctaBnseT BO3MOXHOCTb $IBHO paspellaTb UM sBHO 3anpewaTtb MHAOPMaLMOHHBLIN
notok, 6asvpysicb Ha ycTaHaBnMBaemblx agMuHucTpatopom MO Habope npaBun dunbTpauum,
OCHOBaHHOM Ha MAEHTUPULMPOBAHHLIX aTpnbyTax.



6. M3genue npepoctaBnsieT BO3MOXHOCTb OCYLLECTBIATb MONMUTUKY (buibTpauum NakeToB C y4E€TOM
yrnpaBnsoLLMX KOMaHa OT B3anmogencTeyowmx ¢ MO cpeacts 3awmTsl nHdpopMaumm Apyrmx BUAOB.

7. B nsgenun BO3MOXHO OCYLLECTBNATb MPOBEPKY Kaxaoro naketa no Tabnuue cocTosiHUA Ans
onpegeneHuns Toro, He MPOTMBOPEYUT NI COCTOSIHME (CTaTyC, TUM) NakeTa OXNgaemMoMy COCTOSHUIO.

8. B usgenuu peanvsoBaHa BO3MOXHOCTb OCYLLECTBNATL MPOBEPKY MCMOMb30BaHMSA CETEBbIX PECYPCOB,
coepKalmx MOOMbHbBIV KOA, A4St KOTOPOro agMuMHUcTpaTopomM MO yCcTaHOBMEHLI pa3peLlunTerbHbIe
Unu 3anpeTuTtenbHble aTpnbyTbl 6e3onacHocTn. Bo3aMOXHO KOHTpONMpoBaTh (pa3peluaTb/3anpeLlarb)
ncnonb3oBaHUe CeTEBbLIX pecypcoB, cogepxalumx PDF n cneaytowwime Buabl MobunbHoro koga: ActiveX,
Flash, JScript, VBScript, PostScript, Java.

9. [ns agMuHncTpatopa MO peanusoBaHa BO3MOXHOCTb MOANMMLMPOBaTL, yaansaTb paspelunTerbHble
n (Mnn) 3anpeTtuTenbHble aTpnbyThl 6€30NacHOCTU AS1S UCMONb3YEMbIX MONb30BATENSIMU OTAESbHbIX
KomaH. Bo3MOXHOCTb OCyLLEeCTBMSATb MPOBEPKY WCMONb30BaHWSI MOMb30BaTENSAMU TaKMX KOMaHA.
Takke KOHTpoNMpoBaTb (pa3pellaTb/3anpeLLaTtb) UCMONMb30BaHME CreayrLmMx KomaHa: arp; ipconfig;
getmac; nbtstat; netsh; netstat; net; nslookup; pathping; ping; route; telnet; tracert.

10.B u3genum BO3MOXHO paspellaTb WNM 3anpellatb WHGOPMAaUMOHHBLIA MOTOK, OCHOBLIBAsiCb Ha
pesynbTaTtax NpoOBEepoOK B COOTBETCTBUM C N.7.

11.B nsgenun peannsoBaHa BO3MOXHOCTb OCYLLECTBNATL OUNbTPALMIO NAKETOB C Y4ETOM YNPaBMSOLNX
KOMaHZ OoT B3aMMoaencTByowmx ¢ M3 cpeacTe 3awwmTbl HOOpMaumMm apyrmx BUAoB, OCHOBAHHYIO Ha
aTpubyTax, ykasbiBaloLMX Ha NPU3HaKN HapyLLleHns 6e30nacHOCTM B MHGOpMaLUn CETEBOrO Tpaduka.

12.Vi3penve paspellaet WHGPOPMALMOHHLIN MOTOK, €cnv 3HaveHust aTpubyToB ©OesonacHocTH,
yCTaHOBJIEHHbIE B3aMMOAEWCTBYOLWMMN cpeacTBamu 3almutbl MHopMaumMm Ans KOHTPONMPYEMOro
CEeTEBOro Tpaduka, ykasbiBaloT Ha OTCYTCTBUE HapyLLUeHUn 6Ge3onacHOCTN MHGOopMaL MK,

13.V3penve 3anpellaet MHPOPMAUMOHHBLIA MNOTOK, €ecrnu 3HadeHust aTpubyToB 6esonacHocTw,
yCTaHOBJIEHHbIE B3aMMOAEWCTBYOLWMMN CpeacTBamu 3almutbl nHdopMaumMm Ans KOHTPONMPYEMOro
CeTeBOro Tpaduka, ykasbiBaloT Ha Hann4Me HapylleHu 6e3onacHoOCTU MHpopMaLnN.

14.B nsgenuun peannsoBaHa BO3MOXHOCTb BbIGOpa COBOKYMHOCTM COObITUN, NOABEPraloLLNXCa ayauTy, 13
COBOKYMHOCTU COBbLITUIA, B OTHOLLEHUN KOTOPbIX BO3MOXHO OCYLLECTBINEHNE ayanTa. M3bnpartenbHOCTb
ayguTa 6a3upyeTcs Ha cneyoLmx BO3MOXHbIX aTpubyTtax:

e uaeHTUdukaTop o6bEKTA;

noeHTudrkaTop nonb3oBarens;

naeHTudumkaTop cyobekTa;

TN cobbITUS;

unu gpyrmue atpubyTbl.

BosmoxHo BbIGpaTh kakue Tunbl cobbiTuin M3 6yayT pernctpuposaTbes:
o 06GHapyxeHue mobunbHoro koga (ActiveX, Flash, JScript, VBScript, PostScript, Java);
o OBHapyxeHue 3anpeLLeHHbIX BNOXEHWI (aHaNnu3npyeTcs NPUCYTCTBME N3BECTHLIX NPOTOKOIIOB,
peknambl, Mmeama-koHTeHTa, PDF);
e  BbIMOSIHEHNE KOMaHA.
15.B n3genun peanusoBaHa perucTpaunsi u y4eT crieQyroLmx coobITuiA:
e  3anyck v 3aBepLUEHNE BbINONIHEHMS (DYHKUWIA ayaouTa;
e pe3ynbTaTbl BbIMNOJIHEHMS MPOBEPOK MHCpOpPMaLMK CETEBOIO Tpaduka;
e  3anuCb HOBOTO 3HAYeHWsI NOON N3MEHAEMON NONUTUKW/NapameTpa.

16.B n3genun Bo3aMoxHa NOAAEPXKKa ONpPeAerneHHbIX poner no ynpasneHuio MJ3.

17.B u3pgenun peanusoBaHa BO3MOXHOCTb CO CTOPOHbl agMUHUCTpaTopoB MO ynpaBnsTb pexumom
BbINONHeHust hyHKLMN 6e3onacHocTn M3.

18.0nst agMuHucTpatopa MO peanusoBaHa BO3MOXHOCTb MOAMMULIMPOBATL, yaansiTb pa3peLunTerbHble
n (unn) 3anpeTuTenbHble aTpubyThl 6€30MacCHOCTUN UCNOMBb30BAHNS CETEBLIX PECYPCOB, COAEPXKaLLnX
OTAenNbHblE TUMbI MOBMMBLHOIO KoAa, Ans ocywecteneHms MO dunbTpauun.

19.ns agMuHucTpatopa MO peanus3oBaHa BO3MOXHOCTb HasHadaTb MoguduvumpoBaTth, yoanaTb
paspelumTenbHble 1 (MnK) 3anpeTuTenbHble aTpubyThl 6e30nacHOCTU ANnst NPUKNaaHOro NPOrpaMmMHOro
obecneyeHus (NPUNOXEHUIA) C LEeNbIo NOCMEAYOLWEro OCyLLECTBNEHUSA (DUNbTpaLnN.

20.B u3genuum ecTb BO3MOXHOCTb BeOeHMS [N KaKOoro Tuna MeCT pacnosioKeHus y3na
yCTaHoBMeHHbIM M3 oTAenbHbIX Npodunen NpoBepoK.

21.B ns3genunm ectb BO3MOXHOCTb U3MEHEHNs1 061acTu 3Ha4YeHUI MHopMaLMmM COCTOSIHUST COeOUHEHWUS CO
CTOPOHbI agMMHUCTPATOPOB MEXCETEBOrO 3KpaHa. Y agMMHUCTpaTopa eCcTb BO3MOXHOCTb 3aBepLuaThb
ceTeBble COeaAnHeHMs U3 Tabnuubl CoeanHEHU.



22.B n3gennn eCctb BO3MOXHOCTb MPUCBOEHUS NPOOUiam npoBepoK AOMNYCTUMbIX 3HAYEHUI, TaKNX Kak
npodunnb NPOBEPOK AN NCNOMb30BaHMS BHYTPY MHADOPMALMOHHOW CUCTEMBI, MPOtKUNb NPOBEPOK A1
MCnonb30BaHUA 3a npegenamyv MHOPMALMOHHOW CUCTEMbI W OPYrMx AOMYyCTUMbIX nNpodunemn
npoBepok. Peann3oBaHbl:

e BO3MOXHOCTb CO34aHus npodumnen, Beibopa 1 HasHa4YeHus Npouna HacTpoek onpeaeneHHbIM
(HamgeHHbIM) ceTaAM, B TOM Yncne nNpu obHapy>KeHnM HOBOW CeTw;
e  BO3MOXHOCTb pedakTUpoBaHUsa Npodunen HacTPoeEK;
e ayauT cboeB B NCMOMb30BaHUN MeXaHu3ma BeAeHUs1 OTAENbHbIX Npoduner NpoBepok (mpumep
cbos: npocnnb He HadeH U MPUMEHEH NPOdUIb MO YMOMYaHMIO).
Mpodunu BbIGUpatoTca kak MuHUMYM no |P-agpecy Tekywero agantepa. KonvyectBo npocdoumnen,
paBHOe 8, MOXHO cuuTaTb AocTaToyHbiM. [lpodunm (kpomMe npoduns MO YMOMYaHUIo) MOTyT
nepenMeHoBbLIBATLCS.

23.B v3genun ecTb BO3MOXHOCTb MPUCBOEHUSI MHMOPMAaUUN COCTOSAHUA COeOMHEHUS O0MYyCTUMbIX

3Ha4eHun. B kayecTBe OCHOBHbLIX COCTOSIHUI A5 CETEBOro Tpaduka Ucrnonb3yeTcs cneayoLwme:
e  YCTaHOBIIEHUE COEOUHEHUS;
®  1CMONb30BaHUe CoegUHEHNS;
e 3aBeplUeHne CoeaUHEHNS.
Mpu 3TOM Kaxabli HOBLIA MaKeT NMPOBEPSETCH MEXCETEBLIM 3KpPaHOM Mo Tabnuue cCOCTOoSHWMIA Anis
onpegeneHns Toro, He MPOTMBOPEYUT NN COCTOSIHNE NMakKeTa OXUAaeMOMY COCTOSIHUIO.
24.Peanun3oBaHa BO3MOXHOCTb peructpauuy cboeB B MCNOMNb30OBaHWM MexaHu3ma BeAeHus Tabnuubl
COCTOSIHUA.

25.0na kaxpgoro coeguHeHus obecnednBaeTcs BefeHWe Tabnuubl COCTOSIHUA, OCHOBAHHOW Ha
WHGOPMaLIMM COCTOSHUS COEAMHEHMS N UCNOMb3YEMON NMpU BbIMONTHEHWMN NPOBEPOK ANs 0BbHapyKeHns
aHoMarbHbIX MaKkeToB, He COOTBETCTBYIOLLMX TEKYLLEeMY COCTOAHUIO COEANHEHUS.

26.Peanu3oBaHa BO3MOXHOCTb NnepexsaTa MakeTOB Ha CETEBOM YpPOBHE M MPOBEPKM UX Ha npegMmet
paspeLLeHHOCTN MO CYLLECTBYIOLWMM MpaBunamMm MexXceTeBoro akpaHMpoBaHus. [JonoHUTENBHO HYXHO
COXPaHSATb TPEK KaXkaoro coeanHeHus B Tabnumue cocTosiHui. [letanu Tabnuupbl BKAOYaoT:

ceteBon agpec (IP-agpec) NCTOYHUKa;

ceTeBon agpec (IP-agpec) nonyyartens;

HOoMepa NopToB;

WMHOPMaLIMIO COCTOSAHUSA COEAUHEHUS.

27.B n3genun peanunsoBaHa BO3MOXHOCTb obecrneyeHus nepexona B PexXum aBapuUHOW MOAOEPXKKM,
KOTOPbIN NpeaocTaBnseT BO3MOXHOCTb Bo3BpaTa M3 K WTaTHOMY pexnmy yHKLMOHMPOBAHNS.

28.B n3genuun peanu3oBaHa BO3MOXHOCTb TECTUPOBAHUA (CaMOTECTUPOBaHUS) yHKLMA 6e3onacHOCTU
MO (KOoHTpOINb LENOCTHOCTM NcnonHsemoro koga M3).

29.B n3genuu peannsoBaHa BO3MOXHOCTb Npu HapylleHun npasmun M3 nokasbiBaTb Npeaynpexaatolliee
coobLLeHMe Nonb3oBaTento.

30.B usgenuu peanusoBaHa (yHKLMOHaNbHass BO3MOXHOCTb WH(OPMMpOBaHUA (3anucb B XypHan,
BCMblBatowee coobuieHne n coobuieHne Ha Cepsep 6e3onacHoctn C3M HCI) o BO3MOXHOCTU
OBHOBIEHNST CUrHaTyp.

31.B nsgenuu peanu3oBaHa BO3MOXHOCTb 3aaBaTb U aHanu3npoBaTb KOMaHOHY CTPOKY (45s rubkom
HacTpowku npasun M3).

32.B usgenuu peanunsoBaH BbIBOZ BCMIIbIBAIOLLErO AETaNM3NpOBaHHOIO yBeOOMITEHNSI Npy BNoKMpoBke
KOHTEHTa.

33.B uagenuu peanusoBaHa (PyHKLMOHaNbHasi BO3MOXHOCTb «MakeTHOro» ynpaeneHust npaesunamm M3,
KoTOopasi No3BonisieT hopMMpoBaThb U NPUMEHATb OTAENbHbIE rpynnbl npasun M3.

34.B nsgenun peanusosaH punetp HTTP 3aronoska, KOTOPLIN NO3BONSET BbINOMHATL XYpHanvpoBaHue,
OnokMpoBKy coeanHeHus ¢ aHoManbHbiMn HTTP 3aronoBkamu.

35.B nsgenun peanunsoBaHa yHKLUMOHaNbHas BO3MOXHOCTb akTuBaumm Gornee xecTkmx npasun M3 npwu
OTCYTCTBMM Ha 3awmwaemoM TC aHTMBMpyca, OOHOBNEHWA WM MPU  HAPYLWEHWM KOHTPONS
LLeNIOCTHOCTM.

36.B usgenuu peanusoBaHa yHKLMOHaNbHasa BO3MOXHOCTb Ucnonb3osaHna DNS-1nmeHu BMecTo npasun
IP-agpeca npu HacTtporke npaesun MO ans obecnevyenuns paboTbl npaBuna npu cmeHe |IP-agpeca
pecypca.

37.B n3genuu peanvsoBaH MHTEPAKTUBHbIA pexnM 0ByvyeHus npu doopmupoBaHmm npasmn M3.

38.B nsgenun peannsosaHa nonutunka «bnoknposka QUIC».



3.4 Cucrtema obHapy>XeHUA BTOPXKEHUN

>

B nsgenumn nmetotcsa cpeactea aBTOMaTM3MpoBaHHOro obHoBNEHNst 6a3bl peLuaroLLmnx npaBun.
B n3genun nmeetcs BO3MOXHOCTb OOHOBMNEHMS 6a3bl peLuaoLLmx NpaBuil TONbKO aAMUHUCTPaTopam u
nonb3oBaTensim.
Mogaynb COB nmeeT rpadudeckmin MHTepeinc agMMHUCTPUPOBAHUS.
B nsgenun peanusoBaHbl MEXaHW3MbI NIOKANBHOMO M yAanéHHoro agMuHmnctpuposaHns COB.
B u3genun agmuHuctpaTopam 6e3onacHocTM (M TOMbKO MM) MPedoCTaBnsieTcsl BO3MOXHOCTb
MOAMUUMPOBATL PEXMM  BbINONHEHUS (YHKUWUA, CBA3@HHbIX C BHYTPEHHWUM npeacTaBrieHnem
BpeMeHu, co cbopom AaHHbIX 0 cucteme VT, nx aHanM3om u OTBETHbIMU peakUUsiMU.
B unspenun ynonHOMOYEHHbIM agMUHUCTpaTopam 6e30onacHoCTM (M TONMbKO UM) MpefocTaBnseTcs
BO3MOXHOCTb 3aZlaHusl, a Takke 3anpoca, U3mMeHeHusi, moandukaummn, yaaneHnss 1 O4MCTKU 3HAYEHUN
Nno yMOMYaHuio.
B nsgenun nogaepxvsatotcs cnegyowmne ponu ang ynpasneHus mogynem COB:

e agmwuHucTpaTop 6e3onacHocTy;

e nonb3oBaTens UNC;

e aaAMMHMCTPATOp cepsepa.
B nsgenun obecnevyeHa BO3MOXHOCTb acCoLMUMPOBaTh NOMb30BaTeNen C ponsmMu.
B m3genum obecneyeHa BO3MOXHOCTb BbIMOMHATL aHanu3 cobpaHHbiX AaHHbix COB o ceTeBom
Tpaduke B pexume, GrmM3kom K peanbHomy macwrtaby BpemeHun. ObGecneveHa BO3MOXHOCTb MO
pesynbTataM aHanu3a ukcupoBaTth CriegytoLLyo MHOpMaLuio:

e [aTy v Bpems, pe3ynbTaT aHanuaa, TUn aHHbIX, NOEHTUMUKATOP NCTOYHUKA AaHHbIX;

e  MPOTOKON (MexaHu3Mm), UCMoMb3yeMbl AN MPOBEAEHUS BTOPXKEHNS;

e ugeHTUmKaTop cydbekTa BTOPXKEHUS, MOEHTUdUKATOP 0ObeKTa BTOPXKEHNS.

10.B wusgenuu peanu3oBaHa BO3MOXHOCTb BbINOMHSATL criegylowmne yHKUUMM MO  aHanmM3y BCeX

nony4eHHbIX gaHHbIXx COB:

e obHapyxuBaTb BTOPXEHUSA B pexume, OnM3KOM K peanbHOMYy macliTaby BpeMeHu Ha ypOBHe
OTAenbHbIX XOCTOB (rokanbHbix y3noe WC) nytem aHanusa ceteBoro Tpadmka 6e3 notepu
AaHHbIX ANa aHanu3a;

e 0OHapyxuBaTb BTOPXKEHMSA Ha YPOBHE OTAENMbHbIX XOCTOB (fToKkanbHbIX y3ros VIC) nyTem aHanusa
XypHanos cobbiTun OC u npuknagHoro [MO.

11.B cnyyae oOHapyXeHUsi BTOpPXKEHWA W HapyweHuin 6e3onacHocTW usgenuve npeanpuHumaeT

cnegyowuve oencTsuns:

e  OCYLLECTBUTb (hukcauuto chakta obBHapyXeHUsI BTOPXKXEHWUN UMW HapylleHuid ©e3onacHocTu B
XypHanax ayaura;

e yBeOOMMTb agmuHucTpaTopa 6e3onacHocTM 06 OBHApPYXEHHbIX BTOPKEHUAX U HapPYLUEHWUSX
©e30nacHOCTU C MOMOLLbI0 BU3yarbHOro OTOOpaXkeHWss COOTBETCTBYHOLLENo CoobLieHus Ha
KOHCONW yNpaBeHns 1 NoAayun 3ByKOBOrO CMrHasna, a Takke coobLLEeHNsI MO SNEKTPOHHON NoYTeE;

e GnokupoBatb IP-agpec atakyloLlero B Te4eHUM 3a4aHHOTO BPEMEHU.

12.B n3genuu peanusoBaHa BO3MOXHOCTb OMNpeAerieHNsi OrpaHWYeHUn criegyrowmx AaHHbIX TOMbKO

aOMUHNCTPATOPOM Ge3onacHocTu:

e pa3Mep XpaHUMbIX )XYPHASIOB;
e BpeMs GrnokupoBku IP-agpeca aTakyoLlero.

13.B n3genuun npegnpvHMMaloTcs crnegyowme encTBus Npu JOCTUXKEHMN UNWU NPEBbILLEHUN AaHHBIMU

orpaHuyeHun COB, ycTaHOBMNEHHbIX B TpeboBaHuun 12:

e  poTauus XKypHaroB Npw MpeBbILLEHNN pa3Mepa XpaHUMbIX KypHaroB;
e pasbnokupoBka |P-agpeca aTakylollero npu WUcTeYeHuM BpemeHu GrokupoBku |P-agpeca
aTaKyHLlero.

14.B n3genuu peanu3oBaHa BO3MOXHOCTb reHepuposaTb 3annCb ayguTa Anda cneayrowmx cobbiTun,

noTteHUunarnbHO nogBepraemMblX ayguTty:

e  3aMycK U 3aBepLUEHNE BbINONHEHWUsI PYHKUMI ayaunTa;

e BCe COObITMS, NOTEHUMANbHO MOABEPraemble ayauTy, Ha HeonpedenéHHOM YpOBHE ayauta
(MUHMManbHBIN, 6a30BLIN, OEeTANM3NPOBAHHLIN);

e pgoctyn k COB;

e YTeHue uHdopmMaLmm U3 3annucen ayguTa;



e HeycrewlHble NOMbITKN YnTaTh MHOPMaLno N3 3anucen ayanTa;

e BCe MOAMPUKALUN PEeXMMA BbINOMHEHMS PYHKLUMIA, CBA3AHHbBIX CO COOPOM [aHHbIX O cucTeme
WUT, nx aHanm3omM 1 oTBETHbIMWU peakLUaMU;

e Bce Mogudmkaumm gaHHbix COB, gaHHbIX ayanTa n Bcex npounx gaHHeix COB;

e MoAudMKauus rpynnel Nonb3oBaTenen — UCMOMHUTENEN ponu;

e  BbINOMHEHUe 1 pesynbTaTbl cCaMoTeCTMpPoBaHMsa komnoHeHToB COB.

15.B nsgenun peanusoBaHa BO3MOXHOCTb PErMCTPMPOBATL B KaX40M 3anucu ayguTa, No MeHbLUEn Mmepe,
cnenyloLyo MHopmauuio:

e [parta v Bpems, Tvn cobbiTus, naeHTnudukaTop cydobekta u pesynbtaT cobbiTvs (YCnewHbli nnm
HeycneLHbIRn);

e NS KAXOOro Tuna cobbITUn, NOTEHUMansLHO NoABepraembIx ayamTy, U3 yucna onpeaenéHHbIX B
YHKUMOHANbHBLIX KOMMOHEHTaX, PErucTpupyroTcs crneyrowmne napameTpbl: naeHtudukaTop
obbekTa, B1A 3anpawmBaemMoro AocTyna npu cobbiTuM 3anycka W 3aBepLUeHUsT BbIMOMHEHNS
dyHKUMN ayguTa, npy goctyne k COB;

e ugeHTUdmkaTtop nomnb3oBaTens npuM cobbITUM MogudmKkaumMm rpynnbl  Monb3oBaTtenen —
ncnonHuTenen ponu.

16.B usgenuu peanu3oBaHa BO3MOXHOCTb MpefoCcTaBnAaTh agMMHUCTpaTopy 6e30nacHOCTM NpaBo YnTathb
BCe JaHHble ayanTa U3 3anucen ayguTta.

17.B uspgenuu peanu3oBaHa BO3MOXHOCTb 3anucu ayguta B Buae, MNO3BOMSOLWEM MNOSb3oBaTesnio
BOCMNPVHMMATbL COAEPXaLLYCH B HUX UHpopmaLunio.

18.B wu3genuu peanusoBaHa BO3MOXHOCTb acCOUMMPOBAaTb Kaxgoe CcoObiTve, noTeHumanbHo
noasepraemoe ayauTty, C MAEHTUUKATOPOM MONb3oBaTeNs, KOTOPbIM OblT MHWLMATOPOM 3TOrO
cobbiTus.

19.B mnspenun peanusoBaHa BO3MOXHOCTb 3anpeTa BCEM MOMb30oBaTeNsiM AOCTyMNa K YTEHWUIO 3anucen
ayauTa, 3a UCKIIYeHeM Monb3oBaTernen, KOTopbiM IBHO NpefocTaBneH AOCTYN ANS YTeHUs.

20.B n3genuum npegoctaBnaeTca BO3MOXHOCTb BbINOMHATE NMOUCK, YNOpAA0YMBaHNE, COPTUPOBKY AaHHbIX
ayauTa, OCHOBaHHYIO Ha cnegylowmx atpubyrax:

e [aTa u Bpewms;

naeHTudukaTop cyobekTa;

VN coObITUS;

pe3ynbTaTt cobbITUSA (YCNELHbIA / HeYCNELUHBIR);

aencrteue.

21.B u3genuu BbIMOMHAETCA (PYHKUMSA CaMOTECTMPOBAHUA MpW 3arnycke Mo 3anpocy YnoSIHOMOYEHHOro
nonb3oBaTens Ansg AeMOHCTpaLUmM NpaBubHOro BeINONHEHUA yHKumn 6e3onacHocTn COB.

22.N3genue npepocTaBnsieT BO3MOXHOCTb  YMOMHOMOYEHHbIM MoNb3oBaTendam BepuuuMpoBaTb
LeNOCTHOCTb AaHHbIX PyHKUMIN 6esonacHocTn COB.

23.B nsgenun npenocTaBnsieTCs BO3MOXHOCTb YMNOMHOMOYEHHbIM MNorib3oBaTensam BepuduumnposaTb
LeNIOCTHOCTb NPOorpaMMHoOro koda dyHkumin 6esonacHoctn COB.

24.06ecneyeHa BO3MOXHOCTb cobupaTb MHOpMaLuio 0 ceTeBOM Tpadhumke, NpoxogsiemM Yepes y3nbl
ceTu:

MHopMauns 0 ceTeBbIX agpecax;

nHdopmaumsi 06 ncnonb3yembix NopTax;

WMHpopMaLMS O 3HAYEHUAX NOSEN CETEBOro NakeTa;

nHdpopmaums ob annapaTHbIX agpecax yCTPOWCTB;

MHopmauns 06 naeHTudnkaTopax NPOTOKOOB;

MHopMauns o pasmepax NakeTos.

25.B uzgenum obecneveHa BO3MOXHOCTbL cOBUpaTb MHOPMaLIMIO O CrieayroLLMX CODbITUSAX Ha y3nax ceTu:
e cobbITUS, perncTpupyemble B XypHanax ayauta: OC, npuknagHoro nporpaMMHoro obecneyeHms;
e  BbI30B (PYHKLMI;
e obpalleHune K pecypcam.

26.B nagenuu peanusoBaHa BO3MOXHOCTb COOMpaTh N perMcTpMpoBaTth CrleayoLLyo MHopMaumio:
e [aTy v Bpems cobbITus;
e TUN cOObLITUS,
e uaeHTudukaTop cybbekTa.

27.B nsgenun peanuaoBaHa BO3MOXHOCTb BbIMOMHATb aHanNM3 cobpaHHbIX AaHHbIX C LieNblo 06HapyXeHust



BTOPXKEHWIN C UCNOSMb30BaHNEM CUTHATYPHbIX N 9BPUCTUYECKNX METOO0B.

28.B nsgenuu peann3oBaHa BO3IMOXHOCTb BbINMOJIHATbL aHalln3 C06paHHbIX AaHHbIX C LUeJibo 06Hapy>|<eHV|s=|
BTOp)KeHI/IIZ C ucnosrfb3oBaHMemM 3BPUCTUYHECKNX MEeTOAOB, OCHOBaAHHbIX Ha MeEeTodaXxX BblABJI1IEHUA
aHomarnum ceTeBoro Tpacbvn(a, MeToax BbISIBIIEHUS aHOManun B AencTBmsax nonb3oeatens NC.

29.B nsgenuu peann3oBaHa BO3IMOXHOCTb BbINMOJIHATbL aHal1n3 CO6paHHbIX AaHHbIX C LUeJibo 06Hapy>|<eHV|s=|
BTOp)KeHI/IIZ C ncnosib3oBaHnemM 3aBpnCTN4ECKNX metogoB Ha 3agaHHOM ypOBHe.

30.U3pgenue nmeeT MexaHU3Mbl OGHaPY>XEHUSA BTOPXXEHUI Ha OCHOBE aHanmsa crnyxebHon nHgopmawmm
npoTtokornoB ceteBoro ypoeHsi (ICMPv4, ICMPvV6, IPv4, IPv6) n TpaHcnoptHoro ypoBHsi (UDP, TCP)
©a30BoOW 3TaNoOHHOM MOAENN B3aUMOCBSI3N OTKPbITbIX CUCTEM.

31.B n3genuu peanusoBaHa BO3MOXHOCTb onpefeneHus noameHsl IP-agpeca n 6nokuposka IP-cpnyaa.
32.B nsgenuu peanusoBaHa BO3MOXHOCTb BrIOKMPOBKU y3NnoB, ckaHmpyowmx MK B cetn.
33.B nsgenuu peanv3oBaHa BO3MOXHOCTb BbISIBIIEHUSA aTak, HarnpaBreHHbIX Ha OTKa3 B 0OMy>KMBaHUN.

34.B wu3pgenuu peanu3oBaHa BO3MOXHOCTb OMNPEAEeNieHus chnucka TUMOB aTak, KoTopble OyayT
OnokmpoBaTbcsl.

35.B n3genuu peanusoBaHa BO3MOXHOCTb CO3aHnst cobcTBeHHbIX curHaTtyp COB.

36.B u3genun peanu3oBaHa BO3MOXHOCTb OGNOKMpOBaTb HeLOBEPEHHbIE MPUIMOXKEHUS, HE UMeloLme
umdpoBoM nognmcu.

37.B n3genuu peanvsoBaHa BO3MOXHOCTb AOBEPUS NMPUMIOKEHNUAM, UMEKOLLMM LMdPOBYIO NOAMUCH.

38.B n3genuu peanusoBaHa BO3MOXHOCTb HACTPOMKN CNUCKa YA3BMMbIX NOPTOB.

39.B n3genun peanusoBaHa BO3MOXHOCTb BbIGOpa KOMMOHEHTOB, pa3peLleHHbIX ANsi UCNOMb30BaHWsA Ha
MMK.

40.B n3genvn peanusoBaHa BO3MOXHOCTb BbISiBNEHUs1 NonbiTok MO 3anuckiBaTe faHHbIE B CUCTEMHbIV
peecTp u obpalleHus k Kputnyecknum obbektam OC.

41.B n3genuu peanv3oBaHa BO3MOXHOCTb HACTPOMKU «HYBCTBUTENBHOCTU» ONpeaeneHns aTak.

42 .B n3genum peanusoBaHa BO3MOXHOCTb HACTPOMKN UCKIMIOYEHUIN NS AOBEPEHHbIX Y3M0B, C KOTOPbIX HE
OyneTt obHapyxnBaTbCA aTaka.

43.B nagenun peanmsoBaHo MackupoaHue gatynkos COB.

44.B n3genun peanu3oBaH KOHTPOSb LienocTHocTh 6a3bl pewatowmx npasun COB (curHaTyp XypHarnos,
Tpaduka).

45.B nsgenum peannsoBaHa BO3MOXHOCTb COXpPaHeHWA OT(OUNbTPOBaHHOMW UHAOPMaUUKU N3 XypHanoB
nocrie NpUMeHeHUs unbTpaLmm.

46.B nagenuu peanusoBaHa (pyHKLMOHanNbHasi BO3MOXHOCTb «be3onacHas cpepa» (BC), no3sonsiowas
3anyckaTb M NPOU3BOANTb paboThl C NPOrpaMMHbIM ob6ecnevyeHmemM B U30NIMPOBAHHON, 3aLLMLLIEHHON
cpene 6e3 BHeceHMs m3ameHeHun B ocHoBHyto OC, npoBepsATb 1O Ha onacHble AeNCTBUS C LEenbio
onpeerneHnsa cteneHn JoBepus K Hemy 1 bopMMpoBaTh OTHET O AeATeNbHOCTU nporpammbl. OT4eT
COCTaBMnsieTCsa € NpaBamMu JOCTYnNa, UCKIYaLWLMMN BO3MOXHOCTb pejakTupoBaHus danna. B otyeTe
oTobOpaxeHo crneayoulee:

KpaTkas CBOAKa O NOTEHUManbHO-BPEOOHOCHbIX ENCTBUSX;

oueHka 6e30nacHOCTM NPUIOXeHWs, barna nnm ceblnku;

NofIHOe HaMMEeHOBaHNE O CUCTEME;

nogpobHoe cocTaBneHne O0TYETOB/KYPHAIIOB O pe3ynbTaTax NPOBEPKU.

47.B w3penuu peanusoBaHa BO3MOXHOCTb MMMOPTa U MOCNeAyHLWero 0GHOBNEHNST «4EPHOrO CrnmcKka»
URL agpecoB 13 BHeLLHero «*.ixt» cdanna.

48.B v3genuu peanvsoBaHa BO3MOXHOCTb 3awuTbl cnyxobl COB 0T HeaBTOPU3MPOBaAHHOIO OCTaHOBA.

49.B mn3penun peanusoBaHa yHKUMOHaNbHas BO3MOXHOCTb 3aaBaTb W aHanu3npoBaTb KOMaHAHYHO
CTPOKY Ansi NPOLLEeCCOB AN rTMOKOM HAaCTPOMKM NpaBun XXypHanos npunoxexun COB.

50.B n3genun peanusoBaH BbiBOA M3 k3lla DNS-MMeHU BHeLIHero pecrnoHeHTa npu HanuuumM Takow
WHpopMaLMm B OTNPABAEHHbIX UIN NPUHATBLIX AaHHbIX.

51.B n3genuu peanusoBaHa yHKUUS CaMOTECTUPOBAHUS KOHTPOIS NPUNOXEHNIA.

52.B n3genun peanv3oBaHa yHKLUSA aBTOMAaTUYECKOro 3anycka npunoxexHun B bC B cnyyae, ecnv oHu
nony4yeHsl ¢ cantos cetTn MIHTepHeT.

3.5 CepBep KOHhUrypauumm

1. B u3genun peanusoBaHa dyHKuua cbopa no cetu u obpaboTkm mHGopmaLMM O NpPOrpaMMHOM



8.

9.

obecneyeHmm MK ¢ yctaHoBneHHbIM Dallas Lock 8.0.

B wusgenun peanvsoBaHa (YHKUMS OTCNEXUBAHUS WM3MEHEHWA B YCTAaHOBJIEHHOM MPOrpaMMHOM
obecrneyeHun Ha KrMeHTax.

B usgenuu peanunsoBaHa yHKUMS pukcaumm cobbITUi MOACUCTEMbI CKAHUPOBAHUS KITMEHTCKOMN YacTu
B >xypHane CK. ®ukcupytoTcs criegyrowme Tunbl COObITUIA:

CKaHWpOBaHue;

penakTMpoBaHve NapaMeTpoB;

3arpyska MacnopTta MO co CbeMHOro MaLIMHHOIO HOCUTENS;

CUHXpOHU3aums MMacnopToB KnNueHTa.

B usgenuu peanusoaHa yHKUMS punbTpaumm cobbiThii, 3adpMKCMPOBAaHHLIX B XXypHarie ynpaBreHus
NONUTUKaMM, No TUNY U pe3ynbTary.

B nagenun BoinonHaeTcs KOHTPOJ1b N q)l/IKcaLl,Vlﬂ COCTOAHUA HpOFpaMMHOVI cpenbl.

B wusgenun peann3oBaHa d)yHKU,VIOHaJ'IbHaﬂ BO3MOXHOCTb CpaBHEHUA I'IpoeKTa nacnopta wu
3aBepeHHOoro I'IacrlopTa, 3aBepPeHHbIX NacnopToB B paMKax OOHOro KrmneHTa.

B nsgenun peannsoBana cyHkums dpopmupoBanus MNMpoekta nacnopta MO, MacnopTa MO.

B u3genun peanusosaHa dyHkums yteepxaeHus [Macnopta MO ¢ nomoLblo YCTaHOBKM NPOCTON
3NEKTPOHHOW MOAMMUCH.

B nsgenun peanusoBaHa yHKLMSA CO3A4aHUS U peaakTMpoBaHMs npaB y4eTHbIX 3anucen CK.

10.B wuagenuu peann3oBaHa d)yHKLI,I/IOHaJ'IbHaﬂ BO3MOXHOCTb XpaHeHuA AdaHHbIX O COCTOAHUN no

KnneHToB B 6ase AaHHbIX MPOrpaMMHOro moayns. Msgenve obecneyvmBaeT XpaHeHwe crnegyowmx
AaHHbIX:

e CBeJeHVs O KNWeHTax;

e CBedeHus 0 nepcoHarne Komnnekca:

e nacnopta MO KNMeHToB ¢ anekTpoHHOW nognucbio KoHTponepos (MHopmauns 06 namMeHeHnsx
coctaga 10 n ucnonHsembix annax);

e uMHdopmauus o MO.

3.6 O6wwme 3apgaum cywecTBylowmnx nogcuctem C3U HCAO

1.

9.

N3genue MoxXeT KOHTPONMpoBaTb M ONpPeaensaTb CaHKLMOHMPOBaHHOE BpeMs paboThl y4eTHON 3anucu
nonb3oBaTtens. PeannsoBaH MexaHU3M OrpaHuyeHuWss 4ocTyna no gate M BpeMeHu (pacnucaHue
paboTbl nonb3oBartenen).

N3genue cnocobHO npuHyaMTENbHO OTKMYaTh ann-guck npu  OTKNIOYEHWM annapaTHoro
naeHTudukaTopa.

B nsgenun peannsosaHa BO3MOXHOCTb KOHTPOISA (PYHKLUNIA rapaHTUPOBaAHHOW 3a4UCTKN MHADOpMaLMK.
B wu3genun peanu3oBaHa BO3MOXHOCTb HacTPOMKM W OTOOpaxeHus 3adaHHOro TEeKCTOBOro
yBeOMIIEHUS NONb3oBaTENs NPY ero BXoAe B MHPOPMaLMOHHYIO CUCTEMY (HAaNMOMUHaHME O TOM, YTO B
WH(OPMALIMOHHOW CUCTeMe peanu3oBaHbl Mepbl No obecneveHuto 6e30nacHOCTM MNepCoHanbHbIX
AaHHbIX, U O HeobxoaumocTu cobniogeHns YCTaHOBMEHHbIX oOnepaTopoM npasun 06paboTku
nepcoHanbHbIX AaHHbIX).

B n3pgenun peanusoBaHo onoBeLLeHWe Nnosb3oBaTens Nnocne ycnewHoro Bxoaa B MHAPOPMaLMOHHYIO
cucTemy O ero npeablayLiem Bxoae B MHMPOPMaLMOHHYIO CUCTEMY, O KONMYECTBE HeyCrneLUHbIX NOMbITOK
BXO4a B UH(OPMALMOHHYIO cuctemy 3a nepuod, o6 M3MeHeHUN CBeAEHWUN, OTHOCALLUXCS K YYETHOM
3anvcu nonb3oBaTens.

B usgenun ocyulecTBnsieTcsa pernctpaums COObITUI, CBSI3aHHbIX C AENCTBUSIMM MO 3a4nCTke
ocTaTovHOM MHdopMaunn.

B n3pgenuu peanusoBaH MexaHW3M rMOKOW HACTPOWKWU LUTamna, NpocTaBnseMOro npu oTyyXXaeHuu
WHOPMaLMK Ha TBEPAYIO KOMUIO.

Mpu ceTeBOM wucnonb3oBaHuu u3genve obecrneumBaeT (cunamm cepBepa 6esonacHoOCTH)
CUHXPOHU3aLNI0 BPEMEHM.

B wusgenun peanusoBaH Moaynb YynNpaBrneHWs nuUeH3nsMu Ans cepsepa 6e3onacHocT WM Ha
orpaHu4eHne Yncna TepMuHarnbHbIX CECCUN.

10.B wv3genum peanusoBaHa BO3MOXHOCTb OyGnvMpoBaHusi cepeepoB 6e30MacHOCTVM MpW CeTeBOM

pa3BepTbiBaHUU, ONA NOBbILLIEHUA OTKa30yCTOI7I‘-IVIBOCTVI nsgenuna.

11. B u3genuu peannsoBaHa BO3MOXHOCTb YCTAHOBKM KOHDUIypaLum Mo yMOMYaHWio, YA0BNEeTBOPSIOLWEN

TpeboBaHMsIM OrpaHNUYEeHUI NO SKCMyaTaumm, ykasaHHbIM B nogpasgene 3.3 oopmynspa Ha usgenue.



12.B nspenun peanu3oBaHa BO3MOXHOCTb aBTOMAaTU4eCKOro akcnoprta XypHanoB CB u xypHanos,
cobupaembix ¢ knneHTos 16, BO BHelwHI00 SQL 6a3y AaHHbIX.

13.N3penne obecneymBaeT SBHOE BbIBEAEHUE KIMEHTCKOW paboyven CcTaHuum u3-nof ynpa.rieHus
cepBepa H6e3onacHoCTy.

14.B usgenuu peanu3oBaHa BO3MOXHOCTb MEpeMeLLeHns Tpynn KIMeHToB cepBepa Ge3onacHocTu B
Apyrve rpynnbl Yepes NX KOHTEKCTHOE MEHI0, COOTBETCTBYIOLLEE CYLLLECTBYIOLLEN nepapxun rpynn.
15.13nenne obecneunBaeT aBTomaTmdeckoe oGHOBNEHNE NHOOPMaL MK B PEXMME pearnbHOro BpeMeHU o

KnneHTax, TeEXHu4eckasi nogaepkka KoTopbiX 3aKOHUYUNach.
16.B n3genuu peannsoBaHa yHKUNS 0TOBpaxeHun nHgdopmauum o6 akTuBHbIX komnoHeHTax C3U HC
B okHe «O nporpamme».
17.B n3genuu peannsoBaHa aBTopM3aums No cmapT-kapTe yepes ygoctosepsawowmm ueHtp MS Windows
Ansa 64-paspsiaHblX OnepaunoHHbIX CUCTEM.
18.Mpu dyHKumnoHnpoBaHun B gomeHe Active Directory C3 HC[L, npu HacTpoeHHON aBTopu3aumm no
cmapT-kapTe usgenve obecnednBaeT BO3MOXHOCTb OTKIMIOYEHUSA NaporibHOro nHTepderica Bxoaa.
19.Tpw 06HOBREHNN U3OENNE aBTOMATUYECKM NPOBEPSIET AMIEKTPOHHbBIE MOANUCYU UCMOSNTHAEMbIX MOAYIEN
W 3anpeLyaeT yCTaHOBKY He npollewmnx nposepky Ol CnonHaemblx MOAyNen.
20.Tpn cCOBMECTHOM MCMOSIb30BaHUN Ha OOHOWM KnneHTckon pabouen ctaHumm C3W HCO v CO3 Dallas
Lock obecneumBaeTcs:
e  BO3MOXHOCTb CKBO3HOW aBTOpu3auum B OC — nepegaya BBEAEHHbIX aBTOPM3ALMOHHbBIX JaHHbIX
n3 CO3 Dallas Lock B C3/ HC[;
e BO3MOXHOCTb 3aMMCTBOBaHWsi BpeMeHHbIXx oTmeTok n3 C[3 Dallas Lock gnsa perucrtpaumm
cobbITn 6e3onacHoCTH.
21.PaclmnpeHa uHTerpaumst ¢ KnMeHTamu goMmeHa nog ynpasneHvem msgenust C3M HCL Dallas Lock
Linux. ObecneumBatoTcs:
e  CUHXPOHU3aUMs NONMTUK Ge3onacHoOCTY;
e BbIFPy3Ka XypHarnoB knueHToB nof ynpasneHvem usgenua C3W HCL Dallas Lock Linux B MS
SQL;
®  MOJSIHOLEHHAasi CUHXPOHM3ALMSA YYeTHbIX 3anucen rpynn (no aHanormum ¢ C31 HC);
e yaaneHHoe pasepTbiBaHue C3W HC[ Dallas Lock Linux;
e LleHTpanu3oBaHHoe ynpasneHue ponamu agMmuHuctpuposaHus C3W HCL Dallas Lock Linux.
22.Mpwn ypaneHun C3W HCO uspgenue npegnaraet COXpaHUTb NPOU3BeaEHHbIE HAaCTPONKN.
23.B n3genun peanusoBaHa 6a3oBas MHTerpaums ¢ aHtmeupycom «Kaspersky Endpoint Security»:

e onpegeneHue HanMuna yCTaHOBMEHHOIo aHTUBMPYCa Ha KMMEHTCKUX paBoUmnx CTaHLUAX;
e MpefocTaBreHne uHgopMaummn 06 akTyarnbHOCTM aHTMBUPYCHbIX 6a3;
e aHanu3 XypHaroB aHTVBMpYca C peakuueii Ha 3a4aHHbI paspaboTYMKOM NepedeHb CoBbITUIM.

24.B n3genuu peanusoBaHa rpacuyeckas naHenb MOHUTOPUHIa 3aLWMLLEHHOCTM CUCTEMBI (3aLLMLLEaEeMOro
KOHTYpa).

25.B u3genuu peanusoBaHa yHKUMA TEHEBOro KOMMpoBaHWs, obecneuuBalowasi KonupoBaHue
uHdopMaumKM, KOTOpYK NOfMb3oBaTelflb 3anucbiBaeT Ha CMEHHble WM CeTeBble HaKoMuTenu, B
cneuvanbHyl0 Manky Ha nokanbHOM XeCTKoM aucke. [ocTyn nonb3oBaTenst K TEHEBOW Komuu
aBTOMaTU4eCcKnM obpa3om orpaHMynBaeTCS.

26.B n3genuu peanusoBaHa QyHKUUS aBTOMaTUYECKOro coxpaHeHus channa koHdurypauum Cepsepa
©e3onacHOCT! NO YCTAaHOBMEHHOMY pacrMCaHui0 C BO3MOXHOCTbI 3a4aTh NyTb COXpaHeHust dpanna
koHdurypaumm C3M HCL, Ha xecTKoM AMCKe, CETEeBOM AUCKE UNU CbEMHOM MaLUMHHOM HOCUTene.

27.B wv3penun peanusoBaHa yHKUMS arperaumym COObITUM HECaAHKUMOHWPOBAHHOIO [OCTyna no
pa3HOPOAHbLIM KNMeHTaM JoMeHa 6€30MacHOCTU C YHUPMLMPOBAHHON BO3MOXHOCTLI 06paboTkm Ans
noboro yana wunu rpynnsl y3rnoe (BHe 3aBUCUMOCTM OT Tuna).

28.B u3pgenun peanusoBaHa yHKUUS NMPOBEPKU LUcpoBOM noanucu obbekToB haiinoBOW CUCTEMBI,
Haxogsimecsl NoJ KOHTPONEeM LEeNOCTHOCTU, Npu MX OOHOoBReHun. B cnyvae Hanuuusi y HOBOro
ucnonHsiemoro darina ungppoBor NOANUCK 3aMeHa paspeLLaeTcs, B MPOTUBHOM — 3anpeLlaeTcs.

29.B nzgenuu peanunsoBaHa BO3MOXHOCTb NMpocMoTpa B XypHane CepBepa 6e3onacHocTv napameTpa,
NPV CUHXPOHM3aLMN KOTOPOrO BO3HMKaET oLnbka.

30.B nsgenun peanusoBaHa yHKUUSA, NO3BOMAIOWAS BKIlOYaTh KOHTponnepbl gomeHa OC Windows B
JomeH 6e3onacHocTn C3M HC.

31.B wusgenum peanu3oBaHa @yHKUMS, MO3BOMSOWAS CcO34aBaTb Y4YeTHble 3anncu  OOMEHHbIX



nonb3oBaTenen n3 KOHCoONu agMuHucTpupoBaHmns C3UN HCL.

32.B n3penuu peanusoBaHa pyHKUMS, no3Bonstowasi Bknoyvate CepBepbl 6e3onacHoct C3UM HCL B
HomeH 6e3onacHocTtn C3U HCU.

33.B u3genun peanusoBaHa (yHKUWS, MO3BOMSOLWAS BKMOYUTL KNMeHTCKyto Yactb C3UM B gomeH
©6esonacHoctn C3UM HC[ no IP-agpecy.

34.[1ns koHconn Cepeepa 6e3onacHoctn C3 HC[l peanusoBaHa BO3MOXHOCTb HACTPOWKKN rnobanbHbIX
napameTpoOB ANCKPELMOHHOIO A4OCTYyNna Ha YpOBHE rpynn KMMEHTOB.

35.B usgenuu peanusoBaHa BO3MOXHOCTb pacrnpeaeneHuns rpynn nonb3oBartenem no KnmeHTam n rpynnam
aepesa koHconu Cepsepa 6e3onacHoctn C3M HCU.

36.B n3genuun peanusoBaHa UHOMKALUNS «HEAKTMBHOIO pexmmay B AepeBe KnueHToB koHconu Cepsepa
BesonacHocTw.

37.B u3pgenun peanu3oBaHa BO3MOXHOCTb OTODOpakeHWsi cooblieHus 06 OKOHYaHuW yAaneHHoW
YCTaHOBKM KrMeHTckom Yactm C3M HC[I (¢ ykasaHmem HeoOXOoOAMMOCTM BbIMOSIHEHMST Nepe3arpysku)
ANnsi NepcoHanbHOro KOMMbOTEpa, Ha KOTopbii Oblna npou3BedeHa yaaneHHasi yctaHoBka. [ns
koHconn CepBepa 6Ge3onacHOCTM peanu3oBaHa BO3MOXHOCTb MPOM3BOSIBHOMO peaakTUpoBaHUS
(3apaHusn) TekcTa gaHHOro coobLueHus.

38.[Ans Cepsepa 6e3onacHoct C3UM HC peanusoBaHa pennukauus Hactpoek CI3 «Dallas Lock» npu
Knactepusaumu.

39.B mn3genuun peanusoBaHa BO3MOXHOCTb A00aBNEHUSA NPOM3BOMbLHOIO KOMMEHTApUSA B 3JIEKTPOHHOM
Buae k cobbitnam HCJ,.

40.B n3genuun peanusoBaHa YHKLMSA BbIrPY3KM OTYETa O OEWCTBUSIX Nonb3oBaTens (y4eTHOW 3anucu
nonb3oBaTtens) Ha 3awuwiaembix TC 13 6a3bl gaHHbIxX SQL.

41.B u3genuu peanusoBaH cepBucC cbopa aHanuMTU4YecKon MHopMauun (KypHan WHgopMaumMoHHO-
TexHonormyeckoro conpoBoxaeHus). CepBuc xpaHuT w©n oTobpaxaeT B KoHconu Cepsepa
©esonacHocTu:

e cobbiTus No paboTe € 3asBKaMu NONb30OBATENS B CIY0Yy TEXHNYECKON NOAAEPXKKY;
*  MHJOPMALMOHHbIE COOOLLEHNS, OTNPABIIEHHBLIE MPOU3BOOUTENEM.

42.B n3genun peanumsoBaHa BO3MOXHOCTb OTobpaxeHus mHgopmauum o coctosHum MO Kaspersky
Endpoint Security B koHconu CepBepa 6e3onacHocTu ¢ ucnons3oBaHuem Open API, XypHanupoBaHus,
unbTpaLummM, HaCTPOWKM NpPUOPUTETOB cobbITUIA, npoucxogsawmx c Kaspersky Security Center,
BbINONTHEHNS NPUHYANTENBHOIO CKaHUpoBaHusa knueHTcknx TC ¢ npegyctaHoBneHHbIM 10O Kaspersky
Endpoint Security, o6HOBNeHMs aHTUBMPYCHLIX 6a3s.

43.B CepBepe bGesonacHoCTM peanusoBaHa perumctpaums nogkmnodeHHbix K APM KNMEHTOB CMEHHbIX
HakonuTenemn.

44.B n3genuun peanua3oBaH MEXaHW3M NOACTaHOBKM y4ETHOM 3anucu Nonb3oBaTerns npu Bbidope TokeHa B
nHTepderice Bxoga B KoHconb cepBepa 6e3onacHocTu Dallas Lock.

45.B nsgenuu peanu3oBaHa BO3MOXHOCTb ayaouta OTKIIOYEHMA/NOAKMIOYEHUSA
paspelLleHHbIx/3anpeleHHbix USB-HakonuTenen.

46.B wv3genun peanu3oBaHa BO3MOXHOCTb MpucBavMBaTb OAHOMY Mofb3oBaTento 6Gonee ogHoOro
annapartHoro ngeHtndurkaTopa (C BO3MOXHOCTbIO aBTopmu3aumm rno fiobomy 13 Hux).

47.B v3genvu peanusoBaHa uHTerpauns ¢ EguHeim ueHtpom ynpasrneHus Dallas Lock B yacTu:

KOHTPOIsi ceccuii nonb3oBaTens;

oTobpaxeHus coctoaHma C3N HCL;

ynpaBneHust y4eTHbIMU AaHHbIMY;

ynpasneHuns nonutrMkamm 6esonacHocTy;

cbopa nHdopmaumm ¢ knmeHtoB C3W HC[ B xxypHanel EgnHoro ueHTtpa ynpasneHus Dallas Lock;

dopMMpoBaHUS 3agaHuii u ynpasneHme sgaduamm anst knnentos C3W HCL;

OTNpaBKM cUrHanu3saumm ob nHumageHTax 6esonacHoCTy;

HaCTPOMKM NULLEH3NPOBaHMS.

48.B n3genun peanus3oBaH mexaHu3Mm oTobpaxeHus B xxypHane CepBepa 6e3onacHOCTV COObITUIA BCeEX
cepBepoB HesonacHocTu (Npu ucnosns3oBaHnm SQL).
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BXOAHbLIE U BbIXOAHbLIE OAHHbIE

BxoaHble gaHHbIe

1.

BxoaHbIMM AaHHBIMKU ABNAOTCS:

dannel koHurypaumn mogynen C3U HC, ncnonesyembie Nnpu yCTaHOBKE;
YHVKanbHble OS89 KaXX4O0ro nonb3oBaTens foruH, Naponb M CepUuRHbI HOMEp annapaTHOro
naeHTudumkaTopa;

e naponb npu npeobpasoBaHum/obpaTHOM NpeobpasoBaHnn 0ObekTa hanioBon CUCTEMDI;

e (bopmanusoBaHHble NpaBuna NONMTUK Ge30NacHOCTU, peanusyemMble C MOMOLLLI0 MEXaHW3MOB
C3M HC[ 1 npeobpa3oBaHHbIe B 3HaYeHNss aTpUbyTOB 1 MOMHOMOYUN;

e ceTeBow Tpaduk (ans M3, COB);

e  YCTaHOBIIEHHble coeanHeHus (ana MJ);

e cobbITuS, peructpupyemole B xXypHanax ayguta OC v npunoxeHun (ans COB).

. JNlormHom MOXeT cnyxuTb Habop NMobbLIX CUMBOIOB, BBEAEHHbIX C KNaBuaTypbl, AnvHoi oT 1 go 20, 3a

MCK”}OLIeHMeM: Il/ll’ ll\ll, ll[ll, ll]ll, ll:ll, II|II, ll<ll, ll>ll, ll+ll, II:lI, ll;ll, ll,ll, ll?ll, ll@ll, II*II.

Mapornem MOXeT CNyxuTb Habop MoObIX CUMBOJIOB, BBEAEHHbIX C KNnaBuaTypbl, AnMHON oT 6 go 31.
'D'Ol'lyCTl/le|e Cl'leLl.l/laj'leble CMMBOan: |I\ll, ll~ll’ ll!ll’ ll@ll’ II#II, Il$|l7 ll%ll’ IIAII, llngl7 Il*ll, ll(ll, ll)ll, lI_lI, II_lI, Il+ll, Il{ll7
ll}ll, Il[ll, ll]ll, ll\ll, ll|ll, II:II, Il;ll7 Illlll, lllll, ll<ll, Il>ll, II,II, ll.ll, ll?ll, lI/lI.

MuHUManbHas AnvMHa U coCTaB CMMBOJSIOB Maporist PEryNMpPYyTCA COOTBETCTBYIOLLIMMM NapameTpamMm
6e3onacHoctn B C3M HCL.

BbixogHble AaHHbIe

1.

2.

BbixoaHbIMM gaHHBIMK ABNSAOTCS:

e coobueHns C3V HCL Ha poelicTBMs nonb3oBaTenen;
e XypHanbl cobbiTun, cosgasaemole C31 HC[ B npouecce paboTbl;
3HaAYEeHMS KOHTPOJTIbHBIX CYMM OOBbEKTOB, Ha KOTOPbIX YCTAHOBIIEH KOHTPOSIb LIeNTOCTHOCTY;
pe3epBHble KOMMM NporpamMHbix KomnoHeHToB C3U HC[;
avinbl koHdurypauun mogynen C3U HCL;
OTYEThl Pe3yrnbTaToB aBTOMATMYECKOrO TECTUPOBAHUSA hyHKLMOHANa No Ha3Ha4YeHHbIM NpaBam
N KOHbUrypaumsiM, oT4eThbl No cnmuckam yctaHoBneHHoro M0;

e coobuweHna C3N HC[ B cnydae curHanmsauum npy nomnbITkax HECaHKLUMOHUPOBAHHOTO JOCTyNa.
B >xypHanax coObITui oTcnexuBalTcsa M OTODpaxaloTca Takue [AaHHble, Kak AaTta, Bpemsi, MMs
nonb3oBaTtens, MMa o6bekTa, TUM onepauumn, pedynbTaT NOMbITKM AOCTYNa, XapakTep OWWOKN 1 UHas
MHdopMaLnS.



