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BBEOEHUE

[aHHOe pyKoBOACTBO NpefHa3HavyeHo Ans agMuMHUCTpaTopa nporpaMmMHoOro npoaykra «Cucrtema sawuTbl
MHpopMaLmM OT HecaHKUMoHMpoBaHHoro goctyna Dallas Lock 8.0» (ganee — C3W vnu Dallas Lock 8.0).
B pykoBoacTBe cogepxatcsi cBeeHusi, Heobxoaumble Ans nony4eHms obLlero npeacTtaBneHns o cucteme
3aWnThl, ee PYHKLMOHANbHbIX BO3MOXHOCTSX, a TakKe AN YCTaHOBKWU, HACTPOMKM U yrnipaBneHuns paboTton
B COOTBETCTBMM C TpeboBaHMAMN 6€30MacHOCTU.

B naHHOM pykoBoacTBe onucaHue paboTbl C CUCTEMOM HOCUT NPoLEeaypPHbIN XapaKkTep, TO eCTb OCHOBHOE

BHMMaHMe COCPeaoTO4EHO Ha Nopsake BbIMOMHEHNSA TEX UMW NHbIX OEACTBUN.

PykoBOACTBO COCTOUT M3 23 rNaB 1 UMeEeT CneayloLLyo CTPYKTYpPY:

1. CnaBa 1 cogepxuT obLiee onMcaHne HasHa4YeHUs N BO3MOXHOCTEN CUCTEMBI.

2. BnaBe 2 npuBogATca cBefeHusl, HeobxoouMMmble ANS YCTAaHOBKM (MHCTannsaumm), a Takke Ans ee
yoaneHus n Bxoda Ha yxe sawmwenHbin Dallas Lock 8.0 komnbloTep.

3. maBa3 paer o6Ouwee npeacraBneHne O MOMNb30BATENbCKOM  WMHTEpdence nporpammbl
aAMWHUCTPUPOBAHNSA  CUCTEMbI M MpuHUMNax paboTbl, HeobGXoAMMbIX  HENnocpenCTBEHHO
aAMWHUCTPATOpPy CUCTEMBI.

4. [maBbl 4—18 nogpobHO oNUChLIBAOT (PYHKLMOHAMNBbHbLIE BO3MOXHOCTW OCHOBHbIX NOACUCTEM, MOAYNEN,
MEeXaHM3MOB M HacTpoek cuctemsl 3awmuTbl Dallas Lock 8.0.

5. B [naBe 19 onucbiBatoTcst yHKUMOHANbHbIE BO3MOXHOCTU MOAYIEN LLeHTpanM30BaHHOIO yrnpaBeHus
cucteMbl 3amThl «CepBep 6e3onacHocTuy n «MeHemkep cepBepoB 6€30MacHOCTMY.

6. B ['naBe 20 npuBeaeHbl 00LME CBEAEHMSI O MOAYIIE LeHTpann3oBaHHOro ynpaeneHns «EQuHbIN LueHTp
ynpaenenunsa Dallas Lock».

7. B InaBe 21 npuBeaeHbl obLmne cBeaeHnst o moayne « Cepep KOHGUrypauumy.

8. B ['maBax 22 v 23 onucbiBaeTCs BOCCTAHOBIEHWE NepPCOoHanbHOro komnetotepa (ganee — lNK) npu cboe
CUCTEMbI 3aLLUMTbI 1 BOCCTAHOBIIEHME AaHHbIX XKECTKOro gmcka.

Bbl MoxeTe noceTutb caWT koMnaHum-paspadotumka Dallas Lock 8.0 OOO «KoHduaeHT»

www.confident.ru unm cant npogykToBomn nuHenkn www.dallaslock.ru.

Ha cante npoOykToBOW MWHEWKU MOXHO NOMyyYuTb MHopmauuio o cucteme 3awmTel Dallas Lock 8.0,

npeabioyWmMx Bepcusix, a Takke 3akasaTb KOMMSIEKC YCMyr MO MNPOEKTUPOBAHUIO, BHEOPEHUIO U

COMPOBOXAEHMIO MpoAykTa. Takke npu HeoOXOOUMOCTU MOXHO 0OpaTUTbCst B CRYXOYy TEeXHU4YEeCKon

nogaepxkn Dallas Lock 8.0 no anektpoHHoMy agpecy: helpdesk@confident.ru.

YCJIOBHbIE OBO3HA4YEHUA

C3W wumeeT gBe pepakumm: «K» 1 «C». Hanuume Tex unm nHbIX OYHKUMOHAmMbHbIX BO3MOXHOCTEN B
penakumsax obycnoBneHo ypoBHeM cepTudumkata u TpeboBaHUsaAMM K JaHHOMY YPOBHIO.

Dallas Lock 8.0 pegakumm «C» siBnsetcsa pacwupeHueM Bepcun «K» n cormacHo TpebosaHusm umeet
AOMNONHUTENbHbIE (DYHKLMOHaMNbHbIE BO3MOXHOCTW. B TekcTe pykoBoacTBa ANs BblAeneHWs pasgernos,
cogepxalimx onnucaHve MYHKUMIN, KOTOPble OTHOCATCS TONbKO K pedakumn «C», ncnonb3yeTcs ycrioBHOE
o6o3HayeHue:

[aHHbIn napameTp gocTyneH Tonbko Ansa Dallas Lock 8.0 peaakummn «C» o


http://www.confident.ru/
http://www.dallaslock.ru/
mailto:helpdesk@confident.ru

1 HA3SHAYEHWUE U BO3MOXHOCTU CUCTEMbI 3ALLAUTDI

1.1 OO6wee onucaHue

C3M Dallas Lock 8.0 npegHasHauyeHa Ons npegoTBpalleHns MOoslyvyeHus 3awuwiaeMon nHdopmaumm
3aUHTEPECOBaAHHbIMM NULAMKM C HapylWeHWeM YCTaHOBMEHHbIX HOPM M npaBuil M obnagatensMmu
WHpopMaUMM C HapyLeEHMEM YCTAHOBSIEHHbLIX MpPaBWil pasrpaHuMYeHnst LOCTyna K 3aluuiaemMon
WHpopMaUMM M OCYLLECTBIIEHUS KOHTPONSA 3a MNOTOKaMM  WHopmauumy, nocTynawowmmm B
aBToMaTU3NpOBaHHyt0 cuctemy (ganee — AC) 1 BbIxOAAWMMM 3a ee npeaensl, obecneyeHns 3almTbl
nHdopmauun B AC nocpeactsom ee omnbTpaumn.

Cuctema 3awmtbl Dallas Lock 8.0 npeacrtaBnsieT co0oi NporpamMMHbI KOMMJIEKC CPeACTB 3aluTbl
WHpopMaumm B onepauuoHHbIX cuctemax (gnanee — OC) cemenictea Windows ¢ BO3MOXHOCTbIO
NnoAKMNtoYeHUst annapaTHbIX MAEHTUHUKATOPOB.

Wcnonb3oBaHne cuctemsbl 3awmtbl Dallas Lock 8.0 B npoektax no 3awmte MHpopmaumMm nossonser
npmuectn AC B cCOOTBETCTBUE TpebOBaHNAM 3akoHogaTenbcTBa Poccuickon deaepaumu.

Cuctema 3almTbl NpeaHa3HayYeHa anst UCnonb30BaHWs Ha NepcoHanbHbIX KoMnbloTepax (adanee — 1K),
nopTaTMBHBIX KOMMNblOTepax (HOyTOykax), cepBepax (annoBbiX, KOHTPONIEPAx JOMEHa U TEPMUHANBHOTO
JOCTyna), TakkKe nopaepXvBaeT BupTyarnbHble cpedbl U TexHomornio Windows To Go. MoxeTt
PYHKLMOHNPOBATL Kak Ha aBTOHOMHBbIX [1K, Tak 1 Ha KOMNbloTEpax B COCTaBE NOKanbHOW BbIYMCIUTENBHON
cetn (ganee — JIBC), B TOM Yncne nopg ynpaeneHnem KOHTponnepa JoOMeHa.

Cuctema 3awmtbl Dallas Lock 8.0 obecneuvBaeT 3awmTty MHGOpMauum OT HECaHKUMOHWPOBAHHOMO
poctyna (ganee — HC[) Ha TK B JIBC yepe3 nokanbHbIN, CETEBOM U TEPMUHAmNbHBLIN BXOAbl. Takke
obecneynBaeT pasrpaHUYeHne NoSIHOMOYMI Nonb3oBaTenen No JoCTyny K dpannoBon cucteme (ganee —
®C), ycTporicTBaMm M OpyruMm pecypcam KommnbloTepa. PasrpaHnyeHus kacalTcsi BCeX Monb3oBaTenen:
NoKarnbHbIX, CETEBbIX, AOMEHHbIX, TEPMUHASbHbIX.

1.2 CTpyKTypa 1 cocTaBHble MOAyNM

C3W Dallas Lock 8.0 coctouT 13 crnegyoLmx OCHOBHbIX KOMMOHEHTOB:

1. MporpammHoe sgpo (OpanBep 3awmTbl). ABNseTcA A4POM CUCTEMbl 3alMTbl M BbINOMHSAET
OCHOBHble (oyHKLMn C3U:

e obecneunBaeT MaHgaTtHbin (Tonbko ang Dallas Lock 8.0 pepakumm «C») U ANCKPELMOHHBIV
pexXuMbl KOHTpONs gocTyna k o6bektam PC n ycTponcTeam;

e obecneymBaeT [OCTYN K >XypHanam, napameTpam nornb3oBarternen n napametpam C3/ B
COOTBETCTBMM C NpaBamMu Nosib3oBaTenew;

e obecrneymBaeT paboTy MexaHn3Ma AenernpoBaHus MOSTHOMOYUIA;

e obecneuymBaeT npoBepky LenocTtHocTn C3U, obbekto C, nporpammHo-annapaTHON cpefpbl 1
peecTtpa;

e [payriBep 3alWTbl OCYLIECTBISET MOMHYI0 MPOBEPKY MPaBOMOYHOCTU U  KOPPEKTHOCTU
agmuHucTpupoaHua C3U.

OpanBep 3awnTbl aBTOMaTU4ECKN 3anycKkaeTcs Ha 3allueHHOM aBToOMaTu3MpoBaHHOM paboyem mecTe
(nanee — 3APM) npw ero BKMoYeHMU U OYHKLMOHMPYET Ha MPOTSXXEHUN BCETO BPeMeHW paboTol. [lpanBep
OCyLLEeCTBMAET ynpaBfieHMe noacucTteMaMyM M MOAYNsSMW CUCTEMbI 3aliuTbl U obecrnevmBaeT uX
B3aUMOLEWNCTBUE.

C ApanBepom 3auTbl B3aUMOLENCTBYHOT 3aLLUUTHBIE NOACUCTEMbI, NEPEYNCTIEHHBIE HUXKE.

2. Nopgcucrtema agMuHUCTPUpPOBaHUs. BknoyaeT B cebsi:

e [logcuctemy nokaneHOro agMuHucTpupoBaHusa. ObecnevmBaeT BO3MOXHOCTU MO YNpPaBrEHUIo
C3W, ayouty n HacTporke napameTpoB, NPOCMOTPY, (PUMAbTpaUMM W OYUCTKE >KYpPHarnoB.
BkntovaeT B cebsa nopcucteMy BHeapeHust B uHTepdenc Windows Explorer («npoBOgHMKY).
O6GecneunBaetr OTOOPaXEHUE MYHKTOB B KOHTEKCTHOM MEHI OOBLEKTOB, HEOOXOAMMBLIX OISt
HasHayeHust npaB gocTyna Kk obbektam PC, Bbi3oBa (OYHKUMM MPUHYOAUTENLHOM 3a4UCTKU
obbekToB ®C, npeobpasoBaHus.

e [logcuctemy yganeHHOro agMuMHUCTPUpPOBaHUA. M03BONSET BbINOMHATbL HACTPOMKY CUCTEMBI
3alMThl C yAarneHHoro KomnbloTepa.

e [logcuctemy LeHTpanM3oBaHHOMO yrnpaBneHus. BkniovaeTt B cebs OCHOBHbIE KOMMOHEHTbI:

o wmogynb «CepBep 6esonacHocTu» (ganee — CBb), koTopbin no3Bonsetr o6bEeANHATb
3allmLLEeHHbIe KOMMNbIOTEPbI B AJoMeH 6e3onacHocTu (aanee — [1B) Ans LeHTpanu3oBaHHOro
1 onepaTMBHOro yrnpasneHus (ganee — OVY) knueHTamu;

o wmMopynb «MeHemxep cepsepoB 6e3onacHocTu» (ganee — MCB), koTopbli no3BonseT
06beAMHUTB HECKOMBKO cepBepoB 6e30MacHOCTU B eQUHYI0 NOTMYECKYo eanHnLy — «Jlec



BesonacHocTu» (aanee — J1b).

3. Moacucrema ynpaBneHusi 4octynom. BknioyaeT B cebs:

e [logcuctemy annapatHonm wmaeHTudukaumn. OcyulecTBnsieT paboTy C pasnuyHbIMU TUNamu
annapaTHbIX WaeHTUMKaToOpOB.

e T[logcuctemy goctyna k ®C, peecTpy 1 yCTponcTBam, B COCTaBe KOTOPOW:

o MOAcMCTEMa OUCKPELIMOHHOMo AOCTyna;
o nopcucTema maHgaTtHoro goctyna (tonsko ans Dallas Lock 8.0 pepakuun «Cy).

e Mogynb «3arpy3unk DL» (toneko ang Dallas Lock 8.0 pegakumm «C»). ABnaeTca OnuUMOHHbIM
MoOyreM, BKIIOYaeTCa Mo KoMaHae agMUHMCTpaTopa U MOXeT OblTb HE aKTMBUPOBAaHHbLIM.
AKTVUBHBIM MOogynb oTpabaTtbiBaeT Ao Havana 3arpysku OC.

4. Mopgcuctema pernctpauum u yveta. BknoyaeT B cebs:

e [logcuctemy ayouta. ObecneuvBaeT BedeHWe ayauta W XpaHeHue wuHdopmaumm 12-tu
KaTeropumn cobbITUin B XXypHanax.

e [logcuctemy nevatn. ObecneyvnBaeT pasrpaHMdeHMe AOCTyna K nevatu, gobasneHve wtamna
Ha JOKYMEHTbI, COXpPaHEHME UX TEHEBbIX KOMWUA, perucTpaLmio codbiTun neyatu.

5. NMopcucrema wuaeHTUdMKaumm u ayteHTudukaumn. ObecnedvBaeT unOeHTUDUKaALUIO U©
ayTeHTUdUKaLMIO fOoKamnbHbIX, JOMEHHbIX, TEPMUHANbHbBIX U yAaneHHbIX nonb3oBaTenen Ha aTtane
Bxona B OC.

6. Moacucrtema rapaHTMpOBaHHOM 3a4yucTkm MHcopmauun. ObecneumBaeT 3a4YUCTKYy OCTATOYHOM
MHdopMaLnu.

7. MNopcucrtema npeo6pasoBaHusi MHPopMauumn. ObecneymBaer:

¢ npeobpasoBaHune MHoOpMaL N B pannax-KoHTenHepax;

e npeobpasoBaHMe CMEHHbIX HAKONUTENen Ans 3alwmTbl OT gocTyna B obxog C3U;

e paboTy C JaHHLIMU NPU OQHOBPEMEHHOM MX Npeobpa3oBaHuny B hann-amnckax;

e npo3payHoe NpeobpasoBaHme XecTknx guckoB (Tonbko s Dallas Lock 8.0 pepakuum «C») ans
npefoTBpaLLeHns 4oCTyna K AaHHbIM, PACMOMOXEHHbIM Ha XeCTK1x Anckax, B obxog C3U.

8. Moacucrema KoHTpons ycTpoucTB. ObGecneynmBaeT BO3MOXHOCTb pasrpaHMyeHMst [ocTyna K
noaknovaembiM Ha K ycTporcTBam Ans onpeaeneHHbIX Nonb3oBaTenen nnv rpynn nonb3osarenen u
BeAdeHus ayamTa cobblTUin AaHHOro JocTyna.

9. Noacuctema mexcerteBoro akpaHupoBaHusa. ObecneudvMBaeT KOHTPOMb, a Takke UNbTpaLMIO
noTokoB nHdopmaLmu, noctynamwmx B AC 1 BbIXxogsaLmMX 3a ee npefernbl.

10.Noacucrema obHapyxeHus BTopxeHun. Obecneunsaet oGHapyKeHne 1 GrIOKMPOBaHNE OCHOBHbIX
yrpo3 6e30nacHOCTX, BbIMOMHAET OOHOBPEMEHHO (YHKUUN W CETEBOW, W XOCTOBOW CUCTEMbI
0BHapyXeHUss BTOPXEHWUA, LOMNOMHUTENBbHO AeTalnbHO aHanNM3npPyeT HEKOTOpble OTAENbHbIE CETEBbIE
NPOTOKOIbI.

11.Moacucrema KoHTponsA uenoctHoctu. ObecneynBaeT KOHTPOmnb uenoctHoctn OC, nporpammHo-
annapatHon cpedbl W peecTpa, nepuoamnyeckoe TecTupoBaHue C3W, Hanuume cpeacTs
BoccTaHoBneHus C3M, BoccTaHoBneHuve pannoB M BETOK peecTpa B Cryvyae HapylweHus ux
LeNOCTHOCTH.

12.Moacucrtema BoccTaHOBMEHUA nocre c6oeB.

13.NMoacucrema pasBepTbiBaHUA (yCTaHOBOYHbIE MOAYIN).

14.NMoacuctemMa LEHTPANN30BaAHHOIO KOHTPONs KoHdurypauuin. ObecneynsaeTt LEHTPanM30BaHHbIN
cbop, nepegady M KOHTPOSb (MYTEM BbLIYMCMEHUS KOHTPOMNbHLIX CYMM W 3aBepeHust MHGopmMaLmm
NPOCTOWN 3NEKTPOHHOW MOAMUCHI0) UHOPMALIMKN O COCTOSIHUM MPOrpaMMHON cpefbl B CETEBOM UNn
aBTOHOMHOM peXxume C NoMOLLbl0 nporpammHoro moaynsa «Cepsep koHourypauuin Dallas Lock»
(nanee — CK), a Takke peanuayeT BO3MOXHOCTb YMNpaBlieHVWs agMuHucTpaTopom 6e3onacHocTu
npaBamu Ha JOCTYN K MOZYITHO.

15.Moacuctema pe3epBHOro KonupoBaHusi. Moaynb pe3epBHOro  KOMMPOBaHWS  NO3BOMSET
BOCCTaHaBnMBaTb 6e3BO3BpaTHO MOAMMUUMPOBAHHbIE WM yaaneHHble dannbl unu kartanorn (c
noaaepKKoM BrOXEHHbIX (hansnos).

1.3 Bo3MoOXHOCTU

C3W npepocrtaBnsieT cneaytoLine BO3MOXKXHOCTU:

1. B cooteeTcTBUM CO cBOMM HadHavyeHnem C3U Dallas Lock 8.0 3anpeliaet NnOCTOPOHHMM NMu,amM JOCTYI
K pecypcam [K 1 nosBonseT pasrpaHnyMTb MpaBa nonb3oBaTenen npu paboTe Ha KOMMblOTEpE
(NOCTOpPOHHEE NNLLO B J@HHOM KOHTEKCTE — YerioBeK, He MMEIOLLINA CBOEN YYEeTHOM 3annucu Ha AaHHOM
KomnbloTepe). PasrpaHuyeHns kacaloTcsa npaB AocTyna Kk ceTu, k obbektam ®C, BeTkam peectpa U K
ycTponctBaM. [ns obnerdyeHuss agMMHUCTPUPOBAHUSA BO3MOXHO OOBbeAUHEeHWe nonb3oBaTenen B
rpynnbl. KOHTponupyoTca npasa AocTyna Ansi NokarnbHbIX, AOMEHHbIX, CETEBbIX U TEPMUHANbHbIX
nonb3oBaTenen.

2. Onga npeanoTBpalleHna yTedkm I/IH(*)OpMaLI,I/II/I C MCNONb30BaHMEM CMEHHbLIX Hakonutenemn (TaKMX KakK



CD-guck, USB-Flash Hakonutenb u npoune) C3UM obecneumBaeT criegyowme yHKLUN:

e pasrpaHM4eHue JOCTyna Kak K TMnam HakonuTenewn, Tak U K KOHKPETHbIM 3K3eMNIisipam;

e npeobpa3oBaHME CMEHHbIX HAKOMUTENEW C WCMONb30BaHMEM Krya (B KayecTBe Khwua
npeobpasoBaHns MCMOnb3yeTcs anroputm npeobpasoBaHus, naponb W (Mnu) annapaTHbIn
naoeHTudmkaTop);

e cO3JaHue TEHEBbIX KONWUIA (haiisioB, OTNPaBsieMbIX HA CMEHHbIE UM CETEBLIE HAKOMUTENMN.

3. C3W Dallas Lock 8.0 no3sonsieT B Ka4ecTBe CpeAcTBa OMNO3HaBaHWsSI NMONib30BaTeNeN MCMNONb30BaTb
annapartHble ngeHTUduKaTophbl:

e USB-Flash-HakonuTenu;

e  3MeKTpPOoHHbIe kntoum Touch Memory (iButton) DS-1990, DS-1992, DS-1993, DS-1994, DS-1995,
DS-1996;

e HID Proximity-kapTbl;

e  USB-kntoumn n cmapt-kapTbl Aladdin eToken Pro (Java), eToken NG-FLASH (Java), eToken NG-
OTP (Java), eToken Pro Anywhere, eToken NOCT;

e USB-kntoun n cmapt-kaptbl PytokeH QLM Flash, Pytoken OUIM 2.0 Flash, Pytoken 3L 2.0,
PytokeH SLIM 2.0 Touch, Pytoken SUIN Bluetooth, Pytoken SLIM PKI, PyTtokeH Lite, PyTokeH S,
PyTtokeH Web, Pytoken PINPad, Pytoken QUIM 3.0, PyTokeH 2151;

e USB-kntoun n cmapt-kapTbl JaCarta FTOCT, JaCarta SF/FTOCT, JaCarta PKI, JaCarta PKI/BIO,
JaCarta PRO, JaCarta LT, Jacarta-2 I'OCT, Jacarta-2 PKI/TOCT, Jacarta-2 PKI/BIO/TOCT,
Jacarta-2 PRO/OCT, JaCarta-2 SE, Jacarta PKI/Flash, Jacarta PKI/TOCT, Jacarta
PKI/TOCT/Flash;

e USB-kntoun n cmapt-kaptel ESMART Token TOCT, ESMART 64;

o NFC-meTkm u cmapt-kapTbl cemenctea MIFARE (Ultralight C, Classic 1K, ID, Plus SE, Plus S,
Plus X, DESFiere EV1, ICODE SLI X).

JononHuTenbHO  MMeeTcsl  BO3MOXHOCTb  OMpederneHnss  MpUHaAneXxHoCTU  annapaTHOro
naeHTudumkaropa.

MpumeyaHue. B C3W Dallas Lock 8.0 annapatHas waeHTMdUKAUUS NO YMOMYaHUO He
aBnsdetca obssatenbHon. OpgHako C3M MOXHO HacTpouTb Takum oOpas3om, YTO AOnis
KOHKPETHOrO MOMb30BaTENA WAM TPynnbl  MOMb30BaTeNen HasHayeHwe annapaTHoro
naeHTudurkaropa byget obasatenbHbIM.

4. B Dallas Lock 8.0 peann3aoBaHo XxpaHeHWe aBTOpu13aLMOHHON MHOpMaLUK, a Takke BUoMeTpu4eckon
WHpopmaumm B annapaTtHoM uaeHTudukatope. OnpegeneHHble HaCTPOWMKU MpU  HasHayYeHuu
naeHTnukaTopa B nNpodune y4eTHoOW 3anvcu AenarT BO3MOXHbIM BXxof nonb3oBatens Ha 3APM
TOMBbKO MO OAHOMY MpeabsiBNeHuo uaeHTudmkatopa. CoxpaHeHne uHdOopMauun BO3MOXHO B
3alMLLIEHHON NaMATU naeHTuduKkaTopa unn B oTKpbITON. B cnyyae ecnu nHgopmauma coxpaHeHa B
3awmueHHon namsaTu, 3anpawwmusaetca PIN-kog. Ons cosgaHusa naponsi, COOTBETCTBYOLWErO BCEM
YCTaHOBIEHHbIM HACTPOWKaM, B CUCTEME peann3oBaH MEXaHU3M reHepauunm naponen.

5. ECTb BO3MOXHOCTb BKMOYEHUS PYHKUUM ONOKMPOBKM KOMMbIOTEPA MOMb30BaTENs NMPU OTKIYEHUN
Ha3Ha4YeHHOro annapaTHoOro naeHTudukaTopa.

6. Ons pelweHus npobnemMbl «npocThix» naponen C3M nmeet rmbkne HaCTPOMKM UX CNoXXHOCcTU. MoXHO
3afaTtb MUMHUMAInbHYIO OJIMHY Napons, HeobxoaAMMoCTb 00S3aTeNbHOro HanuMyust B napone uuap,
cneumarnbHbIX CUMBOJSIOB, CTPOYHBIX M MPOMMUCHBLIX OYKB, CTEMEHb OTNMYNSA HOBOrO Napons OT CTaporo u
CPOK oencTeus.

7. Bbibop 3HauYeHMs «4MCno paspelleHHbIX CeaHCoB» MO3BOSAET OCYLIECTBNATL NPOBEPKY KONMYecTsa
MHTEPaKTUBHbIX CECCUIM ANSA AaHHOW YYETHOWN 3aM1cK Nonb3oBaTens B HACTOALLMA MOMEHT Ha TEKYLLEM
KOMMbIOTEpPE: ecnun Yncno Gorblue paspelleHHOro — BXog nosb3osartens Ha MK sanpelyaetcs.

8. BknioueHne mopynsa «3arpy3umk DL» (tonebko anga Dallas Lock 8.0 pepakumm «C») nossonsieT
aBTOpM3oBaThb nonb3oBaTens npu Bxoae Ha K go 3arpysku OC. Barpyska OC c xecTkoro gucka
OCyLLEeCTBMAETCH TONbko nocne Beoga ocoboro PIN-koga u ero nposepku B C3U.

9. MNomumo ctaHgapTtHoro BIOS, mogyne «3arpysuuk DL» nopaepxusaetca [K ¢ maTtepuHckumu
nnatamu, nogaepxusatowmmm UEFI-untepdenic n GPT-pasmeTky xecTkoro aucka (tonsko ans Dallas
Lock 8.0 pepakumm «Cy»).

10.B Dallas Lock 8.0 ucnonbsyetca ABa npuHUuna pasrpaHuyeHusa goctyna (MpUMeHsieTcsl NOMNHOCTbIO
HesaBucMbIN 0T OC MexaHu3m):

e MaHngaTHbin (Torbko ans Dallas Lock 8.0 pegakumm «C») — kaxgomMy nonb3oBaTenio v Kaxaomy
3awmiiaeMoMy OObBLEKTY MpuUcBavMBaeTCs yYpoOBeHb [AocTyrna W (unu) MaHdatHas MeTka.
Monb3oBatenb ByaeT UMeTb JOCTYN K 06bekTaM, ypoBEHb AOCTYNa KOTOPbIX HE MPeBbLILLAET ero
cobCTBEHHbIN M (MNKM) MaHAaTHas MeTka obbekTa coBnagaeT ¢ ero cobCTBEHHOM MaHOATHOM
METKOWN.



e [IMCKpEUMOHHbIN — obecnevmMBaeT LOCTYN K 3alimwaemMbiM obbektam B COOTBETCTBUM CO
cnvuckaMu nonb3oBartenen (rpynn) u ux npaesamm goctyna (Matpuua goctyna). B cootBeTcTBUM
C COAEPXXMMbIM CMMCKa BbIYUCNAOTCA NpaBa Ha AOCTYN K 00BHEKTY Anst KaXaoro nonb3oBatens
(4TeHwue, 3anuUCb, BLINOMHEHME U NPOYME).

11.Dallas Lock 8.0 nosponsieT HacTpamBaTb «3aMKHYTyK nporpammHyto cpegy» (ganee — 3l1C) —
peXUM, B KOTOPOM MOMb30BaTEMb MOXET 3anyckaTb TOJSIbKO MporpamMmbl, OMpeaeneHHble
agMUHUCTPATOPOM.

12.0ns yno6cTea 1 obnerdyeHus HacTpoikn 3MC 1 MaHaaTHOro 4OCTyna peannsoBaHbl:

o «Pexum 00yyeHuss» — B 9TOM pexume, npu obpalleHun K pecypcy, OOCTyn K KOTOpOMY
3anpeLleH, Ha 3TOT pecypc aBTOMaTUYECKN HasHavyatTCs BbIbpaHHble agMUHUCTPaTOPOM MpaBa.

o «HeaKTUBHbIV pEXMM» — PEXUM, B KOTOPOM BO3MOXHO MOMHOE WIIN 4YacTMYHOE OTKMYeHne
nogcuctem C3U Dallas Lock 8.0. Pexum ucnonb3yetrca Ans OUArHOCTUKM HexXenaTernbHOro
Bmewatensctea C3MN B paboty OC 1 CTOPOHHUX MpUNOXeHun. [ns BKAYEHUS/HACTPONKU
pexuma nonb3oBaTento HY>XHO NpaBo Ha AeakTusaunio C3U.

13.Hactpoliika maHgaTHoro goctyna (tonsko ans Dallas Lock 8.0 pepakunm «C») onst KOPPEKTHOM paboTbl
nonb3oBaTenem C YCTAHOBMNEHHbIM MporpammMHbiM obecnedeHnem (ganee — [10) ynpouweHa
aBTOMaTUYECKON HacTponKkon. B aBTOMaTMyeckom pexumme AaHHas HacTpownka npeacTtaBnseT cobown
npuMeHeHne onpegeneHHoro wabnoHa MaH4aTHOro A0CTyna C NOMOLLIbI BCTPOEHHbIX cpeacts C3U.

14.lns ypobectBa paboTtbl, a Takke B gononHeHve k 3MC B C3U peanusoBaHa BO3MOXHOCTb
NCNonb30BaHUA BMECTO CTaHAapTHom rpadmyeckon obonoyku Windows 3awmiieHHon obonoyku Dallas
Lock, mporpammbl, KOTOpasi oTBe4aeT 3a co3gaHue pabodvero CTona, Hannune Ha HeM SpPIibIKOB
nporpamm, naHenu 3agay n meHio «llyck».

15.B Dallas Lock 8.0 peann3oBaH KOHTpONb AOCTyna K NOAKMYaeMblM (HE CUCTEMHbIM) YCTPOWCTBAM:
BO3MOXHOCTb pasrpaHnveHuns goctyna (MaHaaTHbIM U ANCKPELIMOHHBIM NPUHLUNAMKN) 1 ayguT cobbiTn
poctyna. CnmMcok yCTponcTB oToDpaxaeTcs B BUAE OepeBa OOBLEKTOB, KOTOPOE COAEPXKUT Kracchbl
YCTPONCTB M UHAMBUAYanbHbIE YCTPONCTBA.

16.B Dallas Lock 8.0 peanu3oBaHa pyHKLMA pasrpaHudeHns goctyna k 6ydepy obmeHa no npoueccam.
BbinonHseTcs nyTem HasHa4YeHUss U30NMPOBaHHbIX MPOLECCOB. M30MMpoBaHHbIN Npouecc — npoLecc,
AN KOTOPOro 3abrnokMpoBaHa BO3MOXHOCTb KONUMPOBaHUs uHgopmaunm B 6ydep obmeHa.

17.B C3U Dallas Lock 8.0 peanusoBaHa noacuctema obecneveHms LenocTHOCTM PECYpCOB KOMMbIOTEPA,
KoTopasi obecneymBaer:

e KOHTPOMb LEMNOCTHOCTX NporpaMmmHo-annapaTtHoM cpefbl Mpu 3arpyske KommnbkoTepa, Mo
pacnucaHuo, 4Yepe3 3adaHHble WHTepBanbl (NepUOAMYECKUA KOHTPOMb) M MO KOMaHge
agMUHUCTpAaTopa;

e KOHTpPOmnb UenocTHocTn obbektoB PC (haninoB M namok) npu 3arpys3ke KommnbioTepa, no
pacnucaHuilo, 4Yepes 3afaHHble WHTepBanbl (NEPUOANYECKUI KOHTPOMb) UM MO KOMaHAe
aAMWHUCTpaTopa;

e KOHTPOMb LENOCTHOCTM BETOK peecTpa Npu 3arpyske KommbikoTepa, Mo pacnucaHuio, yepes
3a[jaHHble MHTepBarnbl (MEPUOANYECKUIA KOHTPOSb) 1 MO KOMaHAE agMUHUCTPATOopPa;

e ©Bnokuposky Bxoga B OC koMnbioTepa npu BbiIBNEHUN HApPYLLEHNS LIENOCTHOCTY;

e MPOBEpPKY LenocTHocT 06bekToB PC (hannos v nanok) npu 4OCTynNeE;

e  BOCCTaHOBIIEHME (halnoB 1 BETOK peecTpa B Criydae 0OHapyXeHUs HapyLLEHNs X LLeNTOCTHOCTM.
Ons pacyeta LENOCTHOCTM MCMONb3YTCA KOHTPOMbHbIE CYMMbl, BbIYUCIIEHHbIE MO OAHOMY W3
anropuTmoB Ha Bbibop: CRC32, MD5, TOCT P 34.11-94.

18.C3U Dallas Lock 8.0 BkntoyaeT noacucTeMy OYUCTKM OCTAaTOMHOW MHGOpMaLMK, KOTopasi rapaHTupyeT
npefoTBpalleHne BOCCTAHOBMEHMS yaaneHHbIX AaHHbIX. [MapameTpamu onpefensieTcs: KonmMyecTBo
LMKITOB O4nUCTKU: 1, 2, 3 unn 4; Npon3BOAUTCS S OYUCTKA ANA BCEX UNKN TONBbKO KOH(MaeHUManbHbIX
AaHHbiX (Tonbko gna Dallas Lock 8.0 pepakumm  «C»). 3aunctka AMCKOBOrO MNpPOCTpPaHCTBa
NpoM3BOAMTCA MO KOMaH4e Norb30BaTeNs UM B aBToMaTM4eckom pexuMme. MNMogcncrema no3sonserT:

e ounwaTb hann nogkavku BUPTyanbHON NaMATK;

e ouMaTb 0CBOOOXOAAEMOE ANCKOBOE NPOCTPAHCTBO;

e MpPUHYOUTENbLHO 3a4uwiaTb 06bekTbl PC, MCNoNb3ys COOTBETCTBYIOLLUIA MYHKT B KOHTEKCTHOM
MeHto nposoaHuka (Windows Explorer);
OCYLLECTBMATb KOHTPOIb NpoLecca OYUCTKY;
npegoTBpaLlaTb CMeHy nonb3oBaTens 6e3 nepesarpysku;

e 3adaBaTb MACKMPYHOLLYIO NocregoBaTenbHOCTb NPU 3a4MCTKE OCTaTOYHON MHAOPMaLMK.

19.B C3W Dallas Lock 8.0 peanu3oBaHa cyHKUMA «3aymcTka AMCKay, KoTopasi NO3BOMSET MOSMHOCTbIO
3a4nLLaTh OCTaTOYHbIE AaHHbIE BCErO XXECTKOro AMcKa Unu ero pasgenoB. 3TO MOXeT BbiTb NOMe3Ho
NpU CHATUM HOCUTENEN C y4yeTa U HeobXoOMMOCTU NOSHOMo yaaneHus AaHHbIX 6e3 BO3MOXHOCTU UX
BOCCTaHOBIEHMWS N0 OCTAaTOYHON MHopMaLmK.



20.B C3W Dallas Lock 8.0 peanusoBaHo BegeHne 12-Tu 3r1eKTPOHHbIX XKYPHAarioB, B KOTOPbIX PUKCUMpYOTCS
AencTBms nonb3oBaTenen:

o XypHan BxogoB. B xypHan 3aHOCATCA BCe BXOAbl (MMM MNONbITKM BXOAOB C yKa3aHWeM NPUYUHBI
OoTKasa) u BbIxodbl nonb3oatenewn K, Bknoyas nokaneHble, ceTeBble, Ha gpyrue MK, B Tom
yncne TepMUHanbHble BXOAbl Y BXOAb! ANl yAANeHHOro agMUHUCTPUPOBAHWS.

e JKypHan ynpaBrneHust y4eTHbIMK 3anuncsiMu. B xXypHan 3aHocATcst Bce CoObITUSA, CBA3aHHbIE C
co3aHveM Unu yaaneHnem yyYyeTHbIX 3anucen nonb3oBaTenen, U3BMeHeHMeM Ux napaMmeTpos.

o XypHan pecypcoB. B xypHan 3aHocaTcs cobbiTua goctyna k obbektam ®C, nporpamMmHo-
annapaTHOW cpedbl, BeTKaM peecTpa 1 K yCTPONCTBaM, ANs KOTOPbIX HA3Ha4YeH ayauT.

e KypHan neyatu. B xypHan 3aHocATCSA BCe COObITUS, CBA3aHHbIE C pacneyaTkon JOKYMEHTOB Ha
rioKanbHbIX UK CETEBLIX MPUHTEpPAX.

e XypHan ynpaBneHus nonuTukamun. B xypHan 3aHocATca BCe CobObITUSA, CBSI3aHHble C
nameHeHnem kKoHdurypaumm C3WN. Tawke B 9TOT KypHanm 3aHOCATCA  COObITUA
3anycka/3aBepLueHns moaynen agMmmHuctpupoaHus Dallas Lock 8.0.

e XypHan npoueccoB. 3aHocaTca cobblTuA 3anycka u 3aBepLueHust npoueccos B OC.

e KypHan pe3epBHOro KonvpoBaHusi. B ypHan 3aBoadaTcsi coObITUs, CBA3aHHbIE C PE3EPBHLIM
konupoBaHueM obbekToB OC.

o XXypHan nakeToB MexceTeBoro akpaHa (ganee — M3). B xypHan 3aHocaTca BCe cOObITHS,
CBsAi3aHHbIE C Nepefavernt NakeToB OaHHbIX B COOTBETCTBUM C 3adaHHbIMMK NpaBunamm B 060mx
HanpaBneHusix Yepes ceTeBble aganTepbl KOMMboTEpa.

e XypHan coeanHeHnin MO. B xypHan 3aHocsiTcst cBeieHUs1 06 UCTOPUN CETEBbLIX COEOUHEHN,
yCcTaHaBnvMBaeMbIX npoleccamu (MPUNoXeHsIMn) B COOTBETCTBUM C 3a4aHHbIMU MpaBuiamu.

e XypHan cobbitun OC. B XypHan 3aHocATCcS cBedeHuMst O cobbiTusix 6Ge3onacHocTw,
reHepupyembix OC n npuknagHeim MO.

e JKypHan Tpaduka. B xypHan 3aHocATCS COObITUS, CBA3aHHbIE C MNPOXOASALWMM CeTeBbIM
TpadmKom yepes KOHTPONMpyeMble ceTeBble NHTEPENChI.

e KypHan KOHTpoOns npunoxeHun. B xxypHan 3aHocATcs cBegeHus 06 akTUBHOCTU MPUINOXEHUNA,
npv BbI30BE UMK (DYHKLMIA, CBA3aHHBIX ¢ 6e3onacHocTeio OC.

Ins obneryeHus paboTbl C XXypHanaMu ecTb BO3MOXHOCTb (OUMbTPaUUM, apxuBauun, rpynnupoBKM No
3agaHHOMY Habopy noneit 1 aKcrnopTa 3anucei XKypHarnoB B pasnuyHble hopMathl. [Mpy nepenonHeHnn, a
TakkKe No KOMaHZe aAMUHUCTPaTopa CoAepPXKMMOe XXypHarna apXMBUpyeTcs U MOMeLLIaeTcsl B creumanbHyio
nanky, 4OCTYN K KOTOPOW ecTb, B TOM YuClle, U Yepes3 cpefcTBa yAaneHHOro agMUHUCTPUPOBaHKS. OTUM
obecrneymBaeTcs HenpepbIBHOCTb BEAEHWUS XKYpPHarnoB.

21.MogcucteMa nepexBata COGLITUA NeyaTu MO3BOMSET Ha KaxAoOM pacrneyaTaHHOM C OaHHOro
KOMMbloTEpa [OKyMeHTe [00aBnATb LITaMn, COXPaHATb TEHEeBble KOMWU pacneyaTbiBaeMbIX
[OKYMeHTOB. B pamkax pasrpaHumyeHus JocTyna MMeeTCs BO3MOXHOCTb pasrpaHuMuMBaTb OOCTYN
nonb3oBaTenen K BO3MOXHOCTU NeyaTh, HAaHECEHNS LUTaMMNOB 1 K CAMUM MpUHTEpPaM.

22.0na 3awmTbl OaHHbIX NPU UX XPaHEHWM U NpU nepefadve No pasnUyHbLIM KaHanam CBA3U UMeeTCs
BO3MOXHOCTb NMpeobpa3oBaHusl OaHHbIX B hann-koHTenHep. B kavectBe kntoya npeobpas3oBaHus
ucnonb3yeTcs naponb 1 (Mnu) annapaTtHbIV naeHTudrkaTop. PacnakoBaTb TakON KOHTENHEP MOXHO Ha
nobom MK, s3awmweHHom Dallas Lock 8.0 («C» nnn «K» npu oTCyTCTBUM MaHAATHOro JOCTyna), npu
yCnoBMM BBOAA BEPHOr0 Napons M HanMyuwm annapaTHOro maeHTudukaTopa, npeabsBreHHbIX Mpu
CO30aHNN KOHTEenHepa.

23.MpeobpasoBaHne nHdopmaumm cpeacteamm C3U ocyuiecTBnsieTcss BCTPOEHHbIMW anroputMamm
npeobpasoBaHus.

24.0na 3awmMTbl JaHHbIX NpUM UX XpaHeHunm u obpaboTke wuMeeTCsd BO3MOXHOCTb paboTbl Ha
npeobpasoBaHHbIX an-guckax. [laHHble hann-aMckyn co3aarnTcs U NOAKMHYATCA Ha 3aLUMLLEHHbIX
MK ¢ ucnonb3oBaHveM KNOYEBOW MHAOpPMauuu: napons u (unu) annapatHOro ngeHtudurkaTopa.
Mocne nogkntoyeHnst npeobpasoBaHHbIN han-guck oTobpaxaeTtcs B npoBogHuke OC Kak Norm4yeckun
anck. Paborta Ha Takom (pavin-gucke BbINOMHAETCA OOHOBPEMEHHO C npeobpas3oBaHWeM OaHHbIX,
anropuTm npeobpasoBaHns ykasbiBaeTCsl Npu co3gaHum cann-ancka.

25.Peanm3oBaHa BO3MOXHOCTb BKINOYEHUs pyHKUMKM BNOKMpOoBKM npeobpas3oBaHHOro dann-gucka npu
OTKINIOYEHUN HA3HAaYeHHOro annapaTHoro naeHTudukaTopa.

26.pun ncnonb3oBaHMM Heckonbkux 3awmiieHHbIXx C3U Dallas Lock 8.0 komnbtoTepos B JIBC BO3MOXHO
yaaneHHoe (ceteBoe) aaMuHUCTpupoBaHue. CpeactBamy yAaneHHOro agMUHUCTPUPOBaHUSA
OCYLLIECTBNSAETCA W3MEHEeHWe nonutuk 6e3onacHoCcTW, co3fdaHue, penakTUpoBaHWe U yaaneHue
YYETHbIX 3anucer nonb3oBaTenen, HasHavyeHue npaB [ocTyna K o6bekTam, NMPOCMOTP >KypHaroB,
yrnpaBrieHne ayauTom 1 KOHTPOSEM LieNocTHoCTU. Moaynb yaaneHHoro agMMHUCTPUPOBaHNS BXOOUT B
COCTaB BCEX NOCTaBOK, ero He TpebyeTcs npuobpeTaTb OTAENBHO.

27.Peanu3oBaH MexaHU3M NpOBEPKN 3reKTPoHHOW noanucuy (ganee — 3I1) npu obHoBneHun C3U Dallas



Lock 8.0.

28.MMpun ncnonb3oBaHnn Heckonbknx 3awmuieHHbix C3W Dallas Lock 8.0 n C3M HC[ Dallas Lock Linux
komnbtoTepoe B JIBC, a Takke Heckonbkux annapatHbix nnat CO3 Dallas Lock Bo3moxHO
LeHTpann3oBaHHOe ynpaBreHne umMu. OTO OCyllecTBnsAeTcsa ¢ mcnonb3oBaHnem Cb. 3toT mMoaynb
OOJMKEH ObITb YCTAHOBIIEH HAa OTAENbHBIN KOMMbOTEP, 3awmiLeHHbIn C3U Dallas Lock 8.0. OcTtanbHbie
KOMMbIOTEpbI, BBEAEHHbIE NOA KOHTPOSb AaHHoro Chb, cTaHOBSATCS ero knueHtamu 1 obpasytoT [b.

e C Cb ocywecTtBnsaeTrca LeHTpanM3oBaHHOE ynpaBreHune nonutnkamm 6e3onacHocTu, NPocMoTp
COCTOSIHMSA, cbop XypHaros, co3gaHve/ynanenve/pegaktupoBaHme napameTpoB
nonb3oBaTenemn, NPocMoTp cobbITMI curHanu3aumm o HCl Ha knueHTax, ynpaBreHne KIovamm
npeobpasoBaHus u npoyee. C nomoLbto MCE nmeetcs BO3MOXHOCTb 00 beANHEHUSA HECKOSBKUX
Cb B J1Bb.

e C nomouwpbto CBb BO3MOXHbI LieHTpanu3oBaHHas yctaHoBka 1 yaaneHme C3WU Dallas Lock 8.0 u
C3WM HCU Dallas Lock Linux Ha komnbioTepax B ceTu, Beog B [1b 3awuwieHHbix MK n obHoBneHne
Bepcui Dallas Lock 8.0.

e [Ins yckopeHus BHegpeHna C3U Dallas Lock 8.0 B KpynHbIX CETAX MOXET UCMONb30BaTbCs
MEXaHW3M yOaneHHOW YCTaHOBKM WM yganeHHoro obHOBNEHWS BepCcUid CPeACcTBaMU TPYMMNoBbIX
nonutnk AD ¢ ncnonb3oBaHmeM ccpopmmpoBaHHoro Ha Cb msi-cdanna.

e B mogynu ueHTtpanusosaHHoro ynpasneHus (Cb n MCB) BCTpoeH mexaHusM Busyanusauuu
ceTu, 3awmwaemoni Dallas Lock 8.0. Ha otgenbHon Bknagke eCtb BO3MOXHOCTb MPOCMOTPETL U
oTpeaakTupoBaTb 6rnok-cxemy obbekToB [16, coxpaHuTb cxemy B chanin.

e C nomowbio CB BO3MOXHO LEHTPanu3oBaHHO YMpaBnsaTb KOHTPONEM  LEeMnOoCTHOCTH
3awmiieHHbIx C3U Dallas Lock 8.0 komnbtoTepos B JIBC.

29.[ina pelweHns 3agad opraHM3auMuM LEHTPanM3OBaHHOIO YMNPaBeHUs PeLUEeHUSMU NpOoaYyKTOBOM
nuHenkn OO0 «KoHdugeHT» (C3U Dallas Lock 8.0, mogynn M3 n COB Dallas Lock, C3W HC[, Dallas
Lock Linux, C3W BU Dallas Lock, C3 Dallas Lock, wnto3 6e3onacHoctn WAF Dallas Lock) n koHTpons
KOHdpurypauum ceteBoro obopygoBaHusa ncnonbayetcst EanHbiv ueHTp ynpaenexus Dallas Lock (ganee
ELLY). ELLY npegoctaBnseT cnegytolmne dyHKLMOHaNbHbIE BO3MOXHOCTM:

e OTCNEXuBaHWe cTaTyca Moaynew;
e yaaneHHoe pa3BepTbiBaHWE MOAYMEN;

ynpaBneHne  yyeTHbIMM  3anncsaMu, MNonuTMKamMuM U1 napametpamu  6e3onacHocTu

(+cnHXpoHun3auus);

cOop, XpaHeHWe 1 aHanu3 XXypHarnos;

onepaTUBHOE YMpaBrieHUE;

BbINOMHEHVE 3a4aHnn Ha MOAYNAX;

CUrHanusauus.

30.C3W Dallas Lock 8.0 cogepxut noacncTreMy camoguarHoCTUKM OCHOBHbIX (byHKumi 6esonacHoctn C3U
(TectnpoBaHme).

31.0na noBbileHns oTkaszoycTtondmBocTn [B npegycmoTpeHa Bo3moxHocTb BBoga CB B cocTas
cyuwiecTBylowero gomeHa. B atom cnyvae cepBepa aBTOMaTU4eCKMM OOBpa3oOM  BbINOMHAOT
pennMuupoBaHMe BCeX HacTpoek [AOMeHa W nocrnegylowux AencTBMn  agMuHucTpaTopa
nHdopmaunoHHon 6esonacHocTu. Harpyska mexay pennuunposaHHbiMu Cb pacnpegensetcs. B cBasm
C 3TVMM NosiBUNach BO3MOXHOCTb NOAAEPKMBATL DonbLuee Yncno paboymx ctaHumi B coctase [b.

32.ns ypobcTea agMuHucTpupoBaHms C3M BO3MOXHO 3agaHune cnucka paclumpeHun dannos, paboTa ¢
KoTopbiMu ByaeT GnokvpoBaHa. OTO MO3BOMSET 3anpeTuTb COTpyaHWkam paboTy ¢ davinamu, He
UMELL MMM OTHOLLEHUS K NX NMpodeccrnoHanbHbiM 0683aHHoCTsIM (Mp3, avi u T. i.).

33.Ans npoBepku cooTBeTCcTBUSA HAacTpoek C3W eCcTb BO3MOXHOCTb CO34aHNsi HECKONbKUX BUOOB OTYETOB:

e OT4YeTa No HazHayeHHbIM NMpaBam U KoHUrypauuu;
e OT4yeTa co cnmckoM yctaHoBneHHoro MO («MacnopTta MOy);
e OT4yeTa C xapakTepucTukon annapatHon 4actu K («lMacnopta annapaTHon YacTu»).
34.MNpenycmatpnBaeTcs BeeHMe pe3epBHbIX KOMUW MporpaMMHbIX CPeAcTB 3aluTbl MHOpMaunn, nx
nepuognyeckoe OOHOBMEHME U KOHTPONb paboToCnOCOBGHOCTH, a Takke BO3MOXHOCTb BO3BpaTta K
HacTpoWkam Mo YMONYaHuIo.
35.TMpu HeobxogumocTn nepeHoca HacTtpoek Dallas Lock 8.0 u CBb (monuTukun, nonb3oBaTtenu, rpynnbl,
npasa gocTyna v T. O.) Ha ApyrMe KOMMbITepbl U AN COXPaHeHWs HacTpOeK Npu nepeycTaHoBKe
CyLLLeCTBYeT BO3MOXHOCTb CO3aHus danna KoHdurypauumn, Kotopeii Byaet cogepxatb BblOpaHHble
aAMWHUCTpaToOpoM napameTpbl. Dann KoHUrypauum MoxeT BbiTb MPUMEHEH: B NpoLiecce YCTaHOBKN
C3W, obHoBneHus nnun Ha yxe 3APM nokanbHo nnu cpeacteamu Cb.
36.C3U obecneuvmBaeT KOHTPOSb CbEMHbIX MaLLUMHHbIX HOCUTEeNnen nHpopmaumu.

37.C3N obecneunBaeT 3awmty AC nocpenctBoM cunbTpauum uHgopmaumm, T. €. ee aHanmsa no
COBOKYMHOCTM KPUTEPUEB M MPUHATUS PELLEHNS O ee pacnpocTpaHeHun B (13) AC Ha oCHOBe 3aaHHbIX



npaeur, NPoBoAsA Taknm 06pa3om pasrpaHuveHune goctyna cybbektoB n3 ogHon AC k o0bekTam gpyron
AC. Kaxgoe npaBurno 3anpeljaet vnu paspellaeT nepegady vMHdgopmMauum onpefeneHHoro Buaa
mMexay cyobektammu n obbektamn. Kak cnegcrtame, cyobekTbl 3 ogHon AC nony4varoT JOCTYN TOMbKO K
paspelleHHbIM MH(OopMauuoHHbIM obbektam u3 gpyron AC. WHTepnpeTauus HaGopa npaBun
BbINOMHAETCH MOCNefoBaTeNbHOCTEIO (PUNBTPOB, KOTOPbIE pas3peLlarT WM 3anpeLairT nepegady
AaHHbIX (NakeToB) Ha cneayoLwmn unbTP UK ypoBeHb NPOTOKONa.

e [1Nsi CHWKEeHNS TPYAOEMKOCTM HAacTponkn M3 BO3MOXHO uUcnonb3oBaTb « Pexum obyydeHnss M3O»,
B KOTOPOM npw obpaLleHnmn k Beb-pecypcy, 4OCTYN K KOTOPOMY pa3peLleH, paspeLuatoLlme npasa
HasHa4valTCH aBTOMaTU4ECKn NMBO MHTEPAKTUBHO.

e [locpeactsom punbTpaLmy BO3MOXHO KOHTPONMPOBATL CETEBOM Tpaduk No ero CoaepX Xxnumomy
(aHanusmpyeTcs NpPUCYTCTBME M3BECTHbIX NPOTOKONOB, MeAna-KOHTEHTa 1 MOOUIbHBIV KOA) BO
BCEM (hunbTpyeMom Tpadmke.

e [nHammdeckad akTMBauus oOnpedeneHHbix npaBun M3 B 3aBUCUMOCTM OT  YCIOBUW
PYHKLMOHMPOBAHUSA CUCTEMbI, TakUX KaK HapyLleHue LEenoCTHOCTM, OTCYTCTBME aHTMBUpYCa
KES, otcytctBue obHoBneHun OC, curHaTyp cuctemMbl OOHapYXeHUs BTOpXeHun (ganee —
COB) unu curHaTyp aHTuBMpyca, obecnednBaeTcs MexaHn3MoMm «npogunen M3».

o MexaHusm «ceTteBbix npodunen» M3 nossonsdeTt npumeHaTb npasuna M3 1 dunbTpaumm He
0e3ycrnoBHO, a B 3aBMCMMOCTU OT NapamMeTpoB CeTW, Yepe3 KOTOPYH MOMy4yeH CETEBOWN MakerT.
EcTb BO3MOXHOCTb NpuMeHATb npasuna M3 unu punbTpauumn He 6e3ycrnoBHO, a TONbKO ANd
onpeferneHHbIX CeTen, ONPeaEnAoLLMXCS CETEBbIM NMPOUneM.

38.C3M obecneunsaet sawmty AC, MCMOnNb3ys CUrHATypHbIe U 3BPUCTUMYECKME MeToAabl Afs aHanvsa
ceteBoro Tpadwmka m xypHarnoB OC Ha npegMeT HewTaTHbIX CUTyauuMin U MOMNbITOK MpoBeAeHWUs
BTOPXEHUN. AHanua cobpaHHbIX AaHHbIX O CETEBOM Tpadmke MNPOXOAUT B pexume, OrvM3koMm K
peanbHOMy MacwTaby BpemeHu. ObGecneumBaeT 3alMTy OT atak Ha CeTeBble MNPOTOKOMbl Ha
pa3nuyHbIX ypoBHAX Mogenun OSI. Takke ocywecTBnseT nepexsat BbidoBa pyHkunn OC CTOPOHHMMM
NPUNOXEHNAMMN C BO3MOXHOCTBIO MOKOM HaCcTPOMKN OrpaHUYeHnst OCTyna K CUCTEMHBIM (OYHKLMAM
ANsi He4OBEPEHHbIX MPUNOXEHNN.

39.[1ns CHUXKEeHUS TPYA0EeMKOCTM 1 adcpekTUBHOM HacTporiku COB BO3MOXHO B YNpPOLLIEHHOM MHTEpdence
onpegenuTe Tpebyemble YPOBHU 3alUMLLEHHOCTU CUCTEMbI ©e3 npoBedeHWUs WHAMBWUAYASbHbBIX W
TOYHbIX HACTPOEK.

40.B C3U peannsoBaH mexaHu3M «besonacHon cpeabl» (NecovHuua), KOTopbIN NO3BOMNSET NPOU3BOAUTL
NPOBEPKN (DYHKLUMOHUPOBaHMSA (MOMbITKA BbINOJSIHEHMSA MOTEHLMANbHO ONacHbIX AENCTBUI) C LEeNblo
onpefeneHns cteneHn OoBepusi K CTOpoHHeMy MO B M3onmMpoBaHHOW, 3awuiuieHHon cpefe 6e3
BHeCeHUsi uaMeHeHun B ocHoBHYto OC.

41.B C3M Ha ocHOBe pOfeBOW MOZENu [oCTyna peanusoBaH TUOKUA M MOHATHBIA MEXaHW3M
pasrpaHuyeHus npaB Ha agMuHUcTpupoBaHue un ayaut Cb u Bcero Ob.

42.CK nosBonsieT BbINOMHATL No cetu cbop nHdopmaumm o MO TMK ¢ yctaHoeneHHbIM Dallas Lock 8.0,
oTcnexuBaTb U3MeHeHuUst B ycTaHoBneHHoM 1O Ha knueHTax, BbINOMHATbL KOHTPOMb WM hUKCaALMIo
COCTOSIHMSA MporpamMHoOu cpefbl, opmupoBaThb «Ipoekt nacnopta MNO», «Macnopt MNMOy», yTBEepxaaThb
«Macnopt MO» ¢ nomouwblo yctaHoBkK npocton 3l, co3gaBaTbh M pedakTUpoBaTb NpaBa YYeTHbIX
3anucen CK.

1.4 TMonwuTuka NUUEeH3UpoBaHUA

Mopcuctembl C3MU Dallas Lock 8.0 gocTymHbl ANst UCMOMb30BaHWA MpPU  HanmMyMM W perncrpaumu
COOTBETCTBYIOLLEr0 CEPUNHOIO HoMepa NUUEeH3nn. JInLeH3npyTCs cneayowmne 3almTHbIe MEXaHU3MbI:
Bawwmra ot HC[, (C3 HCL).

CpeacTBO KOHTpONA NOAKIYEHUs HocuTenen uHgopmaumm (CKH).

CpeacTBO KOHTPONA OTYYXKAEHMS MHpopMaumn ¢ Hocutenen nHgopmavmm (CKH).

MexceTteBon akpaH (M3).

Cuctema obHapyxeHns sTopxxeHun (COB).

PesepBHoe konuposaHue (PK).

Cepsep koHdurypaummn Dallas Lock (CK DL).

Nogapwh e



2 YCTAHOBKA U YOANEHUE CUCTEMbI 3AWLUTDI

2.1 MopgroTtoBKa KOMNbIOTEPA K YCTaHOBKE

2.1.1 Tpeb6oBaHus K annapaTHOMY M NporpaMMHOMY o6ecrneyeHuto

C3W Dallas Lock 8.0 moxeT 6biTb ycTaHoBneHa Ha [1K, noptatmeHble n mobunbHble MK (HOyTOykM 1
nnaHweTHble 1K), cepepa (dannosBble, KOHTPOSIEPLI AOMEHA, TEPMUHAIBHOIO JOCTYNA) U BUPTYyarbHble
MaLwmHbl (Hanpumep, VMware), paboTarolme kak B aBBTOHOMHOM pexume, Tak n B coctase JIBC.
C3M Dallas Lock 8.0 moxeT paboTatb Ha nobom KomnbloTepe, paboTawolwem nog yrnpasreHuem
cnegyowmx OC:
e Windows 7 (SP 1) (Ultimate, Enterprise, Professional, Home Premium, Home Basic, Starter) (cm.
dopmynsp RU.48957919.501410-01 30 n. 3.3.4);
e Windows Server 2008 R2 (SP 1) (Foundation, Standard, Web, Enterprise, Datacenter)
(cm. ®opmynsap RU.48957919.501410-01 30 n. 3.3.4);
o Windows 8 (Core, Pro, Enterprise);
¢ Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);
e Windows 8.1 (Core, Pro, Enterprise);
e Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);
¢ Windows 10 (Enterprise, Education, Pro, Home);
e Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage
Server, Hyper-V Server);
e Windows Server 2019 (Standard, Datacenter, Essentials);

e Windows 11 (Enterprise, Education, Pro, Home);

o Windows Server 2022 (Standard, Datacenter).
C3W Dallas Lock 8.0 nogaepxuBaet 32- n 64-6utHble Bepcum OC Windows!?.
C3n Dallas Lock 8.0 nossosnsieT 3awmaTtb MHOPMAaLIMOHHbIE pecypchl pabouero
npocTtpaHcTBa Windows To Go OC Windows 8, Windows 10 n Windows 11 Ha USB-HakonuTene.
MuHumaneHas 1 onTumanbHast kKoHgurypaums MK onpegensetcsa TpeboaHusmm k Bepcun OC Windows,
Ha koTopyto yctaHosrneHa C3WU Dallas Lock 8.0.
Ona pasmeleHusa ¢annoB cuctemol 1 ee paboTel TpebyeTcs He mMeHee 1 [GanmtT npocTpaHcTBa Ha
CUCTEMHOM pasfene ecTKoro aucka.
Ons ncnonb3oBaHusa Dallas Lock 8.0 Ha komnbioTepe B coctaBe JIBC Heobxoanmo HacTpouTb CeTeBON
npotokon TCP/IP.
Ons wncnonb3oBaHMA annapaTHbIX uaeHTudukaTtopoB TpebyeTrca Hanuvyme B annapatHon 4vactu [1K
cooTBeTCcTBYOWMX nopTtoB: USB-nopta nnn COM-nopTa.

2.1.2 OrpaHunyeHusn

C3W Dallas Lock 8.0 umeet cnefytoLne orpaHUYeHus:

1. py HanmMuMm Ha KOMMbKOTEPE HECKONbKUX xecTkux amckoB OC pormkHa ObiTb
yCTaHOBIEHa Ha NepPBbIN XXECTKUI OUCK.

2. [pu HanMuMM Ha XeCTKOM AMCKe Heckonbkux pasaenoB OC gormkHa ObiTb yCTaHOBNEHA
Ha guck C.

3. YcraHoBka Dallas Lock 8.0 Bceraa npoussoautca B katanor C:\DLLOCKS0.

4. Ha Bpemsi yctaHoBku u ypaneHuss C3W HeobxogMMo OTKMOYUTL MNPOrpaMmHble
AHTMBUPYCHbIE CpeaCcTBa.

IOna koppekTtHon paboTtbl ceTeBbix curHatyp COB HeobxoguMMo ykasaTb HOMmepa wnm

AvanasoH Ucnonb3yemMbix NOpToB (CM. « CurHaTypbl Tpadmka).

1 ApxutekTypa I1A64 (Itanium) He NogaepXuBaeTcs.



MpumeyaHume. Npu 3anycke yctaHoBku Dallas Lock 8.0 Ha OC Windows, yCTaHOBMNEHHYIO Ha
CMeHHbIN Hakonutens no TexHonorum Windows To Go, MOXeT BO3HMKHYTb OLIMOKa
noacuctembl yctaHoBkun Windows Installer: 2755. B 3aToM cny4ae HYXHO pacnakoBaTb
ycTaHoBOYHbIA msi-chann Dallas Lock 8.0 B BbiGpaHHbIN KaTanor komangon «C:\> msiexec /a
DallasLock8.0C.msi? /gb targetdir=c:\umsa_xaTanora». [locne 4ero B katanore, ykasaHHOM B
napameTpe targetdir, 4ormkHbl nosBuTbea: ann dlinst.exe n katanoru Files_x64, Files_x86.
3areM  HYXHO  3anycTutb  MporpaMMy  YCT@HOBKM U3  KOMaHOHOW  CTPOKM:
«C:\ums_katanora\dlinst.exe /msi».

HaHHas owmnbka sBnsieTcst ocobeHHocTbio paboTel Windows To Go ¢ msi-channamum.

BHumaHue! pn HeobxooMmMocTn M3MeHUTb pasmep cucteMHoro gucka C notpebyetcs
yaanutb Dallas Lock 8.0 n nocne nsmeHeHusi pasmepa ycTaHOBUTb 3aHOBO.

Mpumeyanue. T[locne ycraHoBkn Dallas Lock 8.0 komnbloTepy, paboTtatowemy noa
ynpasneHnem cepaepHon OC, yxe Henb3s 406aBnsaTb PONb KOHTpoNnepa JOMeHa.

BHuumanue! lNpn obHoBneHnn OC Windows (go Windows 8, Windows 8.1, Windows 10,
Windows 11) wusgenve Heobxogumo ydanutb (CM. «YpaneHve CUCTEMbl 3aluTbly),
BbINOMHMTL OBHOBMEHNE, MOCME Yero yCTaHOBUTb uUsgenve, ucnonb3ys npy HeobxognumocTu
yHKUMIO COXpaHeHUs1 KOHUrypauuu.

Mpumevanue. [ins koppektHon yctaHoBkm C3U Dallas Lock 8.0 Ha 32-x pa3psgHyto BEpCuio
OC Windows TpebyeTcsa He meHee 2 ['b onepaTvBHON NamaTw.

2.1.3 TlpeaBapuTenbHasa noaroToBKa

Mepen yctaHoskon C3U Dallas Lock 8.0 Heo6xo4MmMo BbINOMHUTL CrieayoLmMe 4eNCTBUS:

1. Ecnu Ha komnbloTepe yxe yctaHoBneHa C3U, ee Heob6xoanmo yaanuTb.
2. Heobxogumo ybeautbcd, 4To Ha aucke C ummeeTca Heobxogumoe csobogHoe
NMPOCTPAHCTBO ANA YCTAaHOBKN CUCTEMbI 3aLLUTDI.

3. [poBepuTb COCTOSIHME >KECTKMX [MCKOB KOMMbIOTEpa, Hanpumep, npu MOMOLUU
npunoxexus chkdsk.exe unu cnyxebHon nporpammMbl NPoBepKM Ancka n3 coctasa OC
Windows 1 ycTpaHuTb BbisiBNeHHblEe AedeKThI.

4. PekomeHgyeTcs NpousBecTu gedparMeHTaumio gucka.
. [poBepuTb KOMNLIOTEP HA OTCYTCTBME BUPYCOB.
. [epen ycTaHOBKOW CUCTEMbl 3aluTbl HEOOXOOUMO BbIFPY3UTb M3 NaMsaTW Bce
pe3vaeHTHbIE aHTUBUPYCHI.
7. 3aKkpbiTb BCe 3anylleHHble MPUIOXKEHWS, TaK Kak YCTaHOBKa CuUCTeMbl MoTpebyet
NPUHYOUTENBbHOW Nepesarpysku.

Takxke pekomMeHOyeTCca OTKMIYUTb K3lnpoBaHMe 3anncu aOna BCexX [OUCKOB. Ona oTkno4veHus
K3LLMpoOBaHUA 3anncu HeO6XOﬂ,I/IMOZ

1. B koHCONU ynpaBneHnsa KOMMNbIOTEPOM OTKPbITh [Incnetyep yCTPOUCTB.

2.

>

BeibpaTtb B y3ne gepesa koHconu «[JUCKOBbIE YCTPOWCTBa» AUCK, B €r0 KOHTEKCTHOM MEHI0 BbiOpaTb
nyHKT «CBOWCTBa» 1 B NOSBUBLUEMCSH AMarore OTKpbITb BKknagky «lonutukar.

CHsaTb hnar «PaspelunTb K3lIMpOBaHWe 3anucuK Ha aUck» («BKMoUYnTb KaLLIMpoBaHUe 3anucuy»).
HaxaTb kHonky «OK».
lMoBTOPUTH BhILLEYKa3aHHbIE AEACTBUS AN BCEX AMCKOB.

2 DallasLock8.0K.msi



MpumeyaHue. Ecnu ucnonssyetcsa RAID-koOHTponnep, To, BO3MOXHO, B BIOS koHTponnepa
HY>KHO BKNIOUUTb pexuM amynsauum «int13». Ha MHOrMX cuCTeMHbIX nnaTtax, MMeoLLmX
BCTPOEHHbIN RAID-KOHTpOMnep, MOXHO BblOpaTb pexunm paboTbl 3TOro KOHTponnepa
«Native» nnn «RAID». PekomeHngyeTcsi ucnonb3oBaTb pexum «Native». Heobxogumo
MCMonb30BaTb 3TN PEXUMbI C OCTOPOXHOCTbLIO, Tak Kak UX NepekritodeHne BNuaeT Ha pabdoTy
OC.

2.1.4 Oco6eHHOCTU YCTaHOBKM

BHumaHume! YctaHaBnusatb C3M Ha kKOMNbIOTEP MOXET TONLKO NONb3oBaTeNb, 06nagaroLwmin
npaBamMuM agMuMHUCTpaTopa Ha OaHHOM KOoMMbloTepe. OTO MOXET ObiTb NOKanbHbIA UK
JOMEHHbI Nonb3oBaTenb.

JNlokanbHyl0 ycTaHOBKY HeOOGXOOMMO BbIMOMHATL TOMbKO M3-MOA4  CECCUMM  TEeKyLLlero
aBTOPM30BAHHOIO NOMb30BaTenNs. 3anyck ycTaHOBKM OT MMEHMW Apyroro nons3osatens (Run
as) He gonyckaeTcs.

I'Ipwmeqal-me. Ecnn yCTaHOBKa MNpoun3BoaAUTCA noa yquHOVI 3anncbilo  JOMEHHOro
noJsib3oBaTenA:

1. [Monb3oBaTtenb JomkeH obnagaTb NpaBamMuy NOKanbHOro agMmMHUCTpaTopa.

2. B npouecce akcnnyataumm Dallas Lock 8.0 Heobxoaumo 3apermctpupoatb B C3U xoT4
Obl OOHY YYETHYIO 3anUCb JIOKANbHOMO MONb30BaTENSA C NpaBamMu agMUHMUCTpaTopa, Tak
Kak Mpu BO3MOXHOM BbIBOAE KOMMbIOTEpPA U3 AOMEHA BXOA MO OOMEHHOW YYeTHOW
3anucbto 6ygeT HEBO3MOXKEH.

Monb3oBaTens, YCTaHOBMBLLWIA Cc3n, aBToOMaTU4ecKn CTaHOBUTCS NpUBUIErMpoBaHHbLIM
nonb3oBaTtenemM — cynepagmMuHuUcTpaTopoMm. Heobxoaumo 3anoMHUTE MMsi M Napofib  3TOro
nonb3oBaTens, Tak Kak HEKOTOpble onepalym MOXHO BbINOSIHUTE TOMbKO WM3-MOA €ro y4eTHOW 3anucu.
N3meHATb y4eTHYIO 3anucb cynepagMumHucTpaTopa cpeacrtsamm Windows 3anpeLueHo.
BHumaHue! Vima u naponb none3oartens ana sxoga B OC, BbINOMHMBLUETO YCTaHOBKY,
aBTOMATUYECKN CTaHOBATCS WUMEHeM U napofiemM Ansd nepBoro BXoda Ha KOMMbOTEpP C
yctaHoBneHHon C3U Dallas Lock 8.0 nonb3oBaTenem B kadyecTse cynepagmuHmMcTpaTopa.
Ecnu e KomnbloTep SABNSETCA KIWMEHTOM KOHTposnnepa [AOMEHa W MpU  yCTaHOBKE
ncnonb3oBanacb KoHgUrypauus no ymonyaHutos, To 3antm Ha 3APM MoxHO nog ntobbim
AOMEHHbIM Monb3oBaTeneM, Tak kak B C3/ aBTomaTuyecku Co3gaeTcsa U perncrpupyercs
yyeTHas 3anucb «*\*»4,

MpumeuaHme. B npouecce yctaHoBku Dallas Lock 8.0 6ygeT npovsBeaeHa aBToMmaTnyeckas
HacTpowka bpaHgmayapa Windows (Windows Firewall).

BHuumanue! Ecnu 6yayt ncnonb3oBatbecs cTopoHHue firewall-nporpammel, T0 Heo6xogumo
nobaBuTb paspeweHns ana TCP noptoB 17490, 17491, 17492, 17493 B nx HacTpomkax

BPYYHYIO.

Mpumeyanue. Ecnn C3U Dallas Lock 8.0 yctaHaBnuBaeTcsi Ha KOMMbIOTEP C yCTapeBLUen
Bepcuen naketa obHoBneHun (Service Pack) ana tekywen OC, To Npu yCTaHOBKE NOSBUTCSA
npegynpexageHuve.

2.2 YcTaHOBKAa CUCTEMbI 3aliUThI

1. Ona  ycraHoBkm C3M  Dallas Lock 8.0 HeobxogumMo  3anyCcTUTb  YCTAHOBOYHbIA  hann
«DallasLock8.0C.msi» («DallasLock8.0K.msi»), KkOTOpbIi HaxoOUTCA B KOPHEBOW AMPEKTOpUn
ancTpnbyTtua (unu BeidpaTb AaHHOE OENCTBUE B MEHIO OKHa autorun).

Ecnn Dallas Lock 8.0 yctaHaBnuBaeTca Ha [1K, He oOcCHalleHHbIi NPMBOAOM KOMMaKT OUCKOB, a
ANCTpubyTUB NocTtaensaeTcs umeHHo Ha CD-gucke, To MOXHO CKONMMPOBAaTb C YCTAHOBOYHOIO AUCKa Ha
AaHHbIn K Heobxoamnmbii MSI-cann nodbiMm yaobHbiM cnocobom: Yepes JIBC, USB-Flash HakonuTenb

3 MNoppo6Hee cM. «CoxpaHeHUe KOHMUIYPaLIMNY.
4 MoapobHee cM. «Pernctpaunsa AOMEHHbIX YYETHbIX 3anNuUcen No Mackey.




v ap.
[Mocne 3anycka nporpamMMbl YCTaHOBKM HEODXOAUMO BhINONHATL AENCTBMSA MO NOACKa3kaM NporpamMmei.
Ha kaxgom Luare yCTaHOBKM MpPedoCTaBnsieTCsl BO3MOXHOCTb OTMEHbl YCTaHOBKM C BO3BpPaToM
cOenaHHbIX U3MeHeHun. Ons aToro cnyxuT kHonka «OTmeHa». BbinonHeHue crniegyowero wara
YCTaHOBKM BbINMOJTHAETCS C NMOMOLLILIO KHOMKK «[daneey.

2. lNpwn yctaHOBKe CUCTEMbI 3alUMTbl Ha KOMMbIOTEpe ¢ ycTtaHoBneHHon OC 7 u Bbilwe nocne 3anycka
NPUNoXeHnst Ha akpaHe GyaeT BbIBeOEHO OKHO ANS NoATBEPXAeHMs onepauunmn (puc. 1).

KoHTpons yueTHsix sanuced X

PaspelunTe 3TOMy NPUAOXKEHWI0 BHOCUTE
U3MeHEHWA Ha BalleM YCTpolicTee?

|1| Dallas Lock 8.0

MpoeeperHbii uzgatens: 000 Confident
Wcrounnk daina: XecTkuid JUCK KOMMBIOTERa

MoapobHee

Aa | Her |

Puc. 1. Pa3pelueHue Ha ycTaHOBKY nporpammbl B OC

Mocne noaTeepxaeHus 3anycTutcsa nporpamma yctaHoBkn C3U Dallas Lock 8.0 (puc. 2).

Nobpo noxanoBaTh

[aHHaRA NporpamMma BEINGAHWT YCTAHOBKY CHCTEME! SALLMTEl MHIPOPMAELLW OT
HecaHKuoHpoBarHoro apcTyna Dallas Lock 8.0-C Ha Bawem komneoTepe.

Ona ycranoskM HeoGxommo:

Ofnapate Npaeamy agMUHICTPaTopa.

OmnioumTs NPOrpaMMHbIE SHTUBMPYCHLIE CPEACTES.

Hanwune He meHee 1 [B ceoBoaHoro mMcKoBOTo NPOCTPaHCTBE Ha
CHCTEMHOM Pa3Oens KECTKOMD QMCKA.

OnepawioHHan cucTemMa QonxHa BeITe yCTaHoBNEHa Ha anck C.

My yoranoexm: CADLLOCKED

Dallas Lock

e

Puc. 2. OkHo Hayana YCTaHOBKU CUCTEMbI 3aLlUUThbI

Ons npoaoJIKeHNA YCTaHOBKU HaXXaTb KHOMKY «Janeey.

3. Onsa 3awuTbl OT HeneranbHOro WUCMonb30BaHWUA MNPOAyKTa HeoOXOAMMO BBECTU HOMEpP IULLEH3UU
Dallas Lock 8.0 1 Koa TexHM4eckon MOLLAEPXKKM, KOTOpble yka3aHbl Ha obnoxke dytnspa (puc. 3).
Homep nuueHsnn moxeT akTMBMPOBAaTbL OAMH NN Heckonbko moaynen Dallas Lock 8.0 (M3, COB, CKH,
PK), nubo octaBnTb NX HEaKTMBHbLIMU (B 3@BUCUMOCTM OT NPMOBPETEHHOrO n3aenus).



MapaMeTpbl YCTaHOBKA

Homep nuueHsm

Ko aKTHEaLMH TEXHHYECKOH MO0 e PR

Dallas Lock

MPMMEYEHWE! HOMED MMLLEHSIM 1 KO SKTWBALYM TEXMOAASIHKN
yKAazaHE! Ha DONoKKE KOMNaKT-0HCKS C gucTprbyTieom Dallas Lock

Puc. 3. BBoa napameTpoB yCTaHOBKMU

MpumeyaHue. MNone «Koa akTnBauumn TeXHUYECKOW NOAAEPKKM» HE ABMSeTCS 00a3aTenbHbIM
npu yctaHoBke C3U, Ho sABnsieTcst ob6si3aTenbHbIM Npu obHoBneHun. Mpun ycTtaHoBke 6e3
MCMOSb30BaHNs KOA4a TEXHWYEeCKoM MoaAepXku ero HeobxoaMmo BBECTUM B npouecce
akcnnyaTaumm C3U (cm. «O nporpammen).

[nsa npogormkeHnst yCTaHOBKM HaxaTb KHOMKY «[daneey.

4. B ToM cniyyae, korga Heobxoaumo BBecTu KomnbioTep B [IB B mpouecce yCTaHOBKM CUCTEMBbI,
HeobxoomMMo nocTtaBuTb chnar «BBecTn KoMmnbOTEP B AOMEH 6e30nacHOCTM» K 3anofIHUTbL MO
nogkntoveHus (cm. «Beog knueHTa B [16 B npouecce yctaHoBku Dallas Lock 8.0»). Ecnu aTtoro He
caenaTtb Ha aTane yCTaHOBKM, TO KOMMbIOTEP He OyaeT BBeaeH B [1b, HO 3TO MOXHO OyaeT caenatb U

nocrne ycraHosku C3U.

NapameTpbl koHdUrypaLmm
[1Beecti komneroTep B fomer GesonacHocTi

Nomer Cepeepos BezonacHocmia

[omer EavHOro LEHTPS yNpasneHna

CEOEE

DESKTOP-YQMITOM

Dallas Lock

KoHdmrypawia; CraHaapTHas

aHdHrYpaly | default

MpMMEYEHKE ! BE0A KOMNEKITEDE B AoMeH BE30NacHOCTH W NPUMEHEHNE
HaAN0E KOHDWIYPaLWAM MOXET OCYLUECTENATECA NOCNE YCTaHoBKK C31

< Hazan YCTaHoBUTh Otmexa

Puc. 4. BBepenue B 16 Ha aTane ycTaHOBKMK

5. OnumoHanbHO ykasaTb pann koHdurypaumm (puc. 5, puc. 6). B Bbinagatowiem cnucke cogepxartcs
NyHKTbI:

— «CTtanpapTHasy;
«basoBas ana 1M — yctaHasnuearoTcs napameTtpbl Ans AC, cooTBeTcTByOLWME TpeboBaHMAM



k AC knacca 3awuiieHHoctn 13;

— «basoBag gna 1b» (tonebko ans Dallas Lock 8.0 pepakuymm «C») — ycTaHaBnMBalOTCA
napameTpbl Ans AC, cooTBeTcTBYyOLWME TpeboBaHusm k AC knacca sawumieHHocTn 165;

— «YkasaTtb hawn...».

Dallas Lock 8.0-K (cBopra 761 o1 20 centabpa 2022)

NapameTpbi KoHGHIypaLmn
[[]BeecTi kKoMnbioTED B AoMEH BesonacHOCTI

Aomen Cepsepoe GesonacHocTi

Aormed EqnHoro WeHTpa ynpasnedita

DESKTOP-VOQMITOM

Dallas Lock

KoHurypawan: CTaHoapTHaa v
CTaHgapTHadA
palkng |basosas ona 1

YKa3aTE Main..,

MpMMEYEHWE: BE0A KOMNBIOTEPE B AoMeH BE30NaCHOCTI M NDMMEHEHKE
$alfnoe KoHgT YDaLMK MOMET OCYIECTENATLCA NOCNE YoTaHoBKKM C3H

<= Hasan ¥CTEHOBUTL | OTHEHE

Puc. 5. Ykasanue cpanna koHdurypauumn gnsa Dallas Lock 8.0-K

Dallas Lock 8.0-C (c6opka 761 o7 20 centatpn 2022)

MapameTpbi KondurypaLmn
D Beecti KOMNbHOTED B AOMEH fiesonacHoCTK

NomeH Cepeepos Ge30nacHOCTH

[foMeH EnMHOMD LeHTPa yNpasneHua

A ARM DESKTOR-YQM2TOM

CTaHaapTHaRA b

CTaHaapTHaA
@l |Bazosas ana 10
Bazosan ana 16

Mpumenanve: 8501 KonnoioT B ok,

talinos KoHDUryPELMM MOMET OCYLLECTBNATHCR NOCNE YCTEHOBKM C3M

< Hazan YcTaHoBUTh OTMeHa

Puc. 6. Ykasanue cpbaina koHdurypauum gns Dallas Lock 8.0-C

[ns aToro Heo6xoaMMo B BeiNagatowem MeHio «KoHdurypaumsy» Beidopatb «YkasaTb hann...», HaxaTb
KHOMKY mnoucka psgom C noreM BBOAA W B MOSIBUBLLEMCS OKHE MPOBOAHUK BbiOpaTb 3apaHee
coxpaHeHHbIn gann (cMm. «CoxpaHeHune KoHdurypauumuy). Ons npoaorHKeHUs YCTAHOBKU HaxaTb
KHOMKY «HayaTb yCTaHOBKY».

. [anee BO3MOXHO HabntogaTh 3a NPoOLECCOM YCTaHOBKW. Ecnn npouecc npoiwen 6e3 ownbok, To ans
3aBepLUEeHNs ycTaHoBKM TpebyeTca nepesarpyska [MK. Yepes 1 MUHYTY nocne HaxaTtusi KHOMKW
«[lMepesarpyska» npousongeT aBToMatmnyeckas nepesarpyska lNK (puc. 7).

5 B cooTBeTcTBUM G P[] «ABTOMATU3MPOBAHHbIE CUCTEMBI. 3alNUTa OT HECAHKLMOHMPOBAHHOTO AOCTYNa K MHAOpMaLMN
Knaccudukaums aBToMmaTMaMpoBaHHbIX CUCTEM M TpeboBaHUs Mo 3awmTte nHdopmauumy (Foctexkommucens Poccum, 1992).



Daflas Lock 8.0-C (cGopxa 761 or 20 centabpa 2022)

YcraHoBKa

" MpoBepKa YCNoBWiA ANA YCTaHOBKH

' [poBEDKE NPEE TEKYLWErD NoNL30BaTens (AQMUHMCTPETOR)
w' Co3gaHWE TOUKM BOCCTAHOBNSHNA CACTEME

+ MpoBepKa Hanu4ma halinos aucTpubyTHEa

" HacTpoiika MesceTesoro skpaha OC Windows

~ KonupoBaHWe dainos

" YCTaHOBKE QpaiBepa cucTemel 3awnTel (Aapo C3A)

»' PEMMCTPALIMA KOMAOHEHTOE W HACTPOIKA CHCTEMR

" HasHa4eH1e aAMWHUCTDaTOPa CACTEMBI fiesonacHocTH

Dallas Lock v/ CO3A2HUE APMEIKOE

AQMUHUCTRETOPOM CHCT EMEl GES0NACHOCTI HAZHaYeH: admin
YcTraHoBEKa YycnewHo sagepueHal

Ilna zaeepwenua YcraHoBKH TpelyeTca Nepesarpysxa.
Haxraure "MMepesarpysuts™ Ana NEpesarpyskH KOMNLIOTEpa.
Hnu HaxmuTe “JagepuwiMTh” YyTolb NEPE3arpYsSHTL KOMNbLIOTED
nosxe.

MNepesarpysuTb 3aEepUMTH

Puc. 7. 3aBeplueHne yCTaHOBKM NPOrpaMmmbl

MpumeyaHue. B npouecce yctaHoBkn C3U Dallas Lock 8.0 aBTomaTuyeckn cospaetcs
TOYKa BOCCTAHOBMNEHUN CUCTEMBI.

[Mpy BO3HMKHOBEHUM OLIMOOK B CO3O0aHUM TOYKM BOCTAHOBMEHUA cuctembl (Puc. 8),
HeobxoauMo BKNoUMTb « CO30aHNe TOYKM BOCCTAHOBIIEHUS CUCTEMbIY.

Dallas Lock 8.0-C (cBopka 737 o1 28 anpena 2022)

YcranoBka

~ MpoBep«a yonoswid ANA YCTaHOBKKM

' Mposepsa Npas TERYIWEr s NonbsosaTens (AoQMuHNcTpaTop)
(1) Cosparie Tourn BoCCTaROBREHI CHCTEME

~' MpoBepka Hanuama Gainoe ancTpubyTHes

+' HacTpoika mexkceTesoro skpada OC Windows

" Konwposarwe dainos

~' YCTaHoBKa ApaHBEpa cUCTeMs! 3alMTEI (Aapo C3H)

L PEMACTPSLIAR KOMNOHEHTOE 1 HBL_TDOI.""(B CUCTEMBI

+" HasHaueHWe 3AMUHWCTPATOPE CHCTEME BesonacHoCTH

Dallas Lock ' Cosnatine Spnsikos

BoccTaHoBAEHME CHCTEMB! OTK/MOYEHO, TONKY BOCCTAHOBABHHA A
CO3AaTH HEBO3MOXHO!

AQMUHHCTDATOPOM CHETEMEl GE30NACHOCTH HasHaveH: admin

Yer !

Jlna 3aBepweHHA YCTAHDBKM TpeGyeTcA nepesarpyska.

Haxmure "Mepesarpysure” AnA Nnepesarpysky KOMNsOTEPa.
Hnu HaxmuTe “Jagepunrs"” YTofH NEpesarpysuTL KOMNLIOTED

MepesarpysnTe 3aBepWNTE

Puc. 8. YcTtaHOBKa 6€3 TOYKM BOCCTAaHOBJIEHUSA CUCTEMbI
UTtobbl BkNtouMTb «Co3gaHne TOYkM BOCCTaHOBMEHUs cuctembl» B Windows 10 oTkponte
«CBonctBo cuctembl». B pasgene «3awuTa cucTembl», ecnv Onsi CUCTEMHOrO Ancka
YCTPOWCTBA YCTAHOBMNEHO 3HayeHne «OTKIIOYEHO», HAXMUTE KHOMKY «HacTtpouTb».
Boibepute onumto «Bknountb 3awmty cnuctemMbly. Haxxmute «MpumMenntb» n « OK».
Mpu atom yctaHoBka C3W Dallas Lock 8.0 6yneT 3aBeplueHa ycnelwHo, Aaxe 6e3 co3gaHust
TOYKN BOCCTAHOBMNEHUS CUCTEMBI.

Mocne nepesarpy3ku nepBbin Bxod Ha 3APM cMOXeT ocyLecTBUTbL NONb30BaTENb, MO YY4ETHOM 3anncbio
KOTOPOro BbIMOMHANACh ycTaHoBKa cucteMbl 3awmtbl Dallas Lock 8.0. 3To MOXeT ObiTb NoOKanbHbIV
none3oBatens OC, OOMEHHbIN MNoNb3oBaTefb, €ClW KOMMbIOTEP SBNAETCA KIMEHTOM KOHTponnepa
AoMeHa, nnu yyetHasa 3anncek Windows Live ID (Windows 8 v Bbiwe).

Bo Bpems nepeoro Bxoga Ha 3APM nocne 3arpy3ku OC nosiBMTCA BCnbiBakoLWee coobLleHne 0 TOM, YTO
AaHHbIN KoMmnbloTep 3awwmueH C3U Dallas Lock 8.0.

Mocne ycTaHOBKM CUCTEMbI 3alLMTbl U Nepesarpy3ky KomnbloTepa B MeHi «[yck» 1 Ha paboyem cTone



nosiBuUTCA Apnblk o6onovkm agMmuHmucTpatopa C3M Dallas Lock 8.0.

AZMUHNCTD...
Dallas Lock ...

Puc. 9. Apnbik o6ono4ku agmuHucTpaTopa Dallas Lock 8.0

2.3 YpaneHue cuctembl 3alnThbI

MpaBo ypanenus C3UN moxeT ObiTb YCTAHOBMEHO ANS OTAENbHbIX MONb3oBaTenen unu rpynn
nonb3oBaTtenen agMMHUCTPATOPOM CUCTEMBI 3alnTbl. Heobxoanmein napameTtp «[JeakTuBaums cUCTEMbI
3awnTbl» Haxoautca B Kateropuu «[lapameTpbl 6GedonacHocTn» — «[lpaBa nonb3oBaTenemn»
(cm. «[lonHoMoumsa nonb3oBaTene Ha aaMUHUCTPUPOBAHNE CUCTEMbI 3aLLUNTBIY), MPU 3TOM HeobXxoanmMo
aBnATbcs agMuHucTpatopom OC.

Mepen ymaneHuem cuctembl 3awmtbl ¢ K pekomeHgyeTca coxpaHuTb hann koHdpwurypauumn C3U
Dallas Lock 8.0 (cm. «CoxpaHeHune koHdurypaumumy).

Mepen yoaneHneMm cucTembl 3aliMTbl HEOOXOAMMO 3aBepLUMTb PaboTy BCEX MPUIIOXKEHUA U COXPaHUTb
pes3ynbTathl, Tak kak yaaneHue Dallas Lock 8.0 notpebyeT npyHyaMTenbHOM nepesarpy3kn KOMNboTepa.

YpaneHve nponsBoanTcs ¢ nomoLLbio MacTtepa yctaHoBOK. B pasHbix onepaunoHHbIX cucTemMax yaaneHue
nporpamMmm MOXeT OCYLLECTBMATLCS NO-pa3HOMY.

B OC Windows 10 HeoGxoaumo Bbi3BaTb NMYHKT «[lapameTpbl», BblopaTb MyHKT «[lpunoxeHus». B
nosiBuBLLeMcs okHe Bblaenutb «Dallas Lock 8.0Cx»( «Dallas Lock 8.0K»), BbiGpaTb AelcTBME «YaAanuUTby
1 nogTeepanTb yaanexue (puc. 10).

- Mapamerpsl - 0 %

it Mnaguas anﬂO)KeHWH M BOSMOXKHOCTH

HadiTi napavetp 53 i
Mowe, COpTMPOoEKE W ©UNLTPAUMA MO gecka, HTo0k! Y43AUTs uan
NEPEMECTATS NPUADAEHUE, BhIBEPHTE 70 B CrIvMcKe,

MpunoseHna

| Mckate e 31om cimces
I IE Mpunoseis u eozmoxsoc Coprupoeate no; MMA Twnktpoeare no: Boe guokn
IS Mpunoxssus no ymoauasng I,G-) DallasLockB.0C 369 MB

258.003022

ML ABTOHOMHLIE KAPTHE 20,7610

O Mpunowenus oA seb-cailton [GEEETTES Yaanute

Microsoft Corporation 29042022

T8 Hocapouseenesie Bumed n Microsoft Edge 4,13 MB

Puc. 10. YoaneHue Dallas Lock 8.0

Mocne ycnewHoro yaanexuss C3U Dallas Lock 8.0 nosiButcst HpopMaLMOHHOE OKHO O HEODXOAMMOCTM
nepesarpy3ku NK. Mo ncreyeHmn 1 MmnHyTbI Nocrne HaxaTtust KHonku «lMepesarpy3ka» OygeT BbINOMHEHa
npuHygutensHasa nepesarpyska OC koMmnbloTepa.



MpumeyaHue. YpaneHue\obHoBneHme C3U Dallas Lock 8.0 npu Hanmuum npeobpasoBaHHON
30Hbl HEBO3MOXHO, B TAKOM CIly4ae BbIBOAATCS Creaylolime coobLieHums:
1. Mpwu nokansHoM yaaneHnn\obHosneHnn C3U Dallas Lock 8.0 BeiBoanTCS coobLieHme
06 owmnbke ¢ nHopmaumern o Tom, 4TO HeobxoaMMo yaanuTb NpeobpasoBaHHbIE 30HbI
(Pwvc. 11).

Ynaneune

X MpoBepka yCNoEMIA ANA YAANEHNs
P

Dallas Lock

Mepea otHoeaenwem Dallas Lock. ynanwre npeofpasoBaHHbie A
sonm guckal
YpaneHue 3aBeplieH0 C OWHOKAMH.

B cay 60K B np yn HENaTensHo
MEpPEeSarpysHTE KOMMBIOTER.
BHHUMAHME! Coxp e

nepesarpyskof.

y p nepen

MepesarpysvTe 3aBeplnTE

Puc. 11. YaaneHue Dallas Lock 8.0 ¢ npeo6pa3zoBaHHOM 30HOM
2. Tpu ypaneHHom ypaneHun\obHoBneHmn C3U Dallas Lock 8.0 gna knueHta Cb
BbIBOOUTCA coobueHne o6 owmnbke ¢ dopmynupoBkol «B npouecce ycTaHOBKM
npousoLuna HencrnpasmmMas oLmodkay.

i SOKAVM1 - nctopua
Bpema Cofbime
i 13:15:26 [lobasneH
L 13:15:37 MoakniodeHme. ..
E 13:15:43 MoaroToBKa K yoaneHo
13:15:44 KormmposaHue cnywbiel
13:15:45 Sanyc cnysbsl
13:15:49 Moakntoyerme cnypxbsl
13:15:50 Janyck msiexec.exe
13:15:50 YananeHwe
13:15:58 ¥aaneHue He BuINONHEHD.
&3 XKypHan cepeepa besonacHocTk (N237 w3 48) -
1D ~
1
Bpema

04.06.2021 13:16:00

Hma komnuoTEpa
SOKAYVM1

HeTounuk
bLan

Cofibirue
YnanenHoe wianeHue

JNonoanurensho

Pesynbrar
B NpouecCe YCTAIHOEEKW NPOM30WNa HEMCAP3BMMAaA OWMEKA,

T v 3aKpeITE

Puc. 12. YpaneHHoe yaaneHue KnueHTa ¢ npeobpa3oBaHHOW 30HOM



2.4 OOHoBReHue cucTeMbl 3alUTbIl

Ona 3awmwenHbix C3U Dallas Lock 8.0, a Takke 3awmileHHbIXx 6onee paHHumKM Bepcusmmn Dallas Lock
«7.7» n «7.5» Bo3MOXXHO 06HOBrNEeHUe Ao nocriegHen cobopkm Dallas Lock 8.0, npowealwen ncnbitaHns ¢
npuBneYeHnem ncnoitatensHon naboparopuu.

IOna nokanbHO YCTAHOBMIEHHOW CUCTEMbl 3alMTbl OOHOBIIEHME BLINOMHAETCS MyTEM 3anycka
OOHOBNEHHOro ANCTPUDYTMBA M 3aroSyIHEHUS NapameTpoB Kak Npu ycTaHoBke. 3anonHeHue nons «Kop
TEeXHUYECKoW noaaepxku» npn obHoBNeHUN sBnseTcs 0bs3aTenbHbIM.

C3WM npu obHoBnennn aBtoMatmdeckn npoeepsieT Ol ncnonHseMbix Moayrnen 1 3anpeLwaeT yCTaHOBKY
WCMOJSTHAEMbIX MOAYNEN, He npoLleaLwmx npoeepky 3.

B npouecce OGHOBMEHMS aBTOMATUYECKM COXPAHSIETCS W MNPUMEHSIETCS  KOHUrypauus yxe
YCTaHOBJIEHHOW BEPCUN, NOSTOMY NYTb K hanny KOHPUrypauum MoxxHO ocTaBuTb 6e3 nameHeHunn. OgHako
OOMOMHUTENbHO PEKOMEHAYETCS1 BOCMONb30BaTbCsl COXPAHEHMEM KOHurypaumm npegpiaylien Bepcum
C3n.

Ona knueHtoB [Bb oOHoBneHne C3U moxeT ObiTb BbINOMHEHO CPEeACTBaMU LIEHTPanvM3oBaHHOIO
ynpasnenusi ¢ Cb (cM. «O6HoBnenne Bepcuit Dallas Lock cpeacteamu CBE»).

MpumeyaHue. O6HoBNeHne Dallas Lock Ha BAPM MOXHO Npor3BecTu nog y4eTHOW 3annchlo,
AN KOTOPOW BBINOJSHAIOTCA cnegylowme ycrnoBus:

1. Y4yeTHas 3anucb, U3-nog KOTOPOM NMPOM3BOAUTCH OBHOBMEHWe, AOMKHA ObiTh B rpynne
ApmuHucTtpaTopel OC 3APM.

2. YyeTHad 3anucb, M3-nod KOTOPON NPOM3BOANTCH OBHOBMNEHWE, AOMKHA UMETb NpaBa Ha
yaanenue Dallas Lock Ha 3APM. OTo HacTpanBaeTcs B npaBax nonb3oBaTenen Dallas
Lock, napametp «[deaktuBaums cuctembl 3awuTbl». B 3HayeHne gaHHoro napametpa
NponuncbiBaeTCa y4eTHas 3anucb, UMELLas NpaBo Ha yganeHue CUCTEMbI 3almTbl (Mo
ymMonyaHuto ato cynepagmuHuctpatop 3APM Dallas Lock).

MHdopmaums o nosienennn obHoeneHHon sepcun C3M oTobpaxaeTtcs Ha cante www.dallaslock.ru.

Takke peanu3oBaH MexaHM3M MNPOBepkM Hanmuus 6Gonee HoBbix Bepcun Dallas Lock 8.0 ¢
MCMNoMb30BaHNEM OTKPLITOrO KaHana cBsA3u (mpotokon http).

[nsi npoBepkun Hanuuns obHOBNEHMS HEOBXOAUMO BbINOMHUTL CrieayroLimMe eNCcTBus:

1. OTKpbITb [OMONHUTENbHBbIE OYHKLUUN KHOMKM MEHK OOOMoYkM agMuHucTpaTopa W HaxaTb
kHornky «O nporpamme» (OOCTYNHO Yyepe3 OOMOSIHUTENBHOE MEHH BCEX YNPaBMAOWNX NPUMNOXKEHUN:
obonoyka agmuHuctpatopa/KoHcone cepBepa 6e3onacHocTi/MeHekep cepBepoB 6e30MacHOCTH).

2. Haxatb kHonKy «[poBepuTb OGHOBNEHNEY.

3. bygeT npousBegeHa npoBepka Hanuunst oOHOBMEHWsl. B OTKpbiBLEMCHA OkHe OyaeT oTobpakeHo
coobLeHne 0 pe3ynbTaTax NPOBEPKU.

Ona nonydeHnss 1 NnpuMeHeHUsi OGHOBMEHUA HEOOXOAMMO BLINOMHUTE AENCTBUS, U3MOXEHHbIEe B N. 3.5

dopmynsapa RU.48957919.501410-01 30.

2.5 O nporpamme

Co cnepytownmu ceegeHmsamm o C3M MOXHO 03HaKOMUTLCS B MHGOPMaLMOHHOM OkHe «O nporpammey,

BbI3BaB €ro 13 Crncka gonoJIHUTENbHbIX (*)yHKLLI/IVI KHOMKM IMaBHOIO MEHI0 " :

nosiHoe HanMmeHoBaHue u pegakumsa C3U;

HOoMep u gaTa cOopKu;

HOMEpP NULEH3UN;

KO TEXHUYECKOM NoAAEePXKKM (€Cnm OH BBOAUTCSA NpY YCTaHOBKE NUOO B Npouecce aKkcnyaTauum
C31);

AaTa 3aBepLUEHNss TEXHNUYECKON NOOAEPXKKN;

Ko4 MHPOPMaLMOHHO-TEXHUYECKOro conpoBoxaeHus (cM. «XKypHan Cby);

KONMNYECTBO TEPMUHANBHbIX ceccuin (cMm. «OrpaHnYeHne KonmYecTBa TEPMUHANbHbBIX CECCUMNY);
aKTUBHbIE KOMMOHEHTbI (MO4YNN, Ha KOTopble NpuobpeTeHa NULEH3Us);

agpec canta KomnaHun paspaboTymka;

agpec canta C3U;

agpec TeXHNYEeCKON NoaaepXKKu;

Homep TenedoHa.



http://www.dallaslock.ru/

2 nporpamme *

C3W HCA Dallas Lock 8.0-K ~

Homep cOopru:
207611

Narta cOopEu:
27 06,2023

Homep aHueH3Hu:

Ko TEXHHYECKOR NOAREDXKH:

Dallas Lock

Jlara 3aBepWeHHA TEXHHYECKOH NOMLEDKKH:
07.06.2025

Koa MHPOPMALHOHHO-TEXHHYECKOrD CONPOBOXKAEHHA: v
MpOBEpHTE OOHOBNEHHME | IZHEHNTE HOMER HLEHZAN, .

Puc. 13. OkHo «O nporpamme»

Mpouecc obHoBneHns C3WM c nomowpblo kHomkn «[lpoBepuTb O6GHOBNEHME» oOnMucaH B pasgene
«OBHoBNEHME CUCTEMBI 3aLUMNTDIY.

Mpu ycTaHoBKe 6e3 UCNoMnb30BaHWSA Koga TEXHUYECKON NOAOEPXKKU ero HeoBxoaMMO BBECTU B npouecce
akcnnyataumm C3U: HaxaTb KHOMKY « CMEHUTb HOMEP NMLEH3UN» 1 BBECTU KO TEXHUYECKON NOSLEPXKKN,
Takke B MOSABUBLUEMCS OKHE MOXHO U3MEHUTbL HOMEP NIULLEH3NN.

KHonka cMeHbl NnuUeH3nn ByaeT HeaKTMBHA B TOM CIly4Yae, eCNnu KIUEHT LeHTpann3oBaHHO yrpaBnsieTcs ¢
CB. B Takom crniyyae ans CMeHbl NULEH3UN HEOOXOAUMO MEHATb HOMEP LIEHTPanM30oBaHHO cpeacTBamMm
KoHconu cepBepa 6e3onacHoctu (ganee — KCB) nnubo BeIBOAUTL KnMeHTa n3 coctasa [b.

CMeHy NULEH3MN Ha KITMEHTE MOXET OCYLLEeCTBNATb cynepagMmuHucTpatop nnmbo nonb3osarternb, KOTOPOMY
HasHayeHo npaBo «[eakTMBaumsa cucTeMbl 3awuTbly (cM. «[llonHOoMoYnsa nonb3oBaTenen Ha
agMUHUCTPUPOBaHWE cUCTeMbl 3awmnTbl»). CmeHa nuueH3nn Ha KCB npousBoguTca nonb3oBaTenem,
KOTOPOMY HasHayeHa ponb «AgmuHuctpatop Cb», nnbo ponb, AN KOTOPOW YCTaHOBIEHa MPUBUMErns
«YnpaeneHue Cb». Ona cmeHbl nuueHsun ¢ KCB Ha KNMEHTCKOM KOMMbOTEPE MONb30BaTENO SOMMKHA
ObITb Ha3Ha4YeHa posb C NpUBUNErMen «ynpasneHve pexunmamm paboTbl» (CM. «Ponesas Mogenb YYeTHbIX
3anuvcen Cby).

Cnepgyet 06patuTb BHMMaHWe, YTO Npu akTMBHOM Mogyrne «MexceTeBon akpaH» B criyyae BBOAa HoMepa
nuueHsun ans nagenusa 6e3 mogynsa «MexceTeBon akpaH» Ha 3KkpaH byaeT BblBeAeHO npeaynpexaeHve
1 COOTBETCTBYIOLLMI MOAYNb OyaeT AeakTMBNPOBaH.

[encTByoLWmMI KOO TEXHUYECKOWN NOAOEPKKM ABNAETCA YCNOBMEM NPefoCTaBeHNs NOMOLLN B yCTaHOBKE
n Hactporke C3W cneumanuctamm KomnaHwu-paspaboTymka, a TaKke YCrnoBMeMm pJocTyna K
cepTndnUUpoBaHHbIM OOHOBMEHUSAM.

Mpu 3aBepLieHNM CpoKa TEXHUYECKOW MOAAEPKKU MpU 3anycke moaynew agMmHUCTPUpoBaHusa OyaeT
NnosIBNATLCA Npeaynpexaatoiee coobLeHune.

2.6 Bxopa Ha 3awWMLLEeHHbIN KOMNbIOTEP

lMpwu 3arpyske komnbroTepa, 3awmweHHoro C3U Dallas Lock 8.0, B 3aBmucmumocTu ot OC, nosiBnsieTcs akpaH
NpUBETCTBUA (NpuUrnalleHne Ha BxoAd B cuctemy) (puc. 14, puc. 15).



Pa36nokvpoBka KoMnbioTepa

admin

AnnapatHble naentudukatopbi: 0

YpoBeHb MaHAaTHOTO A0CTyna

0 (OtkpbiThie AaHHbIE)

Puc. 15. kpaH npuBetctBuA B OC Windows 10

[na Bxoga Ha 3awmweHHbin C3U Dallas Lock 8.0 komnbtoTep KaxgomMy Morib3oBaTeNto npeanaraeTtcs
BbINOMHWTL CMEAYOLLYI0 MOCNeN0BaATENbHOCTDL LUAroB:

1.

3anonH1TbL Norne MMeHn Nonb3oBaTens, nog KOTOPbIM OH 3aperncTtpmnpoBsaH B cCucteme. B 3aBucumocTtu
OT HaCTpoOeK CUCTEMbI 3aLllnTbl B 3TOM MoJfie MOXET OCTaBaTbCA UMA NOJIb30BATENA, BbIMOJIHUBLLETO
BXOoA4 nocneaHnm.

3anonH1TbL None nveHn gomena. Ecnv nonb3oBaTens JOMEHHbBIN, TO YKa3blBaeTca MMa JOMeHa, eCcln
nonb3oBaTesb NoKasnbHbIA, TO B 3TOM MOJie OCTaBnNseTcs MMs KOMMNbKOTEPA UK OCTaBJIAETCA NyCcToe
3Ha4eHune.

Ecnu nonb3oBaTento Ha3HayeH annapaTtHbIi MAEeHTUdMKATOpP, TO ero HeobXxoaMMO NpenbsBUTbL
(cM. Huxe).

BbibpaTb ypoBeHb goctyna u (MnmM) MaHgaTHyl0 MeTKy (ecnu BkoYeH napametp «Bxop: Bbibop
MaHgaTHon meTku npu Bxoge B OC»), Ha3Ha4YeHHbI NONb30BaTEN0 agMUHUCTPaTOpoM 6e3onacHoCcTh
(Tonbko ansa Dallas Lock 8.0 pegakuun «C»).

BeecTtu naponek. Npu BBOAe naponsd none Ans BBoAa sBnseTcd TekcToBbiM. OgHAKo Ha 9kpaHe BMECTO
CMMBOJIa, COOTBETCTBYIOLLIErO KaXKO0W HaXaTown KraBuLLIE, NMOSABISETCS CUMBOST «®» (To4ka).



6. lNpu BBOAE Napons crefyeT NOMHWTL, YTO CTPOYHbIE 1 NPONUCHBIE ByKBbI pasnuyaTcs. [onyleHHble
owunBKn Npu BBOAE UCMPaBMAIOTCA TaK Xe, Kak U Npu 3anofiIHeHWM TEKCTOBOMO Nons.

7. Haxatb kHOMKy «Entery.

Mocne Haxatua kHOMKM «Enter» B cucTeme 3awmTbl CHayana npoBepsieTCs BO3MOXHOCTb BXOAa
nonb3oBatens C OaHHbIM UMEHEM W OOMEHOM, MOCME Yero NpoBepseTcs COOTBETCTBME C MMEHEM
nonb3oBaTens HoMepa annapaTHOro MaeHTudukaTopa, 3aperucTpMpoBaHHOrO B CUCTEME 3alUUThI, U
NpaBuWMnbHOCTb yKa3aHHOro ronb3oBaTeneM napond. B cnyvae ycnexa npoBepku nonb3oBaTento
paspeLuaeTcs BXOA B CUCTEMY, MHa4ye BXOA B CUCTEMY NOMb30BaTenNto 3anpeLlaeTcs.

Mpumevanne. Mpu BBOAE WMeEHW M Napons MepeknioYeHne packnaaku KnasuaTypbl
(pycckas/naTvHckasi) NPou3BOAUTCS HakaTueM KOMOMHaLWMKW KNaBuWLl, YCTaHOBMEHHOW Mpu
HacTpoVike CBOWCTB KraBuaTypbl. TEKYLLMI A3blk 0TOOpaXkaeTcs MHAMKAaTOPOM KraBuaTypbl.

Bo Bpemsi nepeoro Bxoga Ha [MK nocne ycraHoBkn wmnu obHoBneHusi Dallas Lock 8.0 B obnactu
ysegomneHun Windows 6yget nossnsatbcs coobuieHune o Tom, yto MK 3awmwenH Dallas Lock 8.0.

2.6.1 Bxopa c ucnonb3oBaHnem cmapT-KapT ¢ ceptucukaTom YL Windows

[na BO3MOXHOCTM BXO4A Ha 3alyULLEHHbIN cucteMon 3awwmTbl Dallas Lock 8.0 komnbioTep npu NOMOLLM
CcMapT-kapT, 4epe3 ygocToBepswowmi LeHTp MS Windows, Heobxogumo cobniogeHne criefyroLmx
YCOBUIA:

e KOMMbKTEP, HA KOTOPLIN OCYLLECTBNSETCS BXOA, OO/MKEH ObiTb BBEOEH B LOMEHHYIO CETb

Windows n Haxoauntbeca nog ynpasnexHmem AD;

e BknoyeHa nonutuka Dallas Lock 8.0 «Bxoa: paspelnTb NCNonb3oBaHNE CMapT-KapTy.
Ecnu Bce ycnoBusa cobnofeHbl, aKpaH NpuBETCTBUA ByaeT cogepkaTb OTAENBHYIO ONUUIO, MO3BOSISIHOLLLYIO
BonTn B OC ¢ ncnonb3oBaHMem cMapT-KapT.
[nsa nepexopa k Bbibopy Bxoaa no cmapT-kapte B OC Windows 7 Heobxoanmo Ha akpaHe NpMBETCTBUS
HakaTb KHOMKY «CMeHUTb Monb3oBaTens», nocrne 4Yero nosiBUTCS BO3MOXHOCTb BblOpaTb Tvn BXxoAa
(puc. 16).

Puc. 16. Bbibop TMna Bxopa B OC Windows 7

B OC Windows 10 Bbibop Tuna Bxoga oTobpasutcsa BHU3Y akpaHa crnesa (puc. 17).

Dallas Lock

DL. Bxoa no cmapt-kapTte

Puc. 17. Bbibop TMna Bxoga B OC Windows 10

Mpu BbIOOPE BXOA4A NO CMapT-KapTe HEOOXOAMMO BCTaBUTb CMapT-KapTy B CYMTbIBaKOLLEE YCTPOWCTBO,
BBecTu PIN-kog n HaxaTtb KHOMKy «Entery» (puc. 18).



Cuctema 3awmTbl MHopmaumn Dallas Lock 8.0
PykoBoacTBO no akcnnyartauum

Bxoa nonb3oBartens
MpeabaBUTE CMapT-KapTy

YpoBeHb MaHAaTHOro gocTyna

0 (O1kpbiThie AaHHBIE)

MeTtka MaHAaTHOro AocTyna

bes3 meTku

PIN koA

Puc. 18. dkpaH Bxoaa no cmapT-kapte B OC Windows 10

2.6.2 Bxop c annapaTHbIM UAeHTUUKATOPOM

Ecnu nonb3oBaTento B npouecce paboTbl HAa3Ha4YeH annapaTHbI MaAeHTUdKUKaTop, To, A4S Toro, YTobbl
ero npeabaBnTb, HGOﬁXO,ElI/IMO BbINONMTHUTb cleayoLuimne waru:

1. B 3aBUCMMOCTM OT TMMa YCTPOWCTBA NpeabsBUTb MAEHTU(MKATOP MOXHO, BCTaBmB ero B USB-nopT
UM NPUKOCHYBLUUCH K CHMTbIBATENHO.

2. Heobxogumo BbiGpaTb HauMeHOBaHWE WAeHTUdMKaTopa W3 ChucKa, KOTOpbl MOSIBUTCA B
BbiNagatoLlemM MeHIo B none «AnnapaTHble naeHTudmKaTopbl» (puc. 19).

_ Bxoa nonb3osarens
| Administotor |
| foven He sanonsiine anm novanororo [ RS

AnnapaTHeIE NAEHTNONKATO '

Puc. 19. BbiGop annapatHoro ngeHtudmkaropa npu sxoge B OC Windows

Mpwv NoAKNtoYeHUN eAUHCTBEHHOTO MaeHTUdUKaTopa oH 6yaeT BbiIGpaH aBToMaTUYECKM.

3. [lanee B 3aBMCMMOCTM OT HACTPOEK, MPOU3BEAEHHbIX aaMUHMCTpaTopoM 6GesonacHocTu
MPUMEHUTENBHO K YY4ETHOM 3amnm1cu Nnonb3oBaTens, BO3MOXHbI CreaytoLne crnocobbl aBTopmaauum:

e BbIGOp annapaTHOro uaeHTUdUKaTopa M 3arnofHeHne BCex aBTOPU3aLMOHHBLIX rnonei dopmbl®

6 Nns Dallas Lock 8.0 pepakumnm «C» BbIOOp MaHAaTHOro YpOBHSA oOcTaHeTcs obssaTenbHbiM Mpu N6oM crnocobe
aBTopusaumu. Ang Dallas Lock 8.0 pegakummn «K» gaHHble nons otobpaxaTbcs He byayT.
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Cuctema 3awwmtbl MHpopmaumm Dallas Lock 8.0
PykoBoacTBO no akcnnyartauum

(pwnc. 20);

Bxoa nosib3oBarens

Aomer.He 3anonHaiTe Ana NoKanseHoro l

AnnapatHele WAEHTUDNKaTOpl: L

Puc. 20. Mons aBTOpU3auun nocne npeabsBNeHUA naeHTUdUkaTopa

BbIbOp annapaTHOro wugeHTUdMKaTopa WM BBOA TONMbKO Mapons (NorMH aBTOMaTUYECKU
cumTbIBaeTCAa ¢ uaeHTudmkartopa) (puc. 21);

Bxoa nonb3oBaTens

alexandr
PC21
AnnapaTtHble WASHTUPNKATOPBE: L
eToken: "0037B24F"

Y¥pOBEHB MaHAATHOFO AOCTYTd

Puc. 21. Nonsa aBTOpM3auuu nocne npegbABneHUsa naeHTudukaTopa

BbIOOp TOMBLKO annapaTHOro naeHTudmKaTopa (NOrvH 1 Naponb aBTOMAaTUYECKN CYATLIBAKOTCS C
naeHTudumkartopa) (puc. 22);

Bxoza nonb3oBarens

alexandr
PC21
AnnapaTHele NAEHTUPUKATOPBE &

€Token: "0037B24F"

Y poEeHb MaHAaTHOFO AOCTY T

Puc. 22. Nons aBTOpM3auuu nocne npegbsaBrneHns nageHtudukaTopa

BbIOOp annmapaTHoro ugeHTudmkatopa u Beog Tonbko PIN-koga vaeHTudmkatopa (FIOTUH U
naponb aBTOMaTUYECKN CHUTLIBAKOTCA C naeHTudmkaropa) (puc. 23).
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Cuctema 3awmtbl nHdopmaumn Dallas Lock 8.0
PykoBoacTBO no akcnnyarauuu

BXO,D, MnoJib30BaresiAa
alexandr
P21
AnnapaTHble MASHTUOUKATOPBL 1

5,

eToken: "0037B24F" -

YpoBeHb MaHAaTHOT O AOCTya:

0 (OtkpbiTbie AanHbie)

Puc. 23. Nonsa aBTopusauun nocne npeabaBneHns naeHtudukaTopa

Mpn ucnonb3oBaHun naeHTUdMkaTopo Tuna USB-kntoun n cmapt-kaptel JaCarta PKI/BIO, B namsaTb
KOTOpbIX 3anucaHa OuomeTpuyeckass uWHgopmauusa (cM. «3anucb OGUMOMETPUYECKUX [aHHbIX B
naeHTMdurkaTop»), BO3MOXHbI criegylolime cnocobbl aBTopM3auum B 3aBUCUMOCTU OT MPOU3BEOEHHbIX
agMuHUCTpaTopoM 6e30MacHOCTU HaCTPOeK:
o BBOA PIN-koga 1 6uomeTpuryeckmnx gaHHbIX (puc. 24);

AyrenTmeuxaluma X

L

L kS

ja bio

MpunoXxwuTe nanew K ckaHepy

@ /|
CxaHep OTNeYaTKos:
'BSAPIO |

wesenute PIN [ |

MesTsepnire OTMEHUTD

Puc. 24. BBoa aBTOpM3aumMoHHbIX AaHHbIX (PIN-koa n 6uomeTpus)

o BBOA PIN-koga nnm GnuomeTtpuyecknx gaHHbix (puc. 25);
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AyreHTwduxauma X

=

ja bio
CkaHep 0Tne4aTkos:

lpunoXxuTe naney K ckaHepy

L2

wnu eseaute PIN |

BSAPIO v

Puc. 25. BBog aBTOpU3aUUOHHbIX AaHHbIx (PIN-koa unu 6uomeTtpus)

e  BBOJ TOMbKO BMOMETPUYECKNX OaHHbIX (puUc. 26).

Ayreradvacaimn X
jbio

MpunoXxuTe nanew K ckaHepy

O ®
i ‘ CKaHep 0TNe4aTKos:
BSAPID v

MonTsepanTe OTMeruTs

Puc. 26. BBoa aBTOpU3aLNOHHbIX AaHHbIX (BuomMeTpus)

2.6.3 OrpaHu4YeHue KonmyecTBa TePMUHAlNbHbIX CECCUMN

C3M Dallas Lock 8.0 no3BonsieT OCyLECTBNATb MNOSIHOLEHHYIO 3alMTy TepMUHANbHOrO cepBepa,
NpeaoCcTaBnSALWEro BelYUCIIUTENbHBIE PECYPChI TEPMUHATIIBbHBIM KITUEHTaM.

Mo ymon4yaHuio nocne yctaHoBku Dallas Lock 8.0 orpaHnymBaeT 4mcro paspeLllueHHbIX TePMUHanbHbIX
NOAKIMOYEHMI A0 OBYX.

AaMuHuCTpaTtop 6e30nacHOCTM  MOXET  YBENUYUTbH  KOMMUYECTBO  pPa3peLUeHHbIX TepMUHAanbHbIX
noakmnoveHun. Ona atoro HeobxoAMMoO UMETh CreLmanbHbii annapaTtHbli knod (eToken wunu PyTokeH
(Rutoken)), cogepxalymii 3Ha4eHMe MakCMMarnbHOro KONMMYECTBA TEPMUHASIbHBLIX NMOAKMIOYEHWUIA, KOTOPbIN
HeoOXOOMMO npeabsBMTb Ha TepMuHanbHOM cepBepe. YTOObl MpeabsiBUTb  annapaTtHbIA - KITHoM,
Heobxoammo ycTaHoBUTb Ha [K ero gpavisep u BCTaBuTb ycTponcteo B USB-pasbem.

Mpu nonbITKE NOAKMIOYEHMST KIMMEHTa K TEpMMUHANbHOMY CepBepy OCYLLECTBMSETCS NPoOBepka 4yvcna
OOCTYMHbIX TEPMUHANbHbBIX NOAKMoYeHn. Ecnv nogknioveHne npueBeneT K NPeBbILIEHUI0 MakCMMarbHO
BO3MOXHOIFO KONMMYecTBa TEepPMUHarbHbIX Ceccui, To OHO OygeT 3abnokvMpoBaHO, a Mnofb3oBaTento



BblBeJeTcs coobLeHne o6 omnbke.
JdonycTumoe KONUYECTBO TEePMMUHarbHbIX CECCUA MOXHO MOCMOTPETb B MHGOPMAaLMOHHOM OkHe «O

nporpamMmme», Bbi3aBaB €ro U3 Crimcka gonoJyIHUTENTbHbIX beHKLI,VIVI KHOMKM MaBHOMO MeHo , d TakxKe

B ntobom chopmMmMpoBaHHOM OTYETE.

Mpu ncnonesosaHum CepBepa nuueH3un (ganee — CJ1) KONNMYECTBO TEPMUHATbHbBIX CECCUN CTAHOBUTCS
YCIOBHO HeorpaHuyeHHbiM (nogpobHee o6 wucnonb3oBaHum CJ1 cM. B AOKymMeHTe «UHCTpyKumMs no
ncnonb3oBaHuio cepeepa nuueHsnn» RU.48957919.501410-01 N2).

Ob6Llee KONMYECTBO TEPMUHANbHbIX MOAKMIOYEHUI OFPaHUYMBAETCA COOTBETCTBYIOLUMM OrpaHuyeHnem
ckoHdpurypupoBaHHoro CJ1. O6Lee KONMYeCTBO TePMUHATbHBIX NOAKMIOYEHUA OrpaHUYNBAETCS 3anuUChio
B annapaTHOM kntoye, noaknoyeHHom K CJl (aomkeH 6biTb nogkntodeH Kk CI1 noCTOAHHO).

CraHgapTHbIM cueHapueM paboTbl B CBsA3Ke «TepMuHanbHbin cepeep — Cll» saBnsietca cnegyoLwlas
nocneaoBaTenbHOCTb AENCTBUNA:

- MpW MonbiTke HayaTb HOBOE TEPMUHANBLHOE MOAKMIOYEHWE TEePMUHArbHLIN cepBep
otnpaenseT Ha CJ1 3anpoc;

- CIl nonyyaet 3anpoc u NpoBepsieT, He MpeBbiluaeT N obLee YMCMO TepMUHATbHBIX
I'IOﬂ,KJ'I}'O‘-IeHI/IVI [onyctmumoro 3HadYeHud, nocrie 4ero Bo3BpallaeT Ha TepMI/IHaJ'IbeIVI
cepBeep OTBET;

- npu co3gaHnn TepmMmmnHarnbHOro noaknr4eHna, ecrim y CJ1 ecTb cBOOOAHLIE NULIEH3MM HA
TepMUHarnbHble MOOKIMIOYEeHUS, cn pas3pelwlaeT TepMuHanbHOE MNOoAKMIYeHne nyTem
Bbla4yn TepMmnHaribHOMy cepBepy OAHOW NMLIEH3UN JAHHOMOo TUNa;

- NpU 3aBeplieHUM MOOKMIOYEHUS TULEH3MS Ha TepMuHanbHOe  MOAKMoYeHue
BoaBpataetca Cl;

- NpuV BbIKMIOYEHUN TepMUHanbHbIN cepBep oTnpasnseT Ha Cl1 3anpoc, 4tobbl CJ1 mor
0cBobOANTL 3aHATbIE TEPMUHANBHBIM CEPBEPOM NOAKMHOYEHUS.

Tak kak orpaHuyYyeHwe CTaHOBWUTCH AuHamumyeckum un HaknagbiBaetca CJl, B okHe «O nporpamme»
(MakcumanbHOe) KOMMYeCcTBO TepMUHanbHbIX ceccui npu ucnonb3osaHum CJ1 nocmotpeTb 6yget
HEBO3MOXHO.

Pabota Ha 3awmweHHom C3M TepmuMHanbHOM cepBepe C TepMUHanbHbIX KIMEHTOB, B TOM 4ucrne

annapatHad wuaeHTUdumKauma C TepMUHanbHbIX KIWMEHTOB, MpPOU3BOAUTCA B COOTBETCTBUMM C
BbINOMHEHHbIMN HacTponkamu B C3U.



3 OINUCAHUE CPEOCTB AODMUHUCTPUPOBAHUA

C3W Dallas Lock 8.0 coctouT 13 cneayoLmx nporpaMmmHbIX MOAYNen:

HasBaHue Apnbik nporpaMmmsbi

Dallas Lock 8.0

Asnsetca cnyx6onm OC Windows un
CepBep 6e3onacHocTu Dallas Lock 8.0 B3aumopencteyeT ¢ KoHconbo
CepBepa 6e3onacHoCcTH

KoHconb cepBepa 6e3onacHoCTU
Dallas Lock 8.0

MeHemxep cepBepoB 6e30MacHOCTH
Dallas Lock 8.0

[na nokanbHOW HACTPOWKM NONUTUK 6e3onacHoOCTM ncnonb3yetcsa obonoyka agmmHuctpaTopa C3U Dallas
Lock 8.0 nnu koHTeKkcTHoe MeHo ob6bekTa Windows Explorer. [Ins yganeHHON HacTPOWKW UCMOSNb3yeTcst
obornouka ceTeBoro agMmmHucTpartopa (cM. «CeteBoe agMuHUcTprpoBanune») nnn KCb B pexxnme OY.

"moBanbHble HACTPONKM Ansa komnboTepoB B coctase [b ocywecTtensatTca ¢ Cb cpeactBamu KCB mnm
MCB.

3.1 AamuHuctpupoBaHue Dallas Lock

AOMUHUCTpUpoBaHWe nokanbHo YycTaHoBneHHon CB3W Dallas Lock 8.0 ocyuwlecTBnsieTca W3 OKHa
nporpaMmbl  agMUHUCTPUMPOBaHUst (obonoykm agmuHucTpatopa unm Admshell). BeizoB nporpammebl
NPON3BOAMTCS OBOMHBIM LLENYKOM MbILIW MO APJbIKY, MNOSBUMBLUEMYCA HA paboyem CTONe WM B MEHHO

«[lMyck» nocne yctaHosku Dallas Lock 8.0 (puc. 27).
AR
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Puc. 27. 3Ha4oK sipnbika nporpamMmmMbl Ha paboyem cTone

O6ornoyka agMMHUCTpaTOpa MO3BOMSIET HACTPOUTb CUCTEMY 3aLUUTbl B COOTBETCTBUM C HEOOXOAUMBIMU
TpeGoBaHuAMK, yNpaBnaTb paboToi nonb3oBaTenei, yNpaBnsaTb MNapameTpamu ayauta CcobbITui,
NpPOMCXOAALLUX B CUCTEME, NPOCMATPMBATL XKypHarbl COObITUN.

(MaBHOE OKHO MporpaMmMbl COAEPXKUT cneayowue paboyne obnactu (puc. 28).
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Puc. 28. OKHO 060M04KN aAMUHUCTPaTOPa CUCTEMbI 3aLUNTLI

1. 3aronoBoK OKHa (BepxHSS CTpoKa), codepXallni MMsS CUCTEeMbl 3aluWTbl, UMS YY4eTHOW 3anucu, oT
KOTOpOW OTKpbITa 060M04Yka agMUHMCTPaTOpa, YPOBEHb TeKyLLero 4OoCTyna Nonb3oBaTens u cBeaeHus
O CPOKe TEXHWUYECKON NOAOEPHKKM.
2. OCcHOBHOE MeHI0 ¢ HabopoM BKMAAOK.
P
YnpaBnsitoLLast KHOMKa OCHOBHOTO MEHIO AMsi BbI30BA JONONHUTENbHBIX OYHKUMA " .

MeHto ¢ kKaTeropnsiMn TekyLLlen BKNaaku U NaHenblo MHCTPYMEHTOB (OeNCTBUI).

MaHenb AencTBMiA, NO3BONSIOLLAA NPOM3BOANTL HACTPOVKY NapaMeTpoB.

Paboyas obnactb, cogepxallas CNMMCKM NapaMeTpoB U 06 BHEKTOB TEKYLLEN KaTeropum.
,ﬂOCTyI‘IHbI crneayowne BKNaaku.

oo s w

Y4yeTHbIe 3anucu

Bknagka nossonsieT ynpaenaTb YY4eTHbIMW 3anucsamu nonb3oBaTternen, co3gaBaTb NoKanbHble
rpynnbl ¥ BKNOYaTb B HUX Norib3oBaTenen, NnpocMaTpuBaTh CMIUCOK CECCUN (CeaHCoB) YYeTHbIX
3anucen Ha gaHHoMm [1K, KOHTponupoBaTb CMWUCOK CECCUM-UCKITIYEHUA, a TakKke YynpaBnaTb
cnMckoM 3abnoKMpoBaHHbLIX MoNnb3oBaTenien U onpefensaTb NPUHAANEXHOCTb annapaTHbIX
naeHTNMUKaTopOB.

MapameTpbl 6esonacHoCTH

Bknagka no3BonsieT OCyWEeCTBUTb HACTPOWKY CUCTEMbl 3aliuTbl B COOTBETCTBMM C

TpeboBaHuAMU. Bknaaka cogepxut cnegytowue Kateropum:

e «Bxoa» — (nonuTuKM BXxoaa) NO3BONSET perynupoBaTtb BCe HAacCTponku no Bxoay Ha 3APM
n 3arpyske OC. 3TN HAaCTPOIKM PacripoCTPaHAIOTCA Ha BCEX 3apernMcTpMpoBaHHbIX B CUCTEME
3aWmThl Nonb3oBaTenen.

e «Ayant» — (NONUTMKM ayauTa) MO3BOMNSET BKMIOYATH/OTKMOYATL KOHTPONb  3a
onpegeneHHbiMM OEeNCTBMAMM MONb3oBaTenen. JTOT napameTp perynupyeT BedeHue
XKypHaros.

e «[lpaBa nonb3oBatenen» — (NONUTUKM MNpaB Nonb3oBaTenen) No3BonseT npuceamBaTb
npasa KOHKPETHOMY Nonb30BaTeNio UNu rpynne norb3oBaTenen.

e «MaHpaTHbIN JOCTYN» — MO3BOSIIET NEPEMMEHOBbBIBATb MMELLMECS YPOBHU AOCTyNa, a
Takke co3fgaBaTb W NepevMMeHOBbiBaTb MaHOaTHble MeTku (Torbko ans Dallas Lock 8.0
penakumm «Cy»).

e «Ouncrka octaTtouyHOM MH(hpOpMaLMN» — HACTPONKa NapaMeTPOB OYUCTKM.

e «KoHTponb LenocTHOCTU» — MO3BONSAET yNpaBnsaTb MNPOBEPKON YCTAHOBMEHHOM
LuenocTHoctn obbektoB PC, nporpaMmHo-annapaTHON cpeabl U BETOK peecTpa.

e «Bnokunpyembie pacwimMpeHusi» — Mo3BOJISET YNPaBATb CIMCKOM pacluMpeHui, paboTa ¢
KoTOopbiMK ByaeT OnokMpoBaHa.

e «U3onupoBaHHbIe nNpoueccbl» — MO3BONSAET ynNpaBnsTb CMMCKOM npoLeccos, paboTta ¢



KOTOpbIMW  OOMMKHa OblTb  M30MMPOBAaHA, WCKMOYUTE  BO3MOXHOCTb  KOMUPOBAaHMS
nHpopmaunm yepes 6ydep obmeHa.

o «3arpy3uumk DL» — nosBonsdetr HacTpauBaTb MoOAynb 3arpy3dumka DL u ynpaendatb
npospayHbiM npeobpasoBaHuem xectkux auckos (tonesko anga Dallas Lock 8.0 pegakuum
«C»).

KoHTponb pecypcoB

Bknagka nossonsiet koHTponupoBaTe 06bekTel PC 1 yCTPOMCTBA, ANS KOTOPbIX YCTAHOBIEHbI
MEeXaHW3Mbl pasrpaHudeHus Joctyna, ayauta u uenoctHoctu. [laHHas Bknagka nossonseT
ynpaenaTb CreayowmMMm TunaMmm pecypcos:

e «Bce» — nosBonseT nonyuntb cNUcok Bcex 0obekToB ®C, Ha KOTOpble Ha3HaYeHbl Kakve-
nmbo npasa Dallas Lock 8.0 no pgoctyny (OMCKPELUMOHHOMY W MaHAaTHOMY), ayauty wu
KOHTPOIMIO LeNOCTHOCTML.

e «IMobanbHbIe» — coaepXuT OUKCUPOBAHHbBIA CNNCOK MeTa-obbekToB ®C, Ansa KOTOPbIX
yCTaHaBMNMBalTCH Npasa QUCKPELMOHHOro JOCTyna 1 ayauT.

o «®PC» — copepxuT ynpasBnsembli cnmcok obbekTtoB PC, AN KOTOPbLIX YCTaHaBUBaloTCH
npasa goctyna (AUCKPELMOHHOIO 1 MaHgaTHOro), ayauT U KOHTPOSb LEeNOCTHOCTMY.

e «Peectp» — cogepXuT ynpaenseMblll CMMCOK OOBLEKTOB peecTpa, Ans KOTOpbIX
yCTaHaBMNMBalOTCA NpaBa AMCKPELIMOHHOIO JOCTYNa, ayauTa U KOHTPONs LeNOCTHOCTM.
e «AnnapaTHble WAEHTUPUKATOPbI» — COOEPXKUT YMNpaBnseMbll CNUCOK annapaTHbIX

naeHTUdUKaTopoB, A4S KOTOPbLIX YCTaHaBMMBAOTCA NpaBa AUCKPELIMOHHOIo AOCTYyNa.

e «YcTpomcTBa» — No3BONSET NPpOCMaTpmMBaTh NPOBOAHUK YCTPOWCTB U KINaccoB YyCTPOWCTB
B Buae gepeBa O6bEKTOB WM yNpaBnsaTb pasrpaHMyYeHuem [ocTyna (AUCKPELMOHHOro U
MaHZaTHOrO), a TaKkKe HasHavaTb ayauT.

Tarke Ha gaHHOW BKragke AN Kaxaoro Tuna pecypcoB BO3MOXHO BblbpaTb onpeaeneHHbIN

WnILTP MO TUMNY KOHTPOMS OOBLEKTOB:

o «ANCKPELMOHHbIN AOCTYN» — MO3BONISET NPOCMOTPETL CNMCOK 06bekToB ®C, Ha KOTOpbIE
Ha3HaveHbl nNpaBa AMCKPEeLMOHHOro pgoctyna. B ceoncTtBax kaxgoro obbekta MOXHO
NPOCMOTPETb, ANs Kakux norb3oBaTernen unu rpynn Kakue npasa HasHaveHbl. PunbTp
OOCTYNeH ANns Bcex TUMOB PecypcoB.

e «MaHgaTHbIM QocTyn» — MO3BOMSAET NPOCMOTPETb CNMCOK obbekToB PC, Ha KoTopble
HasHayeH MaHgaTtHbin poctyn (tornbko anga Dallas Lock 8.0 pepakuum «C»). dunbtp
OoCTyneH ang Tunos pecypcoB «PCx» n «YcTponcTeay.

e «AyauT» — No3BONSIET NPOCMOTPETL CNUCOK 06bekToB PC, Ha KOTOPbIE HAa3HavYeH ayauT. B
CBOMCTBax OOBLEKTOB W3 CNMCKa MOXHO NPOCMOTPEeTb, Ha KakMe KOHKPETHO cobbITus
HasHayeH ayauT. PunbTp OOCTYNeH Ans BceX TUMOB PECYPCOB, Kpome annapaTHbIX
NOoeHTNMKaToOpPOB.

e «KoHTponb LenocTHOCTU» — NO3BOMSET NPOCMOTPETb CNMCOK 06bekToB PC, Ha KOTOpble
YCTaHOBMEH KOHTPOnb UuenoctHoctu. OTobpaxaetca Takke anroputm pacyeta. [lpwu
HaxkaTum KHomnku «poBepnTb» oToOpaxaeTcs STarnoHHas KOHTPOribHasi CyMMa, XpaHMMas B
6a3e pgaHHbix C3W. Mpu HaxaTum «lepecumTtatby — pacyeTHad. PunbTp JOCTyNeH Ans
TMnoB pecypcoB «dCx» n «PeecTtp».

CKH

Bknapgka (Tonbko B Dallas Lock 8.0 ¢ mogynem CKH) no3sonsieT ynpaenstb 1 npeobpasoBbiBaThb
CMeHHble HakonuTenu. 3Ta BKNaaka COAepPXUT cneayloLime KaTeropum:

e CMeHHble HakonuTenun — TO3BONSET ynpaenaTb AeCKpunTtopaMm Ha CMEHHbIX
HakonunTenax (npaBa Aoctyna, ayauTt U KOHTPOJlb LUeNmIoCTHOCTU ANA CMEeHHbIX HakonuTenemn
BblAeleHbl B OTOENIbHYIO KaTeropmo).

e OnucaHue ANA CMeHHbLIX HakonuTenew — onucaHWe 3ajaeTcs Ans ynobcTea
aAMVHUCTPUPOBAHHUS.
e [peo6GpazoBaHne CMeHHbIX HaKonuTenem — TO3BOMSIET YNPaBMAATbL  KMYaMM
npeobpa3soBaHus " npeobpa3oBbiBaTb CMEHHblEe HakonuTenu.
PK

Bknagka nossonsieT ynpaBnaTb CO30aHUEM pe3epBHbIX KOMUIN N BOCCTaHOBIEHMEM (hannoB 13
HUX.

B kaTeropumn «3agaHusa» oTobpaxkatoTcsl BCe Co3haHHble 3adaHuns Ha pe3epBHOE KOnNnpoBaHue 1
ux cTaryc.

M3



Bknagka (tonbko B Dallas Lock 8.0 ¢ moaynem MO3) nossonseT HacTpamBaTb npasuna
dunbTpaumm ceTteBoro Tpaduka, oTobpaxaeT CeTeByl CTaTUCTUKY W TEKylliMe ceTeBble
coefuHeHuns. 3Ta BKNaaka CoAepXuT criegyrolime Kateropum:

«Appeca» — COAEepXMT CMMCOK TeKkyLmx ceTeBbix agpecos K.

«CeTteBble npodunn» — no3sonseT ynpasnaTe NpumeHeHvem npasun M3 n punstpaumm
B 3aBMCVMMOCTV OT NapameTpoB CeTU, Yepe3 KOTOPYIO NOMy4YeH CEeTEBON MakeT.
«CoeanHeHusi» — CoaepXxuT gepeso Tekywux npoueccoB B OC, yyacTBYOLWNX B CETEBON
nepegadve vHdopMauun. [na kaxgoro npouecca B BbiNagalroleM Cnncke otobpaxatoTrcs
CeTeBble MOAKIIOYEHUS W WX AeTann — Homepa MopTOB, COCTOSHWE MOAKITYEHUS,
NPOTOKOSbI Nepeaayn AaHHbIX, NoKanbHbIA agpec n Aap.

«MapameTpbi» — No3BONAET yNpaBnAaTb OCHOBHbIMW NapameTpamu M3.

«MpaBuna M3» — no3BonseT ynpaensTb nNpasunamu unbTpauum cetesoro Tpadumka. o
YMOSYaHNIO COAEPXWT roToBble WabnoHbl Hanbonee TMMOBLIX CETEBbIX MpaBun,
MPUCYTCTBYET BO3MOXHOCTb BKIOYAaTb TOMbKO OMpefeneHHble npasuna unv gobasnsAtb
cobCTBEHHbIE.

«Mpocdunu MI» — nossonseT HacTpavBaTb AMHaMU4ecKkoe ynpasneHue npasunamm M3 B
COBOKYMHOCTU B 3aBUCUMOCTM OT TEKYLLLEro COCTOSIHUS CUCTEMBI.

«®unbTpaumna» — No3BonseT ynpasnAaTb HacTponkamm punbTpauun M3.

«Ctatnctuka M3» — nosBonsdeT MPOCMOTPETb CETEBYH CTATUCTMKY MO PasfivyHbIM
napameTpaM: BeCb CEeTeBON Tpadumk 3a pasnunyHble nepunoabl, CTaTUCTKa No nNpoueccam u
no nonb3oBaTensm.

«OTkntounTtb  (3anyctutb) MOI» — no3BONseT OTKMAOYUTL  (BKMOYAUTL)  MOAYINb
MEXCeTeBOro aKpaHa.

CcOoB

Bknapgka (tonbko B Dallas Lock 8.0 ¢ mogynem COB) nossonsiet HacTpanBaTb COBCTBEHHbIE
curHaTypbl, GrokupoBaTh aTakywouwero, otobpaxaeT mHdbopmauuio M Hactporky COB. 3ta
BKIagKa COLAEPXUT crieaytoLmne KaTeropum.

«OcHOBHOE» — MO3BONSAET NPOCMOTPETL BEPCUIO OBHOBIEHNS Gasbl peluaoLwmnx npasun.
Takke oToBpaxaeT CTAaTUCTMKY CETEBbIX aTak, CUrHaTyp KypHaroB, CUrHaTyp Tpaduka u
nopToB.

«CurHaTypbl» — N03BONAET ynpasnaTb curHaTypamu. 1o ymonyaHuio COAEPXKNT roToBble
wabnoHsel Haubonee TUMNOBbLIX CWUrHaTyp, MPUCYTCTBYET BO3MOXHOCTb  BKMOYaTb
onpeaeneHHble CUrHaTypbl Unm obaBnAaTe COGCTBEHHbIE.

«BnoknpoBku» — no3BonseT 6nokmMposath |IP-agpeca 1 otobpaxaeT 3abnokMpoBaHHble IP-
agpeca. Takke no3sonseTt AobasnsaTb «oBepeHHble» IP-agpeca.

«Mapametpbl COB» — nos3BongeT HasHa4aTb 3NEKTPOHHYK NoaMnuCb AOBEPEHHbIM
NPUNOXeHNsIM, KOHTPONMPOBAaTh KIMo4M peecTpa, NPOU3BOAUTL HACTPOWKY 3BPUCTUKM, a
Takke oTkntodaTb moayns COB.

«Bbe3onacHasa cpega COB» — no3BonsieT ynpaBnaTb HacTpovikamu 6e3onacHon cpegbl
COB (necoyHuupl).



XKypHanbl

Bknagka cnyxut pgns paboTbl C KypHanamu: nNpocMOTpa, COPTUPOBKW, unbTpaumm,
rpynnupoBKX, apxuBauum, 3kcrnopTa 3anucen. Bknagka «>KypHanbi» cogepxvT crnegyowme
KaTeropuu:

e «XKypHan BxogoB» — NpPoCMOTpP COObITUN, CBA3aHHbIX ¢ 3arpy3kon 1K 1 Bxogom B OC.

e «XypHan ynpasneHus y4eTHbIMU 3anucsiMmM» — NPOCMOTP COBLITUN y4eTa AeNCTBUI NO
N3MEHEHWMIO YYEeTHbIX 3anucen nonb3oBaTenen.

e «XypHan pecypcoB» — MpocMOTp COBbITUIA JOCTyna K oObekTam U COObITUIA OYUCTKU
OCTaTOYHOM MHGOPpMaLU.

e «XKypHan ne4yaTu» — NPOCMOTp COBLITUI, CBA3AHHBIX C pacneyaTkon AOKYMEHTOB.

e «XypHan ynpaBneHuMs NOMUTUKAMU» — TMPOCMOTP BCEX COObITUA MO HACTPOWKe
napameTpoB CWUCTEMbl 3almTbl, COBLITUA MO 3anycky/3aBeplLleHnto paboTbl CUCTEMBI
«3aLunTbl 1 COBbLITUI 3anycka Mogynen agMMHUCTPUPOBAHMS.

e «XypHan npoueccoB» — NPOCMOTP COOLITMI 3anycka 1 3aBepLUEHUS NPOLIECCOB.

e «XKypHan pe3epBHOro KOMUpoOBaHUA» — MPOCMOTP COObITUIA, CBA3AHHbIX C PE3EPBHbIM
KONMpoBaHWEM.

e «XypHan naketoB M3» — B XypHan 3aHocaTca BCe cobbiTus, CBA3aHHbIE C nepegadven
MakeToB AaHHbIX B COOTBETCTBMM C 3afaHHbIMU MpaBurinamu B o6omx HanpaBneHusx Yyepes
ceTeBble ajanTepbl KOMMbIOTEPA.

e «XypHan coeauHeHun M3» — B XXypHan 3aHocATCA cBedeHus 00 UCTOpuM CeTeBbIX
COEOWHEHUN, YyCTaHaBNMBaeMbIX MpoueccaMu (NPWUIOXEHUsIMA) B COOTBETCTBUM C
3agaHHbIMU MpaBuIamMm.

e «XypHan Tpadmka» — B XypHan 3aHOCATCH BCe CODObITUSA, CBA3@HHbIE C NPOXOAALLUM
ceTeBbIM TpadhMKOM Yepes KOHTPONMpPyeMble Y3rbl CETU.

e «XypHan cobbiTum OC» — B >XypHan 3aHOCSATCA CBEAEHWUSI O BaXHbIX COObITMAX
6esonacHocTy, reHepupyembie OC.

o «XXypHan KOHTPONSA NPUNOXEHUN» — B XKYPHan 3aHOCATCH CBEAEHMS O BaXKHbIX COBbITUAX
6Ge3onacHoOCTW, reHepupyemble 3anyLeHHbIMU MPUIOXEHNSMUA.

o «XypHan un3 cbamna» — OTKpbITUE Y NPOCMOTP apPXUBMPOBAHHbIX >KYPHarnoB.

[ns ypobcTBa HacTpoviki napameTpbl 6e3onacHoCT B 060M04Ke agMUHMUCTpaTopa MMEKOT BCMibiBaloLwue
NOACKa3KM C KpaTKMM onucaHmem dyHKLMOHamNbHbIX BO3MOXHOCTEWN.

3.2 MaHenb gencTBUN

MaHenb nHctpymenToB (genctaun) B C3UM Dallas Lock 8.0 ona Bcex kateropun cogepXut Habop TMnoBbIX
AencTBui No gobaBneHuno, yaaneHuio, peaaktupoBaHuilo, 0GHOBEHNIO napameTpoB 1 gpyrue (puc. 29).

Py + &
@,ﬂ,anaﬁmh... @ OBHOBHTE
@ Yaanute
i F‘E]’CEDHCI’EE... |
I

HerncTENg |
Puc. 29. NaHenb MHCTPYMEHTOB

MpumeyaHue. lI3MeHeHMe HacTpoek napamMeTpoB pPasfMyHbIX KaTeropum BO3MOXHO
HEeCKONMbKUMW crnocobamu: ABOWHBLIM KIMKOM BblAENEHHOro napameTpa, C MOMOLLBIO KHOMKK
«CBoKicTBa» Ha naHenu AEenWCTBUWA WNW C MOMOLLBIO KOHTEKCTHOMO MEHI0 napamMeTpa,
BbI3bIBAEMOrO MPaBON KHOMKOW MbILLW.

3.3 KOHTekcTHOe MeHI0 00OBHLEeKTOB

C3M Dallas Lock 8.0 npegoctaBnsieTr BO3MOXHOCTb ynpaBnsiTb Ge3onacHocTblo ntoboro obbvekta PC.
Mocne ycTaHOBKM CUCTEMbI 3alMTbl Yy kKaxgoro obbekta PC B KOHTEKCTHOM MEHKO MOSIBNAOTCA
OOMONHUTENbHbIE NYHKTbI: «DL8.0: MNpaBa goctynan, «DL8.0: MNpeobpaszoBaHus»,
«DL8.0: Yganutb un 3aunctute» (puc. 30), nNoApobHbLIA MeXaHW3M Kaxaoro M3 KOTOpbIX OnucaH B
COOTBETCTBYIOLMNX pasfernax 4aHHOro pykoBOACTBaA.
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Pacnonoxenune daina

JAKPENNTE HA HAHANBHOM IKPAHE
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MCI‘IFIEEJ'IEHHE I'IFIEIE-HEM C COBMECTUMOCTEHD

M DLR.O: Npaea goctyna...

y DL NpecBpasosadue...

% DL8.0: ¥panute v 3a4ncTuTe

# DL3.0: 3anycTute B BesonacHoW cpege ..

Puc. 30. KoHTekcTHOe MeHIo o6bekTa ®C

Mpumeyanme. [Ing Takmx 06BLEKTOB Kak nMpeobpasoBaHHble ann-AnCKA, B KOHTEKCTHOM
MEHIO  JononHuTenbHo  OygeT  npucytctBoBaTb  NyHKT  «DL8.0:  [MogkmounTb
npeobpa3oBaHHbIi dann-guck» (cMm. «MpeobpasoBaHHble hann-auckuny).

3.4 CopTupoBKa cnucka napameTpoB

Kaxxpas paboyast obnactb NoGol kaTeropum napameTpoB COAEPXKUT CNUCKM NapameTpoB UMK 06BbEKTOB
Tekylwlei kaTeropun. Ons ygobctBa paboTbl 3TV CMMCKM MOXHO OTCOPTUPOBATL, ANt Yero HeobxoanMo
KIMUKHYTb More, codepikallee Ha3BaHue cTonbLa 1 3Ha4YoK COPTUPOBKK (TpeyronbHuK) (puc. 31).
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Puc. 31. CopTMpoBKa cnucka napameTpoB

Mopsgok COPTUPOBKM NapaMeTpPoB B 3aBUCUMOCTM OT TUNa OOBLEKTOB MOXET ObITb CreayHLnM:
1. Jlekcukorpadpmyeckuin Nnopsgok (COpTMPOBKa Ha3BaHWIA NapamMeTpoB No andaeuTy).

2. Anrebpanueckuii (B nopsgke Bo3pacTtaHus/ybbiBaHUS YMCNEHHbIX 3Ha4YeHun). Hanpumep, copTnpoBka
3anucen B XypHane npoueccos no ID npouecca.

3. XpoHorormyeckuii (CopTUpoBKa no aate 1 BpemeHu). CopTUpoBKa OTHOCUTCS K 3anmnCAM B XKypHanax.

CopTupoBka MOXET ObITb BbINOMHEHA Kak Mo BO3pacTaHuto (MpsiMasi COPTUPOBKA), Tak M No yObIBaHWIO
(obpaTHas copTupoBka).

[nsi HekoTOpbIX NapamMeTpoB Ha paboyen obnacTn peannsoBaHa PyHKUMS noucka no ctonbuam (puc. 32).
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Puc. 32. Mouck 3Ha4yeHus B cTonobue

3.5 3Hauyok 6NOKMPOBKM HA NaHenu 3agav

Mocne yctaHoskn C3U Dallas Lock 8.0 Ha naHenu 3agay OC y Bcex nonb3osatenen 3APM npucytcteyet
3Ha4oK 6roknpoBkM koMnbtoTepa «Blocklicon» (puc. 33).

[IBOHOE HaxaTue no 3TOMY 3HayKy NO3BOMMT MOMb3OBATEN0 BPEMEHHO 3abnokupoBaTb KOMMbIOTEP.
Pa3bnoknpoBka MoXeT ObITb MpousBegeHa TONbKO Nonb3oBaTenem, 3aboKMpoBaBLLMM KOMMbLIOTEP.

Tarke y 9TOro 3Ha4ka eCTb KOHTEKCTHOE MEHI0, U3 KOTOPOro MOXHO 3anycTUTb 060N0YKY agMUHMUCTpaTopa,
NPOCMOTPETb CBOWCTBA TEKYLLEro Nonb3oBaTens u BbiNOMHWUTL AEWCTBUS C npeobpasoBaHHbIMK dhann-
anckamm (puc. 33).

L A —
oL

Hacrpouts..,

mz 92 ¢ BYC

Puc. 33. KoHTekcTHOE MeHI0 3Ha4ka 6rOKMPOBKMN

BbiGop CBOWCTB MOMb3oBaTeNs M3 KOHTEKCTHOrO MEHI OTKPOEeT OKHO C MHGOpMauMen O Tekyliem
nonb3oBaTtene KoMmnbloTepa (puc. 34).

WMHbopMELAA 0 NoNE30BaTENE

MMA nonezoBaTena: admin

YuyeTHaA 3anwce DL: admin

OnucaHWe: AQMUHUCTPETOP DEZoNacHOCTI

YpoBeHs MaHaaTHoro goctyna: 0 { OTKpeITEIE AaHHEE )
Ma&KC, MaHAETHEIA YpoBeHE: 7

MeTka MaHaaTHoro gocTyna: He seibpaHa
MaeHTudukaTop cecom: 0 160731; 0 163278

CMeHa YPOBHA MMM METKM MEBHAATHOrD AOCT YA

¥YpoBeHb | 1 { KordmaeHwansHee AaHHEE ) W | | MepeknoYuTE

MeTka Mepern4YuTh

[nA NOHIKEHMA YDOBHA KOHGOMIEHUMANEHOCTH MM M3MEHEHIA
EEIDPEHHON MEHASTHOM METKK, Bl AOMKHE! 33BEPIWMTE CEaHC paboThl

W HEYETE HOBENA,
SaAKpBITE

Puc. 34. OKHO CBOMCTB Nnorib3oBaTensi, BbI3BaHHOE C MOMOLLbIO 3Ha4ka 6]10KVIPOBKVI

B Dallas Lock 8.0 pegakuumn «C» ¢ NOMOLLIO AaHHOrO OKHa TEKyLeMy Monb30BaTeNio MOXHO NOBbLICUTb
ypoBeHb MaHgaTHoro goctyna (cM. « TekyLiMin ypoBeHb 1 MeTka 4oCTyna nonb3oBaTensy).
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3.6 TMonHomMouusa nonb3oBaTenen Ha agMUHUCTPUPOBAHME CUCTEMbI 3aLUTbI

B C3W Dallas Lock 8.0 nonHomounMsi Ha 3KchfyaTtauuio M agMUHUCTPUPOBaAHME CUCTEMbI 3aluUTbl
onpeaensitoTcs cTaTycoM MNofb30oBaTens.

B 3aBMCUMOCTM OT NpeaocTaBfieHHbIX MOSTHOMOYMIA, KaXablli NOfb30BaTeNlb MOXKET OblTb OTHECEH K OHOM
N3 TpexX KaTeropuii:

e ApgmMuHucTpaTop 6e3omacHOCTU (agMMHMCTpATOpP) — MoMb3oBaTenb, HageneHHbIN BCEMU
NOMHOMOYMSIMU Ha agMUHUCTPUPOBaHWE CUCTEMBI 3alWnTbl. AOMUHUCTPaToOpoB Oe3onacHoCTH
MOXeT ObITb HECKOJIBKO.

e [lpuBunernpoBaHHbIA Nofb3oBaTeNlb — HaAENEHHbIN HEKOTOPbIMW MOSTHOMOYMAMU Ha
aAMWHUCTPUPOBaHNE CUCTEMbI 3aLLMThI.

e PsapoBon nonb3oBaTeslb — HE WMEKLWUA MOMHOMOYMIA Ha agMUHUCTPUPOBAHWE CUCTEMBI
3aLLUMTbl, HO B COOTBETCTBMU C NONUTMKaMy 6€30NacHOCTM NMEIOLLUIA BO3MOXHOCTb BbIMOSTHEHMS
HEKOTOpbIX onepauun (ocywecTerneHne BxoAa/Bbixoda, npeobpasoBaHusi obbektoB OC u
npouue).

OToenbHO  BblgenseTcd  y4vyeTHas 3anncb MNONb30BaTeNs, BbIMOMHMBLUETO YCTAHOBKY CUCTEMbI
Dallas Lock 8.0. 3ToT nonb3oBaTenb YCMOBHO Ha3blBaeTCsd CynepagMUHUCTPATOPOM, WMeeT
HeorpaHWyeHHble agMUHUCTPATUBHbBIE NPaBa Y BO3MOXXHOCTU B HACTPOMKE CUCTEMBbI.

CynepagmMuHMCTpaTop perucTpypyeT B CUCTEME 3alUMTbl OPYrMX nonb3oBaTenen. [pn aToM OH MOXeT
AenernpoBatb  3aperncTtpMpoBaHHOMY MONb30BaTeNi0 BCE WM 4YacTb CBOMX MOMHOMOYMIA  Ha
agMUHUCTPUPOBAHNE.
lMonHoOMoOuusa agMuMHUCTpaTopa no ynpasneHunto paboTon cMCcTeMbI 3aLUTbl MOTYT BbiTb CreayoLWMMK;
e yrnpaBneHune peructpaumen cybbekToB gocTyna:
o CO3daHue, perncrTpauus 1 yaaneHue yyeTHbIX 3anucen;
O CO3[aHue 1 ynpasrieHNe COCTaBOM Irpynmn nosib3oBaTenew;
o yMpaBfeHUE CMMCKOM CECCUN-UCKITHOYEHNI;
®  M3MEHEHVEe CBOWCTB NOMb30BaTenen:
O MNEepBUYHbIE YYETHbIE AaHHbIe (NTOTMH, UMS, ONUcaHue);
o napameTpbl 3arpysku;
O HasHayeHve annapaTHOro naeHTudukaTopa;
o MOpsSAOOK U3MEHEHWUs Napons;
e ynpaBneHWe ayautoMm (OOCTYMOM K JXXypHanam, K TEeHEeBbIM KOMUAM pacrnevyaTbiBaeMblX
OOKYMEHTOB, K TEHEBbIM KONUAM hannos);
ynpaereHve napameTpamu 6e3onacHocTy;
ynpaBneHue paboTou nonb3oBaTenen (M3MeHeHVe ero npas);
ynpaBneHue pecypcaMmv AUCKPELIMOHHOro, MaHAaTHOro AOCTYMNOB U KOHTPONEM LeNOCTHOCTH;
yOaneHne CUCTEMbI 3aLLUThl.

3.6.1 [lMopsgok npegocTaBreHNUA NOSIHOMOYUN

Ons Toro, u4ToBbl HeKkoTOpbIM nonb3oBaTenb N UMen BO3MOXHOCTb MNpPefocTaBnAaTb  APYrUM
nonb3oBaTtenaM NnoJsIHoMo4vna Ha agMUHUCTPUPOBaHUE CUCTEMbI 3aLLUNTDI, HeO6X0p,I/IMO cono,qume OByX
YCrOBUI:

1. Monb3oBatenb N gomkeH 6bITb HAAENeH NOIHOMOYMEM Ha M3MEHEHNe napaMeTpoB 6e30MacHOCTM.

2. MNonb3oBatenb N gomkeH cam obnagatb TEM MOSTHOMOYMEM, KOTOpO€e XOo4eT npenoctaBuTb OApPyruMm
nonb3oBaTendaMm.

B cucteme 3awuTbl peanu3oBaH MeXaHU3M KOHTPOMS 3a pacrnpocTpaHEeHMEeM MOSTHOMOYMIA.
OcyLlecTBreHMe 3TOro0 KOHTPOSS MO3BOMsieT Monb3oBaTento NpedocTaBnATb APYrUM Monb3oBaTensam
TONbKO TE MOSTHOMOYMSA, KOTOPbIMWM OH HageneH caMm. Hanpumep, ecnv nonb3oBaTeflb He HageneH
MOMHOMOYMEM Ha YynpaBrieHWe ayauToMm, TO W HUKAKOMy OPYroMy MoMb3oBaTtento OH He cymeeT
NpeaocTaBuTb 3TO NOMTHOMOMKE.

Mpw nonbITke NpeaocTaBUTb APYroMy Nosfb3oBaTernto NofHOMoYMNEe, KOTOPbLIM AaHHbIN NoNb3oBaTeNlb cam
He oBnagaeT, cucTema 3allUuThl BbiBedeT npeaynpexaeHune. MNonb3osBartenb He CMOXET Ha3Ha4YuTb cam
cebe OononHUTENLHOE NOMHOMOYME, MOBLICUTL YPOBEHb AOCTYNA, BKMOYMTL cebsl B rpynny, ob6nanatoLLyio
pacLUMPEHHbIMU MO CPaBHEHUIO C AaHHbLIM MONb30BaTeNeM npasamu.



BHumaHue! HasHavaTb napameTpbl M npaBa crnegyetT oveHb BHUMaTenbHo. Ecnun npwu
npegocTtasneHum noboro nonHomoums BelbpaTb rpynny «Bce», TO AaHHBIM NONTHOMOYMEM
OyayT obnagaTtb BCe Nosb3oBaTeny, B TOM YMCHE U TOT NOMb30BaTEb, KOTOPbLIA YCTAHOBUI
AaHHbIM napameTp. Tak, Hanpumep, €cnv aaMWHUCTpaTop NpW 3anpeTe JoKanbHOro
(nHTepakTMBHOro) Bxoaa B OC BbiGepeT rpynny «Bce», To cam OH Takke He CMOXeT GornbLue
ocywecteBuTb Bxog B OC. WckniouyeHne OygeT COCTaBNATb TONMbKO Y4eTHas 3anucb

cynepagmuHucTpaTopa.

Takke cnenyert y4ecCTb, 4TO nofib3oBaTersib, o6nagaroLwmin nosTHoOMOYNEM Ha penakTnpoBsaHue
napameTpoB 6e30nMacHOCTN, MOXET NULINTL NOObLIX Nonb3oBaTenen fnobbiXx NOHOMOYUNA,
Aaxe Tex, KOTOpbiIMKn OH CaM He obnapgaet. Ecnu nonb3oBaTenb caMm cebs nuLnm Kakoro-
nnbo NOMHOMOYUS, TO BOCCTAHOBUTL 3TO NOJTHOMOYME OH HE CMOXET.

[ns npeaocTaBneHns Nonb3oBaTesio Kakoro-nnMbo NomHOMOYNA Ha aAMUHUCTPUpPOBaHMe HeobxoauMo B
obonoyke agMMHUCTpaToOpa Ha BKMadKe OCHOBHOrO MeHio «[lMapameTpbl 6e30nacHOCTU» OTKPbITh
kaTeropuito «[MpaBa nonb3oBaTenel». [MaBHOe OKHO NporpamMmMbl 6yaeT MMeTb crieaytowmii Bua (puc. 35):
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AgnvHICTparopel
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Ayaurop C3V HCA

AprvhmcTparope

AMVHUCTRATORE

Bre

Puc. 35. OKHO peAaKTMpoBaHUs NpaB nonb3oBaTeneil Ha agMUHUCTPUMPOBaHue

B OCHOBHOM OKHe [aHHOW KaTeropuv nepeyncneHsl

BCe MNOJIHOMO4YUA, KOTOPpble MOryT ObITb

npegocTasneHbl nonb3oBaTenam. Ytobbl nNpeaocTaBuTb MOMNb30oBaTENt0 HEOOXOOUMOE MPaBO, HYXKHO
OBaXabl LLENKHYTb Ha CTPOKE C MOMHOMOYMEM, NMMbO BbIAENUTL CTPOKY U HaXxaTb KHOMKY « CBOMCTBa» Ha
naHenu «[encteusi». OTKpoeTcst OKHO JoOaBNeHNst y4eTHbIX 3anucei nonb3osartenewn un rpynn (puc. 36).



Cuctema 3awmTbl MHopmaumn Dallas Lock 8.0
PykoBoacTBO no akcnnyartauum

Pasmewenne | NMokansHsm (WIN-0EPEODKISEQ) w ) |

Ipyna | OnepaTopel apxiea; ONEpaTopEl HACTPOIKM | Q@l

W BbIEEpMTE OAHY MW HECKONBKD YHETHBIX Sanuceil Nonb3oBaTENEN:
MA

Mpynna KommenTapmit Q)

@IIS_IUSRS BcTpoeHHas rpynna, Ko...
-‘E AOMUHWCTPETOPBI AQMWHUCTPETOPLI MME. .,
-‘.ﬁ‘: AAMAHUCTPaTOPEl Hyper-V  YneHsl 3TOM Fpymns! MM, ..
-"@ MocTi FoCTH NO YMONYEHWD M.,
@Kpﬁnmrpadwewe one...
OnepaTopel apXEa OnepaTopkl apMABa MOr ...

@ AOMUHWCTPETOPEI

YNEHaM PaspeLEHe Bhl...

OnepaTopel HACTPORKM C...  “YNEHbI 3TOA rPYINEl MO
OnepaTopkl NOMOWMK No K...  YneHs! 3ToOR rpynns! Mo

@OnblTHble Nonb3oBaTenm
”

“4f NonbsosaTen Monb30BaTENW HE MME. ..
"

“4£ NonbsosaTen DCOM YneHb! 3TOH FoVANE! MO...

KBTEFOFME OMNbITHEIX ...

ABTOMETHYECKMIA MOMCK. NoNbsoBaTenel rpynn
pyrnet... MonbzoEaTenM. .. Bee

Yaanite

CK OTMeHa

Puc. 36. HazHauyeHne nonb3oBarenen

B cnuncke YYETHbIX 3anucen Bbl6paTb prngI/HOﬂbSOBaTeﬂeVI, KOTOpbIM cnenyeT npenoctaBuTb AaHHOEe
noJiHomMmo4une no agMMHUCTpUpoOBaHUIO. Ha naHenu rmaBHOro okHa nporpamMmmbl B CTPOKE peaakTupyemoro
napamMeTpa noABATCA UMeHa Bbl6paHHbIX nonb3oBartenen n rpynn.

Mpumeuanune. Monb3oBaTenb, YCTAHOBMBLUWIA CUCTEMY 3alUuUTbl (CynepaaMUHUCTpaTop),
MMeeT MOMHbIe NONMHOMOUUA Ha BCe AencTBus. OrpaHnunTb UX Herb3s. [1oaToMy, faxe ecnu
CTpouka B napameTtpax 6e30MacHOCTM, COOTBETCTBYIOWAs OnpeaerieHHOMY MOSTHOMOUMIO,
nycra, cyrnepagM1MHUCTPaTOpP UMEeT JaHHOE MOSNTHOMOUME.

3.6.2 [lMonHoOMoO4YMUsA Ha NPOCMOTpP NapamMeTpoB 6e30MacHOCTH

YcTaHoBneHHble napameTpbl 6e3onacHocTu C3UM nonHocTbio onpefendaoT ee paboTy. Nonb3oBaTtento
MOryT 6bITb NpegoCTaBnNEHbl NMOMTHOMOYMS Ha MPOCMOTP YK€ HAaCTPOEHHbLIX NapamMeTpoB 6e30nacHOCTU 1
Ha ynpaBneHue (HacTporiky) napameTpamyn 6€30nacHOCTML.
Ecnun nonb3oBaTtento npefocTaBneHo NpaBo Ha yrnpaBneHve, TO NpPaBo Ha NPOCMOTP NpeAocTaenseTcs
aBTOMaTUYECKN.
[ns HasHa4YeHUs NONHOMOYUSI HA NPOCMOTP Heob6XxoaMMO B KaTeropum «lpaBa nonb3oBaTtenen» BoibpaTb
napameTp «[lapameTpbl 6e3onacHocTh: [pocMoTp» 1 BbIOpaTh yYETHbIE 3aMKCH.
Ecnu nonb3oBatento gaHo NpaBo Ha NPOCMOTP, TO OH MOXET BUAETb:
e BCe 3HayeHusa napameTpoB B6esonacHocTU, ycTaHoBNeHHble B C3U;
e pacnpefeneHune NosIHOMOYUA MeXAyY Norb3oBaTensMm (KakoMy Nonb30BaTENO NpegoCcTaBeHbl
T€ UNN VHbIE NOTHOMOYNS);
e  YCTaHOBIEHHbIE 3HAYEHUS OUCKPELUOHHOTO M MaHAATHOrO [OOCTYMOB, a TakkKe KOHTPONs
uenocTHocTn gns oobektoB PC, yCTPOMCTB U peecTpa (nMpuyem n B 060novke agMMHUCTpaTopa,
M M3 OKHa napameTpoB OOBLEKTa, BbI3BAHHOIO Yepe3 KOHTEKCTHOE MEHK, €ecnuM 3TOo
npegnonaraeTcs cBoMcTBaMm obbekTa).
[ns Toro, 4ToObl MMETb MPaBO Ha N3MEHEHME U HaCTPOWKY NapaMeTpoB 6e30nacHOCTU, AUCKPELIMOHHOTO,
MaHOaTHOrO OOCTYMOB M KOHTPOMS LEeNOCTHOCTU, HEOOXOAMMO BbIMOSMHUTL HACTPOMKW U ONpeaenuTb
nonb3oBaTenen Ans Kaxaoro Buaa napaMeTpoB (CM. HUXKE).

3.6.3 TlMonHomouusA Ha ynpaBneHue napamMmeTpamm 6e3onacHocTm

[laHHble NONHOMOYMSI NO3BONSAT U3MEHSATbL NapameTpbl 6e3onacHocTn C3U.

Ecnu nonb3oBatento (rpynne nonb3oBaTenei) paspeLLeHo n3MeHeHne napameTpoB 6e30nacHOCTU, TO OH
MOXET AenernpoBaTb BCE CBOW MOMHOMOYUSA OPYrMM MOMb30BaTensiM C y4eTOM OEeNCTBUS KOHTpOns 3a
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pacnpocTpaHeHMeM MOTHOMOYUIA (CM. BbilLe).

[na Toro, 4to6bl Ha3HaYUTL yNpaBneHe napameTpamm 6e3onacHoOCTU, HeobxoamMmo BbibpaTh NapameTp
«lMapameTpbl 6e3onacHOCTU: YNpaBneHme» B CUCKe, HaxaTb KHOMKy «CBoncTBa» 1M [06aBUTb ydeTHble
3anucum.

Ecnu nonb3oBatento npedocTaBrneHo NpaBo Ha ynpasneHue napameTpamu 6e3onacHoCTi, TO NpaBo Ha
NPOCMOTP YCTaHOBMEHHbIX HACTPOEK NPeaoCTaBNAeTCs aBTOMAaTUYECKU.

3.6.4 TonHoMouusa Ha ynpaBrieHue AUCKPELUOHHbIM JOCTYNOM

[nCKpeUnoHHbIN OOCTYN NoApoOHO paccMOTpeH B rnaBe «PasrpaHuveHne goctyna Kk obbektam PC»
AaHHOro pykosoAcTBa. [AUCKPELIMOHHbIN OOCTYN OCHOBbLIBAETCS HA NpeaoCcTaBneHnn Nofnb3oBaTento npas
Ha onpeaeneHHble onepauumn ¢ obbektamm OC.

Mocne npegocTaBneHUst MOSIHOMOYMIA Ha yrnpaBfieHWe AWUCKPELIMOHHbIM AOCTYNOM MOJSIb30BaTeNo UIu
rpynne OHW MoryYatoT BO3MOXKHOCTb KaxkaoMy pecypcy ®C conocTaBUTb CNMUCOK Morb3oBaTeneit u/nmm
rpynn nonb3oBaTteniei 1 Kaxaomy Nonb3oBaTtento U3 Cnucka paspellnTb UMK 3anpeTuTb OonpeaeneHHYo
orepauuio C AaHHbIM PECYPCOM, a TaKkKe HasHa4UTb onncaHne Ans CMEeHHOro HakonuTens.

Ons Toro, 4ToObl Ha3HA4YNUTL YNpaBlieHne OUCKPELMOHHbIM OOCTYNoM, HeobGXxoaMmo BeibpaTb napameTp
«Pecypchl: YnpaBneHve OUCKPELMOHHbIM JOCTYNOM» B CMUCKE, HaxaTb KHOMKy «CBoictea» n nobasntb
yyeTHbIE 3anucu.

Ecnu nonb3oBaTento npedocTaBrieHO MpaBo Ha ynpaefieHne AUCKPELMOHHBbIM JOCTYNOM, TO NMpaBo Ha
NPOCMOTP YCTaHOBEHHbIX HACTPOEK NpedoCTaBNAeTCs aBTOMaTUYECKU.

3.6.5 MonHomMouuMA Ha ynpaBneHne MmaHgaTHbIM 4OCTYNOM

[aHHbIn napameTp goctyneH Tonbko Ansa Dallas Lock 8.0 pegakuymmn «C» @

MaHgaTHbI gocTyn nogpobHo paccMoTpeH B rnase «PasrpaHnyeHve goctyna k obbektam PC» gaHHOro
pykoBoAacTBa. [JaHHOM NOMMTUKOM MOMb30BaTENi0 NPEeAoCTaBMASIOTCA MOMHOMOYMSA Ha YynpasreHue
MaHAaTHbIM JOCTYMOM.

Ons Toro, 4tobbl HasHauWTb ynpaBrieHVe MaHAaTHbIM JOCTyrnoM, Heobxogumo BblIbpaTb napameTp
«Pecypcbl: YnpasneHne maHOaTHbIM AOCTYNOM» B CMMCKe, HaxaTtb KHOnky «CsonctBa» um gobasutb
yyYeTHble 3anucu.

Ecnu nonb3oBaTtenio npegocTaBrieHO NpaBo Ha yrnpaBfieHve MaHdaTHbiIM AOCTYNoM, TO MpaBoO Ha
NPOCMOTP YCTAHOBMNEHHbIX HACTPOEK NPeAoCTaBNsAeTCs aBTOMaTUYECKU.

3.6.6 [onHoOMoOuYuMA Ha ynpaBrieHUue KOHTPOsieM LLeNmIoOCTHOCTU

MexaHunam KOHTPOJIA LEeJTI0CTHOCTU FIOﬂ,pO6HO paccMoTpeH B T[JaBe «Moacuctema obecneyeHus
UesioCTHOCTU» OaHHOro pykoBOACTBa. I'Ipep,OCTaBneHme nonb3oBaTento MOSIHOMOYUN Ha ynpasrneHune
KOHTpOJieM LeJIOCTHOCTU NO3BONIAEeT Ha3Ha4nTb UM OTMEHUTb KOHTPOJIb LUEeJIOCTHOCTU J'IPO6OMy O6'beKTy
®C.

Onsa Toro, 4TOObI Ha3Ha4YUTb ynpasieHne KOHTpOoJieM LeJlIoCTHOCTH, HeobxoaMmo Bbl6paTb napameTp
«PecprbIZ YHpaBneHme KOHTpOJieM LENOCTHOCTU» B CMUCKE, HaXaTb KHOMKY «CpolctBay 1 gobaBuTb
y4eTHble 3anucu.

Ecnn nonb3oBatento npenocTtaBfieHO npaBoO Ha ynpaBlieHUe KOHTpoJsieM UEeNoCTHOCTU, TO NnpaBO Ha
NPOCMOTP YyCTaHOBJIEHHbIX HACTPOEeK NpefoCTaBidAeTCA aBTOMaTU4ECKN.

3.6.7 [MonHOMO4YUA Ha AeaKTMBaALMIO CUCTEeMbI 3aLUThbI

Monb3oBaTtenb, obnagawwmi nonHoMounem Ha peaktmBauuio C3W, mmeet npaeBo yganute C3U,
BKITHOYaTh/BbIKIIOYATE «MSTKUNY PEXUM, «PEXUM OBYYEHUSA» U «HEAKTMBHBLIN PEXMM», OCYLLECTBMSATb
CMEHY NULEH3MMN.

Mpouecc yaaneHus onucadH B pasgene «YaaneHue cUCTeMbl 3awuTbl». [0 yMONYaHUo 3TUM MpaBoM
obragaet TONMbKO MOMb3OBaTENb, YCTAHOBUMBLUMIA CcUCTEMY (agMuHucTpatop 6e3onacHocTM wnu
cynepagMmuHucTpatop). [Ins Ha3HayeHust JaHHOro npaea ApyruM nosib3oBaTensM Heobxoanmo BbiGpaTb
napameTp «[eakTuBaLus CUCTEMbI 3aLLUTHI».

Ecnu nonb3oBaTenb, He HageneHHbIN 4aHHbIM NMOSTHOMOYMEM, MOMbITAETCH HavaTb NPOLECC yaaneHus, Ha
3KpaH OyadeT BbiBeAEHO NpeaynpexaeHve 1 npoLecc NpekpaTuTcs.




BHumaHue! [Ina Toro, 4ytobbl Nonb3oBaTenb MMeN BO3MOXHOCTb yAanuTb C KOMMblOTEpa
CMUCTEMY 3alUWTbl, OH HE TONbKO AOIPKEH MMETb 3TO MOSIHOMOYME, HO U [OOMDKEeH UMETb
nonHomouns Ha agmuHuctpuposaHue OC (onpegenseTca no  pakty BXOXAEHUS
nonb3oBatensa B rpynny agmuHuctpatopoB OC). PekomeHayetcs ypanate C3U Tem xe
nonb3oBaTeneM, KOTOpbI NPOBOANI YCTAHOBKY.

[o6aBuTb y4eTHblE 3anMcK B CINCOK pa3peLLeHHbIX ANS AaHHOro napaMeTpa MOXHO, Bbibpas napameTp u
HaxkaB KHorkKy «CBoncTBay.



4 NOACUCTEMA YINPABINEHUA OOCTYINOM

4.1 anaBneHMe y4eTHbIMU 3aNnNcAMHU

B C3U Dallas Lock 8.0 Bo3amOXHa perncrpaumsi nonb3oBaTenen crneayoLwmx BUAOB:
1. Monk3oBaTtenen, co3aaHHbix cpeacteamm OC Windows Ha JaHHOM NoKanbHOM KOMMbIOTEPE.
2. MNonb3oBaTenen, co3gaHHbIx cpeactesamm C3U.

3. lMonb3oBaTtenen, co3gaHHbIX cpeacTBamu cryxbbl AD (ecnm komnbtoTep Haxogutest B JIBC nog
yrpaBneHnem KOHTpornnepa A0OMeHa).

Monb3oBatenu, 3apeructpupoBaHHble B OC  Windows, aBTOomMatMyeckm He  CTaHOBSITCA

3aperncTpmpoBaHHbIMK Mofb3oBaTtensMmu B cucteme 3awmtbl Dallas Lock 8.0 n He moryT pabotaTtb Ha

3APM. B 1O xe BpemMsi npu co3gaHuyM HOBOrO MoNnb30OBaTeNnd B CUCTEME 3allMTbl OH aBTOMATU4ECKM

ctaHoBuTce nonb3doBartenem OC. MNpouecc pernctpaumm 6yaet onucaH Huxe.

[ns npocMOTpa U pefakTMpOBaHWst YYETHbIX 3anucen nonb3oBaTenen B oboroyke agMuHucTpartopa
CUCTEMbI 3aLLUTbLl Heobxoaumo BbIbpaThb BKNagky «YyeTHble 3anucn» (puc. 37):
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Puc. 37. Bknapka Y4yeTHble 3anvucu
Yncno 3apernctpupoBaHHbIX Monb3oBaTenen Ha kaxgom 3APM orpaHuymBaeTcs TOMbKO pasmMepom

cBobogHOro guckosoro npoctpaHcTea. OgnH Nonb3oBaTeNb MOXET ObITb 3aperMcTprpoBaH Ha HECKOMbKMX
MK.
Mo ymonyaHuio B cucteme 3awmtbl Dallas Lock 8.0 Bceraa npucyTCTBYIOT criefylolme yYeTHbIe 3anucu:

e cynepagMMHUCTpPaATOpP — Y4yeTHasl 3anucb Monb3oBaTtens, yctaHosuBwero C3U (3anucb
HEBO3MOXHO YAanuTb U3 CUCTEMBI).

e anonymous — y4yeTHas 3anucb Ans NPOBEpKU BXOAOB C He3alUMLLEHHOW CUCTEMOW MaluuvH
(3anncb HEBO3MOXHO yAanuTb U3 CUCTEMbI, HO MOXHO OTKMYUTb, MPU 3TOM creayeT NOMHUTb,
YTO y4YeTHas 3anncb anonymous Ha KOHTPOnnepe JOMEeHa Bcerga AormkHa ObiTb BKMOYEHA).

e secServer — 4yepes 3Ty yyeTHyto 3anucb Cb nogkntouaetca k gaHHomy MK n nposogut OY
(3anuncb HEBO3MOXHO yAarnuTb U3 CUCTEMbI, HO MOXXHO OTKIIOYNUTD).

e *\* _ cneunanbHasa ydeTHas 3anucb, paspeLuaroLlas BceM AOMEHHbIM MOMb30BaTeNIaM BXo4 Ha
3alUMLIEHHbIA  CUCTEMON KoMmMbioTep (CM. «Perucrpaumsa OOMEHHbIX Nofb3oBareneny).
Cospaetcsa Tonbko Ha K, koTopble B MOMEHT ycTaHoBkM C3U Bxogat B gomeH AD. 3anuch
MO>XHO yAanuTb WUIN OTKITHOYUTD.

ﬁ
3apeFVICTpI/IpOBaHHbIe, HO OTKIMHOYEeHHble y4YeTHble 3anncu BblAeNnAaATCA MKOHKOW 15,

Monb3oBaTenb, YyCTAaHOBMBLUMIA CUCTEMY 3aLlUuTbI, O6ragaeT BCEMU MNOSIHOMOUYUSIMU aaAMUHUCTPUPOBaHNSA
(ynpaBneHust) cuctembl 3awWwuTbl M BCEMM MpaBamMu MO AOCTYNy K pecypcam, NpuyeM 3TU npasa U
NMOMHOMOYMS! B AarnbHEWLIEM HEBO3MOXHO OrpaHnyntb. CynepagMUHUCTPaToOp PerucTpupyeT B cUCTEME
3aWwuTbl  Opyrux nonb3oBatenei. [py 3TOM OH MOXeT [AenerpoBaTb 3apernmcTpupoBaHHOMY
nonb3oBaTento BCE UMK YacTb CBOMX NMOMHOMOYMIA HA aAMUHUCTPUPOBaHUE.

41.1 TonHoMo4YuA Ha ynpaBrieHWe y4eTHbIMU 3anucamm

PervncTtpupoBaTh 1 yaanaTb Nonb3oBaTteniei, a Takke NpocMaTpuBaTth U peakTupoBaTb y4eTHble 3anmcu
MOXeT  TOMbko  Mosfb3oBaTeslb, HafeneHHbll  COOTBETCTBYIOLIMMU  MOMHOMOYUAMM MO
aAMVHVCTPUPOBAHMIO.

MonHoMoOuYMsSIMM ANA cO3aaHus, yaaneHus U U3MEHEHWUs1 YYeTHbIX 3anuceli nonb3oBaTenen B cucteme
3awuTbl obnagatoT: cynepagMvHUCTpaTop M nofb3oBaTteny (fpynnbl Monb3oBaTenewn), ykasaHHble B
CMuncKe paspeLLeHHbIX NapamMeTpa «Y4YeTHble 3anucu: YnpasneHne» Ha Bkragke «[lpasa nonb3oBartenen»
(pwnc. 38). Mo ymonyaHuio 3T0 agMUHUCTPATOPbI.
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Puc. 38. NapameTp, onpe,qenmou.mﬁ noJyIHOMO4YunA Ha ynpasneHue y4eTHbIMU 3anncamu

4.1.2

Co3aaHue n yaaneHue rnokanbHbIX NOfib30oBaTeneun

B paboyem okHe BKMagkym «Y4eTHble 3anucuy» BbIBOAMTCA CMUCOK YYETHbIX 3anucen norb3oBaTenemn,
3aperncTpmpoBaHHbiX B cucteme 3awmtbl Dallas Lock 8.0. MIHbopmauma 0 nokanbHbIX NoNb3oBaTensx,
3aperncTpupoBaHHbix Tonbko B OC AaHHOro KoMnbloTepa, 34eCb HE NPOCMaTPUBAETCA.

Co3pnaHuve nonb3oBartenen

Mepen co3gaHMeM HOBOW YYeTHOW 3amnMcu HeOBGXOAMMO YyOeauTbCs B TOM, YTO HY)KHasi y4eTHas 3anucb
elwe He cosgaHa B OC. B Takom cnyyae goctaTtoyHo GydeT ee NpocTo 3aperucTpupoBath, Bblbpae U3

cnmcka, Bbl3bIBAEMOro KHOMKOW NMouncka.

[ns co3gaHusi HOBOro Nonb3oBaTenNs B CUCTEME 3aLLUTbl HE06XOAMMO:
1. Bblgenutb KaTeropuio «Y4yeTHble 3anucu» B 060noyke agMuHucTpaTopa.

2. Haxatbe «kHonky «Co3gaTb»
KOHTEKCTHOIO MEHH0, HaXaB npaByHo

B KaTteropuax

«dencrteua»
KHOMKY MbILUWN.

unM BbiBpaTb COOTBETCTBYIOLLYIO W3

3. Ha akpaHe nosiBUTCS OKHO CcO34aHMs HOBOW y4eTHOM 3anucu (puc. 39).

PazmeweHm1e

CozgaHne yYeTHOW 2anucK

NokaneHsi (DESKTOP-YQMZTOM)

NoruH | |

OTmeHa

Puc. 39. OkHO co3gaHusa y4eTHOW 3anucu

4. B none «Pa3melyeHne» Heobxoanmo BbidpaTh 3HayYeHne «JlokanbHbINY.
5. B none «JlormH» Heob6xoaAMmMo BBECTU NTOTUH (MMS1) permcTpupyemMoro nons3osarens. [Npy BBOAE UMEHN
B CMCTEME CYLLEeCTBYIOT crefyolime npasvna:
e MakcumanbHas gnuHa nmeHn — 20 CMMBOJIOB;

e MS MOXEeT coAaepXaTb NaTMHCKME CMMBOIMbl, CUMBOMbI KUPUNNUUbI, ULdpbl U cneumanbHble
cumBonbl (KpoMe 3anpelteHHblx OC: "/\[]:|<>+=;,?7 @ *);

. pas3pellaeTtca ucnosib3oBaTtb pa3syindHble pPErncTpbl

KnaBunaTtypbl, npn 3TOM pPErnucTtp He

YUYUTBIBAETCS, TO €CTb NPOMUCHbIE U CTPOYHbIE BYKBbI BOCMIPUHMMAIOTCS Kak oamHakoBble (User
1 user ABMSTCA OAMHAKOBLIMU UMEHaMK).
KHonka nowcka, pacrofioxeHHas psAoM C MorfeM forMHa, pasBopayvMBaeT CMMCOK YYETHbIX 3anucei
nons3oBaTenen, 3apermcTpupoBaHHeix B OC gaHHoro [K, 1 no3eonsieT BeibpaTh Nonb3oBaTens 13 yxe

cywiectByowmx (puc. 40).
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Puc. 40. YyeTHble 3anucu, 3apeructpupoBaHHbie B OC KoMnbioTepa

Takke MOXHO BbIOENUTb HECKONbKO YYETHbIX 3anucen, umetowmxcss B OC, un 3aperncTpmuposaTtb ux
OQHOBPEMEHHO.

6. lNocne HaxaTnsa «OK» NOABUTCH OKHO pedakTUpoBaHMsA NapamMeTpoB yyeTHoW 3anucu (puc. 41).
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MonHoe 1uMa | WBaH WeaHos| |
OnncaHue | BCTpoeHHanA yHeTHEA 3anWcs aOMMHMCTPaTopa I(DMI'IbII
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OTMeHa MoMERITTE

Puc. 41. OKHO peAaKTUPOBaHMs NapamMeTPOB HOBOW Y4YeTHOW 3anucu

Ha Bknapgke «O6wue» npeanaraeTcs 3anonHUTb creaylowmne yYeTHble AaHHble U NapaMeTphbl:

e 3anonHutb «lMonHoe nma» nonb3oBarens.

e B none «OnucaHue» BBeCTM MO0 KOMMeHTapwui. [OnuHa KoMMeHTapusa He Oonee 256
cnMmBOMoB. BBoauTb KOMMEHTapun 1 NOMHOE UMs He 06s3aTensHO.

o T[lonutnkn «OTKNOYEHa» U «3anpeTuTb paboTy Npu HapyLeHUU LeSIOCTHOCTUY 33a4atoTcs
npuv HeOBXOANMOCTHU:



a. AOMUHMCTpaTOp WUMeEEeT BO3MOXHOCTb OTKMIOYUTbL  YYETHYK 3anucb  foboro
nonb30BaTens, Nocre Yero Nonb3oBaTenb He CMOXeT BonTn Ha 3APM go Tex nop, noka
agMUHMUCTPATOp He AeakTUBUPYET 3Ty ONuuIO.

b. Cuctema 3awutbl obecneumBaeT MNPOBEPKY LIEMOCTHOCTM MPOrpaMMHO-annapaTHowu
cpeabl K, obbektoB ®C 1 peectpa. Ecnn gna nonb3oBaTens onuus «3anpetuTb
paboTy npu HapyleHun UenoCTHOCTM» aKTMBU3MPOBaHa, TO Npu OOHapyXeHun
HapyLLeHMs LenoCcTHOCTU BblAaeTCsl COOTBETCTBYOLLEee npeaynpexaeHme u sxog B OC
BnokupyeTca 0O Tex nop, noka agMWHUCTPaTop He pas3brnokMpyeT y4eTHYH 3anuchb.
Ecnu e aTa onums He BKMNoYeHa, TO NPy 06HapYy>KeHUN HapyLLIEeHWS LLenoCTHOCTH ByaeT
0oTOGpaXKeHO TOMNbKO NpeaynpexaeHue.

e ®nar B none «CnyxebHbIN NoNb3oBaTeNb» NPeAOCTaBnseT AaHHON YY4EeTHOW 3anncu ocobbIn
cratyc (cMm. «CnyxebHbI NoNb30BaTENbY).

e ®nar B none «He cuMHXpOHU3UpPYyeMbIN NONb30BaTellb» YCTaHABMNMBAET CTaTyC, NPU KOTOPOM
AaHHas yyeTHasi 3anncb He cHXpoHuampyeTcs ¢ Cb (cM. « CUHXpOHU3aUms»).

e Heobxogumo BbiGpaTb «Tun y4yeTHou 3anucu». Ons Tuna «BpemeHHbili» o06s3aTenbHbIM
YCINOBUEM SIBNSAETCA HACTPOWNKa pacnmcaHus paboThl Nnonb3oBaTtens (CM. Hke). o ymonyaHuio
TMN y4eTHOW 3anucuy 6yaeT umeTb 3HavyeHue «He ykasaH».

e Heobxogmmo BbiOpaTb ypoBeHb AocTyna Ans nonb3oBatens B nore «MaHgaTHbIM AOCTyn»
(toneko ans Dallas Lock 8.0 pegakumm «C»), nog KOTOPbIM Moib3oBaTeNb CMOXeT paboTaTth (CM.
«MaHgaTHbIV JOCTYN»).

e Heobxogumo BbIGpaTb 3HaveHue B none «4YuMcno paspelleHHbIXx ceaHcoB» (cM. «4ucno
paspeLLeHHbIX CEaHCOBY).

¢ Heobxoguwmo 3apate «PacnucaHue paboTbi» nonb3oBartens, BbibpaTe nepmog n Bpems. BHe
yKa3aHHOro nepvoga nornb3oBaTtenb He cMmoxeT 3anTn Ha 3APM. Mo OKOHYaHuM BpemeHu
pabotbl [NK nonb3oBatens OygeT 3abnokupoBaH nNpv YCMOBUWM BKIOYEHMS MapameTpa
fesonacHocTn «[llpyvHyouTeneHoe 3aBeplleHnMe paboTbl No pacnucaHuio» («MNapameTpbl
©esonacHocTu» — «l1paBa nonb3oBaTenemny).

Mpumeyanmne. «PacnucaHve paboTbl» nonb3oBaTens MoXeT ObiTb OnpedeneHo c
AnckpeTHoCTbio 30 MUHYT.

e OtmeueHHbln napameTp «lloTpeboBaTb CMeHy napons npu crepyloleMm Bxoae»
€[IMHOBPEMEHHO 3anpocuT CMeHY Nnapors npu BXoae.

o [lone «3anpeTuTb CMEHY Napons nonb3oBaTenemy.

e Onar B none «lMaponb 6e3 orpaHU4YeHUs CPOKa AENCTBUA» OTMEHHAET AENCTBUE MOSNUTUKK
Bxoga «MakcumarbHbI CPOK EeNCTBUSA Naponen», pacnpocTpaHaeMon Ha BCex norb3oBaTernen.

MpumeyaHue. MNone «JloruH» n none «lomeH» ocTtatoTca 6€3 BO3MOXHOCTU U3MEHEHWUSI
(Ha3BaHMe AoMeHa Ang nokanbHOro Nonb3oBaTenst 0OCTaeTcs NyCTbiM).

[Hanee, B npouecce co3gaHusa Unm peructpaunm HOBOro fokansHOro nonb3oBaTens agMUHUCTpaTop MeeT
BO3MOXXHOCTb BKIIOUNTb €r0 B OnpeaeneHHyto rpynny. B okHe 3aknagku «pynnbi» oTobpaxkeHbl Ha3BaHMsA
rpynn, B KOTOPbIE BKMOYEH Nomnb3oBaTterb (puc. 42). o ymMonyaHuio KaXabl HOBbIN MOMb30BaTeNb BXOAUT
B rpynny «[lonb3oBaTtenu».
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Puc. 42. OKHO peAaKkTUpoOBaHMe CMMCKa rpynn nonb3oBartensi

Mpumeyvanune. Ecnu ansa peructpauum B C3M npu BeiGope nornb3oBaTteniei, UMeLLMXCs B
OC, 0gHOBPEMEHHO BbIAEMNUTbL HECKOMbKO YYETHbIX 3amnuceil, To ONs HUX HacTpausaloTcs
oOVHaKoBble CBOWCTBA B OZIHOM OKHE.

7. YtobObl BKMOUUTE NONMb30OBaTENA B OMNPEeAErieHHYK rpynny, Heobxooumo HaxaTb «[JobaBuTb».
MosiBMTCA CNUCOK BCEX rpynn Monb3oBaTenen, UMelwmuxcsa B cucteMe (KpoMe TeX, B KOoTopble
nonb3oBaTternb yXe BKkrtodeH) (puc. 43).
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