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BBEAEHUE

[daHHaa MHCTpyKUMA npefHasHadyeHa Ans agMUHUCTpaTopa NporpamMHOro npoaykta «EanHbIN LeHTp
ynpasneHus Dallas Lock».

B wuHCTpykuum copepxatcsi cBefeHusi, Heobxogumble Ans nonydeHusd obulero npeacTaBreHus
O NMPOrpaMMHOM U3AeNuKM, ero PyHKUMOHAMNbHbLIX BO3MOXHOCTSAX, a Takke ANs YyCTaHOBKMW, HACTPOMKU
1 ynpasneHus paboTon B COOTBETCTBMM C TpeboBaHnsiMy 6e30nacHOCTM.

Cant komnaHum-paspaboTtyumnka egmHoro ueHTpa ynpasneHus Dallas Lock OOO «KoHduaeHT» gocTyneH
no ccbinke: www.confident.ru.

MHgopmaumss o npogyktax nwuHenmkn Dallas  Lock npegctaBneHa Ha  CTpaHuue — cawnTa
http://www.dallaslock.ru/. Ha gaHHOM canTe MOXHO 3akasaTb KOMMSEKC YCyr MO MPOEKTUPOBaHUIO,
BHEOPEHNIO U COMPOBOXAEHUIO MpoAykTa. Takke npu HeOOXOAMMOCTU MOXHO 00paTUTbCS B CNYxOy
TEXHUYECKOWN NOAAEPXKKN NO aNEKTPOHHOMY agpecy: helpdesk@confident.ru.

TEPMUHbI

HekoTopble TEpPMUHBI U COKpaLLEHNs], CoOepXKallnecs B TEKCTE UHCTPYKUUN, YHUKambHbI A1 NPOAYKTOBOM
nuHenkn OO0 «KoHdwmaeHT», Opyrue ABMAOTCS OOLIENPUHATBIMA U UCMOMb3YIOTCA U3 COObpaxeHus
KpaTkoCcTu u yaobcTaa.

TepmuH OnpegeneHune

Aemomamu3supogaHHOe BuUpTyanbHasi unu dusndeckas paboyvas cTaHuusi, ucnonb3dyemas B ELLY
paboyee mecmo KaKk cnoco® npeactaBneHWsi COBOKYMHOCTU  HECKOSTbKUX — MoAyren
B KQ4eCTBE €AMHON MaLUWHbI

Ipynna nornyeckoe obbeauHeHne Heckonbknx obwvektoB [OB (Hanpumep,
noarpynn, APM, mopgynenn WAF Dallas Lock u ceTeBbix YyCTPOWCTB).
Mogynn ELLY B coctaBe APM yno6Ho 06beanHATb B rpynnbl €CNnN Yy HUX
coBnagaloT napameTpbl 6esonacHocTu. [lonyckaetcsa cosgaHue noboro
yncna BIIOXEHHbIX rpynn

LlosepeHHnbil domeH [omeH 6e3onacHocTu, Haxoaswwmncs ¢ b B 4oBepUTENbHBIX OTHOLLEHUAX
besonacHocmu

HomeH 6e3onacHocmu  COBOKYMHOCTb (KnacTep) OOHOro MM HECKONbKUX CEPBEPOB B peXnmMe

ELlY pennukaumMm KoHdurypaummn. lNpepctaBnsieT cobow KOPHEBOW YpPOBEHb
opraHu3aumm JorM4ecKkon rpynnUPOBKM MOAYMEN, CeTeBbIX YCTPOWCTB
M NoAYMHEHHbIX OOMeHOB ©OesonacHoctu ELLY, npegHasHa4yeHHbI
ONsi OCYLLECTBEHUS LleHTpanM30BaHHOro yrnpaBneHusi BCEMU
NoAYMHEHHbIMKN 06 bekTamu

Hepeso domeHa CTPYKTypupOBaHHOe oTobpaxeHne oObLEKTOB JdoMeHa GesonacHoCcTu
6e3onacHocmu B BuAe nepapxum B koHconu ELLY
3adaHue HeKoTopoe OeUCTBMe, Ha3HaYeHHOe agMUHUCTpaTopoM angd moaynsa ELLY,

KOoTOpoe MOAYMb AOMKEH BbIMOMHUTL NPU NEPBON Xe BO3MOXHOCTU. Tun
3agaHui: nonyYnMTb OTYyeT, co3daTtb ann KoHdurypauum, OBHOBUTH
Kakoe-nmbo nporpaMmmHoe obecrneveHve u T.4.

Modyrib npegcTaenexHne oTAenbHOro npoaykra npon3BoacTBa 000
«KoHpumaeHT»:

e C3W Dallas Lock 8.0 pegakummn «K» n «C» (BKntovasi KOMNOHEHTbI
M3, COB);

C3W HC[ Dallas Lock Linux;

C3WM BU Dallas Lock;

CLO3 Dallas Lock;

CO3 YB Dallas Lock;

wnto3 6esonacHoct WAF Dallas Lock;

AreHT ELLY.


http://www.confident.ru/
http://www.dallaslock.ru/
mailto:helpdesk@confident.ru

KoHconb ELY

Knacmep cepsepos [Ib

JlokanbHoe/YdaneHHoe
adMuHUCmpuposaHue
MOOyris

OnepamusHoe
yrnpasneHue

MoO0YyuHeHHbIU OoMeH
b6e3onacHocmu

Pennukauyus
KOHguzypayuu

CuHxpoHu3ayus

Cybwexkm docmyna

LleHmpanusosaHHoe
yrpasrneHue

COKPALLEHUA

CokpalueHue

AU

AUb
APM
A6

ABK
Acy
ELlY

Kaxabin MOAyIb MOXET NUCNOoJ1b30BaTbCA HE3AaBUCUMO OT APYrnx

npunoXxeHwe, npegHasHadeHHoe anga ynpasnenus ELY Dallas Lock
1 npomeHom B6esonacHocTtu ELLY

pabota b moxeT obecneunBaTbCcs Kak ogHum cepBepom ELLY Dallas
Lock, Tak u Heckonbkumu. B nocnegHem cnydae roBopAT O Knacrtepe
cepsepoB [b. lNpenmyuwiectso Knactepa cepsepoB b B pennukauum
KOHGMrypawmm CcepBepoB, pacnpegeneHun Harpysku
N 0TKa30yCTOMYUBOCTHU

HacTporka, nNpOCMOTP BCeX MapameTpoB Moayns. [logkntoveHue
npousBoaMTCS 4Yepe3 ceTb. [Ns noKanbHOro agMUHUCTPUPOBAHUS
MCMoNb3yeTcsl MOAKMIOYEHNEe MO 3ape3epBUPOBaHHOMY  JTOKaNIbHOMY
IP-agpecy 127.0.0.1 unu1 gomeHHoMy umenn localhost

npouecc ynpasneHnss MOAyneM nyTem OTMNpPaBKU KOMaH[, BbIMOSTHAEMbIX
Ha CTOpOHEe MOoAyns, U He Tpebylwmx nepegadm pesynotatos Ha ELLY.
Hanpumep, komaHaa Ha BbIKIIOYEeHne Mogyns

AomMeH 6GesonacHocTu, BxogAwmin B OB Ha 6Gonee HU3KOM YpOBHe
nepapxum

noBTopeHne dyHKUMOHanbHocT cepBepoB ELYY pgna obecneveHus
OTKa30yCTOMYMBOCTU W pacnpefernieHns Harpyskm Mo BO3MOXHOCTU
Hanbonee onTMManeHbIM 06pasom

npouecc, B koTopoM ydacteyeT cepsep ELLY Dallas Lock n mogyns ELLY.
3aknoyaeTcs B NpuBedeHnn B COOTBETCTBME napameTpoB mogynsa ELY
(cnuckn nonb3oBartenew, NOAMTUKA, U T.4.) NapameTpaMm, 3agaHHbiv B 1B

COTPYOHWK MpeanpuaTus, Yy KOTOPOro ecTb yveTHas 3anuncb. Y4deTHas
3anmcb XapakrepusyeTtcs NOrNHOM, naponem, annaparHbIM
ngeHtudukatopom (A1), pacnmucannem, rpynnov n T.4. Y4eTHas 3anvcb
AormxHa 6bITb egmMHOM Ana Bcex moaynen ELY

COBOKYMHOCTb Takux (pyHKUMOHanbHbIX Bo3moxHocTen ELLY Dallas Lock,
Kak:

e OTCrexuBaHwe cTaTtyca moaynewm;

e yaaneHHoe pasBepTbiBaHMe moaynen Ha APM;

ynpaBreHne y4eTHbIMU 3anucamu, NnonutukamMm u napaMmeTpamm
6e30nacHOCTM (BKOYasi CUHXPOHU3ALMIO);

cbop, xpaHeHne, aHanm3 >xypHaros;

onepaTtuBHOe ynpaBlieHue;

BbINOMHEHNE 3aaHnn Ha MOAYNAX;

cuUrHanusauusi

MonHasa ¢hopmynupoBka
annapatHbIi naeHTudmkaTop
agMuHMUCTpaTop MHopmaunoHHon 6e3onacHoOCTU
aBTOMaTM3MpOBaHHOE paboyee MecTo
AomeH 6e3onacHoctu ELLY
OaTyYvK BCKPbITMS Kopryca
AaTYYK CriyqarHbIX Yncen

EnuHbiv ueHTp ynpaeneHus Dallas Lock



3ric 3aMKHYTas nporpaMMHasi cpeaa

KY KOHCOMb ynpaBreHuns

M3 MEXCEeTEBOW 3KpaH

HCA HECaHKUMOHMPOBAHHbIN JOCTYM

oC onepaLMoHHas cuctema

K nepcoHanbHbIA KOMMbIOTEP

ro nporpaMmHoe obecneyeHne

CA43 CpeAcTBO goBepeHHou 3arpy3kn Dallas Lock
CAO3 Yb CPeACTBO JOBEPEHHOM 3arpy3ku ypoBHsi 6a30BOI CMCTEMbI BBOA4A-BbIBOAA
Cc3u CpeacTBo 3aLmMTbl MHGOPMaLUK

Cc3n B cuctema 3almnTbl MHopMaLumm B BUPTYarnbHbIX MHAPaCTPYKTypax
COB cuctema obHapyXeHUsi BTOpXKEHUIM

cy CeTeBOE YCTPOMCTBO

Cepsep Y/[] cepBep ynpaBneHus 4OCTYNnom

TC TEXHUYecKoe cpeCcTBO

oC dannoBasi cuctema

uioc LITaTHasi onepawlmMoHHas cuctema

Ly c3un Bu LleHTp ynpasneHnus C31 BU Dallas Lock
AD Active Directory

DL8.0 C3U Dallas Lock 8.0

FQDN MMSA IOMEHa

SP (Service Pack) nakeT obHoBneHun ans OC

WAF web application firewall

NPEOCTABNEHUE MOAYNEW B UHTEP®EUCE ELLY

Moayne — npefcTasneHne otaenbHoro npogykta npomssogctBa OOO «KoHduaeHT», BKNovatoLee
o6o3HaveHue ntepaumm npogykra (MK) ¢ nopsakoBblM HOMEPOM (COOTBETCTBYET MOPAAKOBOMY HOMEpY
odyepegHon npouenypbl MPOXOXAEHWS WCMbITAHUI MPOAYKTOM, BbI3BaHHbIX BHECEHMEM W3MEHEHWUN
B CEPTUDMLMPOBAHHOE CPEACTBO 3aLUUTbl MHpOpMaLun).

Mpoayktel npousBoactea OOO «KoHduaeHT» nonHoueHHo B3aumopenctsyloT ¢ ELLY Dallas Lock
B COOTBETCTBUM C HACTOSILLLEN MHCTPYKLMEN, HAaUMHAsA C BEPCUW, yka3aHHbIX B Tabnuue.

HaumeHoBaHue moaynsa

MpoaykT
OcHoBHOe 0603Ha4YeHue MopnepkuBaeTcs
C Bepcum (utepaumm)

C3W Dallas Lock 8.0 pegakummn «K» un Bepcus 8.0.689.0 (LK8)

Dallas Lock 8.0

«C» (Bkntoyas komnoHeHTsl M3, COB) " Bbllwe

C3W HC[, Dallas Lock Linux Dallas Lock Linux Bepcus 3807 (MK2) n Bbiwe
C3WM BM Dallas Lock C3U BU Dallas Lock Bepcus 4.68 (MIK4) u Bbiwe
C[I3 Dallas Lock C[3 Dallas Lock Bepcus 348.1 (MK4) v Bbiwe

CO3 YB Dallas Lock CO3 YB Dallas Lock BCE BEpCUn



EgouHbin ueHTp ynpasneHus Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

wnto3 6esonacHoct WAF Dallas Lock

Arent ELLY

Mo yMOJT4aHUIO COOTBETCTBYET
CUNCTEMHOMY MMEHU XOCTa,

MoXeT ObITb 3agaHo AVB BCE BEPCUN
BPYYHYHO
Arent ELJY BCe Bepcumn




1

HA3SHAYEHUE U BO3MOXXHOCTWU ELLY DALLAS LOCK

EaovHbin ueHTp ynpaBneHus Dallas Lock — kpoccnnatopmeHHoe msgenve B NPOLYKTOBOW JIMHENKEe
Dallas Lock, npegHasHa4yeHHOe Ans peLleHus cneayoLwmx 3agaq:

co3faHve eduMHOro OTKasoycTondmBoro gomeHa 6esonacHoctn (ganee — [B) n opraHmsaums
LleHTpann3oBaHHOro ynpaBreHusa cpeactsamm 3almTbl nHdopmaumm nuHenkn Dallas Lock:

- C3U HC[ Dallas Lock 8.0 pepakumin «K» n «C» (nanee — DL8.0);

- C3WM HCA Dallas Lock Linux;

- C3UM BW Dallas Lock;

- CO3 Dallas Lock;

- CO3 Yb Dallas Lock;

- WAF Dallas Lock;
yAarneHHoro ynpasneHns pabounmm cTaHUuusSMy U cepBepamu;
yAaneHHasi HaCcTpoKKa, a Takke cOop XXypHanoB 1 OTYETOB C paboymx CTaHUMIA U CEPBEPOB Mpu
nomowm AreHta ELLY;
KOHTPOb LeNOCTHOCTU HacTpoek ceTeBoro obopynosaHus (no SNMP/SSH) u c6op cobbiTuii no
Syslog;
WHTErpaums co CTOPOHHUMY NPOAYKTaMMU:

- aHTUBUPYCHbIE CUCTEMBI;

- SIEM-cuctembl.

1.1 Crpykrypa ELlY

ELLY Dallas Lock cocTouT us cneayowmx OCHOBHbIX KOMMNOHEHTOB:

1. CepBepHbIi komnoHeHT ELY (Cnyx6a ELLY). BeinonHset ocHoBHble doyHKumm ELLY:

obecneynBaeT LeHTpanM3oBaHHOE onepaTuBHOE yrpaBneHne n aygut Mmogynew;

obecneynBaeT KOHTPOSb M yNpaBneHne ceTeBbIMN YCTPONCTBAMUY;

nossonseT o6beanNHATL HeCcKomnbko cepepoB ELLY B eanHyto normyeckyio eanHuLy — knactep
HomeHa 6e3onacHocTy;

obecneunBaeT paboTy MexaHM3mMa pennukaummn KoHurypauum B pamkax ogHoro knactepa [b;
nossonsieT o6beauHsATb Heckonbko [B B eAnHyl0 nornyeckyo eamHuLy, UMeELyo CTPYKTYpPY
BIMOXXEHHOCTU CO CBA3AMM TUNA «POAUTENb-MOTOMOKY.

2. KoHconb ELY. lNonb3oBaTtensckuin MHTepdenc, npeHasHavyeHHbIn Ans ynpasreHnss HacTponKkamm
cnyx6bl ELLY, a Takke ana otobpaxeHusi Ha akpaHe nHopmauum o paboTte cnyxobl.

1.2 BoamoxHocTu ELY

I'IpM pa60Te C ceTeBbIM O60pyD,OBaHI/IeM OOCTYynNHbI cnegywuine BO3MOXHOCTU!

CKaHMpOoBaHWe ceTu Ans obHapyxeHus obopyaoBaHus no npotokoniam SNMP u SSH;

BBOJ CceTeBOro obopyaoBaHusi No4 yrnpasneHue gomeHa 6esonacHoctn ELLY;

yAaneHHasi nepesarpyska ceteBoro obopyaoBaHus;

nognepxka cobCcTBeHHOM paclumpsemon 6a3sbl hannos KoHUrypaumm o6opyaoBaHus;
COXpaHeHWe oT4yeTa 0 KOHMrypaumm ceTeBoro 06opyaoBaHus;

HacTponka napaMeTpoB ob6opyaoBaHus, BepyLLMXCs NOA KOHTPOSb;

CpaBHEHMe TeKylMX 3HayYeHun napameTpoB KoHdwurypauun obopyaoBaHus C 3a4aHHbIM
3TanoHOM 3HayeHunewM;

CUrHanusaums o HapyLleHUn LenocTHOCTY;

npvem coobLieHn no npoTokony Syslog.

Mpu pabote c¢ mogynsamm C3U Dallas Lock 8.0 pemakuun «K» m «C» pgocTynHbl crnegyrowime
BO3MOXHOCTU:

3aBepLueHne paboTbl U Nnepesarpyska Moayns;

oTobpakeHne nHopMaLmMm 0 COCTOSSHUN MOLYNS;

CUHXPOHM3auns NoNuTUK/nonb3oBartenen;

yaaneHHoe pa3BepTbiBaHne moayns Ha APM,;

yaaneHHoe oOHoBneHne moaynsi Ha APM,;

yrpaBneHue nonb3oBaTensiMn 1 rpyrnnamMmm nonb3oBaTenen Ha Moayne;



yrnpaBneHue nonutukamm 6e3onacHocTy;

yrnpaBneHue 3agaHnsiMu Ha:

e [onyyeHue KoHdurypauuu;

e MpUMEHeHMe KOHUrypauuu;

®  UN3MEHeHWe NapamMeTpoB NULEH3NU U TEXHUYECKOW NOAAEPKKY;

e  MPOBEPKY LEeNOCTHOCTM KOHTPONMpPYeMbIX OO BbEKTOB;

cbop XypHarnoB Moayns;

oTnpaska curHanusauumn ob nHumaeHtax 6esonacHocTy;

BKITIOYEHME HEaKTUBHOIO pexuma paboTbl MOAYNS UMM KOMIOHEHTOB;
yrnpaeneHne mangaTHeiMu meTkamu (Tornbko ans Dallas Lock 8.0 pegakumm «Cy»);
HacTpoWka annapaTHbIX NAEHTUMNKaTOPOB.;

yrpaBneHne MexceTeBbiM 3KpaHOM.

Mpun pabote ¢ mogynamm C3U HCA Dallas Lock Linux goctynHbl cneayowme BO3MOXHOCTMU:

3aBeplueHune paboTbl 1 nepesarpyska Mogyns;

oToBpaxeHve nHgopmaLmn 0 COCTOSAHUM MOAYNS;

CMHXPOHM3aLMsa NONUTUK/Nonb3oBaTenewn;

yoaneHHoe passepTbiBaHue mogyns Ha APM;

yaaneHHoe obHoBneHne moaynsi Ha APM,;

yoaneHne moaynsa Ha APM,;

ynpasreHvne nonb3oBaTensaMu 1 rpynnamu nonb3oBaTenen Ha Moayne;
ynpasrneHue nonutukamm 6esonacHocTy;

ynpasneHune 3agaHnaMn Ha U3MeHeHe NnapaMmeTpoB NMULEH3NN N TEXHNYECKOW NOAAEPXKKY;
cbop XypHanoB Moayns;

oTnpaBka curHanm3aumm ob nHumgeHtax 6esonacHocTy;

HaCTpOWnKa annapaTtHbIX NAeHTUMMKaTopoB.

Mpu pabote ¢ mogynammn C3U BU Dallas Lock goctynHbl cnegytoLme BO3MOXHOCTU:

oTobpaxeHne nHdopmaumm 0 COCTOSAHUM MOAYNS;

CMHXPOHM3aumMs NoNUTUK/Monb3oBaTenew;

ynpaeneHue nonb3oBaTtenamMmm u rpynnamm nonb3oBaTenemn Ha moayne;
ynpasneHue nonutukamm 6esonacHocTy;

HacTpoWnKa HeaKTUBHOIo pexuma paboTbl Moayns;

ynpasneHune 3agaHnamMmmn Ha:

npoBepka OGHOBMEHNN;

N3MeHeHne NapameTpoB MULEH3UN N TEXHNYECKOW NOAAEPXKKY;
nony4eHvne KoHUrypauuu;

NnpUMeHeHne KoHUrypaumu;

nony4yeHve ot4yeTa o KoHdurypawmu,

cbop >xypHanoB moayns;

oTnpaBka curHanuaauumn o6 nHumgeHtax 6e3onacHoCTy.

Mpu pabote ¢ mogynem CA3 Dallas Lock gocTynHbl criegyrowme BO3MOXHOCTU:

3aBepLUeHne paboTbl 1 Nepesarpyska Mogyrs;

oTobpaxeHne wuHdOpMaUMM O COCTOSHMM MOAYNSA (MPOUEHT  3amnofHEeHus XypHana,
oTcnexuBaHne cobbiTun [OBK, KOHTponb Bepcum ycTaHOBMEHHOM cOopkW, WHOpMaLns
0 MoJenu nnatbl U T. A4.);

CYHXPpOHM3aLUus NoNUTUK/Nons3oBaTenem;

ynpaBreHne nonb3oBaTenamu 1 rpynnamMm nonb3oBatenen Ha Moayne;

ynpasreHue nonutMkamm 6e3onacHocTy;

yrpaBneHue 3agaHusiMu Ha:

OYMCTKY XKypHana;

nony4eHve KoHpurypaumu;

npUMeHeHne KoHurypaumu,;

nonyyeHve otyeta o6 annapaTtHom obecneveHuu;

nony4yeHve ot4yeTa o KoHdurypawmu,

cbop KypHanoB Moayns;

oTnpaBka curHanusaumm ob nHumaeHTax 6esonacHocTy;



B3ammogencTaume ¢ areHtom LLOC;
HaCcTpoWka annapaTHbIX WOEeHTU(MKATOPOB.

Mpu pabote ¢ mogynem CA3 YB Dallas Lock gocTtynHbl cnegytoline BO3MOXHOCTU:

3aBepLUeHne paboTbl 1 Nepesarpyska Moayns;

cbop KypHanoB aygunTta B e4uHY0 cuctemy xpaHenusi ELLY nnu 6a3y gaHHbix;

oTobpaxkeHve nHdopmaumm 0 COCTOSHUU MOAYNS (MPOLEHT 3anofiHEHNUs XXypHana, nocnegHee
noAKntoYeHne, KOHTPONb BEPCUN YCTAaHOBNEHHOM COOPKK, pe3ynbTaT nocneaHen nposepku KL n
T.4.);

CVMHXPOHM3aUUs NONUTUK/y4ETHbIX 3anu1cen;

ynpasreHne 3agaHvusamm Ha:

®  OYMCTKY XypHana;

e nony4yeHue KoHurypaumu;

e MpUMEHeHMe KOHUrypaumu;

e onyyeHue otyeTa ob annapaTtHoM obecneveHuy;

e [ONyYeHue oTyeTa O KoHurypauuu;

e TecTupoBaHue PyHKUUIA;

pa3bnoKnpoBKa y4ETHbIX 3anncen;

curHanusauus o cobbituax HCI B peanbHOM BpemeHu;

3anncb B NamsTb TOKEHOB MHpopmaumm o nonb3oBaTene B bopmare, nogaepxmsaemom CO3
YB Dallas Lock.

Mpun paboTte co wnto3om 6e3onacHocTn WAF Dallas Lock goctynHbel crnegyrolime BO3MOXHOCTH:

3aBepLueHne paboTbl 1 nepesarpyska Moayns;

oTobpaxeHne MHdoOpMaLnM 0 COCTOSHUM MOAYNs (COCTOsiHWE MOAKIOYEHUs, pexum paboTbl,
nms wrno3a 6esonacHocTy, IP-agpec wnto3a 6esonacHoctn, MAC-agpec NOAKNIoYEHNS LWo3a
6esonacHocTy, AaHHble 06 annapaTHoM obecneveHun, Bepcus 0O, Bepcna 6asbl peluatowmx
npaswun, 06bem cBOHOAHOro MecTa Ha ANCKE, HOMEp NMLEH3MK, KOO TEXHUYECKON NOAAEPKKM);
cbpoc BpeMEeHHbIX BITIOKMPOBOK;

BKIIOYEHNE aBapyINHOIo pexnma;

BKIOYEeHNEe WTAaTHOIo pexunma,

OTKpbITUE BeD-nHTepdenca ynpasneHus;

ynpasreHne 3agaHnsamn Ha:

0o6HoBMeHNe Gasbl pellaloLwmx NpaBus;

nony4eHve KoHdurypaumu;

NpUMeHeHne KoHUrypaumu;

nony4eHue noros;

nonyyeHve otyeta o6 annapaTtHom obecneveHunu;

nony4yeHve ot4yeTa o KoHdurypawmu,

cbpoc K 3aBOACKMM HACTPOMKaM;

cbop >xypHanoB Moayns;

oTnpaBka curHanuaauumn o6 nHumgeHtax 6e3onacHoCTy.

Mpu pabote ¢ mogynem AreHT ELLY gocTynHbl cnefyrowime BO3MOXHOCTU:

3aBeplUeHne paboTbl M nepesarpy3ka ygarneHHoW pabo4vert CTaHUuM C  YCTaHOBIIEHHBLIM
ArenTtom ELLY;

yaaneHHoe pa3BepTbiBaHne moayns Ha APM,;

yAaneHHoe noAkntyeHmne k paboyer cTaHumm ¢ yCTaHoOBMNEHHbIM AreHTom ELLY;

yrpaerneHne 3agaHnsiMm Ha:

e onyyeHue otyeTa o6 annapaTHOM obecneveHuy;

e [ONy4YeHMe oTYeTa O MPorpaMMHOM obecneyeHuy;

e ypaneHue AreHTa ELLY;

cbop XypHanoB ¢ paboyewn cTaHUMM C ycTaHOBNEHHbIM AreHToMm ELLY;

cbop oTyeToB 006 anmapaTHOM W nporpaMmMHOM obecnevyeHun c paboyen crTaHUMK
C ycTaHoBneHHbIM AreHTom ELLY;

ayauT nogkroyeHun AreHta ELLY.

Mpu paGoTe c Kaspersky Security Center oCTynHbl criegytolime BO3MOXHOCTH:



e nonyyeHune ceefeHun o coctodHunM AHTMBMpYca Kaspersky Ha knuneHTckux APM (Bepcus,
BKITIOYEH/BbIKIIOYEH, CTaTyc OBHOBNEHMS aHTUBMPYCHbLIX 6a3);

nonydeHue xypHanos AHTusnpyca Kaspersky;

nonyyeHvne nHgopmaumm o6 nHumaeHTax (cpabaTtbiBaHNsIX aHTMBUPYCca) Ha KnneHTckux APM;
3anyck npotiecca 06HOBNEHNST aHTUBUPYCHbIX 6a3 AaHHbIX Ha KnueHTcknx APM;

BbINOSTHEHWE NPUHYAUTENBHOIO CKaHMPOBaHWs (MOMHOW NPoBeEpPKU) KnneHTcknx APM.

1.3 PekomeHpauuu no npumeHeHuro ELLY

Huxe (Tabnuua 1) npeacrtaBneHbl pekOMeHAauuMuM No MNPUMEHEHMUIO CYLLECTBYIOLMX WMHCTPYMEHTOB
LueHTpanusoBaHHoro ynpasneHusa ELLY Dallas Lock B 3aBUCMMOCTU OT KONMYECTBA KIMEHTCKMX paboumnx
CTaHUMN.

Ta6bnuua 1. PekomeHgaumm no npuMeHeHU0

XpaHeHue
Bbirpy3ska
KonuyectBO Knactep Moag4yuHeHHbIe XXypHanoB BO .
. coObITUN B
KnmeHTckux APM cepBepoB ELLY b BHewHewn Bl
SIEM-cuctemy
(PostgreSQL)
MeHee 500 =
500 — 5 000 = = + =
5000 - 10000 + = + =
10 000 — 50 000 un + + + +
bornee

"=" — onyuoHarbHo, "+" — pekomeHOyemcs PUMeHsIMb
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2.1

YCTAHOBKA U YOAJNEHUE ELLY DALLAS LOCK

TpeGoBaHusA K annapaTHOMY U NporpaMmMHOMY ob6ecne4yeHunro

ELLY npegHasHayeH ons ucnonb3oBaHus Ha TC, TakMx Kak: nepcoHanbHble KOMMNbIOTEPLI, MOPTAaTUBHbLIE
KoMMbloTepbl (HOYTOYKKM, NnaHweTkl), cepBepbl 1 TC ¢ NoaaepKKOM BUPTyanbHbIX cpef (N0 TexHomnorum
VMware n np.) u TexHornorun Live USB, paboTtaiowmx Ha 64-OMTHOM apXUTEKType NpoLecCOopoB Mnog
ynpaBrieHneM onepaumoHHbIX cuctem cemenctea Windows (x64):

Windows 8.1 (Core, Pro, Enterprise);

Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);

Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);

Windows 10 (Enterprise, Education, Pro, Home);

Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage
Server, Hyper-V Server);

Windows Server 2019 (Essentials, Standard, Datacenter);

Windows 11 (Enterprise, Education, Pro, Home);

Windows Server 2022 (Standard, Datacenter, Datacenter: Azure Edition);

n cemenctea GNU Linux! (x64):

Debian 10.x;

Debian 11.x;

CentOS 7.x;

Red Hat Enterprise Linux Server 7.x;
Ubuntu 18.04 LTS;

Ubuntu 20.04 LTS;

Astra Linux Common Edition (Open) 2.12;
Astra Linux Special Edition (CmoneHck) 1.6;
Astra Linux Special Edition (CmoneHck) 1.7;
AnbT CepBep 9;

AnbT Cepsep 10;

AnbT Cepsep 10.1;

AnbT Pabovasa CtaHumsa 9.x;

AnbTt Pabovasa CtaHumsa 10.0;

AnbTt Paboyasa CtaHuma K 10.0;

AnbTt Paboyaa CtaHuma 10.1;

AnbTt Pabovasa CtaHuma K 10.1;

AnbT CI Paboyasa CtaHumsa 10;

AnbT CIM Cepsep 10;

PELO OC 7.3 Mypowm;

ROSA FRESH DESKTOP 12;

ROSA Enterprise Linux Desktop (RELD) 7.3;
ROSA Enterprise Linux Server (RELS) 7.3.

Ha OC gomkHbl ObITb yCTAHOBMEHbI BCE akTyarnbHble 0OHOBNEHUs. B NpoTMBHOM criyyae MoXeT NosABUTLCA
owmrbka ¢ NnpocbOoN yCTaHOBUTL OOHOBMNEHMS 1 NOBTOPUTbL YCTaHOBKY ELLY.

TpebyeMbin 06beM cBOGOOHOrO AUCKOBOrO NPOCTpaHCcTBa AniA yctaHoBku ELLY: 1 T6.
Onst OC cemelicTBa Linux Heobxoaumo Hanuume cBoOOQHOrO MecTa B pasaerne /opt.

1

BHumaHue! Cama nporpaMmmMma 3aHMMaeT AOOoCTaTo4HO Majio Mecta Ha [Aucke,
HO Heobxoaumo 3apaHee OONOJIHUTEeNbHO  3ape3epBUpoBaTb MecCTO Ha  Oucke
On4a opraHn3aunn XxpaHeHns XypHarnos.

Ona nactannsauum n padotsl ¢ ELLY nog OC cemenctea Linux TpebyeTcs rpadmyeckasa obonouyka.



MpumeyaHue. [Ina XxpaHeHUa >KypHanoB BO BHellHen 6a3e [aHHbIX Heobxoanmo
ucnone3oBaTtb PostgreSQL Bepcun 13 nnu Beiwe.

ELY Dallas Lock no3sonser B KayecTBe cpeAcTBa OMNO3HaBaHWSA MNonb3oBaTenen WCnonb3oBaTb
crnegyowmne annapaTHble naeHTudmkaTopsl:

e  3neKTPoHHbIe knoym Touch Memory (iButton)2:

e DS-1992;
e DS-1993;
e DS-1995;
e DS-1996.
e USB-kntoun Aladdin eTokens;
e Pro/Java,
e T72K;

e cmapT-kapTbl Aladdin eToken Pro/SC;
o  USB-kntoun Guardant ID 2.0;
e  USB-kntoum u cmapt-kapTbl PyTokeH (Rutoken):
e PytokeH (Rutoken);
o PytokeH (Lite);
e Pytoken OUT;
e PytokeH 3L 2.0;
e PytokeH 3UIM 3.0;
e Pytoken OUI PKI;
e PytokeH S*
e  USB-kntoun n cmapTt-kapThl JaCarta:
JaCarta SF/TOCT;
JaCarta N'OCT;
JaCarta PKiI,
JaCarta PKI/Flash;
JaCarta LT,
JaCarta PRO;
JaCarta-2 PKI/TOCT;
JaCarta-2 I'OCT;
e  USB-kntoum u cmapt-kaptel ESMART:
e ESMART Token;
e ESMART Token F'OCT;
e ESMART 64K.

Mpu HacTpoiike annapaTHOro uaeHTUdMKaTopa pPeKoMeHAyeTcsl ycTaHaBnuMBaTb  ApanBepsbl,
nocTaBnsieMble B KOMMNIIEKTE C MOEHTU(UKATOPOM, UK CKayaTb UX C cailTa NPOM3BOAUTENS.

Mpumeyanme. [nsg paboTbl aneKkTpoHHbIX knoder Touch Memory (iButton) Ha APMax
¢ OC Windows Heobxogumbl gpamBepbl «Prolific USB-to-Serial Common Port» (gaHHble
apaviBepsbl yxke MoryT 6biTk B coctaBe OC, nnm nx MOXXHO ckayaTb C carTa NPOU3BOAUTENNS
Apansepos Prolific).

2 [Onsa OC Linux anekTpoHHbIA kntod Touch Memory (iButton) nogaepxvBaeTca TONbKO ANs YTEHUS,
TO €CTb MOXHO TOSIbKO HasHayMTb Monb3oBaTento. 3anucb yY4eTHbIX AAHHbLIX MOMb30BaTenNsl Ha TaKow
naoeHTnUrKaTop He NPOU3BOANTCA.

8 Ona USB-kntoya eToken 32K6 obGecneudnBaeTcsi TONMbKO BO3MOXHOCTb YCWUMEHUS MexaHu3ma
ayTeHTMdMKauun. 3anucb y4eTHbIX JaHHbIX NOMb30BaTenNs Ha Takow MAEHTUMUKATOP He NPOM3BOAUTCS B
Cuny orpaHM4eHHoro obbemMa JOCTYMNHON NaMaTK annapaTHOro naeHTudmrkaropa.

40ns OC Linux HegocTynHo hopmaTpoBaHue Krto4a.



MpumeyaHue. [ns paboTbl aneKkTpoHHbIX kntoder Touch Memory (iButton) Ha APMax
¢ OC Linux (kpome ALT Linux), HeobxoouMmMo paspewwnTb OObIMHOMY MONb30BATENO
pabotatb ¢ COM-noptamu. [ns 3TOro [oOCTatodHO MNOMECTUTb MOMb30BaTens
B rpynny dialout, ¢ nomowbio komaHgbl sudo usermod -a -G dialout $USER, 3aTem
nepesarpy3ntbs APM.

MpumeyaHue. [na koppekTHOM paboTbl annapaTHbiX uaeHTMdukaTtopoB eToken
HeobxogMMo ucnonb3oBaThb gpanBepbl SafeNet. Bepcusa gpaneepa SafeNet onst pabothl ¢
annapatHbIMK ungeHTudmkaTtopamm eToken B OMepauMoOHHbIX CUCTEMAax CeMencTBa
Windows gomkHa ObiTb He Bbiwe 10.0.43. [nsa onepauunoHHbIX cuctem cemenctea GNU
Linux cnegyeT ucnonb3oBaTtb Bepcuto gpanBepa SafeNet — 10.0.37.

SafeNet Ha onepauuoHHbIX cucTemax Linux HeobGxoaAMMO AOMONMHUTENBHO YCTaHOBUTL
nakethl libssl-dev (deb based linux) unu libssl-devel (rpm based linux).

MpumeuvaHue. B cBsA3M C ocobeHHocTblo ycTponcTBa JaCarta-2 FOCT, onepauus
dopmaTmpoBaHna annapaTHbiX MOEHTUMUKATOPOB AAHHOrO TWMa AOMKHA BbIMOJHATLCS
Tonbko ¢ ucnonb3oBaHnem MO «EamHbin KnuedTt JaCarta».

‘ | MpumeyaHue. MNpu ncnonb3oBaHMM annapaTHoro naeHtTudgukaTopa eToken COBMECTHO C

2.2 YcrtaHoBka ELY Dallas Lock

Ons ogHon Cnyx6bl ELJY MoxHO ycTtaHoBUTbL Heckonbko KoHconen ELLY Ha gpyrue APM ceTtn. Takum
obpasoM, MOxHO ByaeT ynpasnatb JomeHom 6esonacHocTn ELLY ¢ pasHbix yCTPONCTB.

BHumaHue! B DNS-cepsepe gomkHa 6bITb TONbKO ogHa 3anvcb 06 APM, Ha koTopom 6yaeT
pa3BepHyT cepsep ELLY.

BHumanue! [1ns naeHtudukauum cepsepa ELLY B ceTn no ymonyaHuio ncnonb3yeTcs nma

MK, Ha KOTOpbI OH ObIN YCTAaHOBMEH:

1. W3ameHeHme umenu MK nocne yctaHoBkM Ha Hero cnyx6bl ELLY He gonyckaeTcs.

2. [ns xoppekTHoro nogknoyeHus k cepepy ELLY mogynen, yctaHoBneHHbIx Ha K ¢ OC
Windows n OC Linux, cnyxby ELY pekomeHngyetca yctaHaenuBaTtb Ha [1K, ums
koTtoporo cootBeTtcTByeT kogumpoBke ASCIl. B npotnBHom cnydae noTpebyetca
BHECEHME M3MEHEHUN Ha cTopoHe wucnonb3yemoro DNS-cepBepa. Hanpumep, ecnu
B KOprnopaTtMBHOW ceTu ucnonb3yetca DNS-cepep Microsoft, To Ana koppekTHoro
paspeLLeHnsi UMeH co cTopoHbl Mogyrnen Ha MK ¢ OC Linux, Heobxogumo fobaBuTe A-
3anuck ¢ umeHeM cepsepa ELLY, 3akognpoBaHHbIM B MbloHUKOAE (punycode).

MpumeuaHue. lNepeq yctanoskon ELLY TpebyeTtca npoBepuTh, YTO MPOUCXOAUT NOSyYeHMe
IP-agpeca komnbioTepa no ceteBoMy umeHn padHoro [MK. [Ons atoro Heobxognmo
BbINOMHUTE CreaylLme 4encTBus:

1. MNony4nTb ceTeBOE MMSA CepBepa, AN1A 3TOro 3anyCcTUTb TEPMUHAM U BbINONHUTL KOMaHAY
«hostnamen.

2. lMpoBepuTb AOCTYMHOCTbL NO CETEBOMY MMEHMU, BbINOMHUB KOMaHAY «ping <cemegoe UmMsi
TK>».

3. BeinonHute KomaHAay «traceroute <IP-adpec l1K>» (ana OC cemenctsa Linux) vnu
«tracert <IP-adpec lNK>» (gna OC cemenctsa Windows) n npoBepuTb, YTO NOMy4YEHHOE
UM coBnagaeT C BbIBOAOM KOMaHAbl «hostname» Ha ware 1.

B cnyyae HecoBnageHuss UMeH cnegyeT OTKOPPEKTUpOBaTb MepeMeHHyto hostname,

Ansi 3TOro:

1. Onsa Linux: BbInonHUTbL koMaHay «hostnamectl set-hostname <cemeesoe umsi [K>».

2. Ona Windows: nepenMMeHoBaTb MMA KOMMNbKOTEPA C NOMOLLBIO NaHenn ynpaBsrieHUA.



MpumeuyaHue. Cnocob xpaHeHMs XypHanoB AonyckaeTcs BbibpaTb kak B npolecce
ycTaHoBku ELLY Dallas Lock, Tak n nocne ero ycTaHOBKW.

B ELY Dallas Lock peanusoBaHbl crnefyioLine BapuaHTbl CMeEHbl MeCTa XpaHeHus
XKYpHarnos:

1. C BHyTpeHHeln cuUCTEMbl XpaHEeHUs Ha BHeELUHUW/nokanbHbIN PostgreSQL-cepsep
(BocTynHO TONMLKO ANs 0AMHOYHOro cepeepa ELLY);

2. C xpaHeHus Ha BHellHeM/nokanbHoM PostgreSQL-cepBepe Ha BHyTpeHHI010
CUCTEMY XpaHeHUs (QOCTYMHO TOMNbKO Ans OAMHOYHOro cepeepa ELLY);

3. Menartb B[l B pamkax ogHoro PostgreSQL-cepBepa;
4. MeHaTb oauH PostgreSQL-cepBep Ha Apyrowu;
5. BosBpawaTtbcs Ha ncnonb3yemble paHee B[] (Ha BHelwHem/nokansHoMm PostgreSQL-
cepBepe).
MoppobHee o HacTpoike cnocoba xpaHeHMs XXypHanoB onucaHo B pasgene «[lapametpbl
XPaHEeHWs XXYpHanoB»

MpumeuaHue. [Ins noaknovyeHUs BHELLHEro cepBepa C 6asol gaHHbIXx PostgreSQL,
Ha CTOPOHE BHELIHEro cepBepa [AOMKHO ObiTb HACTPOEHO paspellarwee npasumo
dunbTpaummn Ha BxogsiLiee coeamHeHne. Heobxoammo oTkpbiTe TCP-nopT (Mo ymonyaHuto
5432).

2.2.1Nopsapok yctaHoBku ELLY Dallas Lock B OC cemenctea Windows

BHumaHume! YctaHaBnmeaTb ELLY Dallas Lock moxeT Tonbko nonb3oBaTens, obnagatmowmm
npaBsamMmyM agMuvHUCTpaTopa Ha [AaHHOM KOMMbkTEpe. ITO MOXeT ObiTb NOKarnbHbIN
UM JOMEHHbIN NOMb30BaTENb.

J'IOKaanyro YCTaHOBKY HeobXoOQMMO BbIMNONHATL TONMBKO U3-Mog  ceccun Tekyuiero

aBTOPMU3OBAHHOIO noib3oBaTens. Sanycx YCTAQHOBKM OT MMEHW [OpYyroro norfib3oBatend
(Run as) He ponyckaeTcs.



MpumeuvaHue. B npouecce ycraHoBkm ELYY Dallas Lock ©ygetr npoussegeHa
aBToOMaTnyeckas HacTpomnka 6paHamayapa Windows (Windows Firewall).

Ona cepBepHbix Bepcun Windows npu BkntovyeHHom Windows Firewall Tpebyetcs
AONONHWTENbHaA HacTporka npasun Ang obecneyeHus KOPPEKTHOro B3avMOAENCTBUSA
cnyx6bl n koHconu ELLY. [1ns BbINONHEHMS HACTPOWMKM HEOBXOAMMO:

1. 3anyctutb obonouky Windows PowerShell ¢ noBbilwaowmmMmy NpuBUNErnsiMm OT Y4ETHOM
3anucu agMmuHucTtpatopa OC.

2. BbinonHutb cnegyrouwmne KoMmaHgbl B KOHCOJ1A:

e «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL]Y - exodsiwyue TCP" -
Direction Inbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
TCP -Action Allowy;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL|Y - exodsuue UDP"
-Direction Inbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
UDP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL]Y - ucxodsauue TCP"
-Direction Outbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
TCP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepeep EL]Y - ucxodsuwue UDP"
-Direction Outbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
UDP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb EL]Y - exodsuwue TCP"
-Direction Inbound -Program "C:\Program Files\UCC\UcConsole.exe" -Protocol TCP
-Action Allow»;

e «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb EL]Y - exodswue UDP"
-Direction Inbound -Program "C:\Program Files\UCC\UcConsole.exe" -Protocol UDP
-Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb EL]Y - ucxodsuwjue
TCP" -Direction Outbound -Program "C:\Program Files\UCC\UcConsole.exe" -
Protocol TCP -Action Allowy;

o «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb EL|Y - ucxodsuwue
UDP" -Direction Outbound -Program "C:\Program Files\UCC\UcConsole.exe" -
Protocol UDP -Action Allow».

Mpumeuanue. Ecnn B npouecce yctaHoskn ELLY Dallas Lock nnaHupyeTtcs ncnonb3oBatb
nvueHsuto, 3anucaHHyto Ha AW Rutoken Lite, To HeoGxogumo nepen yCcTaHOBKOW 3apaHee
YyCTaHOBUTb ApanBepbl NPON3BOANTENS.

Ons yctaHoekn ELLY Dallas Lock B OC cemelictea Windows Heobxoanmo:

1. 3anyctuTb YCTaHOBOYHbLIN (paln «ucclnst.exe», KOTOPbIA HaxoauUTCs B KOPHEBOW AMPEKTOPUMU
ancTpnbyTtuea (unu BeldbpaTb AaHHOE OENACTBUE B MEHIO OKHa autorun).
Ecnn ELY Dallas Lock yctaHaBnuBaetcs Ha [1K, He oOcCHalleHHbIn NPUBOLOM KOMMaKT-AUCKOB,
a gucTpmbyTurB nocTaBnseTcs MMeHHO Ha CD-aucke, TO MOXHO CKOMMPOBATb C AMCKa HEOOXOAUMBIN
yCTaHOBOYHbIV (hanin Ha gaHHbI MK nobbim yaobHeiM cnocobom: Yepes JIBC, USB-Flash Hakonutenb
v ap.
Mocne 3anycka NporpamMmmbl YCTAaHOBKM HEOOXOAMMO BbIMONHATL AENCTBMSA NO NoAckaskam NporpaMmei.
BbinonHeHWe criegyroLLero wara yCTaHOBKM BbIMOMHAETCA C NOMOLLBIO KHOMkU «[anee». Ha kaxgom
lare yCTaHOBKM NpefocTaBnAeTCd BO3MOXHOCTb OTMEHbl YCTAHOBKU C BO3BPATOM MPOU3BEOEHHbIX
n3mMeHeHnn. [ng aToro crnyxumt kHonka «OTMeHa».

MpumeyaHune. Ecnn paHee Obina yctaHoBneHa otgenbHas KoHconb ELLY, To ee Hapgo
yaanutb (cM. «Nopsagok yaoanenus ELLY Dallas Lock B OC cemenictBa Windowsy) u nocTaBuTb
3aHOBO BMECTE C YCTaHOBKOW cry6bl ELLY.




MpumeyaHue. Bo3moxHo nogkntodeHne mexay KoHconbto ELLY n Cnyx6orn ELLY pasHbix
BEpPCUA.

2. lNocne 3anycka NpuMnoXxeHWs Ha akpaHe ByaeT BbIBEAEHO OKHO AN NOATBEPXKAEHWSA onepaumu.
Mocne noateepxaeHus 3anycTutca mactep yctaHoBku ELLY Dallas Lock (puc. 1).

EJ MacTep ycranoekm - ELLY Dallas Lock, sepena 2,.0.211.1 o7 27.10.2023 x

YcraHoeka EavHoro LienTpa Ynpasnenuna Dallas Lock

Hobpo noxanoeats!

[ns Hauana ycraHoekn EamHoro Llewtpa ¥Ynpaenenua Dallas Lock
gepcum 2.0.211.1 HaxmuTe «danees,

ELLY DALLAS LOCK

OTMEHH

Puc. 1. OkHo Havana yctaHoBku ELLY Dallas Lock

[na npogonmkeHnst ycTaHOBKN HaxaTb KHONKY «[aneex.

3. BbibpaTb KOMMOHEHTBI, KOTOPbIE BYAYT yCTaHOBMEHbI (pUC. 2).

E’ MacTep ycranosku - ELLY Dallas Lock, sepena 2.0.211.1 ot 27.10.2023 X

BeiGop KOMMNOHEHTOB

BblﬁepMTE KOMMOHEHTBI, KOTOPEIE Ebl XOTUTE YCTaHOBWUTE

Cnyxc6a ELLY Dallas Lock

KomnoneHT ana ynpaeneHua mogynamn C3A HC,

< Hasaa Ommena

Puc. 2. Beibop komnoHeHTOB Anis yctaHoBku ELLY Dallas Lock




MpumeyaHue. Cnyxba ELLY ucnonbsyet nogkniodeHme TCP/IP no nopty 17900. YcTtaHoBka
HecKkonbkux ak3emnnapoB Cnyx6el ELLY Ha ogHom K He gonyckaeTcs.

4, Ha cnegyloLwem Lare yCTaHOBKM HEOOXOAMMO NpeabsBUTb annapaTtHbIi Koy, BXOASLLMA B KOMIMIEKT
NocTaBKW, A1 TPUMEHEHUs NLEH3NW Ha ycTaHaBnnBaemeblin cepeep (puc. 3).

D Macrep ycranoskn - ELLY Dallas Lock

NuueHsnpoBaHue @

MpeasAENTE ANMNaRaTHEIA KAKY

MoakntoueHHele TokeHe! Dallas Lock - UCC license hd
Mapametpel nnuenzim APM 999999 T
CeTeBbie ycTpoRCTEa 999999 wr
JouepHie gomeHbl 999999 wir

< Hazag Nanee > OTmeHa

Puc. 3. NpeabsasneHne annapaTHOrO Knoya

5. BbibpaTb TN co3gaBaemMoro JoOMeHa B 3aBMCMMOCTM OT uenu yctaHosku ELLY Dallas Lock (puc. 4).
OnuncaHne ycTaHOBKU nogvvMHeHHOro [JomeHa 6e3onacHOCTM 1 cepBepa pennukaumMm CM. B pasgenax
«BBoa [16 B nogYMHeHNe B NpoLecce YycTaHoBkM» U «[apameTpbl knactepa [16» COOTBETCTBEHHO.

U Mactep ycranoekn - ELLY Dallas Lock, sepena 2.0.211.1 o7 27.10.2023 X

Boibop Tvna gomeHa @

Bblﬁ&pHTE‘ TN CO34aBaemMoro AomMeHa

® JomeH BezonacHocTn

CozaaHie HoBOro JloMeH BezonacHocTH
OpugC)
o) O MogunHérnbIA Jomen BezonacHocTK
® ® Co3aaHne Hoeoro [lomeHa Ge30NacHOCTH, BITKOYEHHOID B COCTaB
L
CyLecTBYOLWEero JoMeHa be3onacHocT
0! O CepBep penavKauum
0‘.‘0 [JobaeneHwne yzna B KnacTep cepeepoe ELLY

< Hasag fanee > OTtmena

Puc. 4. Belbop Tuna cozgaBaemMoro AomMeHa




EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

6. 3apgatb napametpsbl OB (puc. 5):
e B rnone «HassaHve [1b» ykasatb umsa b;

L] B nons «Kntou noctyna» u ((rlO,D,TBepJJMTe KIKOY 4OCTyna» BBECTU KIOY A0CTyna.

ﬂ MacTtep ycranoeku - ELLY Dallas Lock

Mapametpbl JomeHa BesonacHocTi

YkaxuTe napametpel JomeHa bezonacHocTu

Hazeanwe [Jb: |,£|,0MEH BesonacHoCTH |

Knrou gocryna: |u. | MoaTEEpAMTE KAKOY JOCTyNE: | ses

e TR

OTmeHa

Puc. 5. Hactpovika napameTpos b

MpumeyaHue. Knou goctyna k [1b npegHasHaveH gns BBoAa HOBbIX 06bekToB B [1B 1 npu

noakntoveHun koHconu ynpaenenus (KY) k cepsepy ELLY.

7. 3apatb napameTpbl y4eTHOM 3anvcy agmuHncTpaTopa Ab (puc. 6).

a MacTtep ycranoskn - ELLY Dallas Lock

Y4éTHble AaHHble aAMWHUCTpaTOpa

BeeauTe YJYETHLIE AaHHLIE aAMUHUCTpaTopa JomeHa BezonacHocTu

Vs |admin |

I'Iaponb: |...... | no,qTBEp,ﬂ,HTEI'IEpOHb: [ITTT 1]

| <mean | OESEE

OtmeHa

Pwuc. 6. HacTtponka napameTpoB y4eTHOM 3anucu agmunHuctpatopa b
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8. OnumoHanbHO nocTaBuTb dnar U 3anonHUTb Nons And ucnonb3oBaHua 6asbl gaHHbIX PostgreSQL
(puc. 7). Ecnn ncnone3syeTcs BHeLWHUN cepBep ¢ 6a3on aaHHbIX PostgreSQL (pekomeHayeTcs), Ha ero
CTOpPOHE J0/MKHO ObiTh HACTPOEHO paspeluatollee npasuno guneTpauumn Ha Bxogsilee coeauMHEHue.
Heobxoaumo oTkpbiTe TCP-nopt 5432.

O Mactep ycranoskn - ELLY Dallas Lock, sepouna 2,0.211.1 ot 27,10.2023 *

XpaHeHWe KypHanos O
Mo YMOAYaHHMKD MCNONL3YETCA BCTROEHHAA CUCTEMA XPDaHeHMA

Wcnonezoeate Bazy ganHen PostgreSQL
Cepeep Basbl A3HHBIX
Mopt 5432
Basa gaHHBX
Mone3osatens

Mapone

< Hasag fanee > Otmena

Puc. 7 Hactpovika 6a3bl gaHHbIX PostgreSQL

BHumaHue! [Monb3oBaTtenb, KOTOPbIA YKa3biBaeTCsl MNpy MOAKMIOYEHUM 6asbl AaHHbIX
PostgreSQL, gomkeH obnagaTtb NonHbIMU nNpaBamu Ha ucnonedyemyto B[. Coenatb 3T0
MOXHO crnefytoLlein KoMaHaou:

o «GRANTALL PRIVILEGES ON DATABASE <database_name> TO <user_name>».

Mpumeyanmne. Ecnm npu nonbiTke yctaHoBuTb ELLY Dallas Lock ¢ BbibpaHHOW onumen
«Wcnonb3oBaTh 6a3y gaHHbIx PostgreSQL» nosiBnaiTca Heuntaemble owmnbkm, 1o B OC
C NMOMOLLIbIO NAHENW yrpaBneHusl cnegyeT YCTaHOBUTL PYCCKUIA A3bIK AN napaMeTpa «A3sbIK
nporpamMmm, HernoaaepxunsaemMbix FOHMKOA» .

9. lMpoBepuTb NapameTpbl YCTAHOBKM U HaXaTb KHOMKY «YCTaHOBUTLY (puc. 8).



U Mactep ycranoskn - ELLY Dallas Lock ¥

MapaMeTpbl YCTAHOBKW

Moxanyiicta, npoeepkTe BelBpaHHLIe NapaMeTPs! YCTAHOBKHM.

HasmuTe =¥cTaHoBMTE:, YyToB6I NpoAcIHTE, KOK «Hazags, eCAM XOTUTE MZMEHWTE napamMeTpel YCTaHOBKW,

KomnonenT: CnyxBa ELLY Dallas Lock
Onepauwa: ycTaHoeka

Tun: Jomen besonachocti

Homep nopra: 17900

Wma AB: "Jomen GezonacHocTi”
AamuHuetpatop Ab: admin

Myt yeranoskm: CAProgram Files\UCC

KomnonenT: Koncoene ELLY Dallas Lock
Onepaums: ycTaHoBKa
Myt yeranoskm: CA\Program Files\UCC

< Hazan YeTaHoBKTR OTtmeHa

Pwuc. 8. MNposepka napameTpoB yCTaHOBKN

10.Janee Bo3moOXHO HabnogaTth 3a npoueccom yctaHoBku (puc. 9). Ecnum npouecc npowen 6e3 ownbok,
HeobxoaMMO HaxaTb KHoMKy «[daneey», 4Tobbl NepenTn K OKHY 3aBepLUeHns NpoLuecca YCTaHOBKM.

EJ MacTep ycranoekm - ELLY Dallas Lock, eepowa 2.0.211.1 o1 27.10.2023 X

YcraHoBKa

e ———e—— ey

Konupoeanue: C\Program Files\UCC\bin\translations\gt_hu.gm
Konupoeanue: C:\Program Files\UCC\bin'\translations\qt_it.qm
Konnposanne: C:\Program Files\UCC\bin‘translations\qt_ja.qm
Konnposanne: C:\Program Files\UCC\bin‘translations\qt_ko.gm
Konnposanne: C\Pragram Files\UCC\bin‘translations\qt_lv.gm
Konnposanne: C\Pregram Files\UCC\bin‘translations\gt_pl.gm
Konupoeanue: C\Program Files\UCC\bin\translations\gt_ru.qm
Konupoeanme: C\Program Files\UCC\bin\translations\gt_sk.qm
Konwposanne: C:\Pregram Files\UCC\bin‘translations\qt_uk.gm
Konnposanne: C\Program Files\UCC\bin‘translations\qt_zh_TW.gqm
HacTpoiika napameTpos

¥cranoeka Microsoft Visual C++ Redistributable

v

< Hasag [anee >

Puc. 9. NMpouecc yctaHosku ELLY Dallas Lock

11.Haxatb kHomky «3aBepwmnTby» (puc. 10).



EJ Mactep ycranoskn - ELLY Dallas Lock ¥
3aBeplUeHWe ycTaHOBKW EAnHoro LieHTpa ¥YnpasaeHua

Dallas Lock

HaxkmuTe «33BepLlunTes 4NA BEIXOAE M3 MACTEpa yCTaHOBKK
Eanroro Lentpa ¥npaenenwa Dallas Lock,

ELLY DALLAS LOCK

3aBepwKTs

Puc. 10. 3aBepLueHre npouecca yCTaHOBKN

Mocne 3aBepLueHnsa npouecca yctaHoBku ELLY Dallas Lock Ha paboyem cTone un B MeHto «lyck» nosButcs
apnbik KoHconu ELLY Dallas Lock (Puc. 11).

KoHcone ELLY

Puc. 11. Apnbik koHconu ELLY Dallas Lock

2.2.2MNopspok yctaHoBku ELLY Dallas Lock B OC cemencTtBa Linux

MpumeyaHue. Ecnu paHee Gbina ycrtaHoBneHa otaenbHas KoHconb ELLY, To ee HyxHO
yaanutb (cM. «[Nopanok yaanenusa ELLY Dallas Lock B OC cemencTtBa Linux») 1 NoCTaBUTb
3aHOBO BMECTE C YCTAHOBKOM cry0bl ELLY.

ucnono3yetca C3M HCI Dallas Lock Linux, ToO B HacTpoWkax MEXCETEBOro 3KpaHa
Heobxoammo oTkpbiTe TCP-nopT 17900.

Mpumevanue. Ecnn B npouecce yctaHoBku ELLY Dallas Lock nnaHupyeTca ucnons3oBaTb
nuueHsuto, 3anucaHHyto Ha AU Rutoken Lite, To HeoOxogumo nepepn ycTaHOBKOW 3apaHee
yCTaHOBMWTb ApanBepbl NnponssoanTens®. [na aToro:

1. CkayaTb 1 yCTaHOBWTb ApanBepbl C caiTa Npou3BoguTens.

2. YcTaHoBUTb COOTBETCTBYKOLWME Gubnuotekn PKCS#11 (6e3 aToro AencTBus mactep
YCTaHOBKMN HE CMOXET cYMTaTh NuueH3unio ¢ AW).

@J Mpumeuanue. Ecniv ELlY Dallas Lock yctaHaBnuBaetcs Ha TC, Ha KOTOpOM Takke

5 ins pabotbl ELLY Dallas Lock Ha Astra Special Edition (CmoneHck) 1.6 1 Astra Special Edition
(CmoneHck) 1.7 B pexxume 3INC HeobxoamMmMo Mcnonb3oBaTh ApanBepbl npoussoautens sepcum 2.4.0.0.



BHumanume! lMNMpu ycraHoske ELLY Dallas Lock Ha APM ¢ OC «Astra SE» gna pasgenos,
kotopble ELLY Dallas Lock ucnonb3yet ans oyHKLUMOHNPOBAHUSA, HEOBXOAMMO OTKMOYNUTL
Takme onuMu MOHTMPOBAaHMA Kak: noexec, nodev, nosuid. B npoTuBHOM criyyae ycTaHoBKa
ELLY Dallas Lock 6ygeT 3aBepLluatbcs ¢ OLUMOKOMN.

Ona yctaHoBku ELLY Dallas Lock B OC cemeiictBa Linux Heobxoanmo:

1. CkonupoBaTb B [AOMallHWA KaTanor MoNb30oBaTens YCTAHOBOYHbIA dpann «ucclnsty, KoTopbIn
Haxo4MTCsA B KOPHEBOW AMpeKTopun aANCTpnbyTunaa.

Ecnn ELY Dallas Lock yctaHaBnuBaetca Ha [1K, He ocHalwleHHbIi NPUBOAOM KOMMNAKT-AUCKOB,
a gucTpmbyTurB nocrtaBnseTca MMeHHo Ha CD-aucke, TO MOXHO CKONMMPOBATb C AMCKa HEOOXOAMMbIN
YCTaHOBOYHbI dhann Ha aaHHbIN MK nobbiM yaobHbiM cnocoboM: yepes JIBC, USB-Flash Hakonutenb
n ap.
2. lMpoBeputb, aBndeTca nu ann «ucclnsty NCNONHAEMbIM:
e nnbBo Cc NOMOLLBLIO KOMaHAbI Is —I.
Mpumep:
Is -l <enter>
rw-rw---- oTobpaxarTcs nocnegopartensHo 6e3 npobenos cnaru Bnagensua, donarv rpynnel, dnaru

BCEX OCTasnbHbIX Nonb3oBartenen. B gaHHOM npunmepe cbaﬂn HE ABNAETCA WUCNOJIHAEMbIM HU ONA
Bnagenbua, H1 angd rpynnbl, HA Ana BCeX OCTalbHbIX nonb3oBaTesnien.

e JInBo, MOXHO OTKpbITb CBOWCTBA (hanna, nepentn Ha Bknagky «lpasa» n ybegutbcs, 4To B none
«BbinonHeHne» noctaeneH dnar (puc. 12).

Ecnu chann He aBnseTca mcnonHaemblM, HeOBXOAMMO MnocTaBwuTb hnar B none «BbinonHeHuex.
Wnun ucnonb3oBatb KomaHay chmod a+x <nyme K ¢ghadny>.run.

Ceo#McTBa ucclnst *

Mpasa
Bnapeneu: TekylWKWHA noNb3oBaTeNb
JocTym: YTeHHEe U 3aN1cb b
Ipynna: ubuntu hd
JocTym: YTeHHEe U 3aN1cb b
OcTaneHbIE
DocTyn: YTeHHe 1 3aNMch -
BeinonHeHwWe: 1 Pa3peLlmnTb BeINo/IHeHWe haiifia Kak NnporpamMmbi :
KoHTeKkcT 6e30MacHOCTH: HEM3BECTHO

Puc. 12. [loGaBneHne npae Ha BbiNofnHeHne daina nporpamMmmel

3. BanycTtutb chann guctpmbyTtmea.

4. TMocne 3anycka NPUNOXeHUA Ha 3kpaHe OyaeT BbiBEAEHO OKHO, B KOTOPOM HeoOXoAMMO YykasaTb
naponb nonb3oBaTens (puc. 13).



TpebyeTca aBToOpM3aUMA x

BeeauTe napons ANA g

| |
Xoue |

Puc. 13. 3anyck nporpaMmbl YCTaHOBKM

Mocne HaxaTtusa kHonkn «OK» 3anyctutca mactep yctaHoBku ELLY Dallas Lock (puc. 14).

MacTep ycTaHoBKHM - ELLY Dallas Lock, Bepcua 2.0.211.1 oT 27.10.2023

Ycranoeka EguHoro LienTpa ¥YnpaBnenua Dallas Lock

Aobpo noxanoeartb!

[nAa nHauana ycranoekw EgnHoro Uentpa ¥npaenenua Dallas Lock
gepcud 2.0.211.1 HaxmwTe «lanees.

ELLY DALLAS LOCK

Hanee > OTMeHa

Puc. 14. OkHo Havana yctaHoBku ELLY Dallas Lock

5. BblbpaTb KOMMOHEHTbI, KOTOpblE ByAYT ycTaHoBneHsbl (Puc. 15).



MacTep ycTaHoBkHM - ELLY Dallas Lock, Bepcua 2.0.211.1 oT 27.10.2023

Bbibop kKoMnoHeHTOB

BI::I'E'IEPI»-'ITE' KOMMNOHEHTHI, KOTOpPEIE Bbl XOTWTE YCTAHOBHUTE

Cnyxba ELLY Dallas Lock

KOMNOHEHT 4nA ynpasneHua Mogyname T3 HC,

D ABTOMATHUYECKAR YCTAHOBHA HEQOCTAMI LMY NAKETOE

B Cnyyae BOIHWMKHOBEHWA HEYADBNETEODEHHLIX 3AEMCUMOCTEN, MACTER YCTAHOBKK NONBITASTLA YCTAHOBWUTE
HELOCTAHDWMWE NAKETEl AETOMATHAYECKK

- ﬂaja'ﬂ' m Ormena

Puc. 15. Bbibop komnoHeHToB ans yctaHoBku ELLY Dallas Lock

MpumeuaHue. Cnyxba ELLY ucnoneayet nogkntodeHne TCP/IP no nopty 17900. YcTaHoBKa
HecKonbKux ak3emnnspoB Cnyx6el ELLY Ha ogHom TMK He gonyckaeTcs.

Hanee nopsgok ycraHoBku ELY Dallas Lock aHanornyeH nopsigky yctaHoBKu gaHHoun nporpammbl B OC
cemenctea Windows (cm. «Mopsagok yctaHoBku ELLY Dallas Lock B OC cemericta Windows»).

@J MpumeyaHmne. BoamoxHo nogkntoveHne mexay KoHconbto ELLY n Cnyx6oin ELLY pasHbix
BEPCUN.

B npouecce ycrtaHoBku ELLY Dallas Lock BbINOMHATBCA NpoBepka HanMMyuus HEOOXOAMMbIX CTOPOHHUX
naketoB. [Npu OTCYTCTBUM NAKETOB, B XXypHarne macrtepa YCTAHOBKM MOSIBNSIETCA 3anUCb C yKa3aHUEM
oTCcyTCTBYOWMX NakeToB (Puc. 16).



MacTep ycTaHoBKHM - ELLY Dallas Lock, sepcua 2.0.211.1 oT 27.10.2023

YcraHoBKa @

m 1%

Mposepka Hanuuua BubanoTtex

Mposepka: libsasl2-modules-gssapi-mit,pescd libglib2.0-0 libsmbclient,dbus-x11
Owmbra: OrcycTeyor BnbnnoTteky, HeobxogMmele gnA ycTasoskun: poscd
Mol nor: femp/uccinst.txt

N Ha?a'a r':la«'ee N m

Puc. 16. Owmnbka npu yctaHOBKe

Heobxoaumo NOBTOPHO 3anycTUTb MacTep YCTAHOBKW, B AMAINIOTOBOM OKHe BblOOpa KOMMOHEHTOB AriA
YCTaHOBKM HaxaTb YEKOOKC «ABTOMAaTM4ecKkas yCTaHOBKa HeLOCTaloLMX MakeToB» WIWN YCTAHOBUTb KX
CaMOCTOATENbHO:
— ana Red Hat Enterprise Linux Server 7.x:
o cyrus-sasl
o pcsc-lite
o glib2
o libsmbclient
— pansa Debian 10.x u Debian 11.x:
o libsasl2-modules-gssapi-mit
o pescd
o libglib2.0-0
o libsmbclient
o libxkbcommon-x11-0
— anga CentOS 7.x:
o cyrus-sasl
o pcsc-lite
o glib2
o libsmbclient
o libxkbcommon-x11
— ans Ubuntu 18.04 LTS u Ubuntu 20.04 LTS:
o libsasl2-modules-gssapi-mit

o pecscd

o libglib2.0-0
o libsmbclient
o dbus-x11

— ansa Astra Linux Common Edition (Open) 2.12, Astra Linux Special Edition (CmoneHck) 1.6 n Astra
Linux Special Edition (CmoneHck) 1.7:



libsasl2-modules-gssapi-mit
pcscd
libglib2.0-0
libsmbclient
— ansa Anbt Paboyas CtaHuus 9.x, Anbt Paboyas CtaHuusa 10.0, Anbt Paboyasa CtaHuusa K 10.0,
AnbT Cepep 9 u Anbt Cepsep 10:
o libsasl2-plugin-gssapi

O O O O

o pcsc-lite
o glib2
o libgio

o samba-libs
— ana PEQ OC 7.3 Mypowm:
o cyrus-sasl
o pcsc-lite
o glib2
o libsmbclient
— ana ROSA FRESH DESKTOP 12:
o pcsc-lite
o lib64glib2.0_ 0
o lib64smbclientO
— ana ROSA Enterprise Linux Desktop (RELD) 7.3 n ROSA Enterprise Linux Server (RELS) 7.3:
o pcsc-lite
o glib2
o libsmbclient
— ansa Anbt CI Pabovas CtaHums 10 n Anbt CI1 Cepeep 10:
libsasl2-plugin-gssapi
pcsc-lite
glib2
libgio
o samba-libs.
Mocne 3aBeplueHusa npouecca ycrtaHoBkn ELLY Dallas Lock B cnucke NpUNoXeHUn MOSABUTCA APIbIK
KoHconu ELLY Dallas Lock «KoHconb ELLY» (puc. 17).

O 0 O O

KoHcone ELLY

Pwuc. 17. Apnbik koHconu ELLY Dallas Lock

MpumeyaHue. 1) Ecnn Ha APM c Linux yxe ycTtaHoBneHbl cTopoHHne C3U unu gpansepsbl Ha
Apyrue annapatHble naeHTugukaTopsl, 1 Npu 3ToM B npolecce yctaHosku ELLY npounsowna
owmnbKa yCcTaHOBKM, KOTOpas CBA3aHa C MakeTHbIM MEHEOXXepPOoM, TO MOXET MOMOYb KOMaHAaa
sudo apt --fix-broken install.

2) Ecnwn B npouecce yctaHoBku ELLY Ha Linux Bo3HukaeT owunbka Buga: "...error whiel loading
shared libaries: libxch-xkb.so.1: cannot open shared object file: No such file or directory”, T0
HeoOX0AMMO nepep YCTaHOBKOW BPY4YHYH yYCcTaHOBUTL nakeT "libxch-xkbl.

2.2.3Mopsapok yctaHoBku ELLY Dallas Lock Ha OC 6e3 rpacdhuyeckoro nHrepdenca
ELLY BO3MOXHO yCTaHOBUTbL Ha onepaunoHHyto cuctemy (OC) 6e3 rpadmyeckoro uHrepdgenca (GUI). B

KOMaHOHOW CTPOKe B KayecTBe aTpubyToB K KOMaHAe ./uccinst MOXHO yKasblBaTb CregytoLme Koy ans
yCTaHoOBKM (NapameTpbl MacTepa yctaHosku) (Tabnuua 2):



Ta6nuua 2. ATpnbyTthl yctaHoBku ELLY Dallas Lock Ha OC 6e3 GUI

ATpubyT

--help

--version

--log=PATH

--no-gui

--force-update

--install-libs

--component=all

--component=console

--license=demo

--license=token

--domain-type=standalone
--domain-type=subdomain
--domain-type=cluster
--domain-name=TEXT

--access-key=TEXT
--admin-login=TEXT
--admin-password=TEXT

--journal-storage=internal

--journal-storage=pg

--db-server=USER:PWD@ADDRESS:PORT/DB_NAME

--parent-domain=ACCESS_KEY@ADDRESS

--cluster-server=ACCESS_KEY@ADDRESS

OnucaHue

BbiBO4 Ha 3KpaH crpaBku MO NapameTpam
YCTaHOBKM

Mpuwmep:
Jucclnst --help <enter>
BosBpart Bepcumn macTtepa

MyTb k dpanny, kyaa bygeTt 3anucbiBaTbCS
nor ycTaHOBKM

3anyck wmactepa 6e3  rpadmueckoro
UHTepdenca

Ecnm Ha APM yxe ycrtaHoBneH ELY
npegblgylwen Bepcun, TO  BbINOMHSAET
obHoBneHne (6e3 atoro drnara BepHET
oLmnbKy)

ABTOMaTM4eckas yCcTaHOBKa HegoCTaloLwmnx
naketoB ans OC cememnctsa GNU/Linux
Bbibop ycTaHaBnvMBaeMbiX KOMMNOHEHTOB —
yctaHoBka KoHconn u Cnyx6bl ELLY (no
YMOI4aHuIo)

Bbibop ycTaHaBnMBaeMblX KOMMNOHEHTOB —
yCcTaHoBKa Tosnibko KoHconn ELLY

Bbibop nuueHsMm — gemo-nuueHsnst (no
YMOIYaHMHo)

Bbibop nuueH3un — mncnonb3yeT TOKEH ANs
nuueHsnposaHua ELY (npu oTtcyTcTBMM
TOKEHa C KOPPEeKTHOM nuueH3nen BblaaeT
oLmnbKy)

Bbibop TMna gomeHa — co3gaHue HOBOTO
HdomeHa BesonacHocTu (No ymonyaHumio)
Bbibop TMna gomeHa — co3gaHue HOBOTO
noa4YmHéHHoro [lomeHa besonacHocTu
Bbibop TMna gomeHa — pgobasneHuve y3na B
knactep ELLY

YKaszaTb HasBaHMe HoBoro [lomeHa
Be3onacHocTn

YKkasaTb kN4 goctyna Hoeoro [lomeHa
BesonacHocTn

YkasaTb NorvH agMuHUCTpaTopa

YkasaTb naponb agMuHMUcTpaTopa

Beibop TuMna xpaHunuvuwia KypHanos —
BCTpoeHHas B[l (no ymonyaHuio)

Beibop Tuna XxpaHunuwa >KypHanoB —
cepeep PostgreSQL

YkasaTb napameTpbl noaknoveHns Kk b

YkasaTtb napameTpbl poanTENbCKOro
[JomeHa BesonacHocTu

YkasaTb napamMeTpbl OOHOMO U3 CEepPBEPOB
knactepa ELLY



2.3 Ypanenue ELY Dallas Lock

MpumevaHue. YganeHne cepBepa ELY Dallas Lock, sBnsouwerocs 4neHom kracrtepa
pennuKaumMm Mnu cocTosiero B NogvynMHeHnmn y gpyroro [JomeHa, He gonyckaetcs. lNMepen
yoaneHnem cepsep ELYY Dallas Lock HeobxoguMmo BLIBECTU U3 KnacTepa/MoAYMHEHUS]
COOTBETCTBEHHO.

2.3.1MNMopsipok yaanenus ELLY Dallas Lock B OC cemenctea Windows

lMpaBom Ha yoaneHue ELLY Dallas Lock obnagaet none3oBatens ¢ npaBamu agmuHnctpartopa OC.

B OC Windows Heobxoanmo oTKpbITb «ITyck» — «[laHenb ynpaBneHusa» — «l1porpamMmmbl U KOMAOHEHTbI».
B nosBuBwemMca okHe u3 cnucka Bblbpatb nporpammy «ELLY Dallas Lock», Haxatb «Yganutb»
W NoATBEpPAUTL yaaneHue (puc. 18).

[ Mporpammel i KOMOOHEHTE!

« “ 4 [ » Nanensynpaenenwa > Mporpammer » Tporpammel 0 KOMOOHEHTEI v | O

Manens ynpasnesns —

AOMALLHAA CTREHMLA YaaneHwe Wnn nameHeHue nporpamMmel

A yaaneHna nporpamMmel BBIBEQHTE E€ B CIMCKE W LWENKHWTE "YaanuTe", "Kamennts” nan "BoccTanosuTy
MpocmoTp yeTaHoENEHHBIX

oBHOBNEHWIA

E; BrAHOYEHME MAW OTEAHIYEHHE

,
komnoHenTos Windows ¥nopsaounTts ¥

~

Mrag Wzpatene YeTaHoBNE..,
[#5] Update for Windows 10 for x64-based Systerns (KB50... Microsoft Corporation 06.10.2023
EVMware Tools VMware, Inc. 24.01.2022
= Word Word 25.01.2022
2l Apaiisepol Pytoken Komnanus "Aktue" 01.06.2023
O ELY Dallas Lock 000 "Kondugent" 10.10.2023
=8 Cpeaa eminonvequa Microsoft Edge WebView2 Runti..  Kopnopauws Maiikpocodt 09.10.2023

— YCTaHOBNeHHEIe Nporpammel MNonxeil pasmep: 1,20 Th
[‘] YcTanoeneHo nporpamn: 18

Puc. 18. Yganenwne ELLY Dallas Lock

1. MNocne noaTeBepxaeHus 3anyctutca mactep yganeHnus ELLY Dallas Lock (puc. 19). ina npogomkeHus
yAaneHus HaxkaTb KHOMKy «[Janee».



EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

ﬂ Mactep yaanenun - ELY Dallas Lock, eepcna 2.0.211.1 o1 27.10.2023 X
Yaanenve EguHoro Llentpa ¥npasnennsa Dallas Lock
Aob6po noxxanoeatsb!
Ans Hawana yaaneHwA Egmnoro Lientpa ¥npaenenwa Dallas Lock
gepcin 2.0.211.1 HaxmuTe «Janees,
ELLY DALLAS LOCK
" ome
Puc. 19. OkHo Hauyana yganenust ELLY Dallas Lock
2. BbibpaTb kOMNOHEHTBI, KOTOpbIE BYayT yaaneHs! (puc. 20).
a Mactep yaanenna - ELLY Dallas Lock ¥

BbIGOp KOMMOHEHTOB

BblﬁEpHTE KOMNOHEHTLI, KOTOPLIE BEbl XOTUTE YAaNUTL

CnyxBa ELLY Dallas Lock [nopT: 17900]

KomneHenT gna ynpaenenna mogynamn T3 HCA,

Koncons ELLY Dallas Lock

KomnonenT gna ynpaenenna cnyxboii ELLY Dallas Lock.

BT o BT

Puc. 20. Beibop komnoHeHTOB A yaanenusi ELLY Dallas Lock

3. MNopTBEpANTL yaaneHue KOHUIrypaLmoHHbIX darnnos (puc. 21).
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EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

a Mactep yaanenna - ELLY Dallas Lock

MapameTpbl yaaneHus

C BaWero KOMNeHITERE.

Mporparma yCTaHOEKMW roTOEa HadaTe yaaneHue EauHoro LleHtpa Ynpaenenws Dallas Lock

Jupertopua © ganHeimn CProgramDatat U CCT900 Gyper nearocTeio yaaneHal

| < Hazag

[ -

Puc. 21. MNapameTpsbl yaaneHus

4. [Nanee BO3MOXHO HabnogaTb 3a npoueccom yaganeHus (puc. 22). Ecnu npouecc npowen 6e3 owmnbok,
HeobxoaMMO HaxaTb KHomKy «[daneex», 4Tobbl NepenTn K OKHY 3aBepLueHuMs npouecca yaaneHus.

a MacTtep yaanenua - ELLY Dallas Lock

Ypanenue

YnaneHwe 3aBeplleHo

Y 0%

O T TG e O T T T T e TENOT TS IO CTOTTS

Yaanenne: C\Program Files\UCChstyles

Yaanenne: C\Program Files\UCC\snmp\configurations
¥naanenne: CA\Program Files\UCC\snmp

¥naanenne: C\Program Files\UCC\plugins

Yaanenne: C\Program Files\UCC\platforms

¥aanenne: C\Program Files\UCC\libs

Yaanenne: C\Program Files\UCChimageformats
¥aanenne: C\Program Files\UCChexecs

¥aaneHne: C\Program Files\UCC

Y¥aanenwe: ChlUsers\PublichDesktoph Koncons ELLY.Ink

Y¥paneHwe ZABEPLUEHD

Yaanenne: ChUsersiuser\AppData\Roaming Microsoft\Windows'\Start Menu'\Programsi\Koncone ELLY.Ink

Puc. 22. Mpouecc yaanenust ELLY Dallas Lock

5. HaxaTb kHonKy «3aBepwuntb» (puc. 23).
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EJ MacTep yaanenua - ELLY Dallas Lock X
3aBeplueHue yaaneHna EanHoro LeHTpa YnpaBaeHna

Dallas Lock

HamuTe «3aBEpLUNTE ANA BLIXOA W3 MACTEPE YIANEHWA
Eannoro Uentpa ¥npaenenwa Dallas Lock,

ELLY DALLAS LOCK

3aeeplumnTe

Puc. 23. 3aBepLueHre npouecca yganeHusi

2.3.2MNopsapok ynanenua ELY Dallas Lock B OC cemenctBa Linux

Ona ynanennss ELlY Dallas Lock Heobxogumo obGnagate npaBaMy agMUHUCTpaTopa OnepauuoHHOM
cuctemsbl (root) Ha gaHHom MK,

1. Ons ypanenns ELY Dallas Lock Heobxogumo 3anycTutb MCMOnHAeMbIn dann uccUninst, KOTOpbIN
pacnonoxeH B gnpekropun /opt/UCC/bin/uccUninst B TepmunHane. [Ansg 3Toro He06XoauMO BbIMOMHUTD
B TEPMUHAne KoMaHay:
sudo /opt/UCC/ bin/uccUninst

2. lMocne BbINOMHEHWNst KOMaHAbI 3anycTUTCA OKHO MacTepa yaanexusa ELY Dallas Lock (puc. 24).

-~

MacTtep yaaneHus - ELLY Dallas Lock

Ypanenwe EguHoro LleHTpa ¥Ynpaenenusn Dallas Lock

Ao6po noxkanoeatb!

[na nauana yaanexswa EguHoro Lentpa ¥Ynpaenenua Dallas Lock
HaxMuTe «Janees.

ELLY DALLAS LOCK

Janee > OTtmena

Puc. 24. OkHo Havana yaanenns ELLY Dallas Lock




Hanee nopsagok yoaneHusa ELLY Dallas Lock aHanornyeH nopsiaky yaaneHus gaHHon nporpammel B OC
cemenctea Windows (cm. «Nopsagok yaanenus ELLY Dallas Lock B OC cemenctesa Windowsy).

2.4 CoxpaHeHue u npuMeHeHue KoHduUrypaumm

B EUY Dallas Lock cyuwectByeT BO3MOXHOCTb COXPaHWUTb TEKYLLYD KOHUrypauui cepsepa
ANs MPMMEHEHUS Ha HOBOM CEpBEpPE MOCIEe YCTaHOBKM.

2.4.1 CoxpaHeHue koHdurypauum ELLY

IOna coxpaHeHus koHdwurypauumn ELLY Dallas Lock B OC cemenctBa Windows unu Linux Heobxogumo

OTKpbITb rMaBHoe MeHto KoHconu ELLY 1 BbIBpaTh NYHKT — «CoXpaHuTb KOHUrypaumio...».

MosiButca okHo «CoxpaHeHue KoHdurypaumm» (puc. 25), rae HykHO 3aaath NyTb K panny KoHdurypaumm
C MOMOLLbIO KHOMKN «...».

O CoxpaHeHne KoHdUrypaummn >

CoXpEHWUTE dalin Kak. ..

MyTe: ||

TpefyeTca cEoboaHoro MecTa: 484.0 Kb

CoXpaH1TE OTMeHa

Puc. 25. CoxpaHeHune KoHurypauum

MpumeyaHue. KonnuyectBo cBOGOOHOrO MecTa, KOTOpOe HeobGXoaMMO st COXpaHEeHMs
KOHUrypauum ykasaHo B okHe «CoxpaHeHue KoHdurypaumm» nof nonem «lyTb Kk danny
KOHUrypauuu...» (puc. 25).

Mpn He3aBepLEHHOM MpoLecce MUrpauum COXpPaHUTb U NPUMEHUTb KOHQUrypauui He
nonyuntca. KHonku 6ygyT HEaKTUBHBI.

2.4.2NMpnumeHeHne kKoHdurypauum ELLY

BHumaHue! lNpumeHeHne KoHUrypaumm npuseneT K yOaneHuio BCeX AaHHbIX JOMeHa
H6esonacHocTy.

Onst npumeHenuns koHdurypauumn ELLY Dallas Lock B OC cemerictea Windows unu Linux Heobxogumo
OTKpbITb rMaBHoe MeHto KoHconu ELLY N BblIGpaTh NYHKT — «[1pUMEHUTb KOHpUrypaumio...».

MosiButCca okHO «lpumeHeHne koHdurypauumny (puc. 26). [anee HeoOxooumMo ykasaTb MyTb K dhanny
KOHdUrypaumm, Ans 3TOro HY>XHO:

e HaxaTb KHOMKy «Bbibpatb...»;
e HanTu 1 BbIbpaTbh COXpaHeHHbI paHee ann koHdurypauumn ELLY (*.uconf);
e  HaxaTb KHOMKY «[1pyMeHnTbY.



G MpumMeHeHne KoHgUMypaumm *

MyTe: ||'-.»":- i hainy KoHpUrypaLmm. .. |

CTmeHa

Puc. 26. NpumeHeHne KoHpurypauum

lMocne npumMeHeHusa koHUrypauum Mmogynm CcMoryT BeIMTU Ha CBA3b ¢ cepBepom ELLY Tonbko B cnyyae
cooTBeTCcTBMA nmeHn gomeHa (FQDN) n IP-agpeca ctaporo n HoBoro cepsepa ELLY.

2.5 O nporpamme
MHdpopmaumoHHoe okHOo «O nporpamme» (Puc. 27), Bbl3blBA€TCSl MYHKTOM [fTlaBHOrO MeHio B KoHcomnu

ELLY N COOEPXMUT crieayolme AaHHble:
e [OfHOE HaUMeHOBaHWe NporpamMmel;
Homep cBOpKM KOHCOMW;
narta cOopKM KOHCOoMnMK;
Homep cbopku cnyx6bl ELLY;
nata cbopkm cnyxobl ELLY;
KOHTaKTbl pa3paboTymka 1 TEXHUYECKON NOAAEPIKKN.

J 0 nporpamme x

EawvHbIi ueHTp ynpaeneHus Dallas Lock
Koncone ynpasnenns ELLY

Homep cbopku: 2.0.211.1
Hata cbopku: 27.10.2023

Cnymba ELLY

Homep cbopku: 2.0.211.1
Nata cbopru: 27.10.2023

KoHTaKThl

Cant Komnanui: vawvy. confident.ru
ELY DALLAS LOCK CaiiT npomykTosoit nunelikn Dallas Lock: v, dalaslock.ru
TexHuYecKan nofaepKKa;
NuyHein kabuneT: helpdesk.dallaslock.ru
Tenedor: (812) 325-10-37 (aob. 7759, 7753, 7751, 7752, 7749, 7728)

Tenerpam-bot: L.me/DalaslockSupportBot

Puc. 27. OkHo «O nporpamme»



3 OBLWUE NPUHLUUMDbI PABOTbI ELLY DALLAS LOCK

3.1 CuHXpoHM3auuA

CuHxpoHuzauma — 3To knodeBoe noHATne B ugeonorumn ELYY Dallas Lock. MNog cuHxpoHusaumen
NMOHMMaeTCA MpOLIEeCC CBEpPKM COOTBETCTBUSA MNapameTpoB C BHyTpeHHen 6ason paHHbix [omeHa
6esonacHoctn ELY Dallas Lock n, npu oBGHapyxeHMM HECOOTBETCTBMSA, Moaudukauum napameTpoB
nog4YMHEeHHoOro obwbekTa.

JTioBble M3MeHeHus napameTpoB, NONUTUK, MONb30BaTENEN UMK rPYNM, COBEPLUEHHbIE HA MOAYNHEHHOM
0bbekTe, nocne cMHxXpoHu3aumm 6yayT npuBeneHbl B COOTBETCTBME C NapameTpamu, 3agaHHbimu B ELLY
Dallas Lock. Ecnu napameTtpbl ocTtaBanucb 6e3 M3MeHeHMs1 (HanpuMmep, CNUCOK Nonb3oBaTenen),
CUHXPOHM3aLMA 3TUX NapaMeTpoB He nponcxoauT. PakTel U pe3ynbTaThl CUHXPOHMU3AL MK PUKCUPYIOTCS B
XypHanax nogvmMHeHHbIx o6bekToB. HOo ecnv B npoLecce CMHXpPOHU3aUMM Ha NOAYUHEHHOM ODbLEKTe He
ObINIO U3MEHEHUI, TO 3aNUCh B XXypHarn He 3aHOCKTCS.

CuHxpoHuzauma mogynenn CLO3 npoucxoaut npu Kaxaom BkoveHun moayns CO3 go mMomeHTa
aBTOpU3aLMKN NONb3oBaTenNs.

CuHxpoHusmpoBaTth ocTanbHble Moaynu ¢ ELLY Dallas Lock MoxHO cnegyrowmumm cnocobamu:

1. Nepuogmnyeckn wu3 KoHconn ELY. Heobxogmmo HacTpouTb NEPUOAMYHOCTL CUHXPOHU3ALMK
C MOAYNSAMMU.

2. Mo komaHpe AWB un3 KoHconm ELY. Heobxogumo ucnonb3oBaTb KHOMKY «CUHXPOHU3NPOBATbLY,
KOTOpas pacnonoxeHa Ha naHenun nHcTpymeHToB «OnepaTnBHOE ynpasneHne» Bkrnagkm «Ceoakay.

3. V3 060noykn agMUHUCTPMPOBaHUSA MOAYNS.
3.2 Pennukauus

Mop pennukaumen noHMMaeTcs npouecc 4y6nvpoBaHus KOHUrypauum (Cnncka NogYNHEHHbIX O6BbEKTOB,
3Ha4YeHW NONMTHUK, CIMCKa NoNb3oBaTeNen 1 rpynn, 3anvMcen XypHarnos u T.4.) cepBepoB B knactepe ELY
Dallas Lock ¢ uenbio MOBbILLEHUST OTKA30YCTOMYMBOCTU CUCTEMbI U MOBBILLIEHUS NPOU3BOAUTENBHOCTH
3a cYeT ropusoHTanbHOro MaclTabupoBaHus.

PacnpegeneHve Harpysku peanusyetcs 3a CYEeT paBHOMEPHOro pacnpefeneHus Moaynen mexagy
cepBepamu knactepa (Mogynb nogknoyaeTcs K cepeepy BolOpaHHOMY CriydanHbIM 06pasom).

MpumeyaHue. CepBepbl B KacTepe pennukauuu npakTMdeckn no BceM 3afjayam
pacnpenenstoT Harpysky (3To ogHa 13 3agad, pellaeMblx NpY NOCTPoeHun kractepa). B Tom
ynucre 3TO KacaeTca aHanmsa cocTosiHust obbekToB B ceTu. [MoaTomy, ecnu 0ObekT
CTaHOBUTCHA HEAOCTYMNHbIM AN Kakoro-nubo cepsepa, dTa UHgopmaumnsa MoxeT ObiTb
CUHXPOHM3MPOBaHa C Apyrumu cepeepamum B kractepe. Npu o6HapyXxeHUn HeCOOTBETCTBUN
aKTMYeckom OOCTYMHOCTU OOBLEKTOB C AMarHOCTMpyemown crneayet ybeamtbecsi, 4TO
B pennvkauum HeT cepBepa, KOTOPbIA HE MOXEeT YCTaHOBUTb C OOBLEKTOM CeTeBoe
coefiHeHue.

B Ccny4yae OTKa3a OO4HOro U3 cepBepoB B KnacTtepe pa60Ta NoAYMHEHHbIX O0OBLEKTOB He 6yp,eT HapyLlleHa
TaK KaK BCe HaCTPOIZKVI, caenaHHble OnAa ogHOro cepBepa, NpUMEeHAKTCA Ha BCE cepBepbl KnacTtepa,
BBeAEeHHble B JOMEH.

PeanusoBaHo gMHaMUYecKoe NpyMeHeHNe U3MEHEHNUIM HAaCTPOEK Ha CTOPOHHMWE CepBepbl.

PeanusoBaHa dyHkuua gybnuposanua xxypHana ELLY Dallas Lock n cobpaHHbIX ¢ Mogyrnen XypHanos

Ha Bce cepBepbl knactepa. CMHXpOHM3aUWsa XypHaroB Mexdy cepBepaMy kracTepa OCYLLEeCTBISeTCs

B ABYX pexumax:

1. O6meH uHopmaumern, N0 KOTOPON MOXHO ONPeAEeNUTb HeOCTaKLWmMe OaHHbIe, U nepedayva AaHHbIX
naketamu pasmepom Ao 2 M6 (mnun ogHowm 3anuckio, ecnv oHa 6onblue 2 M6).

2. OBMeH HOBbIMU JaHHBIMU, MOSTYYEHHBIMU OT MOAYUHEHHBLIX OOBHEKTOB, MEXAY CEPBEPAMMU.

Mpu BBOOE HOBOrO cepBepa B cyllecTByloLWMiA knactep (cM. «[apameTpsl knactepa [16»), Bce cepBepsbl
B knactepe ELLY, B TOM yucne He yyacTByloLiMe B HENOCPEOCTBEHHOW perucTpauum HOBOro cepsepa,
aBTOMaTUYECKN OMOBELLAOTCA O HOBOM «YyYaCTHUKEY.




4  AOMUHUCTPUPOBAHMUE ELLY DALLAS LOCK

4.1 3anyck KoHconu ELLY

Banyck KoHconu ELLY ocywectBnaeTcs npu ycrnoBum, YTO KOMMNbIOTEP, HA KOTOPOM pacnosioxeHa cryxba
ELLY, Bknto4eH 1 OCTyneH no ceTu.

Ons 3anycka KoHconu ELLY Heob6xoamMmo 3anycTutb Spribik KOHCOMW, KOTOPbLIV NOSIBUMNCS NOCIE YCTaHOBKM
Ha pabouem cTone [K.

Mpu nepsom 3anycke KoHconu ELLY Heob6xoamMmo BbINONHUTL perncTpauumio ak3emnnapa KoHconum B ELLY.
[na atoro HeobxoamMmo ykasaTtb ceTeBoe ums K, Ha koTopom ycTaHoBneHa cnyx6a ELLY v kntoy goctyna
k JomeHy 6esonacHocTu (puc. 28).

O MogknHoYeHWe K cepEEpyY >

MoAKNYEHUE K CEPEEDY!

¥KA3aTE HOBLIA CEPBED v X

W KoHconu: |oBAD-WIN2016-34 |

CeTEBOE MMA CEPBEPE! | |

Knwow goctyna Kk A6: | |

|33peruv_—rpmpusaTb| OTMeHa

Puc. 28. Peructpaums koHconu ELLY B JomeHe Ge3onacHocTu

B kayecTBe MMEHM KOHCOMM Mo yMonyaHuio 6yger wucnonb3osatheAa uMa [K, Ha KOTOpoM OHa
3aperucTpupoBaHa.

[anee B OKHe NOAKIIOYEHUS K cepBepy TpebyeTcsa 3anonHuTbL nons (puc. 29):
o TogkniouyeHue k cepBepy. V13 cnucka BbIGpaTe OOCTYNHbIM CepBEP, K KOTOPOMY Heobxoommo
BbIMNOMHUTL MOAKIHOYEHME.
e Wmsa nonb3oBartens. YkasaTtb nms nonb3osatena [Ob.
e [aponb. Beectn naponb yyeTHou 3anncu nons3osatens Ab.
e AnnapatHbiv uaeHTUdukaTop. [peabasuTs 1 BeIbpaTh U3 cnucka annapaTtHbln naeHTUduKaTop
(ecnu HacCTpoeHO Mcnonb3oBaHWe CpeacTB annapaTHoOn naeHTudukauun).

EJ MogknroYeHne K CEpBEpy X

MooKNoYEHWE K CEpBEDY:

AomeH BesonacHocTH {C5732ECE-0F 52-024E-ADDA-BFOC ~ x

MMa nonezoBaTenA: |au:|min |

MNaponk: |"- |

ANNapaTHeIE MOEHTHMOMKATOPE: 1

Ann.MoeHTMGUKETOP: | ANN.MIEHTUQMKSTOP He BeIDpaH A
CHMEHWTE Napone |:|

MoaKNHYMTECA OTMeHa

Puc. 29. BBog napons yyeTtHomn 3anucu ans exoga B KoHconb ELLY




Mpn HEOBXOAMMOCTN CMEHUTb Naponb ANs YKa3aHHOW yY4eTHOW 3anucu, MOXHO MocTaBvB donar B none
«CMeHnTb naponb» [0 HaxaTusa kHonku «[lpogormkutb» (puc. 29). 3aTem BBECTW HOBbIM Naposb
n noaTeepxaeHune napons (Puc. 30).

U ¥cTaHoBWTE Napone gna admin >

HoBklli naponk:

P
|-|||-|||- | =)

MoaTEemHAEHKE NApona:

CoXpaHWTE OTMEHE

Puc. 30. YcTaHoBKa HOBOro napons nonb3oBaTtens

4.2 OnucaHue KoHconu ELLY

MmaBHoe okHo KoHconu ELLY cogepxuTt cnegytowme pabdoyme obnactum (puc. 31):
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Puc. 31. 'maBHOe OokHO koHconu ELLY

KHonka rnaBHoro meHto ELLY Dallas Lock.

3aronoBoK OKHa (BEPXHSIA CTPOKA), CoAepXaLLni MM nporpammbl, umsa lomeHa 6e3onacHoOCTU U UMs
cepsepa.

Hepeso [JomeHa 6Ge3onacHoCTW.

Bknapgkv anst ynpaeneHus oobektom aepesa ELLY Dallas Lock.

CogaepxaHne paboyen obnacTtu Bknagku ynpaeneHunst oobektom ELLY Dallas Lock.

[MaHernb NHCTPYMEHTOB.

1.
2.

o gk w

KHonrka rnasHoro meHto KoHconu ELLY E COAEepXuUT cneayowme nyHkTbl (puc. 32):

e «BBoa/BbeiBog B nogymnHeHune» (cM. «Beoa 16 B nogvnHeHve nocne yctaHoBku» U «Bbisoa [6 u3
NoAYMHEHUS U3 COOCTBEHHOW KOHCOMUY);

«MapameTpbl knactepa Ob» (cm. «MapameTpbl knactepa [15»);

«MoakntoueHne k Kaspersky Security Center» (cm. «[NogkntoueHuve k Kaspersky Security Centery);
«3kenopT Ub» (CM. «3KCNopT MHUMAEHTOB 6€30MacHOCTUY);

«HacTtpolika koHUrypaunoHHeix annoB» (M. «HacTporika KOHUrypaLMOoHHbIX PannoBy);
«YcTaHoBKa kntoya goctynay» (cMm. «Knwoy goctyna K [16y);

«lMpuHagnexHocTb Kk aomeHy Active Directory» (cm. «[puHagnexHocTb k gomeHy Active




Directory»);
«MapameTpsbl...» (cM. «[NapameTpbl paboTbiy);

«YTURNTBI»:

CM.
CM.
CM.
CM.
CM.
CM.
CM.
CM.

«YpaneHHoe obHoBneHne DL 8.0»;

«YpganeHHoe obHoBneHue DL Linux»;

«YpaneHHoe pasBeptbiBaHne C3U Dallas Lock 8.0»;

«[NogrotoBka msi-guctpnodyTtusa DL8.0 ans ADy;

«YpaneHHoe passepTbiBaHMe C3M HC[ Dallas Lock Linux» ;

«YpaneHHas yctaHoBka AreHTta ELLY Windows»;

«YpaneHHasi yctaHoBka AreHta ELLY Linux»;

«Mwurpaums ¢ CB Ha ELLY »;

«CoxpaHuTb kKoHGUrypauuio...» (cM. CoxpaHeHue koHdurypaumm ELLY);
«lMpumeHnTb KOHUrypauuio...» (cM. [lpumeHeHune koHdwurypaumn ELLY);
«O nporpamme» (cm. «O nporpammey);

«BbIxogy».

Beoa/BriBog B Nog4MHEHNE

MapameTpel knactepa Jb

Moakntoderue k Kaspersky Security Center
Jkcnopt MB

Hactpoiika kondurypaumoHHer dainoe
¥cTaHoBEKa KAKOYA 4OCTYNE
MpuHagnexHocTe K gomery Active Directory
MapameTpl...

YTnanTel »
CoxpanuTe KOHQUIYpaUmMio..

MpumennTs KoHGUrypaumeo...

O nporpamme

Briog,

Puc. 32. yHKTbI FMaBHOr0 MeH0

C nomoubto KoHconu ELLY MoxxHO HacTponTb napameTpbl Ans cnegyowmnx oovektos Ab:

Aansi Bcero [lomeHa 6e3onacHocTy, onpeaenuB HAaCTPONKK Npy Bblbope 06bekTa, 0603HavatoLLero
Tekywmn JomeH 6e3onacHoCTv B OEPEBE;

ANsi rpynnbl, oNnpeaenvB HAaCTPOWKK Npu Bbibope 06bekTa, 0603HavatoLero rpynny B A4epeBE;
ans APM, onpegenve HacTpowku npu Beibope obbekTa, obo3Havaowero APM B gepese;

Anst OTAENbHOrO MOAYNS, BbIOpaB ero B AepeBe;

Ansi CETEBOro YyCTPOMCTBA, BbiOpaB ero B AepeBe;

Ans nogunHeHHoro [b, onpegenvs HacTpoviku npu Bblbope ob6bekTa, obo3Havatowero rpynny
B Aepese.
Onsi o6bekToB AepeBa B, MOXHO HACTPOUTbL COPTUPOBKY U OUNbTPALUIO:

CopTtupoeka. NMpn HaxxaTuUn Ha KHOMKY MOSIBNSAETCH MEHK C BO3MOXHbIMM BapMaHTamu
COPTUPOBKU:

_

rpynnbl MO yMOMYaHUO BBEPXY;
COpTVpOBKa B andaBUTHOM NOPSAOKE;

COpPTMpPOBKa B 06paTHOM andaBUTHOM NOPSOKE;
COPTMPOBKA MO BO3pacTaHWIO HUMAEHTOB Ge3onacHoCTY;
COPTMPOBKA MO yObIBAHUIO MHLNOEHTOB Be30NacHOCTH.

®dunbTpaumsa. MpyM HaxaTM Ha KHOMKY MOXHO Bbl6paTb OAWH U3 BapuaHTOB

dunbTpaummn:
e dunbTpaumsa no tuny APM;
e unbTpaumsa No MoaynsMm;
e (punbTpauusa No ceTesbiM YCTPOMCTBAM,;
e  (punbTpauus no nogaoMeHawm;



punbTpaLmsa No BKIOYEHHbIM OOBbEKTaM;
punbTpaLms No BbIKMOYEHHbIM 06beKkTaMm;
unbTpaums 0O0bLEKTOB, 4ABHO HE BbIXOAMBLUMX HA CBSA3b;
unbTpaums 0ObLEKTOB C HEMPOYUTAHHBIMU NHLMAEHTaMM 6e30NacHOCTY.

[nsa cbpoca Bcex punbTPOB, HYXKHO HaxaTb «COpocuTb hUNLTPLI».
Ons novcka KoHKpeTHOro obbekta B AepeBe [B, MOXHO BOCMOMb30BaTbCA MOWCKOBOW CTPOKOW,
pacnonoXXeHHoW npaBee KHOMKM hunbTpaLmm.
Ons kaxgoro u3 o6bLEKTOB B BEPXHEW YacTu OOMOMHUTENBHOIO MEHIO KOHCOMM hOopMMPYeTCs CMCOK
BKIAJOK ONns ynpaeneHuss obbektom gepeBa. CnmMCOK BKNaAOK MEHSIETCA B 3aBUCMMOCTM OT Tuna
BblOpaHHOro o6bekta. [Mpyu BbiOOpe BkMagkm B paboyvelt obnactu OTKpbIBAaeTCs  CTpaHuua
C COOTBETCTBYIOLLMMU NapameTpaMm U MeHHO.
3Ha4vkn 06bEKTOB, 0603HaYaLWme rpynnbl, B 3aBUCMMOCTM OT COCTOSIHMA MOTYT NPUHMMaTb CreayroLmn
BUA!

— CMUCOK BIOXXEHHbIX 0O6bEKTOB rpynnbl CKpPbIT;
m — CMUCOK BIOXEHHbIX 00bEKTOB rpynnbl 0T06pa>|<aeTc;| B Jepese.

KoHTekcTHoe MeHH OOBLEKTOB AepeBa KOHCOMM Mno3BonseT [oGaBnsaTh/yaansTb/MepenmeHoBbIBaTL
rpynnel, cosgasaTe APM B rpynne, nepemMellatb 06bekTbl U3 rpynnbl B rpynny v Apyrue onepauuu.

B ELLY Dallas Lock npegycmoTpeHbl 3 6a3oBble rpynnbl, NpeaHasHayveHHble Ans obecnedyeHns CoCToAHMS
3almLeHHocTn o6bekToB [lomeHa 6e30nacHOCTH:

e HepacnpegeneHHble 06beKTbI;

e ceTeBble YCTPOWCTBA;

e yaaneHHble OObeKTbI.
YpaneHve n nepenmeHoBaHme 6a30BbIX rpynn HegOCTYMHO.

3Haukn 06bekToB, 0603HAYAOLLNX MOAYNN, 3aBUCAT OT TUMNa U COCTOSTHUS MOLYNA.
Tak kak APM npeacraBnseTr cobov COBOKYMHOCTb Moaynen, coctosHue APM 3aBUMCUT OT COCTOSIHUS
Moaynen. 3ta cBA3b ONUCLIBAETCS crneayroLum obpasom:

ecnn xota Obl ogMH U3 moaynewn B coctaBe APM HaxoauTcst B COCTOSAHUN «[ogKIodeH»,
cocTosAHne APM — «BKMNOYEHY;

ecnn HW oavH 13 mopynen B coctaBe APM He Bbixogun Ha cBasb ¢ ELLY cBbiwe
yCcTaHoBMeHHoro napameTtpom «OnoBeLleHns npu OTCYTCTBUM CBA3N C OOBLEKTOM
(B gHAX)» BpemMeHu (npu yCroBUKM, YTO HACTPOEHO MUCbMO 006 OTCYTCTBMM CBA3MU
¢ 06bekToMm), cocTosiHe APM — «J0nro He BbIXOAMIT Ha CBA3bY.

- — ecnu Bce Moaynu B coctaee APM He nogkntoyeHbl, cocTosiHne APM — «BbIKITIOYEHY;

B uensix ontummndauun npoussoguntensHoctn ELLY nposepset APMbl Ha gonroe OTCyTCTBME CBS3W He
Yaie, Yem pas B yac. Ecnu B pamkax AaHHOW NpoBepku CBA3b OTCYTCTBYET, TO B KoHconu ynpasneHusi
ELLY nosiBuTCA MHUMAEHT 6e3onacHOCTM ¢ pe3ynbTaTtom «[1pogomKnTenbHoe OTCYTCTBUE CBA3NY.

B nepeBe HanpoTuB OObekTa, Ha KOTOPOM MNPOU3OLINM WMHUMAEHTbl 6e30MacHOCTV MHOUUMPYETCA MX
KonunyecTtso (puc. 33).

* [ TEST
* @ Linux-ARM
@ Dallas Lock 8.0 MK8

& Dallas Lock Linux MK2

Mikrotik 10.10.102.244

Puc. 33. Uhgukaumsa nHumaeHtToB 6e30nacHOCTY B AepeBe

Mpu aTOM ANa YpOBHS BbiLe No nepapxuun b cymmmnpyeTcsa KoNM4eCcTBO MHLUMAEHTOB Ha BCEX BIIOXEHHbIX
obbekTax. Hanpumep, Ha ypoBHe APM oToGpaxaeTcsi Cymma KormdecTBa WHUWOEHTOB Ha MOAYMSIX,
BXOASILUMX B €ro COCTaB.



4.3 Knrwou poctyna k 1b

KoHconb No3BonseT ycTaHOBUTB Koy gocTyna K b, KoTopbIn HYXeH AN BBoga MOgynen u NogYNHEHHbIX
aomeHoB B Tekywmin [b. Mo ymonyaHuio KNy goctyna — nycTon.

Ona unameHeHns kntoda goctyna Kk OB HeobGxoammo OTKpbITb rnaBHoe MeHi KoHconu ELLY E —
«YcTaHoBKa Krtoda gocTtynay.
MosiBuTCcAa okHO «CMeHa krtoda goctyna Kk [1b», roe Heobxoammo 3anonHuTb Tpedyemble nons (puc. 34).

U Crmena wnrova goctyna k JB *

BeeguTe HOBEIA KIHOY; |

MoaTEemHAEHWE KNHDYa:

MpHMEHITE OTHeHa

Puc. 34. Kntou goctyna k b

Mpumeyanue. MNonutnkn cnoxHoctn naponen B ELYY Dallas Lock pacnpocTtpaHstoTca
Ha YyCTaHOBKY 3Ha4yeHun kniova goctyna k [B. YTobbl OGbina BO3MOXHOCTL 3agaTb MycToe
3HadeHue goctyna k b, Heobxogumo, 4Tobbl B KoHconu ELLY nonuTtuka «MuHumanbHas
AnvHa napona» na kateropum «lMonuTukn naponen» nmena sHadeHme «He ncnonbayetcay.

MpumeyaHue. [ericTBue NONUTUKN CROXHOCTM naponsa «HeobxoaMmo nameHeHne napons
He MeHbLUE YeM B» He pacnpocTpaHseTcs Ha Koy gocTyna K Ab.

4.4 HacTpoWMKMU NULEH3NPOBaHUA

JlnueHsna Ha EUY Dallas Lock yctaHaBnvMBaeT KOMUYECTBEHHbIE OrpaHUYeHUss MO  crneayloLlnm
NoAYMHEHHbIM 0ObeKkTaMm:

e 3awmaembie APM;

e CceTeBble YCTPOWCTBA;

e  MOOYVHEHHbIE JOMEHbI.
YnpasneHue nuueHsnen Ha ELLY Dallas Lock ocyliecTBnsieT nonb3oBaTerb C ponbio «AAMUHUCTPATOP»,
Ha3HayeHHon Ha ypoBHe [b (cMm. «Ponesaga mofenb y4eTHbIX 3anucen [by).
Wudopmauus o napameTpax TeKyLwen nuueH3nm 4oCcTynHa Ha ypoBHe [JomeHa 6e30macHOCTY Ha BKNaake
«CBogka» — «MHdopmaumsa 06 obbekTe» (puc. 35).

Wudropmanmna o6 obbekTe v
Cepsepel nomeHa besonacHocT desktop-imaufgd.isc. confident.spb.ru: 17900
PoouTensckuit aomeH Het

MAPAMETPB NTHLUEH3ZHK Moapobxee

I [Jemosepoa

APM 2/8

CeTeBble yCTpoicTEa of4

MoaYvMHEHHBIE AOMEHBI of2

MCnone3yeMele [ BCero
EILY DALLAS LoCcK NPOLIECC MHTPALIMH Monpofines

Puc. 35. NHopmauusa o napameTpax NnuueH3um



Mpu HaxaTum kHonkm «lMogpobHee» nosaBnsieTca okHO «CocTosiHMe nuueH3uun» (puc. 36), koTopoe
COAEPXKUT NHGPOPMALMM O COCTOSIHUM NULIEH3UN ONs AaHHOrO cepBepa, a Takke NS KaXOoro cepsepa
B knactepe [b.

O COCTOAHME NULEHS MK

Wwua cepeepa Pesunm paboTel cepeepa T EHINOHHELI KoY

desktop-imaufqd.isc.confident.spbrud7900  Pesonm dryHKUMOHMpPOBaHMA B pamKaX ... Jemoeepcun, APM: 6, Cetesbie ycrpoiictea: 4, ...

Mposeputs AnULEHzIMID 3akpeiTe

Puc. 36. OkHo «CocTosiHne nuueH3nmn»

Ons pobasneHuns\obHoBneHns nuueHsun Ha cepsep ELYY Dallas Lock HeobxogMmo npegbsasutb
annapaTHbIA KoY 1 HaxaTb KHOMKy «[1poBepuTb nuueH3uio», nubo nepesarpy3utb cepsep. B cnyvae
YCMELWHOro npuMeHeHus, B ctonbue «JIMUEH3MOHHBIN KoYy MOSBUTCA COOTBETCTBYHOLWAsA Hagnucb C
YCTaHOBMNEHHBIMU KONMMYECTBEHHBIMWU OFPaHUYEHNsIMU NO MNOAYMHEHHbIM obbekTam. Tawke Ha Bknagke
«CBogka» nsmeHutcs nHpopmauus o napameTpax Tekywen nuueHsum (puc. 37).

MH®OPMALIMA Ob OBBEKTE

Cepeepa knacTepa ELLY obad-win2016-34: 17300

PoguTenbokmil goMeH  Het

NMAPAMETPH NHULIEH3ZHH MNoapofHee

APM 4 (999999

CeTeB0IE YCTPONCTES 1/ 999999

MNoga4MHEHHBIE AOMEHEI 0 /999999
ELLY DALLAS LOCK McnonbsyeMble [ BCero

Puc. 37. MHdopmaumsa o napameTpax nuueH3um

Ecnn npenobaBiieHO bonee oagHoro annapartHoro I/ID,eHTVI(*)I/IKaTOpa, TO NPUMEHAETCA annapaTan?l KoY C
MaKCMalnbHbIMW OrpaHN4YeHnAMN. Tak Kak NMUEH3NOHHbIE KNHo4N XpaHATCA Ha AU n He COXpaHAKTCA Ha
cepBep ELly, TO yOanAaTb HeaKTyalibHble NIMUEH3NN HEe HYXKHO.

Mpouenypa NPOBEPKU MapameTpoB NULEH3MU OOMONHUTENbHO OCYLLECTBISIETCS MPU KaXOoom cTapTe
cnyxobl ELLY.



4.4.1 OcobeHHOCTN NUUeH3npoBaHuA knactepa [1b

Mpn opraHmsaumm pabotbl [JomeHa Ge3onacHocTu B pexume knactepa (cMm. pasgen «[lapameTpebl
knactepa [b») cnegyet o6paTuTb BHUMaHME Ha OCODEHHOCTU pacnpeaeneHnst NULEH3MOHHBIX
OrpaHUYeHun: B KacTepe MNPUMEHSIOTCA MaKCUManbHble  OrpaHuYeHust U3  NpeabsiBIIEHHbIX
Ha annapaTtHbIX Kryax. OTWU OorpaHNYeHus pacnpeaensoTcss Mexay cepBepaMym B COCTaBe Knactepa
(nyTem HasHa4yeHUs «KBOT» AN AoMeHa). Bce cepBepa B cocTaBe ogHoro knactepa [1b nmeroT paBHble
KBOTBbI.

Hanpwumep, nmeetcs koHpUrypaums ns M pennmumpoBaHHbix cepBepoB. KonnyecTBeHHbIE OrpaHUYeHus
B annapaTHbIX kntoyax knacrtepa ob6o3HaueHb! crieayowmm obpasom:

e N — konun4yecTBO 3alyuiaemMbix APM;
e K — KONMMYECTBO CETEBbLIX YCTPOWCTB;
e L — konn4yecTtBO NOAYMHEHHbIX JOMEHOB 6e3onacHoCTH.

B maHHoOM Cny4ae KBOTa KnacTtepa pacCynTbiBaeTCcAa cneayowmm 06pa30M:

o  MAX(N)/M = kBoTa Ha 3awuwaemble APM;
o MAX(K)/M = KkBOTa Ha ceTeBble YCTPOUCTBA,;
e MAX(L)/M = kBoTa Ha nog4mHeHHble [b.

CooTBETCTBEHHO, YeM BonbLUe pennMuUpOBaHHbIX CEPBEPOB, TEM BbiCTpee pacxoayroTcs kBoThl Ans Ab.

MpumeyvaHue. Ecnu B pe3ynbTate aeneHns nonyyaerca ApobHOe YNCHo, KOTOpOoe:
e >1, TO OKpYrneHune oCyLLeCTBNSAETCS B MEHbLLYK CTOPOHY;
e <1, TO OKpyrneHne Npon3BOAUTCS 4O €AUHMULbI.

Mpwn kaxgom 3anycke cnyx6el ELLY ocyllecTBnseTcs npoBepka Ha3Ha4YeHHbIX KBOT AN AOMeHa.
Hanpumep, nmeetcsa crnegytowas KoHurypaums:
e X — KONMMYECTBO PennNMUMPOBaHHbIX CEPBEPOB;

e Y — KONMUYECTBEHHble OrpaHUYeHMs MO MNOAYMHEHHbIM OObEeKkTaM B annapaTHOM Kroue,
NPUMEHEHHOM B 3anyckaemoM cepBepe;
o MAX(Z)/X — KOnMMYeCTBEHHblE OrpaHWYeHnss MO MOOYMHEHHbIM OObekTam, AencTByoLme

B knactepe ELLY.

1. Ecnu no ntoram nNpoBepKU NapaMeTpoB NULEH3UM OOHapYXEH KOPPEKTHO paboTatowmi K4, npu
atom (MAX(Z2)/X 2 YIX) — cnyx6a ELLY 3anyckaeTcs B LUTATHOM peXnMe C Ha3HAYEHHbIMU B JOMEHE
KBOTaMW.

2. Ecnu no utoram npoBepku napameTpoB NULEH3UN OOHapyXeH KOPpPeKTHO paboTalowmii Kiod, npu
atoMm (MAX(Z)IX < YIX) — npoucxogut nepepacnpegeneHve KBOT Mexay cepBepamu knacrepa,
cnyxba ELLY 3anyckaeTcs B LUTAaTHOM peXUMe Ha JaHHOM CepBepe.

3. Ecnu no utoram nposepku cepeepom ELLY He oBHapyxeH Koy unm knoy pabotaeT HEKOPPEKTHO —
Tekywnin cepeep B 15 nepeBoguTCs B PEXUM OrpaHUYEeHHON (PYHKLWMOHANbHOCTU A0 NpeabaBreHns
KOppekTHO paboTaloLwero annapaTHOro kno4va. Pexum  orpaHnyeHHON  (OYHKUMOHANbHOCTH
(«OrpaHUYeHHbIN pexM») — 3To pexxum paboTsl cepepa ELLY, npn koTopom:

e ayauT, YynpaBfieHWe U1  CUHXPOHM3auMs C MOAynsMM, CeTeBbiMM  YCTPOMCTBaMMU
W NOAYMHEHHbIMW (JOYEPHUMUN) AOMEHAMN HE OCYLLLECTBMSETCS;

e ayaut u agMmunHucTpupoBaHue b knactepa u3 koHconu ELLY He ocyliecTensieTcs;

e pennukauma n OOMeH [JaHHbIMM MexXZy CepBepamMu B pamKax Kractepa npoforhkaeT
dOYHKUNOHNPOBATb.

Ha ypoBHe [Ob Ha Bknagke «CBopka» BbIBOAMTCA npegynpexaeHne ob owubke C nuueH3nen
Ha cepBepe.

MHuumaumsa HoBOM NPOBEPKM NULIEH3UN OCYLLLECTBIISIETCA NMOBTOPHOM NOMbLITKON 3anycka cnyxobl ELLY.
4.5 MexaHu3M aBTOMaTU3NpOoBaHHOU murpauum ¢ Cb Ha ELY

MexaHn3m murpaumm cosgaH ans obneryeHms nepeHoca gaHHbix npu nepexoge ¢ Cb Ha ELLY.
Ons nogknioyeHnss Kk Cb M nonydeHus CTPYKTypbl OepeBa KIMEHTOB, MOMUTUK WM YYeTHbIX 3anucen

Heo6Xxo4MMO 3alTW B rMaBHOE MeHI0 koHconu ELLY — «YTunutel» — «Murpauua ¢ Cb Ha ELLY»
(Puc. 38).



O MacTep rmurpauum ¢ Cepeepa Besonachoctu Dallas Lock va ELY Dallas Lock - O *

MacTep MUrpaumu
[AnA MPOAOMKEHWUA HEXMUTE KHOMKY «[lanees

MacTep MurpauMW nossoadT nonyunte oT Cepeepa besonacHocTw cTpykTypy Aepesa [lomera
BesonacHoCTK, 3HaueHWe MOAMTHK, YUYETHbIE 3anuck, a Takke NepeBecTM Bcex kiveHToB M3 Cepsepa
BesonacHocTy B ELLY.

B npouecce mwrpaummn aammuHuctpatopy ELLY He pexkomenayeTca meHATs kakou goctyna ELLY m K
Cepeepy besonacHocTw.

Puc. 38. OkHO macTepa murpaumm

Mocne o3HakoMneHWs agMuHWCTpaTopa € MHdopmaumen, HeobxoanMMo HaxaTb KHoOMKy «[anee» ans
nepexofa K okHy «PelueHne konnmani HeyHVKanbHbIX NONUTUK». B AaHHOM okHe npegocTaBnseTcs Belbop
TMNa KIneHTa, MOMUTMKM KOTOPOro OOSKHbI OblTe MPUOPUTETHLIMW MPU BO3HUKHOBEHUWM KOMMM3WIA MNpK
Has3Ha4YeHWN NONUTUK Ha ypoBHE rpynn B npouecce murpauun (Puc. 39). Ha BbIGop AOCTYMNHbI KNWEHTHI
Dallas Lock 8.0, Dallas Lock Linux n CA3 Dallas Lock.

O MacTep murpaumm c Cepeepa BesonacnocTu Dallas Lock Ha ELLY Dallas Lock - O d

Pewenne KoNnusnil HEYHHKaNbHbIX NOMMTHK
BeIGEpMTE THN KIMEHTA, 3HAYEHMAMW NONMTHK KOTOPoro BYAET 0TASBATECA NPMOPHTET MPH HE3HAYEHHHM NOMMTHI
H& ypoBHE rpynn

Twn KnneHTa: o

@ Dallas Lock 8.0
O Dallas Lock Linux
'C) CA3 Dallas Lock

< Hazag Nanee > OtmeHa

Puc. 39. OkHo «PelueHre Konnunauin HeyHVKanbHbIX NONNTUKY

Mocne BbIGOpa TUNa KNMeHTa, MNONMUTUMKN KOTOPOro AOMKHbI ObITb MPUOPUTETHLIMU, HEOOXOAMMO HaXaTb
KHOMKY «[anee» Ans nepexoga K okHy nogkntoyerms k Cb (Puc. 40).



O MacTep murpaumn ¢ Cepeepa Bezenacnocti Dallas Lock va ELLY Dallas Leck - O d

Noaknrouenue k Cb
Ina noakniodyeria K CB 3anonHWTE BOe NONA W HEXKMWTE KHONKY «lanses

Ma uan IP-agpec: ||

Koy CB:
NorwH agMuHucTpaTopa Ch:

Mapons aaMMHKCcTpaTopa C6:

< Hazan Danee > OTMeHa

Puc. 40. NogkntoyeHne k Cb

Ona nogkntoyeHns k Cb gomkHbl ObITb 3aNoONHEHbI cnegyoLwmne Nons U HaxkaTa KHonka «[aneex:
o Uwmsa unu IP-agpec;

Kntou CB (ecnu 6b1n 3agaH);

JloruH agmuHucTpartopa Chb;

Maponb agmuHnctpaTopa Chb.

Ecnu k Cb He yganocb NOAKMOYUTLCS, TO B OKHE MOAKMIOYEHUS MOSBRSeTcs cooblieHne ¢ owmnbKon.
OsHakoMUBLUMCL C oLnbKown, crieayeT HaxaTb « OK» 1 NoBTOpWTL NONbITKY nogknioyveHus (Puc. 41).

Owinbka X
®

Cwnbka murpaumn ¢ Cb! ¥kazanHoe nma He HargeHo B ceTi

Puc. 41. Owmnbka nogkntodeHusa k Cb

B cnyuae, ecnu nogkntoveHve k CB BbINONHEHO ycnewHo, cneayeT OKHO Npouecca MUrpaummn AaHHbIX CO
CMUCKOM BbINOSHAEMbIX OeWCTBMA. [10 Mepe BbIMONMHEHWS OEWCTBMI raroyvkM B CMMCKE CTaHOBATCS
3eneHoro useta (Puc. 42). [ins 3aBepLUeHns npouecca HyXHO HaxaTb KHOMNKy «[danee».



O MacTep murpaunn ¢ Cepeepa besonacHoctu Dallas Lock va ELLY Dallas Lock — O *
NMpouecc MUrpaLHn
[NA 33EEPWEHHA NPOLECCE A0KANTE BRNOMHEHMA BCEX ASACTEMA W HEMMUTE KHOMKY <lanses
MoayueHwe cTpyKTYpel joMeHa BesonacHooTk
MonyyeHre NOANTAK
MonyqeHne yHETHBIX 3aNWCed
Co3ganue CTpyKTYpBl JoMeHa BE3ONACHOCTI
PErncTpauma yHeTHbIX 3anuced

TMpUMEHEHWE SHAYEHNA NOANTHE

O & 0 & 0 0 0

OTnpasxa pervcTpaunoHHbX AaHHbIX Ha Ch

Puc. 42. MNpouecc murpauun ¢ Cb Ha ELLY

Mocne Toro, kak ELLY oTnpaBuT pernctpaumnoHHbie gaHHble Ha Cb, oTkpoeTcst okHO BBoAa KnveHToB (Puc.
43). Ans TOro, 4Tobbl 3aKPbITb MAacTepP MUrpaLMK, HYXKHO HaXaTb KHOMKY «3aBepLUnTbY.

O MacTep murpaumm ¢ Cepeepa BesonacHoctw Dallas Leck Ha ELY Dallas Lock - O *

Beog KNHEHTOB
[na Toro, 4Tobbl 33KPEITE MECTED MMMDALMH HEKMUTE 33BepLUIMTE

Hauanca $oHOBbIF Npouecc BBoAa KAMeHTOB B ELLY, KOTOpbIFA MOXET 3aHATh ANMTENbHOE BpemA. BBoa
KAMEHTOB OCYLUECTBAAETCA UYEpes MexaHWMsm CHMHXpoHusauwmw. [pu aieayroweld cuHxpodmsaumm c Cb
knueHT EyneT eeiBened w3 b Cb v eeeger B A6 ELLY.

Ecnw Ha Cb He HacCTpoeHa nepuojvueckans  CHMHXPOHWM3aLUMA, HE‘DED(D,B,HMD 3anycTiuTe nNpouecc
CHHXPOHWM3aUMK NMPWMHYAWTENBHO. HPDLLECC EBOAA KIMEHTOB MOXHO OTCIedWMTe Ha BKNaake «CBOAKa» Ha

ypoeHe [b.

Puc. 43. OkHo BBOJA KITMEHTOB

Beopg knueHTOB ByaeT ocylecTBnAaTbCA B POHOBOM pexunme. Ha koHconn ELLY gaHHbIM npouecc MOXHO
oTcrneautb Ha Bknagke «Ceogka» Ha ypoBHe OB (Puc. 35). Haxas «lMogpobHee», OTKpbIBAeTCA OKHO
«CoctosiHme murpauun» (Puc. 44). laHHOe OKHO CoAepXuT Tabnuuy ¢ nonamu:
e «CosgaHo» — coaepXuT MHopMaLuio 0 AaTe 1 BpeMEeHU Havana murpauun, Takke B JaHHOM
nore COAepXuUTCS UKOHKa, KoTopas yKkasblBaeT Ha cTaTyCc Murpaumu;
o @_ MUrpaums 3aBepLueHa ycnewHo Unv NpuHyAMTENbLHO;
o — Murpaums B npowecce;
o «BbinonHeHO» — cogepXnT MHOPMaLMIO O AaTe U BpEMEHU OKOHYaHUS MUrpaLnm;
e «Mma Cb» — nmsa cepBepa 6e30MacHOCTH, C KOTOPOro MPOUCXOAUT MUrpaLus;



«KonunyecTtBo KknueHToB, murpupyrowmx Ha ELLY» — nokasbiBaeT KONMMYeCTBO MUrpYpPOBaBLLNX
KIUEHTOB K obLLemMy ymcny knueHtoB Ha Cb;

«CTtaTyc» — nokasblBaeT COCTOsIHME MnpoLiecca Murpaumu: «YcneLHo 3aBeplueHay, «B npouecce»
unu «MpuHyguTenbLHOE 3aBepLUEHNEY.

[aHHbIN NpoLecc MOXHO NPUHYAUTENBHO 3aBEPLUUTL, HaXaB KHOMKY «[1puHyauTensHoe 3aBeplueHne». B
crnyyae npVHYOUTENbHOrO 3aBepLUeHus npouecca Murpaumuv, ewé He BBedéHHble B ELY knmeHTh
ocTaHyTcs B coctaBe gomeHa Cb, a Bce Hencnonb3oBaHHbIe WaboHbl C HAaCTPOMKamMu KNMeHToB ByayT

yaaneHbl.
O CocToAHne Murpauumn >
Cozpano *  Boinonneno Wma Cb Konunuecreo kamentos, murpupyrowmx Ha ELLY Cramyc

NESKETOE_ThA EOE Mo -
LESK TUE-LIVIAUFS U K3

DESKTOP-IMAUFQS 0 u=1 B npouecce

3akpbiTh

Puc. 44. OkHO COCTOSIHUS MUrpauunmn

Mpu HaxaTum KHoMkn «[ogpobHee» OTKpPbIBAETCS CMUCOK KIIMEHTOB C AeTanbHOW MHdOopMaLmen o Tune
MOZYNS 1 0 pe3ynbTaTe MUrpaLumn Kaxaoro KnneHTa, B T.4. B 3TOM crivcke OyayT oTobpaxaTbCsi KNUEHTHI,
KOTOpble Murpauuto He nogaepxumsatoT (Puc. 45). [laHHOe OKHO COAepPXUT Tabnuvuy ¢ Nnonamu:

«CocCTosIHME» — COAEPXKMT UH(OPMALWMIO O AaTe U BPEMEHM TEKYLLENO cTaTyca MUrpauum, Takke
B JaHHOM ofe COAePXUTCH MKOHKa, KOTopasl ykasblBaeT Ha CTaTyC MUrpaLuu:

o Q — MUrpauua KrnmeHTa 3aseplieHa yCrnewHo;
o — MuUrpaumusa KrnnmeHta B npouecce;

o @ _ MUrpauusa KnueHTa He 3aBepLueHa no npudvHe NpUHYANTENbHOro 3aBepLUeHNs co
CTOPOHbI aAMUHUCTPATOPa UMY MUrpaLmsa KNneHTa He noaaepXxuBaeTcs N3-3a Bepcun;
«Mma APM» — umMa MurpupytoLero KnmeHTa;
«Mogynb» — HasBaHne moaynsa C3U;
«CTatyc» — nokasbiBaeT COCTOsIHME npouecca murpaumn: «Murpaumsa ycnewwHo 3aBeplueHa,

«OxvgaHme murpauuny, «MNpuHyauMTenbHoe 3aBeplueHue murpauum» unu «Tekywas Bepcus
KMMeHTa He NoAAepXUBaeT MUrpaLmioy.

KHonka «CoxpaHuTb» NO3BONSAET BbIrPY3uTh B (baln CAMCOK KIMEHTOB C MHdopMaLmen o murpauumu. lNMone
«[lMouck...» No3BonseT OCyLEeCTBUTL MOUCK N0 MMeHn moaynsa n APM. NHdopmauuio MOXHO punbTpoBaTtb
no Tuny mMoAdynew u ctatycy Murpaumm, a Takke copTupoBaTth No ctonbuam.



O Cocroanme murpauyun X

CNELLHO 33BEPLUEHA

Cocrosnmne ¥ Wms APM Craryc

& 150 17 Murpauus ycr

O 15,0 uc Mwurpaums ycnewHo 3asepLueHa
0 1 ucc-lin-4 Murpauus ycnet

& 15 Murpauus ycnet

O 5 Murpauns

@ 15 Murpauus

Q Murpauums

Q 15 Murpauus ycnet

& 15 yCMELIHO 33BEPLUEHA
& 15 yCMELLIHO 33BEPLLEHE
@

o

o 15

o "

CO:.'PSH“Tb m 33’(!3'3"“:

Puc. 45. CocTosHne murpauunn. Bknagka «lMogpobHee»

4.6 MapameTtpbl ELLY
4.6.1 HacTtpownka MHUMAEHTOB 6e3onacHOCTH

MpumeyaHue. Hactpomka uHUugeHToB 6€30MacHOCTM AOCTYNHa Ha pasHbiX YPOBHSAX
pepeBa [domeHa 6esonacHocTu. lMpu u3MeHeHUM HacTPOMKM OTobpaxeHus Ha nobom
ypoBHe [1B5, nameHeHns pacnpocTpaHaTcsa Ha oTobpakeHne Bcex ypoBHen [b.

B ELY Dallas Lock npegycmoTpeHa BO3MOXHOCTb MOSb30BaTENbCKOW HACTPOWKUM BU3yanusaumu
avarpaMm WHUMAEHTOB ©e30MacHOCTM U yNpaBrieHWst OMOBELLEHUAMWU B 3aBMCMMOCTM OT npuoputeTa
M TMNa cobbITUA, a Takke peanui3oBaHa BO3MOXHOCTb 3KCMOpTa MHUMAEHTOB Ge3onacHocTu B hann

no KHomnke «3JkcnopTt» (puc. 46).

Ons HaCTDOIZKI/I N ynpaslrieHna onoBeLleHUAMN, H606XOIIJ.I/IMO HaXXaTb Ha COOTBETCTBYHLLYIH KHOMKY

Ha Bknagke «CBoaka» — «HacTpovika nHuugeHToB 6e3onacHocTuy (puc. 46).



EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

VHLMAEHTLI He30MacHoCT v

3a neproa: CeroaHa 17.03.2022 HacTpofikk HHUKWAEHTOE BE30NacHOCTH

ID Toneko HEI‘IDDHHTaHHbIEI

Mo KOMMHECTEY 38 NEpHOA

1/2 -

He mpouTaHo/Bcero

® HonH4ecTeo

Puc. 46. HacTtpovika nHumaeHToB 6e3onacHocTu

Mpu HaxxaTnM KHOMKW, NOSIBNAETCSA OKHO «HacTpomnkn nHuugeHto 6esonacHocTuy (Puc. 47).

@ HacTpoikn HunaeHToE BesonacHooTy

|:| CucTeMa |:| CA3 ¥6 Dallas Lodk MKD |:| Lntoz BesonacHocTi WAF Dallas Lock |:| AreHT ELLY Dallas Lock
|:| Dallas Lock 8.0 |:| Dallas Lock Linux |:| CeTeBkIe YCTPOWCTES |:| Kaspersky Security Center
[] cn3 pallas Lock [ ] Dallas Lock €31 BW

| OumucTuTe
MpuopMTeT Uset OnoseweHwe
HHUEKMA CcpeaHni ERICOKMI
s — e o e m——— e
L L L D PaboTa npi HAPYLWEHMA LENOCTHOCTM
L ] L ] L . IP sa0nokMpoBaH. BelcokMiA ypoBeHE yrposkl
L ] L ] L . IP z30noKMpoBaH. H13KMIA YpoBEHs yrposkl
L ] L ] L . IP sabnokMposaH. CpeaHWid YpoBEHs yrposkl
Syslog
L L] L] . ¥poEeHs cepeesHocTi: 0. 'YpeseEbdaiHan ciTyauws
L L L . YpoBeHs cepbesHocTH: 1. Tpesara
L L L] . ¥poBEeHb CEPEE3HOCTH: 2, KpHTHYecdoe cobbimue
» @ [ad D ¥poBeHb CEpbEIHOCTH: 3. Owwnbka
Kaspersky
L L L . BupyHaa aTaka
@ » [ad . Opyrve kpuTHYeckie cobibimia Kaspersky
L ] L ] L . JTMUEHZMOHHOE OrpaHWYEHME NPEBLILEHD
o] o L] . ObHoBNEHMA Mogynei nporpamt “NabopaTopum Kaepokoro™ oTozEaHk
. ] ] . PEXIMM OMpaHUYEHHON BYHKUMOHANEHOCTI
L L L . Cpok eACTEMA NMUEHSMK CKOPO MCTEKSET
] - L] . Cpok AeACTEMA CEpTHDMKETE MCTEK
L L L [ (/| CTATYE wTnolrTRA KnuTuuerki™

Puc. 47. OkHo «HacTpoikn nHunaeHTos 6e3onacHoCTU»

48




B BepxHen 4acTu OkHa pacnosioXXeHo none ¢ punbTpaumen MHUMAEHTOB MHGOpMaLVOHHON 6e3onacHOCTH
no moaynsm. Hwxke pacnonoxeHa Tabnuua, cocTtoswlas M3 4veTblpex cTonbuoB. B npasom cmonbue
NPUBELEH Criucok docmyrHbIX UHUUOeHmMo8 be3onacHocmu, ANisi KOTOPbIX OCYLLIECTBMASIETCA HAaCTPOMKa.
B rnesom cmonbuye npousBOAUTCS Hacmpolka [puopumemosg npaBuil KOHTPOMS MPUINOXEHUN.
[Ons kaxxgoro nHumpgeHTa 6e30nacHOCTU MOXHO U3MEHUTb NPUOPUTET BbIGOPOM OOHOrO M3 3HAYEHUN.
HocTynHbl npruopuTeTbl cobbITUn: «HM3knny, «CpegHuny» n «BbiCokmMny.

HacTpoviku npMopuTeTOB BNMAIOT Ha BHELWHWI BUA Anarpammel «[lo npuoputeTy» (Bknagka «CBogka» —
«VMHUMaeHTLI 6e3onacHOCTY).

B cmonbue «lleem» npousBoanTCa Hacmpolka ueema ceameHmos OJduazpammbl «[1o  Tuny»
(oTobpaxaeTca Ha Bknagke «CBogka» — «MHUnaeHTbl 6e3onacHocTM»). [ns CMeHbl LBeTa MHUuAeHTa
©e30NacHOCTU HYXXHO HaXaTb fEeBOM KHOMKOW MbILIW MO HaBuraTopy LBeTa u BbibpaTh LUBET U3 NanuTpbl
(puc. 48).

My
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MpuMeHHTD OTmerHa

Puc. 48. Beibop uBeTa nHuugeHTta 6esonacHocTu

ﬂDEEBHTb K MoNb30E3TENRCKHMM UBETAM

£

MHumaeHTbl 6e30MacHOCTM Ha MOAyMsiX OTCIIEXMBAKOTCA M COMPOBOXAAKTCSA CUrHanusaunen Ha ELLY
Dallas Lock. Ha K c 3sanyweHHon KoHconbto ELLY BOCmpomsBoanMTCsi 3BYKOBOM CUrHam O COObITMM
BesonacHoCcTu 1 BbIBOAWTCS BCMMbiBatoLLee coobLieHne B 0bnactu ysegomneHun (puc. 49).

Puc. 49. YBegomneHue o cobbiTum 6e3onacHocTv Ha Moayrne



[ns exnoyeHUs coobleHUs], B CTPOKE, OTHOCSALLENCS K JAHHOMY TUMy COBbITUI, HY)KHO NOCTaBuUTb doniar
B cTonbue «OnoseweHue» (OKHO «HacTpomkM WHUMOEHTOB 6e3onacHocTwu»). s omkoYyeHus
coobLeHus Heobxoaumo y6pams ¢hrae.

Mo ymonuaHuio Npu OTKPbLITUM OKHa OTobpaxaltTcs BCe KaTteropuu B andasuvTHOM nopsigke. [pynnb
kateropun «Kaspersky», «Syslog» Bceraa HaxoaaTcs B KOHLLE CnMCKa.

4.6.2 MapameTpbl knactepa Ab

Mepen Tem, Kak co3gaBaTtb knactep cepeepoB b, AIB HeobGxoaMMo MpoM3BECTU MOArOTOBUTESNbHbIE
JencTBus:

1. Y6eantbcs, 4TO Ha Bcex OyaywimMx cepBepax Knactepa MnpaBUIbHO HACTPOEHO MOAKMYeHne
K DNS-cepsepy.

2. KoppekTtHo HacTpouTe DNS-cepBep — Ha KaxxgoMm OyayLuem cepBepe Knactepa SOJIKHO BO3BpaLLaThCs
KOPPEKTHOe, NOMHOCTLIO onpedeneHHoe, uvs gomeHa (FQDN) kaxxgoro cepeepa, N0 KOTOPOMY NOTOM
OyayT BBOAMTBLCS U paboTate mogynu DL.

3. PekomeHOyeTcs MpOU3BECTU CUHXPOHM3ALMIO BPEMEHW CEPBEPOB KracTepa (BPy4YHyH WM npwu
ucnonb3oBaHun cepeepoB NTP).

4. Hactpoutb 6a3y AaHHbIX PostgreSQL Ha BHELHWe NOAKMYeHns, a Takke HacTpouTb cBA3b mexay b
n Bcemu APM, koTopsle ByayT BxoauTb B knactep. [4na aToro Heo6xoanmo:

e pnobasuTtb B chann pg_hba.conf (koTopbin HAXOOUTCSA B OAHOM M3 KaTaroroB, KyAa yCTaHOBIEHa
6a3a gaHHbIX) crnegyoLLyo CTPOKY:

«# IPv4 local connections:
host all all 0.0.0.0/0 password»

OT0 no3BonuT paspelwunTb nogknodeHne Kk PostgreSQL ¢ nwoboro agpeca, Ans NOAKIOYEHUS
c IPv4 apgpecoB k niobon B[, nobbiM nonb3oBatenemMm (MM HACTPOUTb OFPaHUYEHHbIN OOCTYnN
Tonbko ¢ cepeepos ELLY Dallas Lock);

e packoMmMmeHTMpoBaTb B hanne postgresql.conf cnegyoLyto CTPOKy:
«listen_addresses = "*"»

9710 no3sonut PostgreSQL oTBevaTtb Ha noboM MHTepderice cepBepa (UNn HacTpoutb paboTy
Ha onpefeneHHOM CeTeBOM MHTepderice, AOCTYNHOM Mno ceTu ¢ cepsepa ELLY Dallas Lock);

e co3gaTb OTAeNnbHyl 0a3y OaHHbIX M ydeTHy 3anuck B PostgreSQL gna ELYY Dallas Lock,
BbINONTHWMB KOMaHAbl B kKOMaHaHoW ob6onoyke SQL Shell (psql):
«postgres=# create database <6asa_0aHHbIX>;»;
«postgres=# create role <admuH_6a3bl_0aHHbIx> with login;»;
«postgres=# \password <admuH_6a3bi_0aHHbIX>;»;
«postgres=# grant connect, create on database <6a3a_daHHbix> to <aOMUH_6a3bi_0aHHbIX>;».

MpumeyvaHue. [aHHble OEWCTBMA MOXHO CAenaTtb, YCTAHOBMB rpadUuecKylo yTUnuTy
pgAdmin, npegHasHadeHHyto Ang 6onee ygobHoro agMuHucTpuposaHus PostgreSQL, uem
KOMaHAHasi CTpoKa.

Mocne cosgaHus knactepa cepsepoB b AUB gomkeH yb6eagutecs, uto B KoHconu ELLY oTtobpaxatoTtcs
KOPPEKTHbIE MMEHa cepBepoB knactepa. Ecnu xe B KoHconu ELLY oTobpaxatotca HekoppekTHble FQDN
UMeHa CepBepoB, TO HE0HBX0AUMO:

1. BbiBecTu npobnemHbIn cepBep 13 knacTtepa Ob.
2. KoppekTHo HacTpouTb DNS 1 npoBepuTb HAaCTPOMKN CEPBEPOB KracTepa.
3. lNoeToOpHO BBECTU cepBep B knactep Ab.

BHumanue! CosgaHue knactepa cepepoB [1b BO3MOXHO TOMbKO NpU UCMNOMb30BaHUM 6a3bl
AaHHbIX PostgreSQL.
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MpumevaHue. [locne pasBopaymBaHus knactepa cepsepoB ELY Dallas Lock
He JonycKalTCs U3MEHEHUs1 HacTpOoeK CeTeBbiX adanTepoB, CETEBOr0 MMEHW CepBepa,
FQDN wmeHn B 3anvcn DNS-cepBepa u pobaenenHne DNS-3anuceit, cBsi3aHHbIX
¢ cepsepamu ELLY Dallas Lock, T.k. 3T0 MOXeT noBne4yb HepaboTOCNOCOOHOCTL KnacTepa.

MpumeyaHue. Ecnu B knactepe ELLY Dallas Lock HeEKOppeKTHO HAacTPOeHO pacno3HaBaHue
FQDN wumeH cepepoB ELLY Dallas Lock — nepeHoc n coxpaHeHue KoHdwurypauum
ELLY Dallas Lock moxeT He paGoTaTb.

[lns BBOOA cepBepa B COCTaB KfacTtepa AOCTaTO4YHO, 4ToObl AU ¢ nuueH3unen Obin NoAK0YEH:

K OOHOMY 13 CEPBEPOB, BXOASLLMX B COCTaB Knacrepa;
unm
K TOMYy CepBepy, KOTOPbI BBOOUTCSA B COCTaB Kracrepa.

Beopa B knactep [1b B npouecce yctaHOBKMU

!
!

MpumeyaHwme. lpu co3pgaHmm knactepa OB Heobxooumo wucnonb3oBaTb OOUHAKOBbIE
Bepcun ELLY Dallas Lock.

Mpumeyanwme. Ecnun Ha yganeHHoM cepBepe ELLY, kK koTOpomMy Npon3BoanTCA NOAKMYEHne,
yCcTaHOBMeHa AemMoBepcust NpoaykTa, To gobaeneHune y3na B knactep cepsepos ELY Dallas
Lock ©6ygeTt HegocTynHoO.

[ns pobasneHuns yana B knacTtep cepeepoB [1b B npouecce ycTaHOBKM HEOBXOAMMO:

1. 3anyctutb npouecc yctaHosku ELLY Dallas Lock.
2. Ha ware «Bbibop Tuna gomeHa» BbiGpaTb NyHKT «CepBep pennukauun» (Puc. 50).

O Macrep ycranoskwm - ELLY Dallas Lock bt
Buibop Tna gomeHa @
BriBepuTe TMN cozgaEaemoro 4oMeHa

() Aomen BezonacHoctk

CozaaHwe Hoeoro JomeH BezonacHocTu

O NoguvHEHHLIA AomeH BezonacHocTH

CozjaHne HOBOro JloMeHa Be30NacHOCTH, BKNHIYEHHOID B COCTAE
CyLLecTEyHOLWEro [ameHa Ge3onacHocTi

O
OgugC)
O
OgugO)
0 ® Cepeep pennukaymu
0‘_‘0 JoGaeneHwe y3na B KnacTep cepeepok ELY

< Hasap Hanee > Otmena

Puc. 50. Bbibop TMna co3gaBaemMoro JomMeHa




3. Bapatb napameTpbl rnasHoro A6 (puc. 51):
e agpec rnasHoro [1b;
e kntod goctyna k Ab.

D MacTep ycranoeku - ELLY Dallas Lock X
MapameTpbl yaanéHHoro cepeepa @
YkamuTe NapamMeTpel yaanBHHOro cepeepa

Agppec rnasnero Jb:

Knwou goctyna:

< Hazaa Otmena

Puc. 51. NapameTpbl yaaneHHoro cepeepa

4. Nanee npogomkutb ycTaHoBky ELLY Dallas Lock.
5. MNocne 3aBeplleHNst YCTaHOBKM Ha cepBepax knactepa ELY Dallas Lock Ha Bknagke «CBogka» —
«MHopmauns 06 obbekTe» nosaBuTCA MMs fobaBneHHOro yana.

Beopa B knactep [1b nocne yctaHOBKU

BHuumanue! NMpu BBoAe B knacTtep b Tekywero cepsepa ELLY Dallas Lock 6yayT notepsiHbl
paHee gobaBneHHble B HEr0 MOOYINN U HAaCTPOWKKU, M HA3HAYEHbl HACTPOWKN cepBepa Unu
knactepa cepsepos ELLY, B [1b kOTOpbIX NponcxoauT BBOA,.

Ana u3ameHeHus HacTpoek knactepa OB nocne ycTaHOBKM HeO6XOOAMMO OTKPbITb [MABHOE MEHI0

KoHconu ELLY E — «[lMapameTpbl knactepa Ab».

B okHe «[apameTtpbl knactepa Ob», BBecTu Tekywun cepsep ELLY Dallas Lock B knactep OB ang
pennukaumm (puc. 52).

U Mapametpel knacrepa 0B X
MMA noMeHa:

[OomeH BesonacHocTK

Beoa B knacTep Ab:

Cepeep: || |

Koy aocTyna:

Beectn

3aKpoITh

Puc. 52. NapameTpsl knactepa b



Mocne 3anonHeHusi AaHHbIX rnaBHoro cepBepa [B Haxatb kHomky «Bsectuy». [danee nosiBuTCS
WHpopmaLmoHHoe coobLleHne o6 ycnewwHon peructpauum cepeepa (puc. 53).

U Pervcrpauma B knacrepe B >

Cepeep yCNELWHD 33pErMCTPWPOEAH,
KoHcone BygeT nepesanyLyeHa.

Puc. 53. CoobLyeHne o peructpauun B knactepe b

KoHconb ELLY 6ygeTt nepesanyuweHa. 3ateM Heobxoaumo 3apeructpupoBath ak3emnnsp KoHnconu ELLY
Kak npu nepeom 3anycke (cM. «3anyck koHconu ELLY») 1 nogknioumTbCs K cepeepy.

Ha ypoeHe b (Bknagka «CBogka» — «MHdopmaums 06 obbekTe») oTobpasaTca uMeHa BCeEX CEpPBEPOB
knactepa ELY Dallas Lock, a Takke OyayT paccuyuTaHbl KONMMYECTBEHHbIE OrpPaHUYEHUs NULEH3UN,
cornacHo ocob6eHHOCTAM Ha3HayeHus KBOT AN gomeHa (cMm. «OcobeHHOCTH NMLEeH3MPOoBaHNs Knactepa

OB6») (puc. 54).

MH@OPMALINA Ob ObbEKTE

Cepeepa knacTepa ELLY WIN-1QEA18DUV11: 17300, obad-win2016-34: 17300

FPoguTensckmia gomed  Het

NAPAMETPBI NMLUEHZHHA MNoapobree

ARM 0 /499333

CeTeBble YWTPoHCTEa 0/ 493939

MogYKHEHHBIE AOMEHbI 0 /493939
ELLY DALLAS LOCK Mcnonesyemsle | Bcero

Puc. 54. Hopmauus o knactepe cepBepoB
BbiBog cepBepa us knactepa Ab

Ons BbiBOga cepsepa u3 knactepa [Ob Heobxognmo oOTKpbITb rnaBHoe MeHio Kowconu ELLY E —
«[lMapameTtpel knactepa Ob».

MosiBuTCA OKHO «[apameTpbl knacTepa [b», U3 cnucka cepBepoB KnacTepa BbibpaTb cepBep AN BbiBOAA
n HaxaTb «BbiBecTu» (puc. 55). Nosasutca coobuieHne o6 ycnelHom BbiBoge cepBepa u3 knactepa ELLY
Dallas Lock n ganee KoHconb ELLY nepesanyctutcs.

) [NapameTphl knacrepa /b

Wma pomeHa:

[omeH BesonacHoCTK

CrnucoK CEpeepoe:

Cepeep Cratyc
obad-win2016-34:17900 Jocrynen
WIN-TOEATEDUVIETTI00 doctyned

BeisecTH

3aKPpEITE

Puc. 55. Cnncok cepepoB knactepa b



Mpu wraTtHOM BbIBOAE cepBepa ELLY n3 knactepa ocyliectsnseTcs:

e onoBelleHne cepepoB ELLY B cocTaBe knactepa o BblBOAE CepBepa;

e nepepacnpegeneHne KBOT Mexay cepBepaMy B KfacTepe B COOTBETCTBUM C OCOBEHHOCTAMU
HasHayeHus KBOT Ans AoMeHa (cM. «OcoBeHHOCTN NuLeH3npoBaHus knactepa [16»);

* [epexoq CUCTEMbl XPaHEHUS XXYPHANOB BbIBOAWMOIO cepBepa B NOKamNbHbIA PEXUM;

e cbpoc norvHa v napons y4eTHon 3anvcu admin, a Takke Koga AocTyna K cepsepy;

* 1CYe3HOBeHVe Bcex OBLEKTOB 13 AepeBa OOBLEKTOB.

Ecnu nocne BbiBOAa cepBepa u3 knactepa [1b B pesynbtaTe pacnpegeneHuns KBOT OCTaBLUMECS CepBepbl
nony4yatoT KBOTY Ha [1b Ha MeHbLLee YMcno NogyYnMHEHHbIX OOBEKTOB, YEM yKe 3apermctpupoBaHo B [B,
Takas kBoTa He npumeHsietcs. Knactep OB yHKUMOHMPYET B OrpaHMYEHHOM pexume OO0 MOMEHTa
NPYMEHEHNS NULEH3uNn, obecneynBaroLLier JOCTAaTOUHYO BENWYMHY KBOTbI Anst gaHHoro Ob.

4.6.3 9KCNOPT MHLNAEHTOB 6e30MNacHOCTU

Ons 9KCNOpTNUpOBaHUA MHUNOEHTOB ©e3onacHoCcTu B SIEM-cuctemy Heobxoanmo OTKPbITb IMaBHOE MEHI0

KoHconu ELLY — «OkcnopT UNB».
MosiBuTCA OKHO «OkcnopT MB» (puc. 56).

& 3kcnopt B >

JKCNOPT MHUWMAEHTOE BesonacHocT B SIEM-cMCTeMy

DopmMaT; Syslog (RFC 3164) -

Cepeep: localhost
MpoTokon: PN =
MopT: 514 -

Puc. 56. OkcnopT nHuuaeHToB 6e3onacHocty B SIEM

B okHe Heobxoaumo:

MoctaBuTb dnar «AKCNopPT UHUKNAEHTOB 6esonacHocTu B SIEM-cnctemy».
Bbibpatb hopmart akcnopTa.

YKasaTb ceTeBoe NMs cepBepa.

BbiGpaTb NpOTOKON U MOPT MNOOKMIOYEHMS.

HaxaTb kHOMNKy «[TpuMeHUTbY.

agrwNE

Ecnu npouecc npowen ycnewHo, 4epe3 HEKOTOpPOe BpeMs WHUMAeHTbl 6e3onacHoctn 6ygyT
3KCMopTUPOBaHLI B BbibpaHHOM chopmaTte Ha SIEM-cepBep.

4.6.4HacTponka KoHdUrypaumMoHHbIX ¢hannos

B ELY Dallas Lock cywiectByeT BO3MOXHOCTb Bblbopa HeoOXOAMMbIX TMNOB OOBLEKTOB Ans paboThl
B J@HHOM  3K3eMnnspe KkoHcomu. [Insa  HacTpomkm HeobxoguMMO  OTKPbITb  [MTABHOE  MEHH

Konconu ELLY E — «HacTtpolika kKoHUrypaunoHHbix ¢annosy.
MosiBuTCA OKHO «HacTponka KoHUrypauuoHHblx dannos» (Puc. 57).



O Hactpoiika kondurypaunontex ¢aiinos *

BrifiepuTe HeofxoAMMbIE MOAYNM ANA paBoTEl B KOHCOMM:

Common

~ [ Dallas Lock 8.0 VK8
peaakuma-C
MesceTesoid 3kpan
CucTema oBHapy:KEHNA BTOPHKEHNIA
~ [ Dallas Lock 8.0 VK9
peaakuma-C
MesceTesoid 3kpan
CucTema oBHapy:KEHNA BTOPHKEHNIA
~ [ Dallas Lock 8.0 VK10
peaakuma-C
MesceTesoid 3kpan
CucTema oBHapy:KEHNA BTOPHKEHNIA
/13 Dallas Lock MK4
C/13 Dallas Lock MIK5
CA3 ¥E Dallas Lock MKD
~ [ Dallas Lock Linux VK2
MesceTesoid 3kpan
CKH
~ [ Dallas Lock Linux VK3
MesceTesoid 3kpan
CKH
b Dallas Lock C311 BM WK4
CrangapTHan pesakums
PaclumperHan pesakums
Lntoz GezonacHocTn WAF Dallas Lock KD
Lntoz BezonacHoctn WAF Dallas Lock WK1
Arent ELLY Windows
Arent ELLY Linux
Kaspersky Security Center
Kaspersky Endpoint Security

MpHMEHKTE OTMeHa

Puc. 57. HacTporika KoHurypaumoHHbIX annos

B okHe HeobGxoammo NpOCTaBUTb cbnarm paOoomMm c ob6bektamu, c KOTOpPbIMWU NpeanonaraeTcd pa60Ta
B JaHHOM 3K3eMnnApe KOHCOJIN.

4.6.5MpuHagnexHocTb K aomeHy Active Directory

Ons obecneyeHns BO3MOXHOCTM peructpauum B [lomeHe GesonacHoctu ELLY Dallas Lock yyeTHbIx
3anucen gomeHa Active Directory 4OmKHbI BbINOMHATHCS CneayoLmne yCroBus:

1. MK ¢ OC Windows, Ha KOTOpOM ycTaHoBrneHa cnyxba ELLY, nomkeH 6biTb BBeaeH gomeH AD uvnu
ABNATLCHA KOHTpONnepom goMeHa AD.

2. Ha TK ¢ OC Linux, Ha koTopom ycTaHoBneHa cnyxba ELlY, Heobxooumo ykasaTb MOMHOCTbIO
onpegeneHHoe ums JoMeHa.

[nst npocmoTpa MHopmMauum o ToMm, K kakoMy aomeHy AD npuHagnexut ELLY Dallas Lock, Heobxogumo

OTKpbITb rMaBHoe MeHio KoHnconu ELLY — «[pnHagnexHocTb k gomeHy Active Directory».
MosiBuTCA okHo «[lMpuHagnexHOCTb K AomeHy Active Directory» (puc. 58).

U MpuHagnexHooTe K aomery Active Directory x

MoNHOCTED oNpedenEHHoE MMA AoMeHa (FQDM)

secdomain,ad

OTMEHa

Puc. 58. NpunHagnexHocTb k aomeHy Active Directory



B okHe OynmeT ykasaHO MNOMHOCTbIO onpedeneHHoe umsi gomeHa AD (FQDN). Ecnu cnyxba ELY
passepHyTa Ha K ¢ OC Linux, none ¢ MMeHeM AOMeHa MOXHO OTpe4aKkTUpOBaTb.

4.6.6 MapameTpbl paboTbl

MapameTtpbl pabotbl ELlY Dallas Lock HacTpauBatotca B rnaBHOM MeHio KoHconu ELY E —
«lMapameTpsbl...» (puc. 59).

0 Hacrpoiikn X

D MonHoE AOMEHHOE MMA

Cetesoe obopygosaHue
PyA O IP-appec
Moaynm @ Oba cnocoba
Kaspersky
Hyprano OnoBeULEHMA HEADCTYMHOCTH 00bekTa

L1

HacTpoiika yBegomnerii ONOBELWEHWE MPM OTCYTCTEMM CBAZM € obbekTom (B anax): |90

D CHHXPOHW3ELMA CUCTEMHOMD BPEMEHM B AOMEHE fesonacHocTH

Monone3yeMeiil YacoBai NoAc:

@ Cepeepa [ Moayna

D KoHcon
O 3anaHHbIA

MoKasEIBaTE YSCOE0A NOAC B OTMETKEX EPEMEHK

MpeqynpemraeHIaA:

MpeaynpexaeHuii apermo: 0 BocecTanoBnTe NpeaynpesaeHra

Puc. 59. Obwue napameTpsl

O6wme napameTpbl paboThbl

Ha Bknagke «O6wume» HacTpanBaroTCa napameTpbl, obwme ansa Bcex oobekTo [b.
B naHHOM okHe gocTyneH Bbibop ucnons3yemoro cnocoba nogkntoyeHus k cepsepy ELLY Dallas Lock:

e [ONHOE JOMEHHOE UMS;
e |P-agpec;
e 06a crnocoba ¢ NPMoOPUTETOM NOAKMHYEHUS NO:
e  MOMHbIM JOMEHHbIM UMEHaM;
e |P-agpecam.
B okHe npou3BoguTCcs HacTpolka napameTtpa «OnoBeLLeHNne HEAOCTYNHOCTN O0OBbEKTa» C BO3MOXHOCTBIO
OTKIMOYEHUSA/BKINIOYEHNS LAHHOrO napaMeTpa WM YCTAHOBKM 3HA4YeHWst cpoka B AHSAX, MO UCTEYEHUHD
KOTOPOro nocTynaeT OnoBeLleHne 06 OTCYTCTBMM CBSI3N C OOBEKTOM.
YctaHoBka cnara ansa napametpa «CUHXpPOHU3aUMs CUCTEMHOIO BPEMEHM B AOMeHe 6e30MmacHOCTU»
BKIMOYaeT CUHXPOHM3ALIMI0 CUCTEMHOIO BpEMEHU Ha BCcex Moaynsx, Bxoadauwmx B coctas b ELLY Dallas
Lock.
MapameTp «Mcnonb3yembii 4acoBOM NOSIC» MO3BONSAET BblI6paTbh MCTOUHUK YACOBOro nosica C NMOMOLLbIO
paguokHonkm co 3HadeHunamu: «Cepsepa/moaynsay», «KoHconu» u «3apaHHbii». Takke napameTp
«Mcnonb3yembii 4acoBoM MOAC» MNO3BONSET 3adaTb BUA OTOGpaXeHWss BPEMEHUM B KypHanax
KoHconu ELY.



Takke ecTb BO3MOXHOCTb BOCCTAHOBWUTbL CKPbIThble NMpeaynpexaeHusl, HaxaB Ha KHOMKy «BoccTtaHoBuTb
npeaynpexaeHns».

MapameTpbl ceTeBOro o6opynoBaHus

Ha Bknagke «CeTeBoe obopygoBaHve» 3agaeTcsl NepuvoanyHOCTL MPOBEPOK CETEBOro 06opynoBaHMS
no npotokony SNMP n SSH (puc. 60).

U Hacrpoiikn e
06w me Mepuoar4ecKan NPoOSEPKa AOCT YTHOCTH
Cerenoe oBopyaosatine TMeproANHHOCTE NPOBEPKN AOCTYNHOCTH (B MuHyTax): | 60 =
Moaynu Mepuonr-HecKan NPOSEPKa LENOCTHOCTH
Ka ky MEpUoLMUHOCTE NPOBEPKN LENOCTHOCTH (B MuHyTax): | 360 =
spers|
HKyprans OBHOBNEHWE KOHBMI YPALMOHHEIX BEIAN0E CETEBEIX YCTPOHCTE

HacTpoiika yeegomaeHuit

Syslog-cepeep:
Mpwen UDP-coofuieqwii, nopT: 514 =

D Mpuem TCP-coobueHui, nopT:
DUNETPELMA COOBLLEHMA N0 BEKHOCTI
[¥poBeHb 0] YpessriHaiHan cUTYaLMA
[¥poEeHe 1] Tpesora
[¥posexs 2] Kputuueckoe cobibmie
[¥posexs 3] Cwmbka
[¥poserb 4] MpenynpexaeHne
[¥poBeHe 5] ¥EeaoMneHe
|:| [¥poBeHe 6] MHpopMaLMoHHDE CcoodlLeHHe

I:' [¥posexs 7] OTnagouHoe cooblueHne

Puc. 60. MNapameTtpbl SNMP 1 SSH

JocTynHbl cnegytowue napameTpsbl:
e MEepPUOAMNYHOCTb NPOBEPKU AOCTYNHOCTU (B MUHYTax). JaHHbI napameTp NpuMHUMaeT 3HaYeHUs
oT 10 MuHyT 80 31 gHA (44 640 MUHYT), 3HaYeHWe Mo yMon4aHuto: 60 MUHYT;
e  NEepuoaM4HOCTb MPOBEPKM LeNOCTHOCTM (B MUHYyTax). [laHHbIN napameTp NpuHMMaeT 3HayeHus
oT 10 MuHyT o 31 gH4A (44 640 MUHYT), 3Ha4YeHne no ymondaHuo: 360 MUHYT.

MononHuTte Basy koHdwurypauun ELLY Dallas Lock, T.e pobaBuTb He ykasaHHble B ELlY Dallas Lock
COOTBETCTBUS WNOEHTUMKATOPOB ceTeBblX YCTPOUCTB (SysObjectID OID) u ux mopenenh MOXHO
cnegyrwmumm cnocobamm;
1)OTtpepakTupoBaTb BpyyHYyto dainn extra-ids.ucNetworkCfg, koTopbli pacrnonaraeTcs:
e B OC Windows: C:\Program Files\UCC\share\snmp\extra-ids.ucNetworkCfg;
e B OC Linux: /opt/lUCC/share/snmp/extra-ids.ucNetworkCfg.
2)[Mo 3anpocy B cnyxbe TexHuyeckon nopaepxkn (helpdesk@confident.ru) MOXHO nonyyYnTb
o6HoBrneHnss basbl koHdurypaumii ELLY Dallas Lock. [Ons npyMeHeHMst MNony4YeHHbIX OOHOBMEHWUN,
HeoOXoOMMO yKa3aTb K HMM NyTb B pasgene «OGHOBMeHWe KOHUrypauuoHHbIX (airoB CeTeBbIX
YCTPOWCTB».

Hwxe goocTynHbl cneaytoLmne HacTporiku Syslog-cepeepa:

e  BKIIOYEHME/BLIKMIOYEHME C NOMOLLbIO Yekbokca npuema Syslog-coobueHnii no UDP-npoTokony
W Ha3HayeHne cooTBeTCTBYyloWero nopta. o ymonyaHuilo 4ekOOKC BKIIOYEH, More «MnopT»
aKkTnBHoO, yctaHoBneH 514 nopr;

e  BKIOYEHUE/BLIKIMIOYEHNE C MOMOLLLIO Yekbokca npuema Syslog-coobueHunii no TCP-npoTtokony
M Ha3HayeHne CcooTBeTCTBYyLWEero nopta. 1o ymonyaHuilo 4YekBOKC BLIKIIOYEH, Nofne «rnopT»
HeakTUBHO, ycTaHoBreH 1468 nopr;

e HaACTpoWKa YpPOBHEN BaxHOCTU coobuieHunn (tabnuua 3), o6paboTky koTopbix ELLY Dallas Lock


mailto:helpdesk@confident.ru

JOIKeH ocylecTBNATh. [10 yMonyaHuio BKItOYEeHbl YeKDOKChI Ans ypoBHewn 0-5.
Ta6bnuua 3. Knaccuduvkaumsa ypoBHen BaxXHOCTU coObiTun B Syslog
3HayveHue YpoBeHb cepbe3HOCTH OnucaHue

UpesBblyanHasa cuTyaums

0 . Cuctema He pabotocnocobHa
(emergencies)
1 Tpeora (alerts) Heobxoanmo cpovHoe BMeLIaTenbLCTBO
Kputunyeckme cobbitusa
2 pv Kputunueckme cobbitna o coctosHum CY
(critical)
CoobueHuns 06 owmnbkax
3 H YcnoBus owmbku
(errors)
BceBo3amoxHble
4 . YcnoBusi npegynpexaeHuns
npepynpexaexus (warning)
HopmanbHble, HO BaxHble YCroBus (He SIBNSAOTCA
5 Baxtible yBeaoMneHus OLIMBOYHBIMWU COCTOSHUSIMU, HO TpebytT ocoboro
(notifications) ’ pPeDY
BHMMaHWS)
6 MHpopmaLmoHHbIe WHble MHOPMAaLIMOHHbIE coobLLeHus, He
coobueHus (informational)  Tpebyowme ocoboro BHUMaHNS
7 OTnagoyHble CoobLLEHNS CoobeHus cogepxar nHopmaumio,
(debugging) NCMNonb3yeMyto TOMbKO Npu OTNaake

MapameTpbl paboTbl Moaynen

Ha Bknagke «Mopgynu» 3agaeTtcsi nepuognyHocTb cbopa XXypHarnoB U cuHxpoHusauumn ELLY Dallas Lock
¢ mogynsmu (puc. 61).

) Hacrpoiikn X

Obwme MNepuog chopa #yPHANos © Moaynei:

Kaspersky 3 HiH.
Kyprane!

HacTpoiika ysegomaeHnid

m O rena

Puc. 61. NapameTpbl Mogynen

Mepuoa cbopa KypHanoB ¢ MOAYNEN U NEPUOS CUHXPOHM3ALMM MOTYT NPUHUMATL 3HAYEHUS OT 5 MUHYT
no 1 Hegenu n «Hukorga». 3HayeHne nNo ymonyaHuio — «Hukorgar.

3HayeHns gaHHbIX napametpoB AVB gomkeH 3agjaBaTh B 3aBMCUMOCTM OT Harpysku cCeTu, 4acToTbl
BHOCUMBbIX U3MEHEHUI N KONUYECTBA NOAKIMIOYEHHbIX MOAYIEN.



Mocne ycTtaHoBkM ¢hnara «PaboTa ¢ oTdyeTamu» BO3MOXHO HACTPOUTb MEPUOOMYHOCTbL MNPOBEPKM
LenoctHocTn otyeToB moaynen AreHT ELLY. Nepurog npoBepkn MOXET NPUHMMATb 3HAYEeHUS OT 5 MUHYT
0o 1 Hegenw. No ymonyaHuio pyHKUMs «PaboTa ¢ oT4eTaMmn» — OTKIMoYEHa.

MapameTpbl Kaspersky

Ha Bknagke «Kaspersky» (puc. 62) 3apgaetcs nepvoguyHOCTb cOopa >KypHanoB W CUHXPOHWM3ALUM
c cepsepom Kaspersky Security Center (KSC). lNepuog cbopa xypHanoB ¢ cepsepa KSC u nepuopg
CUHXPOHM3ALMM MOTyT MNpuHMMaTb 3HadeHuss OT 5 MuHYT o 1 Hegenn u «Hwukorga». 3HayveHue
no ymonyaHuio — «1 4.».

J Hacrpoiikn x
OBwme Mepuoa cbopa xypHanos c cepeepa KSC:
Cetesoe obopyaosaHne Mepuofd CMHXPOHKM3aLMK C cepeepom KSC: ISETE ~
Moaynm
HKypHans!

HacTpolika yeegomneHni

Puc. 62. NapameTpbl Kaspersky

MapameTpbl XpaHeHUst XKypHanoB

Ha Bknagke «>KypHanbi» (puc. 63) oTobpaxaeTca MHpopmMauus o TeKyLem cnocobe XpaHeH s XXypHaros,
BbIOpaHHOM B NPOLECCE YCTAHOBKM, @ TAKKe BO3MOXHOCTb PeAakTMpoBaHUsA crnocoba xpaHeHus XXypHaroB
yXe Ha yctaHoBneHHoMm ELLY Dallas Lock.

Mpu BbIOGOPE «Mcnonb3oBaTh PostgreSQL» HE06X0AMMO 3anonHUTL Mons:

agpec cepBepa;

NOpPT NOAKITHOYEHUS;

nMs 6a3bl AaHHbIX;

UMS Nonb3oBaTens;

napone.

I'Ipvl Bbl60pe «Mcnonb3oBaTb BHYTPEHHKOK CUCTEMbl XpaHEeHUA» 3anoJTHATb NMOJ1A HE HYXHO.

Mo ymonyaHuio BbibpaHo 3HaveHne «Mcnonb3oBaTh BHYTPEHHIOK CUCTEMY XPAHEHUSI».



J Hacrpoiikn >

Dfwme (®) Nnonb30BaTh BHYTPEHIOK CUCTEMY XPEHEHUA

':::' WcnonbsoBate PostgreS0L
CeTesoe ofiopynosaHie
Moaynm
Kaspersky

HacTpolika yeeaoMneHmMi

MPHUMEHKTE OTHEHE

Puc. 63. NapameTpbl XpaHeHMs XypHanos

HacTtpowka yBegomneHumn

Ha Bknagke «HacTtpoiika yBegomneHuny (puc. 64) MoXHO onpegenute KOMy 1 OT Koro 6yaeT oTnpaBneHo
nMcbMo, Takke 3agatb TEMY NUCbMa U ero TekcT. [Ansi peAakTupoBaHusl BKNagku Heobxoaumo yCTaHOBUTb
donar HanpoTuB cTpokn «OTNpaBnATb yBeJOMIIEHMA» (MO YMOMNYaHuio orar He BbiCTaBneH). Tema u TekcTt
nnucbMa 3aaHbl N0 YMOMYaHUIo.

B none «KntouyeBble cnoea» Heob6XxoAMMO 3anofHWUTb NOMS:

e cepBep;
e 1opT (N0 ymonyaHuio — 25);
e nonb3oBaTerb;
e Maponeb.
B ctpoke «llndpoaHne» BbIOpaTb HEOOXOANMbBIN BapuaHT N3 NpeasioKeHHbIX:
e SSL/TLS;
e STARTTLS;
e Her.

npOBepMTb MMCbMO N TOYHOCTb YKa3aHHbIX OaHHbIX, MOXHO C MNMOMOLUbK TECTOBOro nuncbma, HaxaB
Ha KHOMKY «OTFIpaBVITb TecToBoe nNnucbMo». lNocne Bcex HaCTpPOEK HaXaTb ((rlpl/IMeHI/ITb».



EgouHbin ueHTp ynpasneHns Dallas Lock

MHCprKLWIFI no ncnosib3oBaHUKO

ﬂ Hactpoiikm

| Obuwyme

| Cetesoe obopyaosaHmne

| Kaspersky

| KypHanb

Hactpoiika ysegomneHnid

l
l
| Mogaynu ]
l
l

OTNPaEnATL YEEAOMNEHUS

Komy: |

Ot Koro: |

Tema:

|I'Ipom3omen MHUMAEHT BesonacHocT |

TEKCT NMcbMa:

MpoM3oIIEN MHUMAEHT Be3onacHoCTM:

WMma pomena: Yoma gomeHa e

Onucanne cobbimua: Yecobbmue %

BpemA perncTpawm cobeimia; YhepemMa¥c

APM: YAPMYS

Mogyns: ¥emogyns %

PezyneTat: YpesynsTtat %

JononHUTENsHaA MHboprawaa: Yenon. wHd. %
MpHopKTeT cofbTHA: SenpHopHTET 36

Knioqessie cnosa

Cepeep: |

| MopT: |25

Monb3o0EaTens: |

Naponke: |ooooooo.

o |

LUndposaHue:

Omn PaBUTh TECTOBOE MUCBMO

() ssiyms () STARTTLS (8) Her

OTtmena

Puc. 64. HacTpolika yBegoMneHum
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5 AOOMEH BE3OMNACHOCTHU ELlY

Ha ypoBHe 16 B aepeBe ob6bekToB KoHconn ELLY dopmmpyetcs Habop BkNagok ans obuiern HacTpomkm
napameTpoB 6e3onacHocTn ans Bcero b n ona Bcex nogy4nHeHHbIx oobekToB gaHHoro [b. MNpu BuiGope
onpegeneHHon BKMagku MNOSIBRSieTCS BO3MOXHOCTb NpocMaTtpuBaTh WM pedakTMpoBaTb NapameTpbl
6esonacHocTu. [lpu BbigeneHun Bknagok 4depes Ctrl/Shift MmoxHO coBepLUMTb rpynnoBble onepauuu

OoBOHOBMEHNA NNK yoaneHusa.

5.1 Csopka gnsa b

[ns ynobctea paboTbl BO3MOXHO y3HaTb obLiee cocTosiHue Beero [1b, AaHHble cBeaeHus otobpaxatoTcs

Ha Bkragke «Csogka» (Puc. 65).

B e v Q

[Howmex GesonacHocTH

Ceofgka

. WNHdopmauns 06 obbekre
¥ O HEPACMPEAENEHHLIE OBBEKTHI

fident.spb.ru: 17500

Cepsepe: nonens

& DESKTOP-IMAUFQ9

PouTensaiui gowen Her
2 ch

v [ CETEBb CTPOWCTBA

© Hewlel rd npi2
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NAPAMETPbI fIMLEH3MN

apM
Ceresie yorpoiicrsa
Tomumenrole oners:

Moapobree

1. derosepona
2/6
3/4
0/2

snonsayense / scero

nEACTBNA
06HOBHTE
Mepenmenonars

Cosgare rpyany

CrannpoBaTh CeTh

[06aBATL CETEBOE YCTPORCTED

NPOLIECC MUTPALMM Moaposee

I YOANEHHBIE OBLEKTEI

WHunaenTsl GesonacHoctn ~ MposepiTs gocTynHoCTE

Mposepurs yenocTHocTs

3a nepuon: 11.05.2023 3xenopr HBCTDOiKHA HALUASHTOR BE3ONATHOET
[ Tonswo Hemposrartioie

Mo KonmuecTay 3a nepuos

ONEPATUBHOE YTNPAB/IEHWE

BbIKNIOYHT b
0 / 0 : NMepesarpysnTe
1 CopaTe MypHans!
He npountano/Bcero
Pasbroxmposars nonnsosatenei
CmxponcnposaT b

Kennuecrso NepecuntaTs yenocTHocTb

Puc. 65. «CBogka» [lomeHa 6e3onacHoctn ELLY

HocTynHbl cnegytowne aenctens ¢ b Ha naHenu UHCTPYMEHTOB:

O6HoBUTL MHopMaLnto 06 obbekTe Ha Bknagke «CBoakay;
MepenmeHoBaTb Tekywun OB;

CospaTb HoBYytO rpynny o6bekToB B [b;

CkaHvpoBaTb CeTb Ansi 06HapyXeHUst Moayrnemn u ceTeBbIX YCTPOWCTB;
[obaBnTb HOBOE ceTeBOe YCTPONCTBO;

MpoBepuTb OCTYMHOCTb CETEBLIX YCTPOWCTB;

MpoBepuUTb LLENOCTHOCTL CETEBbLIX YCTPOWCTB.

NogakwdE

MepeuncrieHHble Bblle [OEWCTBUS Takke [HOOCTYMHbl M3 KOHTEKCTHOro MeHw y3na [OBb B aepese
obbekToB [1B.

KomaHgbl onepaTtMBHOrO ynpaBneHust Ha naHenM MHCTPYMEHTOB (Habop KOMaHA 3aBUCUT OT OOBEKTOB,
Bxoaswmx B coctas [B):

BbikntounTs;

MepesarpyaunTb;
PasbnoknpoBaTtb nonb3oBaTenem;
MepecumTaTthb LLENOCTHOCTb;
Cobpatb XypHanbl;
CVHXpPOHN3MPOBaTb;
CuncTemHbIn XypHan;

BkniounTb aBapunHbLIA PEXUM;

. OTKNO4YNTb aBapuUHLIN PEXNM;
10.YpaneHHoe BKNIOYEHME;
11.C6pocutb GrIOKMPOBKY;
12.06HOBUTb.

B pabouent obnactu Bknagkn «CBogka» pacrnonoxeHbl criegyowmne pasgens:

©CoNoOA~WNPE



1. «NHdopmaums o6 obbekTe» (puc. 66).
B naHHOM pasgene BbiIBOAUTCS MHDOpMaUUs:

e 0 CcepBepax, BBEAEHHbIX B KracTep AoMeHa 6e3onacHocTy;

e O Hanuynm poanTenbCKoro AOMeHa;

e 0 COCTOSIHMM U NapameTpax nuueH3aun Ha ELLY Dallas Lock (onvcaHue HacTpoiku napameTpoB
NULIEH3UN NpUBEAEHO B pasaerne «HacTponku NMLEH3NPOBaHUSY).

[nsi oGHOBNEHUsI MHOpPMaLUK, NPeACTaBNEHHON B JaHHOM pasgerne, CriefyeT HaxkaTb pPacrofnoXeHHYo
Ha naHenu «[encTeus» KHonky « OGHOBUTb» UMK NepeiTy Ha Nobyto Apyryto BKNaaKy U BEPHYTLCS Hasag,.

NHO®OPMALINA Ob OBBEKTE

PoguTenbokuii gomed  Het

ELY DALLAS LOCK

Cepeepa wnacTepa ELLY obad-win2016-34.isc.confident. spb.ru: 17300, obad-win2016-34: 17900, win- 1gea18duv 1j.isc.confident.spb.ru: 17900

NAPAMETPbBI MHLIEH3HH MoapobHes

APM 37333333
CeTeBble yCTPORCTEE 1/333333
MoAYMHEHHEIE 0OMEHEI 0 /333333

MoMonbsyemesie | Bcero

Puc. 66. Pasgen «MHdopmaums 06 obbekte»

2. «MHUmnpgeHTbl 6esonacHocTuy (puc. 67).

B pasgene BbiBoAWUTCS MHAOPMALMA O KONUYECTBE MHUUAEHTOB 6e30MacHOCTU Ha BCeX MOAYMHEHHbIX
obbektax [b 3a BblGpaHHbIi Nepuod B chopmaTte: He MpoYUTaHO/BCEro MHUMAEHTOB Ge30nmacHOCTU.
Mpv aKTMBHOM dbrare «TONbKO HENpPOYMTaHHbIE» HA MHOPMALMOHHOW naHenu GyaeT oTobpaxaTbes
MHpopMaLMsl TONbKO O HEMPOYUTAHHbIX MHLUMAEeHTax 6e30MacHOCTy.

MHumpaenTsl 6esonachocn

— 20002023

[T —

1/1 :
He npouuTaHo/Bcero

0
00:00.. 0200.. O0400.

Mo Tuny

HapyLuerwe nonnTi sxona

COOBLUEHNA

Bpemn ~ APM Moyne. Cobuine

06

00

08:00 ...

Pesyabrat

v

O [T —

Mo konuuecTsy 32 nepuoa

10:00.. 12:00... 1400.. 16:00.. 18:00...

= Kommecteo

Mo npuopuTeTy

By

= Bocowti
[] He keuruposats npu npactioTpe
Yhanurs soienertoe
MomerwTs esigenenmoe npouMTZHMEIL
TIOMETHTS BbiAENEHHOE HEMpOUITaHHBIM
BoiaenuTs Bce -
Chiams Bbigenenite

150 28.09.2023 16:17 DESKTOP-IMAUFQ9 Dallas Lock 8.0 MK10 Hapywenne noantni 6xoaa NOoNbiTKa BXupw v srvisprus racsus e seprsereim wwnseered

20:00 ...

22:00 ..

Jlononnmtenshbie caeper

Ha wamerte npoirzaunc ¢

Puc. 67. Paspgen «MHUnaeHTbl 6e3onacHoOCTU»

Mepuoa BpeMEHW MOXHO MW3MEHWUTb B BEpXHeW 4acTu WHGOPMAaLMOHHOW naHenm

«MHUMOEHTHI

B6e3onacHOCTU» C NOMOLLIbIO BbiMagatoLero cnucka «3a nepuong». Bo3mMoXxHbI cneaywwime BapnaHTbl:

e  CEerogHs;
e BuYepa;
e Hepens;



mecsiL,;

rog,

3a BCe BpeEMS;

BblbpaTb CBOM — MNpu BbIGOpEe AaHHOIO MyHKTa B NOSIBUBLLEMCS OKHe (puc. 68) BO3MOXHO 3aaaTb
HeobxoOUMbIN OTPE30K BPEMEHM.

U BeiGepuTe neprog Bpemern x
Nepuog
[ 28.09.2022 - || 16:20 =
Mo: | 28.09.2023 > || 1520 -

Puc. 68. Bbibop nepvoaa BpeMeHU

B ueHTpanbHOM 4YacTM wHGOpMauMoHHOW naHenn «WHungeHTbl 6Ge3onacHOCTU»  pacnonoXeHa
rmctorpamma, Kotopas oTobpaxaeT KOnM4ecTBO MHUMAEHTOB 6e30nMacHOCTM BCeX TUNOB 3a BblOpaHHbIN
nepuvoa BpeMeHu ¢ onpegerneHHbIM warom (puc. 67). MNMpun HaxaTny Ha anemMeHT rucTorpamMmel, B Tabnuue
OTOBpPaXalTCA MHUNAEHTHI 3a BblIOPaHHbIN Liar BpeMeHMU.
Moa rmcTorpammon pacnonoXeHsl KPYroBble AvarpaMmmei:

e Mo TUNy — oTobpaxaeT KONMMYECTBO MHLMAEHTOB 6€30MacHOCTM OnpeaeneHHoro Tuna;

e [0 NPUOPUTETY — OTOBpaKaeT KONMYECTBO MHLMAEHTOB 6€30MacHOCTM NO UX NpUopuTETaM.
MoppobHee o HacTporike oTObpaxeHUs nHopMaLMoOHHOW naHenu «NHumaeHTsl 6e30nacHOCTM» onMcaHo
B pasgene «HacTponka MHUNAEeHToB 6e30MacHOCTMY.

B HwkHeM 4actM [aHHOM MHGOPMALMOHHOW NaHenu pacnonoxeHa Tabnuua ¢ cooblieHuamu
00 MHumaeHTax 6esonacHocTU. C MOMOLLbIO KOHTEKCTHOIO MEHKO MOXHO yNpaBnsaTb CIMCKOM MHUMOEHTOB
©e3onacHocTu (puc. 67):

e He KBUTMPOBATb MpU MPOCMOTPe (ecrnm 4ekbBOKC YCTaHOBMEH — MNPOCMOTPEHHbIA WHUWOEHT
He OyaeT aBTOMaTUYECKM NMOMEYEH KaK KBUTUPOBAHHbIN);
yAanuTb BblAENEHHOE;

NOMETUTb BbIAENIEHHOE MPOYMTAHHbIM;

NOMETUTb BblAENEHHOE HEMPOUYUTAHHbBIM;

BblOENUTb BCE;

CHATb BbleNeHune.

[BOMHON KNWK MO COOBLUEHNIO C MHLUMAEHTOM OTKPOET OKHO C AaHHbIMM 006 3TOM mHuuMaeHTe (puc. 69),
B Tabnuue BbiOpaHHOe cooOOLEHNE KBUTUPYETCA KaK npoynTaHHoe (Mpu  OTCYTCTBUM Yekbokca
B KOHTEKCTHOM MEHI0 «He KBUTUpOBaTh Npu NPOCMOTPE»). Haxkumas Ha KHOMKN «BBEPX» N «BHU3» MOXHO
oTMeYaTb COObLLEHNST KaK NPOYNTaHHbIE, MPOCMATpMBasi NPeAbIAYLLNE UMK CrieayoWNe MHLNOEHTHI.




O MpocmoTp

Bpena
APM
DLl

Moayne
Dallas Lock Linus: WMEZ

CobbiTHe

PesynbTart

¥Ia3aH HEBEPHEI Naponk.
MpuopuTeT

Hhztmi

User authentication

KevTHpOBan
admin

BpeMA KBUTHPOBAaHKA

2022-03-17 14:44:36 (GMT+03:00)

MoneITka EX044a © HENPAEHMNEHBIM NAPONEM

ﬂDﬂD]’IHMTE]’IbeIE CBEAEHHMA

2022-03-17 14:45:25 (GMT+03:00)

KOoMMeHTapuH

-]

3aKpEITE

Puc. 69. Cnucok yyeTHbIx 3anuncen Ab ELLY

Peann3oBaHa BO3MOXHOCTb 3KCrmopTa oT4eTa 006 uvHumgeHTax 6GesonacHocT B ann No KHOMKe
Mocne HaxaTns «3KCMOPT», B MOSABMBLUEMCS OKHE, HYXHO YyKasaTb nNyTb
ANs coxpaHeHus otyeTa (B dopmare .txt) ¢ AaHHbIMK 13 Tabnuubl C MHUMAEHTamMn 6e30nacHOCTW.

«3kenopT» (puc. 67).

U CoxpaneHwe daina

CoXpaHuTe dalin Kak. ..

MyTe: ||

Ormena

Pt

Puc. 70. 3kcnopT nHumMaeHToB 6e3onacHoCcTv B dhaiin

MpumeyaHue. B Tabnuue ¢ coobuieHnsimm 06 nHungeHTax 6e3onacHocTv Bpems cobbiTms
NpoCTaBnseTcs B 3aBUCMMOCTM OT MOAYIEN, KOTOpble AaHHOe cobbiTve npucnann — unm
BpeMsi BO3HWKHOBEHWSI CaMOro cobbiTust Ha Mogyrne, unn Bpemsl NonyyYyeHust coobLleHns
0 cobbiTumn Ha ELLY Dallas Lock.

5.2 MNonb3oBatenu u rpynnbl Ab

Bknagka «lMonb3oBatenu u rpynnbl» Ha ypoBHe B no3BonsieT ynpaeBnsTb rnobanbHbIMU YY4eTHbIMM
3anucamu u rpynnamm none3sosatenen b ELLY Dallas Lock (Puc. 71).
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 YIANEHHBIE OEBEKTbI

Puc. 71. Cnucok yyeTHbIx 3anucen Ab ELLY

5.2.1MapameTpbl nonb3oBaTenen

Kateropus «[lMone3oBatenu» Ha ypoBHe [1b cogepxuT cnucok rmobanbHbIX yyeTHbIx 3anucen Ob.

Cnuncok yyeTHbIX 3anucer nonb3oBaTenen Ha yposHe [1b npeacraenset cobou Tabnuuy ¢ nonsamMu:

1. «CocTtosHne» — cogepxut donar BKIOYEHUS/BLIKMIOYEHNS y4eTHOM 3anncu nonb3oBaTens Ha AaHHOM
ypoBHe. None «CocTosHne» NpUHUMaeT criefyoLwmin Bua;

__ OTMe4eHHOe hriarom rnosie o3HavaeT, YTo AaHHas y4eTHas 3anncb nonb3oBartens MMeeT AoCTyn
Ha ypoBHe [b;

|:| — NycCTOoe€e noJie o3Ha4vaeT, YTo y4eTHaa 3anncb OTKIHOYEHa aAnd pa60TbI Ha ypoBHE 06

MpumeuyaHue. 3HayeHne nonst «CoCTOsIHME» HE OTPaXkaeT COCTOsIHME YYEeTHOW 3anucu
nonb3oBaTenen Ha BrOXeHHbix obbektax [b. Hanpumep, ydeTHas 3anmcb MoxXeT ObiTb
oTKntoYeHa ans pabotbl Ha ypoBHe b (none «CocTosiHne» — nycToe), HO UMeTb A0CTyn
Ha ypoBHE BKITto4YeHHoro B Hero APM (ctouT cpnar B none « CoctosiHne»).

Ecnu n3mMeHnTbL COCTOsSiHME YY4EeTHOW 3anucu Ha YpOBHE BbllLE B AepeBe, Ha BMNOXEHHbIX
obbekTax — COCTOSIHME M3MEHWUTCS NPUHYAWUTENbHO. Hanpumep, nocne oTknYeHus ang
paboTbl yyeTHOWM 3anucy Ha ypoHe [1B, paboTa yyeTHOM 3anuncu OTKMYaeTcs Anst BCEX
BNoxeHHbIX rpynn, APM (mogynen B coctase APM), mogynen 6e3 APM 1 MHbIX 0BG EKTOB.
2. «Y4eTHas 3anucby» — COOEPXKUT UMS YYETHOW 3anucu;
3. «Tun yyeTHom 3anucu ELY» — copepxuT uHpopmMauuto o TOM, AN MOAYMEN Kakoro Ttuna
NPUMeHSeTCA AaHHasa y4eTHas 3anuckb. BoamoXHble 3Ha4YeHUs:
e Bce — y4yeTtHas 3anucb npumeHnmMa Ansa Bcex moaynen (kpome mogynsa WAF);
e DL 8.0 — y4yeTHas 3anucb npumeHuma ansa mogyns C3U Dallas Lock 8.0 (cm. MOAYJ1b C3U
DALLAS LOCK 8.0-C/K);
e DLL — y4eTHas 3anucb npumeHnma and mogynsa C3M HCL Dallas Lock Linux (cm. MOOYI1b
C3M HC[ DALLAS LOCK LINUX);
e DL 8.0 C3M B — yueTHasa 3anucb npumeHuma ana moaynsa C3W BU Dallas Lock (cm.
MOLYIb C3 B/ DALLAS LOCK);
e C[3 — yyeTHas 3annck npumeHuma ana moaynsa CA3 Dallas Lock (em. MOOYJ1b CO3 DALLAS
LOCK);
e C[O3 Yb — yyeTHas 3anucb npumeHuma anga moaynsa CA3 YbB Dallas Lock (cm. MOAYIb CO3
YB DALLAS LOCK).
4. «[MonHoe umsa» — coaepXuT NOMHOe UMS YY4eTHOW 3anucu;
5. «OnucaHue» — cogepmT onMcaHne y4eTHOWM 3anucu;
6. «Brnageneu» — ykasblBaeT Ha KakoM ypoBHe aepea ELLY Dallas Lock Obina cosgaHna yyeTHas 3anmce;

MpumeyaHume. YueTHble 3anncu He 0TOOpaxaloTcsa Ha Bknagke «lMonb3oBaTenu un rpynnbi»
B KaTeropum «llonb3oBaTenny Ha ypoBHe BbilLe, YeM YPOBEHb, HA KOTOPOM Obina co3gaHa
yyeTHasa 3anucb. Hanpumep, Ha ypoBHe [B Henb3s nocmoTpeTb YYeTHble 3anucwy,
CO3[aHHble Ha YPOBHE rpymnmnbl 0OGbEKTOB.



MpumeyaHue. Ecnn yyeTHas 3anuck Gbina co3gaHa Ha yposHe [1B, To:

e Ha ypoBHe [1b — none «Bnageneu» O6yaet umeTb 3HaveHue «JlokanbHbIA», N B
CMu1CKe y4YeTHasi 3anncb OyaeT BblAeneHa XXMPHbIM HavYepTaHNEM;

e Ha ypoBHe rpynnbl (nogrpynnel) A6, APM (mogynewn B coctaBe APM), moaynen 6e3
APM 1 nogunHeHHbIX JOMeHOB — none «Bnageneuy 0yaet umeTb 3HaveHue «b
*Nma_[0B*».

AHanorn4yHo, ecnu y4eTHas 3anvcb bbina cosgaHa Ha ypoBHE rpynnbl 06beKToB, TO:
e Ha ypoBHe rpynnsl none «Bnageneuy» 6ynet uMmeTb 3HaYeHUe «JlokanbHbINY;
e Ha YpOBHe MOAynewn aTOW rpynnbl, Ha KOTOPOW Gbina co3gaHa yyYeTHast 3anuchb,
none «Bnageneu» 6yaeTt umeTtb 3HaveHue «Ipynna *Mms_rpynnbi™».

7. «Ponb agMuHUcTpupoBaHua» (cMm. «Ponesasa Mmofaenb y4eTHbIx 3anucent [by).

[na npMMeHeHnsa n3aMeHeHu CnmMcka y4eTHbIX 3anucen Ha Moaynsax HeobxoaMmMa CUHXPOHM3aLMS.

MpocMOTp M HacTpolika NapameTpoB MNofb3oBaTeneit 4OCTYNHbI:

Nno ABOVHOMY LLEMNYKY NNEBON KHOMKOW MbILUW Ha NOMb30BaTens B CrIUCKE;

npu Bblbope nyHkTa «CBOWCTBa» M3 KOHTEKCTHOrO MEHI0, BbI3BAHHOTO LLENYKOM MPaBON KHOMKK
MbILLW Ha Nonb3oBaTene B CNUCKE;

e nNpu BblgeNeHUM Yy4YeTHOW 3anmmMcu B chnucke U Bblbope nyHkTa «CBoOWCTBa» Ha MaHemnu
UHCTpyMeHTOoB «Onepauunn ¢ nonb3osatenamuy (Puc. 71).

MpumeuaHmne. HacTpoiika napameTpoB MNonb3oBaTenei OOCTyMHa TONMbKO Ha YPOBHe
Briagenbla y4eTHOl 3anvcu Nnonb3oBaTtens.

lMocne BbINOMAHEHNA OQOHOMO W3 3TUX [OEWCTBMA OTKpbIBAaeTCAa OKHO «PepakTmpoBaHue nonen
nonb3oBartens» (puc. 72).
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Kateropwa nonesoeareneil (A3
Aptoexog s C3MHCA

s

Darunna

Otyecten

OcHoBHanA rpynna

EI'II'I.M,\’J,EHTM(‘JMKETDFI HE 334aH

He ykazan
Her

Her

Her
Monssoeatens

MapameTpel HE 3aaaHBIl

CucTemHelid nonesoeaTens Linux Her
WHrepnperatep /bin/bash
Jlomawnans gupektopus fhome/q
Co3aaTe gMpeKTopuie fa
Aprununctpatop C3M Dallas Lock Linux Her

Jomeq ana Linux

Ponk agmuHuctpupoeanmna C3W Dallas Lock Linux | Monssosatens

e-mail
Tun yuetHoil sanuck (gna C3A B
Het goctyna

Ponk nonbseeatens konconn C3KM BN

Paspewmnte nokaneHeii excg 8 OC ¢ LY C3K B Her

MNonssosatens Windows (Dallas Lock)

Ormena

Puc. 72. PegaktnpoBaHue nonen nonb3oBaTtensi

Ha Bknagke «O6wwue» npegnaraeTcs 3anofiHUTb YYeTHble [aHHble W NapameTpbl Mofib3oBaTernen

(Tabnuua 4).

Ta6nuua 4. O6wme napameTpbl Nonb3oBaTenen

3anonHseMble AaHHble U NapamMeTpbl

Mone «AnnapaTHbIM maeHTUdMKaTOpP» MNo3BONsieT BblOpaTb
annapaTtHbI UAEHTUdUKATOP NoNb3oBaTeNs.

B none «OnucaHme» MOXHO BBECTU IHOGON KOMMEHTapPUN.
OnuHa kommeHTapuss He Oonee 95 cumBonoB. Bsoautb
KOMMeHTapuii He 0b6s13aTenbHO

B none «MonHoe umsa» YKasblBaeTCd NnoJiHoe M4 nosib3oBarend.
3anonHaTb HeobsizaTenbHo. Mo yMOIn4aHuK none nMmeet nycrtoe
3Ha4YeHune.

MpumeHeHue

ELLY Dallas Lock;

C3W Dallas Lock 8.0;

CA3 Dallas Lock;

CAO3 Yb Dallas Lock;

C3M HC[L Dallas Lock Linux
ELY Dallas Lock;

C3W Dallas Lock 8.0;

CA3 Dallas Lock;

CAO3 Yb Dallas Lock;

C3W/ BW Dallas Lock

ELY Dallas Lock;
C3W Dallas Lock 8.0;
C3W BW Dallas Lock



ATpubyT «Tun yyetHomn 3anmcu Windows» nossonset BolbpaTtb
OOWH W3 TWMOB YYETHbIX 3anucen: BHYTPEHHWUW, BHELLUHWUNA,
CUCTEMHBIWA, NPUMOXEHNE, FOCTEBON (AHOHMMHBIN), BPEMEHHbIN.
Ons Tuna «BpemeHHbI» 06s3aTenbHbIM YCNOBUEM SIBNSAETCA
HacTponka pacnucaHus paboTbl nonb3oBatens. o ymonyaHuo
TWN y4eTHOW 3anucu nomnb3oBaTtens OyaeT umeTb 3HaveHne «He
yKasaH»

3HayeHne «[a» B none «CnyxeOHbIM nonb3oBaTenb
Windows»  npegocTtaBnseT  AaHHOW  Y4YeTHOW  3anucu
nonb3oBatensa ocobbii cTaTyc. TpebyeTcs ANA KOPPEKTHOMW
paboTbl nporpamm, Mpu YCTaAHOBKE KOTOPbIX CO34alTCH CBOMU
yyeTHble  3anuMcu  nonb3oBaTenem UM OCyLecTBrnsieTcd
aBTomaTuyeckunm Bxoa npu 3arpy3ke OC. Hanpumep, Takown
cTtaTyc HeobxoauMm npu mcnonb3oBaHumn nporpamm VipNet unm
VMware. 1o ymon4yaHuio none nmMeeT 3HayveHne «Het»

3Hayenne «[da» B none «He CUHXPOHU3UpPYEMLIN
nonb3oBaTefiby YCTaHaBNMBaET CTaTyC, NPU KOTOPOM LaHHasi
yyeTHasd 3anvcb MOMb30oBaTens He CUHXpoHusnpyetca c [B.
Mo ymon4yaHuio none nmeeT 3HayeHme «HeT»

Cuctema 3awmTbl obecneunmBaeT MpPOBEPKY LENOCTHOCTM
nporpammHo-annapatHon cpegpl K, obvektoB ®C n peectpa.
Ecnv gna  nomb3oBatens  onuua  «3anpeT  Bxopa
Npu HapyweHUUn LenoCcTHOCTU» akTUBM3MpoBaHa, TO Mpu
obHapyxeHum HapyLUueHust LLeNoCTHOCTH BblOaeTcs
cooTBeTCTBYlOLLEE nNpeaynpexaeHne n Bxog B OC 6nokmpyetca
0O Tex Mnop, noka agMWHUCTPAToOp He pas3briokMpyeT y4eTHYHo
3anucb. Ecnin e aTta onuusa He BKoYeHa, TO Npu obHapyxeHnn
HapylweHus  LenocTHOCTM  OyaeT  oToOpaXeHo  TONbKO
npegynpexgeHue. Mo ymonyaHuio none uMmeeT 3HadeHme «Het»

B none «Karteropuio nonb3oBatens CO3» MOXHO BbIOpaTb
porb nonb3oBaTens: MNonb3oBaTtens, Ayoutop mnm
AgMuHucTpatop. 3HayeHne nong N0 yMOMYaHuw - —
«[Nonb3oBaTenb»

MpumeyaHue. LraTHble nonb3oBaTtenu,
AonyLeHHble K paboTe Ha 3alUmMLLEHHOM KoMMbloTepe,
He [JOMMKHbl MMEeTb KaTeropuio «AIMUHUCTPATOPbI»
nnn « AyamTopbl».

Atpubyt «ABtoBxog B C3U HCO» no3BomnsieT HacTpouUTb
astoBxog B C3W Dallas Lock 8.0. Mo ymonyaHuio napameTpsbl
aBTOBXOAa He 3a4aHbl.

B none «MmnA» ykasbiBaeTcH nonb3oBaTenb, aTpndyT Heobxoamm
ANA CMHXpoHu3auum n Beoda moaynsa B ELLY. Mo ymonuaHuio
rorie MMeeT NycToe 3Ha4yeHue.

B none «®amunua» ykasbiBaeTcs Monb3oBaTenb, aTpubyT
HeoOxoOMM AN CUHXpOHM3auuu 1 BBoga mogyns B ELLY. To
YMOIYaHUIO Norfe UMEeET NyCToe 3HaYeHue.

B none «OTtyecTBO» yKasbiBaeTCsA MONb3oBaTeNb, aTpuoyT
HeoOXoaMM ONs CUMHXpOHM3auuu 1 BBoga mogyns B ELLY. Mo
YMOMYaHM1IO None UMEET NYCToe 3HAYEHNE.

B none «OcHOBHasA rpynna» YyKkasblBaeTCs HauMMeHOBaHWE
OCHOBHOW rpynnbl nonb3oBaTens. [None 3anonHseTca BO Bpems
co3aHusa yyeTHon 3anucu. o ymonyaHuio none umeeT nycroe
3Ha4eHue

C3W Dallas Lock 8.0;
C3WM BW Dallas Lock

C3WM Dallas Lock 8.0;
C3W BW Dallas Lock

C3W Dallas Lock 8.0;
C3W BW Dallas Lock

C3WM Dallas Lock 8.0;
CA3 Dallas Lock;

CO3 Yb Dallas Lock;
C3WM BW Dallas Lock

CA3 Dallas Lock;
CA3 Yb Dallas Lock

CA3 Dallas Lock;
CA3 YBb Dallas Lock

C3W HC[O Dallas Lock Linux;
C3WM BW Dallas Lock

C3W HC[O Dallas Lock Linux;
C3WM BW Dallas Lock

C3M HC[L Dallas Lock Linux

C3W HCL Dallas Lock Linux



3HayeHne «[a» B none «CucTeMHbIM nonb3oBaTtenb Linux»
yKasblBaeT Ha TO, YTO y4YeTHasi 3anuncb nonb3oBaTens aensetca C3U HC[ Dallas Lock Linux
cucteMHow. o ymonyaHuto none nmeeT 3HaveHne «Het»

Mone «WHTepnpeTaTop» yKasblBaeT Ha WHTepnpeTarop
KomaHgHow cTpokn. ObsizaTenbHbil atpubyT ydetHon 3anmcn  C3UM HC[ Dallas Lock Linux
nonb3oBartens. o ymonyaHuio nmeet 3HadeHne «/bin/bashy.

B none «[domawHAA AOMpeKTopuUsA» YykKasblBaeTcs NyTb
K AOMalLHeln aupekTopun nonb3oBatens. o ymonuyaHuto none C3W HC[ Dallas Lock Linux
UMeeT NycToe 3HavyeHne

3HaveHne «[a» B none «Co3paTb OAUPEKTOPUIO» yKasbiBaeT
Ha HeobXoaUMOCTb co3aaHus JomallHemn anpektopum
none3oBatensd. Ecnu npu co3gaHum  ydeTHOM  3anucu
nonb3oBaTtensa He OydeT co3gaHa [OMALUHAS OUPEKTopus,
TO BXOZ, B CUCTEMY 1151 9TOWN YY4ETHOW 3anmcy ByaeT HEBO3MOXEH.
Mo ymonyaHuio napameTp umeeT 3HadveHne «[ay.

C3M HC[L Dallas Lock Linux

3Havenne «[a» B none «AgmuHuctpatop C3U HCQO Dallas
Lock Linux» ykasblBaeT Ha TO, YTO Monb3oBaTenb SBNAETCS
agmunHuctpatopom C3U HCL Dallas Lock Linux. No ymonuaHuto
nomne nmeet 3HayeHne «Het».

C3W HCL Dallas Lock Linux

B none «AdomeH ansa Linux» ykasbiBaeTcst nmsa gomeHa Active
Directory. ATpnbyT obsizaTeneH aAns 4OMeHHbIX ydeTHbIX 3anucen  C3UM HC[ Dallas Lock Linux
none3oBaTtenen. 1o ymMonyaHuio None UMeeT NycToe 3Ha4YeHne

B none «Ponb agmuHuctpupoBaHus C3U Dallas Lock Linux»
MOXHO Ha3Ha4MTb KaTeroputo nonb3osBartens: [lonb3oBaTenb,
AyauTop unu AODMUHUCTPaTop. 3Ha4yeHme Nons No YMONYaHuo —
«[Nonb3oBartenby.

C3W HC[L Dallas Lock Linux
MpumeyaHue. LLTtaTHbIE nonb3oBaTenu,

JonyLleHHble K paboTe Ha 3aLUMLLEHHOM KOMMbIOTEpE,
He [OOSMKHbl MMeTb KaTeropuio «AOMUHUCTPATOPbI»
unu «AyguTopsbi».

B none «e-mail» YKa3blBaeTCA ANIEKTPOHHaA no4Tta

C3W BW Dallas Lock
nonb3oBaTens. 3anonHATb Nnofe Heobs3aTernbHO.

B none «Tun y4yeTHoun 3anucu (ans C3U BU)» moxHO BbIOpaTb
nonb3osatenen runepsusopa. [lo ymonuyanuio none wumeetr C3U BU Dallas Lock
3Ha4veHue «[lonb3oBatens Windows (Dallas Lock)».

B none «Ponb nonb3oBatens koHconu C3U BU» yka3biBaeTcs
ponb nonb3oBatend B koHconu C3W BW. Mo ymonuaHuio none
umeeT 3HayeHue «Het gocTtynay.

BHumaHue! Bce nonb3oBaTtenu, cos3gaBaeMmblie

nocpeactsom ELY B LleHTpe Ynpasnenus C3U BU

MO yMONYaHuio BbiktoueHbl. C Lenbto HacTponku LIy ~ C3W BU Dallas Lock
C3W BU (Hanpumep, pacnpeaeneHus nonb3oBaTtenem

MexXay — KNueHtammu C3n BW)  Heobxogumo

ucnonb3oBaTb  NOMb3oBaTeNen, Ons  KOTOPbIX

3HaueHne nons «AgmuHuctpatop C3U BU» umeer

3Ha4veHune «a».

Mone «Pa3spewntb NnokanbHbin Bxoa B OC ¢ LY C3U BU» no

C3W BW Dallas Lock
YMOIYaHMo NMeEeT 3HadeHne «HeTt».

Ha Bknagke «Maponu» npegnaraetcs 3anofiHATb YYeTHble AaHHble M napameTpbl Nonb3oBaTenew,
OTHOCSILLIMECS K HacTpoWKkam napornen (Tabnuua 5).

Ta6nuua 5. MapamMeTpbl Naponen nonb3oBaTenen



3anonHseMble faHHbIe U NapamMeTpbl

3Hauenne «[da» B none «[Mpu cnegywowem Bxoae TpeboBaTb
CMeHy naponf» O3HayaeT, 4YTO eauHOBpemeHHOo 6yaet
HanpaBsreH 3anpoc Ha CMeHy Napons Npu BXOAe Nonb30oBaTens B
cuctemy. o ymonyaHuio none nmeeT 3HaveHne «Hetr.

Mone «3anpeT u3MeHeHuUA naponsA». [1o ymonyaHuio none
numeeT 3HayeHne «Het».

3HaveHne «[a» B none «lMaponb 6e3 orpaHM4YeHUs cpoka
OencTBUA» OTMeHsieT aencrtene NONUTUKN BXxoaa
«MakcumanbHbIN CPOK AeNCTBUS Naponen», pacnpocTpaHaemMon
Ha Bcex nonb3oatenewn. 1o ymonyaHuio none MMeeT 3HavyeHune
«HeT».

Mone «MuHMManbHbIN CPOK AENCTBMA napons (B AHAX)»
yKasblBaeT Ha MWHMMAaInbHbIA CPOK AENCTBUS Mapons B AHSX.
O6sizatenpHoe none. MNpuHMMaeT 3HadYeHus oT «1» Ao «180»S,
YcTraHoBKa 3HaveHus «He ncnonb3yeTtcs» ob6o3Ha4vaeT, vYTo Ans
AaHHOW y4eTHOM 3anucuy Nonb3oBaTens orpaHnyYeHMin Ha nepmog
€e Hencnonb30BaHMsA HaknagpiBaTbca He 6yaeT. o ymonyanuio
umeeT 3HayeHne «He ucnonbayetcs».

Mone «MakcumanbHbIA CPOK AENCTBUA napons (B AHAX)»
yKasblBaeT Ha MaKCMMarsbHbI CPOK AENCTBUSI NMapons B AHSIX.
Ob6sizatenbHoe none. MNpuHMMaeT 3HadeHus oT «1» Ao «180»S.
YcTaHoBKa 3HayeHust «He ncnonb3yeTcs» 0603HavaeT, 4To Ans
JaHHOW Y4eTHOW 3anucu Nonb3oBaTensi orpaHUYeHniA Ha Nepros
ee Heuncrnonb3oBaHUs HaknaabiBaTbcsa He byaeT. Mo ymonyaHuio
nUmeeT 3Ha4YeHne «He ncnonbayeTtcsa».

Mone «lMpenynpexpeHne o cmeHe naponsi (B AHAX)»
yKasblBaeT Ha 3HayeHune (B AHAX) Nocne KOTOporo nosib3oBaTento
OyayT BblgaBaTbCA yBeOOMIIEHMS O HeobXOoAMMOCTUM CMEHbI
napons, C ykasaHuMem KonuyecTBa AHEW OO0 MCTEYEHUs Cpoka
denctena napond. ObsasatenbHoe none. lNpuHMMaeT 3HaYeHus
oT «1» po «180». YcTaHoBka 3HadeHus «He ucrnonb3ayeTca»
obo3HavaeT, YTo Ona OAHHOW YYEeTHOW 3anucu nonb3oBaTens
OrpPaHNYEHUN Ha Nepuog ee Heucnorb30BaHWS HaknagblBaTbCH
He GygeT. Mo ymonuyaHuio meeT 3HaveHue «He ncnonb3yeTcs».

Mone «aTta nocneaHen cMeHbl naponsy. [1o ymonyaHuio none
nmMmeeT 3HaveHue «He onpegeneHo».

MpumeHeHune

C3W Dallas Lock 8.0;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3WM BU Dallas Lock

C3W Dallas Lock 8.0;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3W BW Dallas Lock

C3WM Dallas Lock 8.0;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3W BU Dallas Lock

C3W Dallas Lock 8.0;

CO3 Dallas Lock;

CO3 Yb Dallas Lock;

C3W BW Dallas Lock;

C3W HC[ Dallas Lock Linux

C3WM Dallas Lock 8.0;

CA3 Dallas Lock;

CO3 Yb Dallas Lock;

C3WM BU Dallas Lock;

C3M HC[L Dallas Lock Linux

C3W Dallas Lock 8.0;

CA3 Dallas Lock;

CO3 Yb Dallas Lock;

C3W BU Dallas Lock;

C3W HC[L Dallas Lock Linux

C3W Dallas Lock 8.0;

CA3 Dallas Lock;

CO3 YB Dallas Lock;

C3W BW Dallas Lock;

C3W HC[ Dallas Lock Linux

Ha BKIlagke «MaH,D,aTHbIIZ OOCTyn» npegnaraeTcAa 3anoJiIHUTb y4YeTHble aHHble N NMapaMeTpbl, OTHOCALLMe
K pa60Te nonb3oBaTend C YpOBHAMU OCTyNa U MaHOATHbIMU METKaMi B ,D,omeHe 6e3onacHocTu (Ta6n|/|u,a
6).

BHumMaHue! Ecnv HapylleHO COOTHOLUEHME MAaKCUMarbHOTO WM MWHUMMArIbHOMO CPOKOB
aencteua naponst (MUHMMarnbHbIA CPOK B0Mblle MakCMManbHOro), TO MpU CUHXPOHM3ALMU
cnucka nonb3oBaTtenen c moaynsamu C3W HC[O Dallas Lock Linux BosHukaeT olumbka,
co3faHue/uameHeHne napaMeTpoB Takux yY4eTHbIX 3anucen He OCyLLEeCTBRSEeTCS.



Ta6nuua 6. MaHAaTHbLIN 4OCTYN NoJfib3oBaTenen

3anonHsieMble AaHHbIE U napameTpbl anIMeHeHVIe

Heobxognmo BbiOpaTb «MaHAaTHbIN YpPOBeHb» (TONbLKO [5s
Dallas Lock 8.0 pepakumm «C»), nog koTopbiM nonb3oBaTenb C3W Dallas Lock 8.0
CMOXeT paboTaTb.

Heobxoaumo ykasaTe «MaHgaTHble MeTKu» (Tornbko Ansa Dallas
Lock 8.0 pepakumn «C»), ¢ koTopbiMn nonb3oBaTens cmoxeT C3U Dallas Lock 8.0
paboTtarb.

Ha Bknagke «CeaHcbl M pacnucaHue» npeaniaraeTcs 3anofiHUTb YYeTHble AaHHble W MnapameTpbl,
OTHOCALLMECS K OrpaHMYeHnsIM paboTbl Mosb3oBaTens no BpeMeHu (Tabnuua 7).

Tabnuua 7. CeaHcbl M pacnucaHue nNonb3oBaTenien

3anosnHsaemble JaHHble U napameTpbl anMeHeHVIe

Onpegenutb  «Yucno  paspelweHHbIX ceaHcoB». [lpu

YCTaHOBIEHHOM 3HAYeHUU Ons Kaxgow yvyeTHon 3anucy 6ypgetr C3U Dallas Lock 8.0;
NpoBEPSATLCS KONMMYECTBO OAHOBPEMEHHbIX MHTepaktuBHbix M C3W HC[ Dallas Lock Linux;
ceTeBbIX ceccui (BxogoB) Ha mogyrne. o ymonyanuio none C3U BU Dallas Lock

nmeeT 3Ha4veHne «He ncnonb3yetca»

Heobxognmo 3apatb «PacnucaHue paboTbl» Nonb3oBaTens,
BbibpaTb nepuoa M Bpems. BHe ykasaHHOro nepuoga
nonb3oBaTenb He CMOXeT 3anTM Ha Moaynb. 1o OKoH4aHWK
BpemeHn paboTbl K nonb3oBatensa 6yget 3abnokvpoBaH npu
YCNOBUWN BKIOYEHUSA NONUTUKK «[1puHYanTEnbHOE 3aBepLUeHne
pabotel no  pacnucaHuo»  («lMonutmku»  —  «[paBa
nonb3osateneny). [lo ymonyaHuio wumeeT 3HadveHne «bes
OrpaHN4eHUs ».

C3W Dallas Lock 8.0;

CO3 Dallas Lock;

CO3 Yb Dallas Lock;

C3M HC[L Dallas Lock Linux

MpumeyaHue. «PacnncaHme paboTbi» nonb3oBaTens
MOXeT ObITb onpeaeneHo ¢ ANCKPETHOCTbI0 30 MUHYT.

YkasaTb gonyctumeli «lepuoa Heucnonb3oBaHUs (B AHAX)».

Ecnn nepvoa, B KOTOpbI MNO4 YY4eTHOM 3anucbld  He

Npou3BOAMIICA BXO4 B CUCTEMY, MpEBbIWAET BbIOpaHHbIN

JONyCTUMbIA  Mepuog — y4veTHass 3anucb OnokupyeTtcs.

Ob6si3aTenbHoe none. lMNMpuHuMMaeT 3HayveHust ot «1» go «180». C3W HCQ Dallas Lock Linux
YcTaHoBKa 3HayeHus «He ncnonb3yeTtcs» obosHavaeT, YTto Ans

AaHHOW y4eTHOM 3anuncu nonb3oBaTtens orpaHUdeHnin Ha nepuos

€€ Heuncnonb30BaHusA HaknagpiBaTbCcsa He 6yaeT. 1o ymonyaHuio

umeeT 3HayeHune «He ncnonb3yeTca».

3apatb pgaty «McteyeHne cpoka fencTBUSA YY4ETHOW 3annucu».
Mo ymonyaHuio none nmeeT 3HaveHue «bes orpaHnyeHnny. MNMpu
CHATOM pnare «bes orpaHu4eHnn» CTaHOBUTCS akTMBHbLIM nore
Ans Bolbopa patbl. B none ykasbiBaeTca gata, korga AaHHas
y4yeTHas 3anuck 6yaet 3abnokupoBaHa cuctemon. B atom cnyyae
none obs3aTenbHO ANs 3anonHeHus. MNpu akTMBHOM donare none
ANs YyCTAHOBKM [JaTbl HEeakTUBHO, BPeMs AENCTBUS YYETHOW
3an1cu He orpaHuyeHo.

C3W HC[L Dallas Lock Linux

Ha Bknapgke «3anpet paboTbi» nNpeanaraeTcs 3anonHuTb yYeTHblE AaHHbIE U NapaMeTpbl, OTHOCSLLUECS
K orpaHuyeHunio paboTbl MNOMb30BaTeENsl MNPV  HaCTYMNNEeHUM OnpederneHHbiX CcobbiITuA B cucTeMe
WM yCTaHOBKM 3anpeTta agMUMHUCTpaTopoM (Tabnuua 8).

Ta6nuua 8. 3anpeT paboTbl nonb3oBaTenen

3anonHsemsble AaHHbIe U NapaMeTpbl anMeHeHI/Ie



3HaveHne «[a» B none «Y4yeTHasi 3aNMCb OTKMIOYEHa» JaeT
BO3MOXHOCTb OTKMNIOYNUTb y4YeTHYI0 3anncb noboro
nonb3oBaTens, Nocre 4Yero nonb3oBaTellb HE CMOXET BOWTU
Ha APM go Tex nop, noka agmuHnctpatop ELLY He geaktusmnpyet
3Ty onumto. o ymonyaHuio none nMmeeT 3HavyeHne «Het».

C3W Dallas Lock 8.0;
CO3 Dallas Lock;

CLO3 Yb Dallas Lock;
C3W BW Dallas Lock

Mpu 3HayeHnn «[da» nonsa «3anpeTuTb paboTy Npu coobITUAX
BCKPbITUA  Kopnyca» BXxog B cuctemy 6Bnokupyetcs
npu cpabateiBaHnn [BK. Ha akpaHe npurnaweHus B cuctemy
oTobpaxaeTcsi cooTBeTCTBYloLWee coobueHne. o ymonyaHuio
none nmeeT 3Ha4deHne «Hety. CO3 Dallas Lock

MpumeyaHue. [aHHbIi aTpubYT HE NpUMeHUM Ans
BapuaHToB mcnonHeHus nsgenusa NeHA.501410.003-
02 n MNM®HA.501410.003-04 (nnatel CO3 Dallas Lock
dopmata PCle «KT-521» n M.2 «KT-550»).

3HayeHne «[da» B none «bnokupoBaTb  3arpysky

HewTaTHon OC» ycTaHaBnmMBaeT 3anpeT Ha 3arpysky OC

c HocuTensl, oTnuyalweroca OoT  ykasaHHoro B none C[A3 Dallas Lock;
«3arpysoyHoe ycTponcTBo» Bknagku «lMapameTtpbl» obonoudkn C[O3 Yb Dallas Lock
agmunHuctpatopa CA3 Dallas Lock. Mo ymonuaHuio none umeet

3HayeHue «Het».

Mpn 3HaveHun «fa» nona «3anpeTuTtb paboTy npwu
CNIOMaHHbIX WM HEHAaCTPOEeHHbIX Yacax» BXO4 B CUCTEMY
OnoknpyeTca  nNpu  HeWcnpaBHOCTM 4YacoB. Ha  akpaHe
npurnawieHnss B cuUcTeMy oTobpaxaeTcsa COOTBETCTBYyHLLEE
coobueHue. Mo ymonyaHuio none umeeT 3HaveHne «Het». C[3 Dallas Lock

MpumeyaHue. [aHHbi aTpubyT HE MPUMEHUM Ans
BapuaHToB ncnonHenuns nsgenus NMNOHA.501410.003-
02 u MNM®HA.501410.003-04 (nnatel CO3 Dallas Lock
dopmaTta PCle «KT-521» n M.2 «KT-550»).

Mpu 3HaveHun «fa» nons «3anpeTuTb paboTy npwu

HeucnpaBHocTM [CY» Bxog B cuctemy OnokupyeTcs npw

HeMcnpaBHOCTM AdaTtdmka cnydavHbix yncen nnatel C3[ Dallas C[O3 Dallas Lock
Lock. Ha akpaHe npurnaweHuss B cucTemMy oTobOpaxaeTcs
cooTBeTCcTBYylOWEee coobuweHne. o ymonuyaHuto none umeet

3HavyeHune «Het».

Ha Bknagke «Cnuvcok rpynn» C NOMOLLbIO KHOMKM «[06aBuThb...» afMUHUCTPATOP UMEET BO3MOXKHOCTb
BKIIOYMTb NONb30BaTENs B onpeaeneHHyto rpynny. B ocHoBHol paboyei 06racTv oToGpakeHbl Ha3BaHKsA
rpynn, B KOTOpble BKIOYEH nomnb3oBatenb (puc. 73). MNpu BbIGope rpynnbl U3 OCHOBHOI paboyeli obnactu
ee BO3MOXHO yAanuTb U3 Crncka C NMoMOLLbH KHOMKK «YOanuTby.



U Pepaktuposanve noned nonssceartens bt

WMA nonssosaTens admin

m Hazeanue rpynner™ Onucanmne rpynnel

naponn Yuratenn HypHana... YneHer sToi rpynnel MOMYT HATATE XY pHANBI coBbITUIA C NOKANBHOro KOMMOBHOTEPA

= Monesceatenn MoAb3eEaTENM HE MMEDT NPAE HA MSMEHEHWE NAPAMETHOE CMCTEMBI M MOTYT 33MyCKaTE
ManagartHeid goctyn

AgMuHuCTpaTopel | AAMUHWCTPATOPE] MMERDT MOJHBIE, HAHEM HE OrPAHWHEHHBIE NPAEa 40CTYNE K KOMMBHOTERY WK ...
CeaHcbl W pacnucaHme A parop A patap & P paga focTy! By

3anpet paboTel

Puc. 73. Cnucok rpynn nonb3oBartenst

I'IpwmeanMe. Bknagka «Cnuncok rpynn» HegoCTynHa ans yquH0|7| 3annucm anonymous.

5.2.2MapameTpbl rpynn nosnb3oBaTesien

Kateropusa «[pynnbi» Ha ypoBHe b coaepXuT cnncok rnodanbHbiX y4eTHbIX 3anucen Jb.
Pabouas obnacTtb kaTeropum «[pynnbi» npeacrasnseT cobon Tabnuuy ¢ nonsamu:

1. «CocTosiHMe» — coaepPXuUT donar BKIOYEHUS/BbIKITIOYEHWS Fpynnbl Nonb3oBaTeneit Ha 4aHHOM YPOBHE.
Mone «CocTosiHMe» NPUHUMAaET creayoLwuin BUa;

___ OTMeueHHoe (pnarom rosie O3HayaeT, YTO [aHHas rpynna nonb3oBaTenen uMeeT [OCTyn
Ha yposHe [b;

D — NyCcTOe nosie 03HavyaeT, YTO JaHHas rpynna nonb3oBaTenen He MeeT AocTyna Ha ypoBHe [b.

MpumeyaHue. 3HayeHne nonsa «CocTosiHME» He OTpaxaeT COCTOSHME TIpynnbl
nonb3oBaTenie Ha BIIOXEHHbIX B rpynny obbektax. Hanpumep, ydyeTHas 3anucb MOXeT
ObITb OTKMNIOYEHa A1s paboTbl HA ypoBHe rpynnbl (nore « CocTosiHne» — MycToe), HO UMETb
OOCTYM Ha ypoBHe BKMoYeHHoro B Hee APM (ctout donar B none «CoctosaHmey).

Ecnu n3mMeHnTb COCTOSIHME YYETHOW 3anvcu Ha YpOBHE BbilLEe B IEpEBE — Ha BIIOXEHHbIX
oObeKkTax COCTOsIHME WM3MEHWUTCH NpuHyauTenbHO. Hanpumep, nocne oTknoYeHus Ans
paboTbl rpynnbl Mofb3oBaTenen Ha YpoBHe rpynnbl, pabota rpynnbl MNonb3oBaTenen
OTKMYaeTcsa s BCex BroxeHHbIx noarpynn, APM (moaynen B coctase APM) n mogynen
6e3 APM.

2. «HasBaHve rpynnbi» — COAEPXUT UMS TPYMMbI NOfb3oBaTeNnein.

3. «Tun» — coaepXnUT UHopmaumo, 0 TOM ANa MOAYIEN KaKoro Tuna npuMeHsaeTcs AaHHasa rpynna
nosnb3oBaTenen.

4, «OnucaHue rpynmnbi» — COAEPXKWUT ONMcaHue rpynmnbl Nosnib3oBaTenen.



5. «Bnapeneu» — ykasbiBaeT Ha kakom ypoBHe paepeBa ELLY Dallas Lock 6bina cosgaHa rpynna
nonb3oBaTenemn.

MpumeuaHue. [pynnbl nonb3oBaTenem He oToGpaxalTca B kaTeropum «[pynnbiy»
Ha Bknagke «[llonb3oBaTenu v rpynnbl» Ha YPOBHE Bbille, YEM YPOBEHb, HAa KOTOPOM Obina
cosgaHa rpynna none3oBaTenen. Hanpumep, Ha ypoBHe [B Henb3d nocmoTpeTb rpynnbl
nonb3oBaTtesien, co3gaHHble Ha ypoBHe rpynnbl [b.

MpumeuaHue. Ecnu rpynna nonb3oBaTenen bbina cosgaHa Ha yposHe 16, To:
e Ha ypoBHe [Ib — none «Bnageneu» 6yget umeTb 3HaveHue «JlokanbHbIN», 1 B
cnucke rpynna nonb3oBartenen 0yaeT BblaeneHa XXUpHbIM HavepTaHueM;
e Ha yposHe rpynnbl (nogrpynnel) 4B, APM (moaynen B coctaBe APM), moaynen 6e3
APM 1 noguynHeHHbIX JOMeHOB — none «Bnageneu» 6ynet nmeTtb 3HaveHue: «Jb
*msa [B*».

AHarnorvnyHo, ecnu rpynna nonb3oBaTtenen boina cosgaHa Ha ypoBHe rpynnbl 06bekTos [,
TO:
e Ha yposHe rpynnbl [1b none «Bnageneu» 6yget umeTb 3HayeHne «JlokasnbHbIU»;
e Ha ypoOBHE MoAynen 9TOW Trpynnbl, Ha KOTOpoW Obia co3gaHa rpynna
nonb3oBatenen, none «Bnapeneu» OygeTr wumeTb 3HadeHue  «[pynna
*Yimsi_epynnbi™».

Ons NnpUuMeHeHnd N3MEHEHWIN CNncka rpynn nonb3oBaTenien, Ha mMoaynax Heobxoauma CUHXPOHM3aLUun4.

B kateropumn «pynnbi» Ha Bknagke «lonb3oBatenu v rpynnbi» A4OCTYMNHO TOSMbLKO:

e CcO3[aHue 1 yaaneHue rpynn (yaaneHne HEBO3MOXHO Af1si TPYNM MO YMOMYaHuIo);
e  pefakTMpOBaHMWE ONMCaHWs rpynn (HEBO3MOXHO AN rpynmn no yMonyYaHuio);
e  W3MEHEeHWe Tuna rpynnoil.

MpocMOTp 1 HacTpoVika NapameTpoB Py AOCTYMHbI:

e 10 ABOVMHOMY LLEMNYKY FIeBOW KHOMKOW MbILUW MO rpynne B CrUCKeE;

e npu Bbibope nyHkTa «CBONCTBa» M3 KOHTEKCTHONO MEHIO, BbI3BAHHOIO LLENYKOM NpPaBOn KHOMKK
MbILLK Ha rpynne B CrUCKE;

e NpuV BblAENeHUN rpynnbl B cnucke W BblIbopy nyHkTa «CBOMCTBa» Ha MaHenuM WMHCTPYMEHTOB
«Onepauun ¢ rpynnammy.

lMocne BbINOMHEHWS OOHOrO U3 3TUX OEWCTBUN OTKPbIBAETCH OKHO «PefakTupoBaHue nonen rpynnbi»
(puc. 74).

O Pegaktnposarmne nonei roynnet X

HassaHwe rpynnsl  test;

T o conne oy
Dallas Lock Linux A grmHncTpatopsl C3U B Her

Tun ydetHod sanuck (ana C3K BK) | Tpynna Windows (Dallas Lock)

CoxpaHuTs Otmena

Puc. 74. PegaktupoBaHue nonen rpynn




Ha Bknagke «O6wue» npegnaraetcst ocTaBUTb KOMMeEHTapun B norne «OnucaHue rpynnbl», 0603Ha4YnTb
ABNAIOTCA N y4acTHUKKU rpynnbl AgmuHuctpatopamu C3U B u BeibpaTth Tvn yyeTHon 3anucu (ans C3U
BU)».

Ha Bknagke «Dallas Lock Linux» npeanaraetcsa BbibpaTb 3HaveHue atpubyta «CuctemMHas rpynnay.
ATpnBYT NpuHMMaeT 3HaveHus «a» n «HeT». Mo ymonyaHuio 3HaveHvne atpnbyta «Het».

MpumeuaHue. Bknagka «Dallas Lock Linux» gocTynHa Tonbko Ang rpynn nonb3oBaTenen,
npumMensowmxca Ha mogyne C3W HC[ Dallas Lock Linux (none «Tun» MoXeT NpuHMMaTh
3Ha4veHus «DLL» unu «Bcey).

HasHaunTb Bce HeoOxogumble MONMMTUKKM GesonacHocTM Ans rpynnbl MOXHO, penakTupya noJIMTUKN
©e3onacHocTu pPa3sIN4YHbIX KaTeropvu7|.

MpumeyvaHue. BkmoveHne W UCKMOYeHWe nonb3oBaTener u3 rpynn OCyLecTBnAeTcs
B napameTpax nonb3oBartenen Ha Bknagke « Cnmcok rpynny.

5.2.3Co3aaHue nonb3oBaTtenen b

Cnncok yyeTHbix 3anucen OB Ha Bknagke «lonb3oBartenu u rpynnei» — «lonb3oBatenuy» dopmupyetcs
M3 YYETHbIX 3anMcen No yMos4aHuio 1 3apermcTpupoBaHHblx Yepes KoHconb ELLY.

Mo ymonyanuio B ELLY Dallas Lock Bcerga npucyTcTBytoT criegyrowme rnobanbHble y4eTHbIe 3anucu:

e anonymous — y4veTHas 3anuMCb WCMOMb3yeTCs ANS CeTeBbIX BXOAOB C He3alMLLEeHHbIX
KOMMbIOTEPOB;

e agAMMHUCTPATOpP MO YMONMYaHUIO — y4yeTHasi 3anncb, perncTpupyemasi B Nnpouecce yCTaHOBKU
ELLY Dallas Lock.

B ELLY Dallas Lock BoamOxHa pernctpaumsi nonb3oBaTenen cneaywmx BUaoB:

1. Mob6anbHble Nonb3oBaTenu, cosgaHHele cpeactsamm KoHconu ELLY.

2. OomeHHble nonb3oBaTenu, co3gaHHble cpeactBamu cnyxObbl AD (ecnu OB Haxogutca B JIBC
noA ynpaBneHNeM KOHTpornepa AOMEHa).

Yucno 3aperMctpuvpoBaHHbIX Mornb3oBaTernen Ha kaxgom APM orpaHudMBaeTcsl TONMbKO pasMepoM
cBOOOAHOIO ANCKOBOIo NPOCTPAHCTBA.

[nsa cosganns rmobanbHbIX Nonb3oBaTtenei ¢ nomollbto KoHconu ELLY Heobxoammo:

1. OTkpbiTb BkNagky «lonb3osatenu v rpynnbl» B KoHconu ELLY.

2. Bbibpatb kateroputo «lMonb3oBatenmy.

3. Ha naHenu MHCTPYMEHTOB B onepaundax C nonb3oBaTteiaMmn HaXaTb «Cosgatb» unn Bbl6paTb
COOTBGTCTBWOLLI,VIVI NYHKT N3 KOHTEKCTHOIO MEHH0.

4. Ha akpaHe nosiBUTCS OKHO CO3[aHus nonb3oBaTens (puc. 75).

U Co3a3aTe NONL3CEATENA — x

MCTouHME: Twm:

c

IMA Nonb30BaTENA Tun yuetnoin sanncn ELLY

Otmena

Puc. 75. CosgaHue nonb3oBaTens

5. B none ucto4Huk Boibpatb «MobanbHbIny.



6. B none «Mms nonb3oBaTtens» BBECTU NOMMH (MMS1) perucTpupyemoro nonb3osatens. [pu BBoge nMeHu
B CMCTEMe CYLLEeCTBYIOT cneayoLume npasuna:
e MakcumanbHas onvHa umeHn — 20 CUMBOSOB;
e VMS MOXET cofepXaTb NaTMHCKME CMMBOSIbI, CUMBOSIbI KUPUINULbI, Lndpbl U crneuuanbHble
cumMBonbl (kpome 3anpeweHHbix OC: "/\[]:|<>+=;,?2 @ *);
e paspellaeTcs WCNOMb30BaTb pasfuyHble perucTpbl KnaeBwaTypbl, MpW 3TOM perncTp
He yuuTbiBaeTcs (User 1 user ABNSIHOTCA 0QUHAKOBBIMU UMEHaMM).

Mpumeyanue. MNpn Hanmuum B [JomeHe GesonacHocTtu (K, paboTtatowmx nog OC Linux,
He peKkOMeHAYeTCA MCMOoNb30BaTb KUPUIIIMYECKME CUMBOSIbI B MMEHAxX Morib3oBaTenen
W rpynn B CBA3U C OTCYTCTBUEM rapaHTum obecneyeHnsi KOppekTHon paboThbl.

MpumeyaHue. NMsi y4eTHOM 3anmMCU CYMTAETCHA YHUKANbHbIM B pamMkax ogHoro [lomeHa
©e3onacHocTu.

MpumeuaHue. Nocne co3gaHvs HOBOrO MoOMb3oBaTeNs U3MEHUTb €ro UMsi NMOCPELACTBOM
KoHconu ELY HEBO3MOXHO.

= &0 &

7. Bbibpatb «Tun y4yeTHOM 3anucu» B 3aBUCUMOCTW OT TOro, Afs MOAYNEeW Kakoro tvna npuMeHseTcs
AaHHas yYyeTHas 3anvcb Nonb3oBaTens.

M3MeHNTb TMN Y4ETHOWN 3annUcy MOXHO, UCMOSb3Yst KHOMKY « CMEHUTb TUM» Ha NaHenu MHCTPYMEHTOB
«Onepauun ¢ nonb3oBatensaMm» Unu Boibpas AaHHOE OENCTBUE N3 KOHTEKCTHOIO MEHHO.

8. lMocne HaxaTus «npO,EI,OJ'I)KI/ITb» NOABUTCA OKHO ANA pefakTupoBaHUA napamMmeTpoB yquH0|7| 3anmcu
nosib3oBaTend (CM. «[NapameTpbl Nonb3oBaTenemny).

M3MeHNTb napameTpbl Y4YeTHOW 3anuMcuM MOXHO, WCMonb3ysi KHOMKy «CBoWCTBa» Ha naHenu
MHCTPYMeHTOB «Onepauun ¢ nosib3oBaTensiMm» Unm Bbiopae AaHHOE AENCTBUE U3 KOHTEKCTHOIO MEHHO.

9. 3aBeplatowien onepauuen No CO34aHMK YYETHOM 3anucu Monb3oBaTens SABMSETCS Has3HadeHue
napons (cM. «HasHayeHve napons»). HasHayeHne napons npegnaraeTcsd nocne 3anofHeHUs BCeX
H606X0,D,I/IMbIX napameTpoB B OKHE CO3aHuA yquH0|7| 3arnncu n Haxxatna KHOMKu «COXpaHI/ITb».

Y4yeTHas 3anvcb byaeTt co3gaHa Ha mogyre nocne cuHxpoHusauum ¢ ELLY Dallas Lock.

5.2.4Ha3HayeHue annapaTHoro ugaeHTudukaropa

Mepen HasHayeHMeM annapaTHOro WAeHTUdMKaTopa PeKoOMeHAyeTCs YycTaHaBnuBaTb [panBepbl,
nocTaBnsieMble B KOMMIEKTE C MOAEHTUMUKATOPOM, UMM ckavaTb UX C caWTa npousBoauTens. Takke
pekomeHayeTcs opmatupoBatb AW nepen ero HasHauyeHWeM MOnb3oBaTeMto, Kak Mpu HOBOM
HasHa4YeHuW, Tak U Npu N3MeHeHUn cnocoba 3anucu B NamsTe AV Ans Toro xe nonb3oBaTensi.

MpumeyaHue. Pabota annapaTHbIX MAEHTMdUKATOPOB Yepesd nodknoveHne tuna shared
k KY ELLY B BUupTyanbHbix MawmHax VMWare Workstation He rapaHTupyeTcsi. Heobxoanmo
ucnonb3oBaTtb 0bblYHOE nogkntoveHne unu KY ELLY 3anyckatb ¢ nokanbHbix APM.

[na Ha3HaveHWs annapaTHOro naeHTUdgmMKaTopa nonb3oBaTento Heobxoaumo:

1. OTkpbITb OKHO «PefakTnpoBaHue nonen nosnb3oBaTensy».

2. Bbibpatb Bknagky «O6wme».

3. [OBaxAbl WENKHYTb TEBOW KHONKOW MbIWK NO napamMeTpy «AnnapaTHbIn naeHTudukaTop».
4. OTKpoeTcs OKHO «HasHayeHue annapaTtHoro ngeHtTudukaTopa» (puc. 76).



D HasHaueHne annapaTtHoro naeHTUUKATORa 4AA q >

MpeaLAsnEHHEIE 3NN, MAEHTHOMKETOPEI: 0

LLEIE T Ty s s Bl Ann. MAEHTHDMKETOP He BulbpaH ~
Tun: D

CepuiiHeii HoMep: |:|
MeTica:

Mone3oBaTENs!

HazHaYeHHE SETOPMIALMOHHEIX JaHHE!X LeficTEMA C MAEHTUdMKSTOPOM

Puc. 76. OkHO Ha3Ha4yeHns annapaTHOro nageHtTudurkaropa

MpeaobaBuTb annapaTtHbld MaeHTUdUKaTop, BCTaBuMB ero B cooTBeTcTBylowmnn USB-nopt wnu
NPUKOCHYBLLUWCb K CYUTBIBATENIO (B 3@BUCUMOCTY OT Tuna ngeHtudukaropa).

B ctpoke coctosHusa «[llpeabsaBneHHble ann.ugeHTudukaTopbl» OyAeT yka3aHHO KONMYecTBO
npeabsBreHHbIX B AaHHbIi MOMEHT WAeHTUMKaTopoB, a B CNUCKe BbiNagalolwero MeHHo
«MaeHTndukaTop» NOSABATCA UX HAMMEHOBAaHWS.

BbibpaTb HeoOXxoauMbIN naeHTudrKaTop U3 crnucka.
Hanee B nomax c napametpamu AW MosIBATCA: TWUM, CEPUIAHBIA HOMEpP, W AN HEKOTOPbIX BMAOB

WOEHTUMKATOPOB CTaHYT AOCTYNHbI AOMONMHUTENbHbIE (yHKUMM (puc. 77). KHomka | *

OTKPbITb OKHO C MHbOpMaLmen 0 napaMmeTpax BbIbpaHHOro ngeHTudukaTopa.

no3BondeT

G HasHadeHue annapatHoro WaeHTMKATOpa 4NA q X

MpeabABNEHHEIE ann.WaeHTUMKaTOpE!! 1

[GLE e Ty s Bl Rutoken ECP <no label = f
Tun: Rutoken D MNapone ¥paHuTCR B
naeHTudMKaTOpE
CepuitHeni Homep: | 349B7E0B D I?IET;;EMMMMEH
MeTka: Rutoken ECP <no label>
MNonbsoBaTens:
HasHaqYeHNE BETOPMIELMOHHEIX AEHHBIX HJefcTBHA C MAEHTHOHMKETOPOM

Puc. 77. NapameTpbl Ha3Ha4YeHHOro naeHTuduKkaTopa

9. I HasHayeHMsi nonb3oBaTento BblOpaHHOro annapatHoro wuaeHTUdumkaTopa HeobXxooumo

HaaTb «[pumeHnUTb» 1 Aanee «CoxpaHUTb.

Mocne Ha3HauyeHus AU yuyeTHom 3anucu (gna Bxoga B OC Ha mogynsx unv aAns nogknoYeHns K cepBepy

ELlY Dallas Lock), nomumo BBOAa aBTOpM3aLMOHHOM MHGOPMaLMK,
Ha3HaYeHHbIN annapaTHbIA naeHTUduKaTop.

noTpebyeTcs nNpeabsBuTb



MpumeyaHue. Mpn nameHeHun napameTtpos goctyna A n cuHxpoHusauum yepes ELLY Ha
C3M HC[ Dallas Lock Linux BbinonHsieTcs cbpoc «Tuna goctyna» AV go 3HadeHus ELLY:
«UCC» gnsa rpadmueckon obonoykm n « SET FROM UCC» ans KOHCONbHOW.

Mpu nocneaytollenn aBTopmsaumm nonb3oeatens B Linux, B C3 HC[ Dallas Lock Linux
npuceavBaeTCcs COOTBETCTBYIOLLMIA TUM AOCTYNa, 4To 1 Ha ELLY.

HasHa4yeHune dBTOPU3AUUNOHHbLIX AdHHbIX

3anucaTtb B namMsATb annapaTHOro naeHTudukaTopa aBTopM3aumnoHHbIe AaHHbIE (TOMMH U Naporb) YYETHOW
3anvcum nonb3oBaTens, KOTOPOMY OH Ha3HavaeTcs, MOXHO TpeMsi cnocobamu:
1. 3anucaTb B namMsaTb naeHTUdUKaTopa /102uUH U rnaposib NONb30BaTeNs N XpaHeHue AaHHbIX 3auumums
PIN-kodom.
[nsi aToro Heo6xo4UMO BbIMONHUTL CriegytoLLee:
e BblOpaTb B BbiNagatoLllemM Cnncke HeobxoaumMbli MOeHTMAMKATOP;
e oTMeTuUTb pnarom none «Maponb xpaHutca B uaeHTudpukatoper». [lone «Maponb
sawmweH PIN-kogpom» BblgenuTca asTomatudecku. [danee HaxaTb KHOMKy «3anucatb»

(puc. 78);
U HazHauenune annapatHere waeHTgukaTopa 4nA q *
MpeatABNEHHEIE EMN.MAEHTHDUKATOPLI: 1

GLE St t -l o Bl Rutoken ECP <no label= f

Tune Futoken Maponk XpaHUTCA B
uaeHTUdMKETOpE

CepuiHbIA HoMep: | 349B7E0B FILEIET;'H?MMM”J'EH

MeTka: Rutoken ECP <no label =

MonbsoBaTens:

HasHa4eHHe a8TOpM3ELMOHHEI LaHHBIX AefCcTEMA C MaEHTMGMKATOPOM

Puc. 78. 3anucb aBTOpM3aLMOHHOM MHGpOpMaLUmMK B MaeHTudmkaTop

e B nossmBlieMcs OkHe BBecTu: PIN-kog wuvaeHTUdMKaTOpa W naponb nonb3oBaTtens
¢ nogreepxaeHuem (puc. 79), HaxaTb «[TpUMEeHUTbY;

U Beoa paHHBIX ANA WAEHTUGUKATOPA *

PIN-K04 MAEHTUDMKETOPE ||

Maponk NoNL30BaTENA

MoaTBEPHKAEHME NAPONs

Puc. 79. Beog 4ononHUTENbHON MHopmaLmmn

(] B OKHe napameTpoB yquHoﬁ 3arnmcum cUcTemMbl 3aLlinTbl HaXXaTb «rlpMMeHMTb)) n «OK».

[Mocne aTtoro B NnamsaTb AaHHOro uaeHTudurkaTopa dyaet nponucaH NornH U Naponke yY4eTHOW 3anucu
nonb3oBaTtens, npudem naponb 6yaet 3awmiieH PIN-kogom camoro ngeHtudukaropa.



Tenepb ana Bxoga B OC, nocne npegobsiBNeHMs naeHTudukaTopa, nonb3oBaTtentd Heobxoammo
3anonHMTe TOnbkO none BBoga PIN-koga (NOrMH M Naponb  CYMTAKOTCA  aBTOMAaTUYECKW,
Anga cunTbiBaHMA napons notpebyetcsa Beog PIN-koaa).

2. 3anucaTb B namMaTb naeHTudmkaTopa /102UH U Naposib Y4ETHOW 3anucu.
[nsi aToro Heo6xo4UMO BbIMONHUTL CriegyloLLee:

e CHATb hnar gns nonga «lMaponb 3awmiieH PIN-kogomy;

e 3anucaTb aBTOpPM3aLMOHHbIE AaHHbIE (KHOMKa «3anucaTby).
B atom cnyyae naponb y4eTHOW 3anncu B maeHTudumkatope — HesalMlleH, U cuctemMa BblgacT
npegynpexanenue.
Takum obpasom, ansi Bxoga B OC nonb3oBaTeno CTaHeT [OCTAaTOYHbIM TONbKO NpeabsiBreHne
naoeHTndurkaTopa (JIOrMH 1 Naposib CYNTAOTCA aBTOMATUYECKN).

3. 3anucatb B namsaTb I/IJZI,eHTVICbI/IKaTOpa MOJIbKO J10eUH yquHon 3anncu nonb3oBaTens.

[nsa aToro He TpebyeTcsa BblaeneHne MNonen xpaHeHust naponen. [JoctaTouyHo HaxaTb «3anucaTb».
Cuctema notpebyer BBecTM pgononHuTenbHo Tonmbko PIN-kog  nmomb3oBaTtens  gaHHOMO
ngeHTudumkaropa.

Mpu Bxoge B OC nocne npeobsaABneHWss ugeHtudumkatopa ydyeTHas 3anucb OyaeT OOHO3HAYHO
NaeHTUdULMPOBaHa C NOTMHOM AaHHOIO KOHKPETHOrO Mosib3oBaTensi, ocTanbHble aBTOPU3aLUOHHbIE
nons nonb3oBaTento Heobxoanmo 6yaeT BBECTU CAMOCTOATENBHO.

Ona Toro, 4tobbl ydanumb asmopu3ayuoHHyr0 UHOPMayur U3 namsamu udeHmugukamopa, HYXHO
BOCMNOMb30BaTbCA OAHUM U3 CreaytoLwmx cnocoboB:

e HaxaTb «O4MCTUTb» B NONe Ha3Ha4YeHNs1 aBTOPU3aLIMOHHbIX OAHHbIX;

e oOTdopmaTMpoBaTb UOEHTU(MKATOP METOAOM, OMUCaHHbIM B NyHKTe «[lencTBua  C
noeHTndrkaTtopomy. B aToMm cnydae nomMMMo yaaneHus CUCTEMON 3aLLMTbl aBTOPU3ALMOHHBIX
AaHHbIX N3 NamMATU naeHTndmrkaTtopa agMMHUCTpaTopy 6e30nacHOCTM HeobBXo0ANMMO M3MEHUTb
PIN-koabl naeHTudukaTopa.

ABTOpVI3aLJ,I/IFI C 3anncaHHbiIMX OaHHbIMW BO3MOXHa Mpun BXode B OC nocne BKYeHUs KoMnbloTEPA,
a TakKxke npu pa36J'IOKI/|DOBKe KOMMNbOTEPA N TEPMUHAINTbHOM NOAKITHOYEHNN.

DencTBuAa ¢ ngeHTNPNKaToOpPOMm

Ona paboTbl C HeKOTOPbIMU annapaTtHbIMU MAEHTUMKaTopamMn HeobXoOMMbl UX asmopu3ayuoHHbIe
PIN-«o0b1: PIN-kog agMmuHucTtpaTtopa u PIN-kog nonb3oBaTterns, KOTopble YXe YCTaHOBIEeHbl B NamsATy
caMux MOEHTUMMKaTOPOB MO YMOMYaHuio (Tak HasblBaeMble «3aBOACKWE HacTpoWkuy). VHdopmaumio
O HUX MOXHO MOMNy4uTb M3 JOKYMEHTaLuUW, NocTaBnsieMo BMecTe C annapaTtHbIMU uaeHTudukaTopamm
n gpaviBepamu.

BHumaHue! [ins obecneyenusi Tpebyemoro ypoBHst 6esonacHocTy PIN-kogpbl N0 yMOMYaHUto
ANs annapaTHbIX UAEHTUDUKATOPOB creayeT USMEHNUTb.

M3meHnTb napornb annapaTHOro MAaeHTUUKaTopa MOXHO C MOMOLLLIO YTUNUTLI ANS uaeHTudukaTtopa
(ckayaTb C canTa npou3BoaMTENS), MO0 UCMOMb3ys OKHO MapamMeTpoB HA3HAYEHHOrO MONb30BaTENHO
naeHtTudmkaropa (puc. 77). Onsa atoro B none «[JencTeus ¢ naeHTndukaTopom» Heobxoammo BeibpaTb
kHornky «CmeHa PIN-koga» nnm kHonky «dopmaTtnpoBaTby.

Mo HaxaTuio kHomkn «CmeHa PIN-koga» OTKpOEeTCs OKHO, B KOTOPOM HeobXOoAMMO BBECTM 3HaYeHus
PIN-koga nonb3oBaTens: crtapoe (Tekylwee) 3HavyeHWe, HOBOE 3Ha4vyeHWe U MOBTOP HOBOrO 3HaYeHwus.
JononHuTtenbHbIE KHOMNKW pSOOM C MONSIMM BBOAA MO3BONSAT U3MEHUTb CKPbITble CUMBOJSIbI Ha SABHbIE,
noeTop BBoga PIN-koga B aTom criyqae He noTpebyeTcs (puc. 80).



O Beoa PIM koga x

CTapbii PIM | | L5

HoBkii PIM | | L5

MoeTop PIMN koaa | |

Puc. 80. OkHo cmeHbl PIN-koaa

Ona dopmaTnpoBaHua annapaTtHOro uaeHTudgukatopa HaxaTb «®dopmaTnpoBaTb» OTKpOeTCs
OKHO (puc. 81), B KOTOPOM HEODXOAMMO 3aMONHUTL CriefyroLme nons:
o Tekywutl PIN-k00 admuHucmpamopa [aHHOro annapaTHOro uaeHtudgumkaTopa, HeOOXOAMMbIN
Ans neranbHoro oopmMaTMpoBaHus naeHTUdMKaTopa.
BBecTn HOBble AaHHbIE:

o  Memka — nioboe HanmeHoBaHMe.
e  Hoenbili PIN-k00 agMyHMCTpaTopa u noBTop.
o  Hoenili PIN-k00 nonb3oBaTens n nosTop.

Ecnu gBa panHbix PIN-koga coBnagatot, To ¢onar B none «PIN-kog agMuHucTpaTtopa v nonb3oBatens
coBnagatT» no3sonnt BBectn PIN-koa TONbLKO B 04HO Nose.

BHumaHue! NMapameTpbl cumBornoB PIN-koga ons uwgeHtudmkaropa (Hanuuve uudp, 6yks
v gpyrue) onpegensitotcd  HacTPOWKOM napameTpoB B YTUIUTE COOTBETCTBYIOLLErO
naeHtTudmkaropa. lNpexage yem nameHsTb PIN-Koabl naeHTndukaTopa, cnegyeTt HacTpouUTb
AaHHble napaMeTpbl B yTUNUTE (N0 YMONYaHWUIO 8bIK/THOYEHbI).

O PopMaTUpoEaHWE aNNapaTHore WeHTUdMKaTopa >

Teryuil PIN Koa aaMMHUCTpaTopa | | L5

HoBble AaHHbIE

MeTka | |
PIM koA aaMUHWCTPaTOPE PIM koA nons3oBaTenA
PIMN kog | | 5 PIM kog | | L5
MosTop PIN kooa | | MosTop PIN kooa | |

[ ] PIN koA aaMWHMCTPETOPAE W NONL30BATENA COBNAASIOT

DOpMaTUPOBaTL OTMeHa

Puc. 81. OkHo hopmaTtupoBaHns ngeHTndukatTopa

MpumeyaHue. [Ing annapaTHbIX MUAEHTUDUKATOPOB PyTOKEH:

1) ®dopmatupoBaTb MAEHTUDUKATOP HYXKHO B yTunute npoussogutensa («MaHenb
yrpaBneHns PyTOKEH»).

2) Ecnu Ha PyToKeH paHee Obinu 3anucaHbl kakve-nnbo AaHHble Anst annapaTHOM
ayTeHTUuKaumn, neped TeM Kak 3anucate Ha AW ayTeHTUdMKaLMOHHYIO
nHcpopmaumo B KY ELLY, Heobxoammo npoussecty hopmaTnpoBaHue gaHHoro AU
B YTUIIUTE NPOU3BOAUTENS.



CHATMe annapaTHown naeHTudpmukaumm

Ons Toro, 4Tobbl CHATL Ha3Ha4YeHWe annapaTHOro MaeHTUdUKaTopa A YY4EeTHOW 3anucu OTAEeNbHOro
nonb3oBaTtensi, HEOOX0AMMO B OKHE MapameTpoB y4yeTHou 3anucu B none «MageHtudukatop» (puc. 77)
BbIOpaTh 3Ha4YeHne «AnnapaTHbIi MAEHTUUKATOP HE HasHayvyeHy, HaxaTb «[MpumeHnTb» 1 «OK».

Cam ngeHTMdukaTop ANs NOCneaylLwero NpMMEHEHNS PEKOMEHAYETCS OYUCTUTbL OT aBTOPU3ALNOHHbBIX
OaHHbIX, €eCnM OHM ObiNM  HasHayeHbl (cM. «HasHayeHve aBTOPU3ALMOHHBLIX  OAHHbLIXY),
unun otchopmaTupoBaThb.

5.2.5YpaneHue nonb3oBartenen [1b

BHumanue! Cnegyet BHMMaTENbHO OTHOCUTLCH K yaaneHuio nons3osatenen B 6. Ecnu
Ha KakoM-nmbo 13 ypoBHen [JlomeHa 6e30nacHOCTM He OCTaHETCSl HM OQHOTO Nofb3oBaTens
C ponbto «AgmuHuctpatop» (cMm. «PoneBas modenb yyeTHbix 3anucen [Bb»), goctyn
K HacTporikam Ha 3TOM YpOBHe OyaeT orpaHnyeH 4O MOMEHTA MOSBMEHUs Nofb3oBaTens
C [OCTaTOYHbIM HabopoM NpuUBUNErvN.

[na ynaneHnst none3oBartens u3 [JlomeHa 6e30nacHOCTM BHE 3aBMCMMOCTU OT TOrO, KakuMu cpeacTteamu
OH CO34aH Unu 3apeructpuposaH B camom [b, HE06X0AMMO BbIAENUTH €0 MMSA B CMIUCKE Ha ypOBHE
«Brnagenbuay, HaxaTb KHOMKY «YganuTb» unun BoldpaTb COOTBETCTBYIOLLEE AENCTBME U3 KOHTEKCTHOrO
MeHI0. YueTHas 3anucb OyaeT yaaneHa ¢ mogynewn nocne cuHxpoHusauum ¢ ELLY Dallas Lock.

5.2.6 HasHauyeHue napons

[ns HasHayeHus naponsi nosib3oBaTento HeobXoOAMMO BbIAENUTb €ro MMS B CMIUCKE W HaXaTb KHOMKY
«3agaTb naponby». [osiBATCS OKHO, rae TpebyeTcs BBECTU HOBBIV Naporb U NOATBEPAUTL ero (puc. 82).

D ¥cTaHoBWTE Napone gna test *

HoBeii napone:

MoaTEepHAEHWE Napona:

CoxXpaHWTb OTMeHa

Puc. 82. dopma BBOAa Napons

I'IpM BBOAE napond HeobxoaMmMo PYKOBOACTBOBATbCA CrieayrLwnMn npasunamm:

e MakcuMMmanbHas gnuHa napons coctasnsieT 31 cumBson;

e naponb MOXeT coAepxaTb NaTUHCKME CUMBOISIbl, CUMBOMbI KMPUNNULbI, UMPbl 1 cneunanbHble
CYMBOIbI;

e CIIOXHOCTb Mapons (Hanmuyve OnpederneHHbIX CUMBOMOB, ASIMHA, CPOK AENCTBMS U npouune)
perynupyeTtcs cneumanbHbiMX MOMAWTUKaMK, KOTOpble YCTaHaBNMBalOTCA aAMWHUCTPATOPOM
(cMm. «HacTpoiika naponbHbIX NOUTUKY).

Mocne BBOAA HOBOTO NApOMNs BO3HUKHET AOMOMHWUTENbHas kHonka ** . Vkowka *“ n3mMeHWT ckpbiThie
CMMBOIbI Ha SiBHble. [oaTBepXaeHe napons B 3TOM criyqae He noTpebyeTcs n cCoOTBETCTBYIOLLEE None
OyaeT cKpbITO.

Mpu 3agaHum napons rnobanbHoW yyeTHonm 3anucu OB Heobxogmmo, 4TOObLI Maponb COOTBETCTBOBAN
naposbHbIM nonuTukam 6GesonacHoctn OC Windows Ha wmopynsx. Ecnmn TpeboBaHue He Oyger
cobntogeHo, TO BO3HMKHET owwubka «Onepaumns 3abnokmposaHa OC Windows» B npouecce
CUMHXPOHM3auun y4eTHbIX 3anucen. N3-3a gaHHon owmnbkn moxeT HabnogaTbCcs cneayoulee:

e npobrema cosaaHns y4eTHOIN 3anncy ¢ HeJOCTaTONHO CIOXKHbIM MaponeM;
e npobremMa CUHXPOHM3aLUM Naposst YYEeTHOW 3anucy, eciv Nosib3oBaTtesb Obin Co3f4aH paHee.



Bo usbexaHue OLIMOKM CUHXPOHM3ALUWN YYETHbIX 3aNUCEN, PEKOMEHOYETCS] OTKIMOYUTL NapOribHblE
nonutnkn OC Windows. [laHHas dyHKUUOHanNbHas BO3MOXHOCTb peanusoBaHa B C3W Dallas Lock 8.0
He3aBucMMo oT mexaHuamoB OC.

5.2.7 Peructpaumsa AoMeHHbIX nonb3oBaTteneu B [1b

O4yeHb 4acToO KOMMbHOTEPbLI C YCTAHOBIIEHHOW CUCTEMOW 3awWuTbl OObEAWHEHbI B JIOKamNbHYK CeTb,
PU3NYECKYIO U FTOTMYECKYHO CTPYKTYPY KOTOpO 00beauHseT cnyxba katanoros Microsoft Active Directory.
OT0 No3BoOMsieT LEHTPanNM3oBaHHO agMUHUCTPMPOBaTb BCE PECYPChI, BKMYasi nofnb3oBatenen, annel,
nepudepunHble YCTPOMCTBa, AOCTYNn K cnyxbam, ceTeBbiM pecypcam, Beb-y3nam, 6aszam [aHHbIX
1 npoyue. 'pynna KOMNbLIOTEPOB, COBMECTHO UCNONb3yOLWMX 00LLyt0 6a3y gaHHbIX KaTanora, obpasyeT
OOMEH.

Takum obpasoM, C y4eTHbIMM 3anNUCsMK MONb30BAaTENEN, CO34aHHBIMU B AOMEHE, MOXHO MpPOBOAMTH
onepauum Ha paboumx CTaHUMsIX, 3aPErMCTPMPOBAHHbLIX B 3TOM JOMEHE, U B TOM YMCIE PErMCTPUpPOBaTh
B ELJY Dallas Lock.

Mpumeyanue. [na 6e3owmnboyHon paboTbl pernctpaumm AOMEHHbIX YYETHbIX 3anvcen
B ELlY Dallas Lock, yctraHoBneHHom B OC cemenictBa Linux, Heobxogumo Ha DNS-
cepBepax, K koTtopbiM obpawaeTtca APM c¢ ELY Dallas Lock, KOppekTHO HacTpouTb
obpaTHylo0 30HY (TO eCTb JOSbKHa MpPUCYTCTBOBaTb ObpaTrHasd 30Ha, cogepxkawas PTR-
3anucu Bcex KoHTponnepos AD).
Insa npoeepkn aaHHoro TpeboBaHuss AUB HyxHo Ha APM c ELLY Dallas Lock BbInoOnHWTL
cnegyroLine KoMaHabl:
e «nslookup <ums_JdomeHa>» — ybeanTbcs, YTO BbiBOAUTCS IP-agpec;
e «nslookup <mosy4eHHbIl ip-adpec>» — ybeanTbCsl, UTO BbIBOAUTCS KOPPEKTHOE
FQDN-uma koHTponsiepa AD.

Mpumeuanue. lNMpu pernctpaummn B ELLY Dallas Lock goMeHHbIX yyeTHbIX 3anucen Active
Directory Heobxoammo, 4Tobbl Bpems cepBepa ELLY Dallas Lock 6bino cMHXpOHM3NpoBaHO
C BpemeHeM KoHTponnepa aomeHa Active Directory.

Ona pernctpaumm B JomeHe GesonacHoctn ELLY Dallas Lock gomeHHbIX nonb3oBaTteneln B KavyecTBe
rnobarnbHbIX, HEOOXOANMO BbINONHUTL CneayloLlee:

1. Y6egutbes, uto JomeH 6e3onacHocTu ELLY Dallas Lock npuHagnexuT gomeHy Active Directory (cm.
«[MpuHagnexHocTb K goMeHy Active Directory»).

2. |-|OJ'Iy‘-Il/ITb CMNCOK AOMEHHbIX Nosnb3oBaTenen. [na atoro npwn co3gaHnn nNonb3oBaTesd B Bbllagatolem

!

cnvcke nons «MICTouHMK» HeobxoaMmo BbIGpaTb UMSA AOMEHa U HaxaTb KHOMKY noucka -+ (puc. 83).

D Co3aaTe None30EaTENA — x
WeTouHMK: Tuan:

SECDOMAIN ~ C

Tun yueTHOA anuan ELLY
¥MA nonk3oBaTena
|superadm; | )
Y4YeTHan 3annch Monvoe nMA Onncanme
DefaultAccount Y4yeTHanA sanuce NonL3osaTen

krbtgt YueTHan zannce cny*bel KDC

AgmMuHKCTpaTOR BcTpoeHHaA yUETHARA 33NNCE .

locte BCTpDEHHEH YHYETHAA 3annce g

| Mpoaom«uTs I OTmeHa

Pwuc. 83. 3anonHeHue y4yeTHOW 3anucu nons3osaTtens


http://ru.wikipedia.org/wiki/Microsoft

Mpumevanne. [pu pernctpauum [OOMEHHOW YYETHOM 3anncuM HEeobXOAUMO HaxaTb

Ha KHOMKy «OBHOBUTLY Cc ANa BBOAA aBTOPM3aLMOHHLIX AaHHbIX AD, nanee BbiOpaTb
B none «WMcTouHnk» ums gomeHa AD 1 NPoOM3BECTM MOUCK YYETHbIX 3anunceit BbIGpaHHOro
JomeHa.

Ons  nonyyeHuss cnucka Y4YeTHbIX 3anuceil OoMeHa HeoOXOAMMO — OOMOSIHMTENbHO  BBECTM
aBTOPM3aLMOHHbIE AaHHble aAMUHUCTpATOpa AOMEHA B NOSIBUBLLEMCS OKHe (puc. 84).

WcToqHuk: D Ayrentudukauma nonssoeatens s secdom... X
SECDOMAIN
Norud | |
MK ELLY
MMA Nonb3oBaTenA Mapone | |
] Ommeia
MpoaomsKTs OTMeHa

Puc. 84. ABTopu3aumnoHHble 4aHHble agMuHUCTpaTopa gomeHa AD

3. Bbl6paTb YYETHYIO 3annCb NoJib30BaTENA U HaXaTb «npOJJ,OJ'I)KVITb». MoXHO BbIAENUTL HECKOSIbKO
YYHETHbIX 3anucen, nmetowwmxcs B OC, n 3aperncrtpumposaTtb X O4HOBPEMEHHO.

B [16 aBTOMaTmnyecku C(bOpMVIpyeTCFI y4yeTHaA 3anncb nosib3oBaTesid C TeM Xe MMeHeM JOMEeHa, JNTOrMHOM
n naponewm. Y4yeTHaa 3anucb Nofb3oBaTens B CNMUCKe YYETHbIX 3anucen 6yp,eT MMETb BUA. «UMA
AoMeHa/vs nonb3oBaTens».

Mmerowmxcs AOMEHHbIX Monb3oBaTtenen MoxHo 3apeructpuposatb B ELY Dallas Lock, HO ux Hemnb3s
cospatb cpeactBamu KoHconu ELLY. Ecnu Hy>XeH HOBbI JOMEHHbIN NoNnb3oBaTenNb, ero npuaeTcsa co3gatb
cpeAcTBaMn agMUHUCTPUPOBAHMSA Ha KOHTPOIepe AOMEHa U TOSMbKO MOCNe 3TOro 3aperMcTpupoBaTtbh
B ELJY Dallas Lock.

Cnuncok oOMeHHbIX nonb3oBaTenein u rpynn kawmpyetca KoHconbio ELLY B cBoen namsatu. MNoatomy, ecnm
HOBLIN MONb30BaTeNb CO34aH Ha KOHTpOMfepe OOMEHa, OH MOXeT nosiBuTbcs B cnmucke KoHconn ELLY

c

He cpa3sy. Heobxoaumo 0GHOBUTL CMMCOK C MOMOLLIbIO KHOMKU «OBGHOBUTLY

MpumeyaHue. [lpouecc nonyyeHust CnMcka [OMEHHbIX Monb3oBaTenen MoxeT ObiTb
JOCTaTo4YHO AnuTenbHbIM. Bo Bpems 3Toro npolecca BO3MOXHO NosiBfieHMe AnanoroBoro
OKHa C NpocbboW BBECTU NOEHTUMMKALMOHHYI0 MHAOPMaLMI0 agMUHMcTpaTopa.

C 3apeructpupoBaHHeiMy B ELLY Dallas Lock gOMEHHBIMM MOMb30BaTENSAMM MOXHO NPOBOAUTL NOObIe
onepauuv no peanusauum NonMTUK 0e30MacHOCTWN, OAHAKO HEemnb3s MEeHATb naponb cpeacTtBamu ELLY
Dallas Lock. MNpwv nonbiTke n3amMeHMTb Naponb 6yaeT BbiIBeAEHO NpeaynpexaeHme.

MpumeyaHmne. AnnapaTtHbii aeHTUdMKaTOp MOXET BbITb Ha3HaYeH TONMbKO ANst OTAENBHO
B3ATOM JOMEHHOM YYeTHOW 3anncu 3apernctpupoBaHHon B 16 6e3 macku.

Takke cpeactsamu ELLY Dallas Lock HEBO3MOXHO M3MEHUTbL CNMCOK rpymn, B KOTOPblE BXOAUT JOMEHHbIN
nonb3oBaTtenb.

5.2.8 Peructpaunsa oOMeHHbIX Nofnb3oBaTernien no macke B A1b

B cucteme ELY Dallas Lock peanu3oBaH MexaHu3M perncrpauum AOOMEHHbIX YYeTHbIX 3anvcen
nonb3oBaTernen CUCTEMbI C UCMONb30BAHMEM MACOK MO CUMBOJTY «*». B 3TOM KOHTEKCTE CUMBOJT «*» UMeeT
3Ha4YeHue «Bcey». YYeTHas 3anucb «Mms_agomeHa\*» o3HavaeT BCeX Nonb3oBaTenen JaHHOro JOMeHa.

Mo Takol Macke BO3MOXHa perucTpauus TONbKO [AOMEHHbIX YYEeTHbIX 3anucei, ONns JoKanbHbIX
3TO HEBO3MOXHO, 1 Kaxkaas 3anvch OOSMKHa ObiTb co3aaHa OTAenbHO.



MexaHuam peructpaumm OOMEHHbIX YYETHbIX 3anncer CUCTEMbI C UCMOMb3OBaHMEM MacoK Mo3BonseT
NPUBECTU CUCTEMY BXOAAa K CTPOromy Buay.

[ns paspelleHns Bxoda B CUCTEMYy BCeX AOMEHHbIX Mofb3oBaTenen (B TOM 4ucre nonb3oBaTenen
poBepeHHbIx gomeHoB) B ELLY Dallas Lock pomkHa 6biTb 3apernctpupoBaHa yyeTHasi 3anmcb «*\*».

[nsi aTOro Heo6Xx0AMMO MpPU CO34aHWM HOBOTO MOfb30BaTenNst ykasaTb UCTOYHUK «*» U HaXaTb KHOMKY
«lMpooonmxnTb».

MpumeyaHue. Y4yeTHasa 3annchk «*\*» cosgaetca Ha mogyne C3U Dallas Lock 8.0 Ha TK,
aBngawLLmMMcs YneHoM gomeHa Windows, npu ycTaHOBKe C KOHUrypauuen no ymonyaHuio.

Kaxgas yyeTHas 3anncb MOXeT OblTb B COCTOSIHUM «BXOA paspelleH» M «BXog 3anpelyeH». YTobbl
3anpeTuTb BXOA MO COOTBETCTBYHOLLEN YYETHOM 3anucbio HEOOXoAMMO, YTOObl B CBOMCTBaX Yy4e€THOM
3anvcu Ha Bknagke «3anpeT paboTbl», ANg napameTpa «Y4yeTHas 3anucb OTKMoYeHa» 6blno BbibpaHo
3HayeHune «[a» (puc. 85).

U Y¥uETHARA 3aNKCE OTKAHIYEHA >

o
]

) na
@ HeT

Puc. 85. YueTHas 3anncb oTkoYeHa

Ecnu gnsa cyuwectBylollent y4eTHOM 3anvcy Buaa «*\*» 3anpeTuTb BXO4 B CUCTEMY M OOHOBPEMEHHO
paspeLlunTb BXoA4 Ans y4eTHbIX 3anucen tuna «ZCB\*», To B cuctemy sawuTbl nonb3oBaTteny JOMEHOB
BXOOUTb HE CMOryT, HO CMOryT BXOAWTb TONbKO Monb3oBaTenu gomeHa ZCB. [Opyron npumep: ecnu
3anpeTuTb BXOA B cuctemy ans 3anucu «ZCB\*» n paspewwmntsb ansa «ZCB\admin1», «ZCB\admin2y», To aTo
OyaeT o3HauaTtb, YTO U3 gomeHa ZCB Ha 3aWMLEeHHbI CUCTEMOW KOMMbIOTEP CMOTYT BXOAWUTb TOMbKO
nonb3oatenu admin1 n admin2.

Takum 06pasoM, cucTeMy MPOBEPKM MNOnb3oBaTeneil MOXHO Nerko MpUMBECTU K «CTPOroW» cucteme,
[LOCTaTOYHO OTKMIOYNUTL YYETHYIO 3anuck «*\*» 1, ganee, B SBHOM BUAE PEFMCTPMPOBATL YYETHbIE 3aMuCK
HeoBGX0AUMbIX JOMEHHbIX NOMb3oBaTENeN.

Mpumevanue. Ecniv B ELY 3apeructpypoBaHa OOMeHHas yyeTHasa 3anucb «*\*» wunm
«Mma_pomeHa\*», TO Ha3HayaTb MapameTpbl MOMb3oBaTenen MOXHO Kak Ans y4eTHON
3anmcn «*\*» (nnn «ima_gomeHa\*y), Tak U Ans Kaxgow MHAMBMAYanbHOW YY4EeTHON 3anmcu
AomeHa, BbiIOpaB ee U3 cnucka.

5.2.9 Co3paHue rpynn nonb3oBaTteneun [1b

pynnbl NpegHa3HaveHbl Ans 06beguHEHUS NoNnb3oBaTeNew, Y KOTopbiX NpaBa 6€30nacHOCTU MOryT ObITb
CXOXMMU. Takoe 0ObeaVHEHNE MOXET YNpoCTUTb paboTy agMMHMCTpaTopa Npu BbINMOMHEHUN HACTPOEK
HomeHa 6e3onacHocTy.

Mpynnbl 6e3onacHOCTX yNpoLLatoT ynpaBreHue 4OCTynom k pecypcaM. MoxHo 4o6aBnsaTb nonb3oBaTenen
K rpynnam 6e3onacHocTy, a 3aTeM NpPeAoCTaBnsaATb 3TMM rpynnam npasa AoCTyna, U yaanaTb ux oTTyga
B COOTBETCTBUM C NOTPEOHOCTSIMM 3TUX NOSMb30BaTENEN.

[nst npocMoTpa 1 pefakTMpoBaHWst cnucka rpynn cuctembl 6e3onacHoctu B KoHconum ELLY Heobxogumo
BblOpaTb Bknagky «lMonb3oBatenu u rpynnbl» — «pynnbi». B okHe KoHconu ELLY aBTomaTuyecku
nosiBNsieTCA psif NpegBapuTenibHO CKOHUIypuMpoBaHHLIX rpynn B nokanbHo OC, B KOTOpPblE MOXHO
BKItovaTh rnobanbHbIx nonb3osarenen (Puc. 86).



e ® v Q Monb30BaTENM U FPYNNbI

Nonssosarent Mpynne —

Cocrontne Hasgarue rpynnsi Tun

v = [loMeH BE30NacHOCTH

¥ (O HEPACNPE[ENEHHBLIE OBLEKTHI ONEPALIMM C TPYNNAMW

< Jim]

B DESKTOP-IMAUFQS ApmunucTpaTophi Cucrema, DL8.0 MK8, DL8.0 MK9, DL8.0 MK10. C3U BN MK4  AgmunmMcTpaTops. E—

B chws-test Apmusncrpatopet Hyper V Cucrema, DL8.0 VK8, DLE.0 K9, DL8.0 MK10, CIBU UK4  “nentt stoit rpyn

~ [ CETEBb POVICTBA Toctn Cuerema, DL8.0 MK8, DL8.0 MK9, DL8.0 UK10, C3UBUMK4  Toctn no ymonsar

© Heuwlet ard npi267109 Kpuntorpaguueckme oneparops: Cuerema, DLB.O MK8, DL8.0 MK9, DL8.0 UK10. C3UBU K4 “inewnam pazpeme

© Hewlett-Packard npi

Onepatoper apxvsa Cucrema, DL8.0 VK8, DL8.0 K9, DL8.0 MK10, C3M BN KA Oneparopes apxn

(<IN < BN < BN <M <]

© Mikrotik mikrotik Oneparope: nacTpoiiku ceti Cucrema, DL8.0 VK8, DL8.0 MK9, DL8.0 MK10, BUBU VK4 “neni >1os rpyn

I YOANEHHBIE OBBbEKTHI

<]

Onepatope! NOMONLM NO KOHTPONKD y4eTHBIX 3anucei  Cuctema, DL8.0 UKB, DL8.0 K9, DL8.0 NK10, C3UBU K4 “inenni 310 rpyn

Puc. 86. pynnbl nonb3osaTenen

BHoBb co3paHHble ¢ nomouwlbto ELLY Dallas Lock rmoGanbHble rpynnbl aBTOMaTtU4ecku co3gagyTcs
1 B NOAYUHEHHBIX MOAYIISIX MNOCIE CUHXPOHM3aUMK. Y aaneHHble rnodanbHble rpynmnbl NponagyT U3 CNMCKoB
rpynn Ha MOAynsX NOCne CUMHXPOHM3aLNK.
MpumeyaHue. B paHHble rnmobanbHble rpynnbl, copmmnpoBaHHble B ELLY Dallas Lock,
MOXHO [00aBnaTb TOMNbKO rrnobanbHbiX W MOAYMNbHbLIX Monb3oBaTenen. [1omeHHbie
nonb3oBatenu Ao6aBnsOTCS B rpynnbl Ha KOHTpOMfepe AOMeHa. Takke npu HacTpomnke
nonuTnk GesonacHocTM npu [obaBneHun rpynn MNOSsIBNSETCA BO3MOXHOCTb Bblbopa
rnobarnbHbIX 1 MOAYIbHbIX FPyMm.

[ns co3gaHusa rmobanbHbix rpynn ¢ nomoLbio KoHconu ELLY Heobxoammo:
1. OTtkpbiTb BkNagky «lMonb3oBatenu u rpynnbi» B KoHconu ELLY.
2. Bbibpatb kaTeroputo «[pynnbi».

3. Ha naHenu uHCTpymMeHTOB B onepauusix C rpynnamu HaxaTb kHonky «CosgaTb» unu BblbpaTb
COOTBETCTBYIOLLYIO U3 KOHTEKCTHOrO MEHIO, HaXKaB NpPaByto KHOMKY MbILLW.

4. Ha akpaHe nosiBUTCH OKHO co3gaHus rpynnsl (puc. 87).

O Co3aate rpynny Nene3oEaTenei — >
Tun:
HassaHue rpynne
|| Twun yuetHoi s3anmewn ELLY
Otmena

Puc. 87. Co3pgaHune rnobanbHon rpynmbl
5. B none «HasBaHue rpynnbi» HEO6XOAUMO BBECTU Ha3BaHUE PErMCTPUPYEMON FPynnbl.

MpumeuaHue. MNpn Hannuum B JomeHe 6e3onacHoctu (K, paboTtatowmx nog OC Linux,
L He peKOMEeHAYeTCA WUCMOoSb30BaTb KUPUIIIMYECKME CUMMBOMbI B MMEHaxX MNofib3oBaTenemn
W rpynmn B CBA3M C OTCYTCTBMEM rapaHTMm obecneveHms KOppeKTHOM paboTbl.

MpumeyaHue. HassaHne rmobanbHOWM rpynnbl CYATAETCH YHMKaNbHbIM B pamMkax OOHOrO
lu JomeHa 6e3onacHoOCTW.

6. BbibpaTtb «Tvn yyeTHOM 3anncn ELLY» B 3aBUCMMOCTM OT TOro, AN MOAYNen Kakoro Tuna npMMeHseTcs
AaHHas rpynna nonb3oBaTenen.

N3mMeHWTb TN yY4eTHOW 3anncy MOXHO, UCMONb3ys KHOMKY « CMEHUTb TUM» Ha NaHenu MHCTPYMEHTOB
«Onepauuu ¢ rpynnamMm» unu Bolibpae JaHHOe AENCTBME N3 KOHTEKCTHOTO MEHHO.

7. Mocne Haxatna «[MpoJomxuUTb» MOABUTCA OKHO AN pedakTUpoBaHUA napaMeTpoB  rpynnbl
nonb3oBaTtenen (cM. «[lapaMeTpbl rpynn Nofb3oBaTenemn»).




N3mMeHnTb napameTpbl Ipymnnbl MOXHO, WCMOMb3yA KHOMKY «CBOWMCTBa» Ha NaHenM WHCTPYMEHTOB
«Onepauun ¢ rpynnamm» nnu Boibpas AaHHOE OEeNCTBUE N3 KOHTEKCTHOrO MEHIO.

5.2.10 YpaneHue rpynn nonb3oBarteneun [1b

Ons yganexnus rmobanbHonm rpynnbl M3 [domeHa ©e3onacHOCTM HeobxoOMMO BbIAENUTH €e Ha3BaHue
B CMMCKe Ha ypoBHe «Bnagenbua», HaxaTb KHOMKY «YaanuTb» UIv BbibpaTb COOTBETCTBYHOLLEE AEACTBME
13 KOHTEKCTHOro MeHto. ['pynna nonb3oBartenen 0ygeT yganeHa ¢ Moaynen nocrne cMHXpoHusauum ¢ ELLY
Dallas Lock.

5.3 PoneBas mopenb yyeTHbIX 3anuceu [1b

HacTpoviku no npaBam agMuHUCTpupoBaHus B [B ocywectBnswTcs B paboyen obnactv gns BKNagku
«lMonb3oBaTenu u rpynnbl» B kKateropun «lonb3oBaTtenuy» B none «Ponb agMUHUCTpMpoBaHus» (puc. 88).

e Lo Monb3oBaTenu u rpynnbi
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Puc. 88. Ponb agMnHuCTpmpoBaHus

Ponb npeacrtaenset cobo COBOKYNMHOCTb NPUBUErMn — MOMTHOMOYUIA MO BbINOMHEHNIO EVNCTBUIA B HacTu
agMuHucTpuposaHus [b.

Ha ocHose rpynn npusunerui B ELLY Dallas Lock cdoopmmnpoBaHbl crnegytowme ponv agMUHUCTPUPOBaHMS:

(] ((A,EI,MI/IHI/ICTpaTop)) — MaKkCumMallbHble npuBunernn Ha ynpasleHune OB wnn ero vacTtobto,
B 3aBUCUMOCTU OT YPOBHA HAa3Ha4YeHUA pOJiIn;
(] «Ay}J,I/ITOp» — B 3aBUCMMOCTU OT YPOBHA Ha3Ha4eHUA posnu, Ay,EI,I/ITOp MOXeT WMETb

onpeneneHHbli Habop NPUBUNEriA Ha NpocMoTp nHdopmMaumm o b nnu ero Yactu:
e COCTOSIHME 3aLUULLEHHOCTY;
e MPOCMOTP CMMCKa NONb30BaTernen, UX NnapamMmeTpoB U Ha3HAYEHHbIX Ponew;
e MPOCMOTP 3HAYEeHUN NoNUTUK GeaonacHocTy;
e YTeHue XXypHaros.
e «Het npaB» — nonb3oBaTenu 6e3 npae Ha agMUHUCTpUpoBaHue n ayaut Ab;
e «He HasHa4yeHO».

Mo YMOI4YaHMK HOBbIM Nosfb3oBaTenamM Ha3HavyaeTCd posib «He HasHayeHo».

Y HasHayeHus Ha ponb eCTb napamMmeTp «Bnageneu» — YpoBE€Hb Ha KOTOPOM Oblna Ha3Ha4yeHa OaHHas
poJib. Ecnu Ha ypoBHe «Bnagenbua» yquHon 3anncu nonb3oBaTena onpengerfieHa porb «He Ha3Ha4yeHoV,
TO NO yMOIN4YaHUK Takon nonb3oBaTeslb He 6y/:|,eT obnapgatb npmBunnernaMmmn Ha agMMHUCTpmpoBaHune 06
Ha JaHHOM YpOBHeE, MNpn 3TOM, eClih Ha NOAYNHEHHbIX y3nax:

e ponb He NepeonpegerneHa (3HayeHne «He HasHa4yeHoO»), TO Nonb3oBaTtenb GygeT HacnenoBaTb
ponb ¢ 6onee BbICOKOro ypoBHs Aepesa [b;

e ponb nonb3oBaTens nepeonpegeneHa (3HadyeHWe OTNIMYMHOE OT  «He HasHaueHO»),
TO nonb3oBarenb 6yaeT MMeTh Ha 3TOM NOAYMHEHHOM YPOBHE U YPOBHSAX HUXKE 3TOr0 NpuUBUnerim
B COOTBETCTBUM C HA3HAYEHHOW POrbHO.

BHumaHue! CnegyeT BHMMATENbHO OTHOCUTBCA K CO34aHMIO M yAaneHuto HasHadeHun
pornen nonb3oBaTenen Ha agMuHucTpupoBanne OB. Ecnn Ha kakomM-nubo u3 ypoBHEN
JOomeHa 6e3onacHOCTM He OCTaHETCA HWM OQHOrO MOoNb3oBaTeENs C  POSibH
«AOMUHMCTPATOP», OOCTYN K HACTPOMKaM Ha 3TOM ypoBHe OyaeT opraHMyeH 4O MOMEHTa
NosIBNEHUS NONb30BaTENS C 4OCTAaTOYHBIM HAGOPOM NPUBMKIETIA.




5.4 Monutuku Ob

lMocne ycTaHOBKM cucTeMbl yrnpaBneHus, HeobxoouMmo NpPOM3BECTU ee HacTponky. Mo HacTponkon
CUCTEMbI MOHUMAETCs YCTaHOBKa 3HayeHun nonutuk [omeHa 6Ge3onacHOCTH, YOOBNETBOPSHOLLUX
nonuTukam 6esonacHoCTV opraHv3auum.

Bknagka «[onuTukn» no3sonsdeT peaaktupoBaTtb napameTpbl 6e3onacHoCcTu Ha ypoBHe Bcero 16, nocne

CUHXPOHM3aUMN Ha BCEX MOAYMHEHHbIX 0bbekTax B 15 NpMMeHSATCA ycTaHOBNEeHHble HacTponku (Puc.
89).
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Puc. 89. Bknagka Monutukn 4B

OTKpbITb peaakTop NONUTUKMA MOXHO cnefyloLwumm cnocobamu:
e  [BaXAbl LLEMKHYTb JIEBOW KHOMKOM MbILLW MO U3MEHAEMOWN NOMNUTUKE;
e  BbI3BaTb KOHTEKCTHOE MEHIO U3MEHAEMON NONUTUKUN U BbiOpaTh « CBOMCTBAY;
e HaxaTb KHOMKy «CBoncTBa» Ha naHenu «[encrTeus».

5.4.1 HacTtponka naposibHbIX NOSINTUK

HacTtpoviku, kacawowmecs 3Ha4YyeHuUn MaposfibHbIX MNOMUTUK, PEerynupyloTcs B Kateropum «lMonmTukm
naponen» Ha Bknagke «onmTunkny.

B cooTtBeTcTBMM C TpeboBaHWsIMU MONUTMKM 6E30MacHOCTU OpraHusauum Heobxooumo HacTpPouTb Bce
napameTpbl, PacnosioKeHHbIE B CMUCKE NOMUTUK Naponen.

MpumeyaHue. Cnegyet ydecTb, 4to B OC Windows ecTb CBOM, HE3aBUCUMMbIE MOMUTUKU
CNOXHOCTM napons. N B HEKOTOPLIX Cryvasx Nnaposib MOXET YAOBMETBOPATb NONMTUKAM
Dallas Lock, HoO He ypoBneTBopATb nonutvkam Windows. B gaHHOM cnyyae Takon
naposnb yCTaHOBUTb He yaacTcs.

Ta6nuua 9. MNaponbHbie NONUTUKKU
vSphere: MnHumanbHaa gnvuHa napons
[aHHO  nOMUTUKOWM  yCTaHaBMMBAETCA  OrpaHMYEeHMe Ha  MUMHUManbHYK  OfAMHY  [apons
Ans runepsunsopos vSphere.
Monutuka npnHumaeTt 3HadeHus oT 1 go 30 cumeonos. 1o ymonyaHuto 3HayeHne: 1 cumson.

Mpun pernctpaumm HOBOW y4e€THOMN 3anucu 1 Npu nameHeHun ctaporo napons B LIY C3U BU Dallas Lock
KOHTpOnupyeTcsa AnvMHa BBOAMMOro napons. Ecnm yucno cMmBonoB B naposie MeHbLUe YCTaHOBMEHHOrO
3HayeHUsi, TO Ha 9KpaHe NoOSABUTCS NpeadynpexaeHwe «BBoa napons: BBeAeH CMMLLKOM KOPOTKUM
napornb».

CnepyeT umeTb B BMAY, YTO €CnK B npouecce paboTbl U3MEHWUTb 3HAaYEHWE ANUHBI Naporns (Hanpumep,
YBENWYUTB), TO Y 3apErnCTPUPOBAHHbBIX YYETHBIX 3anMcet OHa OCTAHETCS NMPEXHEN A0 NepBOW CMEHbI
naponsi.

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.

rVIHepBVI30pr: MuHumanbHoOe KONM4ecTBO KNnaccoB CUMBOJIOB

[aHHas nonuTrka onpefensieT KoNM4YecTBO KaccoB CUMBOIIOB (OyKBbI B BEPXHEM U HUXKHEM PETUCTPE,
LLI/I(*)pr M cneunarnbHble CVIMBOJ'IbI), KOTOpble OOJTKHbI NPUCYTCTBOBATbL B Napose, ongd yquH0|7| 3anucu
Cepaepa BupTtyanusaumm B LIY C3/ BU Dallas Lock.

Monutuka NnpuHMMaeT 3HayveHus ot 1 oo 4 n «He ncnonbsyetcay». 3HavyeHue «1» 03Ha4vaeT, 4YTo Napornb
MOXET coepaTb Mobble CUMBONbI, HAaNPUMepP, TONbKO LMdpsbl. [10 ymonyaHuio 3HavyeHue NonuTukn: 1
CUMBOIN.

Monntuka npumeHsieTcs Ha mogynsax C3U BU Dallas Lock.



MakcumanbHbIN CPOK AeNCTBUA Napons

Monutuka yCTaHaBMBaeT MaKCUMarnbHbI CpPOK OencTBums napons nonb3oBatenen. o ucreyeHumn
CpokKa OencTems nosib3oBaTesito aBTOMaTU4YeCKU 6yu,eT npenynoxeHo CMEeHUTb  Mapolsib.

He pacnpocTpaHsieTca Ha ydeTHble 3anucyu nonb3oBaTenem ¢ YCTAHOBMEHHbIM —aTpubyTom
«BbeccpoyHbIn naponb».

Monntnka npuHMmaeT 3HadveHns ot 1 gHa go 25 Hegenb (180 gHen) n «He wmcnonb3yetcs» —
MaKCUMarbHbIA CPOK OAENCTBUS Maponsi He ycTaHoBreH. 1o ymMonuyaHuio nonutuka MMeeT 3HaveHue
«6 Hen. 0 gH.».
MonuTtuka npumeHsieTca Ha:
e cnyxby ELLY;
e MOAynAaX:

e C3W Dallas Lock 8.0-K/C;

e (C[3 Dallas Lock;

e C[a3Yb Dallas Lock;

e C3WV BW Dallas Lock;

e C3W HC[ Dallas Lock Linux.

MuHumanbHas gnvHa naponsa

[aHHOM  MONMWMTWMKOM  yCcTaHaBNMBAaETCs OFpaHUYEHUE Ha  MUHMMAarbHYH  ANWHY  [apons.
Mpu pernctpaumum HOBOro MOMbL30BaTENS U NPU U3MEHEHWU CTaporo Mapossi cMcTeMa KOHTponupyet
ANVHY BBOAUMOrO naponsi. Ecnun yicno cmBoroB B naposie MeHbLUEe YCTAaHOBIIEHHOIO 3HAYEHUs!, TO Ha
3KpaHe nosiBUTCA npeaynpexaeHve «Beoa napons: BBeAEH CrMLLKOM KOPOTKUIA Naporiby.

Monutuka npyHUMaeT 3Ha4YeHus oT 1 o 14 cumeonoB u «He ucnonbayeTcs». Mo ymonyaHuio nonuTuka

nMeeT 3HayeHne «He ucnonbayeTtcsa». Mpu BoiGope 3HaYeHns «He ncnonbayeTcs» ycTaHaBNMBaeMbIN
naposib MOXET UMEeTb NMyCTOe 3HaYeHMe.

[encTBrne NnonMTUKN pacnpocTpaHaeTcsa Ha 3HadeHusa naponen, PIN-KogoB 1 Knoven.

CnenyeT umeTb B BUAY, YTO ecnu B npouecce paboTbl UIAMEHEHO 3HadeHne ANnHbl napons (Hanpuvep,
yBENNYEHO), TO Y 3aperMcTpMpoBaHHbIX MONb3oBaTerNieil oHa ocTaeTcs MpeXxHeW 4O MepBOW CMEHbI
3HaveHus.
Monntnka NpuMeHsieTcs Ha:
e cnyx0y ELLY;
o MoAynsx:
e C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CO3 YB Dallas Lock;
C3M HC[L Dallas Lock Linux;
C3U BU Dallas Lock.

MunHuManbHbIN CPOK AEUCTBUA Napons

[aHHoV nonuTMKon yctaHaBnMBaeTcs MMHUManbHbLIN CPOK eNCTBUS Napons As BCEX Nosnb3oBaTenen.
[lo ncreveHus yctaHoeneHHoro cpoka C3M He no3BONUT NONb30BATENO CMEHUTL CBOW Maporb.

MonuTtunka npuHMMaeT 3HadeHus oT 1 gHaA go 30 gHen n «He ncnonb3yetcax. MNpu BoiGope 3Ha4YeHMs
«He ncnonb3yeTtcsi» MUHMManNbHBLIN CPOK AENCTBUS NAPOSst HE OrpaHUNYEH.

Mo ymonyaHuto nonmTrka umeet 3HaveHne «10 gH.».

3apaHHbIN napameTp He siBrnsieTcs npuoputeTHbIM. OH OeNcTBYeT TOMbKO ecnu Ans nonb3oBaTens
He yKa3aHO HMKaKMX MHbIX 3HAYeHWIA cpoka AeNcTBMS Naponsi.

MUVHUManbHLIA CPOK AENCTBUA Naponsa Ana KaxOoro KOHKPEeTHOro rnonb3oBaTens onpeaensercs
no crenyoLlen cxeme:

e Ecnu agMunHMCTpaTop yCTaHOBUM AN KOHKPETHOrO Nonb3oBaTens NPUHyAMTENbHYI0 CMeHY napons
npuv cregyoLlemM BXxoge Ha KOMMNbOTEP, TO B NMPOLECCE O4ePEeAHON 3arpy3km KOMMboTepa nog atum
nonb3oBaTeneM cucTema 3awWuTbl 00s3aTenbHO MNOTPeOYeT CMEHWTb naponb  (HauBbICLUWIA
NPUOPUTET).

e Ecnun otcytcTByeT TpeboBaHue CMeHbl naponsi npu crnegywoulem Bxoae, To C3U He nossonut
CMEHUTb Naposib €CNN HE UCTEK YCTAHOBMEHHbIN MUHUMAIbHbIN CPOK AeNCTBUSA napons. [Npu aTom
Ha 3KkpaHe oTobpasutcs cooblueHmne «laponb He MOXEeT BblTb UBMEHEHY.



e ®nar B none «lMaponb 6e3 orpaHMyeHNst cpoka AENCTBUSI», YCTAHOBIEHHbIA B HACTPOMKaxX y4eTHOM
3anucu B Kateropum «[llaponuy», He [acT BO3MOXHOCTM CMEHWUTb MNapofib OO0 OKOHYaHus
YCTaHOBMEHHOIO0 MUHMMAaNbHOrO Cpoka AeNCTBUS Napons.

MpumeyaHue. Ecnv HapyLeHO COOTHOLLEHNE MAKCMAanbHOro N MMHUMAanbHOro CPOKOB
AEeNCTBNA Naporns (MMHUManbHbIV CPOK AEUCTBUSI Napons Gonblue MakCMMarbHOro), TO
C3W npourHopupyeT 3HayeHne MMHUManbHOro cpoka AencTBms Napons.

Monntrka NpuMeHsieTcst Ha:
e cnyxby ELLY;
e MOAynsaX:
e C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CO3 Yb Dallas Lock;
C3WM BU Dallas Lock;
C3M HC[ Dallas Lock Linux.

HanomuHatb 0 cmeHe naporsnsa 3a

C nomoubto gaHHoro napamMmeTpa cuctemMa 3allnTbl NO3BOJIUT HANOMUHATL NOJ1Ib30OBATENIO O TOM, 4YTO
Yyepeas onpeagerieHHoe Konm4ecTso AHen HeobXoaANMO CMEHUTb naposb.

Monutuka npuHumaeT 3HaveHnst oT 1 go 15 gHen n «He mcnonbayetca». 1o ymonyaHuio nonutuka
nveet 3HadeHne «3 gH.». Ecnu BbiOpaHo 3HaveHne «He wucnonb3yetcA», TO HaNOMUHAHWA
0 HEODXOAMMOCTUN CMEHbI Naporns He GyaeT.

HanomwuHaHue o npeacTosiien cmeHe napons byaeTt nosaBnaTbCA Ha akpaHe npu 3arpy3ke C3U gaHHbIM
nonb3oBaTeneM, HauMHas C TOr0 MOMEHTa, Korga A0 CMeHbl napons (aktmyecku A0 UCTeyeHus

MaKCUMarbHOro BpeMeHU AEeNCTBUsSi Mapons) OCTanochb KONMMYECTBO AHEN, paBHOE YCTaHOBIIEHHOMY
3HaAYEHMIO ANst STON NONUTUKN.

NMpumeyaHue. [MapameTpbl, ycTaHaBnveawLlne CPOK OeNCTBUSA napons, AEWCTBYIOT
He3aBMCMMO OT aHanornyHelx napametpos OC Windows. B Windows gencTtsytoT cBou
nonutukM 6e3onacHoOCTM, KOTOpble Takke MOryT noTpeboBaTb CMeHbl MNapons
Hesasucumo ot C3U Dallas Lock 8.0.

B C3U Dallas Lock 8.0 1 OC Windows cosnagatoT criefytoLime naposnbHble NOAUTUKN:

MaKcuMarbHbIA CPOK AENCTBUA Napons;

MUHUManbHasa ANnHa Napons;

MUHUMarbHbIA CPOK OeNCTBUS Napons;

e Maponb AOMMKEH OTBeYaTb TPebOBaHUSAM CIOXHOCTMW.

YTto6bl He BO3HMKANO KOHGMKTa napornbHbix nonutuk OC Windows n C3U Dallas Lock
8.0, Hy)XHO caenaTb AaHHble NONUTUMKN naeHTu4HbIMM B OC n C3U, nubo oTkmounTb
nonutuku B OC.

Monutnka NpuMeHsieTcs Ha:

e cnyxby ELLY;

e MOAynAX:

e C3W Dallas Lock 8.0-K/C;

CO3 Dallas Lock;

CO3 Yb Dallas Lock;

C3WM BU Dallas Lock;

C3W HC[ Dallas Lock Linux.

Heobxoaumo nsmeHeHue naponsa He MéHblle, YeM B

[laHHOW NONMUTMKON 3a4aeTcs KONMYECTBO CMMBOSIOB, Ha KOTOPOE, Kak MUHUMYM, OOIMKEH OTNMYaThCs
HOBbI MapPOsb OT CTAPOro MpPU ero CMeHe.

Monutuka npuHuMaeT 3HadveHns oT 1 oo 10 cumsonoB U «He ncnonesyetca». o ymonyaHuio nonuTuka
umeeT 3HayeHne «He ucnonb3yetca».



MpumeyaHue. Ecnn pgaHHas nonuTtuka BkoveHa pgns OC Windows (3HaueHwme,
OTnM4YHOe OT «He ncnonb3yeTcsi»), TO NPy CMeHe napons 4Yepe3 KoOMOUHaLMIO KnasuLL
«Ctrl + Alt + Dely», HOBLIN Maponb AOMKEH OTNMYATLCA OT CTApPOro He MeHee, YeM Ha
yKka3aHHOe Konm4ecTBo cumBonoB. CBepka CTaporo M HOBOIO Maporisi OCYLLECTBAETCS
NMOCUMBOJSBLHO.

Mpn cmeHe naponsi yepesd obonouky agmumHuctpatopa C3U Dallas Lock 8.0 gaHHbIN
napameTp He y4YuUTbIBaETCS.
Mpumep. Y nonb3oBartens uUMeeTcs Naponb «password1y», ecnu B Bbllle ONUCAHHOW ONUUKN KONUYECTBO
CYMBOMOB yKa3aHo 2, TO Npu cMeHe napons «password1» Ha «password2» BbiBegetTcs cooblieHue
«lMaponb pormkeH curbHee oTnuYaTbCs OT npegplgywero». NpaBunbHon OyaeT cmeHa napons c
«password1» Ha «Password2».
MonuTuka NpuMeHsieTcs Ha MoaynaX:
e C3W Dallas Lock 8.0-K/C;
e (C[H3 Dallas Lock;
e C[A3Yhb Dallas Lock;
e C3U BW Dallas Lock.

Heo6xogumo Hanuumne cneucuMBOSIOB

Ecnn paHHas nonutuka BkItodeHa (3HadeHue «[a»), TO nMpyu co3gaHuM naponst B HEM LOSKHbI
NpucyTCTBOBaTb CreuumanbHble CUMBOSbI U3 crieaytowero cnucka: ™", "~", "I", "@", "#", "$", "%", "\", "&",
ll*ll, ll(ll, ll)ll, |l_|l7 ll_ll, ||+||, ll{ll, |I}|l7 ll[ll, ll]ll, Il\ll Il|ll n.n m.n monoann ll<ll ||>|I nn ll-ll ll?ll ll/ll.

Mo ymonyaHuio nonuTuka MMeeT 3HaveHne «HeT».
[encTtBrne nonMTUKM pacnpocTpaHsaeTcsa Ha 3HadeHusa naponen, PIN-kogoB 1 kno4den.
Mpumep. Y nonb3oBatens uMMeeTcsa naponb «password1», ecnu Bbille OnMMcaHHas onuus
aKTMBMPOBaHa, TO MNPV CMEHE Maponst Ha «password2» BbiBegeTca coobleHne «B napone AomkHbl
coaepxaTtbcs cneucmMmMmBonbly. MNMpaBunbHoOM 6yaeT cMeHa napons ¢ «password1» Ha «password#».
Monutnka NpuMeHsieTcs Ha:
o cnyx0y ELLY;
e MOAynAaX:
e C3MW Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CO3 Yb Dallas Lock;
C3M HC[ Dallas Lock Linux;
C3W BW Dallas Lock.

Heo6xogumo Hanuuune CTPOYHbIX U NPONUCHbIX 6yKB

Ecnu paHHas nonutuka BkMoveHa (3HadveHue «[a»), TO Npu co3haHUM Mapons B HEM OOMKHbI
MPUCYTCTBOBATb CTPOYHbIE U MPOMUCHbIE DYKBbI.

Mo ymonyaHuio nonuTuka nMeeT 3HadeHne «Het».
[encTtBre NnonmMTUKN pacnpocTpaHaeTca Ha 3HadeHusa naponei, PIN-kogoB 1 knioven.
Mpumep. Y nonb3oBaTtenss MMeeTCsa Maposib «password1», ecnu Bbille OMMcaHHas onuust
aKTMBMpOBaHa, TO NpU CMeHe napons Ha «pacsword1» BbiBeAeTca coobuieHne «B napone [omkHbl
coAepXaTbCs U CTPOYHbIE, U MPONUCHbIE BYKBbI». [paBunbHOM OyaeT cmeHa naporns ¢ «password1» Ha
«paCsword1».
MonuTtuka npumeHsieTca Ha:
e cnyxby ELLY;
e MOAynAX:
e C3MW Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CO3 Yb Dallas Lock;
C3W HC[ Dallas Lock Linux;
C3W BW Dallas Lock.

Heobxogumo Hanuume umndp

Ecnu pgaHHas nonuTuka BKMoYeHa (3HadeHue «[la»), TO MpU CO3AaHWM Maponst B HEM [AOMKHbI
NpUCYTCTBOBATb LMpHbI.



Mo ymonyaHuio nonuTuka nMeeT 3HavyeHne «Het».
[lencTBre NONMTUKM pacnpocTpaHsaeTcs Ha 3HadeHus naponein, PIN-KOOOB 1 KIHOYen.
Mpumep. Y nonb3oBaTtens UMeeTcs Naposib «passwordy, ecnmn onucaHHas Bbille OMuMs akTUBUPOBaHa,
TO NpW MOMbITKE CMeHbl napons Ha «passwordd» BbiBegeTca coobuieHne «B napone [OMKHbI
coaepxartbcs undppbl». MpaBunbHOM OygeT cMeHa napons ¢ «password» Ha «password12».
Monntrka NpuMeHsieTcs Ha:
o cnyx0y ELLY;
e MOAynAaX:
e C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CLO3 Yb Dallas Lock;
C3M HC[ Dallas Lock Linux;
C3W BW Dallas Lock.

Heobxoaumo otcyTcTBME LMcpbl B NepPBOM U NocriegHeM CMMBOax

[aHHOM NONUTMKON yCTaHaBNMBaETCa OrpaHU4YeHMe Ha UCMOoNb30oBaHNe uudp B NEPBOM M NOCNEOHEM
cYMBOMax napons.

Ecnn pgaHHast nonuTuka BKOYeHa (3HaveHue «[a»), TO nNpu co3gaHun napons B HEM He [OJMKHO
coaepxartbcs uudp B NepBOM 1 NOCNeAHEM CUMBOSaX.

Mo yMonyaHuio NonmMTnka MMeeT 3HadeHne «Hety.

[encTBrne nonmMTUKMN pacnpocTpaHsaeTcsa Ha 3HadeHus naponewn, PIN-kogoB 1 kno4ven.

Mpumep. Y nonb3oBartens UMeeTcs Naporib «passwordy, eCnu onucaHHas Bbille OMuMs akTUBUPOBaHa,
TO Npu nonbiTke CMEHbl napons Ha «passwordl», «lpassword» unuM «lpasswordl» BbiBegeTcs
coobueHne «Heobxoammo oTcyTCcTBME LUMdpbl B NEPBOM M NOCNeAHEM cuMBonax». [NpaBunbHon byaeT
CMeHa napons ¢ «password» Ha «passwordd ».
MNonuTtuka npumeHsieTca Ha:
o cnyx0y ELLY;
e MOAynAaX:

e C3W Dallas Lock 8.0-K/C;

e (C[13 Dallas Lock;

e C[3 YE Dallas Lock;

e C3M BW Dallas Lock.

Pa3pewunTb reHepauuto napons
Ecnu paHHas nonutuka BblkMOYeHa (3HayeHune «HeT»), To nonb3oBaTeNnb HE MOXET CreHepupoBaTb
CrnyYavHbI naposb, eMy Heo6X04MMO camoMy 3adaBaTh Naposib.

Mo ymonyaHuio NonmMTuka umeeT 3HadeHne «[ay.
Monutuka npumeHsieTcs Ha moaynax CA3 Dallas Lock u CO3 YbB Dallas Lock.

CepBep Buptyanusauuu: KonmyecTso npeabiayumx naponeu, KOTopbie nonb3oBaTtesb
He MOXeT MCNOoSb30BaTh

[aHHOM nonuTUKOM ycTaHaBnMBaEeTCA KONMUYECTBO nNpeablaylmnx naponen Kaxaooro nonb3oBaTens,
KoTopble He MOryT ObiTb BbiOpaHbl UMK MpU CMeHe napons, Ans ydeTHow 3anucu CepBepa
BupTyanusaumu B LIY C3W BU Dallas Lock.

Monutuka npuHumaeTt 3HaveHus ot 1 go 10. Hanpumep, 3HayeHne «5» 3anpeLyaeT UcnonsL3oBaTth NATb
npeablaywmx naponen ans sbibpaHHoro nonb3osartens. 1o yMonyaHuio 3Ha4YeHne NOnNTUKK; «1».

Monntuka npumeHsieTcs Ha mogynax C3U BU Dallas Lock.
CepBep Buptyanusauun: MakcumanbHas gnvHa napons

[laHHOM NOMUTMKOM yCTaHaBNMBAETCH OrpaHMyeHMe Ha MakCUMmarnbHy AfVHY Napons ons y4eTHou
3anucu Cepaepa BupTyanusaumm B LIY C3U1 BU Dallas Lock.

MonuTtuka npMHUMaeT 3HayeHns ot 1 oo 40 cumBonos 1 «He ncrnonedyetcar. o ymonyaHuioo 3HadeHve
OaHHOW NONUTUKN: «He ncnonb3yeTtcs».

MonuTtunka npumensieTca Ha moaynsax C3U BU Dallas Lock.



CepBep BUpTyanu3aunn: MakcumanbHoe gonyctumMmoe Kosin4eCctBoO OAMHAKOBbIX CUMBOJIOB,
cTOoAWNX pAaOM
ﬂ,aHHOVI NOSNIUTUKON yCTaHaBnMMBaeTCA MakCMMmalribHO 40NyCTUMOE KOJNM4eCcTBO OANHAKOBbLIX CUMBOJIOB,

KOTOpble MOryT NPUCYTCTBOBATb NPW 3aaHumK Napons, Ansa ydyetHom 3anucu Cepsepa BUpTyanusaumm
B LY C3M BUW Dallas Lock.

Monutrka NpuHMMaeT 3HadeHus oT 2 0o 5 cumBonoB 1 «He ucnonb3yetcsa». o ymonyaHuio 3Ha4yeHme
OaHHOW NOnUTUKN: «He ncnonb3yeTtcs».

Monntuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.

CepBep Buptyanusauun: MmHumanbHoe KONM4eCcTBO NPONUCHbLIX OYKB

[laHHOW NoNMUTUKONM yCTaHaBNMBAETCS MUHMMAbHOE KONMYEeCTBO NPONMCHbIX (Gonblunx) BykB, KOTOpbIe
OOMKHbI MPUCYTCTBOBATL MpU 3adaHuK naporns, Ans y4eTHou 3anvcu Cepeepa BupTyanusauuu B LIY
C3W BW Dalllas Lock.

MonuTtunka NnpuHuUmaeT 3HayveHus ot 1 4o 9 cumeonoB u «He ncnonb3yetcs». 1o ymonyaHuio 3HayeHne
AaHHOW nonutukn: «He ncnonbsyercsy.

MonuTtunka npumenseTca Ha moagynsax C3U BU Dallas Lock.

CepBep BUpTyanunsauunun: MuHumanbHoe KOfIM4ecTBO CUMBOJIOB aﬂdJaBVITa

[aHHOM nonWTUKOM yCTaHaBMMBAETCA MWHUMArbHOE KONMMYECTBO CUMBOMOB andasuTa, KOTopble
OOMXKHbI MPUCYTCTBOBATL MpKW 3adaHun napons, Ansa yd4etHoun 3anucu Cepsepa BupTyanusauuun B LIY
C3W BW Dallas Lock.

MonuTtuka npuHMmaeT 3HadveHns ot 1 4o 15 cumeonos n «He ncnonbayetcay. 1o ymonyaHumio 3HaveHve
AaHHOW nonuTukn: «He ncnonbayeTcsy.

Monutuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.

CepBep BUpTyanusauunn: MuHuMmanbHOe KONM4yecTBO cneymnaribHbIX CAMBOJIOB

meon_nonn
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[aHHOWM NONUTUKON yCTaHaBNMBaeTCA MUHMMAIbHOE KONMMYECTBO cneumanbHbix cumeonos (", "~", "I"
ll@ll, Il#ll, Il$ll, II%II, II/\II, Il&ll, ll*ll, ll(ll, ll)ll, Il_ll, l|_l|1 Il+ll, Il{ll, ll}ll, II[II, II]II, II\II’ "l", Il:ll, ll;ll, llllll, lIIlI, II<II, Il>ll1 Il,ll, Il.ll, ll?ll,
"/"), KOTOpble [AOMXHbl MPUCYTCTBOBATb MpW 3adaHun napons, Ans ydeTHow 3anucu Cepsepa
BupTyanusauum B LIY C3U BU Dallas Lock.

Monutuka npuHMMaeT 3HayeHus ot 1 o 9 cumeonoB U «He ucnonb3yetca». o ymonyaHuio 3HadeHne
JaHHOW NonuTukK: «He ncnonb3yeTcs».

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.

CepBep Buptyanusaumu: MMHMManbHoe KONIMYeCTBO CTPOYHbIX OYKB

[aHHOW NONMTUKON yCTaHaBNMBaETCA MUHMMAanbHOE KONMMYECTBO CTPOYHBIX (MarneHbKknx) OykB, KOTopble
OOIMKHbI MPUCYTCTBOBATL MpU 3adaHun naponsi, Ans y4eTHoun 3anvcu CepBepa BupTyanusauumn B LIY
C3W BW Dallas Lock.

Monutuka npuHUMaeT 3HadeHus oT 1 Ao 9 cumeonos U «He ucnons3yetca». o ymonyaHuio 3HavyeHne
OaHHOM NonuTukn: «He ncnonbsyetcay».

MonuTtunka npumenHseTcsa Ha moagynsx C3U BU Dallas Lock.

CepBep BUpTyanu3auunun: MunHumanbHOe KONMM4eCcTBO YMCIIOBbIX CUMBOJIOB

[laHHOW MONMUTMKOW YCTaHaBNMBAETCS MWHMMANbHOE KOJIMYECTBO YMCIIOBbIX CUMBOJSIOB, KOTOpbIE
OOIMKHbI MPUCYTCTBOBATL MpU 3adaHun naponsi, Ans y4eTHon 3anvcu Cepsepa BupTyanusauumn B LIY
C3W BW Dallas Lock.

Monutuka npuHMmaeT 3HadyeHus ot 1 Ao 9 cumsonos 1 «He ucnonbsyetca». o ymonyaHuio 3HadeHne
OaHHOW NonuTukn: «He ucnonbsyetcsay».

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.

5.4.2 HacTpouka NnonuMTUK aBTopMu3auum

Ha Bknagke «[lMonutukn» B KaTeropmm «[MonnTurku aBTopusaumm» HacTpamBakdTCA nNapameTpbl,
KacawLupeca Bxoga B CUCTEMY.



B cootBeTcTBUM C Tpe6OBaHI/I$|MI/I nonutnkn 6esonacHocTu opraHunsauunmn Heo6xoanMmo HacTpouTb BCe
napamMmeTpbl, pacnofioXXeHHble B CrNCKe NOJIMTUK aBTOpU3aLnn.

Ta6nuua 10. MonuTukn aBTOpM3aLm

KVM: BnokupoBatb goctyn k Cockpit Web Interface

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeTt». Mo ymonyaHuio 3HadeHne gaHHon Nnonutukn: «dax.
[aHHas nonuTtuka No3BONsIET HAaCTPOUTb pa3peLLeHus Bxoga Ha Web-knueHt Cockpit Web Interface.
Monntuka npumeHsieTcst Ha mogynsax C3U B Dallas Lock.

KVM: BnokupoBaTb npotokon SSH

Bo3moxxHoe 3HauyeHne nonutuku: «da/Het». Mo ymonyaHuio 3HadeHne gaHHON Nonutukmn: «Het».

3HaveHne «[a» [daHHOW nonuTukM BrokvpyeT yaaneHHbln goctyn k Cepsepy BupTyanusaumm
no npotokony SSH.

Monutuka npumeHsieTcst Ha moagynsax C3M BU Dallas Lock.
vCSA: BnokupoBatb npotokon SSH

Bo3moxHoe 3HaveHune nonutukn: «Ja/Het». Mo ymonyaHuio 3Ha4yeHne AaHHOW NONUTUKN: «HeT».
MonuTuka koHTponupyeT yaaneHHsln goctyn B VCSA no npoTtokony SSH.
Monutuka npumeHsieTcst Ha moagynsax C3M BU Dallas Lock.

vCSA: Pa3pewuntb Bxog Ha Web-knuneHt vCSA Management Interface

Bo3aMoXXHOe 3Ha4YeHmne NOSIUTUKMN: «JJ,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHON NONUTUKK: «HeT».

[daHHas nonvTuka NO3BONseT HAcTpouTb paspelleHve Bxoga Ha Web-knnent VCSA Management
Interface.

Monutuka npumeHsieTcst Ha moaynsax C3M BU Dallas Lock.
VCSA: Pa3peluuTb JNoKanbHbIA BXO4 C KOHCONU

Bo3moxHoe 3HayeHune nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukK: «Het».
[aHHas nonuTnka NO3BOMSIET HACTPOUTL pa3peLLeHne NoKarnbHOro BXxoda ¢ KOHCOMW.
MonuTtunka npumenseTca Ha moagynsax C3UM BU Dallas Lock.

vSphere: 3anpeT Ha pa6oTy Yepe3 Web-knueHT

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukK: «Hetr.

[aHHas nonuTrka No3BonsieT 3abnokMpoBaTbh BO3MOXHOCTb NogknoveHns k Cepeepy BUpTyanusauum
unu runepsusopy ESXi yepes Web-knueHt VMware vSphere.

MonuTtunka npumenseTca Ha moagynsax C3U BU Dallas Lock.

ABTOMaTU4eCKUi BbIGOp annapaTHOro uaeHTudurkaTopa npyu asTopmsaumm

Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HayeHre AaHHOW NONUTUKK: «HeT».
BkntoyeHne [aHHOW MOMUTMKM MO3BOSNUT aBTOMATUYECKM BbIOpaTb MOAKIMHYEHHLIN annapaTHbIv
noeHTndmrkaTop Npu aBTopmsauumn.

Monuntuka NpuMeHsieTcs Ha MoaYyNAX:

C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3W BW Dallas Lock.

ABTOMaTU4yeckoe GHOKMPOBaHMe HEaKTUBHbIX Y4eTHbIX 3anucen

Monutuka npuHumaeTt 3HadveHus oT 1 go 90 gHen n «He ucnonbsyetcar». o ymonyaHuio 3HadeHue
OaHHOW NonuTukn: «He ncnonbsyetcay».

[aHHas nonuTuka no3BoNgeT HacTPOUTb W BbIMNOMHUTL aBTOMAaTUYECKYHD ONOKMPOBKY HEaKTUBHbIX
(Heucnonb3yeMmbix) y4eTHbIX 3anMcen nonb3oBaTenen Nocne nepnoaa BpeMeHu Heucnonb3osaHus. [Npu
akTMBauumn OaHHoW nonuTtukn Ha ELLY BbinonHseTcss GrnokuMpoBKa HEAKTMBHOW YYEeTHOW 3arnucu
nonb3oBarenen Ha otgensHom mogyne C3U Dallas Lock 8.0-K/C.



MonuTtunka npumeHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
BrnokupoBaTb KOMNbLIOTEP B Crly4ae BBOAa HenpaBuIbHbIX Naponen

BoamoxHoe 3HadeHune nonutukn: «da/HeT». Mo yMonyaHuio 3HaYyeHne AaHHON MNONUTUKK: «HeT».

ﬂ,aHHaﬂ NONNTUKa NO3BOJIAET HACTPOUTb 6J'IOKVIpOBaHI/Ie KOMMNbKOTEPaA B Clydae BBO4a Nosnb3oBaTenem
HenpaBuJibHbIX naponel7|.

MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

BHOKMPOBaTb KOMNbIOTEP NpPpU OTKIMK4YEeHUN annapaTtHoro VI.CI,eHTVI(*WIKaTOpa

BoamoxHoe 3HadyeHune nonutuku: «da/HeT». Mo yMonyaHuio 3HayeHne JaHHOW NonuTukK: «HeTt».

Mpn BKNIOYEHMM [OaHHOM MNOMUTUKA BCEM MOMb30BaTENsM, KOTOPbIM Ha3HA4yeH annapaTHbIn
noeHTndukatop, pabora Ha gaHHom (1K npu oTknioveHun naeHTudukatopa dyaet 3abnokmposaHa.
Monntuka He pacnpoCcTpaHaeTCs Ha NAEHTMUKATOPbI, NpeabaBNAEMbIe N0 KaCaHuIo.

MonuTuka NnpuMeHsieTca Ha MoaynsaX:
¢C3W Dallas Lock 8.0-K/C;
«C3WM BU Dallas Lock.

BrnokupoBaTtb NOAKIOYEHME He3aperncTpMpoBaHHbIX HakonuTenen USB-Flash

Bo3moxHoe 3HauyeHne nonutukn: «da/HeTt». Mo ymonyaHuio 3HadeHne gaHHOM NONUTUKK: «HeTy.
[aHHas nonuTnka no3sonsieT 6roknpoBaTb HesapernctpupoBaHHble USB-Flash HakonuTenu.
MonuTtuka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

BrnokupoBaTb hann-guckn npu oTKNHOYEHUN annapaTtHoro naeHTudukaTopa

Bo3moxHoe 3HaveHune nonutuku: «Ja/Het». Mo ymonyaHuio 3Ha4yeHne nonutuku: «Het».

Ecnu npu cosgaHum dann-gucka noMMMo napons UCcrnonb3yeTcs annapaTtHbii uaeHTUduKaTop, To Npu
oTKnoYeHnn naeHTudukartopa ot MK, dann-guck Takke byget oTknoveH. CTOUT yunTbiBaTh, YTO MpU
M3MEHEeHNM HaCTpoeK annapaTHOro maeHTudukatopa HeobXOAMMO HayaTb HOBbIN CeaHC paboThbl
nonb3oBaTens Ans  BbINOMHEHUA KOppekTHoW 6nokuposku. [lonutvka He pacnpocTpaHsaeTcs
Ha naeHTUdUKaTopsbl, NpeabaBnaeMble No KacaHuio.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

BBectu B gomeH Active Directory

Monntrka nos3BonsieT BBECTM HAaUMEHOBaHWE AOMEHa, AN KOTOPOro HacTPOEHO B3aumoOencreune
¢ mogynamm C3M HC[ Dallas Lock Linux.

Mo yMonyaHuio 3Ha4YeHne AaHHOW NONUTUKN: «He ncnonb3yeTcay.
Monutuka npumeHsieTcs Ha moaynax C3U HCL Dallas Lock Linux.
Bpems 6e3nencTBus, nocre KOToporo 6yaeT 3abfokupoBaH ceaHC JocTyna
[aHHas nonuTuka onpeaensieT Bpems 6e30encTBUSA Nonb3oBaTersi, Mo NPOLECTBMM KOTOPOro ceaHc
OOCTyna JaHHOro nonb3oBatens 0yaeTt 3abnoKMpoBaH.

B03MOXHO yCTaHOBUTL BpeMsi 6e34eACTBUSA OT 1 MMHYThI A0 5 4acoB. [10 ymMonyaHuio 3Ha4eHe gaHHOro
napametpa: «He ncnonesyetcs».
MpumeyaHue. Ecnv paHHas nonutmka wcnonbdyetca anss OC Linux (3HadveHwue,
OTNNYHOe OT «He ncnonb3yeTcs»), cnegyeTt yunTbiBaTh, YTO GrIOKMpOBKa rpadonyveckomn
CeCccum TaKkke JOCTYMHa K UBMEHEHMIO C NOMOLLbIO CTaHAapPTHbIX yTUNUT HacTponkn OC.
Takoe nameHeHne He otobpasntcs B obonoyvke agmmHucTpupoBaHus C3M HCL Dallas
Lock Linux n ELLY Dallas Lock.

Monutuka NpUMEeHAeTCA Ha Mo4ynAX:

e C3W Dallas Lock 8.0-K/C;
e C3MHCQO Dallas Lock Linux.

Bpems 6nokMpoBKM y4eTHOM 3anvMcu B criyyae BBoAa HenpaBuUIibHbIX Naponen

[aHHaa nonuTuka nos3BonseT YCTaHOBUTb, CKOMNbKO BpPeMeHWN yYeTHas 3anucb 6yaeTt 3abnokuposaHa
nocrie TOro, Kak Mosib3oBaTeslb BBEN HEBepHblM maponb Gonblie AonycTMMOro uucna pas. B aTtoT



BPEMEHHOW MHTepBar nonb3oBaTeslb He CMOXeT 3arpy3uTb komnbtoTep 1 OC, gaxe npu BepHOM BBOAE
napons.

Mo ncTeyeHnn ykasaHHOro BpEMEHW y4eTHas 3anncb aBToMaTUYECKU pa3GokupyeTcs, U Nnonb3oBaTenb
CHOBa MONYYUT BO3MOXHOCTb BBECTM Naposib. COpocUMTb aBTOMaTUYECKylo GrIOKMPOBKY OOCPOYHO
MOXET TONbKO agMuHucTpaTop 6Ge3onacHOCTM WM Nonb3oBaTtenb, ob6nagalowuii  NpaBoM
penakTMpOBaHWs YYETHbIX 3amnvcei.

Bo3amoxHoe 3HadeHue napameTpa: oT 1 MUHyTbl 40 5 yacoB n «He ucnonb3yetcsa». Ecnu BbibpaHo
3HadeHne «He mncnonb3yeTtcs», TO pa3bnokMpoBaTbh Y4YETHYH 3anMCb MOXET TOSNbKO agMUHUCTpaTop
6e3onacHocTu. Mo ymonyaHuio 3Ha4YeHne aHHOW NONNTUKK: « 15 MUH.».
Monutnka NpuMeHsieTcs Ha:
e cnyxby ELLY;
o MOAynsx:
e C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
C[O3 Yb Dallas Lock;
C3W BW Dallas Lock.

BpeMH OoXuaaHuna aBTopusaumn nonb3oBaTens

MonuTtuka npuHnmaeT 3HadveHns ot 1 go 10 MuMHYT 1 «He ucnonb3dyetcsa» — BpeMs OXMAaHWS BBOAA
aBTOPM3aLMOHHbIX OAHHbIX HE OrpaHn4eHo. 1o ymonyaHuoo 3HavyeHne 4aHHOW NOMUTUKK: 2 MUHYTHI.

3HavyeHne [gaHHOM MNOMNWTUKM  onpedensieT BpeMsi, OTBOOUMOE Ha BBOA4 MOnb3oBaTenem
aBTOPM3aLMOHHbIX AaHHbIX (OT Hayana Habopa AaHHbIx go HaxaTtums kHonkn «OK»). Ecnn nonb3oBatens
He ycnen 3aBepLunTb BBOA aBTOPU3ALMOHHbBIX AaHHbIX, TO BBEAEHHbIE AaHHbIE OYULLAIOTCS.

Monuntuka npumeHsieTcst Ha moaynsax CA3 Dallas Lock n CO3 Yb Dallas Lock.
FunepBusopkl: BrnoknposaTtb npotokon SSH
Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukmn: «Het».

Ecnu paspeweHo wucnonb3oBaHne ESXi Shell, To ero MoxHO 3anycTutb HenocpeacTBEHHO
Ha runepsusope ESXi yepez DCUI wnu yganeHHo no SSH. [aHHasa nonuTuka OGnokvMpyeT Takyo
BO3MOXHOCTb.

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.
FnepBu3opbI: BkNounTb OTNpaBKy CUCTEMHOrO XXypHana no SSL

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukmn: «Het».

HdaHHas  nonuTMka  nNO3BONSET  BKMOYAaTb  LWKM@POBaHWe  MHopMauun, nepegaBaeMon
no npoTokony syslog.

MpumeyaHnune. [aHHaa nonutuka paboTaeT TonMbko C JobaBneHHbIM KOPHEBLIM
ceptucukatom C3M BU B goBepeHHble kopHeBble cepTudmkatel VMware PSC.

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.
MnepBu3opbI: Bpemsi, B TeueHne KOTOPOro AoNnyckaeTcs BbINOSIHUTL OAHY NONbITKY BBOAA
napons
Monutuka NnpuHMMmaeT 3HadeHus oT 1 Ao 29 MuHyT. 1o ymonyaHuio 3HavyeHue: 1 MuHyTa.

[daHHas nonutvka NO3BOMSET YCTAHOBWUTb KONMMYECTBO BPEMEHMW, B TEYEHME KOTOPOro AomnyckaeTcs
BbINOMHUTBL OAHY NOMNbITKY BBOAA napons Ha moayne C3W BU Dallas Lock. Ecnu npousowna HeygayHast
nonbITka BBOAA Naporisi, TO BbINOMHUTbL HOBYIO NOMbITKY BBOAA Naposisi BO3MOXHO OyaeT TONbKo Yepes
yKa3aHHbIV Nepuos BpemMeHMu.

MonuTtunka npumenseTcsa Ha mogynsx C3U BU Dallas Lock.

MnepBu3sopbl: 3anpeTUTb BO3MOXHOCTbL aBTOopu3auumn (Lockdown Mode)

[aHHaa nonuTnka No3BONAET HACTPOUTL 3anpeT BO3MOXHOCTWU aBTopusaumnu. Bo3aMOXHO yCTaHOBUTL
3anpetT npu yaarneHHoM NoaKnnyYeHnu, npn npaMmom 1 yganeHHoM nogkrto4YeHnn.



Mo ymonyaHuio 3Ha4yeHne faHHOW NonuTUKK: «He 3anpeLuaTby.
Monuntuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.

'vnepBu3opbl: KonnyecTBO NonbIiTOK BBOAA HOBOro Napons, yA0BleTBOPAOLWEro TeKyLwmm

NaposfibHbIM NOJINTUKaM

3HayeHne, yCcTaHOBMNEHHOE AN 3TOM NOMUTUKW, pPernaMeHTMpyeT, CKOSbKO pa3 nonb3oBaTtesfb MMeeT
npaso owmnbaTtbCcs Npy BBOAE HOBOro Napornsi.
MonuTtuka npuHumaet 3HadveHust ot 1 go 10. Mo ymonyaHuto 3Ha4YeHne JaHHOW NOAUTUKN: «1».
Monutuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.

MinepBusopsbl: NMepnon Hencnonb3oBaHUA

Monutuka npuHumMaeT 3HaveHus ot 1 go 180 aHen n «He ncnonb3yeTcsa». 1o ymonyaHuo 3HavyeHne
AaHHOW nonuTukn: «He ncnonbayeTcsy.

[daHHOW nonuTUKOW YyCTaHaBNMBaeTCs Mepuos BpemeHu, 4epe3 KOTopbii OyayT OTKMYEHbI
Heucnonb3yemble yyeTHble 3anucu runepsudopa Ha wmogyne C3W BW Dallas Lock. Cbpocutb
aBTOMaTUYECKY0 BNOKMPOBKY AOCPOYHO Ha MOAYre MOXET TOMbKO agMuUHUCTpaTop 6esonacHocTv nnm
nonb3oBaTtenb, 06rnaganLLmMin NpaBoM pegakTMPOBaHNS YYETHbIX 3anncen.

MonuTtunka npumensetca Ha moagynsax C3U B Dallas Lock.
3anpeTuTb BbIXOA U3 CNSLEro pexuma

[aHHasa nonuTuka No3BossieT BKIMHYUTL/BbIKIIOYNTL 3anpeT BbIXOAa U3 CSLLEro pexumMa.
Mo ymonyaHuto 3HayeHne JaHHOW NonuTUkK: «HeT».
MonuTtunka npumenseTca Ha mogynax CA3 YbB Dallas Lock.

3a|1p9TMTb ncnosrsib3oBaHue napoJsibHoro MHTepcbeﬁca BXoga

Bo3moxxHoe 3HauyeHune nonutukn: «da/Het». Mo ymonyaHuio 3HayeHne AaHHOW NONUTUKK: «HeT».

Mpu ncnonb3oBaHWM cMapT-kapT Ansg asTopu3auun B OC BO3MOXHO OTKMHOYUTbL MHTEpdenc Bxoaa
Mo MMEHW NONb30BaTENs U NapOsto, BKIMHOYEHNEM AaHHON MONUTUKM (3HaYeHne «[dax).

Monutuka NPpUMEeHAETCA Ha MOoA4YIAX:

e C3W Dallas Lock 8.0-K/C;
C3M1 BW Dallas Lock.

3anpeTMTb NMOBTOPHOE ncnoJyib3oBaHne UMeHu noJsib3oBaTesrisad B Te4eHue

Monutuka NPUHNMAaET 3Ha4YeHnAa oT 1 roga go 2 net n «He NCnonb3yeTcar. Mo YMOJI4aHUo 3Ha4YeHne
AaHHOro napamMeTpa: «He NCNosb3yeTcar.

BkntoyeHne paHHOM NOMAUTUKK yCTaHaBnmBaeT 3anpet Ha NOoBTOPHOE WUCNOoNb3OBaHUE WMEHU
nonb3oBaTesid npn perncrTpauunm HOBOW yquHon 3anuncu.

MonuTtuka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

3al'lpeTVITb CMeHYy nonb3oBaTtens be3 nepes3arpyskum

Bo3moxHoe 3HaveHne nonutukn: «Bkn./Beikn.». o ymonyaHuio 3HayeHme — «BbIkn.».

[daHHas nonutyka NO3BOMNSeT NPeAoTBPaTUTb TEOPETUYECKYI0O BO3MOXHOCTb U3BMEYEHUS Kakon-nnbo
nHcpopmaumm n3 onepatusHonm namath K, octaBwytocsa Tam nocrne 3aBeplleHus ceaHca paboThbl
Opyroro nonb3oBarerns.

Mpu BKMOYEHUN JAHHOW NOMNUTUKM (3HaYeHne «Bkn.»), akTuBMpyeTCs 3anpeT Ha OCyLLECTBIIEHNE CMEHbI
nonb3oBaTtens 6e3 nepesarpy3ku komnbtoTepa. [Mpu BKIMOYEHHOM 3HAYeHWWM MONUTMKWM Npu Bblibope
nyHkTa «3aBepLueHne paboTbi» B okHe «3aBeplieHre pabotel Windowsy, KOMNbOTEP aBTOMAaTUYECKM
ynoeT B nepesarpysky.

MonuTnka NpumMeHsieTca Ha MoaynAaX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

UcknroyeHus gnsa KOHTPOIs NPUOXeHWUIA, MeYyaTy U U30SIMPOBaHHbIX NPOLLECCOB



[aHHas nonuTMka No3BONSeT HACTPOWUTL CMUCOK hannoB, ANt KOTOPbIX HE MPOM3BOAUTCHA KOHTPOSb
NPUNOXEHWA, NeYaT U N30NIMPOBAHHbIX NPOLIECCOB.

Cnncok coaepXmMT UMEeHa WM Ha3BaHWUA WCKIIOYEHUIN, MepeyncrieHHble yepes «;». MimeHa moryt He
copgepxaTtb nyTu, NMOO BKMoYaTh B cebsi NOCneaHio 4acTb NyTW UMW NOMNHbIA NyTb (3TOT BapuaHT
Hanbonee 6esonaceH). Popmat 3HaYeHUs napameTpa: «Mms (MyTb), UCKITIOYEHNE;».

CnnCoK UCKITIOYEHNIA:

— all — ons Bcex KOMMOHEHTOB;

— ips — gna COB;

—  print — ons nevaty;

— clipboard — anga nsonnpoBaHHbIX NPOLECCOB.

Ecnu B ntobom anemeHTe cnmncka B Ka4ecTBe MMEHM YKa3aHO «*» — HacTpounka OyaeT akTUBHOW Ansi
BCEX UCKITIOYEHUN.

Mo ymonyanuio 3HavyeHne — He ucnonbayetcs.
Ucnonb3oBaTb aBTOpU3aLMOHHYO MHcopmauumto ot CA3 Dallas Lock

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHON Nonutukun: «Het».

Mpwn BkOYEHM AAaHHOW NONUTUKK (3HadYeHne «[la») aBToMaTM4eCcKn NCNoNb3yeTCa aBTopu3aLnoHHas
nHdopmaumsa ot CA3 Dallas Lock. Nonutuka npumeHseTcs TONbKO NpyM yCTaHOBIEHHOW annapaTHOW
nnate. [ing pabotbl nonutukm Heobxoammo B OC ycTtaHoBuUTh gparisep ans CO3.

Monutnka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
KonuyecTBO NonbITOK HeBepHOro BBoAA Naposisi

3HayeHune, yCTaHOBMEHHOE ANS 3TOW MOMUTUKW, PernameHTUpyeT, CKOMbKO pa3 nonb3oBaTtenb umeeT
npaBo owmnbaTbCcs Npu BBOAE Napors.

Ecnu yucno ownbok 6onblie gonycTumoro, yyeTHas 3anuck 6yaeT 3abnokvpoBaHa, 1 nornb3oBaTerb
He CMOXET 3arpy3utb komnbtotep n OC.

Bo3moxxHoe 3HauyeHune napametpa: ot 1 go 10 n «He ucnonb3yetca» — nonb3oBaTeNlb MOXET BBOAUTb
HEBEPHbIV Maposib HEOrpaHUYEHHOE YMCNo pas. 1o yMonyaHuio 3Ha4YeHNe AaHHOW NONUTUKN: «8».

Monntnka NpuMeHsieTcs Ha:
e cnyx0y ELLY;
o MOAynsax:

e (C3W Dallas Lock 8.0-K/C;
C3M HC[L Dallas Lock Linux;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3U BU Dallas Lock.

MakcumanbHoOe KOfiu4ecTBO Ceccum

,U,aHHaFI NONMNTUKa YyCTaHaBnMBaeT MaKCUMalribHOE KOJIM4YeCTBO aKTUBHbIX ceccum Ha AaHHOM MK.
Bo3amoxHble 3HauyeHuss ot 1 go 20 ceccunm n «He ucnonb3yetca» — 0O3HayaeT, YTo napameTp Gyger
OTKMOYEeH. 10 yMOn4YaHuIo yCTaHOBMAEHO 3HaYeHne «3».

Monutuka npumeHsieTcs Ha mogynax C3U HC[ Dallas Lock Linux.

O6Lee: BknounTb CMHXpOHU3aLuio BpemeHu no NTP

Bo3amoxxHoe 3HauyeHune nonutukn: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHOM NonuTukK: «Het».

HaHHas nonuTuka no3sonseTt ucnons3oBate NTP-cepBepa 13 3a4aHHOro cnvcka Ansi CUHXPOHU3aLmm
BpeMeHu mexnay cepsepom Y[ n areHtamu C3U BU.

MonuTtunka npumenHseTcsa Ha moagynsx C3U BU Dallas Lock.
OToGpaxaTb MMsA Nocrie4Hero BoLlellero nonb3oBarens

Bo3moxxHoe 3HaueHne nonutukn: «da/HeT». Mo ymonyaHuio 3HadeHne 4aHHON NONUTUKK: «[ax.

B 3HaveHuun «[da» B okHe aBTOpu3aumn none «lonb3oBaternb» 3anofHAETCA UMEHeM Y4eTHOW 3anucu
nonb3oBarens, OCyLIEeCTBUBLUErO NOcneaHun ycnewHobli Bxod. Npu 3HayeHnn «HeT» none ocraetcs
NyCTbIM.



MonuTunka NnpumMeHsieTca Ha MoaynaX:
C3W Dallas Lock 8.0-K/C;

CO3 Dallas Lock;

CO3 YBb Dallas Lock;

C3U BW Dallas Lock.

OTo6paxaTb MH(OPMaLMIO O NOCNeAHEM YCMellHOM BXxoae

BoamoxHoe 3HadyeHune nonutuku: «da/HeT». Mo yMonyaHuio 3HavyeHue AaHHOW NonuTukK: «Het».

Mpwn BkntoveHUn gaHHon nonutuku ans mogyna C3W Dallas Lock 8.0 u C3U BU Dallas Lock (3HaueHne
«[da») nocne 3arpyskn OC B obnactn yBegomneHun Windows Ha naHenu 3agady byget nosBnsTbCs
coobuleHne ¢ nHdopmaumen o gate nocrnegHero Bxoga nonb3oBaTensa Ha AaHHbIN KOMMNbOTEP, TUNe
BXO[a: CeTEBOM, NOKanNbHbIN, TEPMUHANbHbIN, HEYCMNELLHbIX NOMbITKAX BX04A U COCTOSHUM NapamMeTpoB
YY4ETHOW 3anucu nonb3oBaTens.

Mpun BkMoyeHnn gaHHon nonutukn ana moayns CA3 Dallas Lock (3HauyeHne «[a») npu ovepegHoOM
BXOOE MOMnb3oBaTens BO BPeMS BbIMNONIHEHUS Npoueaypbl KOHTPONS LIENOCTHOCTU OOBbEKTOB
oTobpaxaeTcs aata v Bpemsl NOCreAHEro YCreLwHoro Bxoaa AaHHOro nonb3oBarensi.

Mpu 3HaveHnn «HeT» — nHdopmMaLms He oToGpaxkaeTcs.
MonnTrka NpUMeHseTcs Ha MOAYNsX:

e C3W Dallas Lock 8.0-K/C;
e (C[O3 Dallas Lock;
e C[H3Yb Dallas Lock;
e C3W BU Dallas Lock.
MpuHyauTenbHoe 3aBepLieHne paboTbl No pacnucaHuo (Linux)

[aHHas nonutnka nNO3BONSET BKMOYUTL/BBIKMIOYUTE NPUHYOUTENBHOE 3aBeplleHne paboTbl
Nnosib3oBaTenNs Nno pacrnmcaHuio.

Mo ymonyaHuio 3Ha4YeHne JaHHOW NONNTUKN: «BbIkn.».

Monutuka npumeHsieTcs Ha moaynax C3U HCL Dallas Lock Linux.

Pa3pewnTb aBTOpM3aLMio BCEM NOJib30OBaTeNAM AOMEHa

Bo3moxHoe 3HauyeHune nonutukn: «da/HeTt». Mo ymonyaHuio 3HayeHne nonmtukn — «Hety.

Mpun yctaHoBNeHMun 3HaveHns «[da» y4eTHble 3anucu, 3aperucTpupoBaHHbIE Ha KOHTponnepe AoMeHa
Active Directory, pans paboTtel ¢ koTopbiM HacTtpoeHo C3W HC[ Dallas Lock Linux, noka
He 3apeructpupoBaHHblie B C3W HC[I Dallas Lock Linux, 6yayT peructpMpoBatbCsi B HEM MO Mepe
npoxoxaeHuns npouecca astopmsaumm B C3M HCL, Dallas Lock Linux.

MonuTtnka npumenHseTca Ha moaynsax C3M HCQ Dallas Lock Linux.

Paspemmb ncnonb3oBaHWe CMapT-KapT

Bo3moxHoe 3HauyeHne nonutukn: «da/HeTt». Mo ymonyaHuio 3HadeHne 4aHHOM NONuTUKK: «HeTy.

BknoyeHne gaHHOW MONWUTMKM paspeluaeT MCMOoNb30BaHUE MMUKPOMPOLIECCOPHbIX CMapT-KapT Ansg
asTopmsauumn B OC Windows npwu pabote K B kopnopaTtvBHoM gomeHe. CMapT-KapTbl MPUMEHSIIOTCS
BMECTE C NMYHbIMU MAEHTUUKaLMOHHbIMK HOMepamn (PIN-kogamm).

Monutuka NpUMEeHAeTCA Ha Mo4ynAaX:

e C3W Dallas Lock 8.0-K/C;
e C3U/ BW Dallas Lock.

CepBep BupTyanusauuu: Bpems, B Te4eHMe KOTOPOro NoAcCUUTLIBAOTCS OWIMOKMA BBOAA napons



MNonuTtuka npMHMMaeT 3Ha4YeHns oT 1 MUHYTLI 40 4 YacoB 59 MUHYT. 10 yMOnYaHUO 3HaYeHne gaHHOM
NONUTUKK: 1 MUHYTA.

[aHHas nonutrka No3BonsieT yCTaHOBUTb KONMYECTBO BPEMEHMU, B TEYEHUE KOTOPOro NOACHMTBIBAOTCA
ownbkm BBoAa naponst Ha moayne C3U BU Dallas Lock. Ecnu 3a gaHHbIN nepros BpeMeHU KONnM4ecTBo
HeyaaudHbIX MOMbITOK BXOAA AOCTUTHET MaKCUMaribHOro KornvyecTsa OWMOOK BBOA4A Mapons, yyeTHas
3anucb byaeTt 3abnokmpoBaHa Ha BpeMsl, 3a4aHHOE B NONMTUKe «Bpemsi 6rIoKMpOBKM y4ETHOW 3anucu B
cny4vae BBOAA HenpaBWSlbHbIX Naposien».

B cnyyae, ecnu 3a ycTaHOBMNEHHOE BPEMSI KONMMYECTBO HeydayHbIX MOMbITOK BXOAa HEe [OOCTUIIO
3a0aHHOr0 MakCUMarbHOro KonuyecteBa OWWMOOK BBOAA MApOfsi — CYETYMK HeyAauHbIX MOMbITOK
obHyngeTcs.

Monntuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.

CuutbiBaTb dBTOPU3ALNOHHYHO VIH(*)OpMaLIVII'O C annapaTtHoOro Krr4a

Bo3moxxHoe 3HauyeHne nonutukn: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHoN nonutukun: «dax.

B sHaueHun «[Ja» BO Bpemsi aBTopu3auum nHdopmaums aBToMaTUY4eCKN CYATLIBAETCS C annapaTHOro
naeHTudukaTopa. B sHaueHun «HeT» aTOro He NponcxXoauT.

[aHHas nonutnka gocTynHa Tonbko B 6a3oBoM pexume paboTbl moayna CA3 Dallas Lock u CO3 Yb
Dallas Lock.

TeKkcT coobLeHusa npu Bxoage

B okHe pepakTMpoBaHWS OAHHOWM MONUTUKU MMEETCsl BO3MOXHOCTb MpOCTaBuTb dnar «BeiBoguTb
coobLieHne npu Bxode», BBECTW 3arofioBOK M TEKCT NpeaynpexaeHusl, kotopoe byaeTt otobpaxaTtbcs
nonb3oBarento Ao Bxoda B OC. CMbICn AaHHOTO TEKCTa AOMKEH npeaynpexaaTe 0 peanusauum Mep no
obecneyeHuto 6e3onacHOCTU MHpOpMaLUn, U 0 HEOBXOAMMOCTU cOBNIOAEHNS YCTAHOBMNEHHbIX NpaBui
obpabotkn wuHpopmaumn. Haxatne «OK» nomnb3oBatenem OyayT oO3HayaTb MNoATBEpPXAEHUE
O3HaAaKOMITEHUA.

Mo ymonyaHuio gaHHas NonnTMKa He NCMONb3YeTCs.
Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.

5.4.3HacTtpouka nonuTuK ayauTta

Ha Bknagke «[lMonutuku» B KaTteropuu «AyauT» HacTpamBalTCs napameTpbl, Kacawlmecs BeOeHUs
XKYpHaroB, B KOTOPbIX OCYLLECTBNSAETCA pernctpaums cobbiTUin, CBA3aHHbIX C 6€30MacHOCTbIO.

B cooTtBeTcTBMM C TpeboBaHMsMM MOMUTUKM 6€30MacHOCTM OpraHusaumm HeobxoaMmOo HaCTpPoOUTb BCe
napameTpbl, pacnofoXXeHHble B CNUCKe NONNTUK ayauTa.
Ta6nuua 11. MonuTtuku ayaura

VMM: Bnokupoatb SC VMM

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne 4aHHOM NONUTUKK: «HeTy.
[aHHas nonutrka no3sonsieT 3abnokMpoBaTb BO3MOXHOCTb MOAKMOUNTLCSA K cepepy VMM.
MonuTtunka npumenseTcsa Ha mogynsx C3U BU Dallas Lock.

Ayont USB-HakonuTtenemn

Bo3amoxHoe 3HadeHue nonuTukn: «He wucnonb3yetca», «3apernctpmpoBaHHble USB-Hakonutenuy»,
«HesapeructpupoBaHHble USB-Hakonutenuy», «Bce USB-Hakonutenu». [lo ymonyaHuio 3HayeHue
OaHHOW nonuTukn: «HesapernctprpoBaHHble USB-Hakonutenmy.

JdaHHasa nonuTuka no3BOMsieT BECTU pPernctpaumio CoObITWIA, CBSA3aHHbIX C noAkniovaembivmn USB-
yCTpoOMCTBaMu.

Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
AyOuT cUCTeMHbIX Nonb3oBaTtesnen

BoamokHoe 3HayeHue nonuTukn: «Bki./Bbikn.». 3Ha4eHe No yMomyaHuto: «BbIkm.».



BkntoyeHne OaHHOM NOSMMTUKM NO3BONSET BECTU ydeT AEeNCTBUA CUCTEMHbIX MOMb3oBaTenen mMoayns
(SYSTEM, LOCAL SERVICE, NETWORK SERVICE 1 np.) B XXypHane pecypcoB (Mpu yCroBuu, 4YTo
XypHan pecypcoB BKkrtoyeH). B 6onblIMHCTBE cnyvaes, ayauT aTMX Nonb3oBartenen He TpebyeTcs.

Monutuka NPUMEeHAETCA Ha MoaynaAx:

e C3W Dallas Lock 8.0-K/C;
C3M BU Dallas Lock.

AyauT coObITUI 3a4UCTKN

Bo3moxxHoe 3HauyeHne nonutukn: «Bkn./Beikn.». Mo ymonyaHuio 3HadeHne gaHHON NonuTukn: «Bkn.».

BkntoyeHve JaHHOM NONUTVKM NO3BONSIET PErMCTPUPOBaTb Ha Moayrne COBbITUSI 3a4MCTKM OCTaTOYHOM
MHbopMaLMK B CrieaytoLmnx cryyasix:

®  MpW BKITKOYEHHbIX NapameTpax 3a4McTkn ocTaTouHON uHpopmaumm B C3M moayns;
e [pM 3a4UCTKE OCTATOYHOWM MHAOPMALMM Ha MOAyre Mo 3anpocy Nob30BaTens;
®  MpW 3a4UCTKE HaKONUTENs Ha Moayne.

Monutuka NMPUMEHAETCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C3W/ BU Dallas Lock.

AyouTt ycTponcTB

Bo3aMoxHoe 3HayeHne nonuTuku: «Bkn./Bbikn.». 3HavyeHne no YMOJT4aHUIO: «BbIkn.».

BknoyeHne gaHHOM NONWUTMKM MO3BOMSET PerncTpupoBaTtb COBLITMA MO AOCTYMY K NOAKMYaeMbiM
Ha mogyne ycTporcTBam B XKypHane pecypcoB (Mpu yCnoBun, YTO XXypHan pecypcoB BkroveH). Camu
cobbITNA HacTpaMBalTCA HENocpedCcTBEHHO B KOHCOMM agmuHucTpupoBaHus C3M moayns B OkHe
peaakTUpoBaHNA napaMeTpoB AeCKpUnTopa YCTPONCTBa (Krnacca yCTPONCTB).

MonuTuka npuMeHAeTCA Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
e C3U/ BW Dallas Lock.

BecTu xXypHan Bxonos

Bo3moxxHoe 3HauyeHune nonutukn: «Bkn./Beikn.». Mo ymonyaHuio 3HadeHne JaHHOW NONUTUKKL: «Bkn.».

BkntoueHune xypHana no3sonsieT NpoTOKONMPOBaTb B HEM COObITUS, CBA3AHHbLIE C BXOO4OM, BbIXOAO0M,
pa3bnoknpoBkon nonb3oBaTenen Ha [1K, BkMyas kak NokarnbHble, Tak U CeTeBble, B TOM 4ucne
TepMUHarbHble BXOAbl U BbIXOAbl HA MOAYIe.

Monutuka NPUMEHAETCA Ha MOoA4YIAX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock;
e C3MHC[O Dallas Lock Linux.

BecTn cucteMHbIN XypHan

Bo3moxHoe 3HavyeHne nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuo: «BbIkm.».

BkrtoueHve faHHOM NonuTukM (3HadYeHue «Bkmn.») No3BonsieT NpoTOKONMPOBaTh Ha Moayre B XypHane
COGbITUS CUCTEMHOTO XXypHana onepaunoHHon cucteMbl (SysLog).

Monutrka npumeHsieTcst Ha mogynsax C3UW HC, Dallas Lock Linux.

Bbirpyska xxypHanoB

HaCTpOVIKa [aHHOM NOMUTUKM B AOMNONTHUTENTbHOM OKHE MO3BOSISIET:

e akcnopTupoBath XypHansl C3U Dallas Lock 8.0 B xxypHan cobbitun Windows;

e akcnopTupoBaTtb XypHanel C3M Dallas Lock 8.0 B SIEM cuctemMy ¢ BO3MOXHOCTbIO BblGopa
13 BbiNagawLlwmx cnuckoB dgopmarta Bbirpy3ku (Syslog, CEF nnun LEEF) n kogupoBku BbIrpy3ku
(UTF-8 unn CP1251).

Ona oBoux TMMOB 3KCMopTa BO3MOXHO 33a4aTb CMMCOK 3KCMOPTUPYEMbLIX XXYPHanoB M onpeaenuTb
nepvoa BbIrpy3Ku >KypHanoB B AnanasoHe oT 10 cek. 4o 24 Yacos.

Mo ymonyaHuio nonmTrka nMeeT 3HaveHue «Bbikn.»
MonuTtunka npumeHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.



XKypnan M3

Bo3aMoxHoe 3HayeHne nonuTuku: «Bkn./Bbikn.». 3HavyeHne no YMOJ1HaHUIO: «BbIKs.».

Monntrka no3BonseT ynpaenaTb BeaeHMeM XxypHana naketoB MO Ha knveHTax Cb BN «Dallas Lock»
(BKNIOYEHME/OTKIIOYEHNE XKypHana).

MonuTtnka npumenseTca Ha moaynsax C3U B Dallas Lock.
XypHan ayTeHTUdhMKauum

Bo3moxHoe 3HaveHne nonutukn: «Bkn./Beikn.». 3HavyeHne no ymonyanuio: «Bkn.».

BknoyeHme xxypHana (3HayeHve «Bkn.») no3BonseT NpoTokonMpoBaThk Ha MOAYIE B XXypHarne cobbiTus
ayTeHTUmkaumn.

MonuTtunka npumenHseTca Ha moaynax AreHt ELLY Linux.

XypHan 6e3onacHocTu

Bo3amoxxHoe 3HauyeHne nonutukn: «Bkn./Boeikn.». Mo yMOJ4aHuio 3Ha4yeHne OaHHOM NoNUTUKK: «Bkn.».

BkntoyeHne nonutukn (3HadeHne «Bkn.») No3BoNAEeT NPOTOKONMPOBATL COOLITUS U3MEHEHMS MONMUTUK
BesonacHoCTH B XypHane.

MonuTtuka npumeHsieTca Ha moaynsx AreHT ELLY Windows.

XypHan gocTtyna K ycTpocTBam

Bo3moxxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «Bbikm.».

BkntoyeHve OaHHOW MONMUTUMKM (3HaveHue «Bkn.») no3BonsieT akTMBMpoBaTb (hUKCALMIO COOLITUIA,
CBSI3@aHHbIX C HacTpOMKaMu MpaBuIl pasrpaHMyeHns [ocTyna, M obpalleHus K nogknoyaeMbim
YCTPOWCTBAM B XXypHarne AoCcTyna K yCTPOMCTBaM Ha moayre.

Monutuka npumeHsieTcst Ha mogynsax C3UM HC[, Dallas Lock Linux.
XypHan 3anycka/3aBepLueHUsi NnpoLeccos

Bo3moxxHoe 3HauyeHune nonutukn: «Bkn./Beikn.». Mo ymonyaHuio 3HadeHne JaHHOW NONUTUKKL: «Bkn.».

BkrtoyeHme xypHana no3eossieT NpPoTOKONMpoBaTh B HEM COBLITUSI 3anyCcKoB/3aBepLUEHMsT NPOLLECCOB
B OC Ha moayrne.

Monutuka NPpUMEeHAETCA Ha MOoA4YIAX:

e C3W Dallas Lock 8.0-K/C;
C3W BW Dallas Lock.

XypHan naketoB M3
Bo3moxxHoe 3HayeHune nonuTukn: «Bkn./Beikn.». Mo ymonyaHuio 3HavyeHne AaHHOW NONUTUKK: « BbIKM.».

BkntoueHune xypHana no3BoNsdeT MPOTOKONMPOBaTb B HEM WHOpMauMio O BXOAALMX/MCXOOALLMNX
naketax MO.

Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
XypHan neyatu

Bo3moxxHoe 3HayeHne nonutukn: «Bkn./Beikn.». 3HayeHne no ymonyaHuio: «Bbikn.».

BknoyeHme xXypHana no3sonsieT NpoTOKONMPOBaThL B HEM CODLITMS NevyaTn Ha NnokarbHbIX U CETEBbIX
neyaTaroLLmx ycTponctaax (npuHTepax, MOY, nnotrepax v np.) Ha mogyne.

Monntuka npuMeHdeTCcAa Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C3M HC[L Dallas Lock Linux.
XypHan neyatu

Bo3moxxHoe 3HaveHne nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».

BknoyeHme XypHana no3sonsieT NpoTOKONMPOBaThL B HEM CODLITMS NeYyaTh Ha noKarbHbIX U CETEBbIX
neyaTaroLLmx ycTponctaax (npuHTepax, MOY, nnotrepax v np.) Ha mogyne.

MonuTtuka npumeHsieTca Ha moaynsax AreHT ELLY Linux.



XypHan nonb3oBaTenbCKUX COO0LWEeHUN

Bo3amoxHoe 3HayeHne nonuTuku: «Bkn./Beikn.». 3HayeHue no YMOJ1HaHUIO: «Bkr.».

BknoyeHmne xypHana (3HayeHve «Bkn.») no3BonsgeT NnpoTokonuposaTb Ha MOAYIE B XXypHane cobbiTus
MONb30BaTENbCKUX COOBLLEHNI.

MonuTtunka npumenHseTca Ha moaynax AreHt ELLY Linux.
XKypHan npunoxeHumn

Bo3aMoxHoe 3HayeHne nonuTuku: «Bkn./Beikn.». 3HayeHue no YMOJ1HaHUIO: «Bkr.».

B paHHOM xypHane dukcupyoTca cobbiTns 06 akTUBHOCTU MPUMNOXEHUIA, NX LLENOCTHOCTM 1 Habopa
3arpy>xaemMblX UMW KOMMOHEHTOB.

MonuTtuka npumeHsieTca Ha moaynsx AreHT ELLY Windows.
XypHan pecypcoB

Bo3amoxHoe 3HauyeHne nonutukn: «Bkn./Bbikn.». Mo yMOJ4aHuio 3Ha4eHne AaHHOWN NOSNUTUKK: «BKm.».

BknoyeHne XypHana no3BonsieT NpOoTOKONMpPOBaTb B HEM CoBbITMA Mo gocTyny kK pecypcam ®C,
nporpaMmHo-annapaTHOW cpeabl U K YCTpoMCcTBam (Npw BKIMNKOYEHHOM napameTpe «Ayaut yCTPONCTB»
CM. HUXe). A TarKke COBbITUS OYUCTKM OCTATOMHOM MHAOopMauun (Mpu BKMOYEHUU «AyAuT: COBbLITUN
3aunctkn»). BosmoxeH ayauT JdencTBui nonb3oBaTener Kak C JokanbHbIMW pecypcamu, Tak
n ¢ ceteBbiMu. Ctoaa e 3aHOCATCH COObITUS HEeNoCcpeACTBEHHO MO yNpaBneHnto AOCTYNOM K pecypcam
(8 cnyyae, korga Ha o0ObekT HasHavaeTca nwboM AeckpunTop AOCTyna, ayauTa, KOHTPOns
LLeNOCTHOCTH).

MonuTuka npuMeHdAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3MHC[O Dallas Lock Linux;
C3W BW Dallas Lock.
XypHan coeauHeHun M3

HacTpolika gaHHOM NONUTUKM B JOMNOSTHUTENBHOM OKHE MO3BOMNAET:

e yKa3aTb NepeyveHb NPUNOXEHWUN, ANA KOTOPbLIX GyAEeT NPUMEHSATLCS NMPaBUIIO;
e yKkasaTb HanpaefieHue nepedayu, Habop NopToB;
e yKasaTb pacnucaHvie v nonb3oBaTene.

BknoyeHmne xypHana no3somnseT NPpoTOKONMPOBaTb B HEM MHAOPMAaLMIO O coeamHeHnax M3.
Mo ymMonyaHuio nonmTnka nMeeT 3HadeHne «Bbikn.»
MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

XypHan areHTa runepBusopa

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukun: «Het».
[aHHas nonutMka Mo3BONSET BKMOYUTL PErncTpaumio COObITUIR, NMPOUCXOASLMX Ha ruMnepsu3ope
Hyper-V.
Monutuka npumeHsieTcs Ha mogynsax C3U BU Dallas Lock.

XKypHan Tpacmka counbTpaumm M3
Bo3moxxHoe 3HauyeHne nonutukn: «Bkn./Beikn.». Mo ymonyaHuio 3Ha4yeHue JaHHON NONUTUKKL: «Bkn.».
BkntoyeHune xxypHarna no3sonsieT NpoTOKONUMPoBaTh B HEM MHGOPMaLMIO O Tpaduke puneTpauyun M3.
Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.

)Kypl-lan ynpaBneHusa NnosiuTUKamu 6e3onacHocTu

Bo3moxHoe 3HavyeHne nonutukn: «Bkn./Beikn.». 10 ymonyaHuio 3HayeHme JaHHOM NONUTUKK: «Bkr.».

BkrntoyeHue nonuTumku (3Haqu|/|e «BKJ'I.») NO3BOJIAET NMPOTOKOJINPOBATb COoObITMS U3MEHEHNSI NONUTUK
Ge3onacHocT B XypHane.

Monutuka NnpuMeHdeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3MHCQO Dallas Lock Linux;



e C3U/ BW Dallas Lock.
XypHan ynpaBneHusi nonb3oBaTensaMu 1 rpynnamu

Bo3amoxxHoe 3HauyeHne nonutukn: «Bkn./Bbikmn.». Mo yMOJ14aHuio 3Ha4yeHne OaHHOW NONUTUKK: «BKm.».

KypHan cogepXnTt cobbiTus, CBA3aHHbIE C HACTPOMKamMu, Co3aaHneM U yaaneHueM yyYeTHbIX 3anuncemn
nonb3oBaTenen, rpynn yvyeTHblX 3anucen. BknwoyeHue nonuTuku (3HadeHue «Bkn.») nossonsieT
NPOTOKONUPOBATH B XXypHane AaHHble COBbITUS.

Monutuka NPUMEHAETCA Ha MoaynaAx:

e C3W Dallas Lock 8.0-K/C;
e C3MHC[ Dallas Lock Linux;
C3M BW Dallas Lock.

XypHan ycTtaHOBOK

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyanmio: «Bbikn.».

B paHHOM XypHane dukcupytoTcs cobbiTusi, CBsi3aHHble C MHcTannsumen obHoneHun Windows,
OOMOSNTHUTENBHBIX NPUNOXEHNUA.

MonuTtuka npumenHseTca Ha moaynsax AreHt ELLY Windows.

3abnokuMpoBaThb BbIrpy3Ky XypHanoB syslog B SQL

Bo3aMoXXHOe 3Ha4YeHmne NOSIUTUKMN: «JJ,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHON NonuTUKK: «HeT».

3HaveHne «[a» gaHHOM MONMMTUKM Mno3BonseT 6nokmposaTb BbIFPY3KY >XypHanos syslog B SQL
ANs npefoTBpalleHns nepeaayn cnyxebHbIX aHHbIX.

MonuTtunka npumenseTca Ha moagynsax C3U BU Dallas Lock.
3aHoOCUTb B XKypHan ucxogsiume NonbITKA BXoAa Ha yaarneHHble KOMMNbITEPbI

Bo3aMoXXHOe 3Ha4YeHmne NOSIUTUKMN: «JJ,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHON NONUTUKK: «HeT».

BkrtoueHne gaHHOW nonuTuky (3HaveHue «[a») no3BonsieT perncTpupoBaTb Ha MoAyne cobbiTus
NCXOoOsiLLEeN MOMNbITKM BXoAa Nonb3oBaTensl Ha yAaneHHbIn koMnbioTep Yepes JIBC B KypHane BXo4OB
(Np¥ ycrioBuUw, YTO >XypHan BXOOOB BKITHOYEH).

MNonntuka npuMeHAeTCA Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
e C3U/ BW Dallas Lock.

3aHocuTb B XKypHan owmnbkn Windows

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».

BknoyeHne OaHHOWM MONUTMKM MO3BONSIET BecTu yyeT owmnbok goctyna OC Windows B xypHane
pecypcoB (Mpu ycroBun, YTo XXypHan pecypcos BkrtoyeH). Tak kak C3U Dallas Lock 8.0 He nogmeHseT
MexaHu3Mbl KOHTpons goctyna k pecypcam OC, a pobasnset cBou, To ntoboe gewnctene Hag OC
BHavane nonagaeT Ans npoBepku B gpansep 3awmutsl C3W, u, ecnu 3TOT gpanBep paspellaeT gaHHoe
aencteue, oHo nepeaetca ganbwe OC Windows. OC MOXeT oTkasaTb YXKe Mo CBOUM NpUYMHAM — 3TU
0TKas3bl M NPOTOKONMPYHOTCH. B 6GonbUMHCTBE cnyvyaeB ayauT 3Tux owmnbok He TpebyeTcs.

MonuTuka NnpuMeHsieTcA Ha MOAYNAX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

3aHocuTb B XXypHasn cobbiTusi 3anycka u octaHoBku OC

Bo3moxxHoe 3HauyeHne nonutukn: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHoN nonutukun: «dax.

BkntoyeHre gaHHOW MonuTukM (3HadeHue «[a») no3BonsieT perucTpypoBaTb Ha Mopgyne cobbiTus,
CBsI3aHHble C 3anyckom/3aBeplieHvem pabotel OC, cobbiTns 3anycka/ocTaHOBKM sigpa 3awmTel C3U
Dallas Lock, B xxypHane ynpasneHusi nonutukamu (nMpu ycrioBum, YTO AaHHbIV XXypHaIn BKIOYEH).

Monutuka NpUMEeHAeTCA Ha Mo4ynAaX:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

3aHoOCUTb B XypHasn coObITUs 3anycka U OCTaHOBKM MoAyren agMUHUCTpupoBaHus DL



BoamoxHoe 3HayeHue nonutuku: «[da/HeT». Mo ymonyaHuio 3HauyeHne gaHHON NonuTukK: «dax.

BknoyeHne gaHHOWM NOMUTUKM (3HauveHue «[a») no3BonsieT perucTpupoBaTb COObLITWSA, CBA3aHHbIE
C 3anyckom/3aBeplueHnemM pabotbl moaynen agmuHuctpupoBaHuss C3W Dallas Lock B xypHane
ynpaBneHust NoNnTukamu (Mpu yCroBuW, YTO AAHHbIN XypHar BKITHOYEH).

MonuTuka NnpUMeHAeTCA Ha Mo4ynAaX:

e C3W Dallas Lock 8.0-K/C;
C31 BW Dallas Lock.

Ucnonb3oBaTtb Yackl nnatbl CAO3 Dallas Lock

BoamoxHoe 3HadeHune nonutukn: «da/HeT». Mo yMonyaHuio 3HayeHne AaHHON NONUTUKK: «HeT».

BknoyeHne gaHHon nonutuku (3HaveHne «[a») no3sonseT ncnonb3oBatb Bpems u3 Yyacos CA3 Dallas
Lock. MNMonuTtuka npumeHsieTcs Tonbko npu yctaHoBneHHon Ha APM annapatHon nnate. [Anga paboTbl
nonutnkn Heobxogmmo B OC moayns ycTtaHoBUTbL Apavisep ons CO3.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
MakcumanbHoe Konn4ecTBO 3anucen B XypHane
HacTpovika pQaHHOM MNOMUTUKM NO3BONSIET YCTAaHOBUTb MaKCMMarnbHOE KONMMYECTBO 3anucen
B OnpeaerneHHoM XypHarne Moaynsi.
Monutrka MoXeT NpuHMMaTh 3HavYeHne «He mncnonbayetca» nnu «100-20000».
Mo ymonyaHmio B 4aHHOMW NOMWUTUKE AN KaXKAO0ro XXypHana 3agaHo 3HadeHne 20000 sanvcen.
MonuTnka NnpumeHsieTca Ha MogynAX:
e C3W Dallas Lock 8.0-K/C;
C3W BU Dallas Lock.
O6uwee: ESXi Shell
Bo3moxHoe 3HavyeHune nonutukn: «da/Het». Mo ymonyaHuio 3HavyeHne AaHHOW NONUTUKN: «HeT».

[aHHas nonuTuka No3BonisieT BKMOYUTL Ha runepBusope vSphere pervctpauumio cobbiTUiA U 3anucen
Bcex BBeAeHHbIx komaHg B ESXi Shell.

MonuTtunka npumenseTca Ha moagynsax C3UM BU Dallas Lock.
Oo6uwee: USB-ycTponctBa

Bo3moxHoe 3HauyeHune nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukK: «Het».

[daHHas nonuTuka no3BONSAET BKMOUUTL (3HadveHne «[a») pervctpaumio cobblTUA, CBA3aHHbIX
¢ nogkntodaembimn USB-ycTponcTtBamu K runepsusopy vSphere.

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.
O6wee: AreHT ESXi

Bo3moxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HayeHne gaHHON NoNuTUKK: «Het».

[aHHas nonuTrka No3BONAET BKMOUYUTL (3HaYeHMe «[ay) pernctpaumio cBegeHun 0 JENCTBUSX areHTa,
KOTOpbIN ynpaBnsieT n KOHPUrypmpyeT runepsusop VSphere BupTyanbHble MaLLWHbI, @ TaKKe BKITOYUTb
permcTpaumio cobbiTum ayteHTndukaumm Ha runepemsope vSphere.

Monuntuka npumeHsieTcs Ha mogynsax C3UM BU Dallas Lock.
O6uwee: AyteHTUduKauus
Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HayeHe AaHHOW NONUTUKK: «HeT».

[daHHas nonuTuka no3BONSAET BKMOYUTL (3HadeHne «[a») pervctpaumio cobblTvA, CBA3aAHHbIX
C ayTeHTMdMKaLMen Ha rmnepBusope.

MonuTtnka npumenHseTcsa Ha moagynsx C3U BU Dallas Lock.
OO6uee: BupTtyanbHblie MalUUHbI
Bo3moxxHoe 3HaueHne nonutuku: «da/HeT». Mo ymonyaHuio 3HayeHne AaHHON NONUTUKK: «HeT».

[aHHaa nonuTuka NO3BONAET BKIHOYUTL (3HaquV|e «ﬂa») perncrtpauuto cobbITUI, CBSI3aHHbIX
C BMpTYyalbHbIMMX MallMHamMmn n rmnnepBn3opamMu.

Monntuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.
Ob6buwee: 3aunctka ®C



BoamoxHoe 3HadeHune nonutukn: «da/HeT». Mo yMonyaHuio 3HaYyeHne AaHHON MNONUTUKK: «HeT».

[aHHasa nonuTMka nO3BOMSET BKIOYUTL (3HaveHue «[a») peructpauuio CcobbiTMN, CBS3AHHbLIX
C 3a4nCTKOM hannoBow cuctemsl rmnepsunsopa vSphere.

Monutuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.
O6uwee: CuctemMHble cOObLITUA

Bo3moxxHoe 3HauyeHne nonutuku: «da/Het». Mo ymonyaHuio 3HadeHne gaHHON Nonutukmn: «Het».

[aHHas nonuTuka no3BonsieT BKMOYUTL (3HadeHue «[ax») Ha runepsBusope vSphere pervctpaumto
obwmx coobuweHn xypHana (Syslog), koTopble MOryT ObiTb WCMOMb30BaHbl ANS YCTPaHeHWs
Henonagok.

Monntuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.
O61bem xypHanoB B M6 (100-10000)

Monntrka yctaHaBnMBaeT orpaHu4eHmst obbema XxypHanoB B guanasoHe ot 100/M6 go 10000/M6 ans
apxvBaLuuu.

Mo ymonyaHuio nonuTunke yctaHoBneHo 3HaveHme «100/M6».
Monutuka npumeHsieTcst Ha mogynsax C3UM HC[ Dallas Lock Linux.
MNMepuogmnyeckas apxmBaumsa XKypHana
paHMuUbl BO3MOXHOIO BPEMEHHOrO MHTEpBana apxvBauuy BapbupytoTcs oT 1 vaca go 1 roga.
Mo ymonyaHuto nonuTuke 3agaHo 3HaveHne «He ncnonbayetcs».

BkntoyeHne p[aHHOM MNONMMTUKM MO3BOMSET YNpaBnATb Nepuogamum  aBTOMATUYECKOM apxvBauuu
XypHanos. lMocne HacTpoWKu OaHHOW MOMUTUKW BCE XypHanbl MO pacnucaHuio apxXmBUPYKOTCH, Bce
3anuncK N3 HUX coxpaHstoTcs B doann B cucteMHom nanke Ha APM ¢ yctaHoBneHHbiM C3U Dallas Lock 8.0
«C:\DLLOCKSBO0\Logs», 3an1cu xXypHarnoB O4ULLAKTCS, U OHU HaYMHAOT BECTUCh 3aHOBO.

MonuTuka npuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3W BU Dallas Lock.
MyTb K apxuBam xypHanos
Bo3moxHoe 3HaveHue nonutukn: «He ucnoneayetca» / «[nyms k apxugam]». [NyTb K apxXuBy XypHanos
niweTcs B OAHY CTPOKy, OTAENnss Kaxayl nanky 3HakoM «/», 3HayeHWe Mo YMOMNYaHWIo:

«/var/log/dll_archive/». BknitoyeHne AaHHOW MOMMTWKM NO3BONSAET (PUKCMPOBaTb MyTb K apxmsam
XKypHaros.

Monutuka npumeHsieTcs Ha moaynax C3U HC[ Dallas Lock Linux.

CucTteMHbIN XypHan

Bo3moxHoe 3HayeHune nonutukn: «Bkn./Beikn.». 3Ha4yeHne no ymonyaHuto: «Bkn.».

BknoyeHne gaHHOM NONUTUKKM (3HaYeHne «Bkn.») No3BonsieT NpOTOKONMPOBaTb Ha MoAyne B XypHane
COObITMS CUCTEMHOrO XypHara onepaunoHHon cuctemsl (SysLog).

Monutuka npumeHsieTca Ha moaynax AreHt ELLY Windows.

CucTeMHbIN XypHan

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Beikn.». 3HavyeHne no ymonyaHuio: «Bkn.».

BkrntoueHve AaHHON NONUTUKK (3HaveHne «Bkn.») No3BonseT NPOTOKONMPOBaTbL HAa MoAyrne B XXypHarne
COBbITMA CUCTEMHOTO XXypHara onepaunoHHon cuctembl (SysLog).

Monutuka npumeHsieTcs Ha moaynax AreHt ELLY Linux.
CnyxeOHbIN XypHan M3 (3abnokupoBaHHbIe NakeTbl B hopmaTte Pcap)
Bo3moxHoe 3HavyeHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».

BkntoyeHve oaHHON NONUTUKM NO3BONSIET BECTU yYeT 3abroknpoBaHHbIX NakeToB B oopmaTte Pcap.
Monntrka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.



CobGupaTb TONbKO yKa3aHHble COObLITUSA

Bo3moxHoe 3HauveHune nonutuku: «He mcnonbsyetca» / «[kod cobbimus]». 3Ha4eHne No yMon4aHuio:
«[Kk00 cobbimus]». BknioyeHne gaHHOM NOMUTMKM NO3BONSET PUKCMPOBATL TOMbKO T€ COBbITUSA, KOoabI
KOTOPbIX YKa3aHbl B CUCKE COBLITUN.

MonuTtuka npumeHsieTca Ha moaynsx AreHT ELLY Windows.

CobGupaTb TONbKO yKa3aHHbIe YPOBHU COOOLEHNIA

Bo3amoxHoe 3HaveHue nonutukn: «He ucnonb3yetcsay / «[kod cobbimus]». Cnucok npasun otbopa
nueTcs B OOHY CTPOKY, ANIeMEHTbl CNUcKa pasfensaoTcs 3ansaTbiMu, 3HaYeHne no ymonyaHuo: «He
ucnonb3yetca». BknoyeHne gaHHOM MOMUTUKM NO3BONSIET (PMKCMPOBAThL TOMbKO Te COObITUSA, KOAbI
KOTOPbIX YKa3aHbl B CUCKE COBLITUNA.

MonuTtuka npumeHsieTca Ha moaynsx AreHT ELLY Linux.

Co3paBaTb TeHeBble Konuun pacne4dyaTtbiBaeMbIX JOKYMEHTOB

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHON Nonutukun: «Het».

[daHHas nonuTuka nos3BonseT BKMNOYUTb (3HaveHue «[la») coxpaHeHue KOonui pacnedaTtbiBaembix
OOKYMEHTOB B OTAENbHYI nanky Ha moayrne no nytu «C:\DLLOCKB80\Logs\PrintCopy». B gaHHowm nanke
npu Kaxkgon nevaty 6yayT cosgaBatbCs nognanky ¢ dhannamm, Ha3aBaHMs KOTOPbIX COCTOAT U3 BpEMEHNU
neyaTu u MeHM neyaTaroLLero ycTpomcTBa.

Monutuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0.

CpoK XxpaHeHUs! XXypHarnoB B MecsiLax

JdaHHasa nonuTuka NO3BOMSIET YNpaBnsATb CPOKOM XPaAHEHWUS XKypHanoB Ha Mogynsx. Mo ncreveHuo
3aJaHHOro B MONUTMKE CPoKa, (POPMMPYETCA apXMB, W XypHarnbl Ha4YMHaKT 3anOSHSATHCA HOBbIMU
AaHHbIMU.

Monutuka npuHUMaeT 3HayeHus oT 3 o 6 mecsaues. Mo ymonyaHuioo OnNs OAHHOW MNONUTWUKK
YyCTaHOBMEHO 3Ha4YeHne 3 Mecsaua.

Monutuka npumeHsieTcs Ha moaynax C3U HC[ Dallas Lock Linux.
YBepomneHus: XypHan cobbitun BU Hyper-V (onepauumn VMM)

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON Nonutukmn: «Het».

JaHHaa nonuTvka nNO3BONSIET BKMOYMTL (3HayeHue «[ax») pernctpauuio cobBbITUA, CBS3aHHBLIX
C ynpaBneHnem xocTamu, knactepamm n obnayHbIM CEpBUCOM BUPTYanbHOW MHDPACTPYKTYpbl Hyper-V.

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.
YBepomneHus: CobbiTusa ynpasneHua BM

Bo3moxxHoe 3HauyeHune nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukK: «Hetr.

[daHHas nonuTvka no3BONSAET BKMOUUTL (3HadveHune «[a») pervctpaumio cobblTWA, CBA3aAHHbIX
¢ ynpasrneHuem BM runepsusopa Hyper-V.

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.
YBepomneHus: CobbiTusa ynpaBneHusa kKoHdurypauven BM

Bo3moxxHoe 3HauyeHne nonutuku: «da/Het». Mo ymonyaHuio 3HadeHne JaHHON NonuTukn: «Het».

[daHHas nonmuTvka no3BONSAET BKMOUUTL (3HadeHne «[a») peructpaumio cobblTWA, CBA3AHHbIX
C ynpasrneHuem KoHdurypaumen BM.

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.
YBepnomneHusi: CobbITUA ynpaBrneHUsa KOHduUurypawumen runepsmusopa

Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HadeHne JaHHON NonuTukn: «Het».

[daHHas nonuTuka no3BONSAET BKMOUUTL (3HadveHne «[a») peructpaumio cobbiTWA, CBA3aAHHbIX
C ynpasrieHmeM KoHdurypaumen BM BupTyaneHon nHdpacTpykTypbl Hyper-V.

Monntuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.

YBegomneHusi: Co6bITUA ynpaBreHUA CeTbo



BoamoxHoe 3HayeHue nonutuku: «Lda/HeT». Mo ymonyaHuio 3HauyeHne aHHON NonuTukK: «HeT».

[daHHas nonutyka No3BONSET BKIYUTbL PEerncTpauuio cobbiTUi, CBA3aHHbIX C yrNpaBlEeHUEM CeTbio
BUpTYyanbHOM MHGPacTpyKTypbl Hyper-V.

MonuTtnka npumenseTca Ha moaynsax C3UM B Dallas Lock.
YBepgomneHusi: CobbIiTUA ynpaBneHusa coctosHnem BM

Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HadeHne gaHHON Nonutukmn: «Het».

[daHHas nonuTuka no3BONSAET BKMOYUTL (3HadeHne «[a») pervctpaumio cobblTUA, CBA3aAHHbIX
C ynpasrneHuem coctoaHna BM BuptyanbHon nHdpacTpykTypbl Hyper-V.

MonuTtnka npumenseTca Ha moaynsax C3U B Dallas Lock.
®duKcuMpoBaTh B XXypHarne HenpaBuribHble Naponu

BoamoxHoe 3HadeHune nonutukn: «da/HeT». Mo yMonyaHuio 3HaYyeHne AaHHON NONUTUKK: «HeT».

Mpn 3HayeHun «[a» HeBepHbIN Maponb, BBEAEHHbIN MNorfb3oBaTeneM, otobpaxaeTcd B XypHane
B cTonbue «HesepHbIn naponby». MNMpn 3HayeHun «HeT» — He oTobpaxaeTcs.

BHumaHue! [Mpn 3HaveHun nonutukm «[da» BO3HMKAET PUCK MCMOMb30BaHMS
WHpopmauun, copepxallencs B ctondue «HeBepHbI naposnb», AN CKPbITON
KoMnpomeTauun naponen none3oBaTtenen. OwunbKM nonb3oBaTenen npu BBOAE
naposnst HEMUHYEMO MPUBEAYT K PAcKpPbITUIO YaCTW NApOrs, YTO MOXET 3HAUYUTENbHO
obnerunTb 4N 3NoyMblLlUNIEHHWKA 3a4ady ero nogbopa.

Monutuka NMPUMEHAETCA Ha MoaynaAx:

C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3WM BU Dallas Lock.

5.4.4HacTtpouka NONUTUK NpaB nonb3oBatenen

Ha Bknagke «[Monutukn» B KaTeropum «[llpaBa nonb3oBaTenen» HacTpauBaloTCs MapameTpsl,
Kacalolmecss MOfHOMOYMI MOoNb3oBaTenen Ha aAMWHUCTPUPOBAHME CUCTEMBbl 3alnThl, a Takke
ynpasnsoLme paspeLlleHneM 1 3anpeToM MHTEpPaKTUBHOIo 1 yaaneHHoro exonos B OC.

B cootBeTcTBUM C Tpe6OBaHMﬂMI/I NoNUTUKM ©e30nacHOCTU opraHunsauun HeobxoamMmo HaCTpouUTb BCe
napamMeTpbl, pacnosioXXeHHble B CrNCKe MOJINTUK npaB nonb3oBaTenemn.

Ons Toro, u4ToBbl HeKkoTOpPbIM nonb3oBaTenlb N UMen BO3MOXHOCTb MNpPefocTaBnAaTb  APYrUM
nonb3oBaTensM NOfHOMOYMS HA aAMUHUCTPUPOBAHME CUCTEMbI 3aLUUTLI, HeobxoanMo cobnogeHne gByX
YCIoBWIA:

1. MNonb3osaTtens N gomxeH 6bITb HAageNeH NONHOMOYNEM Ha U3MEHEHNe napaMeTpoB 6e30NacHOCTU.

2. Monb3oeatenb N gomkeH cam obnagatb TeM MOSIHOMOYMEM, KOTOPOE XO4YeT NPenoCcTaBuTb APYrum
nonb3oBaTensm.

B cucteme 3awuThl peanm3oBaH MeXaHU3M KOHTPOJZIA 3a pacnpocTtpaHeHnem NOSIHOMOYNIA.
OcyLIJ,eCTBﬂeHVIe 9TOr0 KOHTPOJIA MNO3BOJIAET NOJSIb30OBaATENIO NpPeaoCTaBNiATb APYrMM noJfib3oBaTesndaMm
TONbKO T€ [MOJIHOMO4YKNA, KOTOPbIMKA OH HaAeneH cam. Hanpvlmep, €eCcnn nosb3oBaTtesib He HaaeneH
nonmHoOMo4YnemM Ha ynpaeneHne ayagutomM, TO U HUKaKOMY [pyromMy nosnb3oBaTesito OH He CcymMmeeT
npenocTaBuUTb 3TO NOJTHOMOYMKE.

I'Ipvl nonbITKE NpegoCcTaBUTb APyromMmy nonb3oBaTtersio NoJIHoMo4ne, KoOTopbiM OaHHbIN Nonb3oBaTenb cam
He obrnagaeT, cMcTema 3alluTbl BbiBeOeT npeaynpexaeHue. Monb3oBaTenb HE CMOXET Ha3HauNTb cam
cebe gononHUTeNbHOEe NONTHOMOYNE, MOBLICUTL YpOBEHb O0CTYyNa, BKIOYNUTb cebsB rpynny, o6nap,arou.|,yro
pacwmnpeHHbIMM No CpaBHEHUKO C AaHHbIM NoJib3oBaTesfieM npaBaMu.



BHumaHue! HasHauyaTe nonutmku v npaBa criefyeT OYeHb BHUMaTenbHOo. Ecnu npwm
npegocTaBneHnn noboro nonHoMoums BbIbpathb rpynny «Bcey», TO AaHHBIM MOSTHOMOYNEM
OyaoyT obnagaTtb BCce Nonb3oBaTeny, B TOM YUCHE U TOT NONb30BaTESb, KOTOPbIA YCTAaHOBUI
OaHHbIM napameTp. Tak, Hanpumep, €cnv aAMWHUCTPATop NpW 3anpeTe foKarnbHOro
(vHTepakTmBHOro) Bxoaa B OC BbiGepeT rpynny «Bce», To cam OH Takke He CMOXeT 6onbLue
ocywectBuTb Bxog B OC. WcknioveHne OGyaeT COCTaBNSATb TONMbKO Yy4yeTHas 3anvcb
cynepagMmuHucTpartopa Ha mogynax C3U Dallas Lock 8.0-K/C.

Takke cnegyeT  y4yecTb, 4TO  Mofb3oBaTenb, obnagawwuin  NOMHOMOYMEM
Ha pegakTupoBaHue napaMeTpoB 6e3onacHOCTU, MOXET NUWKUTb JHobbIX Monb3oBaTenewn
nobbIX NONTHOMOYNIA, AaXe Tex, KOTOpbIMU OH cam He obnagaeT. Ecnv nonb3oBaTtens cam
cebs NN Kakoro-nMbo NOMHOMOYMS, TO BOCCTAHOBUTbL 3TO NMOSIHOMOYME OH HE CMOXET.

BHumaHue! NMpaBuno paspellennst 1 3anpeTta AenCcTBUIA CyObeKTOB cnegytoulee:

YcnoBue PesynbTart

HeT Hukakmx 3anpeToB 1 paspelleHnn  [lencteme 3anpeLueHo

Ectb 3anucb o paspeweHun un HeT [lelncTBue paspeLleHo
3anucu o 3anperte

EcTb 3anvchk o 3anpeTte [eiictBre 3anpeLleHo, HEeCMoTps
Ha Hanuuve WnM OTCYTCTBME  3amnucu
0 paspeLueHmn

B cnuncke cyGbekToB, AN KOTOpbIX YCTaHaBNMBaEeTCs 3anpeT WU paspeLueHue,
onpeaenseTcs nepapxus B Nopsiake Bo3pacTaHus: rpynna «Bce» — uHamBuayanobHas
rpynna — yyeTHas 3anucb (QOMeHHas y4eTHasi 3anncb «Mo Macke») — Nonb3oBaTernb.

Takum o6pasom, 4Tobbl CybbekTy (Hanpumep, nonb3oBaTento) gencreve 6bino
pa3peLueHo, TO OH He JOSKeH BXOAUTb B cOCTaB cybbekTa (Hampumep, rpynnbl), Ans
KOTOPOro 9T0 AeNCTBME UMEeET ABHbIN 3anpeT.

Mpumep:

Tpebyetca HacTpouTb 3anpeT Bxoga B OC pgng nokanbHbIX MNoMb3oBaTenen
(B LOMEHHON apxUTEKType).

[na 3anpeta Bxoga NokanbHbIX MoMb3oBaTenei Heob6XoaMMO M3MeHWUTb napameTp
«MHTepakTMBHbIA BxoA: paspelleH» ybpaTb y4eTHyl 3anuck «Bce» u OoGaBuTb
yyeTHylo 3sanucbk «*\*». EcnM  ecTb HeoBGXOAMMOCTb  paspelleHus  Bxoaa
ANs Nonb3oBaTternei onpeaeneHHoro AoMeHa, TO MpeaBapUTeNbHO HYXXHO cosfaTb
y4YeTHYo 3anuck B Buae «Mma_gomeHa\*».

Ta6nuua 12. MonuTukn npaB nonb3oBaTtenemn
AyaunT: NMpocmoTp XXypHanos
C nomoLLblo JaHHOW MONIMTUKM MOXHO AaTb MpaBO OMnpeAerneHHbIM Monb30oBaTensam unmM rpynnam
Ha MPOCMOTP TOMBKO XypHanoB B ob6orno4vke agMmuHmuctpatopa C3M.
Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
AyauT: NMpocMoTp TeHEBbIX KONUIM pacneyaTbiBaeMbiX AOKYMEHTOB
C nomoLLblo JaHHOW NOMUTUKMA MOXHO AaTb NpaBo ONpenesieHHbIM Nonb3oBaTeNsaM Unun rpynnam Ha

NMPOCMOTP TEHEBbIX KOMWUIA pacneyaTbiBaeMbIX AOKYMEHTOB (KOMWM CO3[Al0TCS NPW YCIOBUM, YTO
BKIOYEH napamMeTp ayanta «Co3gaBaTh TEHEBbLIE KOMWMKU pacnevaTbiBaeMblX JOKYMEHTOBY ).

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
Ayaut: lpocmoTp TeHeBbIX Konun ¢pannos
C nomoLLbio AaHHOW MOMUTMKM MOXHO AaTb MpaBO onpederieHHbIM MOMb30BaTeNdAM WMAM rpynnam
Ha NPOCMOTP TEHeBbIX KONuin hannos.
MonuTtunka npumeHsieTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

Ayaut: YnpaBneHue



C nomoLLbto AaHHOW MOMUTMKN MOXHO AaTb MpaBO onpefesieHHbIM MoNb3oBaTeNsAM UM rpynnam
Ha ynpaBneHue ayauToMm (HasHa4YeHne 1 pegakTUpoBaHWe Ha3HaYeHHbIX NapaMeTpoB).

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
HeakTBauus cucteMbl 3alUTbI

B 3HayeHWe gaHHO NONUTUKX NPOMNUCLIBAETCA UMS YYETHOW 3an1cu Nonb3oBaTens, UMetoLLLEero Npaso
Ha ynpaBneHue [eakTuBauuMen cuCTeMbl 3aliMTbl (CMeHa nuueHsuu, yaaneHne C3MU,
BKIMIOYEHUE/BBIKIIOUYEHNE «MSITKOTO» PEXNMa, «PEXMma oBy4eHnsI» N «HEaKTUBHOIO pexuman).

MonuTuka NnpUMeHAeTCA Ha Mo4ynax:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

A3meHeHne cuctemHoro BpeéMeHU N 4HacoBOro nosca
C nomoLLbo AaHHOW NOMNTUKN MOXHO 3anpeTnTb nonb3oBaTtesiaM yCTpOVICTB, BXxoadwmx B coctas [1b,

N3MEHSITb YCTaHOBIEHHbIE ATy U BPEMS.
Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

UHTepakTMBHBLIN BXxoA: 3anpeLueH
C nomoLbi0 AaHHOW MNOMUTMKM BO3MOXHO 3anpeTuTb BO3MOXHOCTb WHTEPaKTUBHOIO BXoAa
onpeaeneHHbIM nonb3osatensaMm u rpynnam B OC.
MonuTtuka NnpuMeHsieTcA Ha MOAYNAX:

e C3W Dallas Lock 8.0-K/C;
e C3M/ BUW Dallas Lock.

UHTepakTuBHbIN BXxoA: Pa3pelueH
C nomowpblo [aHHOM MOMUTUKA BO3MOXHO pPas3pellnTb BO3MOXHOCTb WHTEPAKTUBHOrO BXxoAa
onpeaeneHHbIM none3oBatensm u rpynnam B OC.
MNonuTtuka npumMeHsieTca Ha MOAYNsX:

e C3U Dallas Lock 8.0-K/C;
C3W BW Dallas Lock.

MapameTpbl 6esonacHocTu: MpocMoTp

C noMoLLb0 JaHHOW MOMUTUKM MOXHO AaTb MpPaBO OnpedefieHHbIM MOoNb30BaTensM Unu rpynnam
Ha NPOCMOTP YCTaHOBIEHHbIX NApamMeTPOB ayanTa (B TOM YMCHe XypHanoB) u AOCTyna.

Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.

MapameTpbl 6e3onacHoCcTU: YnpaBreHue

C nomouwbio [aHHOW MNOMUTUKA MOXHO [OaTb onpeaeneHHbIM noNb3oBarendaMm wunun rpynnam
NOJNTHOMOYNA Ha ynpaBlieHne napamMmeTpamm ©e3onacHoCTMW.

Ecnu nonb3osatento (rpynne rnonb3oBaTeneil) paspeLleHo U3aMeHeHne napameTpoB 6e30nacHOCTH,
TO OH MOXeT [JenerMpoBaTb BCe CBOW MOMHOMOYUS OPYrMM Morfb3oBaTeNnsaM ¢ y4eToM OeUCTBUSA
KOHTPOIS 33 pacrnpocTpaHeHnem MofTHOMOYUIA (CM. BbilLe).

Ecnun nonb3oBaTtento npeanocTaBfieHO NpaBo Ha ynpaBlieHne napamMmeTpamu Ge3onacHocTu, To npaeso
Ha NPOCMOTP YCTaHOBJ1EHHbIX HACTPOEK NnpenocrtaBnAeTCA aBTOMaTUYECKN.

Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
MevaTtb 3anpeLeHa

C nomowlblo OaHHOW MNOMUTUKM MOXHO TMOKO HacTpOWUTb CMMUCOK YYETHbIX 3anucer, KOTOpbIM
3anpeLleHa neyaTb C AaHHOro KOMNbloTEpa.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
MevaTb pa3pelueHa

C nomouwbo AaHHOW MOMUTUKA MOXHO TmMbko HAaCTPOUTb CIMNUCOK Y4YeTHbIX 3anucen, KOTOpbIM
pa3pelleHa ne4aTtb C 4aHHOIo KOMnbKTEpPA.

Monntnka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.



MpuHyauTenbHoOe 3aBepLUeHue paboThbl NO pacnucaHuio

[aHHas nonuTtnka No3BONsiET HACTPOUTL CMUCOK YYETHbIX 3anucen n rpynn, Ans KOTOPbIX COrnacHo
HacTponke «PacnucaHve paboTbl» MO OKOH4YaHMIO BpemeHn pabotbl MK nonb3oBaTtens OGyper
3a0/10KMpPOBaH.

MonuTuka NnpuUMeHAeTCA Ha Mo4ynax:

e C3W Dallas Lock 8.0-K/C;
C31 BW Dallas Lock.

Pecypcbl: YnpaBneHue AUCKPELUUOHHbLIM JOCTYNOM
C nomoLpblo JaHHOW NONIMTUKU MOXHO Ha3Ha4YUTb yYeTHbIE 3anncy Nornb3oBaTenen ans ynpasneHms
ONCKPELMOHHBIM JOCTYMOM.
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
Pecypchbl: YnpaBrneHue KOHTposieM LiefIoCTHOCTHU
C nomoLlblo 4aHHOM NONIMTUKN MOXHO HasHa4uTb yY4eTHbIE 3anuncy Nonb3oBaTtenen Ans ynpaeneHus
KOHTPOMEM LLeNTOCTHOCTMW.
Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
Pecypchbl: YnpaBneHue MaHgaTHbIM JOCTYNOM
C nomoLblo JaHHOW NONIMTUKN MOXHO HA3HaYUTb YYETHbIE 3anvcK Nonb3oBaTenen Ansa ynpaeneHus
MaHZaTHbIM JOCTYMOM.
Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
YpaneHHbIW Bxog: 3anpeLueH
C nomowpbl daHHOW MOMMTUKM BO3MOXHO 3anpeTuTb BO3MOXHOCTb YAaneHHOro Bxopa
onpeaeneHHbIM nonb3osatensaMm u rpynnam B OC.
MonuTunka NpumMeHsieTca Ha MogynAX:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

YaaneHHbIn BxoA: PaspelueH
C nomoLWbi0 [AaHHOW MNOMUTUMKM BO3MOXHO paspelinTb BO3MOXHOCTb yAaneHHoro Bxoga
onpeaeneHHbIM nonb3osatensaMm u rpynnam B OC.
MonuTunka NnpumeHseTca Ha MogynAX:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

YyeTtHble 3anucu: MNMpuHyautenbHaa AByxdakTopHas ayTeHTUdUKauua
Ecnn B 3HayeHUU OaHHOM NOSMIUTMKM CTOUT oOnpedeneHHas ydeTHad 3anucb MW rpynna, To npu
perncTpaumm HOBOW Yy4yeTHOW 3anucu (B COCTaBe [JaHHOW rpynnbl UAWM WHAUBUAYANbHO) WNK

penaktupoBaHun B C3W npuceoeHve uaeHTUdMKaTopa OyoeT o6sisatenbHbIM, MHade 6yaet
BblBeAEHO NpeaynpexaeHne ob owunoke.

MNonntuka npuMeHdeTCcAa Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3W/ BW Dallas Lock.

Y4yeTHble 3anucu: YnpaBrieHue
Ecnn B 3Ha4yeHMM [JaHHOW MNOMUTUKM CTOUT Y4YeTHasd 3anucb unu rpynna, TO OoHa obnagaer

MOSTHOMOYMSIMU MO CO34aHMI0, yAArNeHWIo U U3MEHEHMIO YYETHbIX 3anMcelt nonb3oBaTenen B cucteme
3aLUThI.

Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
5.4.5HacTpoika noNMTUK KOHTPOJIS LIeNTOCTHOCTH

Ha Bknagke «[lonuTtuknu» B KaTeropmu «KOHTpOJ'Ib uenocTtHocTu: Nonntnkmn» HaCcTpanBakTCA NapamMeTpbl
NpoBEpPKN LIEJNTOCTHOCTU OTAESIbHO AnA:



e o0bbekToB PC;
e 00BLEKTOB NpOrpaMMHoO-annapaTHoOn cpeapbl;
e peecTpa.

Mo yMOIn4aHuKO npoBepka LefmToCTHOCTN yCTaHOBI1EHA TOJMbKO NPU 3arpy3ke Mmoaynsa.

B ocTanbHbIX crnyyasx, Ons KOppekTHOM paboTbl MOMUTUK, HEOBXOAMMO HACTPOUTb KaxkAblii napameTp
MOSNUTUK KOHTPOSS LIeNIOCTHOCTM B COOTBETCTBUM C TPEBOBaAHMSIMU NONMUTUKM GE30MacHOCTM OpraHM3aunm:

e YCTAHOBWUTb pPEXWUM MPOBEPKU (NpW 3arpyske, NEpPUOAUYHbIA KOHTPOSIb WM KOHTPOSb
Mo pacnucaHuto);
e yKasaTb anropuTm pacyeTta KOHTposnbHoM cymMbl (CRC32 nnn Xaw MD5).

MpumeyaHue. Ecnn pgna npoBepkM OOBLEKTOB MNpOrpamMmmHoO-annapatHoOW cpenpl
He BblibpaH anropuTM pacyeTa KOHTPOMbHOW CyMMbl, TO MpOBepKa LenoCTHOCTU
Ons faHHOro Tuna o6bEeKTOB BbIMOMHATCS He ByaerT.

ABTOMaTmyecknn BbIGOp anroputma pacyeTa KOHTPOMNbHOM CYMMbl MO YMOMYaHWUIo
He NpeayCcMOTpPEH.

Ta6nuua 13. MoNMUTUKN KOHTPOA LEeNTOCTHOCTHU

Bnokupyemble pacwmpeHus ¢gpannos

MonuTrka No3BoNseT YNpaBnsTb CMUCKOM pacluMpeHuid, paboTa ¢ KoTopbiMu GyaeT GnokupoBaHa.
3HayeHne no ymonyaHuio: «He ncrnonbayeTcar.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

FeHepaumsa cob6bITHIA ayauTa annapaTHOW LeNTOCTHOCTH

Bo3moxHoe 3HauyeHne nonutukn: «da/HeTt». Mo ymonyaHuio 3HadeHne 4aHHOM NONUTUKK: «HeT».

BkrnitoyeHne [aHHOW NOSMUTUKK (3Haqume «,D,a») no3BonisieT OTcrexmnBaTb COObITUS HapyweHuna
annapaTHon LI€JNTOCTHOCTW.

MonuTtunka npumenHsetca Ha moaynsax C3M HCQ Dallas Lock Linux.

N3meHeHne hannoB ¢ Ha3HaY€HHbIM KOHTPOJIEM LIeNTOCTHOCTHU

JaHHaa nonutuMka nossonseTr ynpaenaTb BO3MOXHOCTbIO WU3MEHEHUA (baVIHOB C Ha3Ha4eHHbIM
KOHTpOJ1IEM LeNTOCTHOCTMW.

MonuTtuka moxeTt NnpuHMMaTb OOHO U3 3HAYEHUN:

«Pa3pewmntb» — npu HapyweHun uenoctHoctu C3U He 6GnokupyeT goctyn K OOBekTy,
AN KOTOPOro HasHayeH KOHTPOIb LleNOCTHOCTY;

«3anpeTnTb» — Npu HapyweHun LenoctHocTn C3U GnokmpyeT JOCTYN K OOBbEKTY, AN KOTOPOro
Ha3Ha4YeH KOHTPOIb LIeNOCTHOCTY;

«[lMpoBepATb UMAPOBYIO NOAMUCL UCNOSMHAEMbIX )annoB» — OCYLLECTBSETCA NpoBepKa
3NEKTPOHHON MOoAMUMCUM AN MUCMOMHAeMbIX annoB (CNUCOK pacluMpeHnin annoB MOXHO
OOMOMHUTB).

Mo ymonyaHuio 3Ha4yeHne JaHHOW NoNnTUKKU: «PaspeLlumnTby.
MonuTnka NpumMeHsieTca Ha MoaynaX:

C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

N3meHeHne (baﬁnos C Ha3HA4Y€HHbIM KOHTpPOJIEM LEeJIOCTHOCTU

Bo3amoxHoe 3HauyeHne nonuTukn  «PaspewmnTtb»/«3anpetuTb». 3HAYEHME MO YMOSYaHUIO:
«3anpeTnTtby.

[aHHas nonuTuka Mo3BOMSeT KOHTPONMPOBATb BO3MOXHOCTb MONb3oBaTens W3MeHATb dannbl ¢
HasHa4YeHHbIM KOHTPONeM LenocTHoCTU. Mpu 3HaveHun «PaspelinTb» Npy HapyLIEHUM LeNoCTHOCTH
C3W He 6nokmpyeT JocTyn K 06bekTy, 4115 KOTOPOro Ha3Ha4YeH KOHTPOJIb LLEeNOCTHOCTU. [pn 3HaveHum
«3anpetntb» npu HapyweHun uernoctHoctn C3W GrokmpyeT JOCTyn K OOBbEKTy, Ons KOTOPOro
Ha3Ha4eH KOHTPOSb LIENTOCTHOCTW.

MonnTuka NpUMeHsieTca Ha MOaYNAX:
C3W Dallas Lock 8.0-K/C.



KoHTponb ®C no pacnucaHuo
[laHHaa nonnTrka NO3BONSET BKIHOUYNTL KOHTPOMb LIENTOCTHOCTU (halnoBOi CUCTEMbI MO pacnucaHuto
W HACTPOUTb pacnmcaHme KOHTPOnNS.
Mo ymonyaHuio gaHHas NonuTMka He NCMONb3YeTCs.
MonnTrka NpUMeHsieTCs Ha MoLYNAX:

e C3W Dallas Lock 8.0-K/C;
C3W/ BW Dallas Lock.

KoHTponb nporp. ann. cpeabl N0 pacnncaHuio

[aHHaa nonuTuka no3BonsieT BKOYUTb KOHTPOJ1b LENNOCTHOCTU nporpaMMHo-annapaTHon cpenbl
Nno pacnmncaHunio N HaCTpouTb pacnncaHne KOHTpoJiA.

Mo yMOn4aHunio aaHHaa NoJfinTuka He UCNoNb3yeTCA.
Monutuka NPUMEHAETCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C3W/ BW Dallas Lock.

KoHTponb peecTpa no pacnmcaHuio
[aHHas nonuTuka NO3BONSET BKMIOYMTb KOHTPOSb LIENOCTHOCTU peecTpa Windows no pacnucaHuto
M HacTpouUTb pacnncaHne KOHTPOons.
Mo yMmonyaHuio AaHHas NnonuTMKa He UCMoSb3yeTCs.
MonuTunka NnpumMeHsieTca Ha MogynAX:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

KoHTponb uenoctHocTy nporp. ann. cpeabl: BIOS

[laHHasa nonuTrKa No3BONIAET BKIHOUYNTL KOHTPOIb U3MEHeHUIA napameTpos BIOS.
Mo yMmonyaHuio AaHHasi NONUTHKA BbIKIOYeHa.
MonnTrka NpUMeHseTcs Ha MOAYNsX:

e C3W Dallas Lock 8.0-K/C;
e C3W BW Dallas Lock.

KoHTponb LenocTtHocTu nporp. ann. cpeabl: USB-ycTponcTBa
[aHHas nonutuka no3BonsdeT BKMAYUTL KOHTPOSb M3MeHeHun B USB-KoHTponnepe, noaknioveHus
1 oTkntoyeHnss USB-nopTos.
Mo ymonyaHuio gaHHas NonuTMKa BblKIHOYEHa.
MonnTuka NpuMeHsieTcs Ha MoayNAX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

KoHTponb LlenocTHOCTM nporp. ann. cpeabl: Jucku
JaHHas nonuTMka nNO3BONSET BKMYUTL KOHTPOMb W3MEHEHWU KOHTPOSNEpoB MBKMX OUCKOB,
AMCKOBOOB U AUCKOBbIX YCTPOMCTB.
Mo ymonuyaHuio aHHasi MoNUTUKA BbIKIOYEHa.
Monutuka NpUMEHSIETCA Ha MOZYMSX:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

KoHTponb LenocTHOCTH nporp. ann. cpepbl: [painBepsbl
[aHHasa nonuTrka ynpasnaeT KOHTPONeM LeNOCTHOCTU YCTAHOBKM U yaaneHus pansepos.
Mo yMmonyaHuio AaHHasi NONUTUKA BbIKINOYeHa.
MonuTrka NpyMeHsieTcs Ha MOAYINSIX:

e C3W Dallas Lock 8.0-K/C;
C3WM BW Dallas Lock.



KoHTponb uenoctHocTu nporp. ann. cpenbl: Kogekn

[aHHasa nonuTtmka ynpaendaeT KOHTpOoNeM YyCTaHOBKMN UM yaaneHua KoaekoB Ha MK.
Mo YMOJ4aHUO AaHHaaA NoJyIMTUKa BbIKITKO4YEHa.
Monutuka NPUMEHAETCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C31 BW Dallas Lock.

KOHTpOﬂb LeJsioCTHOCTU MnMporp. anmn. cpeAabl: OﬂepaLl,VIOHHaﬂ cuncrema

[aHHas nonutuka ynpaBnseT KOHTponem nameHeHui ceoncte OC gaHHoro TMK: nameHeHuin MMeHu,
IP-agpeca v np.

Mo YMOJ4aHUIO AaHHaaA NoJINTUKa BbIKITHOYEHa.
MonuTuka NnpuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U BW Dallas Lock.

KoHTponb LenocTHocTM nporp. ann. cpeAbl: Manku obwero goctyna

[aHHasa nonutuka ynpaBldeT KOHTPOJIEM CO34aHNA Unn yganeHna nanok obuero AocTtyna Ha JaHHOM
MK.

Mo yMOn4aHuio aaHHaaA NnofmMTuka BblKIo4YeHa.
Monutuka NMPUMEHAETCA Ha MoaynaAx:

e C3W Dallas Lock 8.0-K/C;
e C3M/ BW Dallas Lock.

KoHTponb uenoctHocTu nporp. ann. cpeabl: MpuHTepsbl
[daHHas nonutuka ynpaBnsieT KOHTPONEM Cnucka Bcex yCTaHoBreHHbIX Ha MK npuHTepos, dhakcos,
M®Y un gp. neyaTarowmnx yCTPOUCTB.
Mo ymonyaHuio AaHHasa NonNuTMKa BbIKITHOYEHa.
MonuTuka NnpuMeHsieTcA Ha MOAYNAX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

KoHTponb wenocTtHocTu nporp. ann. cpegbl: Mporpammbi

JaHHas nonuTuka ynpaenseT KOHTPONEM YCTaHOBKM UMW yaaneHus nporpaMm Ha aaHHom [MK.
Mo ymonyaHuio AaHHasi NONUTHKA BbIKIOYEHA.
MonuTuka NpuMeHseTcA Ha MOAYNAX:

e C3W Dallas Lock 8.0-K/C;
e C3W BW Dallas Lock.

KOHTpO.I'Ib LeJsIOCTHOCTHU nNporp. anmn. cpeabl: Paspgenbl gucka
[aHHaa nonuTtuka ynpasndeT KOHTpolemM N3MEHEHNN pa3nerioB XXeCTKoro Ancka, (bOpMQTI/IpOBaHI/IVI
Ancka, NnoaKnr4YeHn HOBbIX ANCKOB.
Mo yMOn4aHuio AaHHaaA NnofiMTuka BblKIo4YeHa.
Monutuka NpUMEeHAeTCA Ha Mo4ynAX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

KoHTponb wenoctHocTy nporp. ann. cpeabl: CeTb
[daHHas nonutuka ynpaBnseT KOHTPOSIEM CETEBbIX MOAKIOYEHWIN U CETEBbIX KapT.
Mo ymonyaHuio AaHHasa NonNuTrKa BbIKITHOYEHa.
MonuTuka NnpuMeHsieTcA Ha MOAYNAX:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.



KoHTponb wenoctHocTu nporp. ann. cpeabl: Cuctema
[aHHasa nonutvka NO3BONSET BKMNIOYUTbL KOHTPOMb MOPTOB, MOHUTOPOB, LUMH, 3BYKOBbLIX YCTPOWUCTB
W OPYrMx CUCTEMHbIX YCTPOMNCTB.
Mo ymonyaHuio gaHHas NONUTUKa BbIKIOYEHA.
MonuTunka NnpumMeHsieTca Ha MogynsAX:

e C3W Dallas Lock 8.0-K/C;
C3W/ BW Dallas Lock.

KOHTpOﬂb LeJsioCTHOCTU Mnporp. anmn. cpeAabl: Cnucok nonb3oBaTtenen

[aHHas nonuTuka ynpaBnseT KOHTPONEM Cnucka nonb3oBaTtenen, Co3aaHHbIX B fiokansHon OC.
Mo yMonyaHuio AaHHasa NonuTrKa BbIKITHOYeHa.
MonnTuka NpuMeHsieTca Ha MOaYNAX:

e C3W Dallas Lock 8.0-K/C;
e C3U BW Dallas Lock.

KoHTpornb LienilocTHOCTM Nporp. ann. cpepgbl: YCTponcTBa BBoAa
[aHHaa nonuTvka ynpaBnsieT KOHTPONEM MOOKMIOYEHHbIX YCTPOWCTB BBOAa Ha pgaHHoMm [1K:
KrnaBuaTypbl, MbILLW.
Mo yMonyaHuio AaHHas NoNuUTUKa BbIKNOYEHa.
MonuTrka NpuMeHsieTcs Ha MOAYNSIX:

e C3W Dallas Lock 8.0-K/C;
e C3M/ BW Dallas Lock.

Mepuoagunyeckum KoHTponb PC

Monutuka NPUHNMAaET 3HA4YeHunA oT 1 MWHYTbI 00 5 vacoB n «He NCNOJb3yeTCa». Mo YMOJ14aHUIo
3Ha4YeHne gaHHoM NoNuTuKK: «He NCnosb3yeTca».

[aHHaa nonnTnka no3sonseT BKIHYNTD I'IepI/IOD,VI‘-IeCKVIﬂ KOHTPOJ1b cba|7|n030|7| CUCTEMbI N HACTPOUTb
nepnoanyHOCTb MPOBEPKU.

MNonntuka npuMeHdaeTCA Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
e C3W BW Dallas Lock.

Mepuognyecknini KOHTPOIbL NPOrp. ann. cpeabl

MonuTtuka npuHMMaeT 3HadveHus oT 1 MuHyTbl Ao 5 yacos n «He ncnonbsyetcax». Mo ymonyanuio
3HaveHue faHHoW nonuTuku: «He ncnonbayeTcsa».

[aHHaa nonuTuka No3BoNsAeT BKAYUTb I'Iepl/IOD,VI‘-IGCKVIﬁ KOHTPOJ1b nporpaMMHo—annapaTHon cpenbl
N HaCcTpouTb NeEpUoanN4HOCTb NMPOBEPKN.

Monutuka NpUMEeHAeTCA Ha Mo4ynAX:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

Mepuognyecknini KOHTPOIbL peecTpa

Monutuka npuHUMaeT 3HayeHus oT 1 MUHYTHLI 4o 5 yacoB 1 «He ucnonb3yeTcar». o ymonyaHuio
3Ha4veHve faHHOW NONUTUKK: «He ucnonbayeTcs».

JaHHas nonutuka No3BOMSET BKMHOYUTL NEPUOANYECKUI KOHTPOSb peecTpa Windows 1 HacTpouTb
NepuoauYHOCTb NPOBEPKM.

Monutuka NpUMEeHAeTCA Ha Mo4yndaXx:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

MpoBepka uncpoBon NOANUCU UCNOJTHAEMbIX (hannos

BoamokHoe 3HayeHue nonutukn: «Bki./Bbikn.». 3Ha4YeHre No yMonyaHuto: «BbIkm.».



[daHHas nonuTMka no3BonsieT onpeaensTs HeobXxOAMMOCTb MPOBEPKM UUPOBON nognucu
ucnonHaemblx ¢annos. MNpu 3HayeHun «Bkn.» HeobxoAMMO ykasaTb pacLUMPEHUs] UCMONMHAEMbIX
hannos Ang NpoBEPKM LMPPOBOM NOANUCHK.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

MpoBepatb uenoctHocTb ®C npu 3arpyske OC

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».

[daHHas nonuTyvka No3BOMSET YNpPaBnsATb BKITHOYEHUEM/OTKIIOYEHNEM aBTOMaTUYECKOW MPOBEPKU
LenocTHoCTK dannoBor cuctembl npm 3arpyske OC.

MonuTuka NnpuMeHAeTCA Ha Mo4ynax:

e C3W Dallas Lock 8.0-K/C;
C31 BW Dallas Lock.

MpoBepATb LENOCTHOCTbL Nporp. ann. cpeabl Npu 3arpy3ke OC

Bo3moxHoe 3HaveHne nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».

[aHHasi nonuTuka Mo3BONSIET YMNPaBnATb BKHOYEHWMEM/OTKIIOYEHMEM aBTOMAaTUYECKOW MPOBEPKM
nporpaMmHo-annapaTHoON LenocTHocTu npu 3arpyske OC.

Monutuka NPUMEHAETCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3MHC[O Dallas Lock Linux;
C3M BU Dallas Lock.

MpoBepATb LENOCTHOCTbL peecTpa npu 3arpyske OC

Bo3aMoxHoe 3HayeHne nonuTuku: «Bkn./Bbikn.». 3HavyeHne no YMOJT4aHUIO: «BbIkn.».

[aHHas nonuTuka MNo3BOMsET YNpaBnATb BKIHOYEHMEM/OTKIIOYEHMEM aBTOMAaTMYECKOW MPOBEPKMU
uenocTtHocTu peectpa Windows npu 3arpyske OC.

MNonntuka npuMeHdaeTCAa Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
C3W BW Dallas Lock.

5.4.6 HacTtponka nonuTuK pexuma pa6otbl C3U

Ha Bknagke «[Monutukn» B kateropmm «Pexum paboTtel C3UW» HacTpanBaloTca napameTpbl HEAKTUBHOIO
pexuma C3U ana mogyna C3U Dallas Lock 8.0 u C3U/ BU Dallas Lock.

B cooTtBeTcTBUU C TpeGoBaHMAMWU MOMUTMKM GE30MacHOCTU opraHusaumMm HeobXoaMMo HacTpouTb Bce
napameTpbl, pacnofioXeHHble B CUCKe NONMUTUK pexuma paboTtel C3U.

Ta6nuua 14. MonuTtukm pexxuma padotbi C3U
MexceTeBou aKkpaH

Bo3moxxHoe 3HaveHne nonntukn: «Bkn./Beikn.». 3HavyeHne no ymonyaHuo: «Bkn.».

[daHHas nonuTuka No3BonsieT yNpaBnsATb BKIOYEHMEM/BLIKIMIOYEHMEM MoAyns « MexceTeBow aKpaH»
C3W Dallas Lock 8.0.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
HeakTMBHbIN pexum

C nomoLbi0 AaHHOW MOSNUTUKUN MOXHO MNPOM3BECTM TMOKYK (TOYEYHYH) HACTPOWKY HeaKTUBHOIo
pexvMa. B okHe HacTpowikn HaxoauTcsa cnucok pyHkuun C3U, anst KoTopbIX JOCTYMHA 6NoKMpoBKa.

Monntuka npumeHsieTcs Ha mogynax C3U Dallas Lock 8.0-K/C MK10.
HeaktuBHbIn pexxum C3U Dallas Lock

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».

[aHHas nonuTMka No3BoONSEeT ynpaensaTb BKAOYeHMEM/BbIKNoMeHneM «HeaktuBHoro pexuma C3M»
B C3U Dallas Lock 8.0.



Monuntuka npuMeHseTca Ha Moaynax npeabiaymnx ceptuduumnpoBaHHbix Bepcusax C3U Dallas Lock
8.0-K/C.

HeaktuBHbIN pexxum C3U BU Dallas Lock

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».
[aHHas nonutnka nNo3BonseT ynpaBnsTb BKNOYEHMEM/BbIkNoYeHnemM «HeaktusHoro pexuma C3U»
B C3/ BU Dallas Lock.

Monutuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.

Cuctema obHapyXeHUsi BTOPXKEHUMN

Bo3amoxHoe 3HauyeHne nonutukn: «Bkn./Bbikn.». 3HadeHne no ymonyaHuio: «Bkn.».
ﬂ,aHHaﬂ NoNMNTUKa no3sondeT ynpaenAaTb BKIHOYEHNEM/BbIKITIOYEHNEM moayna «Cucrema
obHapyxeHus sBTopxeHun» C3U Dallas Lock 8.0.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

5.4.7 HacTponka NOSIMTUK OYMUCTKU OCTaTOYHOU UHpopmauumn

BonbwuHcTBo OC npu yganeHwuu channa He ygansioT cogepxumoe dawna, a yaansioT fullb 3anucb
o chavine us gupektopumn ®C. Tak cgenaHo Ans yCKOpeHUs paboTbl CUCTEMBI.

PeanbHoe cogepxvmoe hanna octaeTcs Ha 3anomuHaloLeM YCTPOMCTBE, U ero MOXHO MPOCMOTPETb
A0 Tex nop, noka OC 3aHOBO He NCMONb3YeT 3TO NPOCTPAHCTBO AN XPaHEHUst HOBbIX AaHHbIX. OcTaTovHas
uHdopMaumMs MOXeT MpMBECTM K HenpeaHamMepeHHOMY pacnpoCTpPaHEHWIO KOHMAEHLUManbHON
N CeKpeTHON uHdopmaumm.

Ha Bknagke «[Monutukmn» B Kateropmm «O4mcTka 0OCTaToOHHON MHAOPMaLMUy HacTpanBaroTCa napameTpbl
OYNCTKM  OCTaTOYMHOW WH(popMaumu, KOTOpble MpefHas3HaveHbl [Ans  obecneyeHuss rapaHTumn
no NpeaoTBpaLLEHMIO BOCCTAHOBMNEHNS YAANEHHbIX HA MOAYNAX AaHHbIX.

B cooTtBeTcTBMM C TpeboBaHMsSMM MOMUTMKM 6E30MacHOCTM OpraHusaumm HeobxoaMmo HaCTpPoUTb BCe
napamMeTpbl, PacnosIOXXeHHbIe B CIINCKE NOSIUTUK OMUCTKM OCTaTOYHOW MH(popMaLmK.
Ta6nuua 15. MoNUTUKN OYUCTKM OCTAaTOUYHOW MHopMaUun
3aTuparowas nocnenoBaTenibHOCTb

[daHHOWM nonuTukowm onpegensieTcs MeTon 3aTMpaHusi OCTaTOYHOW MHAOPMAaLMK NyTeM YCTaHOBKU
yncnoBbix H6anToBbIX 3HadeHun (o1 0 oo F) Ans kaxgoro n3 YeTbipex UUKMNOB 3aTupanuda. Ecnm atu
3HA4YeHUs1 HEe YCTAHOBMEHbI WM YCTAHOBMEHbl HE [ANs KaXAOoro uukna, TO MO YMOSYaHuio
Onsa 3atmpatoen nocrnegoBaTefibHOCTH LMKITOB nucnornb3yeTcs nocrnegoBaTenbHOCTb,
ycTaHoBneHHasa B C3U Dallas Lock 8.0.

YCTaHOBMNEHHbIN MeToA 3atnpaHma UCnosnb3yeTcAaA npu BCEeX YCTAHOBJIEHHbIX BuMAaxXx OYUCTKAU
OCTaTOYHOW I/IH(bOpMaLI,VIMZ no KomMaHae agMUHUCTpaTtopa, B aBTOMAaTU4eCKOM  pexunme,
M Npun 3a4NCTKe HakonmuTen4.

Monutuka NpUMeHAeTCA Ha MOo4YynAX:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

KonunyecTBO LUKNoB 3atn paHuA

Monntuka «Konn4ectso UMKMIOB 3aTupaHua» nos3sondeT Bbl6paTb OT OOHOrNo A0 4eTblpex UUKNoB
3aTnpaHnga MH(*)OpMaLI,I/II/I Ha moayne. 3Ha4yeHune no yMOJT4aHUIO! «1».

YCTaHOBNEHHOE KOMWYECTBO LIMKIIOB 3aTupaHma KUcnosnib3yeTca npu BCeEX YCTAHOBJIIEHHbIX BMOaAX
OUYMCTKM OCTATOYHOM VIHqDOpMaLWII/IZ no KoMaHae agMUHUCTpPaTopa, B aBTOMaTU4YeCKOM pexume, 1 npu
3a4YnNCTKe HakonuTend.

Monutuka NpUMeHAeTCA Ha MOo4YyINnAX:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

OuuwaTb 0CcBOGOXAaeMOe OUCKOBOE NMPOCTPAaHCTBO

Bo3amoxxHoe 3HaueHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukun: «Het».



BkntovyeHne paHHOM nonuTukM (3HayveHne «[a») no3BonsieT aBTOMaTUYECKM 3aTvpaTb BCHO
OCTaTO4YHYI0 UHhopMaLmio Npu ocBobOXaeHUM obnacTen Ha gnckax, To eCTb Npu yaaneHun dannos
UNU npuv YyMeHblleHMM pa3mepoB ¢annosB Ha moayne. 3aTvpaHue npou3BOAUTCH 3anuUChbio
MackupyloLlen nocnegoBatenbHOCTU (MonuTuka «3aTuparolas nocnenoBaTenbHOCTbY) MOBEpX
0CcBOBOXKAaeMOro NpoOCTpaHCTBa 3aaHHbIM KONMYECTBOM LIMKMOB 3aTupaHuna (nonutuka «Konmyectso
UWKNOB 3aTtupaHusi»). BknioueHne p[faHHOro napametrpa MOXET 3aMeTHO CHU3UTb CKOPOCTb
BbINOMHEHNs hannoBbIx onepawumin, 0COGEHHO NPU KONMMYECTBE LIUKIOB 3aTnpaHus 6onblle eauHuLbI.
MonnTuka NpuMeHsieTcs Ha MOaYyNAX:

e C3W Dallas Lock 8.0-K/C;
C3WM BU Dallas Lock.

OumwaTb TONbLKO KOH(hMAaeHUManbHble JaHHbIe

BoamoxHoe 3HadeHune nonutukn: «da/HeT». Mo yMonyaHuio 3HayeHne AaHHON NONUTUKK: «HeT».

BknoyeHne gaHHoW nonuTuku (3HaveHne «[da») no3BonseT ocyLecTBNSATb aBTOMATUYECKYHO 3a4MNCTKY
ocBoboxaaemMoro OMCKOBOrO MPOCTPaHCTBa TOMbKO Npv  yaaneHuu/nepemeLleHnn/ymeHbLeHnn
pa3mepa obvektoB ®C npu paboTte nog maHAaTHOW METKOW MW ypOBHEM AOCTyna bonbLue Hyns Ha
mogyrne. [aHHas nonmuTuka YHKUMOHMPYET MpU YCAOBUWM BKMKOYEHHOW nonmuTukn «Ouunwatb
ocBoBoOXdaemMoe ANCKOBOE NPOCTPAHCTBOY.

MonuTtunka npumenseTca Ha moagynsax C3U Dallas Lock 8.0-C.
Oumnwartb dann nogkavykm BUPTyaribHOM NamMaATU

Bo3MoXXHOe 3Ha4YeHmne NOSIUTUKMN: «JJ,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHON NONUTUKK: «HeT».

BknoyeHne paHHOM nonuTuMkM (3HadveHne «[a») no3BonseT aBToMaTMdecku 3aTvpaTb BCHO
ocTaTouvHyl0 MHopmauuto B danne nogkavkm Windows Ha mogyne. 3aTupaHve Npous3BOAUTCS
3anMcbi0 MackupyloLen nocrnefoBaTenbHOCTU noBepx danna nogkadkn. OyncTka MpoM3BOAUTCS
npu 3aBepLueHnn paboTbl (3akpbiTUK hanna nogxKayk1) n, ecrnv o4mcTka Obina npepeaHa, npu ctapte
cucTembl (OTKPBITUK banna nogKaykm).

MonnTuka NpUMeEHsiIeTCA Ha MOLYNAX:
e C3W Dallas Lock 8.0-K/C;
e C3UM BW Dallas Lock.
lNMpoBepsATb 3a4NCTKY OCTaTOYHOM UHhopMaLumn

Bo3moxHoe 3HauyeHune nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHe JaHHON NonuTukun: «Hetr.

Ecnn pgaHHaa nonuTuka BKIOMEHa, TO nocne npoBeaeHnA OYUCTKU obbektoB ®C Ha moayne,
OONOJNTHNTENTIbHO BbINOJTHAETCA NpoOBEpPKa TOro, 410 O4YUCTKa OEencTBUTENBHO ocyuiecTBlieHa.
B Tom Cny4ae, ecnu npoBepka BbisABUITa, YTO O4YMUCTKa HE OCyLleCcTBIIEeHa Ui 3aBepLueHa C owmnbKon,
TO B XXYypHal pecypcoB MoayJ1A 3aHOCUTCA COOTBETCTBYHOLLIEE cobbiTue.

lNpoBepka ocyLlecTBNAETCA MPU OYUCTKE OCTaTOMHOW MHGOpPMauuu, BbINOSHAEMOW MO KoMaHae
agMVHUCTpaTopa, B aBTOMATUYECKOM PEXUME, U MPU 3a4YUCTKE HaKoMUTEens uernukom (dyHKuus
«3auncTka gnckar).

Monntuka npuMeHdeTCAa Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

5.4.8 Hactpouka nonutuk JCHY

Ha Bknagke «lMonuTtukmy» B kateropumn «lMonutukm OCY» HacTpamBaloTca napameTpbl paboTbl gatymka
cnydarHbIn Yucen ana mogynen CA3 Dallas Lock.

B cooTtBeTcTBMM C TpeboBaHMsSIMM MOMUTUKM 6E30MacHOCTM OpraHu3aumm HeobxoaMmMO HaCTPOUTb BCe
napamMeTpbl, pacnofioXXeHHble B cnucke nonutuk OCY.
Ta6nuua 16. NMonutukn OCH

TectnpoBatb [1ICY npu Bxoge

BoamoxHoe 3HayeHue nonutuku: «Lda/HeTt». Mo ymonyaHuio 3HauyeHre gaHHON NonuTukn: «dax.

B 3HaueHum «[a» ocyuwectensgetrca TtectupoBaHune [OCY npu Bxoge. lMpu 3HavyeHum «Het»
TectupoBaHue [CYH npu BXxoae OTKMHYEHO



Monutuka npumeHsieTcs Ha moaynax CAO3 Dallas Lock.
Yucno nonbiTok camoTtecTupoBaHma ACY

Bo3moxxHoe 3HauyeHne napametpa: oT 1 go 3. 3HavyeHme No ymonyaHuio: «1».

YCTaHOBNEHHOE 3Ha4YeHWe AaHHOW MOMNMUTUKN pernaMmeHTUpyeT YMUCro nonbITOK CaMOTeCTUPOBaAHUA
ACH.

Monutuka npumeHsieTcst Ha moaynsax CO3 Dallas Lock.

5.4.9 HacTporika nonUTUK MaHgaTHOro AocTyna

CornacHo maHgaTHOMY MPUHLMMY YNPaBNeHUs OCTYMNOM, KaXaoMy 06BbeKTy MOXKHO MPUCBOUTb YPOBEHb
AOCTyNna v maHaaTHyto MeTKy. [Ins y4eTHOW 3anncu nosib3oBaTens Takke HasHayaeTcsl YpOBeHb AOCTyna
M MaHOaTHasi MeTKa, KOTopble OnpeaenstoT OObeKTbl, K KOTOpbIM MOXeT ObiTb gocTyn. MaHgaTHbIN

npuHUMN ynpaesneHna 4OCTynoM OennTCcAa Ha ABe KaTeropuun:

1. Nepapxuyeckasi KaTeropusi — OCYLIECTBMSIETCA CpaBHEHWE YypOBHeW pJoctyna obbekTa
n nonb3osatens. B mogyne C3W Dallas Lock 8.0-C yposHu goctyna nmetoT Homepa ot 0 go 7. Yem
bonblue HOMep, TeM BbilLe ypoBeHb AocTyna. Ecnu He ykasaH ypoBeHb AOCTyna, TO CYMTaeTcs, YTo
obbekT mmeeT ypoBeHb poctyna 0 («OTkpbiTble AaHHble»). Ecnu ypoBeHb JocTyna npucBOUTb
poauTenbckomy obbekTy (nanke, AUCKY), TO BCe 0ObeKTbl, HAXOAAWMECS BHYTPU, OyayT NMeTb TOT xe
ypOBEHb AOCTYNa, 38 UCKITIOYEHEM TeX Criy4aeB, Koraa UM SIBHO MPUCBOEH APYron ypoBeHb JOCTyna.
Onsa yonobctBa paboTbl, ypOBHSAM AOCTYNa MOXHO npucBanBaTb MMeHa. [1o0 ymonyaHuio nepebiM NATH
ypoBHsiM gocTtyna (o1 0 4o 4) NpucBOEHbl HAMMEHOBaHMS:

e 0 (OTKpbITblE AaHHBIE);
1 (KoHdwmaeHumanbHble AaHHbIE);
2 (MepcoHanbHbIe AaHHbIE);
3 (CekpeTHble AaHHbIE);
4 (CoBepLUeHHO CEeKpeTHO).
CornacHo gaHHOMY MPWCBOEHUIO YPOBHEW [0CTyna, Mofb3oBaTtefb, MMEeLWnd OOMNYCK YPOBHS
«KoHuaeHumnanbHble AaHHble», HE MOXeT MOony4MTb AOCTYNn K OObekTy C ypoBHeM JocTyna
«CekpeTHble gaHHble». B To e Bpemsi, monb3oBaTtenb C A0MNYCKOM ypoBHSA «CeKkpeTHble AaHHble»
UMeeT NpaBo AOCTYyna K 06beKTY ¢ ypoBHEM «KoHpUAeHUManNbHbIE AaHHbIEY.

Heunepapxuyeckas KaTeropuss — OCYLLIECTBNSAETCA CpaBHEHMEe MaHAaTHbIX MeToK obbekTa
n nonb3oBatens. B cnyyae coBnageHus MaHaaTHbIX METOK OBbekTa M Monb3oBaTens, NonbL30BaTernb
nonyyaet A4ocTyn Kk o6bekTy. B cnyyae HecoBnageHns MaHOaTHbIX METOK OO6beKTa 1 nonbL3oBarTens —
pocTtyn bnokupyetcs. Hanpumep, nonb3oBaTtenb, MMeEOLWMI MaHaaTHy0 MeTky «MeTka 1», He MoxeT
nonyyYnte OOCTYN K 0ObekTam ¢ MaHgaTHbIMM MeTkamn «MeTka 2», «MeTtka 3» u 1. 4. [aHHbInA
nonb3oBaTenb MOXeT MNOMy4YnTb AOCTYN TONbKO K oObektaM C MaHgaTHon meTkon «MeTka 1».
Mo ymonyanuio Ha mogyne C3U Dallas Lock 8.0-C maHOaTHble METKW OTCYTCTBYIOT.

Ha Bknagke «[Monutukuy» B kaTeropum «MaHgaTHbIM OOCTYyn» HacTpauBaloTcA napameTpbl paboThbl

C YPOBHSIMM JOCTYMNa U MaHAaTHbIMU MeTkaMmu B [lomeHe 6e3onacHoCTMy.

B cooTteeTcTBMM C Tpe6OBaHI/IF|MI/I nonuTnkn 6e3onacHocTn opraHusauuun HeOGXOﬂ,I/IMO HacTpouTb BCe

napamMeTpbl, pacnoJyioXXeHHble B CMUCKe NOJINTUK MaHOaTHOro Aoctyna.

Ta6nuua 17. MonuTukn maHgaTHoro goctyna

Bxopa: BbIGOp MaHAaTHOM MeTKM npu Bxoge B OC

Bo3moxHoe 3HavyeHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».

BkntoyeHne gaHHONM NONUTUKU paspeLlaeT Ucrosfb3oBaHne MaHOaTHbIX MeToK Ans aBTopusauun B OC
Windows.

MonuTtunka npumenseTca Ha mogynsx C3U Dallas Lock 8.0-C.
Bxopa: 3anpeT oAgHOBpeMeHHOW paboThbl Nonb3oBaTenein ¢ pasnUYHbIMUA YPOBHSMU
M MeTKaMuM MaHOaTHOro gocTtyna

BoamokHoe 3HayeHue nonuTukn: «Bki./Bbikn.». 3Ha4eHe No yMomyaHuto: «BbIkm.».

an BKIMKOYEeHNN 3anpeta OD,HOBpeMeHHOVI pa6OTbI nonb3oBatenen c pas3nnyHbiIMn  YPOBHAMU
nnn mMeTkamm MaHgaTHoOro pnocrtyna Ha [OaHHOM MK 6y,qu BO3MOXHa oOAHOBpeMeHHadA pa60Ta



HECKOMNbKUX MHTEPaKTMBHbIX MOMb3oBaTenen, 3awealnx TONbKO Mo4 OAHMM YpPOBHEM [OoCTyna unuv
MaHOaTHOW MeTku. lNMpuyem OaHHbIA ypoBeHb ByaeT onpeaendatbCs MO YPOBHIO UMW METKe NepBoro
nonb3oBartens, 3aweaLero Ha AaHHbIN KOMMbIOTEP.

MpumeyaHne. Ecnn npu BKMAOYEHUM 3anpeTa, €CTb YXe 3amnyleHHble ceccun
C pas3nuyHbiMW YPOBHSIMW OOCTyNna WM MaHAaTHbIMM MeETKaMu, peKoMeHOyeTcst
BbINONHUTL Mepes3arpysky KomnbloTepa. Ecnu He cnepoBaTh AaHHOW pekoMeHaaumm,
MOXET MONYYUTbCH, YTO CynepaaMMHUCTPaTop Npu 6rIOKMpOBaHUN CBOEN 3anyLleHHOW
Ceccum He CMOXET ee pa3brokMpoBaTb B BUAY BCTYMNEHUS B AEACTBUS UMEIOLLErocs
OrpaHN4eHus.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-C.
MaHpgaTHbIe MeTKM

[aHHaa nonutuka npegHa3HadeHa and pegaktunpoBaHuda Cnncka MaHgaTHbIX METOK OJ1A OpraHun3auunn
Henepapxm4ecKkoro npuHuuna ynpasjieHna maHgaTtHbIM OOCTYINOM B [06.B penakTope NosmMTUKMN MOXHO
Cco3aaBaTb HOBble MaHOATHbIE METKU U yaanATb CylWleCcTByoLmne.

MonuTtunka npumenseTca Ha moagynsax C3U Dallas Lock 8.0-C.
YpoBHM focTyna

[JaHHas nonuTuka npefHasHaveHa Ans pefakTUpoBaHUsi CMMCcKa YPOBHEN OOCTyna Ans opraHv3aumm
nepapxmyeckoro NpuvHUMNa ynpaeneHUs MaHgaTHelM gocTynom B ABb. B pegaktope NOMUMTUKM MOXHO
NpUCBOUTL/OTPEAAKTUPOBATL MMsI, COOTHOCMMOE C OnpefeneHHbIM ypoBHeM AocTyna. Becero goctynHo
8 ypoBHew goctyna (0T «0» Jo «7»).

Monutuka npumeHsieTcst Ha moaynsix C3M Dallas Lock 8.0-C.

5.4.10 HacTpouka nonuTUK aocTtyna

Ha Bknagke «lMonutukm» B kaTteropum «[JOCTyn» HacTpauBaloTCA napameTpbl ONokMpoBkM paboTbi
¢ dhannamuv onpegeneHHbIX pacluMpeHnii n 6rIoKMPOBKM aBTo3anycka NOAKNIOYEHHbIX YCTPONCTB.

B cooTtBeTcTBUM C TpeboBaHWAMM NONUTUKM Ge3onacHOCTW OopraHM3aunM HeobxoaMMO HacTpoUTb Bce
napameTpbl, pacnosioXXeHHble B CNUCKe NOMNUTUK JOCTyna.



Ta6nuua 18. MonuTuku gocTtyna
BrnoknpoBaTb aBTO3anycK NOSKIOYEHHbIX YCTPOUCTB

Bo3aMoOXXHOe 3Ha4eHmne NOSITUKMN: «,El,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHOWN NONUTUKK: «HeT».

Mpwn BKNOYEHUN AAHHOW NONUTUKM aBTOMaTMUYECKN BNOKMpyeTCsi BO3MOXHOCTb 3anycka 6e3 KomaHab!
nonb3oBartens (aBTo3anycka) ycTponcTea npu nogKknioveHun.

MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

Briokupyemble paclumpeHus

[aHHaa nonuTuka mcnonb3yeTcs Ang paboTbl CO CNMCKOM 3anpeLueHHbIX pacluMpeHun dannos
(nocnepoBaTenbHOCTM  CUMBOMOB, [AobaBngembix K UMeHW anna un  npegHasHayYeHHbIX
ansa ngeHtndurkauumn dopmarta gana). No ymonyaHuio gaHHast NONMTUKA HE UCMOMNb3yeTCs.

Cnuncok 6noknpyemblx pacLumpeHuii painoB NULLETCS B OAHY CTPOKY, 3NeMeHTbl Cnucka pasgenstoTcs
TOYKOM C 3aNATON.

®yHKUMS «BrnokMpyeMble pacluvpeHusi» ByoeT pacnpocTpaHATbCS Ha BCeX Mosfb3oBaTerneit kKpome
cynepagmuHuctpaTtopa. [lpu nonbiTke nonb3oBaTens OTKpbiTb hain ¢ 3aboKMPOBaHHLIM
paclLuMpeHneM, NOSBUTCS COOTBETCTBYIOLLIeE npeaynpexaeHue.

BHumaHue! Cnepyet yyecTtb, 4To JobaBneHne B CNMCoK BrNokMpyembiX pacluMpeHni,
Takmx kak exe, dll, sys, moxeT npuBectn Kk HepaboTtocnocobHoctn OC (McknoyeHue
cocTaBuT paboTa noz y4eTHOM 3anucblo cynepagMuHMcTparTopa).

MonuTtuka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

Bpemsa oxunagaHma nogknroyveHna no VNC(cekyHA)

MNonutnka nossonseT YCTaHOBUTb BpeMA OXUOaHuA yaarneHHOro noakrntoYeHnda K pa6oqe|v|y cTony
KOoMMbloTepa no ceTtu. Bo3amoxHble 3HaveHuss napameTtpa ot 5 go 600 cekyHa. 3HadveHue no
ymonyaHuio: «120».

Mo ncTeveHMmn ycTaHoOBNEHHOIO BPEMEHNM 3arpocC NpepbIiBaeTCs.

MpumeyaHwme. MNpu MHMUMMpoBaHuM nogkntodeHusa no VNC koHconb ELLY 6rokupyeTcs
40 MOMEHTa NoAKnyeHns/oTkasa B NOOKMIOYEHNN.

Monutuka NPpUMEeHAEeTCA Ha MOoA4YIAX:

e Arent ELY Windows
e Arent ELLY Linux

5.4.11 HacTpouka nonuTuk cetm

Ha Bknagke «[lonutukmn» B kKateropun «CeTb» HACTpaMBalTCs MapamMeTpbl paboTbl CETEBOro
B3aMMOAENCTBUS.

B cooTteeTcTBMM C Tpe6OBaHI/IF|MI/I nonuTnkn 6e3onacHocTn opraHusauuun HeOGXOﬂ,I/IMO HaCTpouTb BCe
napameTpbl, pacnosyioXXeHHble B CMUCKE NOJINTUK CETU.

Ta6bnuua 19. MNonuTtukM cetn

Bpems xpaHeHus ceTeBOro Kalia

Monutuka npuHUMaeT 3HayeHus OoT 5 MuUHYT Ao 14 gHen n «He ucnonbayeTcar». Mo ymonyaHuio
3HaveHWe JaHHon nonuTuku: «He ncnonbayeTcsa».

Ons yBenu4yeHus ckopocTn pabotel no cetn C3U Dallas Lock 8.0 npegoctaBnsieT BO3MOXHOCTb
COXpaHeHUs1 CETEBOro kawa ¢ MHopmauneln 06 MMEIOLWNXCA B CETU TEX KOMMbIOTEPOB, KOTOpblE
sawuweHsl Dallas Lock 8.0, n k koTopbIM y>ke 6bino npousseaeHo obpatleHue ¢ gaHHoro MNK. JaHHasa
NonWTUKa NO3BOMSET BbIOpaTh BPEMsi XpaHEHMS Takoro CeTeBoro Kalla.

MonuTtunka npumeHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.



CnuUcoK He3aluLeHHbIX CepBepoB

C nomoLllblo OaHHOW MOMUTUKM ONis YBENMYEHUs CKOPOCTM paboTbl MO ceTu, 4ToDObl COKpaTUTb
konudecteo obpaweHuin, C3M Dallas Lock 8.0 npegocTtaBnsieT BO3MOXHOCTb COXPaHUTb NOCTOSIHHbIN
cnuncok K, kotopbie He 3awuweHbl C3U. BeogaTtca umeHa MK n cepsepoB nnun nx IP-agpeca 4epes
TOYKY C 3ansiTon.

Monutuka npumeHsieTcst Ha moaynsx C3U Dallas Lock 8.0-K/C.

5.4.12 HacTtpouka nonuTUK annapaTtHon uaeHTudpukaumm

Ha Bknagke «[lonutukM» B kateropum «AnnapatHas wuaeHTudurkaums» NPoOU3BOAUTCS BKIOYEHWE
cumTbIBaTENEN annapaTHbixX ngeHtTudukatopor ans mogynen C3U Dallas Lock 8.0-K/C.

B cootBeTcTBUM ¢ TpeboBaHWAMM MOMUTUKM Ge3onacHOCTM OpraHu3aumm HeobXoAMMO HacTpouTb BCe
napameTpbl, pacrnosyiIOXEeHHbIE B CMINCKE NMOMUTUK annapaTHON naeHTudmrkaumm.

MonuTrkn annapaTHOW MaeHTUUKaLUM NPUHMMAIOT 3Ha4YeHns «Bkn.» n «Bbikn.».

[ocTynHa HacTpolka cneaylowmx TUNOB annapaTHbIX MOEHTUUKATOPOB:

e CuuntbiBaTENN PYTOKEH;

e CuutbiBaTenu eToken;

CuuntbiBaTenm TM COM-P (DS9097);

CuuntbiBaTenm TM COM-A (DS9097V);

CuutbiBaTenu KT-TM;

CuuntbiBaTenu JaCarta PKI;

CuutbiBatenu JaCarta GOST;

CuutbiBaTenu HID lronLogic Z-2;

CuutbiBaTEnM Guardant ID;

CuutbiBaTENNM ESMART;

USB flash drive;

NFC-MeTKku n cMapT-KapThl.

Ha npoBepky wugeHTUUKaUNOHHON WHOpPMaLMM Nonb3oBaTens HacTporka MNONUTUK annapaTtHoun
naeHTndrkauum He BnusaeT. Noatomy, ecnu, Hanpumep, HACTPOUTb CYUTbIBATENb, 3a4aTb MOMbL30BATEN
annapartHbIi MAeHTMUKAToOP, a Nocrne U3MEeHUTb 3HaYeHUe MONMUTMKU ANA AaHHOro Tuna annapaTHbIX
cumTbIBaTENENn Ha «BbIkn.», TO NpW BXoAe AaHHOro nons3oBartens annapaTHbli UaeHTUdUKaTop Bce paBHO
OyaeT npoBepATbCs, U, COOTBETCTBEHHO, OH HE CMOXET BOMTU B cuctemy. Ecnm nonb3oBatento 3agaH
annapartHbIn ngeHTudukaTop, cuctema 3awmtbl 00si3aHa ero NpoBepuTb, a €CNu NPOBEPUTb HENb3s,
TO AOMYCTUTb NONb30oBaTeENs A0 MHAOPMALNOHHBIX PECYPCOB CUCTEMA 3aLUUTbI HE UMEET Npasa.

5.5 MexceTeBOM 3KpaH

lMocne HacTPOMKM CUCTEMBI YpaBreHUsi, HEOOX0AMMO NPOM3BECTM HACTPOIMKY MEXCETEBOIO akpaHa. Nog
HaCTPOMKOM MEXCETEBOro 3KpaHa NMOHUMAETCS! YCTAHOBKAa 3HAYeHUN NONUTUK ANsi MEXCETEBOro 3KpaHa,
YLOOBNETBOPSIOLWMX NONUTMKam 6e30nacHOCTM OpraHn3aL .

Bonee noapobHo 0 MexceTeBOM akpaHe B PykoBoacTse no akcnnyartaummn C3U Dallas Lock 8.0 rmasa 15
MexxceTeBoW 3KpaH.

Bknagka «MexceTeBOM 3KpaH» NO3BONSAET pedakTUpoBaTb NapaMeTpbl NOMMTUK Ha ypoBHe Bcero OB,
nocrne CUHXPOHM3aUMM Ha BCeX MNOAYMHEHHbIX 0ObekTax B [OB npuMeHsiloTca  yCTaHOBMEHHbIE
HacTpowku (Puc. 90).

e o v MexceTeBoii skpan

B HEPACTIPEAENIEHHBIE O6... LEfcTBUA
Moawmmia 3Jnauenne Tun moayan

W CETEBbIE YCTPOMCTBA
BB YIANEHHbIE OFBEKTHI

DL8.O MK10

DLEO K10

DL8.O K10

DL8.0 MKIO OWNbLTPbI

OTkAkouaTS NOKAMBHBIE NPaEHNa M3 pw aBTonepeknioueimn npoduaa M3 Ja
Orwntouats GZIP pnn anenusa HTTP Tpeduxa

anemsifi pasuep http-saroncexa

CRUCOK NEPEXBaTEIBAEMLIX WEXOAALLMK NOpTOE
Mexceresofi skpart Brn. DLB.O MKIO
o ~ ~ ~ ) Vs nommin =
Orobpaxams coobienite 0 32B/oxupotaHMoNM coeauennn (caiire) Her DL WKID
(B€AONAEHIR N COBITHAM OTCYTCTENS aHTUBMPYCa 1 0GHoEAenwi OC u DL YacTnusuii siGop DLE.O HKIO

Brtounts drnsTpaunio Her DL8.O KID

BKtOUNTE yBEq0MASHUE § TPEii NpW BIOKMPOEKE COEANHERMS Jic) DLB.O WK10

Puc. 90. Bknagka «MexceTeBon akpaH»

OTKpbITb peaakTop NOMUTUKM MOXKHO crieaytoLmmmn cnocobamu:



e  [BaXAbl LLENKHYTb JIEBOM KHOMKOMW MbILLW MO U3MEHAEMOWN NOMNUTUKE;
e  BbI3BaTb KOHTEKCTHOE MEHIO U3MEHAEMOM NONNTUKM U BbibpaTb « CBONCTBAY;
e HaxaTb KHOMKy «CBonCTBa» Ha naHenu «[encreus».

5.5.1 HacTtpouka nonutuk M3

HacTtporiku, kacatwowmecsa 3HadeHun nonutuk M3, perynupytotca B kateropum «Hactporkun M3» Ha
BKknagke «MexceTeBown aKpaH».

B cootBeTcTBUM C TpeboBaHUsSMU NONMUTUKM ©6€30MacHOCTN OpraHu3aumMm HeobxoaMmo HacTpouTb BCe
napamMeTpbl, pacrnofioXXeHHble B cnucke nonutuk M.

Ta6nuua 20. Hactpoikun M3
BnokupoBaTtb npotokon QUIC

Bo3moxHoe 3HaveHune nonutuku: «Ja/Het». Mo ymonyaHuio 3HavyeHne AaHHOW NONUTUKN: «HeT».
Mpu BkNOYEHUW gaHHoW nonutukm M3 BrokmnpyeT npoTtokon QUIC.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

BknioyaTtb yBegomrieHne B Tpeun Npu 6110KMpoOBKe coeauHeHUs
Bo3moxHoe 3HavyeHune nonutukn: «Ja/Het». Mo ymonyaHuio 3HavyeHne AaHHOW NONUTUKN: «HeT».
Ecnu BKkNOYMTb JaHHYO NONUTUKY Npy BIOKMPOBKE COeaMHEHUS ByayT NPUXOAUTL YBEOOMIEHMS.
Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
HoBepeHHble npaBuna M3

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».
BknoyeHne gaHHOM MNONMUTUKX paspeLlaeT UCnonb3oBaHne A0BEPEHHbIX npasun M3.
Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-C.
Ucnonb3oBaTb 6e3onacHbIN Be6-cepuHr
[aHHas nonuTnka ncnonb3yetcs Ansa HacTponkn 6esonacHoro Be6-cepduHra. o ymonyaHuio faHHas
NonMTUKa He NCMOoNnb3yeTcs.

B Hell MOXXHO MPOU3BECTU YCTAHOBUTL, YTO AeNaTb C BpeAOHOCHbIM MO, KOHTEHTOM ANsi B3POCHbIX U1
u1wnHroM (6noKnpoBaTh, XypHanupoBaTh, OTKIHOUYNUTD).

MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
MakcumanbHbIn pa3mep http-3aronoBka
MonuTuka nos3BoMnsieT YCTaHOBWUTb MakCuUManbHbIi pa3mep http-3aronoska. Bo3amoxHble 3HaveHus
napameTpa oT 128 go 16384. 3HayeHune no ymonyaHuio: «2048».
MonuTtuka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

MexxceTeBoW 3KpaH

Bo3moxHoe 3HavyeHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».
BkntoveHne faHHOWM NONUTUKKM BKIToYaeT pabdoty MO.
Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-C.

OTtknovatb GZIP ana aHanu3a HTTP Ttpaduka

Bo3moxxHoe 3HaveHne nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHunio: «Bkn.».
BblkntoyeHne gaHHOM NONUTUKM paspeLuaeT ncnonb3oBaTb GZIP anga aHanm3a HTTP Tpaduka.
MonuTtnka npumenseTca Ha moagynsax C3U Dallas Lock 8.0-C.

OTkntoyaTb NokanbHbIe npaBuna M3 npu aBTonepeknioveHuu npocduna M3
Bo3moxxHoe 3HaueHne nonutukn: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHoN nonutukm: «dax.

BbiknioyeHne [OaHHOW MONMUTUKM  paspellaeT WCMonb3oBaTb JoKamnbHble npaBuna MO  npwu
aBTonepekntoyeHnn npocuns M3.

Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
OTob6paxkaTb coobLieHne o 3a6noKMpoBaHHOM coeAVHEHUM (canTte)

Bo3moxxHoe 3HaueHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukun: «Het».



BkntoyeHne JaHHOM MNONUTUKN paspeLlaeT yBeAOMIIEHNS O TOM, YTO OaHHbIA CaiT 3abrokMpoBaH.
Monutnka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
MeproanyYHOCTb NPOBEPKN 3aLUNLLEHHOCTU CUCTEMbI

[aHHas nonutrka ncnonb3yeTcst Ans HaCTPOMKU NEPUOLMYECKON NPOBEPKN 3aLUMULLIEHHOCTMN CUCTEMBI.
MepuoanyHocTb NpoBepku No ymonyaHuio 1 pas B yac. [loctynHble 3Ha4yeHus oT 10 MuH o 1 aHs.

Takke MOXHO HacTpouTb onoBeLleHne 06 OTCYTCTBUM OOHOBIEHU Ans Takux obbekToB, kak OC (no
ymon4anuio 20 aHel), aHTUBMPYChI U ceTeBble curHaTypsbl (Mo ymonyanuto 20 gHewn). ins OC un ceTeBbIX
CUrHaTyp OOCTYMHble 3Ha4YeHnsa ot 1 o 60 aHen.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
MpoTtokonupoBaHue cobbiTun M

JaHHasa nonuTuka ncnonb3yeTcs Ans HaCTPOMKM MPOTOKONMPOBaHUs cobbitin M3. Mo ymonyaHuio B
3TON NonuTUKe BblOpaHbl BCe anieMeHThl. [ns Toro 4tobbl BbibpaTh COOLITUA HEOOXOANMO 3aATH B OKHO
NPOTOKONUPYEMbIX COBbLITUIA M BbibpaTb U3 AETEPMMHMPOBAHHOIO ChnMcka (ycTaHOBKa napamMeTpoB
HeaKTUBHOro pexumMa, usmeHeHne Hactpoek M3 v np.)

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
Pexum obyueHuns M3

[daHHas nonvTuka ncnomnb3yeTcs AN HACTPOMKKM pexnma obydeHns MO. 3HayeHve no ymonvaHwuio:
«BblkntoyeHo». B okHEe HacTpPOWMKM MOMUTUMKN MOXHO BblOpaTb aBTOMATUYECKUN UMM MHTEPaKTUBHbLIN
pexuM obydeHus.

[ns aBTomaTnyeckoro He06xoaUMo HacTPOUTbL Nepunod obydeHus, Bpems 1 aaTy OKOHYaHUs obyveHus,
a Takke pexum nocne obydyeHus: mponyckaTb unM 3anpewatb naketbl. Kpome TOro, B 3TOM OKHe
HacTpamBaeTCd MakCMMmarnbHOe KOnM4ecTBO MopTtoB B opgHom npaswune (10-100), makcumanbHoe
KonmnyecTBo agpecosB B ogHom npasune (5-100) n MakcumManbHOE KOMMYecTBO CO34aBaeMblX NpaBumn
(10-1000). Ecnu B KY ELLY BBECTM MeHbLUEE 3HAYEHME B NOfe BBOAA, TO MPU COXPAHEHNW 3HAYEHME He
COXpaHWTCs, a BepHETCs K ucxogHomy. Ecnu ato cgenate Ha knvente DL8.0, TO none npumet
MWHUMarbHO BO3MOXXHOE 3HaYeHue (C MakcMarbHbIM 3Ha4YeHWEM NoBeAEeHNE aHanorn4Ho).

Ona nHTepaKkTUBHOrO pexuma Heobxoaumo BblIOpaTb OEWCTBME MO YMOMYaHWIO ANsl COEAVMHEHUS:
pa3peluaTb uUnm 6nokMpoBaTh COEAMHEHNE.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
Pexum paboTbl hunbTpauum

[daHHas nonutuka ncnonb3yeTcs Ang HaCTPOMKN pexuma paboTsl dunstpaumm. 1o ymonyaHuio B 3101
NonMTUKEe Hu4ero He BblOpaHo. [ocTynHble 3HadeHus: «PUNbTPOBaTb BCE, KPOME MWCKITHOYEHUAY,
«drnbTpaLmnsa akTMBHA TOMBKO AN XOCTOB-UCKITHOYEHNAY.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
CoxpaHATb NnokanbHbie npaBuna M3 npu cuHxpoHusauum ¢ ELLY
Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHoN nonutukun: «dax.
BblkntoyeHne gaHHOM NOANTUKN OTKIOYAET COXpaHEeHMe NnokanbHbIX npasun MO npu CMHXPOHU3aLmMK C
ELLY.
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
Cnuncok nepexBaTbiBaeMbIX UICXOAALUUX MOPTOB

MonuTuka no3BOMSIET YNPaBnsATb CMAMCKOM MWCXOASLWMX nopToB, pabota C KoTopbiMM Oyaer
unbTpoBaThCs. 3HaYeHne no ymonyaHuio: «80,8080,3128,443».

Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
YBeaomrneHus No cobbITUSIM OTCYTCTBUSA aHTMBMpYca n obHoBneHun OC u DL

[aHHas nonutrka ncnonb3yeTcst Anst ONpefeneHns MecTta, kyaa byoyT npuxoauMTb yBeOOMITEHUST NO
coBbITUAM OTCYTCTBUS aHTMBUPYCca U 0bHoBNeHMn OC 1 DL. 3HavyeHne no ymonyaHuio: «YBedoMreHume
B XypHan». [ocTynHble 3Ha4yeHusa: «YBeOOMMEeHue B CUCTEMHbIN tray», «YBegomneHue B ELY»,
«YBegoMneHue B XXypHany.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

PdunbTpauna SSL



BoamoxHoe 3HayeHune nonutukn: «da/HeT». Mo ymonyaHuio 3HavyeHre AaHHON NonuTukK: «dax.
BknioueHve gaHHOM NONUTKKK BKNoYaeT dunnbTpaumio SSL.
MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

5.5.2 HacTtpownka npasun M3

Ha Bknagke «MexceTeBown akpaH» B kateropum «[pasuna M3O» nponssogmTca HacTporka npasmun M3 gns
moaynen C3U Dallas Lock 8.0-K/C.

Heobxognmo HacTpouTb BCe MpaBuna, pacrnosioXeHHble B crnucke npasun M3, B COOTBETCTBUM C
TpeboBaHNAMM NONUTUKM BE30MacHOCTW OpraHm3aumm.

B aTom kateropum MOXHO cCO34aBaTb, pefakTMpoBaTb, YAansTb, aKTUBMPOBATb, AEeaKTUBMPOBATh,
KOMMpoBaTb, NOBLICUTb UIM NOHU3UTbL NPUOPUTET, COXPaHATb U 3arpyaTb npasuna M3. Takke MOXHO
CKpbIBaTb OTOOpaXXeHMe HEKOTOPbLIX CTONOLIOB HACTPOWMKM NpaBus.

Mo ymonyaHuio npornyckawTca BCe nakeTbl. HO B OKHE AaH CMNUCOK OCHOBHbIX mpaBurn MO, koTopble
Haxo4ATCsa B A€aKTUBUPOBAHHOM COCTOSIHUM.

Cnmncok npegycTaHOBMEHHbIX AeaKTUBUPOBAHHbIX Npasun M3:

o DNS «knueHr;

o ARP;

e DHCP knueHrT;

e HTTP /HTTPS knueHT;

Internet Explorer HTTP /HTTPS;

IGMP;

yandex.ru;

BHelLHWe ceTeBble nanku;

JlokanbHble ceTeBble Nanku;

DL yganeHHoe ynpasneHue (BxogsLuee);

DL ypaneHHoe ynpaBneHue (ucxogsilee);

DL nposepka goctynHocTtu knueHtos (ICMP ping);

DL Cb (Bxoasiuee);

DL Cb (ncxogswee);

DL CJl (Bxogsuee);

ICMP no ymonuaHuio (ncxogslee);

ICMPV6 no ymonuyaHuio (ncxogsiiee);

ICMP no ymonuaHuio (Bxoasiee);

ICMPV6 no ymonyaHuto (Bxoasiuee);

MSRPC,;

LDAP.

B kateropuu «[lpaBuna M3» MOXHO Ha3HauYnTb OENCTBUSA, KOTOpble ByayT BbINOMHATLCS C NakeTamu, He
nonasWMMN HW NoA OAHO MpaBuNo (NponyckaTb MMM 3anpeluaTtb nakeTbl). Takke MOXHO ykasaTb, Kyaa
OyayT npuxoauTb YBEAOMSIEHUS O OEWACTBUSIX C TaKUMU NakeTaMu: «YBEAOMIIEHME B CUCTEMHbIV trayy,
«YBegomneHuve B ELLY», «YBegomneHue B XXypHan nakeToBy.

5.6 3apaHusa Ob

KomaHgpl, otnpasnsemble ¢ ELLY Dallas Lock Ha mogynu, ¢ oxvaaembiM pesynbTaToM BbINOSTHEHUS
CO CTOpOHbI Moayn4a Ha3biBatoTcs B ELLY Dallas Lock 3agaHuamu.

YnpaBneHne 3agaHusiMmn OCyLLECTBIISIeTCA Ha Bknagke «3agaHua» (Puc. 91).
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Puc. 91. Bknagka «3aganunsa»

Cnucok 3agaHun Ha ypoBHe 16 npeacrasnsaet cobon Tabnuuy ¢ nonsamu:

1.

o gk wh

7.

«CosgaHo» — coaepxnT Vchbopmaumo O JaTte un BpeMeHn co3gaHuna 3agaHud, Takke B JaHHOM none
COOEPXNTCA MKOHKA, KOTOpasd yKa3blBa€T Ha CTaTyC BbINOJIHEHUA 3adaHUA!

0 — 3adaHune BbINOJIHEHO;
— 3adaHne oXngaeTt BblIMOJIHEHUA;

0 — NPW BbINOJTHEHUN 3aaHNA nNpousoLuna owinbka.

«BbInonHeHo» — coaepXxuT gaTty 1 BpeMsa BbiNOJTHEHNA 3aaHUA.

«Tuvn» — COAepPXXMT Ha3BaHWe 3adaHus.

«ABTOpP» — COOEPXKUT MMA Y4eTHOM 3anucu nonb3osaTtens ELY, cosaaswero 3agaHuve.
«APM» — copepxut nmsa MK, 4na BbINONHEHNS HA KOTOPOM CO3[4aHO AaHHOE 3agaHue.

«Mopynb» — cogepXuT nHpopmaLmio 0 TUNe Moayns, ANs BbINOMHEHUSI HA KOTOPOM CO34aHO AaHHOoe
3agaHue.

«CTaTyc» — yKkasblBaeT Ha CTaTyC BbINOMHEHWS 3a4aHus.

5.6.1 Co3aaHue 3apaHun

Ins co3gaHust HOBOro 3aaaHus Ha ypoeHe [1B Heobxoanmo:

1.
2.
3.

4.
5.
6.

BeibpaTtb [1b B oepeBe koHCONM 1 NepenTn Ha BKNaaky «3agaHusy.
BbibpaTtb nyHKT «[J0o6aBuTbL 3agaHve» Ha NaHeny UHCTPYMEHTOB.
Ha skpaHe nosBUTCA OKHO MacTepa co3faHus HOBOro 3afaHus (puc. 92).

G MacTep cosaaHna 3aaaHna x

BelbepuTe TMA MOAYNA

Dallas Lok 8.0 MK 10 -

BeibepuTe THN 3a8aHMA

Mony-yeHKe KoHpUrypaum -

Puc. 92. MacTtep co3gaHunsa 3agaHus

BeiGpaTtb TMN Mogynsa 1 TN 3agaHus.
Haxatb kHonky «Co3gatby.
Mpy Heob6Xxo0aAMMOCTM yKa3aTb AONONHUTENBHYIO MHOPMaLMIO, HEOOXOAUMYIO AN CO3AaHUs 3afaHus.

Ouyepenb co3gaHHbIX 3adaHui OOCTyrnHa npu Bblbope obbekTa B LAepeBe U nepexofe Ha BKNaaKy
«3apaHusa».

Co3afaHHoe 3afaHue accoLumMpyeTcsl C KOHKPeTHbIM ModyrneM B oMeHe, NO3TOMY MpU co3aaHun 3adaHus
Ha ypoBHe [1b B cnucke MosIBATCS 3anvcu O 3adaHusiX Mo KONuM4ecTBy B JOMeHe Moayrein Toro Tuna,



KOTOprIZ YKasaH npu co3gaHnn 3agaHus. Tunbl 3agaHnii oNs Kaxgoro oTAenNbHOro Moayna nepedncrieHbl

B Tabnuue Huxe.

Ecnn B [JomeHe ©e30nacHOCTU He 3apermctpmpoeaHo H1 0gHOro Moayr4d Toro Tuna, KOTOprVI YKa3aH npu
COo3aaHun 3agaHuA, 3aaHne He co3gaeTcqa U He nonagaeT B ovepenb.

Mpu co3gaHumn gybnukata He BbINOMHEHHOTO 3a4aHus ANg MOAYNs BO3HUKaeT npeaynpexaeHue (puc. 93),
npoucxoguT obHOBNEHVE 3adaHus, MpyM 3TOM CTapoe 3afaHue ydanseTcs U ocTaeTcs Tonbko Gonee

HOBOE.

U CooBueHue

IMAUFQS

o 33AaHKA AaHHOTO THNA Y3E CYLLECTEYHOT Ana cnegyrowpn: APM: DESKTOP-

s

Puc. 93. MNpeaynpexaeHne o cosgaHmmn gybnvkara 3agaHus

HanvmeHoBaHue MoAayna

C3W Dallas Lock 8.0-K/C

C3M HC[L Dallas Lock Linux

Dallas Lock C3V BA

CO3 Dallas Lock

CO3 Yb Dallas Lock

WAF Dallas Lock

AreHt ELLY

Ta6nuua 21. Tunbl 3agaHnn

Twunbl 3agaHun

e 3MEHEeHMe NapaMeTpoB NULEH3NN (M3MEHSAET HOMEpP NULEH3NM
1 KOf, TEXHWUYECKOW NoaaepKKn);

e MlonyyeHne KoHgUrypaumu;

e MpUMEHeHNe KOHUrypaumu;

e NpoBEpPKa LIeNoCTHOCTH

¢ 3MEHeHMe NapamMeTpoB NIULEH3UN (UBMEHSAET HOMEP NULIEH3NN
N KOA TEXHNYECKOWN NOAOEPXKKM);
e ynaneHue C3M HC[ Dallas Lock Linux

¢ 3MEHeHMe NapamMeTpoB NULEH3UN (U3MEHSIET HOMEP NULEH3NN
N KOA TEXHNYECKOWN NOAOEPKKN);

® oNy4yeHne KoHgurypaumuu;

e [oNy4yeHne oTyeTa o KoHdurypauum (gpopmam *.rtf);

¢ NPUMEHEHNE KOHUrypaumu;

¢ npoBepka 06HOBNEHMN

e O4NCTKa XypHana;
e NonyyeHne KoHdurypauuu;

¢ nony4eHue otyeta o6 annapaTHoM obecneyeHunu;
e NoNy4YeHne oT4yeTa No KoHUrypauuu;

® NpMMeHeHne KoHurypaumu,;

e cobpoc [BK;

e TecTupoBaHue pyHkuun CO3

e OYMCTKA XXypHana;
e rony4yeHue KoHdurypauuu;

e ony4yeHue otyeTa o6 annapaTHom obecneveHuu;
e MoslydeHne oT4yeTa No KOHUrypauuu;

¢ NPUMEHEHNe KoHdUrypaLmm

e BOCCTAHOBUTb PE3EPBHYI0 KOMUIO;
e 06HOBEHMe Gasbl paspeLlatoLLmx NpaBusT;
¢ cbop >xypHanos;

e cOpOC K 3aBOACKMM HaACTpoMKawMm;

e CO3/aTb PE3EPBHYIO KOMUIO

e oT4eT 06 annapaTHOM obecneyeHuu;
e ynaneHue Arenta ELLY;
e OTYET O NporpamMHOM obecneyeHnn



e OOHOBIIEHNE aHTMBUPYCHbIX 0a3;

Kaspersky Endpoint Security e CKaHMpoBaHue KnmeHTckmx APM

5.6.2 PesynbTaT BbINONIHEHUA 3aA4aHUA

Moaynu BbINOMHSAOT NONyYEHHbIE 3afaHns NPU NEPBO BO3MOXHOCTM U OTNPAaBNSAT pe3ynbtaT Ha ELLY
Dallas Lock.

[na coxpaHeHust pesynbTaTa BbINOSHEHMS 3adaHnsi HeoOXOAMMO BbIOpaTb BbLIMOSIHEHHOE 3adaHue
B CMMNCKE M HaXaTb Ha MaHenu MHCTPYMEHTOB koMaHAay «[llokasaTb pe3ynbTaT» UM ABaxdbl LLUENKHYTb
JIEBOW KHOMKOW MbILLW MO 3a4aHuto.

5.6.3YpaneHue 3apgaHun

[ns yoaneHust 3agaHus U3 cnucka HeobXo4MMO BbIOpaTh 3afaHne U HaxaTb Ha MaHenn MHCTPYMEHTOB
KoMaHay «YOanuTb BblAeneHHble 3a4aHuns».

Takke Ha naHenu WHCTPYMEHTbI AOCTYMNHbI KOMaHAbl AndA yaaneHUa HECKOJIbKUX 3agaHuni:

e «Y[OanuTb BbIMOMHEHHbIE 3a4aHuAY;
e «YpanuTb BCce 3agaHusa».

5.7 Xypuan b

Bknagka «KypHanbl» Ha ypoBHe [omeHa 6e3onacHOCTM MO3BONSAET NpocMaTpuBaThb Creaylolime
kaTeropuu xypHanos b (Puc. 94):

«KypHan ELlY» — oTtobpaxaroTcs pernctpmpyemble cobbiTus, CBA3aHHbIE HENOCPEACTBEHHO C paboTon
Tekywero [1b ELLY Dallas Lock;

«XypHan ceccuit» — oToGpakaeTcs MHbopMaumMs O CO34aHuUM 1 3aBepLueHUn ceccun Ha APM;

«KypHan Syslog» — oTobpaxatoTca perncTpupyemble cobObITUS, CBSA3a@HHbIE C W3MEHEHMEM
KOHdUMrypaLmm ceTeBblX YCTPONCTB, 3aperucTpmpoBaHHbix B Ob.

e ° v MypHanb!
~ =/ Jowmen Gesonactoctn KypHan ELLY [ XKypHan cecoi I KypHan Syslog
M HEPACMPEJENEHHbIE OF.. ®UNbTPbI
. Ne = flavau speus Monbsonatens  Cobbmmue Obnexr Pesynbrar
M CETEBLIE YCTPOWCTBA P
00) admin AAnERUE 33A3HIS AT MORYTA APM " DESKTOP-IMAUFQS", Mogyns "Dallss Lock .0 VIKLO" OK
B YAANEHHEIE OBBEKTH admin [otaenerine 3233 AA MORA APM *DESKTOP-IMAUFQE", Moy *Dalles Lo 0 oK
admin VianeHue sagaHMa ANa MOgyNA APM "DESKTOP-IMAUFQE", Mogyns "Dallas Lo oK [ @nstp no sperer
admin Jo6asnenne sazsHis A7 MOy APM "DESKTOP-IMAUFQS", Mogyns "Dallas Lo oK
admin CosaaHine yErHof sanucu nonssosaTens [pymna "HEPACTIPEAENEHHSIE OBLEKTHI oK
admin Mogenosenne konconn ypasnerus  Koricons "DESKTOP-IMAUFQS oK
Viiyptanisauns nogcucTemsi ayara 45 "lomen Gesonackoci oK [ ovorp e rpaerpan

Puc. 94. Bknagka «KypHanbi» [JomeHa 6e3onacHocTu

MpumeyaHue. [Ins KOPpPEKTHOW perncrpauum BpemeHun cobbituii B XypHane OB pomkHa
paboTaTb CUHXPOHM3aLMs BPEMEHM, Kak Ha OTAENTbHOM CepBepe, Tak U Ha KaKgoM CepBepe,
Bxogsuem B knactep ELLY.

MpumeyaHue. [na xpaHeHus XypHamoB BO BHewHen 6ase AdaHHbiX Heobxogumo
ncnonb3oBaTtb PostgreSQL Bepcun 13 nnu Bbiwe.

CnpaBa pacnonoxeHbl NnaHeslb MHCTPYMEHTOB ((CDMJ'IprbI» M naHesib MHCTPYMEHTOB «[encTtBus».

MapameTpbl UNbTPaLMM 3aBUCAT OT KaTeropum xypHana. Copoc 1 npumeHeHne BbiGpaHHbIX (UNLTPOB
ocyllecTBnseTcs no komaHae «C6pocuTb» U «MPUMEHUTb» COOTBETCTBEHHO.

OT(unbTpoOBaHHbIE  3aMWCKU  KypHana MOXHO COXpaHuTb B BblbpaHHoOM Tune canna (TXT,
CSV) ¢ noMoLLbio KOMaHAbl «AKCNOPTUPOBATL XYpHan» Ha naHenu nHcTpymeHToB «encteusa» (Puc. 95).
OKCMopTMPOBaTh KypHan MOXHO Y4YMUTbIBas TEKYLLYK COPTMPOBKY, ANS 3TOro Heobxooumo yCTaHOBUTb
COOTBETCTBYIOLLMI (hrar B OKHE «OKCMOPT XypHana.

Ons o4ncTkn BbIBpaHHOrO XypHana moAyns ucnonb3dyetcs komaHga «O4ucTUTb XKypHan» Ha naHernu
WHCTPYMEHTOB «[lencTBus».



& 3kcnopt syprana *

COXPEHWTE DEin Kat. ..

MyTh: |
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OTmeHa

Puc. 95. OkHO «3KcnopT xypHana»

[BOMHON KWK NO MYHKTY XypHana OTKPOET OKHO ¢ NogpobHocTamMM 3anncu (puc. 96). Haxxmumas Ha KHOMKK
«BBEPX» U «BHU3» MOXHO MpoCcMaTpMBaTh 3anucu XXypHana.
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Puc. 96. MpocMoTp noapo6HOCTM 3anncK xypHana



6 PYMNnNbl AOMEHA BE3OIMACHOCTH

6.1 bBbasoBble rpynnbl

B pepeBe obwvektoB KoHconu ELY Bcerga npucyTtcTByiOoT 6as3oBble rpynnbl, nNpegHasHaveHHble
nns obecnevyeHnss COCTOAHMS 3alUuLLEHHOCTN 06bekToB [lomeHa 6e3onacHOCTH:

e HepacnpeaeneHHble 06bEKTHI;

e ceTeBble YCTPOWCTBA;

e yaaneHHble OObEKTHI.

YnaneHue, nepeMmeHoBaHue 1 nepemMelleHe 6a3oBbIX rpynn HEAOCTYMHO.

Mpumeyvanune. Mpu gobaeneHun Hoeoro moayns B [1b oH Bcerga nomellaeTcsl B rpynny
«HepacnpegeneHHble 06bEKTbI» U NMPU 3TOM:

1. Mogynb BkntoyaeTcs B rpynny B coctaBe APM (3a ucknioveHnem moaynen 6es APM).

2. 3HayeHVs NONUTWK AN HEro HacneaywTcs M3 NOMUTUK rpynnbl «HepacnpeaeneHHble
06bEKTbI».

3. Cnuckn y4yeTHbIX 3anucer KOMUPYKOTCA M3 cnucka rpynnbl «HepacnpegeneHHble
06bEKTbI».

MpumevaHue. [pu poGaBneHunm HOBOro ceteBoro yctponctsa B [ABb oHO Bcerpa
nometlaetcs B rpynny «CeTeBble YCTPONCTBAY.

MpumeyaHue. pynna «YpaneHHble 0ObEKTbI» NpegHasHayeHa Ang nonyyYyeHus gocTyna
K )XypHanam obbekTa nocne yaaneHus ns [b. BocctaHoBneHne 06beKToB, NepemMeLLeHHbIX
B rpynny «YganeHHble 06beKTbl», HeAOCTYMHO.

oo & =

B panbHenwem agmwuHuctpatop ELY Dallas Lock moxeT nepeHecTn Moaynb u3 6a30BOW rpynmbl
«HepacnpegeneHHble 06bekTbi» B mMobyo Apyryto rpynny (noarpynny). [Moarpynnbl Takke MOXHO
nepemMeLlaTb B Apyrne rpynnbl. [ns 3T0ro MOXHO nepeTaLlinTb 3Ha4YOK HY)KHOTO 06beKkTa KHOMKOW MbILLK
B none apyroro 3Ha4ka («Drag-and-drop»).

6.2 HacTtpowka rpynn

CospgaTb rpynny/noarpynny MOXHO HECKOMbKMMMK crnocobamu:

e BblbpaTb anemeHT AepeBa OB (ans pacnonoXxeHwWst HOBOW rpynnbl), HaxaTb KHOMKy «Co3aatb

rpynny» Ha naHenu UHCTPYMeHTOoB «[lencTBus»;

e BblbpaTb NyHKT «Co3aaTth rpynny» B KOHTEKCTHOM MEHIO HY>XHOTO ypoBHS aepesa [b.
BBeneHHoOe Ha aTane co3gaHuns HaMMeHOBaHME rPynnbl, MOXHO BMOCNEACTBUM UBMEHUTD.
lMepemelyeHune rpynnbl B AepeBe OCYLECTBMASETCS MepeTackMBaHMeM 3Hayka KHOMKOW MbIlW B none
apyroro 3Haudka («Drag-and-drop»). lNepemelyeHne rpynnbl OCYLLECTBMASETCS CO BCEMU BMOXEHHbLIMU
obbekTamm.
YOanutb CyLLEeCTBYIOLLLYIO rPYMNY MOXHO C MOMOLLLH KHOMKN «YA4anuTb rpynny» Ha NaHesnm MHCTPYMEHTOB
«[Jenctemss» UM BOCMNOMb30BAaBLUNCL KOHTEKCTHbIM MeHo B AepeBe [Ob. YpaneHue rpynnol
OCYLLECTBAETCH CO BCEMU BITOXEHHBIMU OO bEKTAMMN.
Kaxgas rpynna (nogrpynna) B fepeBe OOBbEKTOB COAEPXKUT OANHAKOBbLIE BKIAOKM AN MHOUBMAYaNbHON
HacTpowku napameTpoB Ans moaynen, APM, ceTeBbIX yCTPONCTB 1M NOArpynn B cocTaBe AaHHOMW rpynmbl
(kpome GasoBbix rpynn «CeTeBble YCTPOMCTBa» U «YOaneHHble OObEKTbI», AN HUX OOCTYMNHA TOSbKO
Bknagka «CBoakay).

6.2.1CBoaka ana rpynnbl b

Bknagka «CBogka» ans BbiGpaHHOM rpynnbl B AepeBe 00beKTOB 0TOOpaXkaeT obLee CoCcTosiHne Mmoayrnen
W ceTeBbIX YCTPONCTB, BXoAdAwmx B rpynny (Puc. 97).
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Puc. 97. Bknagka «CBogka» ang rpynnel 4B

YnpaeneHve gaHHOW BKNagKoM aHanormyHo ynpaeneHunio Bknagkm «Ceogkay» Ha yposHe [b.
Ha naHenu MHCTpYMeHTOB AOCTYMHbI criegyowmne 4eNCcTBUS C rpynnon:

1. O6GHOBUTL MHpOPMaLMIO O rpynne.
MepevmeHoBaTh rpynmny.
[o6aBuTb B cocTaBs rpynnbl (MOArpYynnbl) HOBYHO Noarpynmny.

Ypanute rpynny u3 b (Bce BROXeHHble OObeKTbl rpynnbl nepemelyatoTcs B 6asoByto rpynny

AW

«YpaneHHble OObEKTBI»).

© o NG

CospaHue APM B cocTaBe rpynnbl.
CkaHupoBaHue ceTu Ansi 0GHapYy>XeHUsS MOLYNen N CeTeBbIX YCTPOWCTB.
[obaBneHne ceTeBoro ycTponcTaa.

MpoBepuTb JOCTYNMHOCTb CETEBLIX YCTPONCTB.
MpoBepuTb LLENOCTHOCTL CETEBbLIX YCTPOWCTB.

Ha naHenu WHCTpYMEHTOB OOCTYMNHbI Creaylolime KOMaHAbl OnepaTMBHOIO ynpaBreHus Ans rpynnbl
(Habop komaHza 3aBUCUT OT MOAYNEN, BXOAALWMNX B COCTaB rpynmbl):

1. BbIknouuTsb.

Mepesarpy3uTsb.

PasbnoknpoBaTtb nonb3oBaTeneu.
lMepecuntaTb LLENOCTHOCTD.
CobpaTb XypHanbl.
CurHXpoHM3MpoBaTb.

CuncTemHbIN XXypHan.

BknounTb aBapuinHbIN peXUM.

. OTKIMIOYUTb aBaPUNHBIN PEXMM.

© N TO N

10.C6pocnTb GIOKUPOBKN.

11.06HOBUTB.

12.YpaneHHoe BKNHOYEHME.

MpumeyaHue.

PesynbTtar

BbIMOJTHEHUA

KOMaHA

onepaTuUBHOIO

ynpasneHus

He oTpaxaeTca B XXypHanax ELLY. Takke He npegycmoTpeHbl BChbiBalLme 1 npoyve
yBEeIOMINEHNs O pe3yrbTaTax BbINOMHEHWUSI KOMaH onepaTUBHOrO yrpaBneHus.




6.2.2MNMonb3oBaTtenu v rpynnel Ans rpynnel b

Bknagka «[lonb3oBatenu u rpynnbl» Ha ypoBHe rpynnbl B cogepxuT cnucku rnobanbHbIX y4eTHbIX
3anucen u rpynn nonb3osatenen rpynnel Ab.

YyeTHble 3anucu rpynnel 1B

Kateropus «lMonb3oBatenun» cogepXut CNMCOK yY4ETHbIX 3anucen nonb3oBatenen rpynnel b (Puc. 98).

e ©® Y Monb3oBaTenu U rpynnbi
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Puc. 98. Cnu1cok y4eTHbIX 3anuncer nonb3osaTenein rpynnsl Ab

YnpaBneHne nosfb3oBaTeNs MM Ha ypoBHe rpynnbl [OB Npov3BOAUTCS aHanorM4yHo ynpaBfieHUIo
nonb3oBatensamu ansa b (cm. «[MapameTpbl nonb3oBaTenemny).

Mone «CocTosiHne» Ha ypoBHe rpynmbl NPUHUMAET CreayLwun Bua;

OoTMeYeHHoe (hrarom rnore o3HavyaeT, YTo AaHHas ydeTHas 3anucb nonb3oBaTens MMeeT OOCTyn
— Ha ypoBHe rpynnbl B, npu aTom «CocTosiHMe» 3agaHo (nepeonpeneneHo) Ha AaHHOM YpoBHe
faepeBa;

__ OTMeYeHHoe hnarom none o3HayaeT, YTo AaHHas yyeTHas 3anucb Nonb3oBaTens UMeeT AoCTyn
Ha ypoBHe rpynnbl OB, npu atom «CocTosiHMe» HacneayeTcs C YpOBHS Bbillie B AepeBe;

D __MycToe rosie 03Ha4aeT, YTO y4yeTHass 3anucb OTKMoYeHa Ans paboTtel Ha yposHe rpynnbl [B,
npu atom «CocTosiHme» 3agaHo (nepeonpefeneHo) Ha AaHHOM YpOBHE OePEBa;

__nycToe nosne o3Ha4aeT, YTO y4eTHass 3anucb OTKMoYeHa Ans paboTbl Ha yposHe rpynnbl 1B,
npu aTom «CocTosiHMe» HacnegyeTcs C YpoBHS Bbille B epese.

MpumeyvaHue. 3HadeHne nomns «CocTosiHME» He OTpaXkaeT COCTOsIHME YYeTHOW 3anucu
nonb3oBaTenier Ha BIIOXEHHbIX B rpynny obbektax. Hanpumep, ydyeTHas 3anucb MOXeT
ObITb OTKNOYEeHa Ana paboTbl HA ypoBHe rpynnbl (none « CocTosiHne» — MycToe), HO MMEeTb
JOCTyn Ha ypoBHe BKMoYeHHoro B Hee APM (ctout donar B none «CoctoaHue»).

lMpn 3TOM, NPU U3MEHEHWW COCTOSHWUS YYEeTHOW 3anncu Ha ypOBHe Bbile B Aepese,
COCTOSIHME NPUHYOUTENbHO M3MEHAeTCA Ha BOXeHHbIX obbekTtax. Hanpwumep, nocne
OTKIMIOYEHMS Ans paboTbl y4eTHOWM 3anvMcu Ha ypoBHe rpynnbl, paboTa y4yeTHOW 3anvcu
OTKNIOYaeTes Ang Bcex BnoxeHHblx noarpynn, APM (mogynei B coctase APM) u moaynen
6e3 APM.

Ha yposHe rpynnbl [1b B kaTeropumn «llonb3oBaTenu» Ha Bkrnagke «lonb3osatenu 1 rpynnbi» JOCTYMNHO:

e co3gaHue rnobanbHbiXx nonb3oBaTtenen (cMm. «CosgaHue nonb3oBatenen [Oby», «Perucrtpauus
OOMeHHbIx nonb3oBaternen B [1by», «Perncrpauns AoMeHHbIX Norib3oBaTenen No Mackey);

e yaaneHue rnobanbHbIX U JOMEHHbIX Nofb3oBaTtenen (CM. «YaaneHve nonb3oBarenen Aby);

e MPOCMOTP M HacTpoWka napameTpoB rnobanbHbIX U JOMEHHbIX Monb3oBaTtenen (cM. «apameTpbl
nonb3oBaTenemny);

e CMeHa Tuna y4eTHOW 3anucu nonb3oBaTens, B 3aBUCMMOCTM OT TOro, AN MoAyren Kakoro tuna
NPUMEHSETCA AaHHasa y4eTHas 3anucb nonb3oBaTens;

e BO3MOXHOCTb Bblbopa: «CMHXpPOHM3UPOBATb» WUNN «He CUHXPOHW3MPOBAaTb» YYETHYH 3anucb
C MoAynsMu;

e CMeHa napons y4eTHoW 3anucu nonb3oBatens (cMm. «HasHayeHve naponsay).

Fpynnbl nonb3oBaTtenen rpynnbi b

JononHUTenbHbLIM MHCTPYMEHTOM YNpaBrieHns npaBaMu y4eTHbIX 3anucen rpynnbl b — «pynnbi». 10T
WHCTPYMEHT PYHKLMOHUPYET aHanornyHo «JlokanbHbim rpynnam» B OC cemenctea Windows u goctyneH
B kaTeropumn «[pynnbi» Ha Bknagke «llonb3oBatenu v rpynnbi» (Puc. 99).
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Puc. 99. Cnucok rpynn nonb3oBatenen rpynnel b

YnpaBneHve rpynnamu nofb3oBaTenen Ha ypoBHe rpynnbl b Npon3BOAMTCSH aHaNOrMM4HO yrnpaBreHuto
rpynnamu none3oartenen ans Ab (cm. «[MapameTpbl rpynn nonb3oBaTenemny).

Y mogynewn cyllecTBYeT Takke CBOW CMNUCOK rpynn nonb3oBaTenen, B KOTOPOM Takke MOXHO BblbpaTb
HeobxoaMMble Ans goctyna k paboTte Ha moayrne.

3a paHHyo dyHkuuio otBevaeT none «CoctosHue». one «CocTosiHME» Ha YpOBHE rpynnbl JOMEHa
BesonacHoOCTV NpUHMMaeT cneayoLwmmn Bua:

OoTMe4YeHHoe (*)J'IaFOM none oO3Ha4YaeT, 4YTO AaHHaA rpynna nonb3oBaTtenen umeet noctyn
— Ha yposHe rpynnsbl OB, npu atom «CoctosHue» 3agaHo (nepeonpeneneHo) Ha AaHHOM YPOBHE
aepesa;

__ OTMeYeHHoe bnarom mnone O3Ha4yaeT, 4YTO [AaHHas rpynna nonb3oBaTenen MmeeT A0CTyM
Ha ypoBHe rpynnbl OB, npyn aToM «CocTosiHMe» HacneagyeTcs C YPOBHS BhilLe B AEPEBE;

1 — nycToe none o3HavaeT, YTo rpynna rnonb3oBaTernen oTKMoYeHa ans paboTbl Ha YpOBHE rpynnbl
B, npu atom «CocTosiHMe» 3adaHo (nepeonpeaerieHo) Ha JaHHOM YPOBHE AEPEBa;

NycTo€E noJie o3Ha4aeT, 4YTOo rpynna nonb3oBaTenen oTKIYeHa Ans pa6OTbI Ha ypOBHE rpynnbl
b, npu 3TOM «CocTtosiHne» HacnenyetTca C ypoOBHA Bbllle B JepeBe.

MpumeyaHue. 3HadyeHne nonsa «CocTosiHME» He oTpaxaeT COCTOsHUE rpynmbl
nonb3oBaTenen Ha BMOXeHHbIX B rpynny obbekTtax. Hanpumep, yyeTHas 3anncb MOXeT
ObITb OTKMNOYEHa Ana paboTbl Ha ypoBHe rpynnbl (none «CocTosHne» — nycToe), HO UMETb
OOCTYMN Ha ypoBHe BKMoYeHHoro B Hee APM (ctout donar B none «CoctosHuey).

[Mpun aTOM, NPY U3MEHEHMN COCTOSHUA IPYNMbl NONb30BaTeNen Ha YypoBHE BbilLE B AepeBe,
COCTOSIHME MPUHYOAUTENbHO W3MEHSETCH Ha BIOXeHHbIX obbekTax. Hanmpumep, nocne
OTKMYeHMs Ang paboTbl rpynnbl MNONb30oBaTenen Ha ypoBHe rpynnbl, paboTa rpynnbl
nonb3oBartenen OTKNIOYaeTcs ANs BceX BroxeHHblx noarpynn, APM (mogynen B coctaBse
APM) n mogynei 6e3 APM.

Ha yposHe rpynnbl 6 B kateropumn «pynnbl» Ha Bknaake «llonb3osaTeny u rpynnbi» OOCTYMHbI:

e co3gaHue rmnobanbHbIX rpynn nonb3oBatenen (cm. «CosgaHve rpynn nons3oBarenemny);

e ypaneHuve rnobanbHbIX rPynn nofb3oBaTtenen (CM. «YaaneHue rpynn nonb3oBaTenemn»);

e MPOCMOTP M HacTpoWka MapameTpoB rpynn nomnb3oBatenen (cM. «[MapameTpbl rpynn
nonb3oBaTeneny);

e CMeHa Tuna YYeTHbIX 3anucen rpynnbl, B 3aBMCMMOCTU OT TOro, ANs MOAYMEWN Kakoro Ttuna
NPUMEHSIETCA JaHHas rpynna nosnb3oBaTenew;

e yCTaHOBKa HacnegoBaHWs C NMOMOLLbLO NapameTpa «Hacnenosatby;

e BblOop: «CUHXPOHM3MpPOBATbL» UK «He CUHXPOHM3MPOBATLY» YYETHYHO 3annChb C MOOYISIMU;

e MPOCMOTP CBOWCTB rpymnm.

6.2.3Monutukn ansa rpynnsl Ab

Bknagka «MonuTukn» Ha ypoBHe rpynmnbl NO3BONSAET peAakTMpoBaTh NnapameTpbl 6e30nacHOCTU Ha ypoBHe
rpynnsl (nogrpynnsi) (Puc. 100).
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Pwuc. 100. Monutukn ana rpynn fJlomeHa 6e3onacHocTn

Hactpoika nonuTuk Ana rpynnel (NOArpynnbl) NPOM3BOAWNTCSA aHanorMyHo HacTpowike nonuTuk ana Ob
(cm. «MNonutukm [B»). ns npuMeHeHns napameTpoB Ha MOAYNAX HEOBX0AMMa CUHXPOHM3aLUMS.

MonMTMKM MOryT HacnenoBaTb YCTAHOBMEHHblE HacTpolku (oT OB unu oT rpynnbl, B COCTAB KOTOPOW
BXOOWT AaHHas rpynna (noarpynna)) unm npuHMMaTh UHAUBKUAYArbHbIE 3HAYEHNS crieaytoLmm oGpa3om:

1. Monntukn, AONs  KOTOPbIX OTMEYEHO HacnegoBaHue, MPUMYT  3HAYEHUsl, YCTAHOBIEHHbIE
Anga poauntensckoro obbekTa B aepese obbekToB ELLY: 3HaueHns ana OB vinu rpynnel. B atom cniyvae
nonuTUKM ByayT oTobpaxaTbCst HEYETKUM CEPbIM LIBETOM.

2. MonuTukn, Ans KOTopbiX BblGpaHbl U YCTAHOBIEHbI OPUrMHAaNbHbIE HACTPOMKKM, ByayT oToGpaxaTbCs
YeTKUM YepHbIM LIBETOM.

[nsi Toro, 4YTo6bl YCTAHOBUTL MK CHATb HacrnegoBaHMe HaCcTPOEK, MMEIKOTCS CrieayroLmMe BO3MOXKXHOCTY:

Onsa Toro, 4To6bl BCe NapameTpbl HacnegoBany 3Ha4YeHUs, yCTaHOBEHHbIE ANS POAMTENbCKOro obbekTa
Aepesa, HeobxoamMmo noctasuTtb nar B none «Hacnegyetcs» (puc. 101).

BT fon

Hacnepyetca MonuTrka

B J<J<

Puc. 101. BknioyeHne HacnenoBaHus nonmTuk oobekTa

1. Ecnv cHaTb chnar us nons «Hacnegyetcs», To Bce NapaMeTpbl OAHOBPEMEHHO CTaHyT 0603Ha4YeHbl Kak
UHAMBMAYanbLHO HacTpoeHHble (puc. 102).

BT porm

|:| Hacnepyetca MonuTika

Bxog: zanper ogHoBpemenHoi paBoTel NoAs30BaTENER |
YpoBHK gocTyna

MaHaaTHEIE METKI

.
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A P hil P a

Puc. 102. BbikntoyeHre HacnenoBaHUs NonnTUK oobekTa

2. Ons oThenbHO BbIGPaHHOM MONUTUKM MMEETCs BO3MOXHOCTb BbiOpaTb OpUrMHamnbHOe 3HayeHwue,



cHsiB/mocTaBmB hnar B none «Hacnegyetca» B CTPOKe C AaHHOW MOMUTUKON UNN U3MEHMB 3HAYeHune
NonMUTMKX B pedakTope.
Ecnu yacTtb nonutuk HacnegyeTcs, a YacTb UMEET OpuUrMHanbHoe 3HaveHue, none «Hacnegyetcs» nmeet
3HayeHue M|,

6.2.4 MexceTeBoM 3KpaH ans rpynnbl 1B

Bknagka «MexceTeBOM 3kpaH» Ha YpOBHE rpynmnbl MO3BONSAET YNpPaBnsiTb MEXCETEBbIM 3KPaAHOM Ha
ypoBHe rpynnbl (noarpynnel) JomeHa 6esonacHoctu (Puc. 103).

e © Y MexceTeBoii 3KpaH
v [0 HEPACTPEAE/EHHBIE OF... AECTBUA

Hacneay... ™ N2 Wus npasuna Hanpasnenve nepepauv  Tun npasua Mapamerpei npotokoos
1 DNS kutent NioBbie nakers: TCP/UDP-npaeuno flokaneHsie TCP-nopTe: Bee: Brewi
ARP MioBeie nakeTs ARP-npasiio IP-apec onpasurens: Bee; P-agpec 1

B CETEBLIE YCTPOI DHCP knuent Thobuie nakert: TCP/UDP-npasnno Nokanersie TCP-nopre: Bee; Briewnn

. § 4 HTTP/ HTTPS knmest VickoaaLLme nakeTsl TCP/UDP-npauno flokansHsie TCP-nopte: Bee: Brewi

B YAANEHHBIE OBBEKTHI - :
5 Internet Explorer HTTR/ HTTPS NroBeie naxers: TCP/UDR-npasuno floxansmsie TCP-noprs: Bee, Brewi
1GMP Thobuie nakers: 1GMP-npasuno  Bce
andex.ru Vcxosume nakeror IP-npasune Nokanbrsiii [P-agpec: Bee; Brewruii 1

Puc. 103. MexceTeBol akpaH Ans rpynn JJomeHa 6e3onacHocTu

YnpaBneHne MeXceTeBbIM 3KPaHOM Ha ypoBHe rpynnbl B npou3BoantCca aHanormyHo ynpasrieHuto
MexceTeBbIM 3KkpaHoM anst b (cm. MexceTeBon aKkpaH).

6.2.53apanuna gnsa rpynnol Ab

Bknapgka «3agaHusi» Ha ypoBHe rpynnbl NO3BOMSAET yNpaBnsiTe 3afaHUsSIMU Ha YPOBHE rpynnbl (Noarpynnbl)
HomeHa 6e3onacHocTu (Puc. 104).

e ® Y Q 3apanus

v = [omen Ge3onacHoCTH Cosgawo ¥ Bumonwero Tan Astop APM Mogyne Cratyc
M= eiEEaa @ 17.05.2023.. 17.05202318:28 Monysenue xo admin DESKTOP-IMAU... Dallas Lock 80 .. oKk YNPAB/EHUE 3ANAHUSIMU
chws-test AoGasuTs sananme
v OBAL
v B DESKTOP-IMA YANT b BLINONHERHbIE 3aAaHNA
@ Dala YAanuTh BCE 333t
v [3 CETEBLIE YCTP

© Hewlett-P; rd 1

© Hewlett-Packard 1

Pwuc. 104. 3apaHusa ana rpynn JomeHa 6e3onacHocTu

YnpaBneHne 3agaHnsMn Ha ypoBHe rpynnbl [1b npousBoguTcs aHamnorMyHoO yrnpasneHuo 3agaHusMu
ana b (cm. 3aganua OB).



7 APM OOMEHA BE3OMNACHOCTWU ELlY

B ELLY Dallas Lock APM ncnonb3yeTtcs Kak cnocob npeactaBneHnsi COBOKYMHOCTM HECKOMbKUX MOAYyIen
B KayecTBe eaMHON MawmHbl (puc. 105).

APM-1

Dallas Lock 8.0 MK8
Dallas Lock C3K B K3
Puc. 105. APM B gepese ELLY Dallas Lock

APM moxeT BKkNntouaTth B cebs Moaynv cnegyroLwmnx TUMNoB:

e C3W Dallas Lock 8.0-K/C;
C3W1 HC[ Dallas Lock Linux;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;

C3W BW Dallas Lock;

e AreHt ELLY.

7.1 HacTtpowuka APM

CospgaTte APM B KoHconm ELY moxHO ¢ nomoubto kHonku «Cosgate APM» Ha naHenu MHCTPYMEHTOB
«[encTemsi» Unmn Bocnosib3oBaBLUMCL KOHTEKCTHBIM MeHto B Aepese [b. Mpu cozpgaHmm APM notpebyetcs
BBECTW HAUMEHOBaHWE, KOTOPOE MOXHO BMOCIEACTBUN U3MEHUTD.

MepemeleHne APM B gepeBe oCyLLeCTBNAETCA nepeTacknBaHeM 3Haqka KHOMKOW Mbily B MOMe ApYyroro
3Hauka («Drag-and-drop»). NepemeleHne APM ocyliecTBnseTcs co BCEMU BNIOXKEHHBIMU MOOYNSIMUA.
Ypanute cyuwecteyiowiee APM MOXHO C MOMOLLBIO KHOMKW «YJanuTb» Ha MaHenuM MHCTPYMEHTOB
«[enctana» nnm BOCNOMb30BaBLUMCL KOHTEKCTHBIM MeHIo B Aepese [15. YaaneHne APM ocyuectensieTca
CO BCEMW BIIOXXEHHbIMWN OO bEKTaMW.

Kaxxgoe APM B gepeBe 06beKkTOB COOEPXWUT OAMHAKOBbIE BKMagKW ANS WHAMBMAYanbHOW HaCTPOWKU
napamMeTpoB ANs MoAynen B coctaBe gaHHoro APM.

7.1.1CBopgka APM

Bknapgka «Csogka» ansi BeiopaHHoro APM B fepeBe 06beKTOB oToOpaxaeT obLiee cocTosgHMe Mogyrnen,
Bxoaswmx B8 APM (Puc. 106).

e @ v Q Caonka

v [omen DesonacHocTH
VHUMIeHTBI GE30NACcHOCTH v
v [0 HEPACMPEOENEHH REiicTBUA

B Y [P —

+ [ OBAL [ Tonbro Henpowurartsie

O6nosurs

Nepenenosars
Mo KonuecTBy 33 nepHon

v @ DESKTOP-IMA 5

2
© Hewlett-Packard r 0 / 0

(] tik mikrotik h He npouuTaHo/Bcero

W YIANEHHBIE OBbE

00:00... 0Z00... 0400.. 06:00... 08:00. 10:00. 12:00... 1400, 1600,  18:00.. 20:00.. 2200,

= Komwecrso

YpannTe

Mo Tiny. Mo npvopuTETY

ONMEPATUBHOE YNPABNEHUE

Nepesarpysure

Buicmount

Cobpars »ypnans:
Pas6nokupoBaTh nonb3osatened
CHRXpOHISHPOBATE

Nepecuntars yenocTocrs

Puc. 106. Bknagka «CBogka» APM



Ha naHenu nHCTpyMeHTOB AOCTYMNHbI cnegyowune aenctensa ¢ APM:
1. OGHOBUTD.

2. MNepenmeHoBaTs APM.

3. Ypanutb APM.

Ha naHenu nHCTpyMeHTOB OOCTYMHbI CrieAylolme KoMaHabl onepaTtuBHoOro ynpasneHusa ans APM:
BbikniounTb.

Mepesarpy3uTsb.

PasbnoknpoBaTtb nonb3oBaTenen.

MepecumTaTh LENOCTHOCTb.

CobpaTtb XypHansbl.

CWHXpOHM3MpOoBaTh.

. YaaneHHoe ynpasneHuve.

Habop komaHa onepaTuUBHOIO yrnpasneHusa ans kaxagoro APM 3aBMcuT OT BXOOALMX B HEFO MOAYIEN.

No o~ wbdE

MpumevaHune. Pe3ynbTaT  BbINOMHEHUS  KOMaHL  OMEpPaTUBHOrO  ynpasreHus
He oTpaxaeTtcda B XXypHanax ELlY. Tawkke He npegyCcMOTpeHbl BCMfblBalOWME U Npodne
yBeJOMIIEHMS O pe3ynbTaTax BbIMOMHEHWUS KOMaHA OnepaTUBHOIO yrpaBneHus..

7.1.2MNonb3oBaTtenu u rpynnsl APM

Bknapgka «[lMonb3oBatenu v rpynnei» ans BeibpaHHoro APM cogoepXuT cnvcku rnobanbHbiX U JOMEHHbIX
y4YeTHbIX 3anucewn v rpynn none3osatenen APM (Puc. 107).

e © Y MonbzoBaTeNn U rpynbi
v O HEPACTIPEAENEHHBIE OF.. OMEPALIUM C MONB30B
Cocrommme ~ Yueman 3. Tanyuer... Mlonmoe uma  Onncanne Brapeney  Ponw aammncrpnposanua

T8 obAA admin Bee Ansmnncrparop no ymonsamio flowet - flo... Cospam

v 8 DESKTO 9 anonymous Cucrem... Anonymous user Mcnossyerca gns ceressix s... fomen - flo..

0 D. G auditor CA3 VK5 HAomen - flo...

user ClI3 IKS Hlomen - flo..

B CETEBBIE YCTPOWCTBA q Bee Hepacnpesi.

B YIANEHHBIE OBBEKTHI Bee Pomer - lo...

Pwuc. 107. Bknagka «lMonb3osatenu v rpynnbsi» APM

HacTtpoiika none3osatenen ansg APM npon3BoanTcst aHarnormMyHo HacTpownke rnorb3oBaTernen u rpynmn Ans
rpynnbl B (cm. «[Nonb3oBatenu u rpynnel Ans rpynnsl Ab»). Ang npyuMeHeHrs napameTpoB Ha Mogynsix
HeobxoaMMa CUHXPOHM3aLNS.

7.1.3Nonutnkn APM

Bknagka «[MonuTtukn» ana BbibpaHHoro APM no3sonsieT pegakTupoBaTb NapameTpbl 6e30macHOCTM
Ha yposHe APM (Puc. 108).

e © v Nonutukm

Bowen sesonacrocry s [ emoeemem | T | e

v [J HEPACMPEAENEHHBIE OB...

m

NEicTBUA

KoHrponk uenococti: Mommnkn | Pexim padoTs 3K ) [ ounca ocrarooii ungopaum | | Mo ACH ]
v OBAL ]

T I T I = I

Hacreayercn  Monumika 3nauenme Tan moayns

I8 CETEBbIE YCTPOWCTBA

B YIANEHHBIE OBbEKTHI

OUNbTPBI

Vs nonvmian =

Buibpars nce o

Crcrena
Dallas Lock 8.0 K8
Dallas Lock 8.0 K9

LEHSR B I R<Rl<J<J<J<N< iomiom

Puc. 108. Bknagka «Monutuku» APM



Hactporika nonutuk ana APM npou3BoAUTCA aHanormyHo HacTponke nonutuk ansa rpynnsl OB
(cm. «Monutnkn _anga  rpynnel [AB»). [Ona npuMMeHeHus napamMeTpoB Ha Mogynax Heobxoauma
CUHXPOHM3aLUS.

7.1.4MexceTteBou 3kpaH APM

Bknagka «MexceTeBoi akpaH» ans BblopaHHoro APM no3BonsieT ynpaBnsTb MEXCeTeBbIM 3KPaHOM Ha
ypoBHe APM (Pwuc. 109).

e @ Y MexceTeBoii IKpaH
v (3 HEPACMPEAENEHHBIE OF.. NEACTBUA
- A M Hacneny... © Ne Wms npasuna Hanpaenenve nepeaaun  Tun npaenia Mapamerpui npoTokenos
Sl 1 DNS knmerr Nrobie naxets: TCP/UDP-npaswne Slokanshsie TCP-nopr: Bee; Brewrn
ARP MiobLie nakeTs! ARP-npasuno 1P-aapec oTnpaswTenn: Bee IP-aapect
DHCP kament NioBbie nakeTsi TCP/UDP-npan lokanshsie TCP-nopre: Bee: Brewtn
4 HTTR/ HTTPS kamert Vooaaume naxers: TCP/UDP-npatwo Jlokansmsie TCP-noprs:: Bee; Brewunn
5 Intemet Explorer HTTP/ HTTPS NioBbie nakeTsi TCP/UDP-npan lokanshsie TCP-nopre: Bee: Brewtn
M YANEHHBIE OBBEKTHI IGMP Mobsie nakeTsi IGMP-npasinc  Bce

Puc. 109. Bknagka «MexceTeBoit akpaH» APM

YnpaBneHve MexXceTeBblM 3KpaHOM Ha ypoBHe APM npovsBOAUTCA aHanorMyHo YnpasrieHuo
MexceTeBbIM 3kpaHoM ans OB (cm. MexceTeBon akpaH).

7.1.53apaHusa APM

Bknapgka «3agaHusa» ansa seibpaHHoro APM nossonseT ynpasnsTb 3agaHuamu Ha yposHe APM (puc. 110).

e @ v 3ananns
o e e Cospano + Bummoaweno  Tun Astop APM Mogyns Crarye
* O HEPACTIPEAENEHHBIE O... Monyuenue ko... admin DESKTOP-IMAU... Dallas Lock 8.0 .. Oxuaanue ssinoameris YNPABMIEHWUE 3AJAHUAMU

* [ 0BAA Dobaswn saganve
v B DESKTOP-IMAUFQ9

Yganwms oce sapanmn

M YAANEHHBIE OBbEKTHI

Puc. 110. Bknagka «3apganusa» APM

YnpasneHve 3agaHuamu Ha yposHe APM npousBoguTcs aHanorn4yHo yrnpaeneHuto 3agaHusmun ana b
(cm. 3agaHua OB).



8 MoAaynn AOMEHA BE3OIMNACHOCTU ELY

8.1 HacTtpownka moayns

[ns no6asneHuns HoBoro Moayns B [JomeH 6e3onacHoctn ELLY nyTem ckaHMpoBaHWsi Anana3oHa ceTeBbIX
agpecoB (aaHHasa dyHkumst goctynHa anst mogynen C3U Dallas Lock 8.0, C3M HC[, Dallas Lock Linux,

AreHT ELLY), Heob6xoanmo:

1. Ha ypoBHe [omeHa 6e3onacHoCTM unu rpynnbl (NoArpynnbl) Ha Bknagke «Ceogka» Ha naHemnu
WHCTPYMEHTOB «[lencTBusa» HaxaTb KHONKy «CkaHMpoBaTb CETb» MMM BOCMONb30BATLCH KOHTEKCTHBLIM

MeHio B aepese [b.

2. MosiBuTCcHA okHO «CKaHMpoOBaHWE CeTU», B KOTOPOM Heobxoanmo BbIOpaTh BkNagky «Moaynb», BBECTU
ananasoH IP-agpecoB Ans ckaHMpoBaHMS U HaxaTb KHomMKy « CkaHupoBaTtb» (puc. 111).

D Crannposarine cerm

Ceresoe ycTpoiicrao

@ Cnpaexa

m]

Otmeria

X

Puc. 111. OkHo «CkaHupoBaHue ceTu»

3. Mo 3aBeplleHni0 npouecca CKaHWpPOBaHWSA K3 CnMcka OBHapyXeHHbIX 0ObEKTOB MOXHO BbIOpaTb
Te Moaynu, KoTopble Heobxogumo 3apernctpuposaTb B 1B, nnbo yctaHoBMTL cbnar Bo3ne cronbua
«APM», ons Beibopa Bcex oBHapyXeHHbIX Moaynen (puc. 112).

O CKaHNpOBaHKE CETh — [m| X
I
Cetemoe ycTpoiicTBD CKaHWpOBaHHWe CeTH... 0%
OBHapy#eHHIE ofberTh:
] APM Moaynb JNomen Aapec Cratyl
\:‘ CZIOTIS001-2.isc.confident.spb.oru Dallas Lock 8.0 MKE OTcyTcTRyeT 192168131.14
\:‘ cziotisd06-001.isc.confident.spb.ru Arewt ELLY Dallas Lock Windows  Jomen ELLY: OTIS-OBAD 192168.131.14
\:‘ Deploy2012R2.dIifw.org Dallas Lock 8.0 K10 OreyTeTeyer 192168131.5
\:‘ WIN2012.dlfw.org Dallas Lock 8.0 K10 OrcyTcTeyer 19216813117
\:‘ DEPLOYTX64 . difw.org Dallas Lock 8.0 K10 OrcyTereyer 192168131.9
\:‘ 1s2012Web5B.dl.local Dallas Lock 8.0 K10 OrcyTcTeyer 192168.131.27
\:‘ alt9sa.dl.local Dallas Lock Linux MK3 OrteyTerayer 192168131.20
[]  WIN-3U75MOGLBPC Dallas Lock 8.0 MKL0 OrcyTcTeyer 192168.131.34
\:‘ DESKTOPR-E3033VK.difw.org Dallas Lock 8.0 VK10 OTcyTcTeyeT 192.168.131.25
\:‘ DESKTOP-OVI4PMNH.difw.org Dallas Lock 8.0 K10 OreyTereyer 192168131.41
\:‘ localhost.localdomain Dallas Lock Linux MK3M OreyTeTeyer 192168.131.54
\:‘ DEPLOYEX64.dIfw.org Dallas Lock 8.0 K10 OTcyTcTeyeT 192168131.44
\:‘ DESKTOP-CEF2Q)5.difw.org Dallas Lock 8.0 K10 OreyTereyer 192168.131.64
\:‘ bds-winll-fizstend Dallas Lock 8.0 11K9 OreyTcTeyer 192168.131.68
\:‘ win2016.difw.org Dallas Lock 8.0 K10 OrtcyTereyer 192168131.76
\:‘ torwinl02004x32.dl.local Dallas Lock 8.0 K10 OrcyTcreyer 192168.131.90
</_| 152012Web5B.dl.local Dallas Lock 8.0 WKL0 OTcyTcTever 192168.131.91 5 v
Hasag

Puc. 112. Beibop o6bekToB anst peructpauum B 16



Mocne Bbibopa perncTpmpyemblx Moaynen HaxaTtb KHOMKY «3apernctpnpoBatby.
4. TosiBUTCA OKHO «PerncTtpaums mogyneny», B KOTOPOM HYXHO BBECTU aBTOPWU3aLMOHHbIE AaHHble
agMuHUCTpaTopa Moayns u kntod goctyna k b (puc. 113).

G PervcTpauma mogynei >

Knod goctyna Ab: b
MMA nonezoBaTENA: !
Mapono:

ANMapaTHele MOEHTHDMKETOPRE: 1 i

LA RSyl o=y o il AN EHTUQMEETOD HE BoldpaH
|
Hauate perucrpaumo Otmena |

Puc. 113 BBoa AaHHbIX ANg perucrpaumm

Haxatb kHOMKy «HavaTb peructpaumio» nocne BBoAa BCEX AaHHbIX.

5. Ecnn BBeAeHHble [JaHHble BepHbl, TO B cTaTyce perncrpauum otobpasutca pesynbtat «OKy,
W 3aperucTpMpoBaHHble MOAyNu nosiBaTca B AepeBe [lomeHa ©GesonacHoctu B 6GasoBouw rpynne
«HepacnpegeneHHble 06bEKTbIY.

MpumeyaHue. 3apervctpmpoBate moagynu B OB ELLY nonyyutcs, TONbKO Mpu ycrnosuw,
yto Ha APM, roe yctaHOBreHbl [aHHble MOAYNW, HacTPOEeHO paspeluaroliee npasurio
dunbTpaumm Ha TCP-nopTel 17901 n 17903 Ha Bxogsee coegnHeHmne.

MepemelleHne mMoaoyna B AepeBe OCYLLECTBNSAETCA NnepetackvBaHMEM 3Hayka KHOMKOW MbIW B nore
apyroro 3Hadka («Drag-and-drop»).

MmeeTca BO3MOXHOCTb [00aBWTb KOMMEHTapUA K MOAYMIO, ANS 3TOM0 HYXHO HaxaTb KHOMKY
«KommeHTapuin» Ha naHenm «[encrteusa» unm BOCMONb30BaTbLCA KOHTEKCTHbIM MEHI
B Aepese b (puc. 114). [Nob6aBneHHbin kKOMMeHTapum oTtobpasutcs B pasgene «WHdopmauus o6
obbekTe» Bknagku «Ceoaka.

MpumeyaHue. MakcumanbHas asiMHa KOMMEeHTapus K MOAYIo cocTtaBnseT 256 CMMBOSOB.

[na BeiBOga moaynst u3 [lomeHa 6esonacHocTu ELLY Heobxognmo:

1. BbibpaTb NyHKT «YAanuTb MOAYMNb» U3 KOHTEKCTHOIO MEHIO AaHHOro moayns B aepese b (puc. 114),
UNM BOCMOMb30BAaTbCA KOMaHOOW «YOanuTb» Ha NaHenu WHCTPYMEHTOB «[leNncTBusi» BKNagKku
«CBogka» Ha ypoBHe moayns B aepese OB (puc. 115).

v 3 DESKTOP-OV14PNH

KommenTapuii

¥aanuTe

Beipesate Ctrl+ ¥

Puc. 114. YaaneHne mogynsi NOCPEACTBOM KOHTEKCTHOTO MEHH0



Q

XK

*

CBogka

Jomen BezonacHocTi

) WHdopmauna 00 obbexTe
¥ [0 HEPACMPEAENEHH

Beon B A6

MocneaHes NoOAKMKHEHWE

*[O OBAL

v & DESKTOP-IMA [[Eree
@ Dallas Lock MAC-anpec

AHTHBMDYCHEIE Bazkl
M CETEBBIE YCTPOWC

Bepoua

Bepoua aHTHEMPYCa

YAANEHHBIE OB BE KOMMYECTED SKTHEHEIX CECoMA
KOMMOHEHTBI

MesxceTesol 3kpaH (M3)

HeaKTHEHEIA PEXMM

PesyneTaT nocneHed nposeprky KL
Cuctema ObHapys#enua Bropsenwin (COB)
TEXHWHECKER NOAAEPKKE

Yacosoi nosc

KOMMEHTaPMIA

WHUMOeHTh GesonacHoCTH

2023-09-28 16:15:36 (Gl
2023-09-28 17:15:42 (Gl
192.168.131.155
00:0C:29:93:E6:Co
HEM3BECTHO
10,1.0,786-dev-C

5

HCA /M3 f COB f CKHN
Brn,

Bk,

HapyweHWid HeT

Bren,

[OeiicTeuTensHa no 07.0
GMT +03:00

AECTBUA

O6noBMTE

Kommentapuid

Yaanute

Puc. 115. YaaneHue nocpeactsom naHenn «dencreunsay

2. YpaneHHbli Modynb nepeMecTutcs B 6a3oByto rpynny «YaaneHHble oobekTbl» Aepesa [Ob.
Kaxabln Moaynb B AepeBe 06bEKTOB COAEPXKUT BKNAAKN ANS MHOUBMAYANbHON HACTPOWKN NapameTpoB

B 3aBMUCMMOCTU OT ero tuna.

MpumeuaHme. B ELLY peannsoBaHa BO3MOXHOCTb paboTbl C MOZYISIMU, PacnosioOXeHHbIMN
3a NAT, B pamkax ogHou ceccun. Kak TONbKO Ceccusi 3aBeplunTcd, CBA3b C MoAynem
pasopseTcs. B cnegyowmn pas ELLY cMoxeT cBa3aTbCca ¢ Mogynem, Korga Moayns co3gact

HOBYK CeCCHIO.

8.1.1CBoaka moayns

Bknapgka «Csogka» Ha ypoBHe moayns oTobpaxaeT obLiee coctosHme moayns (Puc. 116).

Q

Xk

~ JlomeH BezonacHoCTH

Ceonka

§ Wndropmaums 06 obbekre
* (O HEPACMPEAENEHH

Bson 5 16

Mocnearee nomwoueHie

*[J OBAL

v B2 DESKTOP-IMA [cEsrnes
MAC-aapec
AHTUBMDYCHBIE Basbl
I CETEBBIE YCTPONC JESC]

Bepatm aHTUBHpYCa

M YJANEHHLIE OFbE

KonM4ecTso akTHBHLIX CeccHil
KomnoHerTs!

MexceTesoi SxkpaH (M3)
HeakTHEHSIR pEskiM

PesynbTaT nocneaHeii nposepki KLL

Texrieckan noadepiKa

Yacosoi nosc
KoMMeHTapHA

(] Tonsko HempoumTarHeie

WHUKeHTbI 6e30NacHoCTH

2023-09-28 16:15:36 (GI}
2023-09-28 17:15:42 (GI}
192.188.131.155
00:0C:29:93:E6:C8
HEMSEECTHO
10.1.0.786-dev-C

5

HCA /M3 / COB [ CKH-1
Brn,

Beikn,

Hapywenuii et

CucTena Ofrapyerus Bropwenuii (COB) Bin.

LeiicTemTensha no 07.0
GMT+03:00

1]

NEARCTBUA

06HOBHTE

Kommenrapumii

Ypanuts

OMEPATUBHOE YTNPABJIEHW

Beikaounts
Nepesarpysvms

CobpaTE MYDHANE

E

Puc. 116. Bknagka «Cogka» Mogynsi




Bknapgka cBogka Ha ypOBHe MOAYNs BKMOYaeT B cebs pasgenbl:
e  VH(opmaunsa o6 o0bekTe;
e  VHUMAEHTbI 6€30MacHOCTK.
CocTtaB napameTpoB, BbIBOAMMbIX B pasgene «MHdopmaumsa 06 obbekTe» 3aBUCUT OT Trna Moayns.

WHdbopmauus B pasgene «MHUmMpeHTbl HesonacHoCTM» opMupyeTcsi MO aHanorMm ¢ ocTanbHbIMU
obbektamu gepea b (cMm. «MHUMOEHTLI 6€30NacHOCTUY).

CocTtaB kOmMaHpg, onepaTtuBHOIo ynpaslieHUdA 3aBUCUT OT TuUNa MmoaynsA.

MpumeyaHue. Pe3ynbTaT  BbINOMIHEHUA  KOMaHg  OMepaTMBHOIO  ynpasrieHus
He oTpaxaeTca B XXypHanax ELLY. Takke He npeaycMOTpeHbl BCNMbiBalOLWMe U npoyme
yBEeOMINEHNS O pe3yrbTaTtax BbINOMHEHWUSI KOMaH OnepaTMBHOrO yrpasneHus.

8.1.2MNMonb3oBaTtenu v rpynnbl MOAyns

Bknagka «[lonb3oBaTenu v rpynnbi» Ha YpOBHE MOOYNS COAEPXWUT CMMCOK rnobanbHbIX U OOMEHHbIX
nonb3oBaTenen v rpynm, HacnegyeMbiX C YPOBHEW BbILLE MO NEPapXUnN U CO3aaHHbIX HAa YPOBHE OAHHOIO
MOoAyns, a Takke MOAYIbHbIX nonb3oBaTenen (Puc. 117).

e o v MonbzoBaTenwu u rpynnbi

v (3 HEPACTPEAENEHHBIE OB... OMEPALLIUM C NONb30BATENAMU

Cocrossme ~ Yuersaszanwce  Kateropws  Tun yuemwod 3anucu ELLY Nontoe uus Onmcanme

v[O 0BAL

admin Tnobanbhan  Bce ANMHHUCTRATOP NO YMONH3HNID Cospare
anonymous Tno6ansman  Cucrema, DL8.0 KB, DL8.0 MK9, DLB.0 K10, C311 BM UK4 Anonymous user Vicnonnzyerca gns cetensix sxon
q Tnoanwhan  Bee

denisyuke Mopyntman  DL8.0 K10 Apmmnmcrpatop Gesonacocu Agmunmcrpatop Gesonacsoctn

<] <]

B CETEBbIE YCTPOICTBA secServer Mogynenan  DL8.0 MK10 secServer user Micnonk3syetca Ana cuHKpoHM3aLI

Puc. 117. Bknagka «[lMonb3oBatenu v rpynn» Moayns

YnpasneHuve rnobanbHbIMU U JOMEHHbIMM MOMb30BaTENSAMM U rPYNNaMn Ha ypoBHE MOAYSsi NPOM3BOANTCA
aHarnorn4yHo ynpaBfieHU0 MoNb3oBaTeNsAMM W rPpynnaMu Ha YPOBHe rpynnbl AomMeHa 6e3onacHocTu
(cm. «[MNonb3oBatenu v rpynnbl Ans rpynnbl AB»).

MpumeyvaHue. [MobanbHbEIM y4eTHBIM 3anMcaM, CO3gaBaeMblM Ha YpOBHE MOAYNS,
aBTOMaTNyecKkun npuceameaeTcs none «Tun y4etHon 3anvcu ELLY», cooTBeTCcTBYIOWNIA TUNY
AaHHOro moaynsi.

[ns nonb3oBaTenen u rpynn Ha ypoBHe moaynsa none «Kateropus» oTtobpaxaeTca B oblieM cnucke
nonb3osaTtenen u rpynn. Mone «KaTteropusa» npuHuMaeT 3HayeHus «nobanbHas» n «MoaynbHas».

N3meHnTb KaTeropuro nosfib3oBarena unn rpynnbl cpencrtesamMm KOHCOSN EU,y Helb34.

CyuwecTtBytowime go momeHTta Beoga B b ELLY Ha mogyne nonb3oBaTtenu v rpynnbl nocrne BBoda Mogynsi
nog ynpasneHue ELLY pernctpmpyloTcs B kayecTBe MOAYrbHbIX MONb3oBaTenen u rpynn.

Mma moaynbHOro nonib3oBatens WAM HasBaHWe MOAOYMNbHOW rpynnbl MOXEeT coBnajaTb C UMEHEM
CYLLIECTBYIOLLMX B AOMeHe Ge3onacHOCTM rnobanbHbIX M JOMEHHbIX Monb3oBaTtenen 1 rpynn. B Takom
cnydae npuopuUTET MpPU  CUMHXPOHM3auum OyaeT wMeTb MOAYIMbHbIA MOMb30OBaTENb UMM rpynna
COOTBETCTBEHHO. [1prMopuTEeT NPU CUHXPOHM3aUMN NoApa3yMeBaeT, YTO TakoW Nosib3oBaTeslb Unn rpynna
OyayT nepefaHbl Ha MoAyMb C NapaMeTpamMu, HACTPOEHHbIMU AN MOAYITbHOIrO NOfb30BaTENs UMK TPyNNbI
cooTBeTCTBEHHO. B uHTepderice koHconu ELLY Takue mMoayrnbHble y4eTHbIE 3anncu U rpynmnbl BblAeneHbl

3Ha4yKoM A (puc. 118).

Coctoanme Yuernan sanuce “  Karteropwua Tun yuetno# sanmck ELLY
' H;Iiﬂ_ - rT:Ea?:Han_l Bce
I A admin Moagynshas | DL8.0 MK10
™ _ancuEm-:E - _rncu_ﬁanl:aﬂ Cwcrema, DLE.D MKE, DLS.C

Puc. 118. CoBnageHne nMeH MoaynbHOro 1 rnoGansHoro nonb3osartens



MpumeyaHue. ocne BbiBoga moayna m3 [b Bce rpynnbl U nonb3oBaTenuM ocTalTCcs
B cruckax Ha moayne. Npu noBTopHOM BBOAE Moaynsa B [1b Takve nonb3osatenu v rpynnbl
6yayT 3apeructpupoBaHsl B ELLY ¢ kaTteropuen «MoaynbHas» 1 6yayT UMeTb NpUopuTeT Npu
CVHXPOHM3aUnK.

[na moaynbHbIX Nonb3oBaTenen He MOXET OblTb HAa3HavYeHa ponb Ha agMuHUCTpupoBaHue [1b.
MogynbHble y4eTHbIE 3anMcy MOTYT ObITb BKITHOYEHbI B rrobarnbHble rpynnbl Nofib3oBaTeNen.
[nsi npyMeHeHns NnapaMeTpoB Ha MOAyne HeOOX0AMMa CUMHXPOHM3aLUS.

8.1.3Monntnkn moayns

Bknagka «lMonutnknu» ansa BbibpaHHOro mMoayns NO3BOMseT pedakTMpoBaTb napameTpbl 6e3onacHocTv
Ha ypoBHe moayns (Puc. 119).

e @ v MonuTHKK
" Roven Gesonzaiocn [ e | T T | O I eemwees
~ O3 HEPACMPEAENEHHBIE OF... [ kompons uenocmocr: Mommmn | | Pesxim paborsl €31 ][ oumena ocrarouron wipopuaumn | | MatgarHuiii gocyn ] LEACTBHA
* & DESKTOP-IMAUFQY
Hacreayerca  Monurua Jnauenme Tun mogyna

B YA NEHHBIE OB bEKTHI

OWIbTPbI

Vi ronnTan

Puc. 119. Bknagka «lMonuTtukm» mogyns

Ha ypoBHe mMoaynsi B CnncKke AOCTYMHbI TOMBLKO NONUTUKK, akTyanbHble AN AaHHoro Tuna moayns ELLY.

Hactpoika nonutuk Ons mogyns NpOM3BOAMTCS aHanorMyHO HacTpowke NONWMTWK Ans rpynnel OB
(cm. «Monutmkn ang rpynnel AB»).

Ons NnpuMMEeHeHnA napamMeTpoB Ha MO YNAX Heobxoamma CUHXPOHN3aUUnA.

8.1.4 MexceTeBOM 3KpaH moAayns

Bknagka «MexceTeBown 3kpaH» Ha ypoBHe MoAyns no3sonseT ynpasnsate M3 ansa moaynsa (Puc. 120).

e o v MesceTeBoii 3kpan

HacTpoiikn M3 ] Mpasuna M3

NEIACTBUA

v =) Lomen GeonacHocTn

* 3 HEl EAENEHHBIE OF...
oE) G Hacneay... © N2 Vims npasina Hanpacnenne nepegaun  Tan npasuna NapawueTpe: npotoxonon
1 DNS knnert lioGeie naxers: TCP/UDP-npaguno Nokansheie TCP-nopret: Bee: Brewrm
ARP flroBeie naxere: ARP-npasuno  IP-agpec omnpasutens: Bee; IP-agpec 1
DHCP nment MioBeie naxers: TCP/UDP-npasuno Slokanswsie TCP-noprat: Bee; Brewrm
4 HTTP/ HTTPS ket VicxopaLLme nakeTst TCP/UDP-npasuno lokanshbie TCP-noprat: Bee: Brewrm

M CETEBbIE ¥CTP

5 Internet Explorer HTTP/ HTTPS MroBeie nakers: TCR/UDP-npaguno Nlokansweie TCP-noprer Bee; Brewmn

(I Bl <J<J<N<Mem

B YAANEHHBIE OB bEKTHI

IGMP MioBbie NakeTs! IGMP-npasuno  Bee

Puc. 120. Bknagka «MexceTeBow akpaH» Moayns

Ha ypoBHe mMopynsa AoCTynHbl HAacTporkn M3, akTyanbHble Ans gaHHoro Tvna mogyns ELLY.

YnpasneHve M3 Ha ypoBHe MOAYNs NPON3BOAUTCS aHaNOrM4HO yrNpaBneHNo MeXCeTeBbIM 3KpaHoOM ANs
OB (cm. MexceTeBoM 3KpaH).

8.1.53apaHunsa moayns

Bknapgka «3agaHusi» Ha ypoBHe MOAYMsi NO3BONSET yNpaBnsaTh 3agaHnamm ans moayns (Puc. 121).



e ® Y 3apanua

Lomer Besonacroctn Cospa ~ Bunonneno Tun Astop. APM Mogyne CGrarye =
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Lock 8.0 MK10

I CETEBbIE YCTPOUCTBA Ynanmts sce saganns

M YAANEHHBIE OBbEKTHI

Puc. 121. Bknagka «3agaHus» mogyns
Ha ypoBHe moaynsa AOCTYyrMHbI 3agaHuns, akTyanbHble Ans JaHHOro Tuna moayns ELLY.
YnpaeneHve 3agaHusMn Ha ypoBHE MOAYNSA NPON3BOANTCSA aHaNorMyHo ynpasneHuo 3agaHnsamum ansa b
(cm. 3apgaHua OB).

8.1.6 XKypHanb!l moayns

Bknagka «KypHanbi» ans BbibpaHHOrO MOAYNs NO3BOMSET MpocMaTpuBaTh XypHanbl 6e3onacHocTu
moaynsa (Puc. 122).

e o Y MypHanbi

[ 5 Howen Gesonacsoc [ s IR i T I i T, ) B
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Puc. 122. Bknagka «>KypHanbi» mogynsi

KaTeropuu xypHanoB Ha BKNagke COOTBETCTBYIOT Ha3BaHMUSIM XypHarnoB Ha MOAYNSIX.
CnpaBa pacnonoxeHbl NaHerNb MHCTPYMEHTOB «PUMbTpbI» U NaHesb UHCTPYMEHTOB «[lencTBus».

MapameTpbl punbTpauumn 3aBUCAT OT KaTeropuu xxypHana. Copoc 1 npumeHeHue BbiGpaHHbIX OUNbLTPOB
ocywecTanseTcs no komaHge «CépocnTtb» u «MpUMEHUTE» COOTBETCTBEHHO.

OTpMnbTpOBaHHbIE 3aNUCK XXypHana MOXHO COXPaHUTb B BbIOpaHHY0 nanky B Hy>kHOM Tune channa (TXT,
CSV), ¢ NOMOLLbIO KOMaHAbl «OKCMOPTMPOBATL XXypHany» Ha NaHenu NHCTpyMeHToB «[dencTus».

[na ounctkm XypHana Mmoaynd ncnosb3yeTcd KoMmaHaa «Oumnctntb XypHan».



9 MOAYIlb C3U DALLAS LOCK 8.0-C/K

9.1 BBopg moaynsa B [1b

Beectn mogyne C3U Dallas Lock 8.0 B [JlomeH 6e30nacHOCTU MOXHO crneayoLmMmmn cnocobamum:

e B npouecce yctaHoBkm C3U Dallas Lock 8.0;
yepes obonouky agmuHuctpaTtopa C3U Dallas Lock 8.0;
C noMoubto koHconu ELLY (cm. «HacTpovika moaynsy).

BHumaHume! Mpu BBoge moaynst C3U Dallas Lock 8.0 B [1b gomkeH 6biTb cobntogeH psa
YCIOBUIA:
e B JIBC gomkeH 6biTb paboTtatowmin cepeep ELLY;
e Mexay moaynem u cepepom ELLY pomkeH OblTb CBOGOAHBIN OOMEH nakeTamu
no TCP/IP nopty 17900.

BHuumanue! Nocne Beoga mogyna C3W Dallas Lock 8.0 noa ynpasnenue ELLY 3HayeHus
napameTpoB 6e30nacHOCTM noanexar CUHXPOHW3auun co 3HadeHuamn nonutuk ELY
Ansi 6azosow rpynnbl «HepacnpegeneHHble 06bEKTbIY.

9.1.1BBoa moaynsa B [1b B npouecce yctaHoBku Dallas Lock 8.0

B npouecce yctaHoBku Dallas Lock 8.0 B okHe BBoAa napamMeTpoB NPUCYTCTBYIOT NOMs Ansi BBoAa MO4yns
B [1b Ha gaHHOM aTane (puc. 123).

MapameTpbl KoHhUYpaLuK

[“|BeecTi komnbioTep E Aomen BesonacHocTy!

@ [omeH Cepeepos DE30MacHOCTH

() fomen EAWHOrO UEHTPa YNpaEneHuA

Cepeep: | |

Knwoy gocTyna: | |

DESKTOP-OV14PNH

Dallas Lock

KoHburypawma; CTaHoapTHas w

default

MpUMEYEHUE: BBOA KOMMBIOTEPE B A0MEH BE30NacHOCTH 1 MPUMEHEHWE
hafNoE KOHPMMYDALIM MOPKET OCYLLECTENATECOA NOCNE YCTaHoEkH T34

< Hasan YCTaHOBUTb OTMeHa

Puc. 123. NapameTpbl yCTaHOBKM CUCTEMbI 3aLLUThI

Heobxognumo noctaBute ¢nar «Beectn komnbioTep B AomeH GesonacHocTu». [anee, Heobxoammo
BblGpaTb NyHKT «[JomeH EgnHoro ueHTpa ynpaeneHusi». B cooTBeTcTBYOWME NONS HEOOXOAMMO BBECTMU
ums cepsepa ELLY, kntou goctyna k b n uma APM, B cocTtaBe KOTOpPOro HeoOXoauMO BBECTM MOAYIb,
W HaxaTtb kHomnky «[danee». Ecnu umsa cepeepa ELLY BBeaeHO HEBEPHO, TO MO 3aBEPLUEHUIO YCTAHOBKM
C3M B obnactn yeBegomneHun nosiButcsi coobuieHne o6 owmbke BBoAa KommnbioTepa B [JomeH
©esonacHocTn (puc. 124).



52|
I, Dallas Lock 8.0

| KomnewTep sawmwen C3l14 Dallas Lock 8.0 X |

Owwnfka BE0QA KOMNLOTERE B goMed GesonacHocT! X
(¥kasaHHbll CcEpBEep HEJOCTYNEH)

Puc. 124. Ownbka BBoga komnbtoTepa B b

Ecnu npouecc Beoga moayns B [1b npowen ycnewHo, To B gepeBe obbektoB [JomeHa 6e3onacHocTu
B rpynne «HepacnpegeneHHble ob6bekTbl» MosABUTCA HOBbIN APM ¢ ykasaHHbIM MMEHeM, B KOTOPOM
3apeructpuposaH moayns C3W Dallas Lock 8.0.

9.1.2BBopa yctaHoBneHHoro moayns Dallas Lock 8.0 B 1B

[na Beoga moayna B 16 yepes3 060n04ky agMmMHUCTpaTopa Heobxoanmo:

1. Y6eauTbes, uto cepBep ELLY goctyneH no cetw.

2. 3anyctutb obonoyvky agmuHucTpartopa Dallas Lock 8.0 Ha moayne.

3. OTkpbITb BKNagky «lMapameTpbl 6e3onacHocTM» — KaTeropusi «Bxoa». BeibpaTe napameTp «[omeH
©e3onacHoCTU» U HaxaTb Ha «CBolcTBa» naHenn «dencteus». OTKpoeTcs OKHO «HacTponkn gomeHa
©esonacHocTun» (puc. 125).

Hactpofikn gomera GesonacHocTH *

Wma gorena:

| | af

Cnu1cok cepsepos AOMEHE:

Cepeep GesonacHoCTH Cratyc

BeecTk B AoMeH | 3aKpbITh

Pwuc. 125. Hactporiku 1B

4. HaxaTtb kHomnky «BecTu B someH». OTKpoeTCcs OKHO BBOAA KNMEHTa B AOMeH 6e3onacHocTu (puc. 126),
roe Heobxoanmo:
e BbIbpaTb NYHKT «[JomeH EAMHOro LeHTpa ynpasneHus»;
e BBeCTU UMs cepaepa ELLY;
e yKasaTb KN4 Jgoctyna Kk gaHHomy [1b;
e ykasaTb umsa APM, B cocTaBe KOTOPOro HeO6X0AMMO BBECTU MOAYIb.

Beog knweHTa B gomeH Be3onacHoCTH >

O [LomeH Cepeepos DesonacHoCTH

(®) [lomer EAMHOMO LEHTPa YNpaBneHts

Cepeep: ‘ 192.168.122.155 |

Knoy aocTyna: ‘ e |

s APM: ‘ APM_DL_8.0| |

Omnera

Puc. 126. Beoa komnbtoTepa B b ELLY




Hanee Heobxoanmo HaxaTb kHoMky «OK», n, B criyqae ycnexa, Yepes HekoTopoe BpeMsi MosiBUTCH
coobLeHne 0 ToM, 4TO Moadynb ycnewHo BeeaeH B [1b (puc. 127).

Dallas Lock 8.0-C >

BEbIMOAHWTE NEPE3arpysKy, yToBEl BCE M3MEHEHKWA BCTYMWAK B

o KomneoTep BEEAEH B 40MeH Be30nacHoCTH, PekomeHayeToa
cHAY,

Puc. 127. CoobueHne o6 ycnewHom Beoge moaynsa B b

5. lMNepesarpy3utb MK ang nogkntoyeHns u cuHxpoHm3sauumn moaynsa ¢ Ob.

B nepeBe obbekToB [JomeHa 6e3onacHocTu B rpynne «HepacnpegeneHHble 06beKTbI» MNOSABUTCH HOBbIN
APM c ykasaHHbIM MMeHeM, B KOTOpOM 3apermctpuposaH mogynb C3U Dallas Lock 8.0.

9.2 BbiBOoa moaynsa us 1b

BeiBectn moagynb C3W Dallas Lock 8.0 ns [lomeHa 6e30nacHOCT MOXHO criegyoLwwmmm cnocobamu:
e C nomouwpbto koHconu ELLY (cm. «HacTpovika moaynsay);
e yepes obonouky agmuHmncTpatopa C3U Dallas Lock 8.0.
[nsa BbiBOga Moaynsi Yepes 00004Ky agMUHUCTPUPOBaHUS HEOOX0AUMO:
1. 3anyctuTb 060M04KY aAMUHUCTPUPOBAHWS Ha MOAYMeE.
2. OTKpbITb BKNagky «MapameTpbl 6Ge3onacHocTM» — kateropus «Bxog». BeibpaTe napameTp «[omeH

©es3onacHoCTU» K HaxaTb Ha «CBorcTBa» naHenn «dencteusi». OTKpoeTcs okHO «HacTponkn gomeHa
©6esonacHocTu» (puc. 128).

Hactpoiikm gomena BesonacHooTk *

Ma gomeHa:

| [OoMeH_BezonacHocTy

CrWcoK cepeepos QoMeHa:

Cepeep GezonacHOCTA Cratyc
B pbad-win2016-34: 17900 MoakmoHEH
BriBECTH M3 AoMeHa JaKpeITE

Puc. 128. Hactponkn 16

3. Haxatb «BbiBecTn u3 gomeHa». OTKPOETCS OKHO AN MOATBEpXOeHus BbiBoda mopynsa u3 b
(puc. 129).

Dallas Lock 8.0-C

Bl yE2peHEl, 4TO XOTHTE BLIESCTH KAMEHTA M3 40MEHa
BezonacHoCTK?

ber

Puc. 129. BeiBog mogynsa us b




4. HaxaTb «[a». [NoasuTcs cooblieHne o ToM, 4To Moaynb ycnewHo BeiBeaeH ns b (puc. 130).
Dallas Lack 8.0-C hod

o KoMOeiTEp YCNEWHO BRIBELEH W3 JOMEHE BE3IONACHOCTH.

Puc. 130. CoobuieHune 06 ycnelwHom BbiBoAe moayns us b

B koHconn ELY ypmaneHHbln moaynb nepemectutcda B 6asoBylo rpynny «YAaneHHble O6beKTbi»
aepesa [b.

MpumeyaHume. MNMpu oTCyTCTBUM CETEBOrO NoakNtoYeHus k Cnyxbe ELLY, mogynb moxeT 6biTb
BbiBegeH n3 [lomeHa 6e3onacHoctn ELLY npuHyguTensHo. MNpu atom, B KoHconu ELLY Takon
MOZYyIb NPOJOIIKUT OToBpaxaTbCs, HO ero ctaTyc 6yaeT «HegocTtyneH».

MoaToMy, Kaxabli MoAyrb, BblBEOEHHbIN U3 coctaBa [1b BO Bpemsi OTCYTCTBMS CBS3U
co Cnyx6on ELLY, Heobxoamnmo AoNOMnHUTENBHO yaansaTb BpyyHyto 3 KoHconu ELLY.

9.3 YpaneHHoe pa3BepTbiBaHue C3U Dallas Lock 8.0

CyllecTByeT BO3MOXHOCTb BbINOMHUTL YycTaHoBky Dallas Lock 8.0 uUeHTpanu3oBaHHO Ha OAMH WK
HeCKOJbKO KOMMbIOTEPOB, PacroNnoXeHHbIX B ogHoi JIBC.

YaaneHHas yCTaHOBKa BO3MOXHa B CreayrLinx BapmnaHTax:

e LIEHTpPanNu30BaHHO — ANd rpynnbl KOMMbIOTEPOB, MMEKLWUX OAMHAKOBbIE UMEHA W Naponu
agMmuHucTtpartopa OC;

e [ON151 KOMMBIOTEPOB, MMEILLMX MHANBMAYANbHbIE MMS U Naponb agMuHucTpaTopa OC, yaaneHHy
YCTaHOBKY CrieflyeT BbINOSNHATL OTAENbHO OT APYrUX.

9.3.1YpaneHHoe pa3BepTbiBaHMe C NOMOLLbLIO KoHconu ELLY

MpumeyaHue. Mo ymonuyaHuio B onepaumoHHbIX cucteMax HadmHas ¢ Windows 7 goctyn
K yAaneHHOMY KOMMbKTEpPY Mog JOKanbHOW Y4eTHOW 3anucbio 3anpelleH. [MoapobHyto
MHpopMmaumio 06 3TOM OrpaHMYEeHUM MOXHO HaWTu Ha odmumanbHoMm cante CnpaBku
n nogaepxXku komnaHum Microsoft no apgpecy https://support.microsoft.com/kb/951016
(Ha aHrmMNCKOM s3bike).

Ona paspelweHns yaaneHHoOro nOAKNIOYEHUs Mo JoKanbHOM  YYEeTHOW  3amnuchbio
HeobxoamMMo B pefakrope peecTpa no nyTu
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Syste
m co3gatb kntod Tuna dword ¢ nmeHem LocalAccountTokenFilterPolicy co 3HavyeHnem «1»
(«LocalAccountTokenFilterPolicy»=dword:00000001) 1 nepesarpy3ntb  KOMMNbIOTEP.
B kpynHbIX ceTax ¢ AD gaHHOe 3HaYeHne MOXHO pacnpoCTpaHUTbL Yepes NoMnUTUKN.

BHumaHue! Mo ymonuaHuio yaganeHHoe pasBepTbiBaHME BbINOMHAETCA Yepe3 nopt 445.
Ons atoro Ha ueneBbix TC B bpaHgmayape Windows Heobxoanmo paspelumnTb Bxogsime
nogkrnoyeHus onga noprta 445.

BHumaHue! [Ins Heckonbkunx uLeneBblXx TC UeHTpann3oBaHHY0 yAaneHHyl YCTaHOBKY
MOXHO OCYLLECTBUTb TOMbKO MPU BbIMOMHEHUW CAEAYOLWUX YCIOBUN:

e uenesble TC BxoaaT B 10T ke gomeH AD nnn LDAP, yto n APM ¢ ELJY Dallas Lock;
e  V3BECTHbl MMSA MOfb30BaTeNsl M Napofb AOMEHHOW YYETHOW 3anncu C npaBamu
agMVHUCTpaTopa JOMeHa.


https://support.microsoft.com/kb/951016

BHumanue! [1na BBoaa knveHTa B AomeH 6e3onacHoctn ELLY B none onpeaenenuns gomeHa
yKa3sblBaeTCsi UMs NMoSib30BaTeNs U JOMEH, B CBSA3M ¢ YeM Ha knneHTe C3W HC/ Dallas Lock
8.0 He gonyckaeTcsa Hanmune npobena B umeHun nonb3oeatens OC.

BHumanue! Ha knneHte C3UM HC[ Dallas Lock 8.0 He nogaepxuBatoTcs NosfHbIe MeHa
OOMeHa — He [ofnyckaeTCcs Hanmume TO4YkM B UMeHM gomeHa. [pu HeobxogmmocTu

yKasaHMW JOMEHHOIo NorMHa B MacTepe paseopadneaHusa DL8.0 ncnonb3ayite 3anuck Buaa
domain\user.

IOnsa yonaneHHon yctaHoBkn C3W HC[] Dallas Lock 8.0 Ha knvMeHTe ans y4eTHOW 3anucu agMnHucTparTopa
AomkeH OblTb 3adaH napornb. YCTaHOBKY HeEOBXoAMMO OCyLlecTBRATb Mo npotokony IPv4, Ha MOMEHT
0OHOBNEHNs1 N YCTAHOBKU MoAynen HeobxoamMmo oTknunTb npoTtokon IPv6 Ha APM ¢ koHconbto ELLY.
[anee HeobXxoAUMO BbINOMHUTL CRegyoLmne Lwarm:

1. Tlepen ueHTpanu3oBaHHOW YCTAaHOBKOW HeobXoAMMO pa3MecTWTb Ha KOMMbKTEPE, Ha KOTOPOM
3anyueHa koHconb ELLY, auctpubytus C3 HC[ Dallas Lock 8.0.

2. 3anyctutb KoHconb ELLY oT umeHn agMuHucTpartopa.

3. [anee HeobxoaMmoO OTKPbITb rfaBHOE MeEHK KoHconu ELLY E — «YTUnutbly — «YaaneHHoe
passepTbiBaHue DL 8.0».

B oTkpbiBLLEMCS OKHE Heobxoanmo A06aBuTh Lenesble TC aAna yaaneHHoro passepTbiBaHusA. TC MOXHO
[06aBUTb OOHUM M3 crnedyloLLmMX crnoco6oB, Yepes:

e py4yHOW BBOA ajpeca — [ANs 3TOro HyxXHo 3anonHuTb nons «llopt» n «Beeaute IP-agpec
UNN ceTeBOe MMS KOMMblOTEpay, 3aTemM HaxaTb kHonky «[JobaButb komnbtoTep» (puc. 131);

e MMMOPT M3 hanna — HaxaTtb «MMnopT u3 ana» n NPUKPenuTb TEKCTOBLIN darin co cnmckom |P-
agpecos uenesbix TC.

MpumeyaHue. [Ina danna ¢ IP-agpecamu BO3MOXEH criefyoLmn popmat cnucka: B Kaxaom
CcTpoke tharina moxeT BbITb ykasaH TONMbKO oauH IP-agpec 6e3 4ONONHUTENBHBIX CUMBOSOB.
Mpumep:

192.168.0.1

192.168.0.35

10.10.112.55

O Mactep yaanenHoii ycranoskn Dallas Lock 8.0 — O *

CNUCoK KOMNbIOTEPOB
YCTEHOBKS CNMCKS KOMNBKOTEPOE ANA NOAKAKCYEHHA

Mopt 445 =

BeenuTe IP anpec MK CETEBOE MMA KOMMLIOTEPE

“ )

Puc. 131. Cnucok uenesbix TC ansa yaaneHHoro passepToiBaHma C3W HCL Dallas Lock 8.0

KHonka «YganuTb» Heobxoamma anga yaaneHusa nobaesneHHbIx paHee |P-agpecos.
Mocne pobaesneHus uenesbix TC B CNUCOK, HEOBXOANMMO HaxaTb KHOMKY «[aneex.

4. 3anonHuTb NapaMeTpbl YCTaHOBKWU, KOTOpble OyoyT NPUMEHEHbI K MOAYNAM B MPOLECCE aKTMBaLMM
C3U HCL Dallas Lock 8.0 (puc. 132):
e IOrVH 1 naponb agMuHuctpaTopa OC Ha uenesbix TC;
e IIOTMH W Naporib cynepnonb3oBaTens (ONuuUoHasnbHo).



O MacTep yaanennoi ycranoekn Dallas Lock 8.0 - [m| X

BBO[ aBTOPH3ALHOHHBIX [AAHHBIX
WUETHBIE AaHHLIE AAMUHWUCTPaTOPa oc KOMNEIOTEPOE KNMEHTOE

Wma

Mapone

D Co3aaTh HOBOro NONb30GETENA § KAHECTEE agMiHucTpaTopa MB

< Hasag fanee > OTmeHa

Puc. 132. MapameTpbl yctaHoskmn C3W HC[ Dallas Lock 8.0

Mocne 3anonHeHus Bcex HeobxoauMbIX Nonen HY>KHO HaXaTb KHOMKY «Janeey.

5. B cnepytowem okHe (puc. 133) Heobxoanmo ykasaThb:

e NyTb K ucxogHomy auctpmndytmey C3W HC[ Dallas Lock 8.0;
e HOMEp NULEH3UN, KOTOPLIN yKka3aH Ha obnoxke yTnapa;
e KOO TEXHUYECKOW NoaaepKKM, KOTOPbIN yka3aH B NMCbMe, OTNPaBNEeHHOM Ha SMEKTPOHHYIO MOYTY.

Mpn Heo6xoAMMOCTM NMPUMEHEHUS ONpeaeneHHoN KoHdurypaumm ana guctpnbyTrea, MOXHO NOCTaBUTb
dnar «CoxpaHaTb HAaCTPOMKM OT MpedblayLien yCTaHOBKUY UNK ykasaTb NyTb K dhanny KoHurypaumm
ans C3U Dallas Lock 8.0. Ecnin none He oTMeyeHo hnaroM 1 He ykasaH MyTb K hanny KoHdurypauuw,
npuMmeHsaeTcst KoHpurypaums «I1o ymonyaHuoo», 4To UMeEeT CMbICH TOMBKO NMpU OGHOBMNEHNN.

Onsi BBoga mogynen B [lomeH 6e3onacHocTn ELLY cpa3sy nocne yctaHOBKM, MOXHO nocTaBuTb cpnar «Beog
B AoMeH 6esonacHocTu ELY», ykasaTtb umsa cepsepa ELLY v knioy goctyna k 1. 3atem Haxatb «[Janee».

Ecnu paHHble ans BBoga moayns B OB ELLY (B Tom uvcne kntody goctyna) Obiny ykasaHbl HEBEPHO,
TO ycTaHoBKa OyneT npuoctaHoBneHa. KHonka «[anee» OygeT HeakTMBHa A0 TeX MOp, NMoKa AaHHble
ansi seoga B [1b ELLY He 6yayT BBeaeHbl BepHO. YTObObI Npoaomk1Tb ycTaHoBKY 6e3 BBoga moayns B [1b
ELLY HeoGxoanmo cHATb conar «Beoa B gomeH 6e3onacHocTn ELLY ».



O Mactep yaanennoi yeranosin Dallas Lock 8.0 - ] X
MapaMeT pel yCTaHOBKH
Beifiop ycTaHosouUHoro Gaiing M NapaMeTpoE YCTAHOBKA
McxoaHeIR AMCTpUEYTUE
Homep nrueHsm
Kon Texnopaepssu
COXPaHATE HACTPOIMKK OT NPEABIRYIWEN YCTEHOBKA
BriGpats
D Bson B nomer hiesonacrocTy ELLY
desktop-imaufg.isc.confident.sp 79
< Hasap fanee > Otmmera

Pwuc. 133. Beibop yctaHoBouHoro dparna C3M HC Dallas Lock 8.0

6. B cneaytouiem okHe (puc. 134) MOXXHO HAaCTPOUTL AOMNOSNHUTENbHbIE NapaMeTpbl YCTAaHOBKM, TaKue Kak:

e [epesarpyska yOaneHHOro KomnbiTepa nocre YycTaHoBKW. [locTaBreHHbIn B OkHe hnar
no3BofsieT aBTOMATUYECKN Mepe3arpy3nTb KOMMbIOTEP MOcMe 3aBepLleHnsi YCTaHOBKU
C3W Dallas Lock 8.0 no ucteyeHuto ycTaHOBIEHHOIO BPEMEHU, MHAYe KOMMbIOTEP OOJPKEH ObIThb
nepesarpyxeH nonb3oBaTenemM CaMOCTOATENbHO;

e coobueHne ansa nonb3oBatenen. CoobLeHne, ykazaHHOe B AaHHOM OKHe, ByaeT noBTopATbCA
C 3aflaHHbIM MHTEPBAsoMm, Ang nosnb3oBaTenen, Ha YbMX KOMMNbIOTEPAX MPOM3BOAUTCS YCTAHOBKA
C3W Dallas Lock 8.0.

3aTteM HaxaTtb KHOMKY «YCTaHOBUTbY.



U Macrep yaanentoi ycranoskn Dallas Lock 8.0 — X

[lononHNTENbHBIE NAPaMET Dbl YCTaHOBKH
Biifiop AONOAHUTENLHLIA NAPEMETPOE YCTAHOSHK

O {MepesarpysiTh yAaNeHHEIR KOMMSHOTEP nocne YUEH_Q_B__I‘_'-}_’_IE

MepesarpyanTe Yepes (MuH.) 1=

Ananasor oT 1.40 999999

CooblueHue AnA nons3osaTensi

MoBTopATE coofiuleHue yepes (MuH.) 05

Auanazon or 0 o trepesanpyswa, O - He MosTopATS

< Hazan YcTaHosnTs OTMeHa

Pwuc. 134. JononHutensHble napameTpbl yctaHoBkm C3W HC[ Dallas Lock 8.0

7. Danee MOXHO NnpocMaTpuBaTbh COCTOSIHUE MpoLiecca YCTaHOBKM ANs KaXXAoro knueHta (puc. 135).

O MacTep yaaneHHoii yetaHosku Dallas Lock 8.0 — x

Mpouecc ycTaHOBKK

IP agpec DNS uma Mpouecc

192.168.12.133 DESKTOP-... ABTOpPWZALMA NOB3CEATENEM

3aBEpUWHTL OTHEeHa

Puc. 135. NIHopmauusi o xoae LeHTpannu3oBaHHOW yCcTaHOBKM cpeacTtBamun ELLY

8. Mo OKOHYaHMIO Mpouecca LEeHTPanM3oBaHHOW YCTAHOBKU MOSABSATCA COOTBETCTBYHOLIME KOMMEHTapWM
YAAYHOTO UM He yAa4yHOro 3aBepLUEHNs onepauuu.



9.3.2 leHTpanu3oBaHHas yctaHoBKa cpeactBamu Active Directory

CpeactBamn Microsoft Windows Bo3moxHa LieHTpanu3oBaHHas yctaHoBka Dallas Lock 8.0 Ha paGoune
CTaHuwmu, Bxoaswue B coctaB KoHTponnepa gomeHa. Heobxoanmble ons yCTaHOBKM AENCTBUS BKIIOYAOT
B cebs:

dopmumpoBaHue danna yctaHoBku B KoHconu ELLY.

CospgaHne To4ku pacnpocTpaHeHus Ha KoHTponnepe gomeHa.

Cos3paHne 06bekTa rpynnoBor NONUTUKK ANS LieHTpan1M3oBaHHOW yCTaHOBKM cpeactBamum AD.
KoHcpurypaums n npumeHeHne rpyrnnoBov NOMUTUKN.

9.3.2.1 NoparoToBka msi-guctpuoyrmnesa DL8.0 ana AD

B ELLY cywectByeT BO3MOXHOCTb noarotoButb amctpmbytms C3W Dallas Lock 8.0 ansa ycrtaHoBku
cpencteamu Active Directory.

Mepen Hayanom NoAroToBKM ANCTPMOYTUBA HEOOXOOUMO Ha KOMMbIOTEPE, HA KOTOPOM 3anyLLeHa KOHCOMb
ELY, pasmectutb anctpubytus C3UM Dallas Lock 8.0.

MpumeyaHue. BoamoxxHocTb co3gaHms auctpubytmea C3U Dallas Lock 8.0 ans yctaHoBKM
cpeagctBamm Active Directory B koHconn 3anyweHHon nog OC Linux 3abnokupoBaHa.
CospaHne guctpubyTtrnsa Bo3mMoxHO Tonbko nog OC Windows.

[ns BbINOMHEHWs NOArOTOBKM ANCTPMOYTMBA HEOBXOAMMO OTKPbITb FMaBHOE MeHo koHconu ELY E -
«YTmnntel» — «[logrotoBute auctpubytme DL8.0 ans AD». lNosaButcs okHO «Mactep noaroToBku
anctpubyTtusa Dallas Lock 8.0 ans Active Directory» (puc. 136).

O Mactep noarotoskmn guctpuiytuea Dallas Lock 8.0 gna Active Directory — O *

BBo[, aBTOPH3aLMOHHBIX [aHHbIX
Y4eTHblE AaHHBIE AAMMHMCTPaTOPa OC KOMMLIOTEPOB KIMEHTOB

Wma ||

Mapone

D Co3aaTh HOBOMO NOMb30BATENA B Ka4ECTEE aAMMHMCTpaTopa MB

lanee > Otmena

Puc. 136. Hayano nogrotoBku guctpmubytnea C3U Dallas Lock 8.0 gns AD

B okHe ob6s3aTensHO yKa3aTb y4€THble JaHHble agMUHUCTPaTopa oC KOMMNbOTEPOB KITMEHTOB.

Takke cywecTByeT BO3MOXHOCTb nocTaButb dnar «Co3gaTb HOBOro nonb3oBaTens B KayecTBe
aaMmunHuctpatopa Vb», 3agaTte umMsa y4eTHOM 3anvucyn agMUHUCTpaTopa MHpopMaLumnoHHon 6e3onacHoCTur



W napornb Ang Hee. B pesynbTaTe GyaeT NnpMHyaANTENbHO CO34aHa y4eTHas 3anncb Nonb3oBaTens, Kotopas
OyaeT BbICTynaTb B pONnu cynepagMmHucTpatopa nocne ycraHosku (o6HoBneHust) C3U Dallas Lock 8.0.
Mocne 3anonHeHns Bcex ob6s3aTernbHbIX MOME B NPaABOM HDKHEM YIiy CTaHET OOCTYMHa KHonka «[anee»
ONd nepexoaa K creyoLlemy Lwary noarotoBku AncTpubyTtuea.

O MacTep nogrotoekn guctpubytuea Dallas Lock 8.0 gna Active Directory - m} X

NapaMeTpbl yCTAHOBKH
Brifiop ycTaHoBouHOro $aiina v NapaMeTpos YCTaHoEKK

WoxogHeiA ancTpubyTre

HoMep nMUEeH3MIK

Koa TexnogaeprkM

COXpEHSATE HACTPOIKKM 0T NPEALILYLLER YCTAHOBKN

BriGpats

D Beon B nomer GesonacHocTi ELLY

< Hasag [anee > OTtmena

Pwuc. 137. Beog napameTpoB Ans anctpnbytusa

Ha BTOpOM Liare NOArotoBkM AuCTpnbyTMBa HEOOXOAMMO yKasaTb nMapameTpbl yAaneHHOW YCTaHOBKW,
KoTopble 6yoyT npumMeHeHb k LenesbiM TC nocne aktneauum C3U Dallas Lock 8.0 (puc. 137):

e [lyTtb k ucxogHomy anctpmbytuey C3U Dallas Lock 8.0.

e HOMEp NULEH3UN, KOTOPLIN yKka3aH Ha obnoxke yTnapa;

e  KOJ TeXHUYEeCKOW NOAAEPXKKM, KOTOPbIM yKa3aH B NUCbMe, OTNPaBNEeHHOM Ha SNEKTPOHHYO MOYTY.
Mpu HeobxoaMMOCTM NPUMEHEHMUS ONPEAENEHHON KOHpUrypaumum ona guctpnbyTrea, MOXHO NOCTaBUTb
dnar «CoxpaHATb HACTPOWMKM OT Npeablayllein YCTaHOBKM» UMK yKasaTb NyTb K hanny KoHdurypaumm
ana C3U Dallas Lock 8.0. Ecnin none He oTMeyeHo hnaroMm 1 He ykasaH NyTb K danny KoHdurypaumu,
npuMeHsieTca KoHurypauus «IMo ymonyaHuio», YTo MMEET CMbICI TOMbKO Npy 0GHOBIEHNN.
Mpun HeobxoammocTn BBoAa B AoMeH ELLY moxHo noctaBuTb chnar «Beog B gomeH 6e3onacHocty ELLY »,
ykasaTb ums cepsepa ELLY u kntoy goctyna k AB.
Mocne 3anonHeHus Bcex 00a3aTernbHbIX MOen B NPaBOM HKHEM Yriy CTaHeT LOCTYMNHa KHomnka «[danee»
ANsi nepexofa K cneayoLemy wary noaroToBku aucTpmbyTtuea.



O MacTep nogroToskm gnctpubytuea Dallas Lock 8.0 gna Active Directory - X

[lononHNTENbHBIE NapaMeT pbl YCTaHOBKH
Brifiop AONONHUTENEHEI NAPEMETPOE YCTEHOBKK

[[] NMepesarpysuTs yaaneHHsIi KoMNLHOTEP NOCTE YCTAHOBKM

MepesarpysuTh 4epes (MH.) 1+

CoofileHne AnA nonb3oeaTensd

OBTOPATL O

Puc. 138. Hactponka napameTpoB nepesarpysku

Ha cnegywowem ware noAroToBkM  AUCTpMOYTMBa  yKasbliBalOTCs NapaMeTpbl  nNepesarpysku
npu nHctannauum (puc. 138).

MocTaBneHHbIn B okHe dnar «[llepe3arpy3antb ydarneHHbI KOMMbIOTEP MOCIEe YCTaHOBKMY» MO3BONSET
aBTOMaTU4YeCKu nepesarpysuTb KoMMbioTep nocrne 3aseplleHns yctaHoBku C3U Dallas Lock 8.0
MO UCTEYEHUID  YCTAHOBMEHHOIO BPEMEHW, WHa4ye KOMMbIOTEP [OOIMKEH OblTb  nepe3arpyxeH
nonb3oBaTefnieM CaMoOCTOATENbHO.

Takke B AaHHOM OKHe 3afaeTcs MpPOU3BOSIbHOE COODLLEHNE M MHTepBar, Yepes3 KOTopbli OHO Byaet
NOBTOPATLCSA, AN NONb30BaTENEN, HAa YbMX KOMMbIOTEPaX NPoM3BoAMTCA ycTaHoBka C3U.

[nsi npodormkeHns NoAroToBKUM ANCTpMOYTUBa HaxaTtb «[1ogrotoBWTb», NMOCre 4Yero NosiBUTCA OKHO, B
KOTOPOM HeoBX0OMMO ykas3aTb OANPEKTOPUIO AN COXpaHeHUs oucTpmbyTumea.



O MacTep nogrotoekn gucrpuBytuea Dallas Lock 8.0 gna Active Directory - X

PeszynbTaTt noAroToBKuM

OBHOBNEHWE MSi YCMEWHO 3EBEPLIEHD
BAMHO: Mpu HECTPOIKE rpyNNOB0i NONMTHKK Ha KOHTPONNEPE AOMEHE,
OUCTPUEYTHE ANA YCTSHOBKKM HeobxoaMMo A0GEEMTE B pazaen "KoHbUrypaLwma KoMneoTepa”,

LMcTpuBYTHE PACTIONOKEH:
C:Users/Public/Documents/DallasLocks. OK-AD . msi

< Hazaa 3aBepLMTE OTtMeHa

Puc. 139. 3aBepLueHne noaroToBkM ANCTpubyTMBa

MosiBMTCA OKHO C coobleHnem o6 ycnewHoM O6GHOBMEHUM AOUCTpUOYTMBa [AONs ycTaHoBku AD.
OncTpubyTne GyaeT pacronoXxeH no nyTu, ykazaHHOMY B okHe (puc. 139).

MoaroToBNeHHbI AMCTPUBYTUB HEOBXOAMMO MnepeHecTM Ha KoHTpornnep gomeHa Windows Server,
C KOTOpOro ByaeT NpoM3BOAMTLCS YAaneHHas yCTaHOBKa.

Hanee Heobxo04UMO NPUCTYNUTbL K HACTPOMKaM HENOCPeaCTBEHHO Ha KOHTpornnepe AomeHa B cnyxbax AD.

9.3.2.2 Co3paHue ob6beKTa rpynnoBoun NOSIUTUKMN

Ha koHTponnepe AgoMeHa Heobxoaumo co3gaTtb OOBLEKT FpynmnoBOW MONMUTUMKM ANS pa3BepTbiBaHMSA
Dallas Lock 8.0.

1. Ons storo B cnyxbax AD Heobxooumo OTKpbITb OCHacTky «Active Directory — nonb3oBaTtenu u
KomMbiloTepbly. [lanee HaNTK nu co3gaTtb nogpasgeneHne, koTopoe GyaeT cogepXaTb KOMMbIOTEPDI,
Ha KoTopble TpebyeTcst yCTaHOBUTL cucTeMy 3almThl (puc. 140, puc. 141).



] Active Directory - nonbsosaTeni  KoMnbroTepsl — m} X
@aiin  Jdeiictene  Bug  Cnpaska

2| 2@ 0Bz HEI2eaETES

] Monesosatenn i komnsroTepbi |

| Coxpanennbie zanpoce
9 secdomair

Wiran Tun Onucanne

[ Builtin builtinDomain

[lenernposanie ynpasnenis... Default container for up...

= ae  Default container for do...
HaiiTu...

Default container for sec...
CMEHWTE AOMEH...
CMEHUTL KOHTPOAINED AOMEHA... Default container for ma...
MosbickTe pexknm paboTol 4oMEHE.. Default container for up...

Xo3nesa onepauii...

Cozgats > KomneroTep

Bece zapaun » KoHTakt

Bun N Mpynna
InetOrgPerson

QbHoBNTE

msDS-ShadowPrincipalContainer

3KCNOpTMPOEBaTE CNCOK... mslmaging-PSPs

Ceoiicraa Mcesgornm ouepegu MSMO
Cnpaska Moapazaenchne
MpuHTep
Menssceatens
< z OBLuan nanka

CoszgaHue HoBoro obbekTa...

Puc. 140. Co3paHue nogpasgenexus B AD

Hoeblii obwexT - MNogpasgeneqne *
-—':_'- Cospats B: secdomain.ad/
Wnn:
|maDu

ZAWLMTUTE KOHTERHED OT CNTYYaiHoro YOAneHA

Cmvexa Crpaexa

Puc. 141. ms HoBoro nogpasaenennsa B AD

2. B aT0 nogpasgeneHve nepeHectTn HeobxoaMMble KOMMBbIOTEPBI C MOMOLLLbI0 OYHKUUKN U3 KOHTEKCTHOTO
MeHio «lMepemecTutb» (puc. 142, puc. 143).



| Active Directory - No/B30EaTENN W KOMIETERE

Qaiin  Jeiictene  Bug  Cnpaexa

e« 253 4 XEHmEl 1

BETER

: Monesosatenn KOMMBHTEDDI i
| CoxpaHeHHsie 3anpockl
v F3 secdomain.ad
| Builtin

Tun Onucanue

JoBasnTb B rpynny.

OTentounTte YHETHYH 3anUCk

| Computers
= | Domain Controllers BrnrounTs yuethyto 3annce
| ForeignSecurityPrincipal: MepemecTuTs. ..
| Managed Service Accour Ynpaenerue
| Users
37 InstDL Bce 3agauqn
Beipesats
Yaanute
CeoicTea
Cnpaexa

Pwuc. 142. TTyHKT KOHTEKCTHOro MeHto «lepemecTuTb...»

MepemecTuTs >

MepemecTiTs 06bEKT B KOHTEAHED:

[=-3 secdomain
| Builtin
Computers
Domain Controllers
ForeignSecurityPrincipals

Managed Service Accounts
| Users

OmasHa

Puc. 143. MepeHoc pabounx cTaHuuin B nogpasneneHve

B cosgaHHOM noapasgeneHun NosiBUTCA CNUCOK C HEOBXOAMMbBIMU KOMIMbHOTEPaMMU.
Takum o6pas3oM, cosaaH 0ObEeKT rpynnoBoii NONMUTUKN AN pa3BepTbiBaHus M0.

BHumaHue! [Ins KoppekTHOW ypaneHHOM ycTaHoBku msi-¢paina C3U Dallas Lock 8.0,
nogpasfgeneHune cnenyeTt co3faBaTb MMEHHO Arsi KOMMbIOTEPOB, a HE A1 MoNb30BaTenen.

9.3.2.3 Co3aaHue rpynnoBOW NOJIMTUKM

Tenepb Ansi BbIOpaHHOro nogpasfeneHnss HeobxoaMMo €o34aTtb FPYMNMOBYH MOMMTUKY, C MOMOLLbIO
KOTopoW 1 6yaeT NpoucXoauTb yaaneHHas yCTaHOBKA CUCTEMbI 3aLUUTLI.

Co3gaHue M pefakTMpoBaHWe rpynrnoBbIX NonuTuk o6bektoB AD B Windows Server ocyllecTBnsieTcs
U3 OTAENbHOW KOHCONMW.

1. [Onsa cosganusa rpynnoson nonutukm B Windows Server Heo6X0AMMO OTKPbITb OCHACTKY (UITM KOHCOIb)
«YnpaeneHve rpynnoBon nonutukow». B pgepeBe KoHcOMM HeobGXxooumO pasBepHyTb y3en
HeobXxoaMMOoro JomeHa 1, BbiIbpaB co3gaHHoe nogpasaeneHue, NpaBon KHOMKOW MbIlW HaXXaTb MYHKT
MeHo «CosgaTb 06bEKT rpynnoBoOv NONUTUKN B STOM JOMEHE U CBA3ATb €ro...» (puc. 144).
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v _ﬁ Nec: secdomain.ad
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v
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w 3 secdomain.ad Wra
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az Default Domain Policy _i\‘ﬂec:secdomain.ad
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j Co3aaTe 0GBEKT rpynNNoBoi NOAMTHKW B 3TOM AOMEHE W CBA3ATE EMC..,

= CEA3aTE CYLLECTBYHLLMIA 0OBEKT rpynNoBoi NoAMTHKM...

=i EnokMpoBaTk HacneqoBaHNE

{1 Caii OBHOBNEHNE rPYNNCEOI NOAMTHKN. ..
e Moae 3
& Pesyn MacTep mogenupoesaHna rpynnoecid NoAWTHUEN...
Cozgate nogpazaencHne
Hoeoe okHo oTcroga
Yaanute
Mepenmenoeate
OBHOBNTE
Ceoiictea
< Cnpasxa

CDBAEHME obbekTa I'p)’l'II'IDEDﬁ MNCOANTHUEN WU CEASL EMC C JaHHBIM KDHTEﬁHEpDM

Pwuc. 144. KoHconb ynpasneHus rpynnosow nonuTtukon Ha Windows Server

2. B nosBuBLlIEMCHA OkHE HeobXxoouMMO BBECTU MMsS HOBOW rpynnoBowW nonutuku. B none ¢ ucxogHbim

00BLEKTOM rpynmnoBON MNOMUTUKA Hu4Yero BblbupaTb He cnepyeT. B cnucke 0OBEKTOB nosiBUTCS
cosgaHHas rpynnosas nonutuka (puc. 145).
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Puc. 145. HoBbIn 06bEKT rpynnoBOW NOSIMTUKK, CBA3AHHbIV C NogpasaeneHnem

3. Takum obOpa3om co3gaHa rpynnoBas nonuTuka ansg nogpasgeneHus komnbtoTepos B OC
Windows Server.

9.3.2.4 Co3paHue UCTOYHUKA YCTAaHOBKMU

Tenepb HEO6X0OAMMO ONPeaAenuUTb Tak Ha3blBaeMbI MCTOYHMK PaCMpOCTPaHEHNs MakeTa UM yCTaHOBKM
cchopmumpoBaHHoro msi-cpavina Ha cepepe Windows. 3To gomkHa 6bITb 00LLas ceTeBas nanka, kK KOTopon
paspeLleH AO0CTyN CneayoLwmm rpynnam nonb3oBaTenei:



e  aOMUHUCTPATOPLI;

e npoLlueaLlne NpoBepKy;

e [onb3oBaTenu JoMeHa.
PekomeHayeTcs MCNOMb30BaTh B KAYECTBE TOYKM PACNpPOCTPaHEHUS KOHTENHEDP MECTOHAXOXAEHMS CaMOM
rpynnoBon nonutnkni. OnpegennTb NyTb K Nanke Co CKpUNTamu rpyrnnoBon NOSIMTUKMA MOXHO PasfnyHbIMK
cnocobamu.
1. BHauane Heobxoammo onpeaenvTb YHUKanbHOEe UMSA FpynnoBOW MNOMUTUKMA.

B OC Windows Server onpegenntb yHUKansHoe MMs (yHUKanbHbIA KOA) rpynnoBON NONIMTUKA MOXHO
yepe3 KOHCONb YynpaBrieHUsi rpynnoBbIMA MNONMUTUKAMW, BbiAENUB HeobXoaMMYyK MNOMUTUKY
M OTKpbIB BKNagky ceoncts «CegeHusa» (puc. 146).
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Puc. 146. HoBbin 06BbEKT rpynnoBoi NONUTUKKN, CBA3AHHLIVA C NOAPa3aeneHnem

Mankn-koHTEeNHepbl FPYNMoBLIX MOMUTUK pacnonaralTcs B cucteMHon nanke «SYSVOL». Ota nanka
aBnaeTca obLier nankom B cOCTaBe O4HOro AoMeHa crnyxbbl katanoroe AD. lNMoatomy ee cBowncTBa
COOTBETCTBYIOT €QMHON TOYKE pacnpoCTpaHeHus.

2. Nanee HeoOxooumo onpegenuTb CETEBYD Manky C CO34aHHOW COOTBETCTBYHOLLEN rpynnoBOK
NONUTUKON ANSA YAaneHHOW YCTaHOBKN CUCTEMbI 3aLLUmThl (puc. 147).

| 1+ = | {95DC953D-BCRE-41EA-BDE0-6TD3AIF02225)
InasHaA MogennTeca Bug

< A AWin-Stmth6d2dfhSY SV O L\secdomain.ad\Policies\{ 330 C9530-BCB6-H EA-BDGD-67D3A3IR02229
# BuicTpelii gocTyn Wman [ara nameHenna Tun
I PaGounii cton Machine 24.03.2020 11:11 Manka c dainam
; 3arpysku User 20.03.2020 21:10 Manka c daidnam
2 Aokymese ] GPT.MI 24.03.2020 11:18 MapameTtpel KoH

=| MzoBpaxenna

System32

I PaBounii cron
& superadm
[ 3rot komneroTep
share (192,168.173.131 (testpcwing))
o sysvol (WIN-STMTHBDZDFD)
B Buaeo

=

Puc. 147. PacnonoxeHue nanku-KoHTeHepa rpynnoBon NOMUTUKK



B nankax rpynnoBbix MNONUTWUK pacnonaraeTtca katanor Adm, cogepxawmin wabnoHsl *.ADM,
ucnonb3yemble B obbekTax rpynnoson nonutuku, a takke nankm MACHINE n USER, Bkniovatowine
B cebs palnkl co cneumanbHbIMU NapaMeTpamu.

3. B nanke MACHINE HeobxogMmo pacnonoxuTb co3gaHHbeii  Ha  ELLY  guctpubyTtus
ana C3U Dallas Lock 8.0 (msi-cpaiin) (puc. 148).

| 1] = | Machine
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v | | {95DC953D-BCB6-41EA-BDEO-67D:
Machine

User

scripts

Pwuc. 148. MNMepeHoc msi-gucTpubyTrea B Nanky rpynnoBoi NONUTUKN

Taknm obpa3som, OblfT co3aaH UCTOYHUK YAarneHHON yCTaHOBKM cucTembl 3awmTbl Dallas Lock 8.0, koTopbiin
B kKOHTekcTe Microsoft umeeT Ha3BaHue « Toyka pacnpocTpaHeHUs».

9.3.2.5 HacTtpo#uka rpynnoBow NOSIMTUKU

Tenepb Heobxo4MMO U3MEHUTb CO34aHHbIA 00BHEKT rpyl'll'lOBOVI NOJINTUKN ONA pa3BepTbiBaHNA Mno.

1. B Windows Server pegakrtop 06bEKTOB rpyrnnoBOW MOMUTMKN OTKPbIBAETCA B KOHCOMNMW YnpaBneHus
rpynnosbiMu nonuTukamu. Heobxogmmo BbIOGpaTb CO3OaHHYK MOMAWUTMKY MPaBbiM LUEMYKOM MbILLK
N HaXkaTb B MOSABUBLUEMCS KOHTEKCTHOM MEHK0 «M3meHnTb» (puc. 149).
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Puc. 149. BbI30B KOHTEKCTHOrO MeEHI0 B KOHCOMM ynpaBreHns rpynnoBoi NONUTUKON

OTKkpoeTcsa HeobxoaMMoe OKHO pefakTopa. B jaHHOM okHe B iepeBe napameTpoB TpebyeTcs BbiOpaThb
YCTaHOBKY nporpamm (puc. 150).
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Pwuc. 150. OkHO pegakTopa rpynnoBOn NONUTUKA

2. [Janee B npaBoM none OkHa YCTAHOBKM MPOrpamMm C MOMOLLbIO KOHTEKCTHOTO MEHI0 co3gaTb nakeT
YCTaHOBKW: HaXaTb nocregoBatensHo «Co3aatby, «lMakeT...» (puc. 151).
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Puc. 151. Co3pgaHue nakeTta KoHurypaumm

3. C nomoubto npoogHuka Windows fo6aBuTb ceTeBOW MyTb K pacnpocTpaHAeMOMY YCTaHOBOYHOMY
nakeTy B obLier nanke (NakeTy yCTaHOBLLMKA B TOYKE pacnpoCcTpaHeHuWsl), KOTOpbI Obln pacnonoxeH
Tam paHee (puc. 152).
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Puc. 152. Bbibop pacnonoxeHns naketa ycTaHOBKU

4. BblbpaTb msi-nakeT n HaxaTtb KHOMKY « OTKPbITbY.

5. B guanoroBoMm OKHe BblOOpa mMeToda pasBepTbiBaHMSA MporpaMMm Heobxoaumo BbiIGpaTb BapuaHT
«HasHadeHHbIN» 1 HaxaTtb «OK» (puc. 153).

PazeepTeieaHle nporpamm x

BeiGepwTe MeToL pESEEDTRIEEHMA

My G NMuHBIR
() HasHAYEHHEI

() ocobibiil

BriGepuTe 3T0T NapaMeTn ANA HESHAYEHMKM ADNEIKE NPMN0XEHW
Ges uaMeHeHMA,

Omera

Puc. 153. Bbibop MeToaa pa3BepTbiBaHUS Nporpamm

Cuctema pasBepHeT chOPMUPOBaHHbLINA (hann yCTaHOBKW. BbiBpaHHbIA 06LWNIA YyCTaHOBOYHLIN NakeT
NosIBUTCSA Ha NpaBoW NaHenu pegaktopa 06BbEKTOB rpynnoBON NOMUTUKKM (puc. 154).
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Puc. 154. NosiBneHne HasHa4eHHOro naketa YCTaHOBKU B OKHE KOHCbVIpraLI,VIVI

Takum 06pasom, nponsBeaeHa KoHurypauuss Ana rpynnoBon NOAMTUKNA yAarneHHON YCTaHOBKM CUCTEMBI
3awmTbl Dallas Lock 8.0.

Tenepb ycTaHOBOYHbLIN MakeT OygeT ycTaHaBnMBaTbCcsA M3 oOLLel CeTeBOW Mankym Ha KOMMbTeps,
BXOAsILLME B COCTaB NoapasaeneHnsi C Ha3Ha4eHHON rpynnoBon NONUTMKON, yaaneHHo, npu 3arpy3ske OC.
YctaHoBka OygeT nmpoucxoauTb C ABYMS nepesarpy3kamum 3Tux KomnbtoTepoB. lNepsas Heobxoguma
ANs NPYUMEHEHNsT Ha3HayeHHon nonutukn. BTopas — kak ycnoBue yctaHoBku Dallas Lock 8.0 —
NpyHyAuTenbHas nepesarpyska.

Mocne  BTOpOM  nepesarpy3km  Bxon ke  OygeT  OCyWeCTBNATbCA  Ha  3alMLLEHHBIN
cuctemon Dallas Lock 8.0 komnbloTep.

9.4 YpaneHHoe obHoBneHune C3UN HC[ Dallas Lock 8.0

LleHTpanu3oBaHHoe o06HOBNeHMe npegHa3HavyeHo Ans OOHOBMEeHWs 3aperncTpupoBaHHbIXx B ELY
knueHToB Dallas Lock 8.0 (HaumHas c obHoBneHnus WK9 Ha WK10 w T1.4.). NonHoMounsiMm Ha 3anyck
LEeHTpanu3oBaHHOro o6HOBMNeHuss obnagaeT TOMbKO YNOMHOMOYEHHbIN nonb3oBatens ELY ¢ ponbto
«AAMUHUCTPATOP».

Mocne LEeHTparin3oBaHHOIo Unn JfiokaribHOro o6HOBNEHUS Moayna Ha CﬂG,EI,leLLI,VIVI WK Ha CTOpPOHE KInneHTa
COXpPaHAKTCA:

e TekKyllee pacrnonoxeHue mogyns B gepese [b;

e BCe paHee cobpaHHble XXypHansbl;

e  HacCTpoeHHble NoNUTUKN 6e3onacHoCTy;

e MapameTpbl y4eTHbIX 3anucen.
YcTaHOBKY HEO6X0AMMO OCYLLECTBMATL N0 NpoTokony IPv4, Ha MOMEHT OGHOBIEHNS U YCTAaHOBKU MoAYIen
HeobxoQMMOo OTKNIYUTL NpoTokon IPv6 Ha APM c koHconbto ELLY.
Ina ygpaneHHoro o6HoeneHusa C3W HC[ Dallas Lock 8.0 Heo6xoanMo BbINOMHUTL CriegyloLlme warkm:

1. Heobxoaumo oTKpbITb rMaBHOE MeHto koHconn ELLY E — «YTUnuUTbl» — «YaganeHHoe obHoBneHue
DL 8.0».

2. B oTkpbIBLLEMCS OKHE HEOOXOOUMO BbIOpPaTh KIMEHTOB, MOAYIIN KOTOPbIX HE0OX0AUMO 06HOBUTL (PUcC.
155). Heobxoanmbii 0OBbEKT MOXHO HaWTKM MO MMEHM Yepe3 MOMCKOBOK CTPOKY MIM MPY MOMOLLM
aepesa knuneHToB Dallas Lock 8.0, noctaBuB HanpoTnB HYXXHOIO KNUeHTa goraxok.
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Puc. 155. OkHo BbIGopa Mogynew Ans o6HOBNEHUs

3. 3anonHuTbL NapaMeTpbl, KoTopble OyayT NpUMeHeHbl K MoaynsMm B npouecce obHoeneHnss C3M HCL
Dallas Lock 8.0 (Puc. 156):
e none «Mmsa» gna BBoga normHa agmunHucTpartopa 6esonacHoctn mogynsa Dallas Lock 8.0 (none
06s3aTensHO AN 3anonHeHns);
e none «lMaponb» Ansa BBoga napons (none Heobsi3aTenbHO ANs 3arMOfTHEHWS).

O Mactep yaanenHoro cbreenenna Dallas Lock 8.0 - O x

BBog aBTOpH3aLHOHHBIX AaHHBIX
VYYETHLIE A&HHEIE AAMMHUCTPETOPE OC KOMMEOTEPOE KIMEHTOE

ina |admin|

Mapons

< Hazap, Hanee > OtmeHa

Puc. 156. Beoa aBTOpM3aLMOHHBIX AaHHbLIX 45151 OGHOBIEHUs!



Mocne 3anonHeHus Bcex HEOBX0AMMEIX NOMEN HYKHO HaxkaTb KHOMKY «[anee».
4. B cnepytouwem okHe Heobxoaumo (Puc. 157):

e yKkasaTb NyTb K AUCTPUOYTUBY C 0OHOBMNEHMEM (00sA3aTeNbHbIV NapamMeTp);
e  BBECTM HOMEP JIMLEH3UN B COOTBETCTBYIOLLEE MNore (none 06s3aTenbHO ANs 3anoNHEHNS);
e  BBECTM KO TEXNOAOEPKKN B COOTBETCTBYIOLLEE MOrie (nofne 06a3aTenbHO A8 3anofiHeEHUS ).

O Mactep yaanenHoro céroenenunn Dallas Lock 8.0 — [m| X
MapameTpbl obHOBNEHHA
Brifop aMTCPMBYTHEE M NapaMeTpos oBHOBNEHUA
Wecxoaneni anctpubyTus | C:fUsers/denisyuk. e/Desktop/DallasLocks. OK. msi BeiGpate
Homep nuueHsin
Kon Texnonaepski
< Hazap lanee > Otmena

Pwuc. 157. OkHo napameTpoB 06HOBMNEHNS

5. B cnegyowem OKHe MOXHO HacTpouTb AOMNOMHUTENbHbIE NapameTpbl 0bHOBNeHus, Takne kak (Pwuc.
158):
e nepesarpyska yaaneHHOro komnbtoTepa nocrne obHoBneHus. [locTaBneHHbIN B OKHe dhnar
nossofnsieT aBTOMaTMYeCKU Mnepes3arpy3ntb KOMMNbIOTEP Mocne 3aseplleHnss oBHOBNEeHus
C3W Dallas Lock 8.0 no ucteyeHuto ycTaHOBNEHHOIO BPEMEHU, MHAYe KOMMNbIOTEP AOIMKEH ObiTh
nepesarpyxeH nonb3oBaTenemM CaMOCTOATENbHO;
e coobueHne ans nonb3oBatenen. CooblieHne, ykasaHHoOe B JAHHOM OKHe, OyOeT NOBTOPSATLCH
C 3aJaHHbIM VMHTEepBanoMm, Ansi Monb3oBaTenel, Ha YbMX KOMMbKOTEPAX MPOU3BOAUTCS
o6HoBneHne C3U Dallas Lock 8.0.

3atem HaxaTb KHOMKy « OOHOBUTLY.
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Puc. 158. [lononHuTenbHble NapameTpbl 0OHOBMEHUS

6. [Janee MoXHO NpocMaTpmBaTb COCTOSIHWE Npouecca 0OHOBNEHUS Ans Kaxgoro knveHTta (Puc. 159). Mo
OKOHYaHMI0 Mpouecca LeHTpanu3oBaHHOro oO6HOBMEHUS NOSBATCH COOTBETCTBYHOLLME KOMMEHTapuu
YAaYHOTO UNW Heyaa4yHOoro 3aBepLUeHns onepauum.

O MacTep yaanennore oBuosnenua Dallas Lock 8.0 — O X
Mpouecc obHoBneHuna

IPagp.. ~ APM Mpougecc Nor
192168131.56 DESKTOP-380KT6L AsTopusauwa nonk3iceaTenem

3aBepwnTL Otmena

Puc. 159. Mpouecc 06HoBRNEHNS



9.5 HacTtpownka moaynsa C3U Dallas Lock 8.0

B nepeBe [omeHa 6esonacHoctn ELY npucytctBytoT 3apeructpupoBaHHble B [OB  Moaynu
C3W Dallas Lock 8.0 B coctaBe APM.

3Ha4vkn 06bekToB, 0603Havarwmx Moagynm DL8.0, 3aBUCAT OT COCTOSIHUSA MOZYNS U MOFYT MPUHMMATb
cnegyooLwnmn sna;

— MoAyJ1b NOAKITHYEH;

@'. — MoAynb noAkntoyeH u pabotaet B «HeaktnesHom pexume C3U»;

. — CBA3b C MOAyJ1eM OTCYTCTBYET.
HaCTDOVIKM Ha ypoBHE MoaynaA 0T06pa)Ka}OTCﬂ Ha HECKOJ1IbKMX OCHOBHbIX BKI1agKax.

9.5.1 CuHXpoHM3auus

[ns npuBegeHWs B COOTBETCTBME 3HAYEHMAM MNapaMeTpoB, BbICTaBrneHHbIM Ha ELYY, Ha mogyne
C3W Dallas Lock 8.0 Heobxoammo nposegeHne cuHXpoHn3auun. CUHXpoHn3auus MoxeT bbiTb MpoBeaeHa
npuv yCroBUWM Hanu4uMsa ceTeBoro noaknioveHns mexay ELLY v mogynem:
e pPU BKITKOYEHUN MOAYNS;
e nepuoanyecku (cm. «MapameTpbl paboTbl MOAYNENY);
e 0 KOMaHfe nonb3oBaTens:
e un3 koHconu ELLY;
e 13 obonoukn agmuHncTpupoBaHus mogyns C3U Dallas Lock 8.0.

CuHXpOHM3aLumsa No KomaHae u3 koHconu ELLY

KomaHnga «CuHxpoHusnpoBaTb» B koHconu ELLY ans mogynst C3U Dallas Lock 8.0 gocTtynHa Ha Bknagke
«CBopgka» Ha ypoBHe moaynsa B aepese [lomeHa 6e30nacHOCTM Ha NaHenu MHCTpyMeHToB «OnepaTuBHoOe
ynpasneHuey» (puc. 160).

BrIKnHOYnT b
Nepesarpysure
PazbnoknpoBaTte NONL30EaTENEH
MNepecynTaTe LEeNoCTHOCT b
Cobpatb MypHans

CHHXPOHHZNPOBATL

Puc. 160. KHonka « CUHXpOHM3NPOBaTb»

CUHXpOHM3aLMsA NO KOMaHAe U3 060Mo4YkKu agMHucTpupoBaHusa DL8.0

Ona npoBedeHMst CUHXpoHM3aumu ¢ [omeHoM O6esonacHocTu ELLY no komaHgoe u3 o6onoyku
agMuHucTpupoBaHuss moayns C3W Dallas Lock 8.0 Ha knueHTckom [1K Heobxoaumo BbINOAHUTL
cnegyoLwme warm:

1. BanyctuTb 060n04ky agmuHucTpmposaHusa C3U Dallas Lock 8.0.

2. OTKprTb OCHOBHO€E MEHI0 HaxaTnem KHOMKn @
3. Bbl6paTb MNYHKT OONOJTHUTENTbHOIO MEHK «CI/IHXpOHI/l3l/IDOBaTb ¢ [JomeHom Ge3onacHoCcTUy.

9.5.2C6o0p XypHanoB

IOna nonyyennst B ELLY 3anucen xypHanoB, Begywmxca Ha mogyne C3U Dallas Lock 8.0, Heobxoaumo
npoeefeHne cbopa xypHanoB. COOp KypHanoB MoOXeT OblTb NPOBEAEH NPU YCNOBMM HaNU4Ms CETEBOIO
nogknoyeHna mexagy ELLY n mogynem:

e  [1PU BKITIOYEHUN MOAYN4;



e nepuogunyeckm (cM. «apameTpbl paboTbl MOAYNEN»);
e [0 KOMaHAe nonb3oBaTens:
e un3 koHconu ELLY;
e 13 obonoykm agMmHucTpupoBaHma moayns C3U Dallas Lock 8.0.

C6op XypHanoB no KomaHge u3 koHconu ELLY

KomaHnpa «CobpaTtb xypHanbl» B koHconu ELLY ans mogynsa C3U Dallas Lock 8.0 goctynHa Ha Bknagke
«CBoaka» Ha ypoBHe Moayns B gepese [JomeHa 6e30nacHOCTU Ha NaHenmn MHCTpyMeHToB «OnepaTmBHoe
ynpasneHue» (puc. 161).

BrIKnHOYnT b
Mepesarpysnurb
PazbnoknpoBaTte NONL30EaTENEH
MNepecynTaTe LEeNoCTHOCT b
Cobpatb MypHans

CHHXPOHHZNPOBATL

Puc. 161. KHonka «CobpaTb XypHanbi»

OTnpaBkKa XXypHarnoB Nno KOMaHAe U3 060no4Ykn agMUHUCTpupoBaHna DL8.0

Onsa oTnpaBku xypHanoB B [JomeH 6e3onacHoctn ELLY no komaHae u3 ob6onoykM agMUHUCTPUPOBaHUS
moaynsa C3U Dallas Lock 8.0 Ha knueHTckom MK He06Xx0aMMO BbINOMHUTL CReayoLme Lwaru:

1. 3anyctutb o6onouky agmmnHuctpmupoBanuns C3U Dallas Lock 8.0.

2. OTKpbITb OCHOBHOE MEHIO HaXaTMeM KHOMKM .
3. BblbpaTb NyHKT AONOMHUTENBHOrO MeHo «OTNpaBuTb XypHansl B [lomeH 6e3onacHocTuy.

9.5.3CBoaka moayns C3U Dallas Lock 8.0

Bknapgka «CBogka» Ha ypoBHe moaynsa C3U Dallas Lock 8.0 otobpaxaeT obLiee coctosiHue moayns (Pvc.
162).

e ° v Csonka
v =/ [loMeH DE30NacHoCTH 3
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Mocneanee noarmomere 2023-05-17 12:43:57 (GHMT+03:00) O
*[O OBAL 1P-anpec 192.168.131.155
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ck 8.0 VK9 Bepass 8.0.741.0<C
I R P Bepass aHTHEMRYCE
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PesyneTaT nocnenweli nposeprr KL Hapywersii me
CucTena OfHapyxera BTopeH (COB) Bk,
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KonverTapuii
KoumenTapuii
WHUMAeHTb 6e3onacHoCcTh v Yaanrs
— Fr— e [§] ocrssessnmon Searvcncrs [ E R DS P TIE
[ Tonsko renposmasie
Nepesarpyants
Mo KonusecTey 3a nepoa
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Cobpate ypHansi
PasbnoinposaTh nonbsosar eneii
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O/ 0 TepecunTaTh UENOCTHOCTE

1

He nnouutaun/Brern

Puc. 162. Bknagka «CBoaka»

[ocTynHbl criegyowme pasgensl MHPOPMaLUMOHHOW NaHenu.



UHdopmauusa o6 obbekTe

B BepxHen yactu MHOPMaLMOHHOW nNaHenu oTobpaxkaeTcsa crneaywowas nHpopmaums o TekyLuem
COCTOSIHUN MOAYNS:

WHpopmaLms 0 Aate u BpeMeHu NocrneaHero NoakniYeHus Mogyns;
WHcpopmaLums 0 gate u BpemeHu Beoaa moayns B [1b;
cTaTtyc HeakTuBHoro pexuma C3U;

CcTaTyC TEXHNYECKON NOAAEPXKKY;

Bepcus Dallas Lock 8.0;

aKTuBHbIE KOMMOHeHThl Dallas Lock 8.0;

BEpCUS aHTUBMPYCA;

CTaTyC aHTMBUPYCHbIX 06as3;

YacoBOW NOSIC MOAYNS;

COCTOSIHME MEXCETEBOr0O 3KpaHa;

COCTOSIHME CUCTEMBI OBHAPYXEHUSA BTOPXKEHNIA;
IP-agpec;

MAC-agpec;

pesynbTaTt nocneaHen nposepkn KLL;

KOMMEHTapui K MOAYmo;

KONMNYECTBO aKTMBHbIX CECCUM

MHumnaeHTbl 6e3onacHoOCTU

OTobGpaxaeTcss CNMCOK MHUWOEHTOB ©Ge3onacHOCTU Moayns ¢ rpadmyeckoi naHenbto. [ocTynHa
dunbTpaums oTobpaxaemblx CcOObITUI NO nepuoay W HacTpolka OTobpaxeHWs auarpamm
(cm. «HacTtporika nHUnageHToB 6e30MacHOCTNY).

[lBonHON KWK No cobbiTnio OTKpOEeT 3anncb B OoTAEJSIbHOM OKHe, B CNCKe gaHHOoe cobbiTne 6yp,eT
NMOMEYEHO KaK NnpoYnTaHHoe. Mone «KOMMeHTapVIVI» AOCTYNHO ANnA peaakTnpoBaHUA.

JocTynHbl cnegyroLwne 4encTeBnst C MOAYNeM Ha NaHenu UHCTPYMEHTOB:
1. OBHOBUTB.

2. Yganutb.

3. KommeHTapui.

,D,OCTyFIHbI cnegywuiye KomaHabl onepaTtuBHONO ynpaBlieHna Ha naHenn NHCTPYMEHTOB!

BbiknounTtb.

Mepesarpy3uTsb.

Pa3bnoknpoBaTtb nonb3oBaTene.
MepecunTaTtb LENOCTHOCTb.
Cobpatb XypHanbl.
CWHXpOHM3MpoBaTh.

Mpumeyanue. Ecnun nuueHsuna mogynsa C3U Dallas Lock 8.0 He BkntodaeT B cebs Takme
KOMNOHeHTbl kak M3 u COB, TO WH(opmMauus nNo 3TUM KOMMOHeHTam He Oyaer
oTobpaxkaTbcs Ha Bknagke «Ceoaka» B pasgene «MHdopmaumsa 06 obbekTe.

MyHkTBl ¢ wnHPopmaumen o6 AHTmBupycHom [1O, Takke He 6ygyT oTobBpaxaTbes
Ha Bkrnagke «CBofka», Tak Kak 3a B3aumopgenctsume ¢ AHTUBMPYCHbIM 1O oTBevaet
komnoHeHT COB moaynsa C3U Dallas Lock 8.0.

OuhAwWNE

9.5.4MNMonb3oBartenu u rpynnsl moayna C3U Dallas Lock 8.0

Bknagka «[omnb3oBatenu u rpynnbi» Ha ypoBHe Moaynsa C3WU Dallas Lock 8.0 cogepXut cnmucok
rnobanbHbiX M OOMEHHbIX MOfb30BaTeEnen U rpynmn, HacrnefyemblX C YPOBHEW BbIE MO Mepapxuu
M CO3[aHHbIX HA YPOBHE JAHHOIO MOAYIs, @ TakKe MOoAYIbHbIX MOMb30BaTENen.

YnpaBneHne nonb3oBaTensaMu u rpynnamm Ha ypoBHe mopyna C3U Dallas Lock 8.0 npoussogutcs
aHarnorm4yHo ONMcaHHOMY YNpaBEHUIO NONb30BaTENAMM M rpynnamMu B pasgene «llonb3oBaTenu v rpynnbl
Moaynsay. [Ans npMeHeHnst U3BMeHeHU Ha ModynsiX HeobxoAMmMa CUHXPOHU3aUKs.




9.5.5MNMonuTtnkn moayna C3U Dallas Lock 8.0

Ha yposHe mogynsa C3W Dallas Lock 8.0 B cnucke Ha Bknage «[1onuTukm» OOCTYMHbI TONBKO NONIUTUKM,
aktyanbHble gnst C3U Dallas Lock 8.0 (cm. «Monutukm OBy).

Hactporika nonutvk Anst mMoAayns nNpou3BOOMTCA aHanormyHo HacTpoWke nonuTuk ang rpynnsl OB

(cm. «Monutmkn _anga  rpynnel [AB»). [Ona npuMMeHeHus napameTpoB Ha Mogynax Heobxogouma
CYHXPOHM3aLUS.

9.5.6 MexxceteBom akpaH moayna C3U Dallas Lock 8.0

Ha ypoeHe mogyns C3U Dallas Lock 8.0 B cnucke Ha Bkrage «MexceTeBon 3KpaH» OOCTYMHbI TONbKO
nonutukm M3, aktyanbHble ana C3U Dallas Lock 8.0 (cm. MexceTeBon akpaH).

Hactpoiika M3 gns moayns nporM3BoguTcs aHanornyHo Hactporike M3 gns rpynnel B (cm. MexceTeBon
akpaH ana rpynnel [B). Onsg npyMeHeHns napaMeTpoB Ha MOAYMsIX HeoBXoarMa CMHXPOHM3aUUS.

9.5.7 3apanusa moaynsa C3U Dallas Lock 8.0

Ha yposHe moayna C3U Dallas Lock 8.0 B cnvcke Ha Bknage «3agaHusa» 4OCTYMNHbI ANsi CO34aHUSA TOMbKO
3agaHus, aktyanbHble ana C3U Dallas Lock 8.0 (puc. 163):

® UN3MEHEeHWe NapamMmeTpPoB NULEH3NK;

e  MOnyYeHue KoHurypauuu;

e MpUMEHeHMne KoHurypaumu;

e npoBepka LenoCTHOCTH.

O MacTep cozaaqma 3a4aHua *

BeifepuTe THR MOAYNS

Dallas Lock 8.0 MK8 b4

BeIfepuTE TN 3a0aHMA

WzMeHeHWEe NapaMETPoB NULEHSHWA

HzMeHeHWE NapaMETPOE NWLEHIHK

MOMYYEHHE KOHGIM YPaLsm
MPHMEHEHKME KoHBHrypaLmm

MpOBEPKE LENOCTHOCTI

Coznate OTHeHa

Puc. 163. MacTep co3gaHus 3agaHust ons mogyns C3U Dallas Lock 8.0

Pabota ¢ 3agaHuamu gna mogynst C3U Dallas Lock 8.0 nponsBoanTca aHanornyHo HacTporike 3agaHun
anst OB (cm. 3agadusa OB). Onsa BbinonHeHus 3agaHnst TpebyeTcs CUHXPOHM3aUMsa C MOSYIEM.

9.5.8 XypHansbl moaynsa C3U Dallas Lock 8.0

Bknagka «XKypHanbi» pgna  mogyna C3U Dallas Lock 8.0 nosBonsieT npocmaTpuMBaTb XKypHanbl
6esonacHocTn moayns (Puc. 164).

e (O AT MypHanbi

v lomeH Gez0nacHoOCTH 1 XKypHan exogos [ KypHan ynp. yu. 3anucamn ] [ JKypHan pecypcos l [ >KypHan nedaru l

v O HEPACTIPEAE/EHHBIE Ob... [

KypHan ynp. NoAMTUKaMI l I JKypHan npoleccos ] l JKypHan naketoe M3 l [ KypHan coemmHenmii M3 l OUNbTPH

* [0 OBAL : [ KypHan Tpaguka M3 l I KypHan ceccuii ] anseas

B DESKTOP
TonsoBatent OC Hctounmk Jocryn Mangarian metka  Pesynetar Hesepubiii napont [

VaanAamur. Bog 0 (OTkpoiTeie gantbie) Bes meTin oK

YaanAamur, Boxog, 0 (OTkpoiTeie gantbie) Bes metin oK

M YJANEHHbIE OB LEKTHI YaanAgmanm, Bxog 0 (Otkpeimsie ganneie) Ges mercn 0K

YaanAguur, Bemxog, 0 (OTepoiTsie gantibie) Bes merkn oKk

[ onwnetpno

anus Beon 0 (Oreneteie nausnel Resueten oK

. 164. Bknagka «>KypHanbi»




Ona moayns C3U Dallas Lock 8.0 gocTtynHebl:

«KypHan ceccui;

«KypHan pecypcoBy;

«KypHan ynpasneHus NonmMTukammny;

«KypHan npoueccoBy;

«KypHan BxogoB»;

«KypHan neyaTtny;

«KypHan ynpaBneHus y4eTHbIMU 3anucamm».

PaboTa ¢ xxypHanamu moaynemn onncaHa B pasgerne «XKypHarnbl Moaynsy.

[ns nony4yeHuns 3anucen xypHanos ¢ Moayns Tpebyetca BbinonHeHne cbopa KypHanos.




10 MOAOYIJlb C3U HCAO DALLAS LOCK LINUX

10.1 Beog moaynsa B [1b

Beectn mogyne C3U HC[ Dallas Lock Linux B [JlomeH 6e30nacHOCTU MOXHO crneaytoLmmmn cnocobamum:

e Yepes rpacumyeckyto 060nouky agmmHuctpaTopa Dallas Lock Linux;
® Yyepes KOHCOoNbHY obonoyky agMmuHuctpartopa Dallas Lock Linux;
e C noMoLbk koHconu ELLY (cm. «HacTporka Moaynsi»).

BHumaHume! MNpu BBoge moaynsa C3M HC[ Dallas Lock Linux B 1B gormkeH 6biTb cobntogeH

pag YyCrnoBuiA:

e BJIBC gomkeH 6bITh paboTtatowmin cepeep ELLY;

e Mexay moaynem u cepeepoMm ELLY pomkeH OblTb cBOGOOHBbI OOMEH nakeTamu
no TCP/IP nopty 17900.

BHumaHume! lNMocne Beoga mopyns C3UM HC[O Dallas Lock Linux nog ynpaenenue ELLY
3Ha4YeHns napameTpoB 06e30MacHOCTU MoAasexat CMHXPOHU3AUUN CO 3HAYEHUAMU MONUTUK
ELlY onsa 6asoson rpynnel «HepacnpegeneHHble 06beKTbl».

10.1.1 Bsopa moaynsa B [1b nocpeacteomM rpacdmyeckon o60no04ku moayns

Ins seoga moayns B 1B yepes rpadpmueckyto 0605104Ky agMUHUCTpaTopa HeobXoaMMo:

1.

Y6eantbes, uto cepeep ELLY pocTtyneH no cetw.

2. 3anyctuTb rpadumyeckyto 06onoyky agmmHucTpmposaHus (GUI) Ha moayne 1 aBTopn3oBaTbhCs.
3.
4. 3anyctutb none «Hactpovika gomeHa 6e3onacHoOCTUY, roe Bo Bknagke «EAuHbIN LeHTp ynpaBneHus

Mepeiitv Ha Bknaaky «MapameTpbl 6e3onacHocTU» 1 BbiBpaTh KaTteropuio « OCHOBHbIE HACTPOMKMY.

Dallas Lock» Heobxoammo ykasaTb (puc. 165):

e «APM» — ceTeBOe MMS UnM Npodee roBopsLlee Ha3BaHWe Ansi CETEBOro y3na, Kotopoe 6yaet
oTobpaxaTbcs B naHenu ELLY B cnvcke ynpaBnsiembix 06 beKTOB;

e «[b ELlY» — ceTeBoe nms nnu IP-agpec ceTeBoro ysna, Ha KOTOpoM ycTaHoBneHa cnyxba ELLY;

o «Kntou goctyna» — kntoy goctyna k 1b (MoxeT BbITb NyCcTbIM).

JomeH 6e30NacHOCTH (OT CyneprnonbL3oBaTens)

EMHEIA LeHTp ynpaenexua Dallas Lock Cepeep GezonacHocTd Dallas Lock
APM:

5 ELLy:

Kniow goctyna:

CnWCOK CEPBEPOB:

BeecTh B 16 | CHHXPOHU3ALNA ¢ ELLY | | OTNpaBWTL MyPHANLI Ha ELLY | | BeigecTh U3 B

Ok

Puc. 165. OkHo «[JomeH 6e3onacHoCcTU»



5. Hanee HeoGxoammo HaxaTtb KHOMKy «BeecTtu B [Ab».

Ecnu ykasaHHble nons He 3anonHeHbl, kHonka «BeecTtn B [1b» 6yaoeT HeOQocTynHa Ans HaxaTtus.

B npouecce BBoga moayns B [lomeH besonacHocTu kHonka « CuHxpoHmnsaums ¢ ELLY» 6ygeT HegocTynHa
ANsi HaXkaTus 00 yChnellHoro peaynbtaTta permctpaummn moayns B [lomeH BesonacHocTn.”

PesynbTaT ycnewHoro BbinonHeHus: «Mogynb ycnelwHo 3apeructpmposaH B [lomeHe besonacHocTuy.

B Konconun ELLY B rpynne aepesa b «HepacnpeneneHHble 06beKTbI» NoABMTCA HOBbIV APM ¢ ykaszaHHbIM
UMeHeM, B KOTOpoM 3apernctpmposaH mogyne C3W HC[ Dallas Lock Linux.

10.1.2 Bsoa moayns B [1b nocpeacTBOM KOHCONBbHOW 060M04YKM MoaynA

Ins Beoga moayns B 1B yepes KoHCoMbHY0 060M04Ky agMUHUCTPaTopa HEOOXOAMMO:

1. Y6eauTbes, uto cepBep ELLY goctyneH no cetu.

2. 3anyctnTb KOHCOMbHYHO OGOMOYKY aAMWHUCTPMPOBAHUSA Ha MoAyne NyTem BbIMNOSHEHWUS KOMaHAbl
«ishl» n aBTopmnsoBaTtbCs.

3. lMepentn B MEHIO LEHTPan1M3oBaHHOIO ynpasrieHus, BbiNOMHMB KomaHdy «management-dlly. MNocne
BBOJA KOMaHAbl cMCTeEMa NepenaeT B MEHIO LLEHTPaNM30BaHHOIO yrpaBneHusl.

4. B MEHI0 LEHTpanu3oBaHHOIO yrnpaBneHus ONns nepexoga B MOOMEHI0 MOAKIIOYEHUS] K OOMEHY
©esonacHocTn, BbINOMHUTEL KOMaHay «connect-domainy. lNMocne BBoAa koMaHAbl CUCTEMaA NepengeT B
pasgen noaknYeHns kK JomeHy 6e3onacHocTu «connect-domainy.

5. [anee KOHconbHOE NpunoxeHne byget oxmnaaTts BBOAA YNPaBMAOLWMX KOMaHA 4aHHON NOACUCTEMBI,
CMMCOK KOmMaHa npueegeH B Tabnuvue 19.

Tabnuua 22

Ne KomaHpa OnucaHune

CeTeBoe MMs unu IP-agpec ceTeBoOro yana, Ha KOTOPOM YCTaHOBIIeHa

1 net-name Cnyxb6a ELLY.
<3HadeHue> Mpn ykasaHun cetesoro nmeHn unu IP-agpeca BaXHO ykasaTb HOMep
nopra

CeTeBOe uUMA MM nNpoyee roBopsilliee HasBaHWe NS CeTeBOro ysna,
2 | name <gHayeHue>  koTopoe GyaeT oTobpaxaTbcs B naHenu ELLY B cnucke ynpaBnsiembix
obbekToB

3 key <swaueHue> Kniou goctyna k 1B ELIY

6. MNpuUMEeHUTb BHECEHHbIE M3MEHEHWS, BbINOMHUB KOMaHAy execute.
7. B pesynbTaTe ycnewHoro BbINOMHEHWUS NOSIBUTCS COOBLLIEHNE:
«Command ‘connect-domain’ executed successfully» — moaynb ycnelwHo BeeaeH B [b.

10.2 BbiBoa moaynsa u3s [1b

BeiBectn mogynbe C3M HC[ Dallas Lock Linux n3 [lomeHa 6e30nacHOCTM MOXHO CriegyoLwmmm cnocobamu:

e c nomowpto KoHconu ELLY (cm. «HacTporka moaynsi»);

e yepes rpaduyeckyto obonodky agMmHuctpaTtopa Dallas Lock Linux;

e yepes KOHCOmbHY 06ono4ky agmmuHucTpartopa Dallas Lock Linux.
MpumeyaHume. Mpu OTCyTCTBUM CETEBOIO NoAKMNtoHeHus k Cnyx6e ELLY, mogynb moxeT ObITb
BbIBegeH u3 [lomeHa 6e3onacHoctn ELLY npunygutensHo. MNMpu atom, B KoHconu ELLY Takon
MOZYIb MPOJOIMKUT OToBpaxaTbCs, HO ero ctaTtyc 6yaeT «HegocTyneH».
MoaTtomy, kaxablh MOAyNb, BbiBEAEHHbI M3 cocTaBa [1b BO Bpemsi OTCYTCTBUSA CBA3U
co Cnyx6own ELLY, Heob6xoanmo AononHUTENBLHO yaansaTb BpydHyto n3 KoHconu ELLY.

10.2.1 BbiBOA nocpencTBoM rpacdmyeckon 0605104k moayns

[nsa BbiBOAA Moayna 4yepes 06OJ'IO‘-IKy aaMUHNCTPUPOBAHUA HeobxoaMMo:

7 NaHHOe noBefeHWe KHoMkM «CuHxpoHnsaumst ¢ ELLY» npu BBoge moaynsi B 1B NocpeacTBoM rpadpuuieckoit 060M0uKku
mMogayns cootBeTcTBYeT cbopkam C3U HC[ Dallas Lock Linux Hoee, yem 3.25.21.



3anyctutb rpaduyeckyto 06ono4vky agMmHucTpuposaHus (GUI) Ha Moayne 1 aBTopmn3oBaThCS.
MepenTn Ha Bknagky «lMapameTpbl 6e3onacHOCTU» U BbIbpaTb kaTeropnto « OCHOBHbIE HACTPOWMKMY.
Banyctutb none «Hacrtporika gomeHa 6e3onacHOCTUY.

HaxaTtb kHonky «BbiBecTn ns 1b» (puc. 166).

PR

[LomeH 6e3onacHOCTU (0T Cynepnonb30BaTens)

EavHEIR ueHTp ynpaenexna Dallas Lock Cepaeep GesonacHocTy Dallas Lock
APM:

IF ELLY:

Kmiow gocTyna:

CrMCOK CEpBepoB:

BeecTu & [16 | CMHXpOHW3aUWA ¢ ELLY | | OTNpasuTh kypHans! Ha ELLY

Ck

Puc. 166. BeiBog moayns us b

Ecnu npouecc BbiBoga mogynsa 13 [1b npowen ycnewHo, To Yepes HeKOTopoe BpeMs norns ¢ nigopmaumen
o [JomeHe 6e3onacHOCTK CTaHyT AOCTYMHbIMW ANsi pe4aKTUPOBaHWS.

B Konconu ELlY yganeHHbIn MOAynb nepemecTutcs B 6a30Byt0 rpynny «YaaneHHble 06bekTbl» gepeBa
Ob.

10.2.2 BbiBOA NocpeaCcTBOM KOHCOSNIbHOW 060S1I04KM MoAayns

Ons BeiBoga moayns us [1b yepes koHCONbHYO 060M04YKYy agMUHUCTpaTopa Heobxoanmo:

1. 3anycTtuTb KOHCONbHYO OBOMOYKY afMUHUCTPUPOBAHUSA Ha MOAYre MyTeM BbIMOMIHEHUSA KOMaHAb
«ishl» n aBTOPM3OBATLCS.

2. lepenTn B MEHIO LEHTpann3oBaHHOIO ynpasrieHWs, BbINOMHMB KoMaHay «management-dll». Mocne
BBOJA KOMaHAbl cMCTeMa NepengeT B pa3gen LeHTpanM3oBaHHOro ynpaeneHms «management-dll».

3. B MEHI0 LeHTpann3oBaHHOrO yrnpaeBreHusl BbINOMHUTL komaHay «disconnect-domain», yctaHoBMB Anist
aTpubyTa 3Ha4eHue forcelyes.
Mpumep:
disconnect-domain force <enter>

4. B pe3synbTaTe yCMNEeLWHOoro BbIMOSIHEHMS MOSBMTCS COOOLLEHME:!

«Unregistration success» — Moaysb ycnewHo BbiBegeH us [b.

B KoHconu ELLY yganeHHbIi Moaynb nepemectuTtcst B 6a3oByto rpynny «YaaneHHble oObekTbl» AepeBa

0p.
10.3 YaaneHHoe pa3BepTbiBaHue C3U HC Dallas Lock Linux

CyuwiectByeT BO3MOXHOCTb LIEHTPanuM30BaHHO BbINOMHUTL YCTaHOBKY wunu yaanenHne C3UW HC[O
Dallas Lock Linux gnst o4HOro unm HeCKONbKUX KOMMbIOTEPOB, PacnonoXeHHbIX B ogHow JIBC.



BHumaHue! [1ns Heckonbkux Lienesbix TC LeHTpann3oBaHHYIO yaaneHHyo yCTaHOBKY MOXHO
OCYLLECTBUTb TOSbKO MPU BbINOMHEHUW CMEAYIOLWNX YCIOBUIA:

e uenesble TC BxoasaT B TOT e gomeH AD nnu LDAP, yuto n APM ¢ ELLY Dallas Lock;
e  U3BECTHbl MMS MNONb30BaTeNsl M Mapofle AOMEHHOW YYE€THOW 3anmMcu C npaBamu
agMUHMCTpaTopa OOMEHa.

BHumanwue! B npouecce yganeHHon yctaHosku C3M HC[ Dallas Lock Linux Ha knueHTax
aBTOMaTUYECKM CO3[aeTcs yyeTHas 3anucb agmuHucTpatopa Dallas Lock Linux ¢ nmeHem
«dlladmin» n naponem «dlladmin». lMocne ycTaHOBKM peKOMeHAyeTCs CMEHWUTb MNaposib
agMuHucTpatopa «dlladminy.

YaaneHHas yCTaHOBKa BO3MOXHa B CreayrLinx BapmnaHTax:

Aana rpynnbl KOMNbOTEPOB, UMEKLWNX OAMHAKOBbIE MMEHA U Naposin agMMHUCTpaTopa (0]0%

ONst KOMMbIOTEPOB, UMEIOLLMX MHAMBUAYaNbHbIE MMS U Naposb agmuHucTpaTtopa OC, yaaneHHyo
YCTaHOBKY crieflyeT BbINOMHATb OTAENbHO OT ApPYruX.

BHumaHue! Heobxoaumo BbINONMHeHWe cnegyowmx TpeboBaHWA Ans  yaaneHHbIX
onepaumi:
1. Hanuume goctyna k cetn VIHTepHeT y uenesbix TC.
2. YcTaHoBKY HEOOXOAMMO OCYLLEeCTBMATL MO nNpoTokony IPv4, Ha MOMEHT OGHOBMEHNS U
YyCTaHOBKW MoAynen Heobxoanmo OTKNouYnTb npoTokon IPv6 Ha APM ¢ koHconbio ELLY.
3. MNpun ypaneHHom pa3BepTbiBaHuM C3M HCL Dallas Lock Linux npepgBaputensHo
Ha ueneBbix TC Heobxogumo ycTaHOBWUTbL M HacTpouTb SSH-cepBep. PekomeHayeTcs
ucnonb3oBatb OpenSSH cepeBep. YcTtaHoBka knueHTa u cepBepa OpenSSH
BbINOSNHAETCA cnegyowmm obpasom.
Ons Ubuntu B TepMyHane Heo6xo4MMO BbINOMHUTE KOMaHAbI:
e «sudo apt-get install openssh-server openssh-client».
Ina Debian, Astra Linux, ALT Linux B TepmMuHane Heob6xoaumMo BbIMOSTHUTb KOMaHAbI:
e «su (sudo gns Astra Linux) apt-get install openssh-server openssh-client».
Onsa CentOS, Fedora, RHEL, JTotTOC Heo6xoaMMo BbINOMHUTL B TEPMUHANE KOMaHAbI:
e  «sU -c “yum install openssh-server openssh-client™.
Ons 3anycka cnyx6bl OpenSSH HeobXx0aUMO BbIMONHUTL KOMaHAbI:
e ansa Ubuntu «sudo systemctl start ssh»;
ansa Debian «su -c¢ “systemctl start ssh”»;
ansa CentOS, Fedora, RHEL, JIotOC «su -c¢ “systemctl start sshd.service”»;
ana Astra Linux «sudo systemctl start ssh»;
ansa ALT Linux «su -c¢ “systemctl start ssh™.
4. Tlo ymon4yaHuto nonb3oBaTternb root He MMeeT npaBa Ha Bxof no SSH. [ina Toro, 4Tobbl
paspeLwwnTb eMy BXod, HE06X0OUMO OTpeaakTMpoBaTh KOHMUIypaLMoHHbIA dann sshd.
OTKpbIBaeM Ha pefjaktupoBaHue dann: «/etc/ssh/sshd_config»;
uwem cTpoky: «#PermitRootLogin noy;
CHUMaEM 3HaK KOMMEHTapus «#»;
n3MeHsaeM 3HayeHne Ha «yes» (PermitRootLogin yes);
TO € caMoe genaem co cTpokon «#PasswordAuthentication no;
CHUMaeM 3HaK KOMMEeHTapus «#»;
n3MmeHsaeM 3HayeHune Ha «yes» (PasswordAuthentication yes);
nepesanyckaemM gemoH sshd (komaHga «systemctl restart sshd»).
Ons Ubuntu, Debian, CentOS, Fedora, RHEL, Astra Linux:
OTKpbIBaeM Ha pefaktupoBaHue gann «/etc/ssh/sshd_config»;
uwem ctpoky «PermitRootLogin no»;
n3meHsaeM 3HadyeHune Ha «yes» (PermitRootLogin yes);
nepesanyckaem gemoH sshd (ans Ubuntu, Debian, Astra Linux — komaHga
«systemctl restart ssh», ana CentOS, Fedora, RHEL — komaHaa «systemctl restart
sshdy).



Ona ALT Linux:
e OTKpblBaeM Ha pefaktupoBaHue dann «/etc/openss/sshd_configy;
e uuwewm cTpoky «PermitRootLogin noy;
e 13MeHsieM 3Ha4veHue Ha «yes» (PermitRootLogin yes);
e nepesanyckaem gemoH sshd (komaHga «systemctl -c «restart sshy).
Mocne ypanenHon yctaHoBkn C3W HC[ Dallas Lock Linux Heobxogumo oTknounte SSH-
cepBep Ha uenesbix TC.

Ona ynaneHHon yctaHoskm C3M HC[ Dallas Lock Linux, Heo6xoaumo BbINOMHUTL Cnegyowme warm:

1. HaueneBbix TC npoBepUTL CNNCOK NOAAEPKMBAEMBIX MPOTOKOSIOB N0 SSh — BLINOMHUTL KOMaHAY «ssh
—Q ciphery.
Ecnu B cnvcke nogaepxvBaembix NPOTOKOMOB HeET creaytowmx anroputmos: 3des-cbe, aes192-cbc,
aes128-cbc, arcfour128, arcfour, To0 B kOHUrypauunoHHein ain Heobxoammo nponucate «Ciphers
+3des-cbc,aes192-chc,aes128-cbc,arcfour128,arcfour»®. CoxpaHuTe parin  nocrne BHECEHHbIX
N3MEHEeHUN.

Mpumevanue. ELLY Dallas Lock ansa ceasm ¢ mogynem C3WM HC[O Dallas Lock Linux
ncnonb3yeT anroputMbl WwndpoBaHua «3des-cbc, aes192-chc, aes128-cbc, arcfourl28,
arcfour», Ha cTopoHe wmoayns Linux cnvcok nooaepXuBaemblX anroputMoB MOXET
HeCYyLLeCTBEHHO OTNMYaTbCs, U Npu 3TOM yaaneHHasa yctaHoska C3M HC[ Dallas Lock
Linux Bce paBHO BydeT BO3MOXHa.

lMocne BbINOMHEHUS BCeX HacTpoek B KoHdwurypaumoHHoMm danne cepsuc sshd Heobxognmo
nepesanyctuTb.
2. lNepen ueHTpanu3oBaHHOW YCTAHOBKOM HEOBXOAMMO pa3MecTUTb Ha KOMMbKTepe, Ha KOTOPOM
3anyweHa koHconb ELLY, auctpmbytue Dallas Lock Linux.

3. HeobxogmMmo OTKpbITb rnaBHoe MeHio KoHconm ELY E —  «YTunutbl» — «YaganeHHoe
pasBepTbiBaHne DL Linux».
B oTkpbiBweMcs OkHe Heobxogumo noGaBuTb ueneBble TC Ona yganeHHOro pasBepTbIBAHUS.
TC MOxHO 406aBWTb OOHUM U3 crneayoLmnx cnocobos, Yepes:

e pYYHOW BBOA agpeca — [ANnA 3TOro HyXHO 3anonHute nons «lopt» n «Beeagute IP-agpec
U CETEBOE UMS KOMMbIOTEPaY, 3aTEM HaxaTb kHOMKy «[Jdob6aBunTb koMnbtoTep» (puc. 167);
e MMNOPT 13 charna — Haxatb «MMnNopT 13 arna» n NpMKpenuTb TEKCTOBLIN dann co cnnckom IP-
agpecos uenesbix TC.
Mpumeyanue. [ina daiina c IP-agpecamy BO3MOXEH TONMbKO crieayowwmin hopmaT crnmeka:
B KaXkgow cTpoke danna MoxeT ObiTb yka3aH Tonbko oguH IP-agpec 6e3 4oNonHUTENbHbIX
CUMBOIOB.
Mpumep:
192.168.0.1
192.168.0.35
10.10.112.55

8 B psige OC cMMBON «+» MOXeT He BOCMPUHUMATLCS, U CTpoKa ByaeT cUUTaTbCs HEKOPPEKTHON.
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CNUCOK KOMNEBIOTEPOB
YCTEHOBKS CMMCKE KOMNLIOTEPOS ANA NOAKMKHYEHUR

MopT 22 |+

BeeauTe IP anpec MnK CETEBE0E MMA KOMNbIOTEPa

192,168.150.227 NoBaBEnT KOMNBKITED

IP-agpec FODM-umn WMnopT 13 daiina

192168.150.227  DESKTOP-HBAQGES.localdomain
Yaanute

Puc. 167. Cnucok uenesbix TC ansa yaaneHHoro passepTbiBaHnst C3UW HC[ Dallas Lock Linux

Mocne po6asnexus uenesbix TC B CNMCOK HEOGXOAMMO HaxaTb KHOMKY «[anee.
4. 3anonHWTb NapameTpbl yCTaHOBKU, KOTOPbIe ByAyT MpUMeEHeHbI K MOAYNSAM B npouecce aktueauun C3U
HC[ Dallas Lock Linux (puc. 168):
e norvH n napone agmuHuctpatopa OC Ha uenesbix TC;
e [IOTVIH 1 Naponb Cynepnonb3oBaTens (OnuMoHanbHo).
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BBO/, aBTOPH3ALMOHHBIX OaHHBIX
YYETHBIE AEHHBIE 3AMMHMCTPaTOPa OC KOMNLIOTEPOE KNMEHTOE

D Monb30BaTent ABNRETCA CYNEPNONb30BaTENEM

Hma

Mapons

Hma

Mapons

< Hazan Hanee > OTMeHa

Puc. 168. MapameTpsbl yctaHoBkn C3M HC Dallas Lock Linux

Mocne 3anonHeHus Bcex HeobXoaAMMBIX NMOMeEN HYKHO HaxaTb KHOMKY «[aneey.
5. B cnepytowem okHe (puc. 169) Heobxoanmo ykasaThb:
nyTb K ncxogHomy amctpubytnsy C3U HC[ Dallas Lock Linux;
HOMep NMUEH3MK, KOTOPbIN yKa3aH Ha obnoxke yTnapa;
OOMOMHUTESbHbIE KINIOYW YCTaHOBKY;
napameTpbl Anst BBoga mogynen B [lomeH 6e3onacHoctn ELLY Dallas Lock nocne yctaHoBku

(onunoHanbHo).

B kayecTBe AOMNONHUTENBHBIX KMHOYEN YCTAHOBKN MOXHO yKasaTb creaytolime atpubyThi:

ATpubyTt

--confim

--quiet

--accept

--noexec

--noexec-cleanup

--keep

--noprogress

--nox11

--nochown

--chown

--nodiskspace

--target dir

OnucaHune

CnpocuTb nepes 3anyckoM BCTPOEHHOIO CKpunTa
He neyataTb HMYero kpome coobLeHun 06 owmbkax
MpuHATL HOMEp NULEH3UN

He 3anyckaTb BCTPOEHHbIA CKpUMT

He 3anyckaTb BCTPOEHHbINA CKPUMT OYUCTKU

He yoanAate AdaHHble O Luenesoun ONpeKkTopun nocrne BbINOJTHEHUA
BCTPOEHHOIro cKkpunTta

He nokasbiBaTb Nporpecc B NpoLecce AeKoMnpeccun
[aHHbIn aTpnbyT He ncnonb3yeTcs B npouecce yctaHoskn C3UN HCL

He paBatb 4oCTyn K pacnakoBaHHbIM painam TekyLemy nonb3oBaTento

PeKprI/IBHO Ha3Ha4nTb AOO0CTyn K pacnakoBaHHbIM cbaﬁnaM Tekywemy
noJib3oBaTesto

He npoBepsTb 4OCTYNHOE MECTO Ha AUCKe

M3Bneyb HenocpeaCTBEHHO B LENEBYH AMPEKTOPUIO (MO abContoTHOM nnu
OTHOCUTENbHOW CCbifike). JTOT KaTanor MoXeT OblTb MNoABEPrHyT
pekypcusHor obpaboTke (cm. hochown)



--tar argl [arg2 ...]

--ssl-pass-src src

--cleanup-args args

--kvers4

--kversb

--arm-name=name

--ucc-addr=address
--ucc-key=key
--grub-pass=password

--just-check

[octyn Kk cogepXumMoMmy apxvmBa 4vepe3 komaHdy tar. Bo BCTPOEHHbIN
ckpunT ByayT nepenaHsbl cnegyouie apryMmeHTbl

Mcnonb3oBaTb YyKasaHHbIA SCr B KayecTBe WCTOYHMKA Mapons Ans
pacLmnpoBKM AaHHbIX C ToMOoLb OpenSLL, cM. «ApryMeHTbl NapofbHON
dpasbi» B pykoBoactBe OpenSLL. [lo ymonyaHuio nonb3oBaTento
npeanaraeTca BBECTU Napons Ang paclunpoBK/ Ha TeKyLLeM TepMuHane
ApryMeHTbl BCTPOEHHOIO CKpUNTa OYUCTKWU. [ns nepegadn HECKONbKUX
aprymeHToB TpebyeTcs 3aKnoyaTth NX B KaBblYKM

YcTaHOBOYHOMY cKpunTy ByaeT nepefaHa UHCTPYKUMS — UCNoNb30oBaTh 4
Bepcuto agpa OC. lNMpu aTtom, BMecTo crtaHgapTHon Bepcum sgpa OC,
KoTopasi ycTaHaBNMBaeTCs MO yMON4yaHuio, OyaeT ycTaHOBMNEHa yka3aHHas
Bepcus sigpa OC

YcTaHoBOYHOMY CcKpunTy ByaeT nepegaHa MHCTPYKUMS — WUCMONb30BaThb
5.10 Bepcuto agpa OC. NMpu aTom, BMecTo cTaHaapTHou Bepcun sigpa OC,
KoTopasi ycTaHaBNMBaeTCs MO yMOn4yaHuio, OyaeT ycTaHOBNEHa yka3aHHas
Bepcus sgpa OC

YkasaTb nog Kakum nmeHem byanet 3apermctpuposaH APM B [lomeHe
6esonacHocTn ELLY

YkasaTb IP-agpec unu cetesoe ums komnotoTepa [JomeHa 6e3onacHocTu
ELY

Ykasatb knto4v [lomeHa 6esonacHoctu ELLY

YcTaHoBUTB naposb GRUB and cynepnornb3oBaTtens no
ymonyanumto — dlladmin

He yCTaHaBJMBaTb, a TOJIbKO NMpPOBEpPUTb NOAAEPXKKY XOCT-CUCTEMDbI

[ononHuTenbHbIE KUK YCTaHOBKW YKa3blBakOTCA B MoJie 4yepea r|po6er|.

Mpumep:

--nochown --kvers5

[ns BBoga mogynen B [lomeH 6e3onacHocTu ELLY cpasy nocne yctaHOBKM, MOXHO nocTaBuTb dnar «Beog
B AoMeH 6GesonacHoctn ELY», ykasatb wmms cepsepa ELY u knioy goctyna k Ob. 3atem Haxatb

«YCTaHOBUTbY.

Ecnn panHble gna Beoga moaynst B Ob ELLY (B Tom uucne knod goctyna) Obinv ykasaHbl HEBEPHO,
TO ycTaHoBKa 6yaeT npuocTtaHoBneHa. KHonka «YcTaHoBUTL» ByAeT HeakTMBHa 4O Tex Nop, Noka AaHHble
ans seoga B [1b ELLY He 6yayT BBeaeHbl BepHO. UT06bl NpoaomkmTb ycTaHoBKy 6e3 BBoga mogyns B b
ELLY Heobxoammo cHATL dnar «Beog B gomeH 6e3onacHocTy ELLY ».

3aTem HaxaTb KHOMKY «YCTaHOBUTbY.
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MapamMeTpel yCTaHOBKA
Brifiop yCTAHOBOYHOrO (aiina M NapaMeTpPoB YCTEHOBKMH

HoMEep MMLEHIMK

[AononHUTensHbIe
KMMOHK YCTEHOBKK

D Beoa & gomMeH BesonacHocTh ELLY

DESKTOP-HEBAQGES: 17900

< Hazan VCTaHOBUTE OTMeHa

Puc. 169. NHdopmauus o xoae LeHTpanu3oBaHHOW yCTaHOBKM cpeacTtBamun ELLY

6. [anee MOXHO NpocMaTpuBaTb COCTOSIHWE MpoLecca YCTaHOBKU ANs Kakaoro knveHTa (puc. 170).

D Macrep yaanenHoi ycranoekm Dallas Lock Linux — X

Mpouecc ycraHoBKH

IP agpec DNS uma Mpouecc

192.168.93.129 ‘Otnpaexa paiina

3aBepUMTE OTMeHa

Puc. 170. NHdopmaLmsa o xofe LeHTpanM3oBaHHOW yCTaHOBKM cpeactBamu ELLY

7. To oKOHYaHWIO Mpouecca LeHTParM3oBaHHOW YCTaHOBKU MOSIBATCH COOTBETCTBYIOLME KOMMEHTapuu
YAAYHOTO UMW He yAa4yHOro 3aBepLUEHNUs onepauuu.



MpumeyaHue. Bo Bpemsa LeHTpanM3oBaHHOW YCTAHOBKU Nor-cparn npouecca yCTaHOBKM
MoXeT ObiTb nepenornHeH. [pekpalleHne BegeHWs [aHHOro npouecca He Bruvder
Ha pe3ynbTaT YyCTaHOBKW. B cnyyae HeobGxoaMMoOCTU AaHHbLIA Nor-cain MOXHO HanlTh
Ha UeneBoOM KrueHTe.

B nepese ob6bektoB [1b ELLY nosiBatca 3Hadkm HoBbix APM n mogynen.

MpumeyaHue. Ecnun yctaHoBneHHbIn moaynb Dallas Lock Linux He nosiBunca B gepese
o6bekToB 16 ELLY, To Heobxoammo ocyuectsuTb ero Beoa B 1B ELLY Bpy4Hyto.

10.4 YaaneHHoe ooHoBneHne C3U HCL Dallas Lock Linux

LleHTpanu3oBaHHOe oOOHOBMNEHMe npegHa3HayeHo Ans O6HOBNEHMs 3aperncTpupoBaHHbIX B ELY
knueHTtoB Dallas Lock Linux (HaunHas ¢ o6HoBneHusa NK2 Ha VK3 (Bepcus 6e3 M3 n ¢ M3), ¢ UK3 (Bepcus
6e3 M3J) Ha UK3 (Bepcua ¢ M3) u 1.4.). NMonHOMOYMAMM Ha 3anycK LEeHTpann3oBaHHOrO OBHOBMNEHWS
obnagaeT ToNbKO YNOMHOMOYEHHbIN nonb3oBaTenb ELLY ¢ ponbio «AgMuHUCTpaTop».

Mocne ueHTpanM3oBaHHOIO UK NIoKanbHOro 06HOBNEHUS Moayns Ha criegyrowmin UK Ha cTopoHe knneHTa
COXpaHaTCSA:

e Tekyllee pacrnonoxeHue moayns B gepese [b;
e BCce paHee cobpaHHble XypHarbl;

e  HACTPOEHHble MONUTUKM BesonacHoCTy;

e napameTpbl Y4EeTHbIX 3anvcen.

YcTaHOBKY HE06X0AMMO OCYLLECTBMATE NO NpoTokony IPv4, Ha MOMEHT OBHOBMNEHNS N YCTaHOBKN Mogyrnen
HeobXxoAMMO OTKM4YUTL NpoTokon IPv6 Ha APM ¢ koHconbio ELLY.

Onsi ynaneHHoro obHoBneHms C3M HC Dallas Lock Linux Heo6xo4umo BbIMONHUTL CRieayloLme Wwaru:

1. Heob6xoanmo OTKpbITb rfaBHOE MeHKo koHconu ELLY E — «YTnnuTbl» — «YaaneHHoe obHoBneHve
DL Linux».

2. B oTkpbiBLLEMCS OKHE HE0HX0AUMO BbIOpaTh KNMEHTOB, MOAYNN KOTOPbIX Heobxoanmo o6HoBUTL (Puc.
171). HeobxoomMMbln OGBHEKT MOXHO HAWTW MO MMEHWU 4epe3 MOWMCKOBOK CTPOKY MMM MpU MOMOLLM
aepesa knuenToB Dallas Lock Linux, akTnBmMpoBaB HanpoOTUB HY>KHOIO KNneHTa Yekbokc.



O Macrep yaanennoro obrosnenus Dallas Lock Linux

Bribop mogynei
Beifiop moayneii ans obHoBneHna

MopT

oK. ..,

~ (5 [lomen BesonacHocTi
- HEPACTIPEJENEHHEIE OBBEKTHI
~ [ ™ g-virtual-machine
) Dallas Lock Linux MK2

22 |¥

o

Puc. 171. OkHo BblGOpa KOMNbIOTEPOB C Linux

3. 3anonHuTb napameTpbl, KOTOpble OyAyT NPUMEHEHb! K Moaynsam B npolecce obHoBnexHms C3M HCL

Dallas Lock Linux (Puc. 172):

e none «wms» ansa eeoda norvHa agMmuHucTpatopa OC (none o6a3aTensbHO A 3anoSIHEHUS);
e none «[aponb» AOna BBoga napons agMuHucTpaTopa OC (none HeoGs3aTenbHO AnNs

3anorHeHus).

Ecnn aKTnBmpoBaTb yekbokc «[lMonb3oBaTtenb SABMsieTCS cynepnosnb3oBaTtenemM», ToO nonda Ana sBoAa
OaHHbIX cynepnorib3oBaTesid CTaHYT HEeaKTUBHbIMWU. B NpoTMBHOM cCriy4yae HeobxoQMMO BBECTW NOMMH U

naponb cynepnonb3oBaTens.
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Beoq aBTOPHSaLMOHHBIX AaHHbIX
YYETHbIE ASHHEIE AAMMHHCTPETOPE OC KOMMLIOTEPOE KIMEHTOB

WA |admin

Mapone

Mone30BaTENs ABNASTCA CYNEPonE30BaTENEM

< Hasag lanee > Otmena

Puc. 172. BBoa aBTOpM3aLMOHHbBIX AaHHbIX

lMocne 3anonHeHus Bcex HeobXoaNMbIX NOMNen HY>KHO HaxKaTb KHOMKY «[Janeex.
4. B cnepywouwem okHe Heobxoammo (Puc. 173):

e yKasaTb MyTb K AUCTPUOYTUBY C 0OHOBMEHMeM (06si3aTenbHbIn NapameTp);
e BBECTM HOMEp NULEH3NM B COOTBETCTBYIOLLee none (none obs3aTenbHO Ans 3anofHEHWs);
e BBecTM norvH agmuHuctpatopa C3W B cooTBeTcTBylOWee none (none obssatenbHo Ans
3anonHeHus);
e BBecTM naponb agmuHucTtpaTopa C3W B cooTBeTcTBylOLlee none (none HeobssaTtenbHo Ang
3anonHeHus);
e BbIbpaTb B KakoMm hopmaTte IKCNopTUPOBaTh XKypHarbl (HeobA3aTenbHbIM NapamMeTp):
o «B popmate PDF»;
o «B cpopmaTte ODSy;
o «B dopmaTe XMLy;
e BBECTW JOMOMHUTENbHbIE KUK YCTaHOBKM B COOTBETCTBYOLLee nore (none HeobsisaTenbHO
ANS 3arnofHeHns ).
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NapameTpbl obHOBNEHUA
Brifop ancTpubyTHEa M NapaMeTpoE DOHOBNEHNA

WMcxoaHeli aucTpubyTHe BeiGpate

HomMep nuueHz

WMma AamuHincTpatopa C3KM HCA

Mapone AamuHucTpaTtopa C3M HCA

|:| SKCNOPT #YpHaNos

JononHUTensHEIE
KMHOYH YCTaHOBKK

< Hazan OBHOBWTE OtmeHa

Puc. 173. NapameTpbl 06HOBNEHUS

5. [anee MoOXxHO NpocMaTpuBaTb COCTOsSIHME Mpolecca OGHOBMNEHUs AN Kaxaoro knveHTa (Puc. 174).
Mo oKOHYaHWIO npouecca LEeHTpanM3oBaHHOTO OOHOBMNEHUS MOSIBATCA  COOTBETCTBYIOLLME
KOMMEHTapun yaa4Horo Unm HeyaaqyHoro 3aBepLUeHUst onepaumu.

D MacTep yaanenHoro oéroenenus Dallas Lock Linux - m] x

MNpouecc obhoBneHun

IP-agpec ™ APM Mpouecc Nor

192168.130.225 g-virtual-machine ABTOpMZaLMA CYMEpNONEI0BATENEM

3aBepnTh Otmena

Puc. 174. Mpouecc 06HOBNEHNS



10.5 Hactpounka moayna C3U HC[ Dallas Lock Linux

B nepese [omeHa 6e3onacHoctn ELLY Dallas Lock npucyTtcTBytoT 3apernctpupoBaHHble B b mogynu
C3M HC[ Dallas Lock Linux B coctaBe APM.

3Ha4kn obbekToB, obosHavatowmx mogynu C3W HCL Dallas Lock Linux, 3aBUCAT OT COCTOSIHUS MOoAyns
1 MOTYT NPUHUMATL CrieayoLWwuii BUL!

— MoAyJ1ib NOAKITHYEH;

. —  ©BfI3b C MOAYNEeM OTCYTCTBYeT.
HacTtpoiiku Ha ypoBHe Moayns oTobpaxalTca Ha HECKONbKUX OCHOBHbIX BKMaaKax.

10.5.1 CwuHxpoHu3auus

[na npuBegeHMss B COOTBETCTBME 3HAYEHMAM NapamMeTpoB, BbicTaBneHHbiM Ha ELY Dallas Lock,
Ha moayne C3W HC[H Dallas Lock Linux Heobxogumo npoBedeHue CUHXpoHM3aumn. CUHXpPOHWU3aUUs
MOXeT ObITb MpoBedeHa MNpu YCIOBUM HanuMuusl ceTeBoro noaknodeHus mexay ELY Dallas Lock
n moaynem:

e pK BKITKOYEHUN MOAYNS;
e nepuoamndecku (cMm. «MapameTpbl paboTbl MOAYNEN»);
e [0 KOMaHAe nonb3oBaTens:

e 13 KoHconu ELLY;

e 13 rpadcuyeckon obonoukn moagynsa C3M HCH Dallas Lock Linux.

CuHXpoOHM3aLumsa No KomaHae u3 koHconu ELLY

Komanga «CuHxpoHusuposaTb» B KoHconu ELYY ana mogyna C3WM HC[H Dallas Lock Linux gocTtynHa
Ha Bknagke «CBogka» Ha ypoBHe moAyns B gepeBe [JoMeHa 6Ge3onacHOCTM Ha MaHenu MHCTPYMEHTOB
«OnepaTtuBHOe ynpasneHue» (puc. 175).

KommeHTapmit

BoikniounTtb
MNepesarpysnrb
Cobpartb xypHansi
CMHXPOHNESHPOBATDL

PazbnoknpoBaTh nonb3oBaTenei

ﬂEDCC‘-IHTBTb UENOCTHOCTDb

Puc. 175. Knonka « CUHXpOHM3MpOBaTb»

CuHxpoHusauumsa no komaHae us rpadumyeckon o6onoykn C3U HCA Dallas Lock Linux

[nsa npoBeaeHnsi CMHXpoHU3auun ¢ [lomeHom 6e3onacHocTn ELLY no komange ns rpadmyeckon 060no4ku
mogynsa C3M HCL Dallas Lock Linux Ha knneHTckoM NK He06x04MMO BbINOMHUTL CneayloLine warn:

1. 3anyctutb rpagudeckyto obonouky C3M HC[ Dallas Lock Linux n aBTopusoBatbcs.
2. TlepenTtun Ha BKnaaky «LleHTpanu3oBaHHOe ynpaBneHue.
3. HaxaTtb kHonky « CuHxpoHusaums ¢ ELLY» (puc. 176).



EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

¥ Dallas Lock Linux - 0O x
@ Dallas Lock LINUX
MonesoBatenn MonnTuky GesonacHocT Pecypcel Ayt | LeHTpanioBaHHoe ynpasneHne | ¥npaenenwe M3 TectuposaHwne

LlenTpanwsosanHoe ynpasneHe C3KM HCA Dallas Lock Linux

APM: | |

ABELLY: | |

Kawou goctyna: | |

Cnucok cepeepos:

Eagunneii Llentp ¥npasnenna Dallas Lock

CuHxpoHnsauma © ELD’| |OTnpaBmexypHanh| Ha ELD’| |BI:|IBECI’M W3 ,ﬂ,E|

Cepeep GesonacHoct Dallas Lock Chk: |

hostdlladmin@127.0.0.1

Puc. 176. KHonka «CuHxpoHmsauusa ¢ ELLY »

10.5.2 Co6op xypHanoB

Ona nonywenns B ELY Dallas Lock 3anucen XypHanoB, Begywmxcsa Ha wmogyne C3W HCL
Dallas Lock Linux, Heobxoanmo nposefgeHne cbopa xypHanoB. COoOp XypHanoB MOXeT ObiTb NpoBeaeH
npuv YCroBUM HAanNu4uMsa ceTeBoro noakniyveHns mexay ELLY n mogynem:

e Mpu BKIOYEHUN MOAYNS;
e nepuogmnyeckn (cMm. «apameTpbl paboTbl MOAYNENY);
e 0 KOMaHfe nonb3oBaTens:

e 13 KoHconu ELLY;

e 13 rpacudeckon obonoykm mogyns C3M HCQH Dallas Lock Linux.

C6op xXypHanoB no komaHae u3 koHconu ELLY

Komanpa «Cobpatb xypHanbei» B KoHconu ELLY gna mogyns C3W HC[L Dallas Lock Linux goctynHa
Ha Bknagke «CBoaka» Ha ypoBHe Moaynsa B AepeBe [JomeHa 6e30MacHOCTM Ha MaHenu MHCTPYMEHTOB
«OnepaTnBHOE ynpasneHuey» (puc. 177).
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EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

KOMMEHT apuid
JHOE ¥TMIPABNEHWE

BLIKNHOYHT b
Nepezarpysnte
CofpaTh ®ypHanoi
(HHXpPOHHSHPOBATH
PazbnoknpoBaThL NONbL30BATENSH

"EpEC'I HTaTh UENOCTHOCT b

Puc. 177. KHonka «CobpaTb XypHanb!»

OTnpaBKa XypHanoB No komaHAae us rpadmyeckon 060M04KM agMUMHUCTPaTopa

[ns otnpaBku xxypHanos B [lomeH 6e3onacHocTu ELLY Dallas Lock no komaHae us rpadouydeckori 060n04ku
mogynsa C3M HC[ Dallas Lock Linux Ha knneHTckoMm NK Heo6x0amMmMo BbINONHUTE CReAyoLne Lwaru:

1. BanyctuTb rpadudeckyto obonovky C31 HC[ Dallas Lock Linux n aBTopr3oBaTbCS.
2. TepenTtun Ha BKnaaky «LleHTpanu3oBaHHOe ynpasneHue».
3. HaxaTtb kHonky «OTnpaBuTtb xypHanbl Ha ELLY» (puc. 178).

¥ Dallas Lock Linux - 0O x
@ Dallas Lock LINUX y
MonesoBatenn MonnTuky GesonacHocT Pecypcel Ayt | LeHTpanioBaHHoe ynpasneHne | ¥npaenenwe M3 TectuposaHwne

Eagunneii Llentp ¥npasnenna Dallas Lock

Cepeep GesonacHoct Dallas Lock

LlenTpanwsosanHoe ynpasneHe C3KM HCA Dallas Lock Linux

APM: | |

L5 ELLY: | |

Kawou goctyna: | |

Cnucok cepeepos:

CuHxpoHnsauma © ELD’| |OTnpaBme)iqrpHanh| Ha ELD’| |BI:|IBECI’M W3 ,ﬂ,E|

CE: |

hostdlladmin@127.0.0.1

Puc. 178. KHonka «OTnpaBuTs xxypHansl Ha ELLY »

10.5.3 CBoaka moayna C3U HC[L Dallas Lock Linux

Bknagka «Ceogka» Ha ypoBHe mogynss C3U HC[I Dallas Lock Linux oTobpaxaeT obliee cocTosiHne

moayns (puc. 179).
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O Kencons ynpasnenns ELLY [fowen 6ezonactocri: dowen Gezonacioc, Cepecp: deskiop-b35373.dllocal 17900] -
e © Y Q Ceoaka

* = [loMeH GE30NacHOCTH
Vudopmaums 06 o6bexTe '

v [0 HEPACMPEOENEHHBIE OBBEKThI

+ 1 Windov H1 Booa s A5 2022-09-09 11:32:42 (GMT+03:00)
TMocnenriee nogxmoseHie 2022-09-09 11:32:43 (GMT+03:00)
ATeHT ELY Windows P-agpec 10.10.101.64

ObnosnTE

+ @ deskiop-ovidpnh BepaiA OC ubuntu-20.04
Bepos sapa 5.10.107

@ Dall k 8.0 VK Koa TexHmueckol nogepmsit KOR Texmiueckol nofnepHKit He 3343H

Kom4ecTso axTieHbix cecoui 1

KoMnoHeHTb! M3 fCKH

Homep niueHzm

Homep chopiu 3.17.78.1-debug

PesynsTaT nocneareit nposeprn KLy Hapywerunli ret

VIANEHHSIE OBBLEKTHI Kommerrapwii He ncronssyetcs

TecTosas rpynna
WHumnenTsbl GesonacHoctn v

ssan 2022 S, I —

Kommentapuii
[ Tonsko HenpawTateie

Mo KomecTsy 32 nepoa Yaamme

BLIKRIOWNTD

NepesarpysiuTs

0/0 :

" Pasbroxmponar nonsosarenei
He npountaHo/Beero
Cnnxpomsnposatb

00:0... 0Z0.. 040.. 06:0.. 08D 10:0...  120.. 140.. 16:0.. 1&0.. 20:0.. 220, MNepecunTats yenocrHocTs

= Konuuecrso

Puc. 179. Bknagka «Cogka»

JocTynHbl cneayowme pasgensl UHPOpMaLMOHHOW NaHenw.

UHdopmaumsa o6 obbekTe

B BepxHel yacTu MHGOPMaLMOHHON NaHenu oTobpaxaeTcs cregyolas MHPOoOpMaUnUs O TeKyLLeM
COCTOSIHUM MOAaynsi:

WHhopmMaLms 0 AaTe U BpEMEHW NOCMNEeAHEro NOAKMYEHNST MOAYIS;
WHpopmauums o gate u BpeMmeHu BBoga moayns s [b;
HoMmep cOOopKY;

Bepcus onepaumoHHON CUCTEMBI,

Bepcus sapa;

KOMMOHEHTBI;

HOMeEp NUUEeH3unu;

KOZ TEXHUYECKON NOAnEPXKKU;

IP-agpec;

pesynbTat nocrneaHen nposepku KLL;

KOMNNYECTBO aKTMBHbIX CECCUM;

KOMMeEHTapui.

MHumnaeHTbl 6e3onacHoCTU

OTobpaxaeTcs CnMCOK MHUMAEHTOB Oe3onacHOCTU Moayns ¢ rpadwuyeckor naHenbto. [JocTynHa
dunbTpaumsa oTobpaxaembix COObITUM NO NEepuoQy W HacTpovka OToBpaxeHus Auarpamm
(cm. «HacTponka nHungeHToB 6e30MacHOCTUY).

[lBonMHON KWK No cobbiTho OTKpOEeT 3anncb B OoTAEeJsIbHOM OKHe, B CnnCKe gaHHOoe cobbiTne 6y,u,eT
NnoOMeYeHOo KaK NnpovYnTaHHoe. Mone ((KOMMGHT&pMVI» OOCTYNHO OANA peaakTupoBaHuUA.

[ocTynHbl cneayowmne AeACTBUS C MOAYNEM Ha NaHenn MHCTPYMEHTOB:

1. O6GHOBUTB.
2. YpanuTb Mmoaynb.
3. KommeHTapui.

,D,OCTyI'IHbI cnegywuipe KomaHabl onepaTtnBHONO yrnpaBsieHnd Ha naHenn NHCTPYMEHTOB!

CvHXpOHM3MpOBaTb.

BbIknounTb.

MepesarpyaunTb.

PasbnoknpoBaTh nonb3oBaTenen.
MepecumTaTth LENOCTHOCTD.

arwONE



6. Cobpatb xypHansbl.

10.5.4 TMonb3oBaTtenu u rpynnel moaynsa C3U HCA Dallas Lock Linux

Bknagka «lNonb3oBaTtenu u rpynnei» Ha ypoBHe moaynst C3X HC[ Dallas Lock Linux cogepXut cnmcok
rnobanbHbIX U OOMEHHbIX MONb30BaTeENen M rpynn, Hacregyemblix C YPOBHENW Bbllle MO Mepapxuu
W CO3[aHHbIX Ha YPOBHE JAHHOIO MOAYIMs, a Takke MOoAYIbHbIX NOMb30BaTENen.

YnpaeneHue nonb3oBatenamu u rpynnamm Ha yposHe moayns C3UW HC[ Dallas Lock Linux nponssoaunTcs
aHarnorm4yHo onncaHHoMy yrnpaereHuio Nonb3oBaTensiM1 1 rpynnamm B pasaene «llons3oBaTeny v rpynnbl
Moaynsay. [Ana npuMeHeHns naMeHeHnin Ha MoayNax HeobxoaMMa CUHXPOHMU3aLMS.

10.5.5 Monutukun moayna C3U HCQ Dallas Lock Linux

Ha yposHe mopgyna C3W HC[ Dallas Lock Linux B cnucke Ha Bknage «[onuTukm» [OCTYMHbI TONBKO
nonuTukK, aktyaneHble ana C3M HCL Dallas Lock Linux (cm. «[Monutuku OBy).

HacTtpovika nonuTtuk Ans moayns npou3BOAUTCA aHanormyHo HacTpovike nonuTuk ansd rpynnsl OB
(cm. «MNonutukm ans  rpynnel [AB»). [Ons npvMeHeHus napameTpoB Ha MoAaynsax Heobxoguma
CUMHXPOHM3aLWs.

10.5.6 3apaHusa mopgynsa C3U HC[ Dallas Lock Linux

Ha ypoBHe moayns C3UM HC[ Dallas Lock Linux B cnvcke Ha Bknage «3agaHns» OOCTYMHbI As CO30aHUS
TONbKO 3agaHus, aktyanbHble ana C3W HC[ Dallas Lock Linux (puc. 180):

*  W3MEHEHWEe NapameTPOB NMULEH3UN (M3MEHSIET HOMED NULEH3NMN U KOL, TEXHUYECKOW NOAAEPXKKM);
e yganeHue mMopynsi.

E:J MacTep cosganna 3a8aHua et
BoifepuTe THI MOAYAA
BoibepuTe THA 3aaaHUA

M3MEHEHWE NAPaMETPOE MMLIEH3MK

YaaneHue MOAYNA

Cozpnate OTMEHE

Puc. 180. MacTtep co3gaHus 3agaHusa ana mogyna C3W HC[ Dallas Lock Linux

Pabota ¢ 3agaHusammn gna mogyns C3W HC[ Dallas Lock Linux npov3BoaMTCA aHanornyHo HacTpoike
3aganui gnsa Ob6 (cm. 3aganus OB). na BeiNONHeHWUst 3agaHus TpebyeTcs CUHXPOHU3aUus ¢ MOAYNeM.

10.5.7 XypHanbl moaynsa C3U HCL Dallas Lock Linux

Bknagka «KypHanbei» gna mogyna C3W HCL Dallas Lock Linux no3sonsieT npocmartpuBaTh >KypHarbl
6esonacHocTn moayns (puc. 181).



O Kowcons ynpasessun ELLY [lomen Gesonacnocric Jowew Gesonacwocre, Cepeep: desktop-b35373.dLiocat 17900]

HypHannt
T ———— Xoanrean
Kypman zocryma x yerpedicTsan Hypvan yrpsaneres M3
Komneecteo sanpauseacsa: 3ancest
Ofner puren Vingopmaus

Swep o spener:

[ @waro o napswerpen

diladrmin null
oot null

diladrmn null

devittyl ull
use/lib/ gam3/ gdm-session-worker null
user noll
system oll
system mull

pts/0 mull

(SRR NB<B<N<J<]

oot null
deviityl null

st/ gdm/gdm-session-worker null

system null

Puc. 181. Bknagka «>KypHarnbi»

Ona moaoyns C3M HCJ Dallas Lock Linux gocTynHbI:

o «XKypHan ceccuiny;

«XKypHan gocTtyna K ycTponcTBamy;

«KypHan BxogoBy;

«KypHan neyatmny;

«KypHan ynpasneHus Nonb30BaTensammy;
«XypHan ynpasneHus nonMtnkamy 6e30nacHoCTn;
«CMCTEMHBIN XypHany;

«KypHan goctyna K pecypcamy;

«KypHan ynpasneHus MO»;

«KypHan cobbituin 6e3onacHoctn M3Oy.

Pa6oTa c xypHanamu mogynei onucaHa B pasgene «KypHanbsl MOoyns».
[na nony4yeHus 3anucen xypHanoB ¢ Mogynsi TpebyeTcsi BbINONHEHNE cbopa KypHaros.




11 MOAOYIJlb C3U BU DALLAS LOCK

11.1 Beog moaynsa B [1b

Beectn mogynb C3/ BU Dallas Lock B [JomeH 6e3onacHOCT1 MOXHO Yepe3 KoHconb LieHTpa ynpaBneHus
C3W1 BU Dallas Lock.

BHuumanume! MNpu BBoge moayns C3U BU Dallas Lock B [1b gomkeH ObiTb cobniogeH psag
YCrOBUIA:
e BJIBC pgomxeH 6bITb paboTtatowmin cepeep ELLY;

e Mexay moaynem u cepeepoMm ELLY pomkeH ObiTb CBOOOOHBIN OOMEH nakeTamu
no TCP/IP nopty 17900.

BHumaHume! NMocne sBBoga mogyna C3U BU Dallas Lock nog ynpasneHne ELLY Dallas Lock
3Ha4YeHus1 NnapameTpoB 6e30MacHOCTU NOANEXaT CUHXPOHU3ALMN CO 3HAYEHUSMM MOMUTUK
ELLY Dallas Lock onsa 6asosown rpynnel «HepacnpeaeneHHble 06beKTbI».

Ons Beoga moayns B 16 yepes KoHconb LieHTpa ynpaenexus C3W BU Dallas Lock Heobxognmo:

1. Y6eauTbes, uto cepBep ELLY gocTtyneH no cetu.
. 3anycTuTb KOHCOMb MOAYIS.

2
3. OTKpbITb rMaBHOE MEHO Lij — «[NapameTtpbl ELLY...».
4

. MoctaBuTb dnar «noa ynpaeneHnem ELLY» (puc. 182), 4tobbl None HacTpoek cTano akTUBHO, 3aTEM
yKasaTb crneaylLlme gaHHbIE:

e DNS-uma nnu IP-agpec cepsepa ELLY;
e ums APM, B cocTaBe KOTOPOro HEO6X0ANMO BBECTM MOAYIb;
e kntod goctyna k AB.

Beog e ELLY

noa ynpasneHuem ELLY

AaHHbie ELLY
Cepeep ELLY | |
(DMS-ms 1M ip-anpec)
Wi APM |cuam |

Know gocTyna

OK CTreHa

Puc. 182. Beoag B ELLY

5. HaxaTb kHonky «OK», n 6yget uHnummpoBaHo co3gaHme APM 1 pernctpauust Mogyns B ero coctaBe
(puc. 183).

Mogoxwante...

MoeT onepaws sE04a AaHHoro APM-a noa ynpasneHwe ELLY...

Puc. 183. Onepauusa Beoga APM nog ynpaenexue ELLY Dallas Lock

Ecnn npouecc BBoga moayns B OB npowen ycnewHo, TO 4epe3 HEKOTOpPOe BPeMsl MOSIBUTCS
cooTBeTCTBYIOLWEe coobuieHme (puc. 184).



3 BlA Dallas Lock >

o Y C311 BW yenewre sapernctpuposad & ELLY!

Puc. 184. Mogynb 3apernctpupoBaH B ELLY Dallas Lock

MpumeyaHue. Ecnn Bo Bpemsa npouecca Beoga moayns C3W BW Dallas Lock B OB
BO3HMKAeT owunbka, cogepxawasa Tekct «Owunbka permctpaumm B ELLY! (HekoppekTHble
napameTpbl Bbi3oBa OYHKLMM.)», TO HEOBXOAUMO BbINOMHUTE Criegyolmne 4encTBus:

e B Hactponkax ELLY Dallas Lock (cm. «OBwune napametpbl paboTbi») B napameTpe
«Cnocob nogkntoyeHuss K cepsepy» YCTaHOBUTb 3HayveHue «Oba cnocoba» wu
BblIOpaTh NpuoputeT nogkntoyveHus no IP-agpecawm;

e nogoxaatb 30 cekyHA ANns NPUMEHEHMUS HOBbIX 3HAYEHWI;

e MOBTOPWUTL NONbITKY BBoAa moayns C3U BU Dallas Lock B AB.

Mocne, npn HEOBXOONMOCTN, MOXHO YCTAHOBUTb 3HAYEHME MO YMONYaHUo Ans napameTpa
«Cnocob nogkntoveHus k cepsepy» (0ba cnocoba c MPMOPUTETOM NOAKITYEHUSA MO NOSHBLIM
OOMEHHBIM MMEHaM), Ha ynpaBrneHue yxxe 3apermctpupoBaHHbivu B 1B mogynamu C3U BU
Dallas Lock aTo He noBnuvseT.

11.2 BbiBoa moaynsa w3 [1b

BeiBectn mogynb C3M BU Dallas Lock u3 [lomeHa 6e30nacHOCTM MOXHO criegytowmmMm cnocobamm:
e c nomouwpbto KoHconu ELLY (cm. «HacTponka moaynsi»);
e yepes KoHconb LleHTpa ynpaenenua C3M BU Dallas Lock.

Ons BeiBoga moayns Yepes KoHconb LieHTpa ynpasnenns C3W BU Dallas Lock Heo6xoanmo:

3anycTuTb KOHCOMb MOAYNS, NoAKNtoUNTLCS K LieHTpy ynpasnexus C3U BU.

L \\
OTKpbITb FNaBHOE MEHIO ng — «[MapameTtpbl ELLY...».
Y6patb cpnar «nog ynpaeneHvem ELLY» (puc. 182), 4ToObl nofnie HaCTpoek cTano akTMBHO.
HaxaTtb kHomky «OK».
B nosiBuBLLEMCS AMANOroBOM OKHE HaxaTb KHOMKY «[da» (puc. 185).

agrwON B

C311 B Dallas Lock

o BeigecTit APM Mz-nog ynpaeneHna cepeepa ELYT

Puc. 185. Beisog APM un3-nog ynpasneHus cepepa ELLY Dallas Lock

Ecnu npouecc BbiBoaa moayns u3 [1b npowien ycneLwHo, To Yepes HEKOTopoe Bpemsi NOSBUTCH COOBLLEeHNe
o Tom, yto APM (moaynb Dallas Lock C3U BW) BeiBegeH n3 b (puc. 186).



C311 Bl Dallas Lock »

o APM ycnewHo EnEEgeH M3-N0g ynpaeneHna cepeepa ELLY.

Puc. 186. Mogynu C3U BU BeiBegeHbl n3 b ELLY Dallas Lock

B KoHconu ELY ypaneHHbln mMoaynb nepemectuTcss B ©0as3oByl rpynny «YAaneHHble OObeKTbI»
nepesa [b.
MpumeyaHume. MNMpu oTCyTCTBUM CETEBOrO NoAKNtoYeHus k Cnyx6be ELLY, mogynb moxeT 6biTb
BbiBegeH n3 [lomeHa 6e3onacHoctn ELLY npuHyguTensHo. MNpu atom, B KoHconu ELLY Takon
MOoZyIb MPOJOIIKUT OoToBpaxaTbCs, HO ero ctaTyc 6yaeT «HegocTtyneH».
MoaToMy, Kaxabli MoAyrb, BblBEOEHHbIN M3 coctaBa [Ab BO Bpems OTCyTCTBUSA CBA3U
co Cnyx6on ELLY, Heobxoanmo AoNOMNHUTENLHO yaansaTb BpyyHyto 3 KoHconu ELLY.

11.3 Hactpounka C3U BU Dallas Lock

B nepese [JomeHa 6e3onacHocTv ELLY npucyTcTByloT 3apernctpupoBanHbie B 16 mogynn C3U BU Dallas
Lock, koTopble oTobpaxatotca B coctaBe APM.

3Haukn ob6bekToB, o6o3Havatowmx mogynn C3M BU Dallas Lock, 3aBMCAT OT COCTOAHMSA MOAYNS U MOTyT
NPUHMMaTh CNeayLnin BUA;

—  MOAYSb NOAKIOYEH;

. — CBA3b C MOAYyJ1eéM OTCYTCTBYET.

HacTtpoliku Ha ypoBHE MOAyNs 0TOOpaxatTCs HA HECKOSbKMX OCHOBHbIX BKMNaJKax.

11.3.1 CwuHXpoHM3auuA

[na npuBegeHMss B COOTBETCTBME 3HAYEeHMAM MapamMeTpoB, BbicTaBneHHbiM Ha ELLY Dallas Lock,
Ha moayne C3U BU Dallas Lock Heo6xoamMmo npoBeaeHne CUHXpoHM3auun. CUHXPOHN3aLmMsa MOXET ObITb
npoBeAeHa Npu yCrnoBUKU Hanuuusa cetesoro nogkniodeHma mexay ELLY Dallas Lock n mogynem:
®  [pW BKITKOYEHUN MOAYNS;
e nepuogunyeckm (cM. «apameTpbl paboTbl MOAYNENY);
e [0 KOMaHAe nonb3oBaTens:
e 13 KoHconun ELLY;
e 13 KoHconu UeHTpa ynpasneHua C3U BN Dallas Lock.

CuHxpoHusaumsa no komaHge u3 Konconu ELY

KomaHpa «CuHxpoHusmpoBatb» B KoHconun ELY ana C3UM BW Dallas Lock poctynHa Ha Bknagke
«CBogka» Ha ypoBHe moayns Dallas Lock C3/ B/ B aepese [1b Ha naHenu nHctpymeHToB «OnepatuBHoe
yrnpasneHue» (puc. 187).

CobpaTh MypHano

CHHXPOHHZHPOBEAT b

Puc. 187. MNaHenb nHcTpymeHToB «OnepaTuBHOE ynpaBrieHMe»

CuHxpoHusaumsa no komaHge us Konconu Lientpa ynpasnenna C3U BU Dallas Lock

[na npoBegeHust cnHxpoHmsaumm ¢ [lomeHom 6e3onacHoctn ELLY Dallas Lock no komaHge 3 KoHconu
LleHTpa ynpaBsneHua C3U B/ Dallas Lock Ha knueHTckom MK Heobxoanmo BbINONHUTE cneayoLume Lwaru:



1. 3anycTuTb KOHCOMb MOAYNS, NOAKMUUTLCS K LieHTpy ynpasneHus C3U BA.
2. BblbpaTtb B AepeBe 06BHEKTOB BKaaKy «AreHTol B ».
3. HaxaTb kHonky « CUHXpoHu3npoBaTb» (puc. 188).

CocTofaHue

"I i I -
© 1 = & |- =
AoéaeuTte cepeell CHHXPOHWMZMPOBATE"JEHOENTE || |OcHOBHOE| CermMeHTH
BMPTYanm3aLmm s W EpEEO 6e30NacHoCTH

OfbexThl DL :
CEPBEP YNPABNEHUS [OC

Puc. 188. KHonka « CUHXpOHM3NpoBaTb»

11.3.2 CO6op xypHanoB

Ona nonyyennsa B ELLY Dallas Lock 3anucen xypHanos, Begywuxcs Ha moayne C3U BW Dallas Lock,
HeobxogmMMo npoBefeHne cbopa xypHanoB. CHop XypHanoB MOXeT OblTb MPOBEAEH MpW YCIOBUM
Hanuuusi ceTeBoro nogkntoyeHna mexay ELLY n mogynewm:

e NPV BKIIOYEHUN MOOYNS;
e nepuoamndecku (cm. «MapameTpbl paboTbl MOAYNEN);
e 0 KOMaHAe nonb3oBaTtens us Konconu ELLY.

C6op xypHanoB no komaHge u3 Konconu ELLY

KomaHnga «Cobpartb xypHanbl» B KoHconu ELLY ans moaynen Dallas Lock C3U BU goctynHa Ha Bknagke
«CBogka» Ha ypoBHe Moayns B gepese B Ha naHenn uHcTpymeHToB «OnepaTvBHOE ynpaBneHue»
(puc. 187).

11.3.3 Csopaka moayns Dallas Lock C3U BU

Bknagka «CBogka» Ha ypoBHe mopynsa Dallas Lock C3UM BW otobpakaeT obLiee coCTosiHUE mopyns
(puc. 189).
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Puc. 189. Bknagka «CBogka»



JocTynHbl crieayoLmne pasaenbl MHpOPMaLMOHHON NaHenu.

NHdopmaumsa o6 ob6bekTe

B BepxHen yactu MHOPMALMOHHOW NaHenn oTobpaxaeTca cneayollas MHpopMaLms O TeKyLlem

COCTOAHUN MoAynA:

MHdOpPMaLMA 0 faTe U BpEMEHW NocrneaHero NogKMoYeHus;
WHcpopmaums 0 gate u BpeMmeHu Beoaa moayns B [1b;
HoMep n gaTa cbopku;

HOMeEp NULEH3NMK;

konumyectso Windows-Kn1MeHToB;

KOO, TEXHNYECKOW NoaaepPKKU;

napameTpbl NMMLEH3UK:

e 00Llee Konn4yecTBo nuueHsur BU;

e  KONMMYeCcTBO MCMONb3yeMbIX NPOLLECCOpOB B VSphere;
e  KOJIMYECTBO MCMNOrb3yeMbiX Npoueccopos B Hyper-V;
e  KOJSIMYECTBO MCNosb3yeMbix npoueccopos B KVM,
KonuyecTtso areHToB VMware;

KonunyecTtBo areHToB Hyper-V;

Konmn4yecTtBo areHToB KVM;

penakumns C31 BUY;

KOMMEHTapui K MOAymo.

MHUnpeHTbI 6e3onacHoCTHU

OToGpaxaeTcs CNUCOK MHUMAEHTOB GesonacHoCcTM MoAynsi ¢ rpaduyeckoli naHenbto. [ocTynHa
unbTpaums oToGpakaemblx CcoOObITUIA MO nNepuogy W HacTpolrka oTobpakeHusi avarpamm

(cM. «HacTpoiika uHUMAeHTOB 6e30MacHOCTUY).

[BOMHONM KNWK NO COBObLITUIO OTKPOET 3anvCb B OTAENbHOM OKHE, B CMuCKe AaHHoe cobbiTne byaet

NoMeYeHo Kak npoymTtaHHoe. [Norne «KoMmmeHTapuin» JOCTYMHO ANS pefakTUpoBaHus.

JocTynHbl cnegyowmne AeACTBUA C MOOYNEM Ha MaHENN MHCTPYMEHTOB:

1. OBHOBUTB.

2. YpanuTb Mmoaynb.

3. KommeHTapun.

HocTynHbl cnegyowmne KoManabl ONepaTMBHONO YNpaBrieHNst Ha NaHen MHCTPYMEHTOB:

1. CobpaTtb xXypHansl.
2. CuHXpOHM3NpoBaThb.

11.3.4 Monb3oBatenu u rpynnbl moayns Dallas Lock C3U BU

Bknagka «[llonb3oBatenu u rpynnbl» Ha ypoBHe moayns Dallas Lock C3W BW copepxut cnucok
rnobanbHblX M OOMEHHbIX MOMb30BaTenen W rpynn, HacrnegyemblX C YPOBHEW Bbie MO Mepapxuu

M COo34aHHbIX HA ypOBHE AaHHOro Mmoaynd, a Takke MoayrnbHbIX nonb3oBaTenen.

YnpaBneHue nonb3oBaTensamMu u rpynnamu Ha yposHe moayns Dallas Lock C3UM BW npowussogutcs
aHarnorm4yHo onMcaHHoOMYy yrnpaereHuio Nonb3oBaTensiM1 1 rpynnamm B pasaene «llons3oBaTeny v rpynnbl

mMooyna». Ons NnpUMeHeHnsA M3MEHEHNIN Ha Moaynax Heobxogmma CUHXPOHN3aLUnA.

11.3.5 Monutnkm moayns Dallas Lock C3U BU

Ha yposHe moayns Dallas Lock C3U BW B cnucke Ha Bknage «lonutukm» (puc. 190) 4OCTYNHbI TOMBKO

nonuTukm, aktyansHele gns Dallas Lock C3U BU (cm. «[Monutuku OBy).
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Puc. 190. Monutmkn mogyns Dallas Lock C3/ BA

Hactpoika nonutuk Ons moaynsi NpoM3BOAUTCS aHAaNOrMYyHO HAacCTpoVKe nonmuTuK Ansa rpynnel OB
(cm. «MNonutukmn _ans  rpynnel [AB»). [Ons npvMeHeHus napameTpoB Ha MoAaynax Heobxoguma
CUHXPOHM3aLUUS.

11.3.6 3apaHusa moayns Dallas Lock C3U BU

Ha ypoBHe moayns Dallas Lock C3/ BU B cnucke Ha Bknage «3agaHnsi» OCTYMHbI 41151 CO30aHNS TOMbKO
3agaHus, aktyanbHble ans Dallas Lock C3U BU (puc. 191):

M3MeHeHne napamMmeTpoB NTNMUEH3NN;
nonyyeHne KoHUrypaumuy;
nony4yeHne oTyeTa 0 KOHUrypauuu;
npUMeHeHne KoHpurypaumm;
npoeepka 0OGHOBNEHUN.

O MacTep cozgaHns 3agaHua X

Bibepute TN MoAYRR

Dallas Lodk C3W BA MK4 b

BribepuTe TMN 330aHWA

K3MEHEHKE NApaMeTPos MMUEH3H

WameHeHue NapaMeETPOE NUUEHSMKM

Mony4eHre KoHDHrypaLmMm
Mony4eHre 0TYETE O KOHDUrypaLmm
MpUMEHEHUE KOHDWMYDELUAM

Mpoeepka oDHOBENEHMWIA

Co3znate OTtmeHa

Puc. 191. MacTtep co3sgaHus 3agaHusa ans mogyns Dallas Lock C3/ BU

Pabota ¢ 3agaHusamu gna mogyns Dallas Lock C3U BU npousBoguTca aHanormyHo HacTpovike 3agaHuin
ans OB (cm. 3agadusa OB). Ons BbiNonHeHWs 3agaHus TpebyeTcst CUHXPOHM3aUNsi C MOLYMEM.

11.3.7 XypHanbl moaynsa Dallas Lock C3U BU

Bknagka «XXypHanbi» gns mogynst Dallas Lock C3M BW nossonsieT npocmartpuBaTth XypHanbl
BesonacHocTn moayns (puc. 192).
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Puc. 192. Bknagka «>KypHarnbi»

Ona moayns Dallas Lock C3/ BM gocTynHbl:

«KypHan ysegomnenun CY[»;

«KypHan ysegomneHmin KVMy;

«KypHan cnyx6bl LY C3/ BU»;
«KypHan yBegomneHun Hyper-Vy;
«KypHan yBegomneHun vSpherey.
PaboTa ¢ xxypHanamu moayrnen onnucaHa B pasgerne «XXKypHanbl Mooynsy.
[ns nony4yeHuns 3anvcen XypHanoB ¢ Mogyns TpebyeTcs BbIMONHeHMe cOopa XXypHanos.




12 MOAOVYIb CA3 DALLAS LOCK

12.1 Beog moaynsa B [1b

Beectn mogyne C[3 Dallas Lock B [lomeH 6e30nacHOCTM MOXHO Yepe3 060nouky agmuHuctpaTtopa CA3
Dallas Lock.

Buumanue! lNpun BBoge moayna CHA3 Dallas Lock B b gomkeH GbiTb cobnogeH psag

YCrOBUIA:

e B JIBC pgomxeH 6bITb paboTtatowmin cepeep ELLY;

e Mexay mogynem u cepsepoMm ELYY pomkeH ObiTb cBob6oAHbI 0OOMeH nakeTamu
no TCP/IP nopty 17900.

BHumaHume! Nocne BBoga moayna CL3 Dallas Lock nog ynpasneHne ELYY Dallas Lock
3Ha4YeHusa NonuTUK 6e30NacHOCTM NoAnexaT CUHXPOHM3aUMM CO 3HavYeHnsiMu nonutuk ELLY
Dallas Lock gns 6asoBoi rpynnbl «HepacnpegeneHHble 06BbEKTbIY.

Ins Beoga moayns B 1B yepes 060n04Kky aaMuMHUcTpaTopa Heo6XoamMo:

1. Y6eauTtbes, 4to cepsep ELLY goctyneH no cetw.

2. 3anyctute TC c ycraHoBneHHown nnaton C[A3 Dallas Lock, BBectn aBTOpM3auUMOHHbIE AaHHblE
1 BbIbpaTb cueHapui ceccum «AOMUHUCTPUPOBAHMEY.

3. JoxpgaTtbcsa 3anycka obonoyvkn agMmuHmctpartopa mogyna CA3 Dallas Lock.

4. Tlepentun Ha Bknagaky «lMapameTpbl» — KaTeropus «llapameTpbl ceTn» (puc. 193).

Cepenc . [Monb3oBarTend KoxTponupyemsbie obuexTe: NonuTuxkw GelonackocTn XKypHan Napamertpu

e L% L
MNnata KT MNapamertpw 3arpy3kw  NapameTpe ceTH

Kateropus

Cere

Puc. 193. Bknagka «[lMapameTtpbl cetn» mogynsa CO3 Dallas Lock

5. MoctaBuTb chnar B none «CeTby», Nocne 4ero cTaHyT OOCTYNHbI ANS peakTMpOBaHWA Apyrve nons
CTpaHuLbl.

6. 3anonHuTL BpYyYHYHDO HeobXxoduMMble CeTeBble MapameTpbl WM Xe nocTaBuTb dpnar B none
«3anpawwuBaTtb |P-agpec guMHaMunyecku» 0N aBTOMATMYECKOrO Ha3HAYEHUs CETEBbIX NapaMeTpoB
DHCP-cepBepom (puc. 194). HaxaTtb KHOmnKy «[1pyuMeHnTbY.



Cepesc . MonbIoBaTEMN HoHTpOnM DYy EMblE o LERTE MoruTHEd GE3oNacHoCTH HypHan NapameTps

b U
Mnata KT Napamerpw 3arpyase | MapaseTpel 0eTH

KaTeropia

v Cate
HenoAsrydMwit WuTepdgenc: | EQIDSSE:82:24:85 -
¥ 3ANPALMBATH IP AAPEC AXHAMAYECKM
1Pv4 appec:
IPV4 MECKa NONCETH:
IFvd wineoa:
DNS
v IANPALMBATE AAPEch DMS CEpREDOE AMHAMUSECKM

Cepaapw DNS: + -

192.168.13.162
192.168.0.172
192 168.0.50
192.168.0.51

MpHMEHATE

Puc. 194. 3anonHeHHble ceTeBble NapameTpbl

7. 3anonHuTb napameTpbl BBoga B [1b Ha naHenu «LleHTpannsoBaHHoe ynpasrneHue» (puc. 195):
e BblbpaTb «EanHbIN LieHTp YnpaBneHus»;
e ykasatb umsa APM, B cocTaBe KOTOPOro HEOOXOAMMO BBECTU MOAYIb;
e yKasaTb ceTeBOW agpec cepsepa ELLY;
e BBeCTM KoY goctyna k Ab.

LUeHTpanHiosanHoe ynpanasHie

Cepeep BezonacHocTy  (# Egwswi LewTtp Ynpasnewus

WaA wmeeHTa APM: AFPM_CO3

Mun CEpRepa: 192.168.122.125
KA AacTyna: |H'ﬂ

BaecTw B [I6

Puc. 195. LleHTpanusoBaHHoe ynpasneHve

8. lNocne 3anonHeHWs nonen Haxatb KHOMNky «Bectun B [1B6».
9. Ecnn npouecc BBoga moayns B b npowen ycnewHo, TO 4Yepe3 HekoTopoe BpeMs MOsiBUTCSH
cooTBeTCTBYMOLLIEE cooOLeHme (puc. 196).

YenewHo

i KnueHT ycnewHo eeeféH B 6. Mpw HaxaTuy kHonkw OK bypet
\.\Q oCyLLeCcTBNEHa Nepe3arpyska

[P ]

Puc. 196. CoobLueHre 06 ycnewwHom BBoae moaynsi B b



B KoHconu ELLY B rpynne aepesa b «HepacnpeneneHHble 06beKTbI» NoABMTCA HOBbIV APM ¢ ykaszaHHbIM
UMEeHeM, B KOTOpPOM 3apernctpmposaH moayne CA3 Dallas Lock.

12.2 BbiBoa moayna ns [1b

BeiBectn moagynb CA3 Dallas Lock u3 lomeHa 6e30nacHOCTM MOXHO cnegyowmumm cnocobamu:
e c nomouwpto KoHconu ELLY (cm. «HacTponka moaynsi»);
e 4epes ob6onoyky agmuHucTpatopa CO3 Dallas Lock.
[na BbiBOAa Moaynsi yepes 060noyYKy agMUHUCTPUPOBaHUS HEOBX0AMMO:
1. Banyctute TC c yctaHoBneHnHon nnaton CL3 Dallas Lock, BBeCTM aBTOpM3aUMOHHbIE [aHHbIE
1 BblGpaTh cueHapui ceccumn «AOAMUHUCTPUPOBAHNEY.
. Joxpatbca 3anycka obonoykm agmuHnctTpatopa mogynsa CA3 Dallas Lock.
MepenTtn Ha Bknagky «lMapameTpbl» — kaTeropus «llapameTpbl ceTny.
Ha naHenu «LleHTpanu3oBaHHOe ynpaBneHne» HaxaTb KHOMKy «BbiBectn us 1b» (puc. 197).

ENFAEN

LeHTPanu3oBaHHOR yNpasneHue

VMA KnuenTa/APM:

WMa aomena:

Cnucok cepeepos:

BuigecTn w3 16

Puc. 197. BeiBog mogynst C[13 nocpeacTesom 06004k agMmMHUCTpaTopa

5. Ecnu npouecc BbiBoga moayns u3 [B npolwen ycnewHo, TO Yepe3 HEeKOTOpOoe BPEMS MOSIBUTCS
cooTBeTCTBYIOLWEe coobLieHune (puc. 198).

YenewHo

i‘ KNueHT ycnewHo eeiBedeH 13 [6. Mpu HamaTuw KHonkw OK Bynet
OCYLLeCcTBNEHA Nepe3arpyska

[ Pox ]
Puc. 198. CoobuieHre 06 ycnelwHom BbiBoAe Moayns us b

B KoHconu ELY ypaneHHbIn moaynb nepemectutcd B 06asoBylo rpynny «YAaneHHble OOBbeKkTbI»
npuv ycnosum Hanu4us ceasm ¢ ELLY Dallas Lock.
MpumeyaHume. Mpu OTCyTCTBUM CETEBOIO NoAKMNtoHeHus k Cnyx6e ELLY, mogynb moxeT ObITb
BbiBeAeH u3 [lomeHa 6esonacHoctn ELLY npunyamTtensHo. MNpu atom, B KoHconu ELLY Takown
MOoZYIb MPOJOIMKUT OToBpaxaTbCs, HO ero ctaTtyc 6yaeT «HegocTyneH».
MoaTomMy, Kaxabli MOAynb, BbiBeOEHHbIN U3 cocTaBa [1b BO Bpemsi OTCYTCTBUSA CBA3U
co Cnyx6own ELLY, Heob6xoanmo AononHUTENBHO yaansaTb BpydHyto n3 KoHconu ELLY.

12.3 Hactpouka mopgyna CA3 Dallas Lock

B nepese JomeHa 6e3onacHocTu ELLY Dallas Lock npucyTtcTBytoT 3apernctpmpoBanHbie B 1B mogynu CO3
Dallas Lock B coctaBe APM.

3Haukn obbekToB, 0bo3Havawowmx moaynu CA3, 3aBUCAT OT COCTOSAHWUS MOAYMS M MOryT MpUHMMAaTb
crnegyowunmn sna;



— MoAyJib NOAKITHYEH, BbIMOJIHEH BXO B o6onoq|<y agMUHNCTPAaTopa Ha APM,;

. Moaynb Haxoamtca Ha cBasu ¢ ELLY Dallas Lock nocpeactsom yctaHoBneHHoro Ha APM
~ Arenta LLOC;
—  CB$I3b C MOAYNEM OTCYTCTBYET;
. — Moaynb HaxoguTcsa B pexume pabotel LUOC n B LLUOC He ycTaHOBMNEH AreHT;

—  HeT coeanHeHus mexay AreHtom LLOC n ELLY Dallas Lock.

HacTpoviku Ha ypoBHe MoAaynsi oToOpaaloTcs Ha HECKONbKMX OCHOBHbIX BKadKax.

12.3.1 CwuHxpoHu3auus

[na npuBegeHna B COOTBETCTBME 3HAYEHUsIM MapaMeTpoB, BbiCTaBneHHbiM Ha ELLY Dallas Lock,
Ha moayne C[3 Dallas Lock Heobxoaumo npoBeaeHuMe CUHXPOHM3aLUMU. CUHXPOHU3AUUSA MOXET ObiTb
npoBegeHa npu ycrnoBMM Hanuumst ceteBoro nogkntodeHna mexay ELY Dallas Lock n mogynem
Npwv BKIMOYEHUN MOAYNS.

12.3.2 CO6op xypHanoB

Ons nonyyeHus B ELLY Dallas Lock 3anucewn xypHanos, Begywuxca Ha mogyne C[O3 Dallas Lock,
Heobxoammo nposegeHve cbopa xypHanoB. CbHop xypHanoB moxeT 6blTb MpPoOBEeAeH Mpu yCrnoBuu
Hanu4uns ceTeBoro nogknoyerHns mexay ELLY n mogynem npu BkntodeHun mogyns.

12.3.3 Csopaka moayna C[A3 Dallas Lock

Bknagka «Csogka» Ha ypoBHe Mopyns C[3 Dallas Lock otobpaxaeT obuiee cocTosiHne moaynsi
(puc. 199).
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Puc. 199. Bknagka «CBoaka»

[ocTynHbl criegyowme pasgensl MHPOPMaLUMOHHOW NaHenu.



UHdopmauusa o6 obbekTe

B BepxHen yactu MHOPMAaLMOHHOW nNaHenn oTobpaxaeTca crneayowas nHpopmaums o TekyLlem
COCTOSIHUN MOAYNS:

MHdOPMaLNS 0 AaTe U BPEMEHW NOCNeaHEero NoaKMoYeHNs;
WHcpopmaLums 0 gate u BpemeHu Beoaa moayns B [1b;
WCMNONHEeHNe neYyaTtHom nnaTbl;

BEPCUS MPOLLUBKW;

KoA KOHUrypauuu;

COCTOSIHME YacoB NnaThbl;

COCTOsIHME JaTYMKOB BCKPLITUSA KOPMNyCa;

CTerneHb 3anofIHEHHOCTU XXYPHAanoB;

MAC-agpec;

pesynbTat nocneaHen nposepku KLL;

KOMMEHTapuii K MOAYIIO.

MHUnpeHTbI 6e3onacHoCTH

OTtobpaxaeTcs CNMCOK MHUMAEHTOB GesonacHoCTM Moaynsa ¢ rpadwmyeckon naHensto. [JocTynHa
unbTpaums oTobpaxaembix coObITUA MO nepuogy W HacTpoika oTobpaxeHus auarpamm
(cM. «HacTpoiika uHUMAeHTOB 6e30MacHOCTUY).

[BOMHONM KNWK MO COObLITUIO OTKPOET 3anvCb B OTAENbHOM OKHE, B CMWCKe AaHHoe cobbiTne byaet
NoOMeYeHo Kak npoymTaHHoe. [None «KommeHTapuii» JOCTYMNHO ANA peAakTUpOBaHus.

,D,OCTyFIHbI cnegywoouimne DEencTBus c mMoaynem Ha naHes i UHCTPYMEHTOB!

1. OGHOBUTB.
2. YpanuTb Mmoaynb.
3. KommeHTapun.

,D,OCTyI'IHbI cneayouime KomaHabl onepaTuBHONO ynpaBsieHnd Ha naHenn MHCTPYMEHTOB!

1. BblknounTb.

2. lNepesarpysunTb.

3. Pa3bnokupoBaTb Nosib30BaTeNEN.
4. TepecynTtaTb LENOCTHOCTb.

12.3.4 Monb3oBatenu u rpynnbl moaynsa CA3 Dallas Lock

Bknapgka «[MNonb3oBatenu u rpynnbi» Ha yposHe moaynsa CA3 Dallas Lock cogepuT cnmcok rnobarnbHbix
W OOMEHHbIX Monb3oBaTernen W rpynmn, HacnegyemblX C YPOBHEW Bbille MO MEPapXUM U CO3AaHHbIX
Ha ypOBHe JaHHOro MOAYrs, a Takke MOAYMbHbIX NONb3oBaTenen.

YnpaeneHve nonb3oBaTensaMu u rpynnamu Ha yposHe Mmopyns C[3 Dallas Lock npoussoagumTcs
aHarnorn4yHo onNMcaHHOMY ynpasreHuto Nofb30oBaTeNsiMu1 1 rpynnamMu B pasgene «onb3oBareny v rpynnbl
mMoaynsy. [Ana npumMmeHeHnsa n3aMeHeHun Ha Moaynax Heobxoamma nepesarpyska.

12.3.5 Monutnkmn moaynsa CA3 Dallas Lock

Ha yposHe moayna CO3 Dallas Lock B cnucke Ha Bknage «[lonuTukm» [OCTYMHbI TOMbKO MOSNIUTUKM,
aktyanbHble and CA3 Dallas Lock (cm. «MNonutukm OB»).

Hactporika nonutuk Ans mMoAayns nNpou3BOOMTCA aHanormyHo HacTpolke nonuTuk Ang rpynnsl OB
(cm. «MNonutukm ang rpynnel AB»). [ng npuMeHeHnsa napaMmeTpoB Ha Mogynsax Heobxodvma nepesarpyska.

12.3.6 3apaHusa moaynsa CA3 Dallas Lock

Ha ypoBHe moayna CO3 Dallas Lock B cnucke Ha Bknage «3agaHus» OOCTYMHbI NS CO34aHUS TOMbKO
3apaHug, aktyaneHble ana CA3 Dallas Lock (puc. 200):

ouUCTKa XKypHana;

nony4yeHne KOHUrypaumum;

nony4yeHue otyeta o6 annapaTHOM obecrneyeHuu;
nosnyyeHne otyeTa no KoHpurypauuu;



e MpUMEHeHMe KOHMrypaumm.

@ MacTep cosgaHua 3aaaHua x

BeibepuTe TN Moayna

Ch3 Dallas Lock MiK4 w

BeiBepuTE THN 33A&HWA

O4UHCTKA XypHana

OuUKCTRA XypHana

MonyqeHUE KoHGMrypaLm
MonyqeHue oT4ETa ob annapaTtHoM obecnedeHm
MonyqeHre oTHETE No KoHBMrypaLwm

MPHMEHEHIE KOHMIYPaLWN

CospaTb OTmeHa

Puc. 200. MacTep co3panus 3agaHus ans mogynsa CO3

Pabota c sagaHuamu gnsa mogyns CO3 Dallas Lock npou3BoguTca aHanorMyHo HacTpowvike 3agaHui
ansa OB (cm. 3aganua OB). ns BbinonHeHus 3agaHnsa TpebyeTca nepesarpyska mogyns CA3 Dallas Lock.

12.3.7 XypHanbl moaynsa CA3 Dallas Lock

Bknagka «XypHane» gna mogyna C3 Dallas Lock no3sonsieT npocMaTpmBaTh XypHanbsl 6e3onacHocTu
mogyns (puc. 201).

MypHanbt

© [omeH 6e3o
v 03 HEPACTIPEENEHHBIE OBBEKTHI Aypan cecolt

[[J Komsecrso sanpaustsaemsix sanmceit

Ne fama Cobuime Pesynsrar
38 2020-06-25 16:13:36 (GMT+03:00) Cumxpormsaums c Cepeepom Besonacnoctu oK
[ ounsp no epemess
37 2020-06-25 16:12:56 (GMT+03:00) cHcTemb, ayanra BCKpBITHE KOP &
36 2020-06-25 16:12:25 (GMT+03:00) Mepesarpyska, 3asepiuiesiite paBoTHI NOACHCTEMI ByAHTa oK o
© Mikrotik 10.10.102.244 (public) 35 2020-06-25 16:12:14 (GMT=03:00) Bsoas omen Besonackoct oK Hacosofi noac
34 2020-06-25 16:10:16 (GMT+03:00) 3amyck 0600uKY 3aMUHHCTPATOPA oK [ ownsp no napanerpan
3 2000-06251610:09 (GMTS03:00) Sasepiienine EOmRoAR LAAOCTHOET ks ObekToe oK i
32 2020-06-25 16:10:09 (GMT+03:00) Tecruposarme ACYH oK
31 2020-06-25 16:10:09 (GMT+03:00) Bxoa nonssoearens 0K
30 2020-06-25 16:09:34 (GMT+03:00) cncTemsl, 1 ayanTa BCKPBITHE KOP
29 2020-06-25 16:08:53 (GMT=03:00) CobbiTie cpaGarnisanus CTopoXesoro Taiimepa Cpaboran cropoxesoi Taiimep
28 2020-06-25 12:36:46 (GMT+03:00) N paborsi I 3yAnTa oK
27 2020-06-25 12:36:44 (GMT+03:00) Bessoa us Jomena BesonacHocTn oK ‘
26 2020-06-25 12:34:25 (GMT+03:00) 3anycxk 060104y aaMUHUCTPATOPa oK
25  2020-06-25 12:34:19 (GMT+03:00) 3asepuuenine KOHTPONR LENOCTHOCTH CNnCKa 06bexToR OK
24 2020-06-25 12:34:19 (GMT+03:00) Tectuposanue ACH OK
23 2020-06-25 12:34:19 (GMT+03:00) Bxoa nonssosarens oK 3ar

Puc. 201. Bknagka «KypHanbi»

Ona mogyna CAO3 Dallas Lock gocTynHebI:
o «KypHan ceccuiny;
o «XypHan knueHta C3».
Pabota c xypHanamu mogynen onucaHa B pasgene «KypHanbl MOAYnsay.
[ns nonydeHus 3anucen xxypHana ¢ moaynsi Tpebyetcsi nepesarpyska mogynst CO3 Dallas Lock.




13 MOQAOYIJb CA3 Yb DALLAS LOCK

13.1 Beog moaynsa B [1b

Beectn mogynbe CA3 Yb Dallas Lock B [lomeH 6e30nacHOCTM MOXHO Yepe3 060o4Ky agMnHUCTpaTopa
CO3 YbE Dallas Lock.

BHuumanume! MNMpu BBoge mogyna CA3 YbB Dallas Lock B 1B gomkeH GbiTe cobniogeH psag

YCrOBUIA:

e B JIBC pgomxeH 6bITb paboTtatowmin cepeep ELLY;

e Mexay mogynem u cepsepom ELY pomkeH ObiTb cBOGOAHBLI OOMEH nakeTamum
no npotokony TCP/IP, nopt 17900.

BHumaHume! NMocrne BBoga moayna CO3 Yb Dallas Lock nog ynpaesnenue ELLY Dallas Lock
3Ha4YeHusa NonuTUK 6e30NacHOCTM NoAnexaT CUHXPOHM3aUMM CO 3HavYeHnsiMu nonutuk ELLY
Dallas Lock gns 6asoBoi rpynnbl «HepacnpegeneHHble 06BbEKTbIY.

Ins Beoga moayns B 1B yepes o6onoyky agMuHUCTpaTopa HeobXxoanmo:

1. Y6egutbcs, yto cepsep ELLY goctyneH no cetw.

2. 3anyctute TC ¢ mogynem CA3 YB Dallas Lock, BBecTM aBTOpu3auMOHHble OaHHble U BblbpaTb
cueHapui ceccum «AOMUHUCTPUPOBaHNEY.

3. JoxpgaTtbca 3anycka obonoykn agmmHuctpartopa mogynsa CO3 Yb Dallas Lock.

4. Tlepentun Ha Bknaaky «lMapameTtpbl» — kaTeropus «[apameTpbl ceTu» (Puc. 202).

Cepsuc | Monb3osaTenun KoHTponupyembie 06bekThl Nonutukn 6esonacHoOCTN HHKypHan NapameTpel
<@
NapamMeTpbl 3arpy3kun MNapameTpbl ceTr
KaTteropws
v CeTs
Ncnonk3iyemuin uHtTepgenc: EO:DS5:SE:70:€ ~
Vv 3anpawmsaTh IP agpec AMHamMunyeckn
IPv4 anpec:
IPv4 macka nogceTv
IPv4 winos:
DNS
Vv 3anpawwvwsats anpeca DNS cepsepos AMHaMU4eckn
Cepsepsbl DNS:
MNpuMeHnTL
Ueurpanu ynp
EavHbin LleHTp YnpasneHws
mn knnenTa/APM: sdz_ub
Nmn cepeepa: ucc_server.dl.local
Knto4 pocryna: eoccccoe|
Beectwn B 16
R

Puc. 202. . Bknagka «[lMapameTtpbl cetn» mogyns CA3 YbB Dallas Lock

5. AkTuBMpoBaTb 4ekOoKkc B none «CeTb», NOCne Yero CTaHyT AOCTYMHbI AN peAakTupoBaHus apyrve
nons cTpaHuLbl.

6. 3anonHuTe BpYyYHYO HeobxoAMMble CeTeBble MapameTpbl WU Xe MocTaBuTb dnar B none
«3anpawwmBaTtb |P-agpec guMHamMuyeckn» Onsi aBTOMaTMYECKOro HasHayeHusi CeTeBbIX NapameTpoB
DHCP-cepBepoM. HaxaTb KHOMKY «IpuMeHnTb».

7. 3anonHuTb NnapameTpbl BBoda B [1b Ha naHenu «LleHTpanv3oBaHHOe ynpaBneHney:
e yKkasaTb ums knneHta/APM, B cocTaBe KOTOPOro He06XoANUMO BBECTM MOAYIb;
e yKasaTb ceTeBow agpec cepepa ELlY/umsa cepsepa ELY;
e BBeCTM kntod goctyna k Ab.

8. lMocne 3anonHeHnsa nonen Haxatb KHoMKy «Bectn B [Ab».




9. Ecnu npouecc Beoga moayns B b npowen ycnewHo, TO 4epe3 HEKOTOpoe Bpems MOSBUTCS
cooTBeTCcTBYIOWEe coobueHme (Puc. 203).

YenewHo

i‘ KnueHT ycnewHo eeeféH B 6. Mpw HaxaTuy kHonkw OK bypet
\l) oCyLLeCcTBNEHa Nepe3arpyska

[ Pox_|
Pwuc. 203. CoobuyeHre 06 ycnewHom BBoae mogyns B [1b

B Konconu ELY B rpynne gepesa b «HepacnpegeneHHble 06bekTbl» nosiButca HoBbii APM ¢
YKa3aHHbIM UMEHeM, B KOTOpPOM 3apermctpupoBaH mogynb CO3 Yb Dallas Lock. Ecnn Obin ykasaH yxe
cywectBytowmi B 16 ELLY APM, To moaynb CA3 nobaeutcs B Hero.

13.2 BbiBoa moaynsa us [1b

BoiBect moagynb CL3 YbB Dallas Lock n3 [lomeHa 6e3onacHOCTM MOXHO criedyloLmmmn cnocobamu:

e c nomoubto Konconu ELLY (cM. «HacTpoiika mogynsay);
e yepes obonoyky agmuHmncTpatopa CO3 Yb Dallas Lock.

[nsa BbiBOAA mMoaynsa 4yepes o6onoq|<y aaMUHNCTPUPOBAHUA HeobxoaMMo:

1. 3anyctute TC ¢ mogynem C[O3 YB Dallas Lock, BBectu aBTOpmM3auuOHHble AaHHble U BbibpaTb
clieHapuii ceccum «AOMUHUCTPUPOBAHKEY.

HoxpaTbes 3anycka obonoyvkn agMmmHucTpatopa moaynsa CA3 YbB Dallas Lock.

MepewTn Ha BkNaaky «lMapameTpbl» — kaTeropus «lMapameTpbl ceTuy.

Ha nanenu «LleHTpanu3oBaHHOE yrnpaBneHney HaxaTb KHOMKy «BbiBecTn ns [b».

Ecnn npouecc BbiBoga mogyns u3 OB npowen ycnewHo, TO Yepe3 HeKOTopoe BpeMsi MOosiBUTCH
cooTBeTCTBYIOWEe coobueHne (Puc. 204).

arwN

YenewHo

i‘ KNueHT ycnewHo eeiBedeH 13 [6. Mpu HamaTuw KHonkw OK Bynet
OCYLLeCcTBNEHA Nepe3arpyska

[ Pox_|
Puc. 204. CoobweHne 06 ycnewHom BbiBoge Mogyns u3 b

B KoHconu ELY ypaneHHbin modynb nepemectutca B 0GasoBylo rpynny «YganeHHole OObekTbi»
npu ycnosun Hanu4usa ceasm ¢ ELLY Dallas Lock.
MpumeyaHume. Mpu oTCyTCTBUM CETEBOIO NOoAKMNtoYeHus k Cnyx6e ELLY, mogyrnb moxeT ObITb
BblBeaeH u3 [lomeHa 6esonacHoctn ELLY npunyamTtensHo. MNpu atom, B KoHconu ELLY Takown
MOZyrb NPOAOIMKUT OToBpaxaTbCH, HO ero ctatyc byaet «HepoctyneH».
MoaToMy, Kaxabli MoAynb, BbIBEOEHHbIN U3 coctaBa [b BO Bpemsa OTCyTCTBUA CBA3U
co Cnyxb6own ELLY, Heob6xoanmo AONONHUTENBHO yAansaTb BpyyHyto n3 KoHconu ELLY.

13.3 Hactpouka moayna CA3 Yb Dallas Lock

Hactpoiika mogyna C[3 Yb Dallas Lock nponsBogutca aHanornyHbim obpasom, kak u B C[13 Dallas Lock
(cMm. Hactpowka mogynsa C3 Dallas Lock).



14 MOQAOYIJIb WAF DALLAS LOCK

14.1 Beopg moanynsa B 1b

Beectn mogyne WAF Dallas Lock B [lomeH 6e3onacHOCTU MOXHO Yepe3 Beb-nHTepdenc mogyns.

BHumaHume! lNMpn Beoge moaoyns WAF Dallas Lock B [Ib gomkeH ObiTb cobntogeH psg
YCrOBUIA:
e BJIBC pgomxeH 6bITb paboTtatowmin cepeep ELLY;
e Mexay moaynem u cepsepoMm ELYY pomkeH ObiTb cBob6OAHbI OOMEH nakeTamu
no TCP/IP nopty 17900.
Ina Beoga moaynsa B [1b yepes BeG-nHTEpPdENC MOAYNSA HEOOXOANMO:
1. Y6eauTtbes, 4to cepeep ELLY goctyneH no cetu.
2. 3anyctuTb Beb-MHTEpdEc Moayns 1 aBTOPN30BaTLCA.
3. lMepentn Ha BkNaaky «HacTtponkn» — nyHKT «HacTtpowiku mogynsa ELLY» (puc. 205).

\@ DALLAS LOCK WAE

WHpopmaumoHHan naHenb JKypHanb! U CTaTUCTHKE v

Hacrpouiku moaynsa ELLY

Cratyc
HE SAPEMCTPUPOBAH lMonezosaTent
OBHOEUTE AaHHEIR Cepennl
¥npaenetine cepruduraramm
HacTpoiiku Apapuiitbiii pesam

WimA mogyna | zrwaf-suto-rel26 o | GEQ IP dunnTp

Puc. 205. Bknagka «Hactpownkun»

4. B pasgene «HacTtpownkuy 3anonHuTb napameTpbl BBoAa B b (puc. 206):
e UMSA MOAYnNs;
e ceTeBoW agpec cepsepa ELLY;
e kntod goctyna k AB.



(@) pALLAS Lok WAR

. S

WHpopmaumoHHan naHens JKypHans M CTaTMCTHKEA

Hacrponku moayns ELLY
Cratyc
HE SAPETWICTPUPOBAH
DEHOENTE A3HHEIE
Hacrpoiikn
Viun momyna | zrwaf-auto-rel26 W |
Cepeep ELIY | 192.168.131.155 V|
Knwoy gocryna k A5 . L
3aperscTprpoeste B 5 3apervCTPMPOEATECR

Puc. 206. Hactporikn mogyna ELLY

5. Janee Heob6xoAMMO HaxaTb KHOMKY «3apernctTpupoBaTbCsy.

Ecnu npouecc Beoga mogynsa B [16 npolien ycnewHo, To Yepe3 HEKOTOPOE BPeMsl MOfs ¢ HacTporKamu
CTaHyT HeJOCTYMHbIMU ANs pefakTupoBaHus, B pasgene «CtaTyc» nosButca uHdopmaums o JomeHe
BesonacHocTn ELLY Dallas Lock (puc. 207).

ﬂ DALLAS LOCK WAF

A

-

MNHPOPMALMOHHAA NaHeNb JKypHanb! U CTaTUCTHKA

Hacrpowkn mogyns ELLY «

Cratyc

Mus aomens Sezonackocma [lorMeH Be30NacHoCT

Besges g 05 xax WAF Dallas Lock K1
OfHoBKTE A3HHBIE O kommTs.
Hacrpoiku
Wua momyna | Zrmwaf-auto-rc126 v |
Cepmsp ELY | 192168131155 V|
Katon gocryna k 45 . «r

Puc. 207. Cratyc




B KoHconn ELLY B nepese b B rpynne «HepacnpegeneHHble 06bekTbl» nossutca moayns WAF (6e3
APM) ¢ cooTtBeTCTBYOWMM MMeHeM (puc. 208).

55 [NomeH Ge30nacHOCTH

* [0 HEPACMPELENEHHLIE OBbEKTHI
@ waF

Puc. 208. VkoHka moayns B aepese 1B

Mocne ycnewHoro BBoga moayns B coctas b ELY Dallas Lock, Ha WAF aBTomaTu4ecku HacTpanBaeTcst
CUHXpoHM3aLmsa no Bpemenu ¢ ELLY Dallas Lock.

14.2 BbiBoa moayna ns b

BbiBectn Mogynb WAF Dallas Lock n3 [JlomeHa 6e30nacHOCTU MOXHO CreayoLwwmmMmm crnocobamu:
e c nomoubto KoHconu ELLY (cM. «HacTpoiika mogynsay);
e yepes Beb-nHTEpderic moayns WAF Dallas Lock.

Insa BbiBOga moayns Yepes Beb-nHTepdenc Heobxoammo:

1. 3anyctutb Beb6-uHTepderic WAF Dallas Lock 1 aBTopursoBatbcs.
2. TepeniTn Ha BKNaaky «HacTponkn» — nNyHKT «HacTtponkn mogynst ELLY ».
3. B paspgene «HacTporikn» HaxaTtb kHoMKy «BeiBectn n3 OB» (puc. 209).

Hactpouikmn
Mraa mogyns WAF v
Cepeep ELLY 10.10.102.238 v
Knrou gocryna k f1B v
Buisecti ws JB

Puc. 209. BeiBog 13 b

Ecnu npouecc BeiBoga moaynsa us [1b npoluen ycnewHo, To Yepes HEKOTOPOE BpeMs MO C HAaCTPOMKaMu
mogyna ELY Dallas Lock ctaHyT pgocTynHbeiMW Onsi pefaktupoBaHuda, B pasgene «CocTosHue»
oTobpasurtcs ctatyc «HE SBAPETMICTPUPOBAH».
B KoHconu ELLY yganeHHbIi Moaynb nepemectutcsa B 6a3oByto rpynny «YganeHHble 00beKTbl» gepeBa
OBb.
MpumeyaHwme. pu OTCYTCTBUM CETEBOIO NOoAKMNtoYeHus k Cnyx6e ELLY, mogynb moxeT 6biTb
BbiBefeH u3 [lomeHa 6esonacHoctn ELLY npunyauTtensHo. Mpu atom, B KoHconu ELLY Takow
MOoZYIb MPOJOSIKUT oToBpaxaTbes, HO ero ctaTyc 6yaeT «HepocTynen».
lMoaToMy, Kaxabll MoAynb, BbIBEOEHHbIN U3 coctaBa [b BO Bpemsa OTCyTCTBUA CBA3U
co Cnyxbown ELLY, Heob6xoanmo AoNoNHUTENBHO yaansaTb BpydHyto n3 KoHconu ELLY.

BHumaHwme! MNpun BoinonHeHun 3aganuna ¢ Konconum ELLY Ha cBpoc k 3aBOACKMM HacTporkam,
mogynb WAF Dallas Lock npuHyantensHo BelBOAUTCA U3 AoMeHa 6esonacHoctu ELLY.

14.3 Hactpounka moayna WAF Dallas Lock

B nepese [omeHa 6e3onacHoctn ELLY Dallas Lock npucyTtcTBytOT 3apernctpupoBaHHble B b moaynu
WAF Dallas Lock.



3Haukn o6bekToB, obo3Havaowmx moaynu WAF Dallas Lock, 3aBUCAT OT COCTOAHMA MOAynst U MOTyT
NpUHUMaTh CReayLnin BUA:

—  MOAyrnb NOOKIOYEH;

. — CBA3b C MOAyJ1eM OTCYTCTBYET.

HacTpoWiku Ha ypoBHE Moayrnsi 0TOOpaXatoTcs Ha HECKOMNbKMX OCHOBHbIX BKadKax.

MpumeuaHue. B cnyyae ecnv aBa nnu 6onee mogynen WAF nogkntoyeHsl k ELYY Dallas
Lock, 1 Ha 0gHOM M3 HUX MPOUCXOOUT BITOKMPOBKA Kaknx-Nnbo aTakyLwmx y3rnoB — AaHHble
6nokupoBku nepepatotcs Yepes ELLY Dallas Lock Ha Bce nogkntodeHHble k ELLY Dallas Lock
moaynn WAF Dallas Lock. MNocne aTtoro, Bce nogkntoveHHble k ELLY Dallas Lock moaynu
WAF Dallas Lock — 6rokunpytoT aTakyrLuii XOCT 4O UCTEYEHUsI BPEMEHN BNOKMPOBKMN.

14.3.1 CwuHXpoOHM3auus

[nsa otnpaeku Ha ELLY Dallas Lock cBeageHun o mogyne WAF Dallas Lock v npuBegeHusi B COOTBETCTBUE
CUCTEMHOIO BpPEMEHM HeobxoaMMo npoBedeHMe CUHXPOHM3aumMn. CUHXPOHU3aUMs MOXeT ObiTb
npoBeAeHa Npu yCrnoBUKU Hanuumsa cetesoro nogknodeHms mexay ELLY Dallas Lock n mogynem:
e pPU BKITKOYEHUN MOAYNS;
e nepuognyeckmn (cM. «apameTpbl paboTbl MOAYNENY);
e M0 KOMaHZe nonb3oBaTens:
e 13 KoHconu ELLY;
e nocpencteom Beb-nHTepderca mogyna WAF Dallas Lock.

CuHxpoHusaumsa no komaHge us Konconu ELLY

KomaHnga «CuHxpoHuaupoBatby B KoHconu ELLY ans WAF Dallas Lock goctynHa Ha Bknagke «CBogka»
Ha ypoBHe Mmogynss WAF Dallas Lock B gepeBe [omeHa 6e3onacHOCTM Ha MNaHenNM WHCTPYMEHTOB
«OnepaTtuBHOe ynpasrneHue» (puc. 210).

ONMEPATHUBHOE YMNPABJIEHME

Brikntoumnth
MNepesarpysuTh
CobpaTe ¥ypHansl
CHpocuTb BAOKMPOBKK
Brniounte aEapuiHbIA pexim
PazGnokupoeaTs NoAb30BEaTENEH
CMHXpOHWI MPOBEATE
OTHAKYMTE AEAPMAHBIA PEXHMM
Caenarte MacTepom

Otipbite web-agmunncrpuposanmne

Puc. 210. MNaHenb nHcTpyMmeHToB «OnepaTuBHOE ynpaBrieHMe»

CuHxpoHu3aumsa no kKomaHge us Beb-uHtepdenca mogyna WAF Dallas Lock

[na npoBeaeHust CUHXpoHM3aumm ¢ [JomeHom 6GesonacHoctn ELLY Dallas Lock no komange n3 Beb-
uHtepcenca moayna WAF Dallas Lock Heobxoanmo BbINONHUTE cneayoLlme Lwaru:

1. 3anyctuTtb BEO-UHTEPENC MOAYNA U aBTOPM3OBATLCS.
2. TepeniTn Ha BKNaaky «HacTponkn» — nNyHKT «HacTponkn mogynst ELLY ».



3. B paspene «Ctatyc» HaxaTb KHOMNKY «O6HOBUTL» (puc. 211).

@) DALLAS LOCK WAE

WudgopmaymoHHan naHeb XKypHansl v CTaTUCTHKA

Hacrpoiikn mogyns ELLY «

Craryc

MR aomens Se20nacHoomd lomeH Se30NacHOCTIA

Puc. 211. KHonka « OBHOBUTbL»

14.3.2 CO6op XypHanoB

Ons nonyyexus B ELLY Dallas Lock 3anucen xypHanoB, BeayLmxcs Ha mogyne, Heobxoanmo nposegeHmne
cbopa xypHanoB. C60p >KypHanoB MOXET ObITb NPOBEAEH NPU YCNOBUM HANMYNSA CETEBOMO NOAKMHYEHNS
mexay ELLY Dallas Lock n mogynem:

e MpW BKITHOYEHUM MOAYNS;

e nepuoanyecku (cMm. «MapameTpbl paboTbl MOAYNENY);

e [0 KOMaHAe nonb3oBaTensa u3 KoHconu ELLY.

C6op xypHanoB no komaHae u3 Konconu ELLY

KomaHga «Cobpatb xypHanbl» B KoHconu ELLY ana mogyns WAF Dallas Lock goctynHa Ha Bknagke
«CBogka» Ha ypoBHe Moayns B Aepese [JomeHa 6e3onacHOCT Ha naHenu MHCTpymeHToB «OnepaTunBHoe
ynpasneHue» (puc. 210).

14.3.3 Csoaka moaynsa WAF Dallas Lock

Bknagka «Csogka» Ha ypoBHe moaynss WAF Dallas Lock oTobpaxaeT obuiee cocTosHue Mopyns
(puc. 212).
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MomeH GezonacHoCTH

v [0 HEPACMNPEAENEHHBLIE OBLEKTHI

@ zmwafauto-rcl26

M CETEBbIE YCTPOWCTBA
B YAANEHHbIE OBbEKTHI

CBoaka

WUndropmauma ob obbexre

Beener 5 OB Kak: WAF Dallas Lock MK 1

Beoa B AB 2023-10-12 17:52:06 (GMT+03:00)
2023-10-12 17:52:08 (GMT +03:00)

Mocnearee noakMOYEHE
CeTesoe MMA zmwaf-auto-rc126
IP-anpec 10.10.200.126
MAC-aapec 00:50:56:A2:0A:01

KommeHTapuit

Moaens VMware, Inc. VMware Virtual Platform

Bepans Mpowmski
Bepoua Basel CurHatyp
HoMep nuueHsmm

Kon noaaepsica
CTaTyC CEPBMCOS

3anonHeHHoCTL ducka
MamaTe O3Y

Teryumit anuuH

1.13.7 (2023-10-06T 18:34-+00:00)
2(2020-12-17T10: 34+0300)
1777-6496-100050 (WAF COE)
25850539-771 (2033-05-01)

WAF - BKn. UTM - BEIKN.

CTaTyc B KnacTepe OTKMOYEHD

PestiM paboTel LLITaTHEIA

Bpena paboTsi 54 vaca 38 MuHyT 11 cekyHa
0.7% 3aHATo, 7371.36 MB ceofoaHo 13 7422.96 MB
Beero: 7971.02 MB, Ceobonro: 6937.07 MB (87.03 %)
3arpyska npoueccopa 2.4 %

root@192.168. 130. 147

Cooinka sef-aamuHncTprposadis 10,110,200, 126:7443

WHUMAeHTs Ge3onacHocTH

3anepuon: 12.10.2023 3KcnopT HacTpoku

D TonseKo HEMPOUMTEHHEIE

OEACTBUA

06HOBMTL

KommenTapuii

Ypanute

ONEPATMBHOE YNPAB/NEHWE

Briknroumts
Mepezarpyzute
Cobpare xypransi

C6pockTs GrokMposKK

Puc. 212. Bknagka «CBoaka»

HocTynHbl crieaytoume pasgernbl MHpOPMaUVMOHHON NaHenu.

NHdopmaumsa o6 ob6bekTe

B BepxHel YyacTM MHGOPMaLMOHHON NaHenu oTobpaxaeTcs cregyolas MHOopMaUus O TeKyLleM
COCTOSIHUM MOAaynsi:

WHdopMauns 0 AaTe U BpeMeHu NnocneaHero noakniovYeHns Moaynsi;

WHpopmauums o gate U BpeMeHu Beoda moayns s [b;

nocriefHee NoAknoYeHune;
ceTeBoe NvS;

IP-agpec;

MAC-agpec;
KOMMeEHTapui K MOAYNo;
Mogpenb;

BepCcUs MOLUNBKY;

Bepcus 6asbl curHaTyp;

HOMEP NMLEH3MM N KO TEXHUYECKON NOAAEPXKKY;

CTaTyC CepBUCOB;
CTaTyC B Knactepe;

pexvm paboTbl (LUTaTHbIA/aBapUNHBIN);

Bpems paboTsbl;

I/IH(*)OpMaLI,I/IFl O 3arnoJIHeHHOCTU ANCKa,

namsatb O3Y;
3arpyska npoueccopa;
TEKYLUUN agMUH;

CCblJiKa anda Be6-aﬂMMHMCTpMPOBaH na.

MHUMpeHTbI 6e3onacHOCTU

OTobpaxaeTca CNUCOK MHUMAEHTOB Ge3onacHoCTU moayns ¢ rpadumdeckor naHenbto. [1ocTynHa
dunbTpauma otobpaxaeMbix COObITMIM MO nepuody W HaCTpoWka OTOOpaxeHuMs Auarpamm
(cm. «HacTponka nHUnaeHToB 6€30MacHOCTUY).

[BOWiHOW KNUK MO COBbLITMIO OTKPOET 3anucb B OTAENbHOM OKHe, B CMUCKe AaHHoe cobbiTue ByaeT
nomMeYeHo Kak npodnTaHHoe. Mone «KommeHTapuii» OOCTYNHO AN peaakTUpOBaHUS.




JocTynHbl cnegyloLne oencTsnst ¢ Moayrnem Ha naHernm UHCTPYMEHTOB:
1. O6HOBUTL.

2. KommeHTapui.

3. Ypanuteb.

HocTynHbl cnegyowmne KoMaHabl ONepaTMBHOIO YNPaBieHNst Ha NaHeny MHCTPYMEHTOB:
BbIknounTb.

MepesarpyaunTb.

Cobpartb XypHarnbl.

C6pocutb GIOKMPOBKMU.

BkniounTb aBapunHbIA PEXUM.

Pa3bnoknpoBaTtb nonb3oBaTenen.

CWHXpOHM3MpOoBaTh.

OTKNIOYNUTb aBaPUNHBIA PEXUM.

. Cpoenatb macTepom.

10. OTKpbITb Web-agMuHNCTpUpoOBaHue.

©CoNoOOAWNE

14.3.4 3apaHusa mopynsa WAF Dallas Lock

Ha ypoeHe moaynss WAF Dallas Lock B cnvcke Ha Bknage «3agaHusiy OOCTYMNHbI ANS CO34aHUs TOMbKO
3agaHng, aktyanbsHble gns WAF Dallas Lock (puc. 213):

e CO30aTb PE3EPBHYIO KOMMUIO;

e BOCCTaAHOBWTb PE3EPBHYIO KOMMUIO;

e cbop XKypHanos;

e cOpoC Kk 3aBOACKNM HACTPOWKaM;

e 0OHOBMEeHMe 0asbl peLlarLmMx NpaBun.

O MacTep cozgaHwA 3a5aHuA >

BribepuTe TMRN Mogyna

LWntos BesonacHocTk WAF Dallas Lock MK 1 -

BrifepuTe THN 3a0aH1A

C0303Te PESEQEHYHD KOMMKD
BOCCTAHOBWMTE PESEPEHYHD KOMMID
CHop ¥ypHanos

COpoc K 38B0ACKMM HACT POIKEM

OfHoBENEHWE B33kl PELIEHLLMYK NPaBIAN

Puc. 213. MacTtep co3sgaHus 3agaHusa ansa mogyns WAF Dallas Lock

Pabota ¢ 3aganuammn gna mogyna WAF Dallas Lock nponsBoguTcsi aHanorMyHO HacTpoWKe 3adaHui
anst OB (cm. 3agadusa OB). Ons BbiNONHeEHWs 3agaHus TpebyeTcst CUHXPOHM3aUNsi C MOLYMEM.

ﬁ BHumaHume! Npu BeinonHeHun 3agaHms ¢ Konconu ELLY Ha cBpoc k 3aBOACKUMM HAcTporkam,

moaoyne WAF Dallas Lock BoccTaHaBnvMBaeT CBOK KOH(pUrypauumoo no yMOMYaHuio W
- NPUHYAMTENBHO BbIBOAUTCH U3 AoMeHa 6e3onacHoctu ELLY, npu 3TOM BCe BbINOMHEHHbIE
o 3afaHusa moayns B KoHconu ynpasneHusa ELLY yaanswoTtcs.

14.3.5 XKypHanbl moayna WAF Dallas Lock

Bknagka «XXypHanei» gna moayns WAF Dallas Lock no3sonsieT npocmaTpuBaTh XXypHarbl 6e3onacHoCTH
mMoayns (puc. 214).
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3 HEPACMPEAENEHHBIE OBbEKTbI l
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B YAANEHHbIE OB bEKTbI 1
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job '/sbin/emergency_mode check' exited with code 80

crond[4135] ERR
wafuced[5283]

" starting by w

cd" starting by
starting by
starting by
cd” starting by
anyuien

US] Mowrouerme ot ELLY. Cr

starting by webui roo
nipd” stopping by emergency_mode
figuration reload finished;

Configuration reload request received, reloading configuration;

OVNbTPbI

KonuecTso sanpauumsaenmsix samicefi

100 Mocneasx sanvceli

[ —

[] onnetp no napanetpan

NEHCTBUA

Ouncris wyprian

IcnopruposaTs xypran

Copocums

Puc. 214. Bknagka «KypHarnbi»

[Ona mogyna WAF Dallas Lock gocTynHbl:

e «CuCTEMHBbIV XXypHany;
«KypHan WAF»;

«KypHan COB»;

«KypHan M3y;

«KypHan ceTeBbIX MaKeTOBY;
o «KypHan nonutuky»;

o «XKypHan aBTopu3auumy.

PaboTa ¢ xxypHanamu moayrnen onnucaHa B pasgerne «XKypHanbl Mooynsy.
[na nony4yeHns 3anucei xxypHanoB ¢ Moaynsi TpebyeTcs BbiNofiHeHWe cbopa KypHaros.




15 ATrEHT EUY

HesaBucumbin areHT gns MK (aganee — ArenT ELLY) npegHasHaueH ansa nepegayn 6asoBon nHdpopmaumm
00 ycTporicTBe (cuctemMHble xypHansl, Bepcusa OC, IP- n MAC-agpeca) Ha KOTOpOe OH YCTaHOBIEH.

15.1 TpeboBaHus K annapaTHOMY U NporpaMMHOMY ob6ecneyeHuro

AreHT ELLY npeacraBsnsieT cobown cnyxby, paboTtatowyo B pOHOBOM pexume, yctaHaBnusaemyo Ha [1K,
anga nocrnegyrowero seoga B [1b ELLY Dallas Lock. AreHtom ELLY nopgaepxuBatoTcs cneayiowme Tunbl
onepaumoHHbix cuctem cemerictea Windows:

Windows 7 x32, x64 (SP 1) (Ultimate, Enterprise, Professional, Home Premium, Home Basic,
Starter);

Windows Server 2012 x64 (Foundation, Essentials, Standard, Datacenter);

Windows 8.1 x32, x64 (Core, Pro, Enterprise);

Windows Server 2012 R2 x64 (Foundation, Essentials, Standard, Datacenter);

Windows 10 x32, x64 (Enterprise, Education, Pro, Home);

Windows Server 2016 x64 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage
Server, Hyper-V Server);

Windows Server 2019 x64 (Standard, Datacenter, Essentials);

Windows Server 2022 x64 (Standard, Datacenter, Core);

Windows 11 x64 (Home, Pro, Enterprise, Education);

n cemencTtBa Linux (x64):

Debian 10.x;

Debian 11.x;

CentOS 7.x;

Red Hat Enterprise Linux 8.x;

Ubuntu 18.04 LTS;

Ubuntu 20.04 LTS;

Ubuntu 22.04 LTS;

Ubuntu 23.04;

Astra Linux Common Edition (Open) 2.12;
Astra Linux Special Edition (CmoneHck) 1.6;
Astra Linux Special Edition (CmoneHck) 1.7;
AnbTt Pabovasa CtaHumsa 9.x;

AnbTt Paboyaa CtaHuma 10.0;

AnbTt Pabovasa CtaHuma K 10.0;

AnbTt Pabovasa CtaHuma 10.1;

AnbTt Paboyasa CtaHuma K 10.1;

AnbT Cepaep 9;

AnbT Cepsep 10;

AnbT Cepep 10.1;

AnbT CI Paboyasa CtaHuus 10;

AnbT CI1 Cepaep 10;

PEL OC 7.3 Mypow;

ROSA FRESH DESKTOP 12.

15.2 YctaHoBKa u yaaneHue AreHTta ELlY

15.2.1

NokanbHana yctaHoBKa AreHta ELLY

Ho ycrtaHoBkn AreHta ELLY Ha OC Linux, Heo6xooumMo nNpou3BECTU [OOMOSHUTESbHbIE AEWCTBUS
B TEpMUHarne:

anga Debian, Ubuntu, Astra Linux, AnbT Pabo4yast CTaHuMsi BbIMONMHUTL KOMaHAY:
apt-get update
anga CentOS, Red Hat Enterprise Linux, PE[] OC BbINONHWUTbL KOMaHAY:



yum repolist ; yum makecache

Ona yctaHoBkn AreHTa ELLY Heobxogmmo 3anycTuTb YCTaHOBOYHLIM dhavin uccAgentinst, koTopbii
Haxo4uTCs B KOPHEBOW AUPEKTOPUM AUCTPUBYTUBA (MK BbIBpaThb AaHHOE AeCTBUE B MEHIO OKHa autorun).

MpumeuaHue. [Npu ycrtaHoBke AreHta ELYY Ha TK c¢ OC Linux, nepeg 3anyckom
yCTaHOBOYHOro panna, HeobxoouMmo NpoBepuTb, siBnsieTca nu arn «uccAgentinst»
ncnomnHsiembiM. [ris STOro MOXXHO BOCMOMb30BaThCs CrieayloLen KOMaHaom:

@J chmod a+x <nyms K ¢atiny>.run

Mpumeuanue. [na nogkntodeHnst kK AreHty ELLY no VNC TpebyeTtcsi OOMOMHUTENBLHO
oTkpbITb TCP-nopT 17902, ncxogsiiee nogknoyeHme.

Ecnu Arent ELLY yctaHaenuaeTtcd Ha [1K, He ocHalleHHbI MPMBOAOM KOMMAaKT-AMCKOB, @ AUCTPUBYTB
nocraenseTca MMeHHo Ha CD-gucke, To MOXHO cKkonMpoBaTh C ANCKAa HEOHBXOOUMBIV YCTAaHOBOYHbIN hann
Ha ganHbIn MK nobbim yaobHbiM cnocobom: vepes JIBC, USB-Flash HakonuTenb u ap.

lMocne 3anycka nporpammbl YCTaHOBKM HEOOXOAMMO BbIMOMNHATL AEWCTBUS NO MOACKa3kaM Nporpammbl.
BeinonHeHue cnegyrowero wara yCTaHOBKM OCYLLEeCTBMASETCH C NMOMOLLbIO KHOMKK «[aneey. Ha kaxaom
lware yCTaHOBKM MNpPedoCTaBnseTcsd BO3MOXHOCTb OTMEHbl YCTaHOBKM C BO3BPaTOM MNPOM3BEAEHHbIX
n3MeHeHun. [ina aToro cnyxut kHonka «OTmeHa».

1. lMocne 3anycka NnpunoxeHus Ha akpaHe 6yaoeT BbIBEOEHO OKHO AN NOATBEPXKAeHMs onepaumun. [Nocne
noaTBepPXAeHnsa 3anyctutca mactep ycraHoBkm AreHta ELLY Dallas Lock (puc. 215).

@ Macrep ycranosim - Arent ELLY Dallas Lock, sepena 2.0.68.1 o1 30.10.2023 X

YcraHoeBka ArenTa ELLY Dallas Lock

Jobpo noxanosaTs!

Ina Havana ycraHoekw Arewta ELLY Dallas Lock eepcum
2.0.68.1 HaxmamuTe = Janees,

Arent ELLY Dallas Lock

lNanee > OTmeHa

Pwuc. 215. OkHo Havana yctaHoBku AreHta ELLY

[na npodomkeHns yCTaHOBKW HaxaTb KHOMKY «[anee».

2. Ha cneayowem ware MOXHO cpasy BBecTM kommnbioTep B b, yctaHoBMB chrar HanpoTue «Beectu
komnbtoTep B [lomeH BesonacHoctu». MNocne yctaHoBku chnara, CTaHyT AOCTYMHbI ANA U3MEHEHUs
napameTpbl pernctpaumm AreHta ELLY B 1B (puc. 216).



Q9 MacTep ycranosku - Arent ELLY Dallas Lock

Pervctpaums B flomeHe BezonacHocTn @
y

Ykamumte napamMeTpsl 4nA perucrpalni e ,ﬂGME‘HE" BezonacHocTk

BeecTi komnetoTep B Jomed besonacHocTi

Appec [Ib: | |

Knrou goctyna: | |

Wi APM: [DESKTOP-KIMSSGL |

< Hazan OTtmeHa

Pwuc. 216. Peructpauusa Aredta ELLY B b

Mocne Haxatma Ha KHOMKy «[lanee» BbINOMHAETCHA MpoBepka BBEAEHHbIX ANS perncTpauum OaHHbIX.
B cny4ae ycnelwuHowm npoBepkn AaHHbLIX, NPOU3OMAET Nepexo K cneayoLwemy Lary.
YTt06b1 NponycTuth BBOA AreHTa ELLY B 15 BO BpeMs yCTaHOBKM, HY)XHO HaxaTb Ha kHonky «[daneex.

3. 3aTtem Heobxoaumo BbIGpaTh pexum padoTel AreHta ELLY (puc. 217):

e CTaHOAPTHLIN PEXUM;
e  CKPbITbI peXxuM (NO3BOMNSET CKPbITb NpUcyTcTBUE AreHTta Ha MK oT nonb3oBaTens).

BHumaHue! CmeHnTb pexxum paboTel AreHta ELLY nocne ycTtaHOBKM HEBO3MOXHO.



U Macrep yeranoskw - Arent ELLY Dallas Lock >

Bbibop pexuma paboTel

BrBepuTe pexum paboTel Aredta ELLY

® CrawpapTHbIA peskum

Ir"\ e

() CKpBITBIA pexum
MozeonAeT CKpLITe OT NOML30BATENA NPUCYTCTEME AredTa ELLY Ha
YCTPOICTER - 2HAYOK AreHTa He oToOpaxaeTcA B oGnacTh MHAWKATOROE
naHenu 3agad

<« Hazan Hanee = OTmeHa

Puc. 217. Bbibop pexuma paboTbl AreHta ELLY

[ns NpoAomKeHNs YCTaHOBKN HaxaTb KHOMKY «[aneey.

4. CnegywoowmmM LWaroM HYXHO MpOBEpPUTb nNapaMeTpbl ycTaHoBKM (puc. 218) n HaxaTb KHOMKY
«YCTaHOBUTbY.

MapameTpbl YCTAHOBKK
MoxanyicTa, NpoeepsTe BRIBPaHHLIE NAaPaMEeTPLl YCTAHOBKM.

Haxmmnte "YoTanosuTe”, 4Tobbl NPoOgoI#UTE, UNKM "Ha3ag", eciu XOTHTE M3MEHWTE NapaMeTpel YCTaHOBKK.

KomnoHeHT: AreHt ELY Dallas Lock
Onepauma: ¥cTaHoBKa

Pewum paGoTbl: cTaHgapTHEIR

MNyTh yeraHoBKK: /opt/uccAgent/bin

D ApTomaruueckan YCTaHOBKa HeJOCTaWHWX NaKkeToB

B Cny4ae BOSHWKHOBEHWA HEYAOBNETEOPEHHLIX FAEMCHMMOCTER, MacTep YCTAaHOBKW NONMTAETCA YCTaHOBWTE
HELDCTARIWKWE NAKETEl AETOMATHUYECKH

< Hazap YcTaHoBUTE OTmenHa

Puc. 218. lNposepka napameTpos ycTaHOBKN AreHTa ELLY

B npouecce yctaHoBkn AreHta ELY Dallas Lock Ha OC Linux BbINOMHATBCA MNpOBepka Hanmvyms
HeobXoAMMbIX CTOPOHHMX NakeToB. [nNs Mx aBTOMATUYECKOW YCTaHOBKM HEOOXOAUMO HaxaTb YEKOOKC
«ABTOMaTMYeCKas yCTaHOBKa HEAOCTalOLMX NAaKeTOB» UMK YCTAHOBUTb MX CAMOCTOSATENbHO:
— ansa Debian 10.x, Debian 11.x, Red Hat Enterprise Linux Server 8.x, Ubuntu 18.04 LTS, Ubuntu
20.04 LTS v Ubuntu 22.04 LTS:



o rsyslog
o gnome-shell-extension-appindicator ~ (Tpebyetca  TONbkO  NpU  MCMNOMb30BaHMM
rpacpumyeckon obonoukn GNOME)
— ansa Astra Linux Common Edition (Open) 2.12, Astra Linux Special Edition (CmoneHck) 1.6, Astra
Linux Special Edition (CmoneHck) 1.7 nu PE[] OC 7.3 Mypowm:
o rsyslog
— pna AnbT Paboyasa CtaHuusa 9.x, AnbT Paboyas CtaHuus 10.0, AnbT Paboyvasa CtaHuma K 10.0,
AnbT Cepep 9 u Anbt Cepsep 10:
o rsyslog
o rsyslog-journal
o clamsmtp (ecnn ycTaHOBREH, pekoMeHayeTcs 06GHOBUTbL 40 NOCNeaHen Bepcum)
— anga CentOS 7.x:
o rsyslog
o epel-release
o gnome-shell-extension-appindicator ~ (Tpebyetcss  Tonbko  npu NCNonb30BaHMM
rpaduyeckorn obonoykn GNOME)
— ans Ubuntu 23.04:
o rsyslog
o gnome-shell-extension-appindicator ~ (Tpebyetca  TONbkO  NpPU  MCMOMb30BaHMU
rpaduyeckor obonoykn GNOME)
— ansa Anbt CI Paboyas CtaHumsa 10 n Anbt CI Cepsep 10:
o rsyslog
o rsyslog-journal
o clamsmtp (ecnn ycTaHOBMEH, pekomeHayeTcs 0OHOBUTL 40 NOCneaHen Bepcun).
. Janee Bo3MOXHO HabnogaTe 3a npoueccoMm ycTaHoBku (puc. 219). Ecnu npouecc npowen 6e3
OLWMBOK, HEOBXOOANMO HaXaTb KHOMKY «3aBepLUNTbY.

Q Mactep ycranoskw - Arent ELLY Dallas Lock X

YcraHoBKa

BeinonHenwe komangel 'ChiProgram Files\uccAgenti\uccAgentService.exe -install -server-name=192168.12.133 -access-|

3aBeplnTE

Puc. 219. MNpouecc yctaHoBkn AreHta ELLY

MpumeyaHue. 1) Ecnv Ha APMe c Linux yxe yctaHoBneHbl ctopoHHue C3U unu gpavsepsl
Ha gpyrve annapaTHble UAEHTUdUKaTOPbLI, N NPy 3TOM B npouecce yctaHoBku AreHta ELLY
npousoLuna owubka YCTaHOBKW, KOTOpasd CBA3aHa C MakeTHbIM MeHeOXXepoM, TO MOXeT
nomo4b kKomaHga sudo apt --fix-broken install.

2) Ecnwn B npouecce yctaHoBku AreHTa ELLY Ha Linux Bo3HukaeT owmnbka sBuga: "...error whiel
loading shared libaries: libxcb-xkb.so.1: cannot open shared object file: No such file or
directory", To Heobxo0AMMO nepepn YCTaHOBKOW BPYYHYIO yCTaHOBUTL nakeT "libxcb-xkbl.



Mocne ycnelwHoro 3aBeplueHusa yctaHoBku AreHta ELLY Ha [K, B aepese OB KoHconu ELLY B rpynne
«HepacnpegeneHHble 00bekTbly OyaeT co3gaH Hoebii APM, B CcOCTaB KOTOPOro BKIKOYEH
3aperucTpmpoBaHHbii Mogynb «AreHT ELLY Dallas Lock» (puc. 220).

5 [omeH Ge30NacHOCTH
* [ HEPACMNPELOENEHHLIE OBLEKTHI
* 3 DESKTOP-KAMS&GL

AreHT ELLY Windows

B CETEBGLIE YCTPOWCTBA

B YOANEHHBIE OEBEKTHI

Puc. 220. Oto6paxeHue Arenta ELLY B b

B cnyyae, ecnu BBeaeHHoe ums APM yxe 6bino B gepee obbektoB B, 1 B ero coctaBe HeT gpyroro
moayns AreHt ELLY, 1o B gaHHbIi APM ArenT ELLY 6ygeTt nobaeneH kak moaynb «AreHT ELLY Windows»
unn «AreHt ELLY Linux».

Mpumeyanne. 3apernctpupoBaHHbin B OB AreHt ELY pomkeH noggepxuBaTb CBSi3b
c cepsepom ELlY. B cnydyae, korga cepBepoB ELIY Heckonbko (knactep pennukaumm),
AreHT ELLY gomkeH nmeTb ceTeBon AocTyn XoTs 6bl K 0O4HOMY CepBepy M3 Cnucka krnacrepa
cepsepoB ELLY, koTopbIvi €CTb B CNMCKE CepBepoB pennmkaumm y aHHOro MOAyns.

15.2.2 KoHconbHas yctaHoBKa AreHTta ELlY

YcTtaHoBka AreHTa ELLY BoamoxHa 13 koHconu. B kauectBe atpubyToB k komaHae ./uccAgentinst MOXHO
ykasbiBaTb criegyrowme (Tabnuua 23):

Ta6bnuua 23. ATpubyTbl ycTaHoBKM AreHTta ELLY
ATpuobyTt OnucaHue

YcTtaHoBka AreHta ELLY 13 koHconm
-install anMep:
Jucclnst -install <enter>

-server-name Ykasatb ums cepsepa ELY ansa seoga B 1b
-access-key Ykasatb knto4v [lomeHa 6esonacHoctu ELLY
-arm-name YKkasaTb UMs, C KOTOpPbIM areHT 3anget B [1b
-hidden-mode Bbi6op ckpbITOro pexvma

-install-libs Beibop aBTOMaTNYECKON YCTaHOBKU

HeaoCTarLWMX NakeToB B linux

15.2.3 YpaneHHas yctaHoBkKa AreHTta ELLY Windows

YaaneHHas YCTaHOBKa BO3MOXHa B ClleyloLnx BapnaHTax:
e [nd rpynnbl KOMNbOTEPOB, UMEKLWNX O4NHAKOBbIE MMEeHa 1 Naponn agMUHNCTpaTopa OC;

e [N KOMMbIOTEPOB, MMEILLMX MHANBMAYANbHbLIE UMS U Naponb agMuHucTpaTopa OC, yaaneHHyo
YCTaHOBKY CrieflyeT BbIMOMHSTb OTAENbHO OT APYruX.



MpumeyaHue. Mo ymMonyaHuo B OnepaumoHHbIX cucTeMax HavmHas ¢ Windows 7 goctyn
K yoaneHHOMY KOMMbIOTEPY MOA JOKanbHOWM YYEeTHOW 3anucbio 3anpelleH. [MoapobHyto
WHpopMauno 06 3TOM OrpaHMYEeHUM MOXHO HaWTu Ha odumumanbHom cante CnpaBku
M noagepxkn komnaHum Microsoft no apgpecy https://support.microsoft.com/kb/951016
(Ha aHrnMIncKkom a3bIke).

Ecnn paHee Ha gaHHbIn 1K He BbINOMHAMNOCH yaaneHHoe pa3sepTbiBaHne AreHta ELLY vnu
mogyna C3W HCLO Dallas Lock, TO Ana paspelweHus yOaneHHoro noaknioveHus
noj nokanbHOM Yy4YeTHOW 3anucbld HeobxoaMmo B pefakTope peectpa no  NyTu
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
co3gaTb knody Tuna dword ¢ mmeHem LocalAccountTokenFilterPolicy co 3HavyeHnem «1»
(«LocalAccountTokenFilterPolicy»=dword:00000001) u  nepes3arpyautb  KOMMbIOTEP.
B kpynHbIx ceTax ¢ AD gaHHOe 3HayYeHMe MOXHO pacnpoCTpaHUTb Yepes NONUTUKN.

MpumeyaHue. Mo ymonyaHuio yganeHHas yCTaHOBKa BbINONHAETCHA Yepes nopt 445. Ecnum
paHee Ha gaHHbIn MK He BbINONHANOCh yaaneHHoe pa3sepToiBaHme AreHta ELLY nnmn mogyns
C3M HC[ Dallas Lock, To B bpaHgmayape Windows gaHHoro MK Heo6xooumMo OTKpbITb
nopt 445 (co3gaTb NpaBuIo AN BXOAALWMX NOAKITOYEHNNR).

BHuumanue! [Insg Heckonbkux ueneBbix TC LEHTPanNM3OBaHHYH YAANEHHY YCTaHOBKY
MOXXHO OCYLLECTBWTb TOSbKO MPW BbINOMHEHWUWN CIEeAYIOLWMX YCIOBUNA:

e uenesble TC BxogaT B TOT e gomeH AD nnn LDAP, yto n APM ¢ ELLY Dallas Lock;
e UM3BECTHbl MMS MOSb30BaTENs U Naposfib JOMEHHOW YY4eTHOW 3anucu C npaBamu
aAMUHUCTpaTopa JOMEeHa.

Onsa yoaneHHon yctaHoBku AreHTa ELLY Ha knneHTe Anst y4eTHOW 3annucu agMMHUCTpaTopa OOIMKEH ObiTb
3afaH naposb. YCTaHOBKY HEOOXOOMMO OCYLIEeCTBNATbL MO nNpoTokony IPv4, Ha MOMEHT OGHOBMREHUst U
YCTaHOBKM Heobxoaumo oTknoumTb npoTtokon IPv6 Ha APM c koHconbto ELLY. [anee Heobxogumo
BbINOMHUTL CnegyLwme warm:

Ha yopanenHom APMe, Ha koTopbih 6yaeT yctaHaBnmBaTtbea AreHT ELLY n3 KoHconu ynpaenenust ELLY,
[OMKeH ObITb AOCTYNeH Ansg Bxoaawmx coeguHeHun TCP-nopt 135 (epmap).

Mepen ueHTpPanU3oBaHHOW YCTAHOBKOM HeOOX0AMMO pa3MecTUTb Ha KOMMbKTEpe, Ha KOTOPOM
3anyweHa KoHconb ELLY, anctpubytne AreHta ELLY Windows.

1.

2.

[danee HeobxoaMmo OTKpbITb MaBHoe MeH KoHconun ELLY E — «YTunutbl» — «YganeHHoe
pasBepTbiBaHue AreHta ELLY Windows».

B oTkpbiBweMcs OKkHe Heobxooumo pobaeBuTb ueneBble TC AnNsg yganeHHOro pasBepTbiBaHWS.
TC moxHO gob6aBuTb 0QHMM U3 criegyoLmx cnocobos, Yepes:

py4yHOM BBOA agpeca — QAN 3TOro HyXHo 3anonHutb nonsa «Mopt» n «BBegute IP-agpec
UNn ceTeBoe MMS KOMMNbOTepay, 3aTemM HaxaTb kHomnky «[JobaButb komnbtoTep» (puc. 221);
UMMOpPT M3 hanna — HaxaTb «MNopT U3 dpanna» u NPUKPennTb TEKCTOBLIN ¢hann co cnuckom IP-
agpecos uenesbix TC.

Mpumeyanue. [ina cpaina c IP-agpecamy BO3MOXEH TONMbKO creayowmi oopmaT crnmcka:
B K&XXOOW CTpoke dhanna moxeT ObiTb yka3aH Tonbko oauH IP-agpec 6e3 gononHUTENbHbIX
CYMBOJIOB.
Mpumep:

192.168.0.1

192.168.0.35

10.10.112.55

3aTtem HaxaTb KHOMKy «[aneey.


https://support.microsoft.com/kb/951016

O MacTep yaanenHoi ycranoskw Aredta ELLY Windows - X

CNHCOK KOMNBIOTEp0B
¥CTaHoBKa aMcKa KOMMNBHOTEPOE ONA NOAKNKDYEHWUA

MopT 445 |3

BeeauTe IF agpec N CETEBOE MMA KOMNBbKITEPS

|| NoBaEMTE KOMNEKOTED

IP agpec DS umn MMnopT ws daiina

Yaanutb

Pwuc. 221. Havyano yaaneHHon yctaHoskm AreHta ELLY Windows

4. B cnegytowem okHe (puc. 222) HeobxoaAMMO BBECTU aBTOPM3ALMOHHbIE OAHHbIE:
e norvH 1 napone agmuHuctpatopa OC Ha uenesbix TC;
e JIOMVMH 1 Naporfb Cynepnonb3oBaTens (onuMoHansHo).

D MacTep yaaneHHon ycTanoekn ArenTa ELLY Windows - X

BEO aBTOPH3aLMOHHLIX AEaHHbIX
YUETHLIE AaHHEIE 3AMUHMCTPATOPa OC KOMMLIOTEPOE KIMEHTOE

Mma= || |

Napone | | <

|:| Co30aTh HOBOMD NONL30BATENA B KA4eCTES aaMubucTpaTopa VB
WMma=
MNapons

MoaTeEEp#OeHME Napona

< Hazan m OTmeHa

Puc. 222. Beog aBTOpU3aLMOHHBIX AAHHBLIX

5. Oanee (puc. 223) HeobxoaAnMO ykasaTb NyTb K UCXOQHOMY ANCTpuBYyTMBY AreHta ELLY.
[na Toro, 4Tobbl CKpPbITb OT Monb3oBaTensa npucyTcTene AreHta ELLY, MOXHO BbiOpaTb CKpbIThIA PEXUM



YyCTaHOBMB COOTBETCTBYOLLMIA donar.

Ina BBoga mogynen B [lomeH 6e3onacHoctu ELLY Dallas Lock cpa3y nocne ycTtaHOBKW, MOXXHO NOCTaBUTb
dnar «Beoa B momeH 6e3onacHoctn ELLY», ykasaTtb nms cepsepa ELLY v kntou goctyna k b ELLY.

3aTeM HaxaTb KHOMKY «YCTaHOBUTbY.

MpumeyaHue. Ecnu ykasaH HeBepHbIn kntod goctyna Kk b ELY, To ganbHenwas yctaHoBka
AreHta ELLY He 6ygeT BbINONHATLCS.

D MacTep waaneHHoR yoTaHoekK AreHta ELY Windows - O X

MNapaHeTpol YCTAHOBKH
Eei0op yCTaHOEOUHOrD afing 1 NapamMeTROE Y¥CTAHOEKH

WieoAHEIR AMCTRMEY THEY | I BrIGpaTe

CKPBITEIA pEsHH
MOZBONAET CKPBITE OT NOLS0EATENA NPHCYTCTEME AreHTa ELY Ha wCTpoACTEE
- 3Ha40K AreHTa He 0ToBpamasTca B 0GNacTH MHAMKATOPOE NaHENH 33434

D EEoa B A0MeH BesonacHocTH ELLY

Fonmy aocTyna k A6

< Hazaa ¥CTAHOBHTE OTmeHa

Puc. 223. MapameTpbl ycTaHoBku AreHTa ELLY

6. B HoBOM OkHe (puc. 224) MOXHO HabnogaTb 3a npoueccoM yctaHoBku AreHta ELLY. o okoH4yaHuto
npouecca 6yaeT BbiBe4eHO coobLLeHe 0 pe3ynbTaTe 3aBepLUeHUsi onepaLun.



O Macrep yaanenHoit ycranoskn Arenta ELLY Windows — X

Mpouecc yCraHoBKK

IP agpec DINS wma Mpouecc

192,168.12.147 rhel-21 ABTOpW3aLMA NONBICEATENEM

SEBEpWHTE OTmeHa

Pwuc. 224. Mpouecc yctaHosku AreHta ELLY

15.2.4 YpaneHHas yctaHoBKa AreHTta ELIY Linux

Ha yganenHHom APMe, Ha koTopbin BygeT yctaHaBnmBaTtbes AreHT ELLY Linux n3 KoHconu ynpasneHus
ELLY, pomkeH 6bITb AOCTyNeH Anga BxogsAwmx coeguHeHun TCP-nopt 135 (epmap).

Mepen LeHTpanM3oBaHHOW YCTAaHOBKOW HEOBXOAMMO Pa3MeCTUTb Ha KOMMbIOTEPE, Ha KOTOPOM 3anyLueHa
KoHconb ELLY, anctpmbyTtus AreHta ELLY Linux.

Ons nepexoga Kk npoueccy yctaHoBku AreHta ELY Linux, HeoBxoAMMO OTKpbITb [flaBHOE MEHI0

KoHconn ELLY E — «YTUnuTbl» — «YaaneHHoe passepTbiBaHne AreHTta ELLY Linux».

Cnepyowas nocnegoBaTenbHOCTb AEVCTBUN ANS yaaneHHon yctaHoBku AreHta ELLY Linux aHanornyHa
yaaneHHow yctaHoBke AreHTta ELLY Windows (cm. «YganeHHas yctaHoBka AreHTta ELLY Windowsy).

MpumeyaHue. Ecnu B npouecce yctaHoBku AreHta ELLY Ha Linux Bo3HukaeT owmnbka Bnga:
"...error whiel loading shared libaries: libxcb-xkb.so.1: cannot open shared object file: No such
file or directory”, To Heo6xo0a4MMO Nepes yCTaHOBKOW BPY4HYHO ycTaHOBUTL nakeT "libxcb-xkbl.

15.2.5 YpaneHune AreHta ELlY Windows

B OC Windows Heobxoammo oTKpbITb «ITyck» — «[laHenb ynpaeneHuns» — «lporpaMmMbl U KOMMOHEHTbI».
B nosiBuBLIEMCS OKHE M3 cnucka BblbpaTb nporpammy «AreHT ELLY Dallas Locky», HaxaTb «YganuTb»
W noaATBepaUTb yaaneHue (puc. 225).



[ Mporpammel v KOMOOHEHTE

&« “ 4 [ * Manensynpaenedns * [Mporpammer > [porpaMmel 1 KOMOOHEHTEI S ] Mowck g: Mporpam

Maxens ynpasneHns —

AOMALLHAR CTPaHMLA YaaneHne nan nimeHeHwe nporpamMmel

JnA yaaneHwA nporpammel BpIGEpUTE €8 B cKCKe W WenkiuTe "Yganute", "Msmerute” nnn "Boccranos
MpocmoTp yCTaHoBNEHHBIX

oBHOBNEHWI

G BrnroueHne wan oTKNHOYEHNE

komnoHedTos Windows ¥nopagounte ¥

s Mzpatens YCTaHOBNE...
@‘JMwareTools VMware, Inc. 24.01.2022
* Word Word 25.01.2022
@ Arent ELLY Dallas Lock 000 "Kondwmaent" 11.10.2023
ﬂ!,ﬂ,paﬁﬁepbl PyToken Komnanua “Axtne” 01.06.2023
Ej ELLY Dallas Lock 000 "Kondwmaent" 11.10.2023
& Cpena suinonnenna Microsoft Edge WebView2 Runti..  Kopnopauws Malikpocodt 09.10.2023

“—_  YcTaHOBNEHHLIe Nporpammel Moaxeii pasmep: 1,27TE
.] ¥cTanoeneHo nporpamn: 19

Puc. 225. Ypanenne Arenta ELLY Dallas Lock

Mpumeyanne. Mactep yganexus AreHta ELLY Takke MOXHO Bbl3BaTb C MOMOLLBIO 3anycka
yCTaHOBOYHOIo AncTpmbyTtmea.

Mocne noaTteBepxaeHWs 3anyctutca macTtep ypaneHus AreHta ELY Dallas Lock (puc. 226).
[nsa npogormkeHnsa yaaneHusa Haxartb KHOMKy «[Janeey.

Q MacTep yaanenun - Arent ELLY Dallas Lock, sepena 2.0.68.1 ot 30.10.2023 X

YaaneHwue ArenTa ELLY Dallas Lock

Jobpo noxanosatb!

A Havana yaaneHma Arenta ELLY Dallas Lock eepcin
2.0.68.1 HaxmuTe «Janeexs.

ArenTt ELLY Dallas Lock

Hanee > OTtmeHa

Puc. 226. OkHo Havana yganeHus AreHta ELLY Dallas Lock

MpoBepuTb U NoaTBepAUTL yaaneHue AreHta ELLY (puc. 223).



O MacTep yaaneHna - &redt ELLY Dallas Lock

MNapameTpbl yaaneH1s

Moskamydcra, NpoBepETe BERIBPAHHEIE NAPAMETRE! Y ANEHWA,

HammuTe "¥aanuTe", 4Tobkl Npogon*KTE, MAKM "Hazag", eCAM XOTUTE BEPHYTCA K TNAEHOMY 3KPAHY YAANEHKHA,

KomnoHeHT: ArenT ELLY Dallas Lock

Onepayma: ¥ganeHme
MyTh yeTanoskk: ChPrograrn Files (36 \uccAgentibin

< Hazan ¥aanMTe OTmeHa

Puc. 227. MNapameTpbl yaaneHns

[anee BoamoxHo HabntogaTh 3a npoueccoM yaaneHus (puc. 228). Ecnu npouecc npowen 6e3 owmook,
HeobXxoaMMO HaxaTb KHOMKY «3aBepLUNTbY.

O hactep yaanenua - freqt ELY Dallas Lock X

YaaneHue
}':ﬂ,aJ'IEHME S4ABeEpLIEHD

Haxmnte "JapeplunTe” Ang BEXD43 W3 MacTepa yaaneHna Aredta ELY Dallas Lock,

100%

JapepLUMTE

Puc. 228. MNpouecc yaanernusa Arenta ELY Dallas Lock

15.2.6 YpaneHue AreHTta ELY Linux

Onsa yoanexunsa Arenta ELLY Heobxoammo obnagatb npaBamu agMmuHuctpatopa OC (root) Ha gaHHom (K.
[anee HeoOxogumo 3anycTutb wucnonHsgembin dann  uccAgentUninst (NyTb  pacnonoXxeHus:
/opt/uccAgent/bin/uccAgentUninst) B TepmuHane. [Onsa 3Toro HeoOXoOUMO BLIMOMIHUTE B TepMuHane

KOMaHay:
sudo /opt/uccAgent/bin/fuccAgentUninst



Mocne BbINOMHEHWs KOMaHAbl 3anycTUTCA OKHO MacTepa yaaneHus AreHta ELLY Dallas Lock (puc. 226).

[anee nopsagok yaanexus AreHta ELLY Dallas Lock aHanornyeH nopsigky yoaneHusa gaHHou nporpamMmmebl
B OC cemenctea Windows (cm. «Yaanenune AreHta ELLY Windowsy).

15.3 Peructpauuna Arenta ELY B b

BapeructpuposaTtb Mmoaynb AreHT ELLY B [lomeHe 6e30nacHOCTU MOXHO crneaylowmmmn cnocobamu:
e  BO BpeMms NokarnbHOW Unu yganeHHon ycraHoBku AreHta ELLY (cMm. «JlokanbHag yctaHoBka AreHTa

ELLY»);

e [yTem CKaHMpoBaHWs ceTu (CM. «HacTponka mogynsay).

15.4 Hactpounka moaynsa AreHt ELLY

B KoHconu ELLY B pepese [1b AreHTbl ELLY oTobpaxatotca kak otaenbHble moaynu «AreHt ELLY Dallas
Lock Windows» unun «Arent ELLY Dallas Lock Linux» B coctaBe APM. 3Hauku AreHta ELlY 3aBucar
OT COCTOSIHUSI MOAYNSt U MOTYT NPUHMMAaTb CreayLniA Bua:

— MOAYyJ1b NOAKITHYEH;

— MOAynb He NOAKITHYeEH.

MpumeyaHue. [Ins KoppekTHOW paboTbl OYHKUMU yOAaNeHHOro ynpasreHUs C MOMOLLbHO
AreHTa ELLY Heobxogumo Ha APM c Linux oTkntounts npotokon Wayland.

15.4.1 CsBopaka moaynsa AreHt ELLY

Bknapgka «CBogka» (puc. 229) otobpaxaeT obLiee cocTosiHue paboyein CTaHLMK, Ha KOTOPY YCTaHOBIIEH
AreHt ELLY.

© Konconsynpasnerus ELIY [omen Besonacrocti: Jomen Besonachoety, Cepsep: windows1021h1.dl.lacal 17200] - O X

Ceopgra
LTI 5
WHpopMaLa ob obbekte v
*ACMPEAENEHHE! i
O Mocne ghes noAkmoUeHME 2022-01-12 12:02:59 (GMT-+03:00)
BE0A & A 2022-01-12 12:02:57 (GMT-+03:00) EoSpaTRRRYpHAN)
Bepona OC ‘Windows 10 Enterprise | Bepcr 21H1 (cSopka OC 19043.985) CumxpomusuposaTh
FQDN-wHa Windows1021H1
. BuicnrounTs
Pexin pabore! CTaHAIRTHEN
IP-anpec Feal: :7890:FdS0:a778:792h Nepesarpysurt
MAC-aapet 00:50:56:A2:D0:85
« . ¥panenHoe ynpasnenue
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06HOBATH.
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KoMHeHTapyii

Ma Ty Mo npvapuTeTy

Puc. 229. Bknagka «Csogka» mogynst AreHt ELLY

[ocTynHbl criegytowme pasgens UHPOPMaLUMOHHOW NaHenwu.



UHdopmauusa o6 obbekTe

B BepxHen yactu MHOPMAaLMOHHOW nNaHenun oTobpaxaeTca crneayowas nHpopmaums o TekyLiem
COCTOSIHUN MOAYNS:

MHdOPMaLNS 0 AaTe U BPEMEHW NOCNeaHEero NoaKMoYeHNs;
MHdOpMauusa o gate u BpemeHn eeoga B [1b;

Bepcus OC;

FQDN-uwms;

pexum paboThbl;

IP-agpec;

MAC-agpec;

KOMMEHTapWiA.

MHunpeHTbI 6e3onacHoOCTHU

OToGpaaeTcs CNMCoK MHUMAEHTOB 6e30MacHOCTY ¢ rpadonyeckoit naHenbto. [locTynHa dounbTpauus
oToOpakaeMbIx COGbITUA MO Nepuoay W HacTpolka oToGpaxeHus auarpamm (cM. «Hactporika
MHUMAEHTOB 6€30MacHOCTMY).

[BOMHON KWK NO COObLITUIO OTKPOET 3anvCb B OTAENbHOM OKHE, B CMWCKe AaHHoe cobbiTne byaet
NoMeyeHo Kak npovmTaHHoe. [None «KommeHTapuin» JOCTYMNHO ANA peAakTMpPOBaHUS.

Ha naHenu nHctpymeHToB Bknagku «Cogka» (puc. 229) AoCTynHbl cnegylowmne encTeus:

e «OOHOBUTL» — NO3BONSIET 0OHOBUTL MHOPMaUUio Ha Bkragke «CBogkay;
e «YpanuTtb» —nepemeltaet B 6a30Byto rpynny «YaaneHHble 06bEKTbI» C COXpaHEHNEM XYpPHaIoB;
e «KommeHTapuii» — pgobaBneHHbIi KOMMEHTapuin oTtobpasutca B pasgene «WHdopmauwms
06 obbekTe» Bknagkn «Ceoakay.
Ona mogyna Arent ELLY poctymHbl crnegywowimMe koMaHAbl onepaTtmBHOro ynpasnenus (puc. 230)
Ha NaHenu MHCTPYMEHTOB:
«BbIKNIOUNTLY;
«lMepesarpy3ntb;
«Cobpatb XypHanbl»;
«CMHXPOHM3NpOBaTbY;
«YpaneHHoe ynpasreHuey.

CobpaTh ¥Y¥pHANLI
CHHXEpPOHHIHPOBATL
BEIKNHOYHTL
Mepezarpy3vTb

¥ naneHHoe YNpasneHWe

Puc. 230. OnepaTtumBHoe ynpaeneHune

MpumeyaHune. PesynbTaT  BbINOMHEHUA  KOMaHA  ONepaTMBHOIO  ynpasrieHus
He oTpaxaeTca B XXypHanax ELLY. Tawkke He npegycmoTpeHbl BChbiBawLwme n npovve
yBEeIOMINEHNs 0 pe3yrbTaTax BbINOMHEHWUS KOMaH onepaTUBHOrO yrpaBneHus.

15.4.2 Co6op xypHanoB AreHta ELLY

Ona nonyyenns B ELLY Dallas Lock 3anucen xxypHanoB, Begywuxcst Ha TC, rae yctaHoBrneH AreHT ELLY,
HeobxoomMMo npoBefeHue cbopa xypHanos. CHop XypHanoB MoXeT ObITb MpoBedeH Npu YCNoBuu
Hanuuus ceteBoro nogkrntoyeHns mexay ELLY n TC ¢ yctaHOBnNeHHbIM AreHToM:



e nepuogunyeckm (cM. «apameTpbl paboTbl MOAYNEN»);

e 1o koMaHge nonb3oBaTens us KoHconu ELLY.
KomaHnpa «Cobpatb xypHanbl» B KoHconu ELLY ana moagyna AreHt ELLY pnoctynHa Ha Bknagke «CBogka»
Ha naHenu MHcTpymeHToB «OnepatneBHoe ynpasneHue» (puc. 230).

15.4.3 TMopknioyeHue K yaaneHHomy paboyemy crony

[ns nogkntoYeHns kK yaaneHHoMy pabodemy ctony TC, HeoGxoammo:

1. Beibpatb HyxHbI mogynb AreHT ELLY B aepese [b;

2. Ha naHenu wnHcTpymeHTOB B pasgene «OnepaTuBHOe ynpaBneHue» BbibpaTb MNyHKT «YaaneHHoe
ynpasneHue» (puc. 230).

3. Ha APM, rae yctaHoBneH AreHT ELLY nosiButcs okHo (Puc. 231), B KOTOpOM Mosfb3oBaTento Heobxoaumo
BblIOpaTh AEACTBUE C MOMOLLbIO KHOMOK.

KHonka «[lMogkntiounTb cenvac» no3BonseT HayaTb CeaHC yaaneHHoro NoaKmoYeHus.

KHonka «OTKNOHUTbY» NO3BOMSET OTKNOHUTL 3aMpoc Ha CeaHC yaaneHHOro NOAKIMI0YEHNS.

KHonka «3akpbiTb» MO3BOMSET 3aKpbiTb OKHO. 10 MCTEYEHUU BpEMEHW, YCTAHOBIIEHHOIO MOMUTUKON
«Bpewms oxnpgaHns nogkntoyerHms no VNC(cekyHA)», 3anpoc Ha yaaneHHoe noakrnoveHne byget npepsaH.
Ecnn nogkntoyeHne BO3MOXHO, TO Ha 3kpaHe oTobpasunTcsa 3anylieHHas ceccus Ha BblbpaHHom TC.
B nHom cnyyae nosiButcs coobueHune o6 owmnbke (Puc. 232).

Ons Toro 4tobbl CHATL BNoKMPOBKY akpaHa npu nogknoyeHun no VNC, Heobxoammo HaxaTb codeTaHune
knasuw Win+Del.

U ¥YaanenHoe nogkatadeHue >

k gaHH oMY KOMOBHOTERY BRINGAHEH 33NP0C HA WARNEHHDE NOAKAHKHEHWE,
Uepes 96 cekyHa sanpoc ByaeT aBTOMaTHYECKM OTKAOHEH,

MoagnroHuTE cefdac | | OTKAOHKTE JaKpLITE

Puc. 231. OkHO yaaneHHoro nogknoyeHus Ha ctopoHe APM ¢ AreHtom ELLY

DwmBra x>
)

He yaanoce s3anyctute VM C-cepeep Ha yaaneHHoW MallnHe:
MonezoBaTene oTKACHWA YARNEHHOE NOGKAHYEHNE

Puc. 232. Owunbka yganeHHOro nogknioyeHms

Ecnu Cepsep ELLY n KY ELLY passepHyTbl Ha OC Windows, T0:

e npu nogkntodeHun no VNC k OC ¢ yctaHoBneHHbIM AreHT ELLY Linux npoucxogut 6nokuposka
paboTbl "ropsumx” knaeuww (Ctrl+Alt+T) — OTKpPbITb TEPMUHAN HEBO3MOXHO;

e npu noakntodeHnun no VNC k OC c¢ yctaHoBneHHbiM AreHT ELLY Linux (Astra-Bpect, Opén,
CwmoneHck) n ucnonb3oBaHuu "ropaumnx” knasuw (Win+T — ans oTKpbITUS TepMuHana) —
nocriegyowas pabora B TepMmHarne 6rokupoBaHa;

e npu nogknodeHmm no VNC k OC c ycrtaHoBneHHbiM AreHT ELLY Windows u OTKpbITUS OKkHa
"BeinonHuts" (Win+R) — BBO4 kOMaHg Ha ucnonHeHue B none "OTKpbITh" 610KNPOBAHO.

MpumeyaHue. CobbiTWs, CBsI3aHHbIE C yAaneHHbIM nogknioveHmeMm k TC, dukempyroTtes
B XypHane «XypHan ELlY» (owubkM NOAKmoYeHus, Havano u 3aBeplueHue yaarieHHoro
NOAKINIOYEHMS).



MpumeyaHue. OpgHoBpemeHHOoe noaknodeHne k TC ¢ yctaHoBneHHbiM AreHtom ELLY
BO3MOXHO TONbKO ¢ ogHon KoHconu ELLY.

MpumeyaHue. MNpu nHMumMmMpoBaHnm nogknoveHnsa no VNC koHconb ELLY Gnokupyetca go
MOMEHTa NOoAKMNoYEeHUSA/0TKkas3a B NOAKIIOYEHWM.

= =

N BHumaHume! MogknioveHune k TC (c yctaHoBneHHbIM AreHToM ELLY), pacnonoxeHHbiMm 3a NAT,
no npotokony VNC He nogaepxvBaeTcs.

OLC

15.4.4 MNonutukmn moayna Arent ELLY

Ha ypoBHe moaynsi AreHT ELLY B cnncke Ha Bknage «[lMonutukmny (puc. 233) AOCTYNHbI TONBbKO NMOJIUTUKM,
akTyanbHble and moaynsa AreHt ELLY (cm. «[Monutukn OB»).

© Korcons ynpasnesins ELLY [owmen Gesonacrocru: v123-434c, Cepeep: CZIOTIS406-26.isc.confident.spb.ru:17900]

Monutnkn

Hacneayerea MonuTnka 3HaueHne Tun Mogyns

v O HEPACMPELENEHHBLIE OBBEKTHI

v @ ucc-centos-8

6 AreHT ELIY

_confident.spb.ru

(<IN <IN ]

Mikrotik mikrofik1.dl.local

<]

Mikrotik mikrofik3.dl.local

Puc. 233. Bknagka «lMonutukm» mogyns AreHt ELLY

Hactpoiika nonutuk Ans MoAyns npousBOAUTCA aHanormyHo HacTpovke nonutuk aAnsa rpynnel OB
(cm. «Monutukn ans  rpynnbl [Bb»). [Ona npuMeHeHuss napaMeTpoB Ha MoAaynsax Heobxoguma
CUHXPOHM3aLUS.

15.4.5 3apaHua mopynsa AreHt ELLY

Ha ypoBHe mogynsa AreHT ELLY B cnucke Ha Bknage «3adaHusi» JOCTYMNHbI ANsi CO34aHUsA TONbKO 3aJaHus,
akTyanbHble and AreHta ELLY (puc. 234):

e 0OT4eT 06 annapaTHoM obecnevyeHny;
e ypaneHue Arenta ELLY;
e OTYET O NPOrpaMmMHOM obecrneveHnm.

D MacTep cozgaHua 3aAaHMA *

BriBepHTE THN MOAYNA

areHT ELLY

BriBepHTE THN 334aHMA

OTUET 0f ANMNApaTHOM OBECNEYEHKHK
OTuET of annapaTHoM obecreqeHmm
¥aaneHwe aredTa ELLY

OTHET O NPOrPAMMHOM DBECNEYEHHH

OTHMEHS

Puc. 234. MacTtep co3gaHuns 3agaHus ana mogyns AreHt ELLY Windows



MpumeyaHue. Tunbl 3agaHni oamMHakoBble Ans moaynen AreHT ELLY Linux n AreHt ELLY
Windows.

PaboTta ¢ 3agaHusamun gns moayns AreHT ELLY npomsBoguTcs aHanorm4yHo HacTpounke 3agaHui ansa [Ob
(cm. Baganua OB). [1nsa BeINONHEHNS 3a4aHus TpebyeTcs CUHXPOHU3aLNs C MOAYSIEM.

15.4.6 OTtyeTbl moaynsa AreHt ELLY

Ha yposHe mogyna AreHT ELLY Ha Bknage «OT4ueThbl» (puc. 235) 4OCTYNHbI criefytoLme oT4eTbl Mogyns:
e oT4yeT 06 annapatHom obecneyeHun (cogepxuT MHOPMAaLMIO O MaTepuHckon nnate, BIOS,
npotieccopax, onepaTtvHon namsaTtu, PCl-ycTponcTBax u 0 Hakonutensix);
e OTYET O nporpamMMHOM obecnevyeHun (cogepxuT wuHdpopmaumio o060 BCEX YCTaHOBMEHHbIX
nporpammax (ons mogynew AreHt ELLY Windows) unu naketax (gns mogynen Arent ELLY Linux)).
MepBble nonyyeHHble ans AreHta ELLY (otyeTtel 06 annapatHom obecnedeHun un [O) craHoBATCA
amajsioHHbIiMuU. Criegyrolme nonyvyaemble OTYETbl CPaBHMBAKTCS C 3TanoHHbIM. [lepBbi oTyeT Gyger
nonydeH ELLY Dallas Lock cpa3sy nocne npouecca peructpaumm mogynsa AreHt ELLY B OB.
Ha naHenu nHctpymeHToB «[encteua» Bknagkm «OTyeTbl» AOCTYMHbI CReayowue KomaHabl no pabore
¢ otyeTamu moayns AreHt ELLY:
e  «OBHOBUTLY (MOMYYUTb TEKYLLWIA OTHET C MOAYNS U CPaBHUTbL C 3TarNOHOM);
o «[pyMeHNTb M3MeHeHUsA» (coenaTtb TEKYLUWIA OTYET 3TarOHHbIM);
o «CoxpaHuTb B hann» (NO3BOMNSET COXPaHUTb TEKYLLMIA OTYET B TEKCTOBOM hopmare).

@ Koncons ynpasnenus ELLY [fomen BesonacocTi: Jomen BesonacHoctu, Cepeep: windows1021h1.dl.local:17900]

OT4eThl

m

OTHET 0f annapaTHOH oBecnEdEHi

ITANOHHBIA OTUET (2022-01-17 12:20:22 (GMT-+03:00)) TeKywWiid oTusT (2022-01-17 12:20:22 (GMT+03:00))

HEHHbIW OB

1 Hazsamse mamera :

? BepcuR mamera
3 Dbzew
4

5 Hazzamie mamsva :

6§ Bepoym mamera
7 0Brew
8

0 Hazsamse mamera :

10 Bepcour mamera
11 Dbwer
12

13 Hazzamie maxeva

14 Beporm mamera

15 0Bz ex

accowmsservice

© 0.6.45-lwsmrtul. 3

© 440 xE

acl

© 2.z 5z-3buildl

: 200 %B

acpi-suppors

: 0.14z

: 92 =B

acpid

© 1:z.0.28-lubuntul

: 139 xB

-

1Hazpabte nmamera :

2 BepoiE nakera
3 Dbmen
4

5 Hasrammie mamera ©

6 Bepoys namera
7 0Bmeu
8

9 Hazpabte mamera :

10 Bepoue nakera
11 Ofmex
12

13 Hazearmee mawxera

14 Bepoun namera

15 DBmen

accountsservice

© 0.6.45-lubuntul.3

© 440 ®E

acl

o 2.2 82-3buildl

: 200 wE

acpi-suppors

© 0.1z

: 92 ®E

acpid

© 1:2.0.23-lubuntul

: 135 E

>

TpMeHnTE vsmMenenms
O6HoBuTs

CoxparuTs 5 daiin

Puc. 235. OTtyeTthbl mogynsa AreHt ELLY

MpumeuaHue. [lepnoamyeckoe CpaBHEHWE OTYETOB MOXHO HAaCTpoUTb B pasgene
«[lapameTpbl paboTbl MOAYIIENY .

Mony4yeHHbIN Tekywnin otyeT oT AreHTa ELY cpaBHMBaeTcA € 3TanoHHbIM. PesynbTaT cpaBHeHus
oTobpakaeTcs B paboyent obnacTtun Bknagku «OT4eTbl».

Ecnu nonyyeHHbIN OTYET OTNMYaETCs OT 3TarlOHHOro, TO MPOUCXOANT HapyLUEHNe LenocTHocTn. B Takom
cnyyae nosiBnseTcs yBegomneHue o6 nHumaeHte 6e3onacHocTi, a oTnnyus B otdeTe OyayT BblAeneHbl
LBETOM.

Mpu BbIGOPE Ha NaHenn UHCTPYMEHTOB «[lencTBusi» komaHabl « CoXpaHuTb B dpaiin», OTKpbIBAETCA OKHO
«CoxpaHnts oT4yeT 006 annapatHoM obecnevyeHun» unm  «CoxpaHWTb OTYET O MPOrPaMMHOM
obecneyeHnmny», COOTBETCTBEHHO.

B okHe HeobxoaoumMo ykasaTb NyTb AN COXpaHeHUs, U 3agaTh Ms cpanna (o Heo6X0AMMOCTH, 3aNONHUTL
UHdopMaUMIo 0 NoApasaeneHnax N aBToOMaTU3NPOBAHHOW CUCTEME).

B wanke otyeta pgononHutenoHo OyaeT 3adumkcupoBaHa  MHoOpMauus o
WHULMMPOBAaBLLEM COCTaBMeHWEe OTYeTa, faTa COCTaBMNEeHUs oTYeTa U UMS KOMMboTEpa.

nonb3oBarerne,



O CoxpanuTe 0T8T 06 annapaTHOM oBecnedeHmm *

CoxpaHuTE Gann kak...

MyTe: |C:,|'Users,|'admin,|'DeskJ:op,|'1 JExk | —

[AHpOpMaLHa;

HazBaHWe NoapasAeneHHA | |

HammeHoBaHHe A | |

OTEETCTEEHHEIE NHLA!

HaqaneHHE NoapasaeneqHa | |

HavansHuE noapasaeneHna T3

HaqansHHE NoApasAEnNEHHA CONPOEOH AEHHA | |

CoxpaHHTE OTHEHA

Puc. 236. KomaHga «CoxpaHuTb B charn»

15.4.7 XypHanb! Arenta ELLY

Bknagka «KypHanbl» ana AreHta ELJY nossonsieT npocmaTtpuBaTh XypHanbl 6e3onacHoCT Mogyns.
Ons mogynsa AreHt ELLY Windows (puc. 237) 4OCTynHbI:

o «XKypHan 6e3onacHoOCTUY;
o «CuCTeMHbIN XypHan»;
o (()‘KypHaﬂ NPUNOXEHUN»;
e «XKypHan ycTaHOBOK».
©) Konconoynpasnenus ELLY [[omen GesomacHoctu: fomen BesonacHocT, Cepsepi windows1021h1 dl o al:17300] - o x
HypHanbt
ACHOCTW " "
Chcrenmei yprian Kypran nprnoxenii Hypran yeraoses
CMPEQENEHHE!
TEORGED [} Bpems Tan WeTouriax Wit &PM [ 2
6300 2022-01-12 12:01:0 (GMT+0300) Coeaenua Microsoft Windows security auditing, Windows 0214 HO89MY CE3HEY BX043 HESHAUEHE! CreuMansHez Np.. R D S )

BXOA & yHETHYH 3aMVICE BEINGAREH YEMELLIHD, 100 Nocnearn sannced  *
6308 2022-01-12 12:01:00 (GMT +0%00) Ceepenua Microsoft Windows security auditing. Windaws1021H1 .
[ #mnere no epenern

6307 2022-01-12 12:00:40 (GMT+03:00) Coegenuan Microsoft Windows security auditing, Windows 0214 5718/HENE NONEIKS EXGAS B CUCTEMY < ABHEIN k3.,

C
G306 2022-01-12 11,5013 (GMT+0%:00) Coeaerma Microsoft Windows security auditing, Windows1021H1 t‘\“””‘”““"‘”““a””"”E”“ OO Mo
6305 2022-01-1211:59:13 (GMT+0%:00) Coeaera Microsoft Windows security auditing, Windows1021H1 éf””‘”“”"y’c'“"”"’“'"”""E"y‘““’"“' M
6304 2022-01-12 11:50:11 (GMT+03:00) Coeaerma Microsoft Windows security auditing, Windaws1021H1 "j“’”""”““"‘y R G G R 0 o W:TD e nepeneTpan
6303 2022-01-12 11,5811 (GMT+0H00) Coeseruas Micrasoft Windaws security auditing. Windaws|GE1H1 %8 * 470 2aret sonoanen yeneuro. V:DWK
6302 2022-01-12 11,5811 (GMT+0HOD) Caeaermas Microsoft Windaws security auditing, Windows1QE1Hy 100 MY CERMEY PO HESHasertl eneianoroe .- U AP
6301 2022-01-12 11:5%11 (GMT+0300) Creasrma Microsaft Windows security auditing. Windaws1021H1 ?f”A“WE"‘V"’”"”"’“‘"””E”WM””' Coofiuerne

6300 2022-01-12 1115811 (GMT+03:00) Csegena Microsoft Windows security auditing, Windaws1021H1 HOPOMY CEAHEY BCO3 HESHAUEHE! CnewancHbie np... Copoce
6750 2022-01-12 115811 (GMT+0300) Coegeruaa Microsoft Windows security auditing. Windows1021H1 ©XOA & Y4ETHYIO SaNMCL BMOAHEH yene o,

6258 2022-01-12 T1:5810 (GMT+03:00) Coeaenua Microsaft Windows security auditing, Windows1021H1 HOPPMY CEAHEY BXOA3 HaSHAUEHL! CreuancHble np...

B0 & y-ETHya 3aMHCk BHINDAIHER YENeLIHD.

6297 2022-01-12 11:5810 (GMT+03:00) CoegeHua Microsaft Uindows security auditing. Windows1021H1 O4MCTHTE 2eypHan

HOB0My CeaHty X043 HIZHGMEH K| CEUMANEHEIE ..

6206 2022-01-12 11:57:54 (GMT+0%:00) Ceepenua Microsoft Windows security auditing. Windaws1021H1 3KCNOPTHPOBATL XKYpPHAN

6255 2022-01-12 T1:57:54 (GMT+0300) Cocaenaa Microsoft Windows security auditing, Windows 02141 DXOR & YISTHYIO SaNHCL BHNaHeH yenewo.
6754 2022-01-12 1115742 (GMT+03:00) Coeenaa Microsoft Windows security auditing, Windows 0214 > 15THEIE AIHEIR AHCTIETUEDS YHETHEE: A3HHELS PO,

6293 2002-01-12 1157:41 (GMT+0%00) Caeaenus Microsoft Windows security auditing, Windows1 02141 72T AIHHEIE AUCMETUE DS yUETHERK A3 MR

6200 2022-01-12 11:57:40 (GMT+0300) Coeaenms Microsaft Windows security auditing, Windaws1 02141 7 12THEI? ATHHEIE AUCMETUE DS yUETHEEK A3 Mpo.

6201 2002-01-12 11,57:40 (GMT+0300) Coeaems Microsaft Windows security auditing, Windaws] 02141 ~ #ETHIE ATNHEIE AUEMETAERS yHETHbl 4310 Mpo.

6230 2022-01-12 11,57:40 (GMT+0%00) Coeaenns Microsaft Windows security auditing, Windaws! 021H1 ~ #ETHIE ABHEIE QUEMETAERS YHETHbEX A3HHEI RO

6283 2022-01-1211:57:40 (GMT+03:00) Ceeaenmna Microsoft Windows security auditing. Windows1021H1

YETHbIE A3HHbIE AMCMETUERS YHETHbIX A3HHBE NPO.

Puc. 237. XypHanbl AreHta ELLY Windows

Ona moayns ArenT ELLY Linux (puc. 238) OOCTynHbI:

«CncTeMHbIn XXypHany»;

«KypHan ynpasneHusi Nonb30BaTeNAMNy;
«KypHan nevatny;

«KypHan Bxo4oB».



[ Bpema

23 HekappekThos sHauskme
22 Hekappektos snasenne
21 HekoppektHoe sHaueHme
20 Heropperhoe sHauenme
19 HexoppexThoe snauenme
19 Hekappexthos sHauskme
17 Hekappekthos snasenne
16 HeroppexTros snasenmne
15 HexopperThoe sHauenme
14 Heroppexhoe snauenme

13 HekoppexThoe sHauenme

Tun

infa

infa

info

info

info

infa

infa

info

info

info

infi

@ Koncons ynpasnenus ELLY [flomen GesonacnocTn fdomen besanacrocm, Cepsep: windows1021h1.dl.local17500]

HypHanb!

HypHan Bxoa0s

100
[] @wnbTp no epener
C
Mo
“45C0B0H NoAC
[] @wneTp no napaneTpan
Tin
McTouHHE

s AP

CooBlEHHE

HypHan yNPaBNEHHA NONE30EaTERARH HypHan nesath

Werounme  Wra 4PM Coofwenne
systernd  ubuntu-16-04 ; Started Regular softwsre integrity check,
systernd  ubuntu-16-04 © Started Regular software integrity check,
systemd  ubuntu-18-04 : Started Regular software integrity check
systernd  ubuntu-18-04 : Removed slice User Slice of roat.

systernd  ubuntu-16-04 ; Stopped User Manager for UID 0,

systernd  ubuntu-18-04 : Received SIGRTMIN +24 from PID 5624 (n/a),
systernd  ubuntu-18-04 : Started Exit the Session.

systemd  ubuntu-18-04 : Starting Exit the Session...

systernd  ubuntu-18-04 1 Reached target Shutdown,

systernd  ubuntu-16-04 ; Closed GnuPG cryptographic agent and passphrase cache (restricted),
systernd  ubuntu-16-04 ©

Closed GnuPG cryptographic agent and passphrase cache (sccess forweb browse...

Puc. 238. XKypHanbl AreHta ELLY Linux

PaboTa c xypHanamu mogynen onucaHa B pasgene «KypHanbl MOAYnsay.
[ns nony4yeHuns 3anvcen xypHanos ¢ moayns Tpebyetcs BoinonHeHne cbopa KypHanos.

KoHUECTE D 3anpaEasHeD samHesii

Mocnears: sanmcer

Copocutn




16 KASPERSKY SECURITY CENTER
16.1 NMopgkntrouyeHune K Kaspersky Security Center

IOna nogkntoyeHns k KSC HeobxogMMo OTKpbITb rnaBHoe MeHtio KoHconm ELLY E N BblOpaTb MYHKT —
«MogkntoueHne k Kaspersky Security Center».
B okHe «[TogkntoveHne k Kaspersky Security Center» (puc. 239) ykasaTb:
e cepBep KSC (cdpopmat BBOoga <adpec>:<nopm>. B kayecTBe agpeca MOXHO ykaszaTb DNS-ums,
NetBIOS-ums, nubo IP-agpec);
e uMA agmuHuctpartopa KSC;
e Maponeb.

Haxatb kHomnky «[danee» ons noatsepxaeHusa nogknoveHus Kk KSC. [1ng oTMeHbl NOAKNIOYEHUS HaxaTb
«OT™meHay.

O Moaknrouenne k Kaspersky Security Center x

Cepeep KSC: | |

Wma agmuHmcTpaTopa KSC: | |

Mapone: | |
Puc. 239. MNoakntoyeHune k Kaspersky Security Center
Ecnu nogknioveHne npowno ycrnewHo — B cneaywowem okHe (puc. 240) oTobpasutca 6asoBas

MHdopMauus o cepeepe KSC.

YcTtaHoBka dnara «ABToMmaTnyeckui Beog B [1b HoBbix knueHToB KES» — no3sonseT 3apernctpnpoBatb
Bcex knueHToB KES, Bxoaswmx B coctaB nogkniovaemoro cepsepa KSC, B lomeHe ELLY Dallas Lock.
Mocne pepakTMpoBaHMa NapameTpoB HaxaTtb KHOMKy «BeecTtu B [1b».

O Moaknroderne k Kaspersy Security Center >
ABTOMATHHECKHA BE0A, B JB HOBRE: KikeHToE KES
liMA cepBepa KSiZ: k-win-ksc. dl. local|
[F-aapec; 10,10,103.82
Bepcua KSC: 13.0.0,11247
Fon-go knweHTos KES: 3
EeecTH E AB OTHEHS

Puc. 240. MNoakntoyeHune k Kaspersky Security Center

B KoHconu ELLY B kopHe gepeBa [lomeHa 6e30nacHOCTM NOSIBATCS 3anyCb C COOTBETCTBYIOLLMM MMEHEM
cepsepa KSC (puc. 241).



dl.local

B HEFACMPEOENEHHHE OBLEKTHI
B CETEBLIE ¥CTPOMCTEA
B Y1ANEHHLEIE OEREKTHI

Puc. 241. KSC B gepeBe [JomeHa 6e3onacHocTu

KnuenTbl KES B gepeBe [JomeHa 6e3onacHOCTM oTobpaxaroTcs Kak oTaenbHble Moaynu B coctase APM
(puc. 242). Ona peructpauum B OB ELLY HesapernctpupoBaHHbiX KknveHToB KES unu ypaneHus
3apernctpmpoBaHHbix Mogynen KES, Heobxoammo ycTaHOBUTH/CHATHL dnar B ctondue «CocTosiHue»
(cm. «KnueHnTbl Kaspersky Security Center»). Bce u3meHeHus otobpaxawTtca B pgepeBe [lomeHa
BesonacHocTw.

&S NomeH Be3onacHOCTH
@ k-win-ksc.dllocal
* [ HEPACMNPEAENEHHBEIE OBREKTHI
v B3 k-ubuntu-kes
< Endpoint Security
B k-win dllocal
B k-win-ksc.dllocal
I CETEEBLIEE ¥CTRPOKMCTEA

W YJANEHHBIE OEBEKTHI

Puc. 242. KES B aepeBe [lomeHa 6e3onacHocTu

Mpumeyanue. [Ons peructpaumm B OB ELY «knuneHtoB KES, Bxogsawux B cocTtas
nogkniovaemoro cepsepa KSC, HeoOXooumo HamuuvMe  YCTaAHOBJIEHHOIO  Ha
pernctpupyemblx APM MO «AreHT agMuHucTpupoBaHus KSCy.

16.2 OTkntoyeHune Kaspersky Security Center

BeiBecTu cepBep KSC n Bxogswme B Hero mogynu KES 13 [lomeHa 6e3onacHoctn ELJY Dallas Lock moxHo
cnegyrwmumm cnocobamm;

e Ha Bknagke «CBoaka» BblOpaTb AecTBME «YOanuTby;
e  OTKpbITb KOHTEKCTHOE MEHIO B ilepeBe 06BbEKTOB ANsi AaHHOrO y3na, BolbpaTth «Yaanutby.

Mpun BbIOOPE AencTBMA «YOanuTb» MOSIBATCS OKHO C npeaynpexaennem (puc. 243). Ecnn noateepauTb
yoaneHne — cepsep KSC u mogynu KES 6yayt nepemelleHbl B 6asoByto rpynny [JomeHa
B6e3onacHoCcTU «YaaneHHble 06bEKTbI».



O vaaneHue >

Bel TouHo xoTHTe yaanuTe cepeep Kaspersky Security Center w 6Ce Bxogawme 5 Hero
rMogni Kaspersky Endpoint Security?

Puc. 243. OTknioveHne Kaspersky Security Center

16.3 HacTpounka Kaspersky Security Center

B kopHe gepesa [JomeHa 6e3onacHocTn ELLY Dallas Lock otobpaxaeTca noakntoyeHne k cepepy KSC.
3HaukKn nogkntoveHHoro cepeepa KSC, 3aBUCAT OT COCTOSIHUS U MOFYT NPUHMMaTb CreayoLwwmii BUa;:

—  cepBep NOOKIOYEH;

cepBep He NOAKITHYEeH.

16.3.1 CwuHxXpoHMu3auus

[nsa otnpaskn Ha ELLY Dallas Lock ceegeHuii o cepsepe KSC 1 npuBefeHnsi B COOTBETCTBME CUCTEMHOMO
BpeMeHN HeobXoouMOo MpoBedeHNEe CUHXpOHU3aumn. CUMHXpPOHM3aLua MOXeT ObiTb npoBedeHa
npu ycrnoeumn Hannums cetesoro nogkntodeHnsa mexay ELLY Dallas Lock n cepsepom KSC:

e nepuognyecku (cMm. «MapameTpbl Kasperskyy);
e [0 KOMaHAe nonb3oBaTens u3 KoHconu ELLY.

Komanpa «CwuHxpoHusupoBatb» B KoHconun ELLY anga cepsepa KSC pgoctynHa Ha Bknagke «Csogka»
Ha naHenu MHcTpymeHToB «OnepaTneBHoe ynpaesneHune» (puc. 244).

CHHHPOHWZHPOBATh
CobpaTe ¥YpHanoi

OTKpbLITL Wweb-a gAMWHUC TPUPOBAaHKE

Pwuc. 244. OnepaTtmBHOe ynpasneHune

16.3.2 COGop xypHanoB

Ons nonydenus B ELLY Dallas Lock 3anucen xypHanoB, Begywuxca Ha cepBepe KSC, Heobxogumo
npoBegeHune cbopa xypHanoB. C6op xypHanoB MoXeT ObiTb NPOBEAEH MPU YCIOBMU HANU4Ms CETEBOTO
nogkntoveHusa mexay ELLY Dallas Lock un cepepa KSC:

e nepuoanyecku (cMm. «MapameTpbl Kasperskyy);

e 0 KOMaHAe nonb3oBaTens n3 KoHconu ELLY.
KomaHga «CobpaTtb xypHanbi» B KoHconu ELLY ana KSC pgoctynHa Ha Bknagke «CBogka» Ha naHemnu
MHCTpyMeHTOB «OnepaTunBHOe ynpasneHne» (puc. 244).

16.3.3 OTKpbITb Web-agMmnHucTpnpoBaHue

Ina nepexona B Beb-mHTepderic Kaspersky Security Center, Heobxoamnmo Bbibpatb koMaHay « OTKPbITh
web-agMUHUCTPMpPOBaHNE» Ha NaHenu MHCTPYMeHTOB «OnepaTuBHOe ynpasneHmey (puc. 244).

Mpu HaxaTum Ha kHOMKy «OTKpbITb web-agMuHMCTpupoBaHue», B Bpaysepe OTKpOEeTCs OKHO BBOAA,
rae Heob6xoaAMMO 3anofHUTL CreAYoLWME NONS:



e  VIMS Monb3oBaTens;
e Maporb;
e unms CepBepa agMUHUCTPUPOBAHMS, K KOTOPOMY HYXKHO MOAKIOUUTHCS.
3aTteM HaxaTb KHOMKy «BonTtu».

16.3.4 CBopaka Kaspersky Security Center

Bknapgka «Csogka» (puc. 245) otobpaxaeT obLiee coctosiHue cepeepa KSC.

© Kowcons ynpaenesms ELLY [omen GesonacrocTw: DESKTOP-VUREGIA, Cepeep: desktop-vureg%a.dl.local:17900)

e © v Q Csosika
& DESKTOP-VUREG9A
WMncopmaumna o6 obvexte
@ kovalkscwin10.dl.l
» [ HEPACMPEAENEH... JEbERE] 2022-01-21 11:35: 10 (GMT+03:00)
= Bepais Kaspersky Security Center 11.0.0,1131 OSvonaTS:
@ kovakes2ubunt... [PNENS. KOVALKSCWIN10 Sl
@ Kaspersky E... il kovakscwin10
FQON xomnmoTepa kovakscwin 10.dl.Jocal
D kovalkes2win10... SRR Microsoft Windows 10 Ypanwrs
W kovakeszubunt... IR 54-6umran
Mocneanee noaxmouersie 2022-01-21 11:35:13 (GMT+03:00)
W kovalkesubuntu... [EFSG—_—— 5
W kovakeswin10... ket S LRI R L)
IP-anpec 10.10.100.69
B CETEBIE YCTPO... [ 1399
B VANEHHLIE O5b... [ttt 10.10.100.69:8080
Konmesrapist
*Ow
v DESKTOP-6180... MNHUMAEHTBI Ge30nacHoCTH v MapaneT phi NOAKMION e
Dalas Lock 8...
AreuT ELLY . 3a nepuoa: m 21.01.2022 E HacTpoiia WrautaenTos GesonacHocTn Komserapuii
| Tonexo venpowTateme
Cobparth wypwansi
VpnesTol BesonacHocTi CHHXPOMIBHPOBAT
OTKPLITE web-3MmncT puposasme
0/0 f
He NPONMTaM0 fecero
4 10 12. 1 8. X
® KOMMUecTS0 ineytaenTos Gesonacioctn

Puc. 245. Bknagka «CBogka» Kaspersky Security Center

HocTynHbl cnepytowmne pasgensl MHOopMaLMOHHOW NaHeNw.
MHdopmaumsa o6 ob6bekTe

B BepxHel YyacTu MHGOPMaLMOHHON NaHenu oTobpaxaeTcs cregyolas MHOoOpMaUUs O TeKyLleM
COCTOSIHUM MoAayns:

MHdopMaLusa o aate u BpemeHn eeoaa B [1b;

Bepcus Kaspersky Security Center;

ums komnbtoTepa KSC;

DNS komnbtoTepa KSC;

FQDN komnbtoTepa KSC;

OC komnbtoTepa KSC;

apxuTekTypa npoweccopa;

WHpopmMaLms 0 AaTe U BpeMeHU nocneaHero Noaxknio4eHus;
MHdOopMaLKsa o Konudectee knueHToB KES;

cTaTtyc napameTpa «ABToMaTudeckuin BBoa B [1b HOBbIX kKnneHToB KES»;
IP-agpec;

nopr;

agpec web-agMuHUCTpUpoBaHUS;

KOMMEHTapui.

MHUunpeHTbI 6e3onacHoOCTH

OTobpaxaeTcsa cnUcok nHUMAEHToB 6e3onacHoOCTH ¢ rpacduyeckon naHenbto. [locTynHa punbTpauuns
oToGpakaemMbix COBGbLITUMA MO Mepuody W HacTponka oTobpaxeHus aunarpamm (cMm. «HacTtponka
NHUMAEeHTOB 6e30NacHOCTNY).




[BOViHOM KNKK NO COObLITUMIO OTKPOET 3anucCb B OTAENbHOM OKHe, B CMUCKe AaHHoe cobbiTve byaer
NMOMeYeHO Kak NpovmMTaHHoe. [lone kKoMMeHTapun JOCTYMHO ANs pefaKTUPOBaHUS.

Ha naHenu nHctpymeHToB Bknagkun «Ceogka» (puc. 245) gocTynHel cnegytowmve encTauns:

«OBHOBUTLY (0OHOBUTbL MHDOPMaLMI0 Ha BKkagke «CBoakar);

«lMeperMeHoBaTb» (NepevMeHoBaTb UMS cepBepa);

«Ypanutb» (BbiBecTU cepep KSC un Bce Bxoasdwme B Hero mogynu KES n3 1B ELLY Dallas Lock);
«[MapameTpbl nogkntoyeHusay (puc. 246) (pegakTvpoBaTb agpec cepBepa, JIOTMH M naporb
agMUHUCTpaTopa, BKITYaTh/OTKMoYaTh YekbokcoM aBToMaTnyeckmin BBog B [1b HOBbIX KNMMEHTOB
KES, koTopble nosiBunucb B coctare cepeepa KSC);

e «KommeHTapuii» (gobaBrneHHbI KOMMeEHTapun oTobpasutcs B pasgene «WMHdopmaums
006 06bekTe» Bknaakm «CBoakar).

D MapameTpel NogeAYeHKa k Kaspersky Security Center *

AETOMATHHECKHHA EBDA B fB HOBRIX KIHEHTOE KES

Cepeep KSC: |1D.1D.1D3.82:13299

Mapone: |m

MopT web-roHconm |8EISEI

|
MMa aaMrHMCTpaTopa KSiC: |au:|min |
|
|

OTHEHS

Puc. 246. MapameTpbl NOAKOYEHMSA

Ons cepsepa KSC gocTynHbl crnegylolme KOMaHgbl onepaTtuBHOIo ynpasneHus (puc. 244) Ha naHenu
WHCTPYMEHTOB:

o  «CUHXPOHU3NPOBATLY;

o «CobpaTb XypHarnblI»;

e  «OTKpbITE Web-agmuHucTprpoBaHue».

MpumeyaHue. Pe3ynbTaT  BLIMNOMHEHMS  KOMaH4  OMEepaTUBHOMO  ynpaBreHus
He oTpaxaeTcsa B XXypHanax ELLY. Takke He npegycmoTpeHbl BChbiBawLwme 1 npoyve
yBeOOMIIEHMS O pe3ynbTaTax BbIMOMHEHWUS KOMaH OnepaTMBHOIO yrpaBlieHus.

16.3.5 KnueHTtbl Kaspersky Security Center

Bknagka «KnuneHTbl» cogepxuT cnucok knneHtoB KES, nony4veHHbix oT cepeepa KSC (puc. 247). MNone
«CocTtosiHme» oTpaxaeT cocTosaHue pernctpauun knneHtos KES B [1b:

OoTMeYeHHoe hriarom rnose 03Ha4yaeT, YTo AaHHasa ydeTHas 3anucb Nonb3oBaTens UMeeT JOCTyn
— Ha ypoBHe rpynnbl OB, npu atom «CocTosHve» 3agaHo (nepeonpeaeneHo) Ha AaHHOM YPOBHE
aepesa;

[ | — nycToe none o3HauyaeT, 4to knueHT KES He 3apernctpuposaH B [b.

Ona peructpaumm B OB ELY Dallas Lock HesapernctpmpoBaHHbix knueHToB KES unu yaaneHus
3aperucTpmpoBaHHbix mogynen KES, HeobxoaMmo yCTaHOBWUTL/CHSTL cnar B ctonbue «CocTosiHuey,
cooTBeTCTBEHHO. [Npun peructpauum n yaanenmn mopynen KES mameHeHusi otobpaxarTcsa B aepese
HomeHa 6e3onacHocTy.



U KoHcone ynpasnedua ELY [Jomen GesonacHocTi: Jomen GesonacHoct, Cepeept K-UCC 7900] — O *

KneHTbl

CDCT;QHME KnuenTKES  Bepcua AP IP-agpec Onucanue .
KES 116.0.394 k-win-kscdllocal 10.10.103.82  <2sPersky Endpoint Security gaa

Windows
kesl 11.1.0.3013 k-ubuntukes  192.168.13.214 <asPersky Endpeint Security 11.1.0

Aaa Linux
KES 11.6.0.394  kewin-kes.dllocal 10.10.103.136 | c2sPersky Endpoint Security gaa

Windows

Puc. 247. KnueHnTebl Kaspersky Security Center

16.3.6 XypHanbl Kaspersky Security Center

Ha Bknagke «XXypHanbi» ans KSC goctyneH «XXKypHan Kaspersky» (puc. 248). B xxypHane otobpaxaroTcs
BCe cobbITUSA, KOTOpblE NPUXOAAT ¢ onpeaeneHHoro cepsepa KSC Ha ELLY Dallas Lock. Cnpasa Ha naHenu
WHCTPYMEHTOB MOXHO 3ajaTb napameTpsbl cunbTpauun. B pasgene «[lerdcTBUA» MOXHO COXPaHUTb
OT(PUNLTPOBaHHbLIE 3aMWUCK XypHana C NMOMOLLBbI KOMaHAbl «3JKCMopTUPOBaTh XypHan». [Ons o4ucTku
BbIGpaHHOro >XypHana Mogyns ucrnonb3yeTcs komaHaa « O4ncTuTb XypHamn».

© Koncons ynpasnenus ELY [fomen Gesonacroctu: fomen Gesonacrocty, Cepeep: K-UCC:17000] - o x
HypHanoi
& cal KOMM1BCTE0 3aMpALLMBagHbIX 3aTMCEH]
) SRR =R D Bpewn Ofext  Cobewe  Onucanme Mpogykr Bepcus npogykta 3agaua Vposens saxHoCTA : o0 Moeneati: samcert
B CETEBBIE YCTFO ) (] wwnsp o sperern
) 30727 2021-08-18 00:22:57 (SMT+03:00) K-WIN-KES 3asepue.. KES 11,6034 Yerano., Midopmaunontoe cobbmue .
- ' ’ 30726 2021-08-18 09:22:56 (GMT+03:00) K-WIN-KES Choi Nugrz.. KES 11,6034 YeTano., OTkas yHKLMORHpOBaRHA .
30725 2021-08-18 0811:15 (GMT03:00) K-WIN-KSC 3asepuue.. KES 11,6034 Yerano.., Mndapmaunonnae coberme Uacosof noac
30724 2021-08-18 081114 (BMT+03:00) K-WIN-KSC Choi Nugrz.. KES 11,6034 YeTano., OTkas yHKLMORHpOBaRHA [ @nnstp no naparetpan
30723 2021-08-180910:58 (GMT+03:00) K-WIN-KES Vsmenero KES 1160354 YeTano... VHGOpMaUMOHHOE CoBbmAE Coaw
30722 2021-08-16 0010:58 (GMT+03:00) K-WIN-KSC Vsmeneno KES 11.6.0354 Yetao.. Mndopmaumontios cobbmue cosame
30721 2021-08-16 0010:55 (GMT+03:00) K-WIN-KES Osmaer .. KES 11,6034 Yetao.. Mndopmaumontios cobbme :::::E
30720 2021-08-16 0010:55 (GMT+03:00) K-WIN-KSC Osemaer . KES 11.6.0354 Yetao.. Mndopmaumontios cobbmue ER——
30719 2021-08-18 00410:30 (SMT+03:00) K-WIN-KSC Basbi 06t Basbi 0., KSC 13.00.11247 WrdopMauponHoe cobbimie S
30718 2021-08-18 09:10:38 (BMT+03:000 K-WIN-KSC Zasepuwie.. 3agaua.. KSC 130011247 Zarpys.. Mrdopmaumonkoe cobeimie SrerEinEREEn
30717 2021-08-18 0041035 (SMT+03:00) K-WIN-KSC Boinoss. Beibpan . KSC 13.00.11247 arpys... WMndopmauwontoe cobemie
30716 2021-08-18 09:09:07 (GMT+03:00) K-WIN-KSC Beinoara.. Beifpan .. KSC 120011247 Farpyz.. HHgopmaumonnoe cobemie CHBER TS
Tpeaynpes asis
30715 2021-08-18 02:09:06 (SMT+03:000 K-WIN-KSC Boinoans. Beibpan . KSC 13.00.11247 Sarpys.. Vngopmaunonmoe cobemie A ——
30714 2021-08-18 02:09:06 (SMT+03:000 K-WIN-KSC Boinoan.. Beibpan . KSC 13.00,11247 Jarpys... MngopmaumonHoe cobermie KprTHuEci
30713 2021-08-16 00:00:08 (SMT+03:00) K-WIN-KSC Bomonns... 3agauas.. KSC 13.00.11247 Zarpys... Mndopmaumontoe cobermie pr——
30712 2021-08-16 00:01:31 (SMT+03:00) k-ubuntu.. Cocroaku.. Wimuma.. kesl 11.1.0.3013 Update  Wndropmatmontioe cobermie
30711 2021-08-16 00:01:31 (SMT+03:00) k-ubuntu... Cocroaku.. Wimuma.. kesl 11.1.0.3013 Update  Wndropmaumontoe cobermite
30710 2021-08-16 00:01:31 (SMT+03:00) k-ubuntu.. Cocroait., Wiuuma.. kesl 11.1.0.3013 Update  Wndropmatmontoe cobermie e —
30700 2021-08-18 00:01:31 (SMT+03:00) k-ubuntu... Autusipy.. Wiauma.. kesl 11.1.03013 Update  Mpeaynpexaerve JxCrnopTHpoBaTE JypHan

Puc. 248. XXypHanbl Kaspersky Security Center



16.4 Hactpounka moaynsa Kaspersky Endpoint Security

KES oTobpaxatoTcs Kak oTaenbHble Moaynu B coctase APM, 1 MOryT npuHUMaTh criedyowuii BUa;.:

—  MOAynb MOAKIIOYEH, 3alLMTa BKIIOYEHA;
@ —  MOAYynb MNOAKIIOYEH, 3aLUNTa BbIKMOYEHA;

— MoAyIb HE NOAKIMIOYEH.

16.4.1 CsBopaka moaynsa Kaspersky Endpoint Security

Bknagka «CBoaka» oTobpakaeT obuiee coctosiHne moayns KES (puc. 249).

e @ v Q Ceofka
& DESKTOP-VUREGOA
Wudropmarng 06 obbexTe ~
& wvalkscwin10_dl
¥ [J HEPACTPEOEN MocnenHes NOAKMNOUEHME 2022-01-11 07:12:54 (GMT +03:00)
O6moBHTE
i Bs0a B A5 2022-01-1107:12:54 {GMT +03:00]
CZIOBA406-1... a ¢ !
Bepana Kaspersky Endpoint Security 11.1.0.3013
VMg KoMMstoTEpE kovalkes2ubuntu 1804
DNS KonneiaTepa kovalkes2ubuntu 1804
FQDN KomMbiaTepa kovakes2ubuntu 1604.dllocal Ypamure
OnEpaLHoHHaR CACTENE KONMbIOTERE Linux
@ kovalkeswind ApxiTeKTYDa NpouEccopa 64-butHan
IP-anpec 10.10.100.175
M CETEBbIE YCT Sawwra KES Bro.
[ORRVITN| S NRIRO MMl |ocreares oHoaneHie aHTHEMpYCHoi Ga3 2022-01-1107:17:00 (GMT+03:00)
CraTyc aHTHBHpYCHeix a3 AKTYAMGHS!
DESKTOP-6J80... Iy VipopraLys oTcyTeTayeT
[Ty Kommerapui
MHUMAeHTEI Ge30nacHoCTH v
sanepnon: (IS S0 11.01.2022 SwenopT HacTpofika MHUMAEHTOS fesonaciocT KommenTapuii

Puc. 249. Ceogka moayns Kaspersky Endpoint Security

[ocTynHbl cnepytowmne pasgensl MHopMaLMOHHOW NaHenw.
MUHdopmaumsa o6 obbekTe

B BepxHel YyacTu MHGOPMaLMOHHON NaHenu oTobpaxaeTcs cregyolas MHopMaUus o TeKyLLeM
COCTOSIHUM MoAaynsi:

WHhopmMaLms 0 gaTe U BpEMEHM NOCNEAHEro NOAKMKYEHUS MOLYNS;
WHopmauuma o gate n BpemeHn seoga moayns s [b;

Bepcus Kaspersky Security Center;

ums komnbtotepa KSC;

DNS komnbtoTepa KSC;

FQDN komnbtoTepa KSC;

OC komnbloTEpa;

ApxutekTypa npoueccopa;

IP-agpec;

cratyc 3awunTtbl KES;

WHpopMaums 0 gaTe u BPEMEHM NOCreaHero 0OHOBNEHNS aHTUBUPYCHBIX 6a3;
CTaTyC aHTMBUPYCHbIX 6as3;

MHdOpPMaLNS 0 faTe U BpEMEHW NOCneAHEero NosIHOro CKaHMPOBaHUS;
KOMMEHTapuii K MOAYMIo.

MHUMpaeHTbI 6e3onacHoOCTHU

OTobpaxaeTcs CMMCOK MHUMOEHTOB Oe3onacHOCTU Moaynsa ¢ rpacmyeckon naHensto. [JocTynHa
dunbTpauma otobpaxaeMbix COObITUM MO nNepuoay W HacTporka OToGpakeHusa auarpamm
(cm. «HacTponka nHUnaeHToB 6e30MacHOCTUY).

[BOViHOW KNUK MO COBbLITMIO OTKPOET 3anucb B OTAENbHOM OKHe, B CNUCKe AaHHoe cobbiTue GyaeT
nomMeYeHo Kak npodnTaHHoe. Mone «KommeHTapuii» OOCTYNHO AN peaakTUpOoBaHUS.




HocTynHbl criegyolime 4encTBUSa ¢ Mogyrnem Ha naHenyM MHCTPYMEHTOB:
4, OBHOBUTB.

5. Ypanuteb.

6. KommeHTapwun.

16.4.2 3apaHusa moayns Kaspersky Endpoint Security

Ha yposHe moaynsa Kaspersky Endpoint Security B cnucke Ha Bknage «3agaHusa» AOCTYNHbI ANs co3aaHns
TONbKO 3afaHus, akTyanbHble ans KES (puc. 250):

e 0OHOBMEHWEe aHTUBMPYCHbIX 6as;

e CKaHmpoBaHue KnueHTckmx APM.

E] MacTep cozgaHma zagaHma >

BrIGEpHTE THA MOAY NS

Kaspersky Endpoint Security

BrIGEpHMTE THA 3843HKA

QEHOENEHHE AHTHEMPYCHED: Bas

CAHOENEHKE aHTHEMPYCHED: 0a3

CKaHHPOEaHHE KNHMEHTCEH: APM

C0543Tk [ QTMEHS

Puc. 250. MacTep co3gaHus 3agaHus

Pabota c¢ 3agaHusmn gns mogynsa KES npomsBoguTCs aHanorMyHo HacTponke 3agaHui gns [Ob
(cm. Baganua OB).

16.4.3 XypHanbl moayna Kaspersky Endpoint Security

Ha Bknagke «XypHanbi» ana KES goctyneH «XKypHan Kaspersky» (puc. 251). B xxypHane oTobpaxatoTcs
TONbKO T€ COBbITUSA, KOTOpblE NPUXOAAT € BolbpaHHoro moayns KES.

Ha naHenn WHCTpYyMEHTOB MOXHO 3agatb napameTtpbl wunbTpaumn. B pasgene [OenctBus MOXHO
COXpPaHUTb OT(UMLTPOBAHHbLIE 3aMMUCK XXypHana C MOMOLLbI KOMaHAbl «3KCMOPTMPOBATbL >KypHan».
[ns o4uncTku BeIBpaHHOro XXypHana Moayns ucnonb3dyetcsa komaHaa «O4ncTUTb XXypHany.



D Konconsynpasnenns ELY [flomen GesonacHact omen esonacHoctu, Cepsep: K-UCC:17300]
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CoCTOAHME 334341 M3MEHEHD
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ARTHEMpPYTHEIE b330l yCTapenn
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Ownbka 0BHoBREHMA

HypHanb!

Wimupatop:
MHiuyaTop:
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WHiyaTop:
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WHuyuatop:
Mniypatop:
MHuymaTop:
Mniypatop:
MHuymaTop:
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HuymraTop:
MHiypaTop:
HuymraTop:
MHiypaTop:
WHuymaTop:
MHuuypaTop:

WHuymaTop:

KOMHHECTBO 3aNpalMBasHElx 3ancei

Praduct; Tun 3aaa’ 100 MoCneAHM: sanvced

©HABTP NO BPEMEHH
Scheduler; Tun 332 U PI=EE

C
Scheduler; Tun 33
Mo

Product; flata seir ;
HarosoH noAc

Product; [ unetp no napanetpan
Product; Tun 3aga: OfbexT

Cofeimue
Scheduler; Tan 33

OnHcaHme
Scheduler; Tun sag

MpoaykT

Product; fata eeir
Bepoka npoaykTa
Product; Janaua

Product; Tun saga* YPOB&HE BAMHOCTH

Scheduler; Tun sag

Scheduler; Tn 3a; MHihopHaLHOHHOE CobbiThe

Npeaynpexashie

Product; flata Beir
OTHas iy HRUAOHHPOBaHHRA

Product; KpHTHUSCRHA

Product; Tun zaga’
COpocHTL
Scheduler; Tun sag

Scheduler; Tun 3ag

Product; fata eeir .

Product; IKCNOPTHPOBATE MCYPHAN

>

Puc. 251. XKypHanel mogynsi Kaspersky Endpoint Security



17 CETEBOE OBOPYOOBAHUE

17.1 Peructpauumsa ceteBoro ycrtponcrtea B [1b

3apernctpupoBaTtb ceTeBoe yCTponcTBo B [lomeHe 6e30nacHOCTU MOXHO CrneayrLWmnMmn cnocobamu:

nytem gobasnenus no IP-agpecy;
nyTeM CKaHMPOBAHUA CETMU.

O6a cnocoba no3BonsAT 3aperncTpupoBaTb CETEBOE YCTPOMCTBO B AoMeHe 6e3onacHocTu ELLY Dallas
Lock no cneaytowmm npotokonam: SNMP n SSH.

17.11

MpumevaHue. [na koppektHoro B3aumogenctema ELYY Dallas Lock ¢ ceTteBbiMu
ycTponcTBamm TpedyeTcs JONONHUTENBHO OTKPbITh Cneayowmne nopThbl:
¢ SNMP: nopt 161/UDP, ncxoasiwee nogkmno4yeHune;
e SSH: nopt 22/TCP, ucxoasiuiee nogknoyeHue;
¢ Syslog:
o nopt 514/ UDP, Bxogsiee NogkritoyeHue;
o nopt 1468/TCP, Bxoasliee nogknoyeHme (npn HeobxogumocTw).

MpumeyaHme. B pamkax koHTponsa CY no npotokony SSH obecneyeHa nogaepxka CY Cisco
I0S, Cisco ASA, D-Link DGS n ZyXel ZyNOS.

[Jo6aBneHune ceTeBoro yctpouctaa no IP

Ona peructpauumn ceTteBoro yctponctea B [JomeHe 6esonacHoctn ELLY Dallas Lock no IP-agpecy
HeoOX0AMMO BbINOMHWTL CrieayoLwme warm:

1. Y6eautbcs, YTO ceTEBOE YCTPOMCTBO NOoAAepXmBaeT oauH u3 npotokonos (SNMP/SSH), n goctynHo
no ceTn Ansa Bcex cepeepoB knactepa [b.

2. 3anyctutb KoHconb ELLY n aBTopmnsoBaTbCA.

3. Ha ypoBHe [domeHa ©GesonacHocTu unu rpynnbl (nogrpynnbl) Ha Bkrnagke «CBogka» Ha naHenwu
WHCTPYMeHTOB «[encTtBusi» BblopaTe kKoMaHay «[JobaBuTb ceTeBoe yCTPONCTBO» (puc. 252).

=y

O6HoBNTL
NepenmeHoBaThb

Cosparte rpynny

CxkannpoBaTh CeTh
Oobasutb ceTesoe yCcTpoicT 80
MpoBepuTb QOCTYNHOCTb

MpoBEpHT b UENOCTHOCTb

Puc. 252. [lo6aBnTb ceTeBOe YCTPOMUCTBO



4. TlosiBuTtca okHo «[JobaBneHne ceTeBoro yctporncteay (puc. 253) B KOTOPOM HEOBX0AMMO yka3aTb |IPv4-
agpec v BbIbpaTk TUN NPOTOKONAa ceTeBOro ycrporncrea. [nga Bbibopa Tuna npoTtokona, Heobxoanmo
ycTaHoBuTb donar HanpoTue Hy>KHOoro (SNMP unu SSH). Mo ymonyanwuio BkntoyeH nar «Mcnonb3osatb

SNMP».
[anee He06X04MMO 3anoNHUTL NapamMeTpbl NOAKOYEHNS BbIBpAHHOIO NPOTOKONa:

SNMP SSH
e Bepcua npotokosia SNMP e qopT
e ropT e TanMayT NoAKIoYeHUs (Mc)
e Tanmayt (McC) e TanmayT oTBeTa (MC)
e coobuecTBO (Naponb) ®  1Ms nonb3oBaTens
e naposnb
e  MpVBWIErMPOBaHHbIN Naposb

G [Jo6asnenne cetesore ycTpoicTea s
Py

Wecnonezoeate SMMP:
Bepoua SMMP: v2c !
Mopt: | 161
TaimayT (mc): | 400

CoobwecTeo (napons): |public

WcnonbzoBaTe S5H:
Mopr: |22
TalimayT noaknioHeHua (mc): | 400
TaimayT oTeeTa (mc): | 4000
WMA Nonb3oBaTens:
MNapone:

MPHEMNErMPOBaHHEIA Naponk: | O

MpMHUMETE Syslog-coofweHna:

=
2} Cnpaeka pofomHMTE OTMeHa

Puc. 253. OkHO napamMeTpoB NOAKMOYEHNS

5. lNMocne 3anonHeHns Bcex nonen HaxaTb kHornky «[lpopomxkutby». [lpu perncTpauum ycTpoucTsa
no npotokony SNMP nossutca okHo «[peaynpexaeHue» (puc. 254). [Ins npoJornkeHusa npoLecca
pervctpaumm HeobxoamMMo HaxaTb KHOMKY «OK», Mpu HaxxaTum KHomnkn «OTMeHay OyaeT npousBeneH
BO3BpaT Ha Liar Hasag, rae MoXHo 6yoeT BHECTU U3MEHEHMS B NapaMeTpbl NOAKITHOYEHUS.

) Npegynpexaenue X

MpeaynpeKieHne,
Moakniouenne no npotokony SNMP He 2awmileHo,
Bel yEEpEHEI UTO XOTWUTE NpoAOARUTET

[] He noxassisaTs cHosa

Ommerss

Puc. 254. MNpepynpexaeHne o noakntoyeHun no npotokony SNMP

Mpumeyanue. [lpu ycrtaHoBke nara «He nokasbiBaTb CHOBax», cnefyloline
npegynpexaeHus 0yayT ckpbiTbl. BoccTaHOBWTL NpeaynpexaeHns MOXXHO HaXkaB Ha KHOMKY
«BoccTaHoBUTE NpeaynpexaeHus» B rnaBHOM MeHto koHconu ELLY — «[lMapameTpbl...» —
«O6wue» (cm. «[MapameTpbl paboTbly).




Ecnn npouecc peructpauum ceteBoro yctponctesa B [1b npowen ycnewHo, To Yepe3 HeKoTopoe Bpemsi
B AepeBe [lomeHa Ha ypOBHe, Ha KOTOpOM Obina Bbi3BaHa kKomaHAa «[JobGaBuTb ceTeBOoe YCTPOMCTBOY,
NOSIBUTCS UKOHKA 3aperMcTpMpoBaHHOro CETEBOro ycTponcTaa (puc. 255).

=5 [omeH Be3onacHOCTH

¥ [0 HEPACNPEOENEHHLIE OBLEKTHI
© Mikrotik 10.10.102.255 (public)

Puc. 255. NkoHka 3aperMcTpupoBaHHOro ceTeBoro ycTponcTtaa B gepese b

17.1.2 CkaHupoBaHMe AMana3oHa ceTeBbIX aApecoB

[na pernctpaunm ceteBoro yctponcTtea B [lomeHe 6e3onacHoctn ELLY Dallas Lock nytem ckaHupoBaHus
AnanasoHa ceTeBblX afpecoB HEOOXOAMMO BbINOMHUTL CreayoLme Lwaru:
1. Y6eoutbcs, 4TO ceTeBOe YCTPOMCTBO nogaepxusaeT oauH 3 npotokonoB (SNMP/SSH), n goctynHo

Mo ceTu Ans Bcex cepBepos knactepa Ab.

2. 3anyctutb KoHconb ELLY n aBTOpHn3oBaTbCS.

3. Ha yposHe [omeHa GesonacHocTu wnu rpynnbl (Noarpynnel) Ha Bkrnagke «Csogka» Ha naHenu
WHCTpYMeHTOoB «[JencTtBusa» BolbpaTe KoMaHay «CkaHnpoBaTb ceTby» (puc. 256).

=

ObHoBNHTL
MNepenMeHoBaThb

Cozgarte rpynny

Cospnars APM

CxanupoBaTh CETh

Dobasutb ceTesoe yCrpoicTso
MpoBepuTb QOCTYNHOCTb

MNposepuTb LENOCTHOCTb

Puc. 256. CkaHunpoBaTb ceTb

4. TosBnTcs okHO «CKaHMpoBaHME CETUY, B KOTOPOM HYXXHO NepenTu Ha Bknagky « CeTeBoe yCTpOMCTBO»
1 ykasaTb AnanasoH IPv4-agpecoB ans ckaHupoBanus (puc. 257). 3atem BbibpaTh OAWH M3 NPOTOKONOB
(SNMP/SSH) 1 3anonHuntb Tpebyemble Anst HEro Nons:

SNMP SSH
e Bepcusa npoTokosia SNMP e qopT
e ropT e TanMayT NoakrnoyeHus (Mc)
e TammayTt (MC) e TammayT oTBeTa (MC)
e coobuecTBo (naponb) e  1Ms nornb3oBaTens
e naponb



e  MPVBUIErMPOBaHHbI Naposb

@ Ckanuposarine cet m} x

Moayns | IPv4: 2 g 2 - % ¢ ! |

Wcnonesosate SHMP:

Bepaas SMMP: v2c v
MopT: | 161
TaiimayT (mc): | 400

Coofiwecteo (naponk): |public

WononbsosaTte 55H:
MopT: |22
TaimayT nogrnoqseHa (mo): | 400
TalimayT oTeeTa (MC): | 4000
ma nonb3oBaTena:
Mapone:

TPHBMNErMPOBEHHSIA NEPoMs: | CNLMOHENEHD

MpuHmaTe Syslog-coobwerns:

— 1 10
® Cnpaska | | CKaHWpOBaTE I OTMeHa

Puc. 257. OkHO ckaHMpoBaHWE CeTU

B 3TOM e OKHe C MOMOLLbIO NOCTaHOBKN hriara MOXXHO HAcCTpouTb Npuem Syslog-coobLLeHni.

5. lNMocne 3anonHeHus BCex MNOMen HaxaTb KHOMKY ((CKaHI/IpOBaTb» n ganee MOXHO MnpocMaTpuBaTb
COCTOAHME npouecca CKaHUpoBaHUA A4 KaXXaoro gunana3oHa ceTeBbiX aapecoB.

MpumeyaHue. [lpu ckaHupoBaHuuM cetu no npotokony SNMP nosButca  OKHO
«Mpepynpexpenne» (puc. 254). Onst NpooomKeHNs npouecca CKaHMpoBaHMs Heo6XoauMo
HaxaTb KHoMKy «Ok», npu HaxaTtuu kHonkn «OTmeHa» OyaeT npousBedeH BO3BpaT Ha Liar
Hasapg, rae MOXHO BHECTU U3MEHEHMWS B NapaMeTpbl CKAHMPOBaHWUSI.

6. Mo 3aBepleHUn npouecca CKaHMPOBAHUA U3 CrnnUcka OBHapyXeHHbIX OOBLEKTOB MOXHO BbibpaTb
Te 06bekTbl, KoTopble Heobxoaumo 3apernctpuposaTthb B b (puc. 258).

D CKAHUPOBEHNE CETH O x

voayre .00
- = CKAHMPOBAHME CETH 3ABEPIIEHD
CeTesoe yCTpoicTED

OfHapy#eHHbie 0fberThL:
IP-appec DNS-umsa O6bexr Domen SSH

192.168.12.122  debianikl.confiru Heussectnoe yctpoiicteo debianikl.confiru  Otcytereyer  He3agano wma nonssoeatens.

<

Puc. 258. Bbibop 06bekTOB Ansa pervctpauum B [16

7. Tlocne BbibOpa BCEX PEMMCTPUPYEMbBIX YCTPOWMCTB HY)XKHO HaXXaTb B OKHE KHOMKY «3aperncTpmpoBaThby.



Ecnu npouecc peructpauum ceteBbix ycTponcTB B OB npowen ycnewHo, TO BbiOpaHHble ceTeBble
yCTpoucTBa 3apeructpupytotrca B gepeBe [domeHa 6e3onacHoctv B 6GasoBow rpynne «CeTteBble
ycTponcTea» (puc. 259).

v [ CETEBGLIE YCTPOWCTBA

© HeusBecTHOe YCTPOMCTBO debian

Puc. 259. NkoHka 3aperncTpupoBaHHOro ceTeBoro ycTpouncTtaa B gepese [1b

17.2 YaaneHue ceteBoro yctpoucrsa us [1b

[nsa yoaneHus ceteBoro yctpornctea u3 [lomeHa 6e3onacHocTtn ELLY Dallas Lock Heobxoanmo:

1. BblbpaTb NYyHKT «YganuTb» M3 KOHTEKCTHOrO MEHH0, HaXKaB MpPaBOW KHOMKOW MbIWW HA HYXHOEe
ycTponctBo B pgepese [B (puc. 260), unu BOCNONb30BaTbCs KOMaHOoOM «YAanuTtb» Ha naHenu
WHCTpPYMeHTOB «[lenctBusi» Bknagkm «CBoaka» Ha ypoBHe ycTponcTtea B aepese b (puc. 261).

* [1 CETEBRIE ¥CTPOI i,

© H

Np|="[®[H]= EeirpyzmaTe oT4eT

HapaMEprl NogeAHHeEHKA

MpoBepKUTE A0CTYNHOCTE

HpDBEpMTb UEAOCTHOCTE

KommeHTapui

Bripezate Ctrl+3

Puc. 260. YaaneHue ycTpoincTBa NOCPeACTBOM KOHTEKCTHOMO MEHHO

O Kencone ynpaenenna ELLY [Jomen BesonacHoctu: Jomen GesonacHoctw, Cepeep: desktop-imaufq@.isc.confident.spb.ru:17900] — O *
© v Q Ceonka
LlomeH Ge30nacHoCTH =
. Wndropmanina 06 obbexTe
I HEPACNPEOENEHt
v [ CETEBLIE YCTPOI Beoa B OB 2022-06-07 11:35:11 (GMT+03:00) of
DNS4tMs HOBHTb
e Canon 192168 Anpec 192.163.15.32
- = Wenonb3yeMble NPOToKONG! SMNMP, SYSLOG
M YJANEHHBIE OBbE i P

KoHTpons A0CTYNHOCTK Brn.
KoHTpons LenocTHOCT Brn.
Mogens
MocneqHee BPEMA AOCTYMHOCTH yoTpoiicTea  2022-06-07 11:35: 11 (GMT+03:00)
MocneaHas NPOBEPKE A0CT YTHOCTH 2022-06-07 11:35:11 (GMT+03:00)
MocneaHas NpoBEPKE LENDCTHOCTH 2022-06-07 11:35:11 (GMT+03:00)

MNapaMeTpbl aBTOPH3a LA
MponsBoanTEnL Canon
PesynbTaT nocnenxei nposeprkm KL HapyweHmit HeT MapaMeT pbl NOOKAKYEHAA
PesynbTaT nocneaHei NpoBEpk A0CTYNHOCTH JocTyneH

MpoBepHT b OOCTYNHOCTb
CoobwecTsoMma nonesosaTens public
Tun PRIMTER NMpoBepHTb LENOCTHOCTL
KoMMEHT apHit

HoMMeHTa phil
WHUMaeHTbl 6e3onacHoCTH
I YEanuTb I
3a nepuod: 07.06.2022 SKCnopT Hac
[[] Tonsko HenpounTarHsie
NepesarpysuTb

Mo KonM4ecTsy =
5

A

Puc. 261. YaaneHve nocpeactsoM naHenu «[denctena»

2. YpaneHHoe ceTeBOe YCTPONCTBO NepeMecTuTcs B 6a3oByto rpynny «YaaneHHole obbekTol» gepesa [b.



17.3 HacTpounka ceTteBOro ycrpomcrea

B nepeBe [omeHa 6esonacHoctn ELLY Dallas Lock npucyTCTBYHOT 3aperMcTpuMpoBaHHbIE CETEBblE
yCTpoOncCTBa.

3Ha4vkn 0bbekToB, 0603HAYaKOLWMX CEeTEBbIE YCTPOWCTBA, 3aBUCAT OT COCTOSIHUMS CETEBOro YCTPOWCTBA
1 MOTYT NPUHMMaTb CNeayoLWnA BUua:

—  CeTeBOe YCTPOWCTBO AOCTYMHO;

. —  ceTeBOe yCTPOMCTBO HEOOCTYMHO;

. Ha CeTEeBOM YCTPOWCTBE 3aUKCUPOBAHO HapyLUeHUe LEeNOCTHOCTU KOH(Urypauuu,
® npu 3TOM CeTEeBOE YCTPOWCTBO AOCTYMHO;
. Ha CeTeBOM YCTpOWCTBE 3aPMKCUPOBAHO HapyLleHWe LEeNoCTHOCTU KOHdUrypaumm,
npu 3TOM CeTeBOE YCTPONCTBO HEAOCTYMHO;
CBSA3b C CeTeBblM YCTPOMCTBOM OTCYTCTBYyeT cBbile 3agaHHoro Ha ELLY Dallas Lock
. BpeMeHU, KoTopoe onpeaensieTcs napametTpoMm «OnoBeLLeHns Npy OTCYTCTBUN CBSI3N C
" 06beKkToM (B AHAX)» (MPU YCNOBMW, YTO HACTPOEHO OMOBeLLEHne 06 OTCYTCTBUW CBA3M
C 0OBEKTOM).
HacTpolikn Ha ypoBHe ceTeBoro yCTpoicTBa 0TOGpaxatTCst Ha HECKOIbKUX OCHOBHbIX BKIaAKax.

17.3.1 CBopaka ceTeBOro yctpoucrea

Bknapgka «CBoakay Ha ypoBHE CETEBOrO YCTPOMCTBa oTobpaxkaeT obLuee COCTOAHME CETEBOIO YCTPOMCTBA
(Puc. 262).

O Koncone ynpaenenna ELLY [Jomen BesonacHocti: Jomen BesonacHocTw, Cepeep: desktop-imaufgd.isc.confident.sphb.ru:17300] - O X
e © Y Q Ceoaka
v = [lomeH Be3onacHocTH =
. WHdopmaumna ob obbekTe
I HEPACMNPEIENEHt

v O CETEBbIE YCTPO! JEREERS] 2022-06-07 11:35:11 (GMT+03:00)

ONS - O6HOBHT b
© Canon 192165 [y 192, 188.15.32
- 'ﬁr"',EIAJ'IEHHI:-IE OBbI Wcnone3yeMele NpoToKkans! SNMP, SYSLOG
KoHTpons AocTYMHOCTH Brn,
KoHTpon: LenocTHOCTH Bien.
Mogens
MocnenHee BpEMA QOCTYNHOCTW yoTpoicTBa  2022-06-07 11:35:11 (GMT-+03:00)
MocneaHAs NpoBEpKa AOCTYMHOCTH 2022-06-07 11:35:11 (GMT+03:00)
MocneaHAA NPOBEPKa LENOCTHOCTH 2022-06-07 11:35:11 (GMT+03:00)
MapamMerpbi aBTOPHZALHA
MpousBoanTEns Canon
PezyneTaT nocneaHeit nposepii KL Hapyweriii Het MapaMeT pbl NOOKIKOYEHHA
PesynbTaT nociegHel NPoSEPKK AOCTYNHOCTH [ocTyneH
MpoBepHT b OOCTYNHOCT b

CoobBwectso,MMA nonksosaTens public
Tun FRINTER MNpoBEPHT b LENOCTHOCTb

KoMMeHTapuin

KommeHTapwit
WHUMOeHTsl 6e30nacHOCTH

3anepuroa: 07.06.2022 SkcnopT Hac

[ Tonsko HenpouwTarHsie

YOoamute

Mepesarpysntb
Mo konMuecTByY = P Py

5

A

Puc. 262. Ceopgka ceTeBoro ycTponcraa

JocTynHbl criegyowme pasgens UHPOPMaLNOHHON NaHesnu.



UHdopmauusa o6 obbekTe

B BepxHen yactu MHOPMAaLMOHHOW nNaHenun oTobpaxaeTca crneayowas nHpopmaums o TekyLiem
COCTOSIHUUN CETEBOro YCTPOWUCTBA:

Aarta 1 Bpems perncrpaumm ceTeBoro yctponcTtsea B [16;

DNS-ums ycTponcTea;

ceTeBOW agpec YyCTPOMUCTBa;

UCMnonb3yemble NPOTOKOSbI;

COCTOSIHME KOHTPONS OOCTYMHOCTH;

COCTOSIHME KOHTPOIS LeNoCTHOCTY;

UHdopmauns o NpoussoguTene, TUMNe U Moaeny CETEBOro YCTPONCTBA;
Aata v Bpems nocrnegHen 4OCTYNHOCTM YCTPOWUCTBA;

Aarta v Bpems nocnegHen npoBepky AOCTYMNHOCTY;

Aarta v Bpems nocriegHen NpoBepPKU LLeNOCTHOCTY;

HdopMaLmsa 0 pedynbTaTax NPOBEPKN LIENOCTHOCTMY;

WHpopmaLms 0 pedynbTaTax NpPOBEpPKN AOCTYMNHOCTWN YCTPONCTBA;
coobLecTBo/MMSA Nonb3oBaTens, Nog KOTOPbIM 3aperncTpupoBaHO YCTPONCTBO;
KOMMEHTapWUN K YCTPOWNCTBY.

MHUunpeHTbI 6e3onacHoOCTHU

OTobpaxaeTca CNUCOK MHUMAEHTOB Be30nacHOCTU CETEBOr0 YCTPOWCTBA C rpachmyeckon naHesbto.
HoctynHa dunbTpaumsa otobpaxaemblx COObITMI NO NEpMOAY M HACTPOKKa OTOBpaXeHus avarpaMmm
(cm. «HacTponka nHUnaeHToB 6e30MacHOCTUY).

[BOMHONM KNWK NO COObLITUIO OTKPOET 3anvCb B OTAENbHOM OKHE, B CMWCKe AaHHoe cobbiTne byaet
noMeyeHo Kak npovmTaHHoe. [None «KommeHTapuin» JOCTYMNHO ANA peAakTMpOBaHus.

,D,OCTyFIHbI cnegywoouine OEenCTBus C CETEBbLIM YCTp0I7ICTBOM Ha naHesn MHCTPYMEHTOB!

Nogogh,rwnE

OGHOBUTB.

MapameTpbl aBTOpPU3aLMN.
MapameTpbl NOOKMOYEHMS.
MpoBepuTb AOCTYMHOCT.
lMpoBepuUTb LIENOCTHOCTb.
KommeHTapui.

Yoanuts.

Ha naHenu MHCTPYMEHTOB OOCTYMNMHa KoOMaH4a onepaTtuBHOIO yrnpaBlieHNA «I'Iepesarpysvnb».

MpumeyaHue. He Bce ceTeBble YCTPOWCTBA NOAOEPXKMBAIOT YNpaBrieHWe MUTaHEM
no SNMP, Ho gaxe Takue ycTponcTsa 6yayT gobasneHbl B rpynny ceTeBbix ycTponcts [b.
[nsi KOppPEKTHOW BO3MOXHOCTW nepe3arpysku ceteBoro ycrponctea no SNMP TtpebyeTcs
HacTpouTb NapameTpbl aBTOpu3auuun. B none «YnpaBneHuwe nNUTaHMEM» OOMKHO ObITb
nponucaHo public (Puc. 263).

O MapameTpel aBTOpH3ALMAN ? X

CoofiecTen

MonydeHHe KOHEHMYPaLKHH: |public| |

MCNONE30BaTE ANA YNPSENEHHA MHTaHHEM

¥NPABNEHME MMTaHHEM: |public |

Puc. 263. Hactponku napameTpoB aBTOpM3aLmm

MpumeyaHue. Pe3ynbTaT  BLINOMHEHMS  KOMaH4  OMEpaTUBHOIO  yrnpaBrieHus
He oTpaxaeTca B XXypHanax ELLY. Takke He npegycmoTpeHbl BChbiBalLLmMe 1 npoyve
yBEeIOMINEHNs O pe3yrbTaTax BbINOMHEHWUSI KOMaH onepaTUBHOrO yrpaBneHus.



17.3.2 KoHdurypaumsa ceTeBoro yctpomcrtaa

Bknagka «KoHdurypaumsi» Ha ypoBHE CETEBOr0 YCTpPOWCTBa oOTOOpa)kaeT napamMeTpbl CETEBOro
ycTponcTea (puc. 264).

1D Koncone ynpasnenna ELY [domen 6esonacnoctu: UccTestingDomain, Cepaep: secsnvl.dllocal:17900] - O X

e @ Y Q Kondurypauus
& UccTesti =
55 UccTestingDomain o
¥ [0 HEPACTIPELENEHHBIE O..
(] Mokasats Tonsko oTaamMa
v ClientWin7 ~
N2 CocrosHme Mapamerp ITaNoHHOE IHaUEHHE [T ———
AreHT ELLY Windows ; o HPE OfficeConnect Switch 1320 438G J99814, PT.02.01, Linuwx 3.6.
nucanme 2012.10-00116-g3ab515¢ (Jul 30 2014 - 10:52:01)
v [ pynna1
: 2 Waenmuukarop eeraepa 1.3.6.141.11.23.7.11.169 ObroonTe
v @ SECSRV1 ~
3 KoHTakTsl saadm@ confident.ru Coxpannts B daiin
@ Dallas Lock 8 0 VK8
4 Vs yzna UKSW3F-130052
* [ CETEBBIE Y
5 Pacnonoserne 3 Floor 205 BBICTIOUNT b KOHT PO [OCTYNIHOCTH
N ; " DobasuTe napameTp
B VATEHHHIE OBLEKTH [ Ceresoii yposens cepenca 2
7 KonmuecTso ceresbix unTepteiicos 69 B T

Puc. 264. KoHurypaums ceTeBoro yctpomcTasa

B T1abnuue Ha Bknagke «KoHdwurypaumsy» cogepxarca napameTpbl U WX 3HaYeHWs, MoflyYyeHHble
OT ceTeBoro ycrponcrtaa no npotokony SNMP unu SSH.
Cnncok napamMeTpoB CETEBOro yCTPOMCTBa NpeAacTaBnsdeTca cobon Tabnuuy ¢ nonamu:

SNMP SSH
e HOMep e HOMep
e COCTOSIHWE e  COCTOSIHWE
e napameTp e UM
e  3TanoHHOE 3HayeHue e KOMaHpa
e rocnefHee 3HayeHve e  3TaNloHHOE 3HayeHue
e riocriefiHee 3HayYeHue

Hapg Tabnuueit ectb nosne «lMokasaTb TONbKO OTNMYMS», yCTaHOBKA chriara HanpoTWB 3TOro MO NPUBOANT
K nepexody B pPeXuMM OTOOpakeHVsi mapameTpoB KOHGMrypauuu, LenoCTHOCTb KOTOPbIX HapylueHa.
CHsiTve chnara Bo3BpalLaeT K MpOCMOTPY BCEX NapamMeTpoB.

Mpumeyanue. MIB — 6asa ynpasnswowen uHgopmauun. OID — 37O yHMKamNbHbIN
naoeHtucpmkatop obvekta B SNMP (0Obektom MOXeT ObiTb MoOAenb YCTPOWCTBa
UNU KOHKpeTHbIM napameTp). OID 3anucbiBaeTcs Kak nocneoBaTenbHOCTb  4ucen,
pasgeneHHblix Toudkon. Hanpumep, «1.3.6.3.2.1». MIB-cdalinbl no3BonsoT MUCNonb3oBaTb
TekctoBoe npegctasnerHvne OID. Hanpumep, ansa OlDa «1.3.6.1.2.1.31.1.1.1.10» TekcTtoBOE
npeactaeneHne — «ifHCOutOctets».

Mpu pernctpaumm ceteBoro ycTporictea B [lomeHe 6e3onacHoctu B base koHurypauuin ELLY Dallas Lock
OCYLLEeCTBMSEeTCA NOUCK KOHUrypaumm ons AaHHOro ycTpomcTaa.

KoHgurypauunoHHele cannbl — peKkoMeHAOBaHHbIe CMUCKM napaMeTpoB YCTPOWUCTB, HapyLleHue
LLeNTIOCTHOCTMN KOTOPbIX CYNTAETCHA MHUUAEHTOM Ge30nacHOCTN.

B ELLY Dallas Lock ecTb HeCKONbKO BUAOB KOH(PUrypaLUMOHHbIX hannoB yCTPONCTB:
e KOHcpurypaumsa ons onpegeneHHbIXx Mogenen ycTponcTs;
e  KOHpurypaums ons onpegeneHHbIX Npon3BoanTenen;
e  KOHCpUrypaums no ymMonyaHuto.



Mocne pobGaenenust yctponctea B base KoHGwurypaumm nponsBoAMTCS MOMCK Hamboree noaxoasien
KOHGMrypaumm Ans gaHHOW Mopenun ycTponctea. Ecnu koHdurypaums pna gaHHOW mopenu He
obHapyxeHa, npoM3BOAUTCA MNOUCK KOHurypaumm p[ns npoussogutend. Ecnn He o6HapyxeHa
KOHMrypaumsa ans npom3sBoauTens, NCNonb3yeTcs KoHUrypaumnsa no yMonyaHumio (0 TOM Kak NonofHUTb
Bbasy koHdurypauun ELLY Dallas Lock cm. «[MapameTpbl ceTeBoro 060pyaoBaHusay).
HanpgeHHas B 6ase koHdurypaums npepcraensieT cobom cnmcok OID. YcTpoMCTBO onpaluimBaeTcs
no cnucky OID un3 koHdurypauumu, ganee nonyyeHHble npu NepBOM ONPOCE 3HAYEHWs UCMONb3YITCHA
B KAQ4YeCTBE 3TarlOHHbIX.
Ecnu B oTBeT Ha 3anpoc 3HayeHnst napameTpa y ceTeBoro yctpornctea ELLY Dallas Lock nonyyaet nycroe
3HayeHve, B Tabnvue HanpoTUB Ha3BaHWsA Takoro napamertpa Oydet cogepXatbca cumBon «@». Ecnn
YCTPOMWCTBO HE OTBETMIIO Ha 3anpoc 3HayeHns napameTpa — B Tabnuue GyaeT cogepxaTtcsa 3anuch «(HeT
oTBeTa)».
Ecnn B npouecce yHKUMOHMPOBaAHUS YCTPOMCTBA 3HAa4YeHMEe MapameTpa CTaHOBUTCH OTMMYHbIM
OT aTanoHHoro, B [1b dwukcmpyeTca nHungeHT 6e3onacHocT «HapylieHne LenoCcTHOCTN KOHGUrypaumm
ceTeBoro obopygosaHusa» (puc. 265).
MpumeyaHue. CobbiTMS HapylweHUs UEenoCcTHOCTU CeTeBOro obopyaoBaHUA MOryT
Bo3HMKaTb, ecnn ELY Dallas Lock npu pabote He ycneBaeT MNONydYnTb 3HAYEHUS
napameTpoB OID c yctponctB. [ns pelleHuss gaHHOW MpobGrembl ceTeBoe YCTPOWCTBO
HeobxoomMMo BbiBeCTU M3-nog koHTponst ELLY Dallas Lock n 3apeructpupoBatb 3aHOBO,
yBenuuuB npu gobasneHmn Bpems Tanm-ayTa.

@ Mpocmorp >

Bpema
2020-10-26 07:34:45 (GMT +03:00)

APM
Mikrotik 10,10, 102,255 (public)

Mogyne
CeTesoe obopyacsaHue

CobeiTne
HapylweH1e LENOCTHOCTH KoHMUrypaLwmi ceTesoro obopyaosaHa

PesynbTar
BrissneHo HapYLWEHHE LENOCTHOCTH

MpuoputeT
BllcokuMi

[ ONONHATeNbHbIE CBENEeHnA

KOMMEHTapMIA:

Puc. 265. MpocmoTp cBegeHuit 06 nHumaeHTe 6e3onacHOCTU

Ha Bknagke «KoHdurypauus» cooTBeTCTBYIOLWMIA NapameTp, OTIINYHbIA OT 3TanoHHoro, byaeT BoblgeneH
LIBETOM:

e  3TanoHHOE 3Ha4YeHWe COOTBETCTBYIOLLEro NnapameTpa — KpacHbIM;

e rocregHee 3HaYeHne COOTBETCTBYIOLLEro napamerpa — 3eMneHbliM.
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Puc. 266. OTobOpaxeHne 3Ha4YeHW NapamMmeTpoB ceTeBOro 06opynoBaHus Ha Bknagke «KoHdurypaums»

Ha Bknagke «KoHdwurypauusa» Ha naHenu MHCTpPYMeHTOB «[encTBus» OOCTYNHbI criedyolimMe KoMaHabl
(Puc. 266):

1. «MpUMeHNTbL WU3MEHeHUsI», NpeaHasHayYeHa AnA MNPUHATUA MOCMNEAHUX MOMYYEHHbIX 3HAYeHU
KOHQpMrypauum 3a aTasnoHHble.

2. «[Mownck...», no3BonseT nckatb NnapameTpbl KOHurypaumm.
«OBHOBUTLY, NpegHa3HavYeHa Ans NoNyYeHUs akTyarnbHbIX 3HaYeHU KOHMrypauum oT yCTPONCTBa.

4. «CoxpaHutb B channy, npeaHa3HayeHa ONs COXpaHeHUs oTyeTa O TeKyLlenh KOHdUrypauum ceTeBoro
YCTPOMWCTBa B hopMaTte «.txt».

5. «BknounTb/BbIKNounTb KOHTPOJIb AOCTYMHOCTU», npegHa3HadeHa And U3MeHEeHUA COCTOAHUA
KOHTPOJA AOCTYNHOCTU CETEBOIO yCTpOVICTBa.

6. «[obaBuTb napameTp», AMNsS HOBOIO KOHTPOMMPYEMOro mnapameTpa MO3BOMSEeT YCTaHOBUTb
dnar «KoHTponuposaTb NnapameTp», a Takke 3agaTte ums n OID.

Mpu pobaBneHun napameTpa, OH 3anucbiBaeTcs B hann koHdurypaumm n otobpaxaetca Ans Bcex
CBSI3aHHbIX C HUM YCTPOWCTB (BNMSAET Ha HOBble 1 AobaBneHHble paHee ceTeBble ycTponcTea [b).

7. «YpanuTb BblAeNEHHbIE NapameTpbi».

[nsi oToBpaxeHns TONbKO OTAMYMIA MEXOY 3TaANOHHbIM 3HAYEHWEM M MOCNEeAHMM 3HAYEeHWEM AOCTYMNeH
GunbTp «lokasaTb TONLKO OTANYNSAY.

3a aTanoHHoe 3HayeHne OyaeT NPUHATO 3HaYeHMe, NONTYYEHHOE OT CETEBONO YCTPOWCTBA NpY CreayLen
npoBepkKe.

w

17.3.3 XypHanbl ceTeBOro yctponcraa

Ha Bknagke «KypHanbl» ana ceTteBoro ycrtponctBa poctyneH «KypHan Syslog». B >xypHane
oTobpaxatoTcst ToNbKo Syslog-coobLieHuns, NoNy4YeHHbIE OT CETEBOIO YCTPOWCTBA.

Ha naHenun MHCTpYMEHTOB MOXHO 3aaTb NapameTpbl punbTpauuun. Ha naHenn MHCTPYMEHTOB B pa3gene
«[JenctBns» MOXHO COXpaHUTb OTMUNbTPOBAHHbLIE 3anuUCKM >XypHarma C MOMOLWbI0 KOMaHAabl
«OKCMOPTUPOBATH XypHany».

[ns o4MCTKM XypHana ncnonb3yeTcs koMaHga « OUncTuTb XKypHan».



18 MOOYMHEHHbIA OJOMEH BE3OMNACHOCTHU

BHumaHume! Npu BBOAE 0aHOro fomMeHa 6e30nacHOCTU B MOAYMHEHNE APYrOMY AOSIKHO
ObITb COBMOAEHO crneaytoLlee ycnosue: Mexay AoMeHamMyn 6e30nacHOCTU JOJKEH ObIThb
cBoboaHbIN 06MeH naketamu no TCP/IP nopty 17900.

BHumanue! B ELLY Dallas Lock gomxHO BbIMOMHATLCA MPaBuUno CO30aHUSA CBA3en
Mexgy TrnaBHbIM W MNOOYMHEHHBIM [JOMEHOM, KOTOpOE 3akriyaeTcs B 3anperte
opraHMsaumm «LUMKIOB aAMUHUCTPUPOBaAHMS [OOMEHOB», Korga rnaBHbI [OMEH
ABNAETCA NOAYUHEHHBIM OMEHOM AN OOHOIO M TOro Xe JOMEHa.

MpumeyaHume. NogunHEHHbIN fOMEH 6€30MNacHOCTM MOXET UMETb TOSbKO OAVH FMaBHbIN
OB Ha oavH ypoBeHb Bhilwe Mo nepapxmm ELY Dallas Lock (cywecTByeT BO3MOXHOCTb
co3gaBaTb HECKONbKO YPOBHEW noguvHeHust). OrpaHuM4eHuss Mo KONU4ecTBy
NOAYUHEHHBIX Y FMaBHOro JomMeHa 6e30MacHOCTM YCTaHaBMMBAKOTCA NINLIEH3NEN.

18.1 Beopg b B nogumMHeHue

18.1.1 Bsopa b B nog4YMHeHMe B npoLecce yCTaHOBKMU

[nsa BeBoga B nog4nHeHne [lomeHa 6e3onacHocTu B npouecce yctaHoBku ELLY Dallas Lock Heobxoaumo:

1. Y6eautbes, 4uto [JomeH 6e3onacHOCTM, B NOAYMHEHUE KOTOPOMY OCYLLECTBNAETCHA BBOZ, OOCTYMNEH
no cetu.

2. 3anyctutb npouecc yctaHoBkn ELLY Dallas Lock.

3. Ha ware «BbiGop Tvna gomeHa» BblOpaTb NyHKT «MogyYnHEHHbIN oMeH 6e3onacHocTu» (puc. 267).

D MacTep ycranoeku - ELLY Dallas Lock X
Boibop TMNa gomeHa @
BoibepuTe TMN cozfaBaeMoro AomMeHa

O HAomen bezonacHocTi

CosfgaHue Hosoro [JomeH EesonacHocTH

® MoauwHEHHbIi Jlomen BezonacHocTH

CozaaHue Hoeoro floMeHa De30nacHoCTH, EKKOMEHHOMO B COCTAE
CyLecTEyrOLWero JomeHa bezonacHocmn

O"‘O JoBaeneHue y3na B knactep cepeepoe ELLY

0)
Ogug()
©)
OgugC
. (O Cepeep penankauum [HeAOCTYNHO B AeMoBepcui]

< Hazag [anee > OTmeHa

Puc. 267. lWWar «Bbibop Tvna gomeHa» B Mactepe yctaHoBku ELLY Dallas Lock

4. 3apaTb napameTpbl rnaesHoro b (puc. 268):
e agpec rnasHoro [ib;
e kntod goctyna k Ab.



5.
6.

O MacTep ycranoeku - ELLY Dallas Lock X
MapameTpbl yaanéHHoOro cepeepa @
4

YkaxuTe napameTpsl YAaNEHHOTO CEPEEpPa

Appec rnasnoro [b:
192.168.12.167 |

Knwou goctyna:

< Hazag [anee > OTmeHa

Puc. 268. MapameTpbl yaaneHHoro cepeepa

Hanee npogomkutb 1 3aBepwunTb yctaHoBky ELLY Dallas Lock.
lMocne 3aBepLlieHus ycTaHOBKM nogumHeHHoro b B gepeBe rnasHoro B nosButca BBeOEHHbIN
B nog4mHexuve OB (puc. 269).

=5 JomeH Ge30NacHoCTH
B HEPACMNPELENEHHLIE OBBEKTHI
I CETEBLIE YCTPOWCTBA
B YOANEHHBIE OB BEKTHI

= NogywHeHHbl OB

Puc. 269. NogunHeHHbIn b B AepeBe poanTenbCcKoro

18.1.2 Bsop b B noguynHeHue nocrne ycTaHOBKU

[na BBoga B nogynHeHue [JomeHa GesonacHocTu nocre YCTaHOBKM HeobxoauMmo:

1.

Y6eantbes, yto [lomeH 6e3onacHOCTM, B MOAYMHEHWE KOTOPOMY OCYLLECTBISIETCS BBOA, AOCTYMNEH
no ceTu.
Banyctutb KoHconb ELLY k 1B, BBOAUMOro B Nnog4YnMHEHME.

OTkpbITb rNaBHoe MeHto KoHconn ELLY — «BBoa/BbIBOA B NOOYNHEHUEY.
B nosiBMBLUEMCS OKHE yKa3aTb CETEBOE MMS CEPBEPA U3 MMABHOrO OMEHa U KoY AOCTyNa K raBHOMY
AoMeHy 6e3onacHoctu (puc. 270).



O Beog B nogunHeHME >

CeTeB0E MMA CEPEEPA; | |

Koy aoctyna w A6: | |

|BEmn. B I'IDH.‘-IHHEHHE' OTMeHa

Pwuc. 270. BBog B nogunHeHune

5. HaxaTtb kHonky «BBog B NOgYNHEHMEY.
Ecnn npouecc BBoga B nogvvMHEHWE npOLUENn YCMnewHo, TO 4Yepe3 HEeKOTOpoe BpeMsi MOSABUTCS
cooTBeTCTBYIOLWEe coobuleHure (puc. 271).

O Beog B nogumHeHne >

JomMeH YCNeWHo BEELEH B NOAHMHEHWE,
KoHcone Byger nepesanyLLeHa.

Puc. 271. b ycnewHo BBeAeH B NOAYNHEHNE

Mocne nepesanycka KoHconu Ha ypoBHe [b Ha Bknagke «Cogka» — «WHdopmauusa o6 obbekrte»
oTobpasnTcst MHpopMaunsi 0 pOAUTENBCKOM JOMEHE (puc. 272).

MH®OPMALIMA Ob ObbEKTE

Cepeepa wnactepa ELLY gwerty555.dl.local: 17900
PoouTensckuid aoMeH  [lomeH BesonacHocTk (fedora-vm-kvm.isc. confident. spb.ru: 17300)

MAPAMETPbI MTHLIEH3HH MoapofiHes
I Nemosepoia
APM a/6
CeTeBkIE YCTPONCTEA 0/4
MogYvHEHHBIE AOMEHEI o/2
ELLY DALLAS LOCK Mcnonb3yeMble [ Bcero

Puc. 272. NHdopmaumsa o poanuTenbckom JOMeEHe

Takxe B oepeBe rnasHoro [1b nosButca BBeaeHHbIN B nogumMHeHune b (puc. 269).

18.2 BbiBog [1b 13 nogunHeHus

18.2.1 BbiBoa b 13 nogunHeHnsi N3 COGCTBEHHOW KOHCONM
[nga BbiBOAa 13 nogunHeHus [JomeHa 6€30nacHOCTN NOCPEACTBOM COOCTBEHHOWM KOHCOMM HEOBX0ANMO:
1. MNogkntounTtb KoHconb ELY k B, Haxogswemycs B NOAYMHEHUN.

2. OTKpbITb rmaBsHoe MeHto KoHconu ELLY E — «BBoa/BbiBOA B MNOOYMHEHUEY.
3. B nosiBMBLLUEMCS OKHE «BbIBOA M3 MOgUMHEHNA» (pUC. 273) HaxkaTb KHOMKY «BbiBOA, U3 NOOYMHEHUSAY.



U BelBCg Wz NogYMHEHNA

,\IJ,EIMEH HaxXoaWTCA B NOAYMHEHKMK ¥ A0MEHS: ,D,DMEH fesonacHoCTK

BolBoa 13 I'IDH.'—iHHEHH:Hl OTMeHa

Pwuc. 273. BbiBog, 13 nogvYnHeHns

Ecnu npouecc BbiBoga 4OMEHa 13 NOAYMHEHWS NPOLLEN YCMELWHo, TO Yepe3 HEKOTOpPOe BpeMs NOoSIBUTCSA
COOTBETCTBYMOLLIEE coOOLLEHNE (pUC. 274).
O CooBLleHne

Pt

o Jomed yonelwHo BeIBEAEH W3 NOAHUHEHWA

Puc. 274. b ycnewwHo BbiBeAeH 13 Nog4YMHEHUS

18.2.2 BbiBoa [1b 13 nogunmHeHUA Yepe3 KOHCOsb rnasHoro [1b

Ina BbiBoga 13 nogunHeHus b yepes KoHconb ELLY rmaBHoro [Jb Heob6xoamMmo:

1. Nogknountb KoHconb ELY k rmasHomy [1B.
BeibpaTte nogunHeHHbin b B aepeBe u Ha Bknagke «CBoAka» HaxaTb Ha MaHENM WUHCTPYMEHTOB

2.
«[dencTBna» KHoMKy «YaanuTb» (puc. 276) unm BeiopaTe COOTBETCTBYHOLLYIO KOMaHAY N3 KOHTEKCTHOTO
MEHI0, HaXkaB NpPaBoOW KHOMKOW MbILLK Ha nogvnHeHHbIn OB B aepese (puc. 275).

8 MNog MepenmeHoBaTE

¥aanmTe

MogkAmn4mTe KoHconk

BripesaTte Chrl +3

Puc. 275. KoHTekcTHoe MeHo nogynHeHHoro b



06HOBUTHL

lMepewmeHoBaThb

Yaamtb

MoaxknounTb KOHCONb K Nnog4YvHedHony b

CMHEPOHU3UpOBaATDL

Puc. 276 KomaHgbl naHenn MHCTPYMEHTOB As nogynHeHHoro b

BbiBeaeHHbI 13 nogumHeHust b nepemecTuTcs B 6a30Byto rpynny «YaaneHHble 06bekTbl».

18.3 HacTpounka nogumHeHHOro nomMmeHa 6e3o0nacHoOCTU

B nepese rmasHoro [lomeHa 6e3onacHoctu ELLY Dallas Lock npucyTcTBytoT nogumHeHHble [b.

3Hauvkn obbekToB, 0603HavaLWmUx NoaYnHeHHble OB, 3aBMCAT OT cocTosiHMA OB u MoryT mpuHumathb
cnegyloLwunm Bua:

@ —  nogyvHeHHbIn b nogkntoyeH;
. —  CB#3b C NOAYMHEHHbIM [1B OTCYTCTBYET;

CBA3b C MNogyMHeHHbIM B oTcyTCcTBYyeT CBbile 3afaHHoOro B rnaBHoM [1b BpemeHn,
. —  KOTOpOe onpenenseTca napameTpom «OnoBeLLEeHMs MPU OTCYTCTBUM CBA3U C OOBEKTOM

(B AHAX)» (MpKW yCroBMKM, YTO HACTPOEHO OMNOBeLLiEHNE 06 OTCYTCTBUN CBA3M C OO BHEKTOM).

AamuHuctpatop ELLY Dallas Lock moxeT nepemeltatb nogyunHeHHsle b B rpynnel (moarpynnel) Agepesa
AB. Ona aTtoro Heob6xooMMO nepeTalnTb 3HAYOK HYXXHOTO MOA4YMHEHHOro OB KHOMKOW MbIwK B none
apyroro 3Hadka («Drag-and-drop»).

HacTtpoiiku Ha ypoBHe nogunHeHHoro [1b otobpaxatoTcsa Ha HECKOSTbKMX OCHOBHbIX BKIaZKax.

18.3.1 CwuHXpoHM3auunA

Ona npuBeoeHWA B COOTBETCTBME 3HAYEHWSAM MapaMeTpPoB, BLICTABMEHHbIM Ha rnasHom [B,
Ha nogyvHeHHoM [B HeobxoaMMo npoBeaeHMe CUHXPOHNU3aLUMK. CUHXPOHU3aLMA MOXET ObITb NpoBeaeHa
NPy YCNoBUM HanM4us CETEBOro NOAKMIYEHNS MeXAyY rMaBHbIM U NOAYUHEHHBIM IOMEHOM:



e  [pu BKIOYEHMM nogvmHeHHoro [b;

e nepuoaunyeckm (cM. «apameTpbl paboTbl MOAYNEN»);

e o koMaHge nonb3oBaTens u3 KoHconu ELLY rmasHoro [b.
KomanHga «CuHxpoHusmpoBatb» B KoHconmm ELLY poctynHa Ha Bknagke «CBogka» Ha YpOBHe
nogyunHeHHoro b B gepese b Ha naHenu nHctpymeHToB «OnepaTnBHOE yrpaBrieHue».

18.3.2 CBopgka nogumHeHHoro [1b

Bknagka «Ceogka» Ha ypoBHe noaumHeHHoro b otobpaxaeT obuiee coctosiHue nogyvHeHHoro b
(puc. 277).
c Koncone ynpaenenna ELY [domen GesonacHoct: Jomen Gesonacroctn, Cepeep: DESKTOP-RGRB300:17900] - x

9 ® v Q Ceoaka

& [omeH 6e30NACHOCTH
" HH®OPMALIMA Ob OBBEKTE
I HEPACNPENENEHHBIE

M CETEBLIE YCTPOWCTBA [ERTERG 2021-08-03 14:26:34 (GMT+03:00)
WMA NoAYMHERHOr O AOMEH MogurHerHe 16 0bnoBnTE
GUID noa4vHEHHOro AoMeHa CC4B7A79-3291-2042-BA 1D-BFD9220B850F7 NepenmenosarThb
B MNogyuHeHHbIA OB Cepeepa knactepa ELLY DESKTOP-LPJ1QVO: 17900

[laTa nocneaHeil CAHXPOHM3ALIA 2021-08-03 14:39:43 (GMT-+03:00)
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M YOANEHHBIE OBBEKTHI

Konndectso wHUaeHTos BesonackocTi He ucnonesyeTca

WHUWNAEHTDbI BESOMNACHOCTH

3anepvon: 28.07.2021 - 03.08.2021 SKaopT HacTpoiika MHWiaeHTos fesonacH

[ Toneko HenpouuTaHHbie

VHLMREHTE BesonacHocTH

Nogxatount b Koncons kK noguniennomny A6

0/0 -

HE MPoYMTaHo/ECErD

2
CHHXPOHHSHPOBATb

i

Puc. 277. Bknagka «CBogka»

JocTynHbl criegyowme pasgens MHPOPMaLUMOHHOW NaHenu.
NHdopmaumsa o6 ob6bekTe

B VIHCbOpMaLI,I/IOHHOﬂ naHenn OTO6pa)KaeTCFI cnenyrouiaa VIHCbOpMaLI,VIﬂ O TeKywemMm COCTOAHUU
Moayna:

WHdOpMaLua o gate 1 spemenn seoaa B [ib5;
MMS NOAYNHEHHOrO JOMEHA;
GUID noa4nMHEeHHOro AOMeHa;
cepBepa knactepa ELLY;
MHdOpMaLNS O faTe U BpeMEHU NocrneaHen CUHXPOHU3aumu;
pesynbTaTt nocneaHen CUHXPOHU3aLMK;
e  KONMNYECTBO WMHLUWAEHTOB O0€30MacHOCTU.
[ocTynHbl criegylowime AencTBusa ¢ nog4ymHeHHbIM [16 Ha naHenn NHCTPYMEHTOB:

1. OGHOBUTB.

2. lNepenmeHoBaThb.

3. YganuTb nOgYNHEHHbBIN JOMEH.

4. TogkntounTb KoHconb k noguymHeHHomy [b.

JocTynHbl cnegytoLwue KOMaHabl onepaTUBHOMO yNpaBeHUst Ha NaHen UHCTPYMEHTOB:
1. CUHXpPOHU3NPOBATL.

MpumeyaHue. Pe3ynbTaT  BbINOMHEHUS  KOMaHg  OMepaTMBHOIO  yNpasrieHus
He oTpaxaeTcsa B XXypHanax ELLY. Takke He npegycmoTpeHbl BChbiBaloLLmMe 1 npoyve
yBEeIOMINEHNs O pe3yrbTaTax BbINOMHEHWUSI KOMaH onepaTUBHOrO yrpaBneHus.



OTkpbITb KoHconb ELLY Dallas Lock nogumHeHHoro [1b moxHo ¢ KoHconu ELLY Dallas Lock MmasHoro Ob.
[ns aTOro Hy>xHo:
1. Haxartb «[logkniountb KoHconb k nogunmHeHHoMy [OB» (puc. 277) Ha naHenuM WMHCTPYMEHTOB
«Oewnctus» Bknagkn «CBogkay.
Mogkniounte KoHconb nogymHeHHoro B MOXHO Takke C NOMOLLbH OAHOUMEHHOW QYHKLUN
KOHTEKCTHOro MeHto (puc. 275)
2. MMosiBuTCcA okHO «[MMopgkntoveHne k cepBepy» (puc. 278). [Hanee HeobGXooUMO 3anoNHUTL
cnegylowne nons:
e 1MSI KOHCONY;
e CeTeBOe MMS cepBepa;
e KnoY goctyna k Ab.
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Puc. 278. OkHo «[NogkntoveHune k cepeepy»

3aTtem HaxaTb «3aperncTpupoBaTtby.
3. B crnegywowem okHe (puc. 279), Heob6xoouMO BBECTU aBTOPM3ALUOHHBIE AaHHbIE M HaXaTb
«[NogknounTbesa».
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Puc. 279. BBoa aBTOpPM3aLMOHHbBIX AaHHbIX

Ecnu paHHble BBeAeHbI BepHO, OyaeT oTKpbITO HoBOe okHO KoHconu ynpasnenust ELLY MNogunHenHoro OB.



18.3.3 Monb3oBaTtenu u rpynnbsl nog4ynMHeHHoro [1b

Bknagka «[lMonb3oBatenu u rpynnbi» Ha YpOBHe nogvvHeHHoro [B cogepxut cnvcok rnobanbHbIX
M OOMEHHbIX MNorib3oBaTenen M rpynmn, HacnegyeMbiX C YPOBHEW BbIle MO MEpapXmm U CO3AaHHbIX
Ha ypOBHE AaHHOIo NOAYMHEHHOro AOMEHa.

MpumeyaHue. [lonb3oBaTenn W rpynnbl, CO34aHHble B nogyMHeHHom [B,
He nepefaloTcsl B MaBHbIi U He oTobpaxaltTCca B Cnucke nornb3oBaTenen wu rpynn
B KoHconu rmasHoro ELLY Ha ypoBHe nogvmnHeHHoro [16 B aepese.

YnpaBneHne nonb3oBaTtensaMu 1 rpynnaMmyM Ha ypoBHe nogyuHeHHoro [B npou3Bogutca aHanornvyHo
ONMUCaHHOMY YMpaBfeHMIO MONb30BaTENAMM U rpynnamMmu Ha ypoBHe rpynnbl OB (cm. «[lonb3oBatenu u
rpynnbl anga rpynnst OB»).

YnpaBneHne nonb3oBaTendaMu W rpynnamu, co3gaHHbiMu B rnasHoMm [1B 3abnokupoBaHo B KoHconu
noavnHeHHoro Ab.

MpumeyaHue. Ecnn umsa nonb3oBatens vnu rpynnbel, CO34aHHOrO B NogymMHeHHom [b,
CcoBMano ¢ UMeHeMm Mnosib3oBaTens uUnu rpynnsl B rmaeHoM [b, To napaMeTpbl Takoro
nonb3oBaTtens WM  rpynnbl  noanexaTr  CUHXPOHM3aUMM  CO  3HAYeHUsMW,
YCTaHOBMEHHbIMK B rmaBHom [b.

[na npumeHeHusa nameHeHni Ha nog4ymHeHHom 16 HeobGxoama CUHXPOHU3aLKS.

18.3.4 Monutukn nogumHeHHoro [1b

Bknagka «[lonutukm» Ha ypoBHe noguuMHeHHoro [B nossonsieT pepaktvpoBaTb  MOMUTMKK
Ha nog4mHeHHom [ (puc. 280).
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Puc. 280. Bknagka «Monutukmny»

MpumeyaHue. 3HayeHNs1 NONUTUK, YCTaHOBIIEHHbIE B nogynHeHHoM [B, He nepepatoTcs
B [MaBHbI U He oTobpaxatTca B cnvcke nonutuk B KoHconu rnmaeBHoro ELLY Ha ypoBHe
NoAYMHEHHOro B AepeBe.

Monutukn pgnsa nogyuHeHHoro OB MoOrytT npuHMMaTb AOMOMHUTENbHOE 3HadeHue «He 3agaHo».
Ona paHHoro 3HayeHws rmasHbld OB ELY He ynpasnser 3HaveHuaMM nonuTUK nogvmMHeHHoro B,
npuMeHsieTca 3HavyeHne, 3agaHHoe AUB B KOHCOMNN NOgYNUHEHHOTO.

Mo ymonuyaHuio npu BBogde B nogdnHeHwe b Bce ero nonutuku B rnasHoMm B umeroT 3HadeHwue
«He 3apgaHo».

Ons c6poca nepeonpeesnieHHOro 3HauyeHns NoNMTMKK Ha «He 3agaHo» HeoGXxoaMMOo BbiGpaTb MOSUTUKY

M3 CrMcKka W Oarnee Ha naHenu UHCTpymeHToB «[lencTBusa» BbIGpaTh komandy «COpocutb 3HaveHue»
WM N3 KOHTEKCTHOIO MEHH0 BbIOpaTb COOTBETCTBYHOLLMIA MYHKT.



EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

HacTpowika nonutuk ans nog4ymHeHHoro b npon3BoauTCcs aHanorMyHo HacTpownke MONUTUK AN rpynnbl
OB (cMm._«[Monutukm ana rpynnel [16»).

[ng npumeHeHWs 3Ha4YeHUn Heobxoanma CUHXPOHU3aLNS.
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