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BBEAEHUE

[daHHaa MHCTpyKUMA npefHasHadyeHa Ans agMUHUCTpaTopa NporpamMHOro npoaykta «EanHbIN LeHTp
ynpasneHus Dallas Lock».

B uvHCTpykuMM copepxaTcsi CBedeHusi, Heobxoaumble Ans nonydeHust obliero npeacraBneHust
O NPOrpaMMHOM M3aenun, ero yHKUMOHAsbHbIX BO3MOXHOCTSX, a Takke ANsl YCTAHOBKM, HACTPOMKM
1 ynpaBneHus paboTon B COOTBETCTBMM C TpeboBaHnaMn 6e30nacHOCTK.

EovHbin ueHTp ynpaeBnenus Dallas Lock — kpoccnnatopmeHHoe msgenve B NPOLYKTOBOW JIMHENKEe
Dallas Lock, npegHasHayeHHOe ANS pelleHnsi Cnegyowmnx 3ajay:

e CO3[aHue nepapxmyeckon MHPPaCcTPYKTypbl AOMeHa 6€30MacHOCTH C Hacne4oOBaHNEM 3HAYEHUN
napameTpoB 6e3onacHoCTy;

e  KOHTPOMb CETEBOW MH(PACTPYKTYpbI;

e yaaneHHbln cbop u ynobHoe oToDpaxeHue HaCTPOeK TEeKyLlenW M STanoHHOW KoHdurypaumn
(KOHTPOIb LENOCTHOCTM) CETEBLIX YCTPOWCTB C LIENbIO AanbHENLEN NPOBEPKN HA COOTBETCTBUE
TpeboBaHMAM CTaHOAPTOB 1 BbISBIIEHNS HECAHKLNOHMPOBAHHBLIX U3MEHEHNI;

®  UCMOMb30BaHWE eQUHON CUCTEMBI YNPABMEHUS] YY4ETHBIMW 3aNNCAMY;

e MHTEerpaums Crnmcka y4eTHbIX 3anvcen n rpynn nons3osartenewn ¢ Active Directory;

e OpraHuMsauus  LEHTPanu30BaHHOrO  yrpaBneHus  peLUeHUsMW  NPOAYKTOBOM  JIMHEMNKU
000 «KoHpnaeHT»:

- C3W Dallas Lock 8.0 pegakuuii «K» n «C» (Bkntodyas komnoHeHTsl MO, COB);

C3W1 HC[ Dallas Lock Linux;

C3W BU Dallas Lock;

CO3 Dallas Lock;

AreHT ELLY;

e ypaneHHoe passepTbiBaHne mogynen C3U Dallas Lock 8.0, C3U HC[ Dallas Lock Linux, a Takke
Arenta ELLY (ana Windows u Linux);

e cOOp XypHanoB ¢ Moaynewn n ceTeBblX YCTPONCTB (MO npoTokony Syslog), 3aperncTpnpoBaHHbIX
B fIoMeHe 6e30MacHOCTY;

e VHTerpaums co cTopoHHuMu npogyktamm (AHTUBMpYC Kaspersky, SIEM-cuctemsl).

CainT komnaHumn-paspaboTymka egnHoro LeHTpa ynpaenenusa Dallas Lock OOO «KoHdumaeHT» gocTyneH

no ccbinke: www.confident.ru.

WHdopmauusa o npoaykrtax nuHenku Dallas Lock npeactaBneHa Ha cTpaHuue cavTta www.dallaslock.ru.

Ha paHHOM caliTe MOXHO 3aKa3aTb KOMMSEKC YCNyr Mo NPOEKTUPOBaHMWIO, BHEAPEHWIO U CONPOBOXAEHMWIO

npogykta. Takke npu HeOoOXOAMMOCTU MOXHO 00patutbcs B CNyXOy TEXHWYECKON MoJaepXKKu

no anekTpoHHoOMY afpecy: helpdesk@confident.ru.

TEPMUHbI

HekoTopble TEPMUHBI U COKpaLLEHNs], coOepXKallnecs B TEKCTE UHCTPYKUUN, YHUKATbHBI A1 NPOAYKTOBOM
nuHenkn OO0 «KoHduaeHT», Opyrue SABMAOTCS OOLIENPUHATBIMA U UCMOMb3YIOTCA U3 COODpaxeHus
KpaTKoCTu 1 ygoocTBa.

TepmuH OnpepeneHue

Aemomamu3upogaHHOe BUpTyanbHas unu cuandeckast paboyasi ctaHums, ucnonbdyemasi 8 ELLY
paboyee mecmo KaKk crnoco® npeacTaBneHWsi COBOKYMHOCTU  HECKOSTbKUX — MOZyren
B KQ4YeCcTBe €QVMHON MallUuHbI

lpynna nornyeckoe obbeauHeHne Heckonbknx obbektoB [OB (Hanmpumep,
noarpynn, APM, mopgynenn WAF Dallas Lock u ceTeBbix yCTpOWCTB).
Mogynn ELLY B coctaBe APM yao6HO 06beanHATb B FPynbl €CAN Yy HUX
coBnagatoT napameTtpbl 6esonacHocTu. [lonyckaetcsa co3gaHue noboro
yncna BIIOXEHHbIX Fpymnn

LlosepeHHnbil domeH [omeH 6e3onacHocTu, Haxoaswmnes ¢ [1b B foBepUTENbHBIX OTHOLLIEHMSAX
b6e3onacHocmu

HomeH 6e3onacHocmu  COBOKYMHOCTb (KMnactep) OOHOro MM HECKONbKUX CEPBEPOB B peXnMe
ELlY pennukaumm koHdurypauun. lNpeacraBnget cobon KOPHEBOW YpPOBEHb


http://www.confident.ru/
http://www.dallaslock.ru/
mailto:helpdesk@confident.ru

Lepeso domeHa
b6e3onacHocmu

3adaHue

Modynb

KoHcosnb ELIY

Knacmep cepsepos []b

JlokanbHoe/YdaneHHoe
adMuHUcmpupoeaHue
MoQynsi

OnepamusHoe
yrpasneHue

MoO0YyuHeHHbIU OoMeH
b6e3onacHocmu

Pennukauyusi
KOHghuzypayuu

CuHxpoHu3ayus

Cybwexkm docmyna

opraHusaumyM fnornyeckon rpynnupoBKM MOAYIEeNn, CeTeBbIX YCTPONCTB
M NoAYMHEHHbIX gomeHoB ©esonacHoctu ELY, npeagHasHaveHHbIN
ONS ocyLlecTBNeHNs! LEeHTpann3oBaHHOro yrnpasneHusi BCEMM
NoAYMHEHHbIMKN 06 bekTamu

CTPYKTYpupOBaHHOe oTobpaxeHne o0ObeKkToB JAomeHa 6GesonacHocTH
B BMAe vepapxuu B koHconu ELLY

HeKoTOopoe AencTBMe, Ha3HaYeHHOe agMUHUCTpaTopom anga moaynsa ELLY,
KOTOpOe MOAYNb AOMKEH BbIMOMHWUTL NPU NEPBON e BO3MOXHOCTW. Tun
3afaHui: nony4nMTb OT4YeT, co3gaTb pann KoHdurypaumm, oB6HOBUTL
Kakoe-nubo nporpammHoe obecneveHune 1 T.4.

npeacTaeneHne 000

«KoHGmaeHT»:

oTAesibHOro npoaykrta npon3soacTea

e C3W Dallas Lock 8.0 pegakummn «K» n «C» (BKkntovas KOMMOHEHTbI
M3, COB);

e C3M HCQ Dallas Lock Linux;

e C3WV BWU Dallas Lock;

e (C[3 Dallas Lock;

e N3 6esonacHocTn WAF Dallas Lock;

e AreHt ELLY.

Kaxabin MOoAyIlb MOXET UCNoJ1b30BaTbCA HE3ABUCUMO OT APYrnx

npunoXxeHune, npegHasHadeHHoe anga ynpasnenus ELLY Dallas Lock
1 nomeHom B6esonacHocTtu ELLY

pabota b moxeT obecneunBatbca Kak ogHum cepsepom ELYY Dallas
Lock, Tak u Heckonbkumu. B nocrnegHem crnydae roBopaT O Knacrtepe
cepsepoB [1b. lNpenmyllectso Knactepa cepsepoB [1b B pennukauum

KOHpurypauum CepBepoB, pacnpegeneHu Harpysku
1 OTKa30yCTOWYMBOCTM
HacTpoiika, NpPOCMOTp Bcex napameTpoB Moayns. [logknioveHune

npousBoauTCcsl Yepe3 ceTb. [N nokanbHOro agMUHUCTPUPOBAaHUS
ncnonb3yeTcs MOAKMYEeHNe Mo  3ape3epBUPOBAHHOMY  JTOKarbHOMY
IP-agpecy 127.0.0.1 unu gomeHHoMy umeHun localhost

npoLecc ynpasneH1ss Moadynem nyTem OTMpaBKu KOMaHz, BbINOMHAEMbIX
Ha CTOpoHe Moayns, U He TpebGylowunx nepedayn peaynbtaTtoB Ha ELLY.
Hanpumep, komaHZa Ha BbIKMOYeHNe Moaynst

AomeH 6e3onacHocTW, Bxogawwmii B OB Ha Gonee HW3KOM YpOBHe
nepapxum

noBTOpeHne yHKUMOHanNbHoCcT cepBepoB ELLY ans obecneyeHus
OTKa30yCTOMYMBOCTU W pacrnpenerieHns Harpyskm Mo BO3MOXHOCTU
Hanbonee onTMMarnbHbIM 06pa3om

npotecc, B koTopom ydactsyeT cepep ELLY Dallas Lock n mogyns ELLY.
3aknoyaeTca B NpvBeaeHUN B COOTBETCTBME napameTpoB moayns ELLY
(cnuckn nonb3oBaTenen, NONUTUKK, U T.4.) NapaMmeTpaMm, 3agaHHbeiM B 16

COTPYOHWK MpeanpuaTud, Y KOTOPOro eCTb y4yeTHasd 3anucb. Y4yeTHad
3anucb XapakrtepuayeTcs NOMMHOM, naponem, annapaTHbIM
noeHTndpumkatopom (AW), pacnmucaHmem, rpynnon un 1.4. Y4YeTHasa 3anuch
OoIkHa 6bITb eguHon ansa Bcex mogynen ELLY



LleHmpanu3ogaHHoe
yrnpasneHue

COKPALLEHUA

CokpalueHue
AU
AUBb
APM
A6
ABK
Acy
ELlY
3ric
M3
HCO
oC
rK
ro
CcAs
Cc3un
Cc3n BU
COB
cy
Cepsep Y/
TC
@oC
uioc
4y c3uy Bn
AD
DL8.0
SP (Service Pack)
WAF

COBOKYMHOCTb Takmx (pyHKUMOHamNbHbIX Bo3MoxHocTeln ELLY Dallas Lock,
Kak:

e OTCMEeXMBaHWe cTatyca Moaynew;

yaaneHHoe pa3sBepTbiBaHne moaynen Ha APM,;

yrnpaBreHne y4eTHbIMW 3anucamu, NonuTMKamMm u napaMmeTpamu
Be3onacHOCTU (BKNOYas CUHXPOHU3aUUIo);

cbop, XxpaHeHue, aHann3 XypHarios;

onepaTtuBHOe ynpaslieHue;

BbINOMHEHNE 3a4aHnn Ha MOAYNSAX;

CUrHanusauusi

NMonHasa dhopmMynupoBKa
annapartHbIi uAeHTUUKaTop
agMVHUCTpaTop UHopMaLMOHHON BGe3onacHoCTH
aBTOMaTU3MpoBaHHOe paboyee MecTo
AomeH 6e3onacHoctu ELLY
AaT4MK BCKPbITUS Kopryca
AaT4MK CryyYanHbIX Ymcen
EauHbin ueHTp ynpasnenus Dallas Lock
3aMKHyTas nporpaMmMmHas cpega
MeXceTeBOoW aKpaH
HECaHKUMOHNPOBAHHbIA AOCTYN
onepaumnoHHas cuctema
nepcoHarbHbIN KOMMbIOTEP
nporpammHoe obecneveHune
cpencTBo goBepeHHom 3arpysku Dallas Lock
CPeACTBO 3alUnTbl HOpMaLnn
cucTemMa 3almThl MHGOPMaLUnUM B BUPTyanbHbIX MHppACTPYKTypax
cuctema obHapyXeHUs1 BTOPXKEHUI
ceTeBO€e YCTPOMCTBO
CepBep ynpasrieHns JOCTYNoMm
TEeXHU4YecKoe cpeacTeo
dannosas cuctema
LUTaTHasa onepaumnoHHas cuctema
LlenTp ynpaBnenusa C3U1 BN Dallas Lock
Active Directory
C3U Dallas Lock 8.0
naket obHoBneHun ans OC

web application firewall



NPEOCTABJIEHUE MOOYNEW B UHTEP®EWUCE ELlY

Mopgynb — npeactaBneHve otaensHoro npopykta npoussoactesa OO0 «KoHdumaeHT», Bkntovarowee
ob6o3HaveHue ntepaumm npogykra (MK) ¢ nopsakoBbiM HOMEPOM (COOTBETCTBYET MOPAAKOBOMY HOMEpY
oyepenHOM npouenypbl MPOXOXAEHUS UCMbITAHUMW MNPOAYKTOM, BbI3BAHHbLIX BHECEHWEM W3MEHEHUN
B CepTUMLMPOBaAHHOE CPEACTBO 3aLUnUTbl MHhOpMaLUN).

Mpoayktbl npomseogctea OO0 «KoHdbumaeHT» nonHoueHHo B3aumopencTeyloT ¢ ELLY Dallas Lock
B COOTBETCTBMM C HACTOSILLEV MHCTPYKLMEN, HAUMHAsA C BEPCUI, yka3aHHbIX B Tabnuue.

HanmeHoBaHue moayns
MpoAykr MoanepxuBaeTtcs
Cc Bepcumu (utepauum)

Bepcus 8.0.689.0 (MK8)

OcHoBHoe 0603Ha4YeHue

C3W Dallas Lock 8.0 pegakuum «K» n «C» Dallas Lock 8.0

(Bkntovasi komnoHeHTbl M3, COB) W BbllLe

C3W HC[L Dallas Lock Linux Dallas Lock Linux Bepcusa 3807 (MK2) n Bbiwe
C3WM BU Dallas Lock C3WM BU Dallas Lock Bepcusa 3.50 (MK3) u Bbiwe
CQA3 Dallas Lock CQO3 Dallas Lock Bepcuu Bbiwe 222 (1K4)

no yMOMYaHuo COOTBETCTBYET
CUCTEMHOMY MMEHU XOCTa,
MoXeT ObITb 3agaHo AVB
BPYYHYHO

w3 6esonacHoctn WAF Dallas Lock BCE Bepcum

AreHt ELLY AreHt ELLY BCE Bepcumn



1 HA3HAYEHWE N BO3SMOXHOCTU ELlY DALLAS LOCK

ELLY Dallas Lock — eauHbI KpoccnnaTtopMEHHbIN LEHTP ynpaseHus, npegHa3HauYeHHbIn 4Ng KOHTPONs
LeNIOCTHOCTU HacTpoeK CeTeBOro 0bopyaoBaHUSA M pelleHns 3agady opraHusauuu LeHTpanns3oBaHHOro
ynpasnenuns npogyktamu nuHenkn OOO «KoHdumaeHT» (C3U Dallas Lock 8.0 pegakumm «K» n «C»
(Bkntovast komnoHeHTel M3, COB), C3M HC[ Dallas Lock Linux, C3/ BW Dallas Lock pepakuum
«CtangapTtHas» u «PacwwupeHHasy, CO3 Dallas Lock, wnio3 6esonacHoctn WAF Dallas Lock,
ArenT ELLY), a Takke nHTerpaumnsi co ctopoHHumu npogykramu (AHtusmpyc Kaspersky, SIEM-cuctemsl).

1.1 Crpykrypa ELlY

ELLY Dallas Lock cocTonT 13 cnegyroLmx 0CHOBHbIX KOMMOHEHTOB:

1. CepBepHbI koMnoHeHT ELY (Cnyx6a ELY). BoinonHseT ocHoBHble hyHkumm ELLY:
e obecneynBaeT LeHTpanuM3oBaHHOE OnepaTMBHOE yNpaBneHne u ayaut Moaynew;
e obecneyvmBaeT KOHTPOIb U yrpaBneHne CeTEBbIMU YCTPONCTBaMMU;

e o3BonseT 06beanHSATL HECKONbKO cepBepoB ELLY B equHyto nornyeckyo eanHmLy — knacrtep
JomeHa 6e3onacHoCTH;

e obecne4ynBaeT paboTy MexaHu3ma pennukauun KoHdurypaumm B pamkax ogHoro knactepa [b;
e no3BonseT obbeanHATb Heckonbko [B B eguHyo Norvdeckylo eauHnly, NMeKoLLyo CTPYKTYpY
BMOXXEHHOCTMW CO CBA3AMM TUNA «POANUTENb-MOTOMOKY.
2. KoHconb ELY. lNMonb3oBatenbckuin MHTEpenc, npeaHasHavyeHHbIn Ang ynpasreHnsa HacTponkamu
cnyx6el ELLY, a Takke anst otobpaxkeHnsi Ha 3kpaHe nHdopmMaummn o paboTte cnyxobl.

1.2 BoamoxHocTtu ELlY

I'IpM pa60Te C ceTeBbIM O60pyD,OBaHV|eM AOCTYyNHbI cneayrLlimne BO3MOXHOCTU!

e CkaHupoBaHue ceTu ans obHapyxeHuss SNMP- 1 SSH-KNMEeHTOB;
BBOZA/BbIBOA, ceTEBOro 06opyaosanHust 8/n3 Ob;

BbIKITHOUYEHME M Nepes3arpyska ceTeBoro 06opyaoBaHus;
HaCTpoOWKa KOHTPONMpYyeMbIX NapaMeTpoB;

nony4yeHve oTyeTa o KOHUrypauum ceTeBoro obopynoBaHus;
KOHTPOMb N3MEHEeHWI KoHdUrypauum cetesoro obopyaoBaHus;
CUrHanusaumsi 0 HapyLeHnn LenoCTHOCTU.

Mpu pabote c¢ mogynamm C3U Dallas Lock 8.0 pemakumn «K» m «C» [OocTynHbl crnegywowime
BO3MOXHOCTU:
e 3aBeplueHVe paboTbl M Nepe3arpyska Moayns;
oToGpakeHne nHopMaLmMm 0 COCTOSHUN MOLYNS;
CYHXPOHM3aLuus NONUTMK/Nonb3oBaTenem;
yaaneHHoe pa3BepTbiBaHWe Mmoayns Ha APM;
yrpaBneHue nonb3oBaTensMu 1 rpynnamMu nonb3oBaTenen Ha Moayne;
yrpaeneHue nonutMkamm 6e3onacHoCTy;
yrpaerneHue 3agaHnsiMm Ha:
e Mony4yeHue KoHurypaumu;
e MpUMEHEHNE KOHpUrypaumu;
®  N3MEHEeHWe NapamMeTpPOB JNIMLEH3MU U TEXHNYECKOW NOOLAEPKKY;
e  POBEPKY LLENMOCTHOCTUN KOHTPOSNIMPYEMbIX OOBEKTOB;
cbop XypHanoB Moayns;
oTnpaBka curHanuaauumn o6 nHumgeHtax 6esonacHocTy;
BKITHOYEHME HEAKTUBHOIO pexuma paboTbl MOAYNsS UM KOMMNOHEHTOB;
yrnpaBneHue mangaTHelMyu MeTkamu (Torsko ans Dallas Lock 8.0 pegakumm «Cy»);
HacTpoWka annapaTHbIX nOeHTUMUKaTOpPOB.

Mpu pabote ¢ mogynamm C3U HCO Dallas Lock Linux JoCTynHbI cneayoLlime BO3MOXHOCTU:
3aBepLueHne paboTbl U Nnepesarpyska Moayns;

oTobpakeHne nHopMaLMm 0 COCTOSHUN MOLYNS;

CUHXPOHM3auns NoNuTUK/nonb3oBartenen;

yoaneHHoe pasBepTbiBaHMe mogynsa Ha APM;



yrnpaBneHue nNonb3oBaTensiMy 1 rpynnamm nonb3oBatenen Ha Moayne;

yrnpaBneHue nonutukamm 6e3onacHocTy;

ynpaBsneHne 3agaHnsimMmn Ha U3MEHeHMe NapameTpoB MULEH3NN U TEXHUYECKON NOAAEPKKM;
cbop XypHarnoB Moayns;

oTnpaska curHanuaauumn ob nHumaeHtax 6esonacHocTy;

HaCcTpoWka annapaTHbIX WOEeHTU(MKATOPOB.

Mpu pabote ¢ mogynamu C3U BU Dallas Lock goctynHbel cnegyroLine BO3MOXHOCTU:

oTobpakeHne nHopMaLmm 0 COCTOSSHUN MOLYNS;

CUHXPOHM3auns nonuTuk/nonb3oBartenen;

yrpaBneHue Nonb3oBaTensiMy 1 rpyrnnamMmu nonb3oBaTenen Ha Mmoayne;
yrnpaeneHue nonMtMkamm 6e3onacHoCcTy;

HaCTpOWKa HeaKTMBHOIO pexnma paboTbl MOAYNS;

yrnpaBneHue 3agaHnsiMu Ha:

e npoBepka OOHOBIEHUN;

N3MEeHeHNe NapamMmeTpoB NINLEH3UM U TEXHUYECKOW NOOAEPKKY;
nony4eHue KoHdurypaumu;

npUMeHeHne KoHurypaumu;

nony4eHne oT4yeTa o KOHdUrypaumu,

cbop KypHanoB Moayns;

oTnpaska curHanuaauum o6 nHumngeHtax 6e3onacHoCTy.

Mpun pabote ¢ mogynem CA3 Dallas Lock goctynHbl cneaytoLmne BO3MOXHOCTMU:

3aBeplueHne paboTbl U Nepesarpyska Moayns;

oTobpaxeHne wuHdoOpMaUMM O COCTOSHMU MOAYNSA (MPOLEHT  3anofiHEeHUs  XypHana,
oTcnexusaHne cobbitun [OBK, KoHTponb Bepcum ycTaHOBNEeHHOW cBopkn, WHOopMauns
0 Mogenu nnatbl U T. 4.);

CYHXPOHM3aLuus NONUTUK/NonNb3oBaTenem;

ynpaBreHne nonb3oBaTenamm 1 rpynnamMmm nonb3oBaTenen Ha Moayrne;

ynpasreHue nonutukamm 6e3onacHocTy;

yrpaeneHue 3agaHnsiMm Ha:

OUYUCTKY XKypHana;

nony4yeHve KoHdurypauuu;

NpUMEHeHNEe KOHUrypauuu;

nony4eHve ot4yeta o6 annapaTtHoM obecnedeHny;

nony4yeHve oTyeTa o KoHUrypauuu;

cbop XypHarnoB Moayns;

oTnpaska curHanuaauumn o6 nHumaeHTax 6esonacHocTy;

B3anmopewncTteune ¢ areHtom LLOC;

HaCcTpoWika annapaTHbIX WOeHTU(NKaTOPOB.

Mpun paboTte co wnto3om 6e3onacHoctn WAF Dallas Lock goctynHbl criegyrolme BO3MOXHOCTH:

3aBepLueHne paboTbl U Nnepesarpyska Moayns;

oToGpakeHne MHGOpPMaLUN O COCTOSHUM MOAYNst (COCTOSIHME MOAKITHYEHUs, PEXUM paboThl,
nms Wwni3a 6esonacHocTy, IP-agpec wnio3a 6esonacHocTn, MAC-aapec nodknioYeHus Wwio3a
6e3onacHocTy, AaHHble 06 annapaTHoM obecneyeHun, Bepcusi O, Bepcma 6asbl peluaroLwmx
npaswun, 06beMm cBOOOAHOIO MecTa Ha AUCKE, HOMEp NMLEH3MU, KoL, TEXHUYECKON NOLAAEPXKKM);
cbpoc BpeMeHHbIX BITOKMPOBOK;

BKITHOYEHNE aBapUNHOIO PEXMMA;

BKITHOYEHME LUTATHOIO PEXMMA;

OTKpbITE BED-UHTEphenca ynpaBneHus;

yrpaBneHue 3agaHusiMu Ha:

obHoBneHne 6asbl pelarLLmx NpaBus;

nony4eHue KoHdurypaumu;

NpUMeHeHne KoHurypaumu;

nony4eHue roros;

nony4eHve otdyeta o6 annapaTtHoOM obecrneveHny;

nony4yeHue ot4yeTa o0 KoHduUrypawmu,



e cOpOC K 3aBOACKMM HacTponkam;
cbop KypHanoBs moayns;
oTnpaBka curHanusauum o6 nHumageHTax 6es3onacHocTu.

Mpu paboTe c mogynem AreHT ELLY poctynHel cneaytoLine BO3MOXHOCTM:

3aBeplueHne paboTbl U nepesarpyska yganeHHon pabodver CTaHUUM C  YCTaHOBMNEHHbIM
Arentom ELLY;

yaaneHHoe pa3BepTbiBaHne moayns Ha APM,;

yaaneHHoe NoakroyeHne k paboyer cTaHUMKM ¢ yCTaHOBIEHHbIM AreHTom ELLY;

ynpasreHne 3agaHvusamm Ha:

e nony4yeHue otdyeta 06 annapaTtHoM obecnedyeHny;

e [ONy4YeHue oTyeTa O MPorpaMMHOM obecneyeHny;

e ypaneHue AreHTa ELLY;

cbop xKypHanoB ¢ paboyewn cTaHUun ¢ ycTaHOBNEHHbIM AreHTom ELLY;

cbop otyeTtoB 06 anmapaTHOM W nporpaMmHoM obecnevyeHun ¢ paboyen crTaHUMK
C ycTtaHoBneHHbIM AreHTom ELLY;

ayauT nogkrntoyveHmn AreHta ELLY.

Mpun paboTte ¢ Kaspersky Security Center gocTynHbl cnegyowimne BO3MOXHOCTU:

nonyyeHve ceegeHun o cocTtosiHum AHTuBMpyca Kaspersky Ha knveHTckux APM (Bepcus,
BKITHOYEH/BbLIKITIOYEH, CTaTyc OBHOBMNEHUS aHTUBUPYCHbIX 6a3);

nonyyeHue xypHanos AHTuBMpyca Kaspersky;

nony4eHve nHdopmaumm o6 nHumgeHTax (cpabartbiBaHMAX aHTUBMpPYCA) Ha KnNneHTckux APM;
3anyck npouecca 06HOBNEHUSA aHTUBUPYCHbIX 6a3 AaHHbIX Ha KnneHTcknx APM;

BbINOMHEHNE NPVHYAUTENBHOTO CKAaHMPOBaHUS (MOMHON NPOBEPKK) KNmeHTCckux APM.



2 YCTAHOBKA U YOAJIEHUE ELY DALLAS LOCK

2.1 TpeboBaHusa K annapaTHOMY U NporpaMmMHOMYy ob6ecne4yeHunro

ELLY npegHasHayeH ons ucnonb3oBaHus Ha TC, Takmx Kak: nepcoHanbHble KOMMbOTEPbl, NOPTaTUBHbIE
KomnbloTepbl (HOYTOYKKM, nnaHweTkl), cepBepbl 1 TC ¢ NnoaaepXkon BUpTyanbHbIX cpef (M0 TeXHOMNormm
VMware n np.) n texHonornm Windows To Gol, paboTatowmx Ha 64-6UTHOM apXMTEKTYpe NpoLLeCCOpPOB
nof ynpasneHueM onepaumnoHHbix cuctem cemenctea Windows (x64):

e Windows 7 (SP 1) (Ultimate, Enterprise, Professional, Home Premium, Home Basic, Starter);
Windows 8.1 (Core, Pro, Enterprise);
Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);
Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);
Windows 10 (Enterprise, Education, Pro, Home);
Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage
Server, Hyper-V Server);

e Windows Server 2019 (Essentials, Standard, Datacenter);

e Windows 11 (Enterprise, Education, Pro, Home);

e Windows Server 2022 (Standard, Datacenter);
n cemenctea GNU Linux? (x64):

e Debian 10;

Debian 11;

CentOS 7;

Red Hat Enterprise Linux Server 7,

Ubuntu 18.04 LTS;

Ubuntu 20.04 LTS;

Astra Linux Common Edition (Open) 2.12;

Astra Linux Special Edition (CmoneHck) 1.6;

Astra Linux Special Edition (CmoneHck) 1.7;

AnbT CepBep 9;

AnbT Cepsep 10;

AnbT Cepsep 10.1;

AnbTt Pabovasa CtaHumsa 9.0;

AnbTt Pabouasa CtaHumsa 9.1;

AnbTt Paboyasa CtaHuua 9.2;

AnbTt Paboyasa CtaHumsa 10.0;

AnbTt Pabovasa CtaHumsa 10.1;

AnbTt Paboyasa CtaHuma K 10.0;

AnbTt Paboyasa CtaHuma K 10.1;

PEL OC 7.3 Mypom.

YcraHoBka ELlY HeBo3MOXHa Ha onepauuoHHble cuctembl 6e3 rpadmueckoro uHtepdgenca. Ha OC
OOMKHbI ObITb YCTAHOBMEHbI BCE akTyarnbHble OOHOBMEHWUs. B NpoTMBHOM cry4yae MOXeT NOSBUTLCS
owmbka ¢ NpocbOOoN YCTaHOBUTL OOHOBMNEHMS 1 NOBTOPUTL YCTaHOBKY ELLY.
TpebyeMbin 06beM cBOGOOHOrO AUCKOBOrO NPOCTpaHcTBa A yctaHoBkm ELLY: 1 T6.
Ona OC cemenctea Linux HeobxogmMmo Hanmune ceBoboaHoro mecra B pasgerne /opt.

BHumaHnue! Cama nporpamma 3aHMMaeT [OCTaTOMHO Maro MecTa Ha  [AWcke,
HO HeoOXoAMMO  3apaHee [OMOINHUTENBHO  3ape3epBMPOBaTb  MECTO Ha  [Aucke
AIs OpraHn3aummn XpaHeHUst XXypHaroB.

1 TMNoppepxka TexHonormn Windows To Go ocywecTtensieTcsa Tonbko ans KoHconu ELLY Dallas Lock.
2 [nsa nHctannsaumm u pabotel ¢ ELLY nog OC cemelictBa Linux TpebyeTtcs rpaduyeckas o6onouyka.



MpumeyaHue. [Ina XxpaHeHUa >KypHanoB BO BHellHen 6a3e [aHHbIX Heobxoanmo
ucnonb3oBaTtb PostgreSQL Bepcun 13 unum Boiwe.

ELY Dallas Lock no3sonser B KayecTBe cpeAcTBa OMNO3HaBaHWSA MNonb3oBaTenen WCnonb3oBaTb
crnegyowmne annapaTHble naeHTudmkaTopsl:

e  3neKTPoHHbIe knoym Touch Memory (iButton)3:

e DS-1992;
e DS-1993;
e DS-1995;
e DS-1996.
e USB-kntoun Aladdin eToken?;
e Pro/Java,
e T72K;

e cmapT-kapTbl Aladdin eToken Pro/SC;
e USB-kntoum u cmapt-kapTbl PyTokeH (Rutoken):
e PytokeH (Rutoken);
PyTtokeH (Lite);
Pytoken SLIT;
PytokeH 3UIM 2.0;
PyTokeH 3UIM 3.0;
e PytokeH 3 PKI;
e PyTtokeH S5
e USB-kntoum u cmapt-kapTel JaCarta:
JaCarta SF/TOCT;
JaCarta IOCT;
JaCarta PKI;
JaCarta PKI/Flash;
JaCarta LT,
JaCarta PRO;
JaCarta-2 PKI/TOCT;
JaCarta-2 I'OCT;
o  USB-kntoum n cmapt-kapTtel ESMART:
e ESMART Token;
e ESMART Token FOCT;
e ESMART 64K.

Mpu HacTpoiike annapaTHOro uaeHTUdUKaTopa pPeKoMeHAyeTcsl ycTaHaBnuBaTb  ApanBepsbl,
nocTaBnsieMble B KOMMNJIEKTE C MOEHTU(UKATOPOM, UK ckayaTb UX C cailTa NPOM3BOAUTENS.

Mpumeyanme. [nsg paboTbl aneKkTpoHHbIX Koder Touch Memory (iButton) Ha APMax
¢ OC Windows Heobxogumbl gpariBepbl «Prolific USB-to-Serial Common Port» (aaHHble
ApanBepbl yxe MoryT 6biTb B coctaBe OC, Unu Ux MOXHO ckayaTb C canTa Npou3BoauTens
Apansepos Prolific).

8 Onsa OC Linux anekTpoHHbIA kntod Touch Memory (iButton) nogaepxvBaeTca TONbKO ANs YTEHUS,
TO €CTb MOXHO TOSIbKO Ha3Ha4MTb NoNb3oBaTento. 3anucb Y4eTHbIX AaHHbIX NONb3oBaTeNs Ha Takown
naoeHTnUrKaTop He NPOU3BOANTCA.

4 Ona USB-kntoya eToken 32K6 obGecneuymBaeTcss TOMbKO BO3MOXHOCTb YCUIEHWS MexaHu3ma
ayTeHTMdMKauun. 3anucb y4eTHbIX aHHbLIX NONb30BaTENst HA TakoW MAEHTU(UKATOP HE NPON3BOANTCS B
Cuny orpaHM4eHHoro obbemMa JOCTYMNHON NaMaTK annapaTHOro naeHTudmrkaropa.

5nsa OC Linux HegocTynHo cdhopmaTMpoBaHue Knkoya.



MpumeyaHue. [ns paboTbl aneKkTpoHHbIX kntoder Touch Memory (iButton) Ha APMax
¢ OC Linux (kpome ALT Linux), HeobxoaMmo paspewwunTb OObIMHOMY MONb30BATENO
pabotatb ¢ COM-noptamu. [ns 3TOro [oOCTatodHO MNOMECTUTb MOMb30BaTens
B rpynny dialout, ¢ nomowbio komaHgbl sudo usermod -a -G dialout $USER, 3aTem
nepesarpy3ntbs APM.

MpumeyaHue. [na koppekTHOM paboTbl annapaTHbiX uaeHTMdukaTtopoB eToken
HeobxogMMo ucnonb3oBaThb gpanBepbl SafeNet. Bepcusa gpaneepa SafeNet onst pabothl ¢
annapatHbIMX ugeHTudumkaTtopamm eToken B oOnepauMoHHbIX CUCTEMax CeMencTBa
Windows gomkHa ObiTb He Bbiwe 10.0.43. [nsa onepauunoHHbIXx cuctem cemerictea GNU
Linux cnegyeT ucnonb3oBaTtb Bepcuto gpanBepa SafeNet — 10.0.37.

MpumeyaHue. B cBsA3M ¢ ocobeHHocTblo ycTponcTBa JaCarta-2 [OCT, onepauus
dopmaTmpoBaHns annapaTtHbIX MAEHTUPUKATOPOB AAHHOIO TUMa [OJMKHA BbIMOMHATHCS
Tonbko ¢ ucnonb3osaHnem MO «Eannbin Knuedt JaCarta».

2.2 YcrtaHoBka ELY Dallas Lock

Ona ogHon Cnyx6bl ELLY mMoxHO ycTaHOBUTb Heckonbko KoHconew ELLY Ha gpyrme APM cetu. Takum
obpasoM, MOxHO ByaeT ynpasnatb JomeHom 6e3onacHocTn ELLY ¢ pa3Hbix yCTPONCTB.

BHumaHue! B DNS-cepBepe gomkHa ObITb TONbKo oaHa 3anmuck 06 APM, Ha koTopom ByaeT
pa3BepHyT cepep ELLY.

BHumanue! [na ngeHtudukaymm cepeepa ELLY B ceTy no ymonyaHuio ncnosnb3yercs nms

MK, Ha KOTOpbLI OH BbIN YCTAaHOBMEH:

1. W3meHeHme umenu MK nocne yctaHoBkM Ha Hero cnyx6bl ELLY He gonyckaetcs.

2. [nsa koppeKTHOro noaknoyeHns k cepsepy ELLY moaynen, yctaHoBneHHbIx Ha MK ¢ OC
Windows n OC Linux, cnyxby ELY pekomeHngyetca yctaHaenuBaTtb Ha [1K, ums
koTtoporo cootBeTtcTByeT koampoBke ASCIl. B npotnBHom cnydae noTpebyetca
BHECEHME M3MEHEeHUn Ha cTopoHe ucnonbdyemoro DNS-cepBepa. Hanpumep, ecnu
B KOprnopaTtMBHOW ceTu ucnonb3yetca DNS-cepep Microsoft, To Ana koppekTHoro
paspeLleHns nmeH co ctopoHbl moaynen Ha K ¢ OC Linux, Heobxogumo aob6aeutb A-
3anuck ¢ umeHeM cepsepa ELLY, 3akognpoBaHHbIM B MbloHUKOAE (punycode).

MpumeuaHue. lNepeq yctanoskon ELLY TpebyeTtca npoBepuTb, YTO MPOMCXOAUT NOSyYeHMe
IP-agpeca kommnbioTepa no ceteBoMy uMeHn padHoro [MK. Ons atoro Heobxognmo
BbINOMHUTL CreayLmne 4encTBus:

1. MNony4uTb ceTeBOE MMA CepBepa, AN1A 3TOro 3anyCTUTb TePMUHAM U BLINONHUTL KOMaHOy
«hostnamey.

2. lMpoBepuTb AOCTYMHOCTbL NO CETEBOMY MMEHMU, BbINOMHUB KOMaHAY «ping <cemegoe UmMsi
TK>».

3. BeinonHute KomaHay «traceroute <IP-adpec l1K>» (ana OC cemenctsa Linux) vnu
«tracert <IP-adpec lNK>» (gna OC cemenctsa Windows) n npoBepuTb, YTO NOMy4YEHHOE
UM coBnagaeT C BbIBOAOM KOMaHAbl «hostname» Ha ware 1.

B cnyyae HecoBnageHuss UMeH cnegyetT OTKOPPEKTUpOBaTb MepemMeHHyto hostname,

Ansi 3TOro:

1. Onsa Linux: BINONHMTL koMaHay «hostnamectl set-hostname <cemeesoe umsi [NK>».

2. Ona Windows: nepenMMeHoBaTb MMA KOMMbKOTEPA C NOMOLLbIO NaHenn ynpasrieHUA.



MpumeyaHue. Cnocob xpaHeHWs XXypHanoB AonyckaeTcs BbibpaTh B NpoLecce YyCTaHOBKM
ELLY Dallas Lock, Tak n nocne ero ycTaHOBKMU.

B ELY Dallas Lock peanusoBaHbl cnefyiooline BapuaHTbl CMEHbl MeCTa XpaHeHus
XKYpHarnos:

1. C BHyTpeHHeln cuUCTEMbl XpaHEeHUs Ha BHeELUHUW/nokanbHbIN PostgreSQL-cepsep
(BocTynHO TONMLKO ANs 0AMHOYHOro cepeepa ELLY);

2. C xpaHeHus Ha BHellHeM/nokanbHoM PostgreSQL-cepBepe Ha BHyTpeHHI010
CUCTEMY XpaHeHUsa (LOCTYMHO TOMNMbKO ANs OAMHOYHOro cepeepa ELLY);

3. Menartb B[l B pamkax ogHoro PostgreSQL-cepBepa;
4. MeHaTb oauH PostgreSQL-cepBep Ha Apyrowu;
5. BosBpawaTtbcs Ha ncnonb3yemble paHee B[] (Ha BHelwHem/nokansHoMm PostgreSQL-
cepBepe).
MoppobHee o HacTpoike cnocoba xpaHeHMs XXypHanoB onucaHo B pasgene «[lapametpbl
XPaHEeHWs XXYpHanoB»

MpumeuaHue. [Ins noaknovyeHUsl BHELLHEro cepBepa C 6ason gaHHbIX PostgreSQL,
Ha CTOPOHE BHELLUHEro cepBepa AOMKHO OblTb HACTPOEHO paspeluarollee npaBuno
unbTpaumm Ha Bxogsiiee coeanHeHme. Heobxogumo oTkpbiTb TCP-nopT 5432,

2.2.1Nopsapok yctaHoBku ELLY Dallas Lock B OC cemenctea Windows

BHumaHume! YctaHaBnmeaTb ELLY Dallas Lock moxeT Tonbko nonb3oBaTens, obnagatmowmm
npaBsamMmyM agMuvHUCTpaTopa Ha [AaHHOM KOMMbkTEpe. ITO MOXeT ObiTb NOKarnbHbIN
UM JOMEHHbIN NOMb30BaTENb.

J'IOKaanyro YCTaHOBKY HeobXoOQMMO BbIMNONHATL TONMBKO U3-Mog  ceccun Tekyuiero

aBTOPMU3OBAHHOIO noib3oBaTens. Sanycx YCTAQHOBKM OT MMEHW [OpYyroro norfib3oBatend
(Run as) He ponyckaeTcs.



MpumeuvaHue. B npouecce ycraHoBkm ELYY Dallas Lock ©ygetr npoussegeHa
aBToOMaTnyeckas HacTpomnka 6paHamayapa Windows (Windows Firewall).

Ona cepBepHbix Bepcun Windows npu BkntovyeHHom Windows Firewall Tpebyetcs
AONONHWTENbHaA HacTporka npasun Ang obecneyeHus KOPPEKTHOro B3avMOAENCTBUSA
cnyx6bl n koHconu ELLY. [1ns BbINONHEHMS HACTPOWMKM HEOBXOAMMO:

1. 3anyctutb obonouky Windows PowerShell ¢ noBbilwaowmmMmy NpuBUNErnsiMm OT Y4ETHOM
3anucu agMmuHucTtpatopa OC.

2. BbinonHutb cnegyrouwmne KoMmaHgbl B KOHCOJ1A:

e «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL]Y - exodsiwyue TCP" -
Direction Inbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
TCP -Action Allowy;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL|Y - exodsuue UDP"
-Direction Inbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
UDP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL]Y - ucxodsauue TCP"
-Direction Outbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
TCP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepeep EL]Y - ucxodsuwue UDP"
-Direction Outbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
UDP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb EL]Y - exodsuwue TCP"
-Direction Inbound -Program "C:\Program Files\UCC\UcConsole.exe" -Protocol TCP
-Action Allow»;

e «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb EL]Y - exodswue UDP"
-Direction Inbound -Program "C:\Program Files\UCC\UcConsole.exe" -Protocol UDP
-Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb EL]Y - ucxodsuwjue
TCP" -Direction Outbound -Program "C:\Program Files\UCC\UcConsole.exe" -
Protocol TCP -Action Allowy;

o «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb EL|Y - ucxodsuwue
UDP" -Direction Outbound -Program "C:\Program Files\UCC\UcConsole.exe" -
Protocol UDP -Action Allow».

Mpumeuanue. Ecnn B npouecce yctaHoskn ELLY Dallas Lock nnaHupyeTtcs ncnonb3oBatb
nvueHsuto, 3anucaHHyto Ha AW Rutoken Lite, To HeoGxogumo nepen yCcTaHOBKOW 3apaHee
YyCTaHOBUTb ApanBepbl NPON3BOANTENS.

Ons yctaHoekn ELLY Dallas Lock B OC cemelictea Windows Heobxoanmo:

1. 3anyctuTb YCTaHOBOYHbLIN (paln «ucclnst.exe», KOTOPbIA HaxoauUTCs B KOPHEBOW AMPEKTOPUMU
ancTpnbyTtuea (unu BeldbpaTb AaHHOE OENACTBUE B MEHIO OKHa autorun).
Ecnn ELY Dallas Lock yctaHaBnuBaetcs Ha [1K, He oOcCHalleHHbIn NPUBOLOM KOMMaKT-AUCKOB,
a gucTpmbyTurB nocTaBnseTcs MMeHHO Ha CD-aucke, TO MOXHO CKOMMPOBATb C AMCKa HEOOXOAUMBIN
yCTaHOBOYHbIV (hanin Ha gaHHbI MK nobbim yaobHeiM cnocobom: Yepes JIBC, USB-Flash Hakonutenb
v ap.
Mocne 3anycka NporpamMmmbl YCTAaHOBKM HEOOXOAMMO BbIMONHATL AENCTBMSA NO NoAckaskam NporpaMmei.
BbinonHeHWe criegyroLLero wara yCTaHOBKM BbIMOMHAETCA C NOMOLLBIO KHOMkU «[anee». Ha kaxgom
lare yCTaHOBKM NpefocTaBnAeTCd BO3MOXHOCTb OTMEHbl YCTAHOBKU C BO3BPATOM MPOU3BEOEHHbIX
n3mMeHeHnn. [ng aToro crnyxumt kHonka «OTMeHa».

MpumeyaHune. Ecnn paHee Obina yctaHoBneHa otgenbHas KoHconb ELLY, To ee Hapgo
yaanutb (cM. «Nopsagok yaoanenus ELLY Dallas Lock B OC cemenictBa Windowsy) u nocTaBuTb
3aHOBO BMECTE C YCTaHOBKOW cry6bl ELLY.




MpumeyaHue. Bo3moxHo nogkntodeHne mexay KoHconbto ELLY n Cnyx6orn ELLY pasHbix
BEpPCUA.

2. lNocne 3anycka NpuMnoXxeHWs Ha akpaHe ByaeT BbIBEAEHO OKHO AN NOATBEPXKAEHWSA onepaumu.
Mocne noateepxaeHus 3anycTutca mactep yctaHoBku ELLY Dallas Lock (puc. 1).

O Macrep ycranoerw - ELLY Dallas Lock >

YcraHoska EanHoro LieHTpa YnpaBnenua Dallas Lock

Jobpo noxanosaTb!

AnA Havana ycraHoeku Eawnoro LlenTtpa ¥Ynpaenenua Dallas Lock
HaxmuTe «/lanees,

ELLY DALLAS LOCK

Hanee > OTmeHa

Puc. 1. OkHo Hauyana yctaHoBku ELLY Dallas Lock

[na npoaomkeHns yCTaHOBKU HaxaTb KHOMKY «[Janee».
3. BbibpaTb KOMMOHEHTBI, KOTOPbIE BYAYT yCTaHOBMEHbI (pUC. 2).

O Macrep ycranoerw - ELLY Dallas Lock >

Bbibop KOMMOHEHTOB

BblﬁEpIﬂTe KOMMNOHEHTEIl, KOTORRIE Ebl XOTHUTE YCTAHOBHTE

CnyseBa ELLY Dallas Lack

KomnoHeHT gna ynpaenenna mogynamu C3K HC,

Koncone ELLY Dallas Lock

KomnenenT gna ynpaenenna cnyxGoi ELLY Dallas Lock.

< Hazan Hanee > OTmeHa

Puc. 2. Beibop koMmnoHeHTOB ans yctaHosku ELLY Dallas Lock




MpumeyaHue. Cnyxba ELLY ucnonbsyet nogkniodeHme TCP/IP no nopty 17900. YcTtaHoBka
HecKkonbkux ak3emnnapoB Cnyx6el ELLY Ha ogHom K He gonyckaeTcs.

4, Ha cnegyloLwem Lare yCTaHOBKM HEOOXOAMMO NpeabsBUTb annapaTtHbIi Koy, BXOASLLMA B KOMIMIEKT
NocTaBKW, A1 TPUMEHEHUs NLEH3NW Ha ycTaHaBnnBaemeblin cepeep (puc. 3).

O Mactep ycranoekn - ELLY Dallas Lock *

.ﬂuu.emuposaﬁue

MpeasABEMTE aNNapaTHEIA KAHOY @

nO,EI,K..HI'OHEHHbIE TOKEHBI

Dallas Leck - UCC license -

MapameTpe! AMUEH3NH APM 999999 wir
CeTeBble ycTpoAcTED 999999 wir

JoyepHue joMeHbl 999999 wir

< Hazap, Hanee > OtmeHa

Puc. 3. MpeabsBneHne annapaTHOro Knoya

5. BbibpaTb TUN co3gaBaemMoro JOMeHa B 3aBMCMMOCTM OT uenu yctaHoBku ELLY Dallas Lock (puc. 4).
OnuncaHne ycTaHOBKM MogYvMHeHHoro [JomeHa 6e3onacHOCTM M cepBepa pennukaumMm cM. B pasgenax
«Beoa 16 B nogunHeHue B npoliecce ycTaHoBku» U «MapameTpbl knactepa [16» cooTBETCTBEHHO.




EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

ﬂ MacTep yeranoekn - ELY Dallas Lock

BbiGop TWNa AomeHa

BblﬁE‘pHTE‘ TWN CO34aBaeMOro 4OMEHa

® Nomen BezonacHocTu

Cosgauue Hosoro JloMeH Ee30nacHoCTi

O,
=0
(@)

O Noauvnénubii Jomen besonacHocTy

CozgaHne HOBOro JlomeHa Be30NacHoCT, BKNKYEHHOMO B COCTAR
L)
® ® cywecTeyrowero JdomeHa EezonacHocTi

o O Cepeep penmvkauum
O"‘O fNoBaeneHne y2na B KNacTep cepeepoe ELLY

cros TSN oves

Puc. 4. Belibop Tuna cozgaBaemMoro gomeHa

6. 3apgatb napameTpbl b (puc. 5):

B none «HassaHue [b» ykasatb ums [b;
B nons «Kntoy goctyna» u «MoareepauTe Koy JocTyna» BBECTM KoY AoCTyna.

v MacTtep ycranoskw - ELLY Dallas Lock

Mapametpbl JomeHa bezonacHocTn

YkaxwuTte napameTtpel JomeHa bezonacHocTu

Hazeanwe Ab: |.£|,0MEH Be3onacHoCTH |

| MoATESPAMTE KNHOY ADCTYNE:  |ses

Knrou goctyna: |uo

(e TN o

Puc. 5. Hactpowika napameTpos [1b
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MpumeyaHue. Kntoy goctyna k [1b npegHasHayeH ans BBoga HoBbIX 00bekToB B [B.

7. 3agaTb napameTpbl y4eTHO 3anucu agMuHuctpaTopa Ab (pwc. 6).

@ Macrep ycranoskn - ELLY Dallas Loc

Y4yéTHble AaHHble aAMWHUCTpPaTopa

BeeauTe yuETHbIE gaHHBIE aaMuHKCTpaTopa JomeHa bezonacHocTu

man: |admin |

Mapone: |oooovu | MoATEEPANTE NAP0ONL: |ssssss

< Hazap Hanee > OtmeHa

Pwuc. 6. HacTponka napameTpoB y4eTHOM 3anucu agmuHuctpaTtopa b

8. OnumoHanbHO nocTaBuTb dhnar 1 3anofHUTL NoNsA ANnd Ucnonb3oBaHMa Gasbl AaHHbIX PostgreSQL
(puc. 7). Ecnn ncnonb3yeTcsa BHELWHUIA cepeep ¢ 6a3on AaHHbix PostgreSQL, Ha ero cTopoHe AOMKHO
OblTb HAcCTPOEHO paspellatoliee npasuno GunbTpaumm Ha Bxogsllee coeauHeHve. Heobxoammo
OTKpbITb TCP-nopT 5432.

E’ Wactep ycranoekw - ELLY Dallas Loc

XpaHeHwe XypHanos

nO—}‘MOJ'I‘-IEHHI'O WMCNOAB3YETCA BCTROEHHAaA CUCTeMa XpaHeHWA

WMenonesosates Basy agaHHen PostgreS0L

Cepeep Basbl AaHHbIX |

Mopr [5432

MNonesoeatens |

baza gaHHbIx | |

Mapone |

< Hazag OTmeHa

Puc. 7 Hactpolika 6a3bl gaHHbIX PostgreSQL



BHumaHue! [lonb3oBaTenb, KOTOPLIN YKasbiBaeTCA MpUM MNOAKMYEeHUM 0asbl AaHHbIX
PostgreSQL, gomkeH obnagaTb NonHbIMK NpaBamu Ha ucnonb3yemyto bIl. Coenatb 3To
MOXHO criegytoLien KoMmaHgoM:

e «GRANT ALL PRIVILEGES ON DATABASE <database _name> TO <user_name>».

Mpumevanue. Ecnv npu nonbitke yctaHoBuTb ELLY Dallas Lock ¢ BeibpaHHOW onuuen
«Wcnonb3oBaTtk 6a3y gaHHbix PostgreSQL» nosiBnaioTca Heuntaemble owmnbkm, 7o B OC
C MOMOLLIbIO NAHENN yrnpaeneHus crnegyeT YCTaHOBUTb PYCCKMIA A3bIK AN napaMeTpa «HA3bIK
nporpamm, Henogaepxmeaembix KOHMKOAY.

9. lNpoBepuTb NapaMeTpbl YCTAHOBKM U HaXaTb KHOMKY «YCTaHOBUTbLY (puc. 8).

O Macrep ycranoerw - ELLY Dallas Lock >
MapameTpbl yCTaHOBKM @
Moxanykcra, NpoeepsTe BolDpaHHLIe NapameTpsl YCTaHOBKHM,

Haxcrnre oc!l'rCTEHDEI.ﬂTl:'Jor ytobel NPOACIEATE, MK OCHESE.JJ'nr ECAN XOTUTE W3MEHWTE NAPAMETDEI YCTAHOEBKK.

Komnonent: CnyxcBa ELLY Dallas Lock
Onepayms: ycraHoeka

Tun: JomeH BesonacHocTk

Homep nopra: 17900

Wma AE: "Jdomen GesonacHooTu”
AgmuHuctpatop AB: admin

Myt yeTanoskk: C\Program Files\UCC

KomnoHeHT: Koncone ELLY Dallas Lock
Onepauwa: ycTaHoeka
MyTb yeranoskk: C:\Program Files\UCC

< Hasapg YcranoBuTe OTmeHa

Puc. 8. MpoBepka napaMeTpoB yCTaHOBKM

10.[Janee Bo3MOXHO HabnoaaTh 3a NpoLeccom yctaHoBku (puc. 9). Ecnu npouecc npowen 6e3 ownBok,
HeobxoaMMO HaxaTb KHOMKY «[anee», YTobbl NepeiTu K OKHY 3aBepLUEHUs MPOLecca YCTaHOBKN.



EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

@ Mactep ycranoskn - ELLY Dallas Lock *

YcTraHoBKa

/| 2%

ST TS S T g T T
Konuposanne: ChProgram Files\UCC\translations\qt_he.qm
Konupoeanne: ChProgram Files\ UCC translationstgt_hu.gm
Konuposanwne: ChProgram Files\UCChtranslations\gt_it.gm
Konuposanne: Ch\Program Files\UCC\translations\qgt_ja.qm
Konupoeanune: C\Program Files\UCChtranslations\qt_ko.qm
Konuposanne: Ch\Program Files\UCC\translations.qt_lv.gm
Konupoeanne: ChProgram Files\UCC translationstgt_pl.gm
Konuposanne: Ch\Program Files\UCC\translationshgt_ru.qm
Konupeeanne: ChProgram Files\UCC\translations'\qt_sk.qm
Kenuposanwne: C:h\Program Files\UCChtranslations\qt_uk.qm
Konuposanne: Ch\Program Files\UCC\translations\qt_zh_TW.gm
Yeranoeka Microsoft Visual C++ 2017 Redistributable (x54) -

OO T Te g ST

Pwuc. 9. MNpouecc yctanosku ELLY Dallas Lock

11.Haxatb kHomnky «3aBepwmnTby» (puc. 10).

3 Macrep ycranoerw - ELLY Dallas Lock >
3aBeplueHue ycraHoBkM EanHoro LeHTpa ¥YnpaBneHus

Dallas Lock

HaxmuTe «336epLINTE» 4NA BEIXOAE M3 M3CTEPA YCTaHOBKK
Eaunoro Lientpa ¥npaenenua Dallas Lock.

ELLY DALLAS LOCK

SaeepwnTs

Pwuc. 10. 3aBepLueHne npouecca ycTaHOBKU

Mocne 3aBeplieHus npouecca yctaHoBku ELLY Dallas Lock Ha paboyem cTone u B MeHio «llyck» nosButcs
apnbik KoHconu ELLY Dallas Lock (puc. 11).
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&

Koncons ELLY

Pwuc. 11. Apnbik koHconu ELLY Dallas Lock

2.2.2MNopspok yctaHoBku ELLY Dallas Lock B OC cemenctBa Linux

MpumeuaHue. Ecnu paHee Gbina yctaHoBneHa otaenbHas KoHconb ELLY, TO ee HyxHO
yaanutb (cm. «opagok yaanenusa ELLY Dallas Lock B OC cemencTtBa Linux») n NnoctaBuTb
3aHOBO BMeCTE C yCTaHOBKOM cryx6bl ELLY.

ucnonosyetca C3M HCHO Dallas Lock Linux, To B HacTpoWkax MEXCETEBOro 3kpaHa
Heobxoammo oTkpbiTe TCP-nopT 17900.

Mpumeyvanue. Ecnn B npouecce yctaHoskn ELLY Dallas Lock nnaHupyeTtcsa ncnonb3oBaTb

nunueHsuto, 3anucaHHyto Ha AU Rutoken Lite, To Heobxogumo nepepn yCTaHOBKOM 3apaHee

yCTaHOBWTb ApariBepbl NnpoussoanTens®. [nsa atoro:

1. CkayaTb 1 yCTaHOBWTb ApanBepbl C cahTa Npou3BoauTens.

2. YcTaHoBUTb cOOTBeTCTBYOWME Gubnuotekn PKCS#11 (6e3 aToro AencTBus mMacTep
YCTaHOBKW HE CMOXET cuntaTth nuueHsuio ¢ AN).

@J Mpumeyanue. Ecriv ELlY Dallas Lock yctaHaBnuBaetcss Ha TC, Ha KOTOpOM Takke

BHumanume! MNpu ycraHoske ELLY Dallas Lock Ha APM ¢ OC «Astra SE» ans pa3sgenos,
kotopble ELLY Dallas Lock ucnonb3yet ans oyHKLUMOHNPOBAHUSA, HEOBXOAMMO OTKMOYNTL
Takme onuMu MOHTMPOBaHMSA Kak: noexec, nodev, nosuid. B npoTMBHOM criyyae ycTaHoBKa
ELLY Dallas Lock 6ygeT 3aBepLuaTbCs C OLUMOKOMN.

Ons yctaHoekn ELLY Dallas Lock B OC cemelictBa Linux Heo6xoammo:

1. CkonvpoBaTb B [OMalUHWUIA KaTanor Mnofb3oBaTensl YCTaHOBOYHbLIM hain «uccinst», KoTopsbii
HaxoaWTCsi B KOPHEBOW AMPEKTOPUUN ANCTPUBYTHBA.

Ecnu EUY Dallas Lock ycrtaHaBnueaetcs Ha [1K, He oOcCHalleHHbIn NPUBOAOM KOMMAKT-AUCKOB,
a gucTpmbyTrB nocTaBnseTca MMeHHO Ha CD-aucke, TO MOXHO CKOMMPOBATb C AMCKa HEOOXOAMMbIN
yCTaHOBOYHbIV dhann Ha gaHHbIn MK nobbim yaobHeiM cnocobom: yepes JIBC, USB-Flash Hakonutenb
v ap.
2. lpoBepuTtb, ABNAETCHA N pann «ucclnst» UCNONHAEMbIM:

e OO ¢ NOMOLLbIO KOMaHAbI Is —I.

Mpumep:

Is -l <enter>
rw-rw---- oTobpaatoTca nocrnegosartensHo 6e3 npobenos cdnarn Bnagensua, dnarv rpynnsl, dnarm

BCEX OCTanbHbIX Nonb3oBartenen. B gaHHoOM npunmepe d)a|7|n HE 4ABNAeTCA WUCNOJIHAEMbIM HU O5NA
Brnagenbua, H1 and rpynnbl, HXW Onda BCeX OCTallbHbIX nons3oBaTenen.

e JInbo, MOXHO OTKpbITb CBOWCTBA (hanna, nepentu Ha Bkrnagky «lpasa» n ybegutbcs, 4To B none
«BbinonHeHue» noctasneH dnar (puc. 12).

Ecnu cann He aBnsieTca mncnonHaemblM, HeOOXOAMMO MnocTaBwuTb hrmar B none «BbinonHeHnex.

6 [Ins pabotbl ELLY Dallas Lock Ha Astra Special Edition (CmoneHck) 1.6 1 Astra Special Edition
(CmoneHck) 1.7 B pexxume 3INC HeobxoamMmMo Mcnonb3oBaTh ApanBepbl npoussoautens sepcum 2.4.0.0.



Mnn ncnone3oBatb koMaHay chmod a+x <nyme K ¢hadsny>.run.

Ceo#McTBa ucclnst *

OCHOBHBIE Mpasa

Bnapeneu: TekylWKWHA noNb3oBaTeNb

JocTym: YTeHHEe U 3aN1cb v

Ipynna: ubuntu v

JocTym: YTeHHEe U 3aN1cb v

OcTaneHbIE

DocTyn: YTeHHe 1 3aNMch -
et

Beinonnenne: L & Paspewnre eeinonuenne pafina kak nporpaMMel |

KoHTeKkcT 6e30MacHOCTH: HEM3BECTHO

Puc. 12. lo6aBneHne npae Ha BbiNonHeHWe alina nporpammbl

3. 3anycTtutb chann guctpmbyTtmea.

4. Tocne 3anycka NpuNoXxeHus Ha akpaHe OyaeT BbIBEAEHO OKHO, B KOTOPOM HeoBXooumo ykasaTb
naponb nons3osatens (puc. 13).

TpebyeTca asTopusauua O

BeeguTe napons AnA admin_ucc:

X Cancel @ oK

Pwuc. 13. 3anyck nporpaMmmMbl yCTaHOBKM

Mocne HaxaTtus kHonkn «OK» 3anyctutca mactep yctaHosku ELLY Dallas Lock (puc. 14).



MacTep ycTaHoBKH - ELLY Dallas Lock X

YcraHoBka EauHoro Lientpa Ynpaenenusa Dallas Lock

Aobpo noxanosatb!

OnA Hauana ycraHoBky EgnHoro Lentpa ¥Ynpaenenun Dallas Lock
HaxmMMTe «[lanees.

ELLY DALLAS LOCK

fanee > OTtmMena

Puc. 14. OkHo Havana yctaHosku ELLY Dallas Lock

Hanee nopsgok ycraHoBku ELY Dallas Lock aHanornyeH nopsgky yctaHoBKu gaHHoun nporpammbl B OC
cemenctea Windows (cm. «[Nopsagok yctaHoBku ELLY Dallas Lock B OC cemenicta Windows»).

MpumeyaHune. BoamoxHo nogkntoveHne mexay KoHconeto ELLY u Cnyx6oi ELLY pasHbix
Bepcui.

Mocne 3aBeplueHusa npouecca ycrtaHoBkn ELLY Dallas Lock B cnucke NpUNoXeHUn MOSBUTCA APIbIK
KoHconu ELLY Dallas Lock «KoHconb ELLY» (puc. 15).

KoHconbe ELLY

Puc. 15. Apnbik koHconu ELLY Dallas Lock

MpumeyaHwme. 1) Ecnn Ha APM c Linux yxe yctaHoBneHsl ctopoHHme C3U nnu gpavieBepbl Ha
Apyrue annapartHble naeHTndukaTopbl, U Npy 3TOM B npouecce yctaHoBku ELLY npousowna
owunbka yCTaHOBKM, KOTOpas CBA3aHa C MakeTHbIM MeHeKepoM, TO MOXET NOMOYb KoMaHaa
sudo apt --fix-broken install.

2) Ecnn B npouecce yctaHoBku ELLY Ha Linux Bo3HukaeT owmbka Buga: "...error whiel loading
shared libaries: libxcb-xkb.so.1: cannot open shared object file: No such file or directory”, T0
Heob6xo4MMO nepepn yCTaHOBKOM BPYYHY0 YCTaHOBUTE nakeT "libxch-xkbl.



2.3 Ypanenue ELY Dallas Lock

MpumevaHue. YgoaneHne cepsepa ELLY Dallas Lock, sBnsiwolieroca uneHom knacrepa
pennmKaumMm unu cocTosawero B nogynmHeHumn y gpyroro [JomeHa, He gonyckaetcs. lNepen
yaaneHnem cepsep ELY Dallas Lock Heobxooumo BbIBECTM M3 KnacTtepa/nogynmHeHus
COOTBETCTBEHHO.

2.3.1MNopspok ynanenua ELY Dallas Lock B OC cemenctBa Windows

MpaBom Ha yganeHue ELLY Dallas Lock obnagaeTt nonb3oBartenb ¢ npaBaMy agMmuHncTpartopa [b.

B OC Windows Heobxoammo oTKpbITb «ITyck» — «[laHenb ynpaBneHusa» — «l1porpamMmmbl U KOMMOHEHTbI».
B nosiBuBWIEMCA OKHE M3 cnucka Bbibpatb nporpammy «ELY Dallas Lock», HaxaTb «YganuTb»
W NnoaTBEpPAMTbL yaaneHue (puc. 16).

[ Mporpammel v KoMAOHEHTEI - O x

&« “ T [ « Mpo.. » MNporpasss u .. w @) | MNowck: MNporpammel u komno.. @

MaHens ynpaenedns —

ZLOMELLHAR CTPAHMLA YnaneHwe Wan MIMeHeHWe nporpamMmel

Ana yaaneHwa NporpaMmel EplBEpHTE €2 B CNUCKE W

MpocMoTp YCTEHOBNEHHBIX
P Py wienkHuTe "Yaanute", "Mzmenuts” nnn "BoccraHosnTs".

oBHoBNEHMEA
E;' BrnrousHE WAKW OTKAKYEHNE ] o

komnoHenTos Windows Ynopasounte ¥ i== ¥ 9
1ran Mzpatens Yeranoene., ™
@& Mozilla Firefox 80.0.1 (x64 ru)  Meozilla 08.09.2020
) Mozilla Maintenance Service  Mozilla 08.09.2020
(3) SafeNet Authentication Cli..  Gemalto 08.09.2020
@‘u’Mware Tools Viware, Inc. 28.04.2020
il Opaiieepsl PyToken Komnanus "AxT..  08.09.2020
O ELY Dallas Lock 06.10.2020

v

£ >

e ¥CTAHOENEHHBIE NPOrPaMMEl
[,] ¥cTaHoBnEHD Nporpamm: &

Puc. 16. Yganenne ELLY Dallas Lock

1. MNocne noaTeBepxaeHus 3anyctutca mactep yganernus ELLY Dallas Lock (puc. 17). Ona npogomkeHus
yAaneHus HaxkaTb KHOMKy «[Janee».



EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

a Mactep yaanenna - ELLY Dallas Lock ¥

Ynanenuwe EavHoro LleHTpa YnpasneHus Dallas Lock

Jdobpo noxanosats!

Ana Havana yaanenwa Egunore Uentpa ¥Ynpaenenuna Dallas Lock
HaxMUTe «Janees,

ELLY DALLAS LOCK

T -

Puc. 17. OkHo Hauvana yaanenns ELLY Dallas Lock

2. BblbpaTb KOMMNOHEHTHI, KOTOPbIE ByAYT yaaneHsl (puc. 18).

3 Macrep yaanenna - ELLY Dallas Lock >

BbliGop KOMMOHEHTOB

BbIGEpHTE KOMMNOHEHTEIl, KOTORBIE Ebl XOTHTE VAaNWNTE

CnyxcBa ELLY Dallas Lock [mopr: 17900]

KomnoHeHT gna ynpaenenna mogynamn C3K HCA,

Koncone ELLY Dallas Lock

KomnenenT gna ynpaenenna cnyxGoi ELLY Dallas Lock.

| < Hazag l | OTmena |

Puc. 18. Bbibop komnoHeHTOB Ans yaaneHus ELLY Dallas Lock

3. MNoaTBepanTb yaaneHue KOHMUrypaLmoHHbIx garnnos (puc. 19).
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EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

a Mactep yaanenna - ELLY Dallas Lock

MapameTpbl yaaneHus

C BaWero KOMNeHITERE.

Mporparma yCTaHOEKMW roTOEa HadaTe yaaneHue EauHoro LleHtpa Ynpaenenws Dallas Lock

Jupertopua © ganHeimn CProgramDatat U CCT900 Gyper nearocTeio yaaneHal

| < Hazag

[ -

Pwuc. 19. NapameTpbl yaaneHus

4. [Nanee BO3MOXHO HabnogaTb 3a npoueccom yaganeHus (puc. 20). Ecnu npouecc npowen 6e3 owmnbok,
HeobxoaMMO HaxaTb KHomKy «[daneex», 4Tobbl NepenTn K OKHY 3aBepLueHuMs npouecca yaaneHus.

a MacTtep yaanenua - ELLY Dallas Lock

Ypanenue

YnaneHwe 3aBeplleHo

Y 0%

O T TG e O T T T T e TENOT TS IO CTOTTS

Yaanenne: C\Program Files\UCChstyles

Yaanenne: C\Program Files\UCC\snmp\configurations
¥naanenne: CA\Program Files\UCC\snmp

¥naanenne: C\Program Files\UCC\plugins

Yaanenne: C\Program Files\UCC\platforms

¥aanenne: C\Program Files\UCC\libs

Yaanenne: C\Program Files\UCChimageformats
¥aanenne: C\Program Files\UCChexecs

¥aaneHne: C\Program Files\UCC

Y¥aanenwe: ChlUsers\PublichDesktoph Koncons ELLY.Ink

Y¥paneHwe ZABEPLUEHD

Yaanenne: ChUsersiuser\AppData\Roaming Microsoft\Windows'\Start Menu'\Programsi\Koncone ELLY.Ink

Puc. 20. NMpouecc yaanenust ELLY Dallas Lock

5. HaxaTb kHOMKy «3aBepwuntb» (puc. 21).
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EJ MacTep yaanenua - ELLY Dallas Lock X
3aBeplueHue yaaneHna EanHoro LeHTpa YnpaBaeHna

Dallas Lock

HamuTe «3aBEpLUNTE ANA BLIXOA W3 MACTEPE YIANEHWA
Eannoro Uentpa ¥npaenenwa Dallas Lock,

ELLY DALLAS LOCK

3aeeplumnTe

Puc. 21. 3aBeplueHne npolecca yaaneHus

2.3.2MNopsapok ynanenua ELY Dallas Lock B OC cemenctBa Linux

Ona ynanennss ELlY Dallas Lock Heobxogumo obnagatb npaBaMy agMUHUCTpaTopa OnepauuoHHOM
cuctemsbl (root) Ha gaHHom MK,

1. Ons ypanenns ELY Dallas Lock Heobxogumo 3anycTutb MCMOnHAeMbIn dann uccUninst, KOTOpbIN
pacnonoxeH B gnpekropun /opt/UCC/bin/uccUninst B TepmunHane. [Ansg 3Toro He06XoauMO BbIMOMHUTD
B TEPMUHAne KoMaHay:
sudo /opt/UCC/ bin/uccUninst

2. lMocne BbINOMHEHWNst KOMaHAbI 3anycTUTCA OKHO MacTepa yaaneHusa ELY Dallas Lock (puc. 22).

-~

MacTtep yaaneHus - ELLY Dallas Lock

Ypanenwe EguHoro LleHTpa ¥Ynpaenenusn Dallas Lock

Ao6po noxkanoeatb!

[na nauana yaanexswa EguHoro Lentpa ¥Ynpaenenua Dallas Lock
HaxMuTe «Janees.

ELLY DALLAS LOCK

Janee > OTtmena

Puc. 22. OkHo Havana yaanenns ELLY Dallas Lock




Hanee nopsagok yoaneHua ELLY Dallas Lock aHanornyeH nopsiaky ygoaneHus gaHHow nporpammel B OC
cemenctea Windows (cm. «Nopsagok yaanenus ELLY Dallas Lock B OC cemenctesa Windowsy).

2.4 CoxpaHeHue u npuMeHeHue KoHduUrypaumm

B EUY Dallas Lock cyuwectByeT BO3MOXHOCTb COXPaHWUTb TEKyLLY KOHUrypauu cepsepa
AN NPMMEHEHUS Ha HOBOM CepBepe Mocne YCTaHOBKM.

2.4.1 CoxpaHeHue KoHdurypauum ELLY

IOna coxpaHeHus koHdwurypauumn ELLY Dallas Lock B OC cemenctBa Windows unu Linux Heobxogumo

OTKpbITb rMaBHoe MeHto KoHconu ELLY E 1 BblGpaTh NYHKT — «COoXpaHUTb KOHUrypaumio...».

MosiBuTCA OKHO «CoxpaHeHne KoHdurypauumy» (puc. 23), rae HyXHO 3aaatb NyTb K dpainy KoHurypaumm
C MOMOLLIbIO KHOMKM «...».

O CoxpaHeHne KoHdUrypaummn >

CoXpEHWUTE dalin Kak. ..

MyTe: ||

TpefyeTca cEoboaHoro MecTa: 484.0 Kb

CoXpaH1TE OTMeHa

Puc. 23. CoxpaHeHune koHburypauum

Mpumeyanue. Konnuectso cBob6OAHOrO MecTa, KOTOpoe HeobXxooumo ONA COXpaHeHwus
KOHUrypauumn ykasaHo B okHe «CoxpaHeHune KoHdurypaumm» nof nonem «lyTb K danny
KOHGurypauuu...» (puc. 23).

2.4.2NMpnumeHeHne kKoHdurypauum ELLY

BHumaHue! lNpumeHeHne KoHUrypaumm npuseneT K yOaneHuio BCeX AaHHbIX AOMeHa
6esonacHocTy.

Ons npumeHenunsa koHdurypauun ELLY Dallas Lock B OC cemerictea Windows wnum Linux Heobxogumo

OTKPbITb rNaBHoe MmeHto KoHconun ELLY E 1 BbIOpaTb NYHKT — «[1pMMEHUTb KOHUIypaumio...».

MosiBuTCA OKHO «[lpuMeHeHne koHdurypaummy» (puc. 24). Janee HeoOXoAMMO ykasaTb MyTb K danny
KOHdUrypauun, ansi 3Toro Hy»Ho:

e HaxaTb KHOMKy «BblbpaTb...»;

e HalTu 1 BbIOpaTb COXpaHeHHbIV paHee charn koHdurypauumn ELLY (*.uconf);

e  HaxaTb KHOMKY «[1pnuMeHnTbY.
B cnyuae, ecnu npu coxpaHeHun KoHdurypauum (cM. «CoxpaHeHne koHdurypauum ELLY») Takke Obinm
COXpaHeHbI 1 XXypHarbl, MOXHO YCTaHOBUTb MX BMECTe € KoHdurypauuen. [ing atoro B okHe «lpumeHeHune
KOHUrypaummy» (prc.24), Hy>KHO YCTaHOBUTb dnar HanpoTUB NyHKTa «>KypHanbi».




EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

@ MpumMeHeHne KoHGUIypaLmUy

MyTh: [l_l‘.-'Tb K halny KoHQMUrypaLwan, .

[ e

Pt

MpHUMEHKTE | |

OTMeEHa |

Puc. 24. NpumeHeHne KoHpurypaumm

2.5 O nporpamme

NudopmauuoHHoe okHO «O nporpamme» (Puc. 25), Bbi3blBaeTCA MYHKTOM rnaBHOro MeHio B KoHcomnu

ELlY

N COAEPXKMUT CrieayroLime AaHHbIE:
noriHoe HaMMeHoBaHKe NporpamMmel;
HoMep cBOpPKM KOHCOMMK;
nata cbopku KoHconu;
Homep cbopku cnyx6bl ELLY;
narta cbopku cnyx6el ELLY;
KOHTaKTbl pa3paboTymka U TEXHUYECKOW NOLAEPKKM.

O O nporpamme

EavHbinA ueHTp ynpasnenus Dallas Lock

KoHconb ynpasnenuns ELLY

Homep cbopku: 145.1
Nata cbopku: 08.12.2022

Cnyw6a ELLY

Homep cbopkn: 145.1
Nata cbopku: 08.12.2022

KoHTakThbl

CailT KoMnaHuu: www.confident.ru
ELLY DALLAS LOCK

TexHnyeckas noanep>Ka:

Jnynbli kabuneT: helpdesk.dalaslock.ru

CaiT npoaykToBoit nuHelku Dallas Lock: vaww.dalaslock.ru

Tenedon: (812) 325-10-37 (gob. 7759, 7753, 7751, 7752, 7749, 7728)
Tenerpam-b6oT: tlag.ru/Dalasl ockSupportBot

Puc. 25 OkHo «O nporpamme»
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3 OBLWUE NPUHLUUMDbI PABOTbI ELLY DALLAS LOCK

3.1 CuHXpoHM3auuA

CuHxpoHusauma — 3To kniodeBoe noHAtne B ugeonorum ELYY Dallas Lock. MNog cuHxpoHusaumen
NMOHMMAaeTCA MpPOLIEeCC CBEpPKM COOTBETCTBUSA MNapameTpoB C BHyTpeHHen 6ason paHHbix [omeHa
6esonacHoctn ELLY Dallas Lock n, npu oBHapyxeHMM HECOOTBETCTBMSA, Moaudukauum napameTpoB
nog4YMHEeHHOro obbekTa.

Yto Obl HM NPOUCXOANIIO Ha NOAYNHEHHOM 0OBbEKTE, Kakme Obl HACTPOMKN MapaMeTPOB YMbILLSIEHHbIE UMK
3MOYMBbILLUIIEHHbIE HE MPOU3BOAWUINCHL, MPU CUMHXPOHM3ALUM BCE HACTpamBaeTCsl COrflacHoO 3anucsiMm
HomeHa 6GesonacHoctn ELLY Dallas Lock. Ecnn napameTtpbl octaBanucb 6e3 M3MeHeHus (Hanpumep,
CMMCOK nonb3oBaTenen), CUHXPOHU3aUUA 3TUX napameTpoB He npoucxoaut. dakTbl U pesynbTaTtbl
CUHXPOHM3aLMM (PUKCMPYIOTCA B XXypHanax nogYnHeHHbIX 06bekToB. Ho ecnm B npouecce CMHXpOoHM3auum
Ha NOAYMHEHHOM O6bekTe He BbiNO M3BMEHEHUI, TO 3anMUChb B XXypHan He 3aHOCUTCS.

CuHxpoHuzauma moaynen CO3 npoucxoaut npu Kakaom BkNoveHun moayns CO3 go mMomeHTa
aBTOpPU3aLMKN NONb30oBaTenNs.

CuHxpoHusmpoBaTth ocTanbHble Moaynu ¢ ELLY Dallas Lock MoxHO cnegyrowmumm cnocobamu:

1. Nepuogmnyeckm wu3 KoHconn ELY. Heobxogmmo HacTpouTb NEPUOAMYHOCTbL CUHXPOHU3ALMK
C MOAYNSAMMU.

2. Mo komaHpe AWB un3 KoHconu ELY. Heobxogumo ucnonb3oBaTb KHOMKY «CUHXPOHU3NPOBATbLY,
KOTOpas pacnonoxeHa Ha naHenun nHctTpymeHToB «OnepaTnBHOE ynpasneHne» Bkrnagkm «Ceoakay.

3. N3 06onoyku agMMHUCTPMPOBaHWS MOAYS.

3.2 Pennukauus

Mop pennukaumen NoHMMaeTca npouecc oy6rnmpoBaHns KoHdUrypauum (Cnmcka nogYnMHEHHbIX 06beKTOoB,
3Ha4YeHW NONMTUK, CNMCKa NONb30oBaTENen 1 rpynn, 3anvMcen XypHarnos u T.4.) cepBepoB B knactepe ELY
Dallas Lock ¢ uenbio MOBbILWEHUS OTKA30YCTOMYMBOCTU CUCTEMbl U MOBbILLIEHUS NPOU3BOAUTENBHOCTH
3a cYeT ropu3oHTanbHOro MacTabmpoBaHus.

PacnpepeneHue Harpysku peanusyeTcss 3a CYeT PaBHOMEPHOro pacnpefeneHus moaynen Mexay
cepBepamu knactepa (Mogynb nogknoyaeTcs K cepsepy BolOpaHHOMY CriydanHbiM 06pasom).

MpumeuaHne. Cepsepbl B Knactepe pennukauuum npakTU4ecku Mo BCEeM 3ajayam
pacnpenensitoT Harpy3ky (3To ogHa 13 3agad, pellaeMblX Npy NOCTPOeHUM knactepa). B Tom
yncrne 3TO KacaeTcsl aHanMa3a COCTOSIHUA OGbekToB B ceTW. [MoaTomy, ecnu o6bekT
CTaHOBWUTCS HeOOCTYMHbIM A Kakoro-nMbo cepsBepa, 3Ta WMHgopMauus MOXeT ObiTb
CMHXPOHU3UpOBaHa ¢ Apyrumu cepeepamu B knactepe. Mpu obHapy>KeHN HECOOTBETCTBUI
dhaKkTU4Yeckon [OOCTYMHOCTM OGLEKTOB C AuarHocTupyemol crnepyeT yGeauTbesi, 4To
B pennvkaumMn HeT cepBepa, KOTOpbli He MOXeT YCTaHOBUTbL C OGBLEKTOM ceTeBoe
CoefMHeHVe.

B cnyyae oTkasa ogHOro n3 cepBepoB B KinacTepe paboTa NnogYMHEHHbIX 00BHLEKTOB He ByaeT HapyLlieHa
TaK Kak BCe HACTPOWKW, cOenaHHble ANfs OOHOro cepBepa, NPUMEHSIOTCA Ha BCe cepBepbl Knacrtepa,
BBEJEHHbIE B JOMEH.

PeannsoBaHoO AnHamumnyeckoe npuMmeHeHune N3MEHEHNI HaCTpOeK Ha CTOPOHHMNE CcepBepbLI.

Peanu3oBaHa cyHKkuus aybnuposaHus xxypHana ELLY Dallas Lock n cobpaHHbIX ¢ MOogynen >xypHanos

Ha BCe cepBepbl knactepa. CMHXPOHU3ALNS XXypHaANoB Mexay cepBepamu Knactepa OCYLLeCTBNSAETCH

B ABYX peXxumax:

1. O6meH nHdopmaumen, No KOTOPON MOXHO ONPeAEenUTb HEAOCTaKOLWME AaHHbIE, U Nepedaya LaHHbIX
naketamu pasmepom o 2 M6 (Mnv ogHow 3anuckio, ecnm oHa 6onbLue 2 M6).

2. OBbMmeH HOBbIMU OaHHbLIMW, nony4eHHbIMMN OT NOAYUHEHHbIX 00BbEKTOB, Mexay cepsepamu.

lMpu BBOAE HOBOrO CepBepa B CyLleCcTBYHOLWMI knactep (cM. «[apameTpbl knactepa [16»), BCe cepBepbl
B knactepe ELLY, B TOM uncne He yyacTBylowme B HENOCPEACTBEHHOW perncTpauum HOBOro cepsepa,
aBTOMaTUYECKM OMOBELLIaTCA O HOBOM «Y4YaCTHUKE».



4  AOMUHUCTPUPOBAHMUE ELLY DALLAS LOCK

4.1 3anyck KoHconu ELLY

Banyck KoHconu ELLY ocywectBnaeTcs npu ycrnoBum, YTO KOMMNbIOTEP, HA KOTOPOM pacnosioxeHa cryxba
ELLY, Bknto4eH 1 OCTyneH no ceTu.

Ons 3anycka KoHconu ELLY Heob6xoamMmMo 3anycTutb Spribik KOHCOMNW, KOTOPLIV NOSIBUNCS NOCIE YCTaHOBKM
Ha pabouem ctone [K.

Mpwn nepeom 3anycke KoHconu ELLY HeobxoamMmo BbINOMHUTL perncTpaunto aksemnnsapa KoHconu B ELLY.
[na atoro Heobxoammo ykasaTtb ceTeBoe ums K, Ha koTopom ycTaHoBneHa cnyx6a ELLY u kntoy goctyna
k JomeHy 6esonacHocTu (puc. 26).

O MogknHoYeHWe K cepEEpyY >

MoAKNYEHUE K CEPEEDY!

¥KA3aTE HOBLIA CEPBED v X

W KoHconu: |oBAD-WIN2016-34 |

CeTEBOE MMA CEPBEPE! | |

Knwow goctyna Kk A6: | |

|33peruv_—rpmpusaTb| OTMeHa

Puc. 26. Peructpaums koHconu ELLY B lomeHe Ge3onacHocTu

B kayecTBe MMEHM KOHCOMM Mo yMonuyaHuio 6yger wucnonb3osathea uMa [K, Ha KOTOpoM OHa
3aperucTpupoBaHa.

[anee B OKHe NOAKIIOYEHUS K cepBepy TpebyeTcsa 3anonHuTbL nons (puc. 27):
e [MopknioyeHue k cepBepy. M3 cnucka BbibpaTb AOCTYNHbLIN CepBep, K KOTOPOMY HEobXooumo
BbIMOMHUTL MOAKIHOYEHME.
e Wmsa nonb3oBartens. YkasaTtb nms nonb3osatena [Ob.
e [laponb. Beectn naponb yyeTHou 3anncu nons3osatens Ab.
e AnnapatHbiv ugeHTUdukaTop. NpeabasuTe 1 BbIbpaTb U3 cnucka annapaTtHbli AeHTUUKaTop
(ecnu HacCTpPoeHO Mcnonb3oBaHWe CpeacTB annapaTHon naeHTudukauun).

G MogknroYeHWE K CepBEpY >

MoaKnoYEHWE K CEpBEpY:

NoMeH BesonacHocTH {C5732ECE-0F52-024E-ADDA-BFOC ~ x

MMA none3oBaTensA: |a|:|min |

Maponk: |-" |

ANNapaTHelE MOEHTHMOWMKATOPE: 1

Ann.mgeHTMuKaTop: | AN MoeHTUGUKETOP He BelbpaH A
CHMEHWTE Napone |:|

MoAKNKYHTECA OTHeHE

Puc. 27. Beog napons y4yeTHow 3anucu ansa exoda B KoHcons ELLY




Mpn HeobGXOAMMOCTU CMEHUTb Naporb AMS yKa3aHHOW YY4eTHOMW 3anucu, MOXHO MocTaBuB donar B none
«CMeHnTb naponb» [0 HaxaTusa kHonku «[lpogormkutb» (puc. 27). 3aTemM BBECTW HOBbIM Naposb
1 noaTBepxaeHne napons (puc. 28).

U ¥cTaHoBWTE Napone gna admin >

HoBklli naponk:

P
|-|||-|||- | =)

MoaTEemHAEHKE NApona:

CoXpaHWTE OTMEHE

Puc. 28. YcTaHoBKa HOBOro napons nonb3oBartens

4.2 OnucaHue KoHconu ELLY

"maBHoe okHo KoHconu ELLY cogepxut cneaytowme paboyme obnactu (puc. 29):

1 QD Koncons ynpaenerus ELLY [Jomen Gesonacwocti: Jomen Gesonacwoctw, Cepeep: obad-win2016-34:17900] o O

O

HH®OPMALIUA 06 OBbEKTE @
f b

)
I
1
]

B Cepoepa wnactepa ELLY obad-win2016-34: 17900 ]
PoanTennomi nonen  Het : ObnosnTe
1 Nepenuenonate
d Cospars rpynny
]
]
]
1
]
]
]
]
]
]
]
]
]
]
1
]
]
]
]
]
]
]
1
]

MAPAMETPHI MIMLIEH Monpabee
@ APM 4 /999999
CeTesee yCTpoicTsa 15999999

Mogsesesssie LOHEHE! 0 j999999

ELLY DALLAS LOCK WIONs3YEMbIE fsoern
CHAHHPOBATE CETh

MHUWAEHTB BE30OMACHOCTH

No6aBuTe CETEBOE YCTPORCTBO

3anepnon: [N 08.10.2020 HacTpoiia iasaenTos GesonacHacTi

[ vensko venpoumaibie

NPOBEPHTH QOCTYAHOCTE

NpOBEPHTE LENGCTHOCT b

Wrpinentel GesonacrocTi

Puc. 29. 'maBHoe OkHO koHconu ELLY

KHonka rnaBHoro meHto ELLY Dallas Lock.

3aronoBok OKHa (BEPXHSAsSI CTPOKa), COAepXaLuin UMsi nporpammel, MMsi [lomeHa 6e3onacHOCTM U UM
cepsepa.

Hepeso [JomeHa 6Ge3onacHoOCTH.

Bknapgkv anst ynpaeneHus oobektom gepesa ELLY Dallas Lock.

CopepxaHue paboyer obnactu Bknagku ynpaeneHuns obvektom ELLY Dallas Lock.

MaHenb UHCTPYMEHTOB.

N

ook w

KHonka rnasHoro meHto KoHconu ELLY E coaepXuT cnegytowne nyHkTbl (puc. 30):

e «BBoga/BbeiBog B nogumnHeHme» (cMm. «Beoa 16 B nogunHeHve nocne ycTtaHoBkuy» 1 «BbiBoa [16 u3
NoAYnHEHUst U3 COBCTBEHHON KOHCOMUY);

«lMapameTpsbl knactepa Ab» (cm. «[NapameTpbl knactepa Ab»);

«MogkntoueHmne k Kaspersky Security Center» (cMm. «[NogkntoyeHme k Kaspersky Security Centery);
«3kecnopT UB» (cM. «BKCNOpT MHUMAEHTOB 6€30MNacHOCTUY);

«HacTtpolika koHUrypauuoHHeix annos» (cM. «HacTporika KOHUrypaLMOoHHbIX PannoBy);




«YcTaHoBKa kntova goctyna» (cm. «Kntoy goctyna k [By);
«MpuHagnexHocTs Kk gomeHy Active Directory» (cm. «[puHaanexHocTb k gomeHy Active
Directory»);
«MapameTpsbl...» (cM. «[MapameTpbl PpaboTbiy);
«YTUNUTBIY:
cM. «YpaneHHoe passepTbiBaHMe C3U Dallas Lock 8.0»;
cm. «[MoarotoBka msi-anctpmndytmea DL8.0 ansa ADy;
cM. «YpganeHHoe passepTtbiBaHne C3M HCM Dallas Lock Linux» ;
cM. «YpaneHHas yctaHoBka AreHta ELLY Windowsy;

e CM. «YaganeHHas yctaHoBka AreHTa ELLY Linuxy;
«CoxpaHuTb KoHUrypauuio...» (cM. CoxpaHeHue koHdurypaumm ELLY);
«lMprMeHnTb KoHGUrypauuio...» (cM. [pumeHenune koHdurypaummn ELLY);
«O nporpamme» (cm. «O nporpammey);

«Bbixog».

Beoa/Brieog B noguMHEHNE

Mapametpel knactepa b

Mogrnioderne k Kaspersky Security Center
3kcnopt Vb

HacTporika KoHGUrypaunoHHbX Gaince
¥cTaHoBKa KNKIYA AOCTYNA
MpuHagnexHocTe Kk gomery Active Directory
MapameTpel...

¥runuTe 3
CoxpanuTe KoHpUrypaumeo..,

MpUMeEHUTE KOHGUIypaUMHD. ..

O nporpamme

Brixog

Puc. 30. NyHKTbI FMaBHOr0 MeHo

C nomoubto KoHconu ELLY MoxHO HacTponTb napameTpbl Ans cnegyowmnx oovekros Ab:

Ans Bcero flomeHa 6e30nacHOCTH, onpeaenve HacCTPOWMKKM Npu Bbibope 06bekTa, 0603HavaroLLero
Tekywmn JomeH 6esonacHoCcTv B gepese;

ANs rpynnbl, onpeaenve HacTPONKK Npu Bblbope 06bekTa, 0603HavatoLero rpynny B Aepese;
ans APM, onpegenvs HacTpowku npu Beibope obbekTa, obo3Havaowero APM B gepese;

AN oTAeNbHOro MoAyrns, BbiGpas ero B AepeBe;

AN ceTeBOro YCTPOMCTBA, BbIGpaB ero B Aepese;

Ans nogunHeHHoro [b, onpegenvs HacTpoviku npu Bblbope ob6bekTa, ob6o3Havatowero rpynny
B Aepese.

Ons o6bekToB AepeBa b, MOXXHO HACTPOUTbL COPTUPOBKY 1 OUNbTPALUIO:

CopTupoBka. Mpyn HaxKaTUM Ha KHOMKY NOABMSAETCA MEHI0 C BO3MOXHbLIMU BapuaHTamu
COPTMPOBKM:

rpynMbl MO YMOMYaHWo BBEPXY;

COPTMPOBKa B andaBMTHOM MOPSAKE;

COpPTUPOBKa B 06paTHOM andasBnTHOM MOPSAKE;

COPTMPOBKA MO BO3pacTaHUIo MHLMAEHTOB 6e30nacHoCTY;

COPTMPOBKA MO Y6bIBaHMIO UHLIMOEHTOB 6e30MacHOCTM.

— ®dunbtpaumsa. MpyM HaxaTMM Ha KHOMKY MOXHO BblbpaTb OAWH U3 BapuaHTOB

dunbTpaummn:

duneTpaumsa no tuny APM;

dunbTpaumsa No Mogynsam;

dunbTpaums no ceTeBbIM YCTPONCTBAM;
dunbTpaLmsa no nogaomMmeHam;
punbTpaLms no BKIYEHHbIM 06BbEKTaM;



e unbTpaums No BbIKNIOYEHHbIM OOBbEKTaM;

e  (punbTpauus 06BHEKTOB, JABHO HE BbIXOAMBLUMX HA CBA3b;

e (punbTpauusa 06BEKTOB C HEMPOYMTAHHBIMWU MHUMAEHTaMM 6e30NacHOCTL.

[ns cbpoca Bcex punbTpoB, HYXKHO HaxaTb «COpPOCUTb OUNBTPLIY.
Ons novcka KoHKpeTHOro obbekta B AepeBe [B, MOXHO BOCMOMb30BaTbCA MOWCKOBOW CTPOKOW,
pacnonoXXeHHON NpaBee KHOMKM unbTpaLmu.
[na kaxgoro n3 o6bHEKTOB B BEPXHEMW YacTU OOMNOMHUTENBHOMO MEHI0 KOHCONMM (POpMUPYETCS CMUCOK
BKIAJOK ONns ynpaeneHuss obbektom gepeBa. CnmMCOK BKNadOK MEHSIETCA B 3aBUCMMOCTM OT Tuna
BblOpaHHOro ob6bekta. [Mpyu BbiOOpe BkMagkm B paboyvelr obnactM OTKpbIBAaeTCs  CTpaHuua
C COOTBETCTBYIOLLMMU NapameTpamMm U MeHIO.
3Ha4ykn 06bEKTOB, 0603HaYatoLWme rpynnbl, B 3aBUCMMOCTM OT COCTOSIHAS MOTYT NPUHMMaTb CreayroLmi
BUA!
—  CMNUCOK BNOXEHHbLIX 0OGBEKTOB rPYMMbl CKPbIT;

m — CMNCOK BINOXEHHbLIX 06bEKTOB rpynnbl 0To6pa>|<aeTc;| B Aepese.

KoHTekcTHoe MeHH OOBLEKTOB [AepeBa KOHCONMM Mno3BonseT noGaBnsaTh/yaansTb/MepenMeHoBbIBaTL
rpynnel, cosgasaTe APM B rpynne, nepemMeLlatb 06bekTbl U3 rpynnbl B rpynny v Apyrue onepauuu.

B ELLY Dallas Lock npegycmoTpeHbl 3 6a3oBble rpynnbl, NpeaHasHadeHHble ans obecnevyeHust CoCTosIHNS
3almuieHHocTn o6bekToB [JomeHa Ge3onacHoCTuH:

e HepacnpefgeneHHble O0bEKTDI;

e ceTeBble YCTPOWCTBA;

e yaaneHHble OObEeKTHI.
YpaneHve n nepenmeHoBaHme 6a30BbIX rpynn HeJOCTYMHO.

3Ha4vkn 06bEKTOB, 0603HAYAOLLNX MOAYNN, 3aBUCST OT TUMA U COCTOSTHUS MOAYNS.
Tak kak APM npeacraBnsieT cobor COBOKYMHOCTb Moaynen, coctosHue APM 3aBUCUT OT COCTOSIHUS
mMogyrnen. 3Ta CBA3b ONUCbIBAETCS CreayoLwmmMm obpasom:

ecnn xota Obl ogMH U3 moaynewn B coctaBe APM HaxoauTcst B COCTOSAHUN «[ogkIodeH»,
cocTosAHne APM — «BKMNOYEHY;

ecnn HU oauvH 13 Moaynen B coctaBe APM He Bbixoaun Ha cBaAsb ¢ ELLY cBbiwe
yCTaHOBMNEHHOro napameTpom «OnoBeLLeHNss NpM OTCYTCTBUM CBA3N C OOBLEKTOM
(B OHSIX)» BpemMeHM (Npy YCrOBWM, YTO HACTPOEHO NUCbMO 06 OTCYTCTBUM CBA3U
¢ obbekTom), coctosiHe APM — «J0nro He BbIXOAMI Ha CBA3bY.

- — ecnu Bce moaynu B coctaBse APM He nogkntoyeHbl, coctosiHue APM — «BbIKIIOYEHY;

B uensx ontummnsdauun npoussoguntensHoctn ELLY nposepset APMbl Ha gonroe OTCyTCTBME CBS3W He
Yaie, Yem pas B yac. Ecnv B pamkax AaHHOW NpoBepku CBA3b OTCYTCTBYET, TO B KoHconu ynpasneHusi
ELLY nosaBuTca nHumaeHT 6esonacHocTu ¢ pesynbTatom «[1pogomkntensHoe oTCyTCTBUE CBA3NY.

B pepese HanpotuB ob6bekTa, Ha KOTOPOM MPOU3OLUNWM UHUMAEHTbl 6e30MacHOCTN UHAMLMPYETCH UX
Konm4yecTtBo (puc. 31).

* [ TEST
* @ Linux-ARM
@ Dallas Lock 8.0 MKS

& Dallas Lock Linux MK2

Mikrotik 10.10.102.244

Puc. 31. Haukaums nHunaeHTos 6e3onacHOCTM B Aepese

Mpu 3aTOM NS ypoBHS Bbilwe No nepapxuun 16 cyMMmmpyeTcs KONMYeCcTBO MHUNAEHTOB Ha BCEX BIIOXKEHHbIX
obbektax. Hanpumep, Ha ypoBHe APM oTobpaxaeTcsi cymma KonmyecTBa WHUWOEHTOB Ha MOAYMSX,
BXOASLMX B €ro cocTaB.



4.3 Knrwou poctyna k 1b

KoHconb no3BonseT ycTaHOBUTL KN4 gocTyna K [1B, kKoTopbl HyXXeH Ans BBOAA MoAynen U NOAYUNHEHHbIX
AOMeHOB B Tekywumi [1B. Mo ymonyaHuio Koy goctyna — nycTomn.

Ona unameHeHust kntoda goctyna k b Heobxoammo OTKpbiTb rnmaBHoe MeHw KoHconu ELLY E —
«YCcTaHOBKa Kroya goctyna.

MosiBuTCA okHO «CmeHa kntoya goctyna k [1b», rae Heobxoanmo 3anonHuTe Tpebyemble nons (puc. 32).

U CreHa knrova goctyna k b >

BEEOWTE HOBRIA KNKIY: |

nDD.TBEFIH{.IJ.EHME KNDHa:

MpHMEHKTE OTmMeHa

Pwuc. 32. Kntoy goctyna k Ab

MpumeyaHue. lMonutukn cnoxHocTn naponen B ELLY Dallas Lock pacnpoctpaHsitoTcs
Ha yCTaHOBKY 3Ha4yeHun krtoda goctyna k [b. YTobbl Bbina BO3MOXHOCTE 3agaTb NycToe
3HadeHue goctyna Kk b, Heobxogumo, 4yTobbl B KoHconu ELLY nonuTtuka «MuHumanbHas
AnvHa naponsa» u3 kateropuu «Nonutrkn naponen» umena sHavyeHne «He ncnonbsyeTca».

MpumeyvaHue. [encTBre NOMMTUKN CAOXHOCTU naponsa «Heobxoaumo mameHeHne napons
He MeHbLUe YeM B» He pacnpocTpaHseTcs Ha Koy goctyna K [b.

4.4 HacTpoWKMU NMULEH3NPOBaHUA

JlnueHsna Ha EUY Dallas Lock yctaHaBnvMBaeT KOMUYECTBEHHbIE OrpaHWYeHUss MO  crneayloLlnm
NOAYMHEHHBIM OOBbEKTaM:

e 3awmuaembie APM;

e CceTeBble YCTPOWCTBA;

e  MOOYVHEHHbIE JOMEHbI.
YnpasneHue nuueHsnen Ha ELLY Dallas Lock ocyliecTBnsieT nonb3oBaTerb C ponbio «AAMUHUCTPATOP»,
Ha3HayeHHon Ha ypoBHe [b (cMm. «Ponesaga mofenb y4eTHbIX 3anucen [by).

Wudopmauus o napameTpax TeKyLwen nuueH3nm 4oCcTynHa Ha ypoBHe [JomeHa 6e30macHOCTY Ha BKNaake
«CBogka» — «MHdopmaumsa 06 obbekTe» (puc. 33).

MH®OPMALINA OB OBBEKTE

Cepeepa knactepa ELY obad-win2016-34: 17900

PoguTensckmid gomed  Het

MAPAMETPB MMLLEEHZHA MoapobHee
1 Demoeepon
APM 0fe
CETEBRIE YCTPONCTES af4
MogYMHEHHEIE AOMEHEI af2
ELLY DALLAS LOCK WCMoNb3YeMble | BCEro

Puc. 33. UHdopmaumsa o napameTpax nvueH3num



Mpu HaxaTum kHomkn «lMogpobHee» nosaBnsieTca okHO «CocTosiHMe nuueHsun» (puc. 34), koTopoe
COAEPXKUT NHGPOPMALMM O COCTOSIHUM NULIEH3UN ONs AaHHOrO cepBepa, a Takke NS KaXOoro cepsepa
B knactepe [b.

O CocToaHME NMLEHZUK

Hma cepeepa Pexwnm paboTol cepeepa JNIMUYEHIHOHHBIA KNoY

éobad-winlm 6-34:17900 LratHeN pexam He oBHapy:en

MpoBEPTE MMUEHSMID  3aKpbiTh

Puc. 34. OkHo «CocTosiHne nuueH3nm»

Ona pob6asneHus\obHoBNeHMst nuueH3un Ha cepBep ELYY Dallas Lock Heobxogumo npeabsiBUTb
annapaTHbIA KoY 1 HaxaTb KHOMKy «[1poBepuTb nuueH3uio», nubo nepesarpy3utb cepsep. B cnyvae
YCMNELHOro nNpuUMeHeHusi, B ctonbue «JIMLEH3NOHHbIA KMY» MOSABUTCS COOTBETCTBYKOLWASA HaanuMcb C
YCTaHOBMEHHBIMU KOJIMYECTBEHHBIMM OFPaHUYEHUSIMU MO MOAYMHEHHBIM 0ObekTaM. Takke Ha BKNagke
«CBogka» nsMeHuUTCs MHdopmauusa o napameTpax TekyLlen nuueHsum (puc. 35).

MH®OPMALIMA Ob OBBEKTE

Cepeepa knacTepa ELLY obad-win2016-34: 17300

PoauTeneckui goMeH  HeT

NMAPAMETPH NMULIEHZHH MNoapofHee

APM 4 (999999

CeTEBkIE YCTPOWCTBE 1 /993939

MNoaYHHEHHBIE AOMEHEI 0 /999333
ELLY DALLAS LOCK MEnonesyeMele | Boero

Puc. 35. MHdopmaumsa o napameTpax nuueH3umn

Ecnu npegbsiBneHo 6onee ogHOro annapaTHoro MaoeHTnduKkaTopa, To NPUMEHSAETCSt annapaTHbIV KITHoY C
MaKCUMaribHbIMU OrpaHMYeHUAMN. Tak Kak NULLEH3NOHHBIE KIoYM XpaHAaTcs Ha AU 1 He coxpaHstoTcs Ha
cepeep ELLY, To yoanaTte HeakTyasnbHble NULEH3UU HE HYXKHO.

Mpouenypa npoBepkn nNapameTpoB NMUEH3UM OOMOSMHUTENbHO OCYLLECTBASETCS MPU KaXAOM cTapTe
cnyx6el ELLY.



4.4.1 OcobeHHOCTN NUUeH3npoBaHuA knactepa [1b

Mpn opraHmsaumm pabotbl [JomeHa Ge3onacHocTu B pexume knactepa (cMm. pasgen «[lapameTpebl
knactepa [1b») cnegyet o6paTuTb BHUMaHME Ha OCOBEHHOCTU pacnpeneneHns NULEH3UOHHbIX
OrpaHUYeHun: B KacTepe MNPUMEHSIOTCA MaKCUManbHble  OrpaHuYeHust U3  NpeabsiBIIEHHbIX
Ha annapaTtHbIX Kryax. OTU orpaHMyYeHus pacnpeaensoTcss Mexay cepBepamMu B COCTaBe kracTtepa
(nyTem HasHa4yeHus «KBOT» AN AoMeHa). Bce cepBepa B cocTaBe ogHoro knactepa [1b nmetot paBHbie
KBOTBbI.

Hanpwumep, nmeetcs koHpUrypaums ns M pennmumpoBaHHbix cepBepoB. KonnyecTBeHHbIE OrpaHUYeHus
B annapaTHbIX kntoyax knacrtepa ob6o3HaueHb! crieayowmm obpasom:

e N — konun4yecTBO 3alyuiaemMbix APM;
e K — KOMMYECTBO CETEBbLIX YCTPOWUCTB;
e L — konn4yecTtBO NOAYMHEHHbIX JOMEHOB 6e3onacHoCTH.

B maHHoOM Cny4ae KBOTa KnacTtepa pacCynTbiBaeTCcA cneayowmm 06pasoM:

o  MAX(N)/M = kBoTa Ha 3awuwaemble APM;
o MAX(K)/M = KkBOTa Ha ceTeBble YCTPOUCTBA,;
e MAX(L)/M = kBoTa Ha nog4mHeHHble [b.

CooTBETCTBEHHO, YeM BornbLUe pennMuUUpPOBaHHLIX CEPBEPOB, TeM BbiCTpee pacxogyroTcs kBoThl Ans Ab.

MpumeyvaHue. Ecnu B pe3ynbTate aeneHns nonyyaetcs ApobHOe YnUCo, KOTOpoe:
e >1, TO OKpYrneHune oCyLLeCTBNSAETCS B MEHbLLYK CTOPOHY;
e <1, TO OKpyrneHne Npon3BOAUTCS 4O €AUHMULbI.

Mpwn kaxgom 3anycke cnyx6el ELLY ocyllecTBnseTcs npoBepka Ha3Ha4YeHHbIX KBOT AN AOMeHa.
Hanpumep, nmeetcsa crnegytowas KoHurypaums:
e X — KONMMYECTBO PennNMUMPOBaHHbIX CEPBEPOB;

e Y — KONMUYECTBEHHble OrpaHUYeHMs MO MNOAYMHEHHbIM OObEeKkTaM B annapaTHOM Kroue,
NPUMEHEHHOM B 3anyckaemoM cepBepe;
o MAX(Z)/X — KOnMMYeCTBEHHblE OrpaHWYeHnss MO MOOYMHEHHbIM OObekTam, AencTByoLme

B knactepe ELLY.

1. Ecnu no ntoram nNpoBepKU NapaMeTpoB NULEH3UM OOHapYXEH KOPPEKTHO paboTatowmi K4, npu
atom (MAX(Z)/IX 2 YIX) — cnyx6a ELLY 3anyckaeTcs B LUTAaTHOM pPeXUME C Ha3Ha4YeHHbIMU B JOMEHE
KBOTaMW.

2. Ecnu no utoram npoBepku napameTpoB NULEH3UN OOHapyXeH KOPpPEeKTHO paboTarolimi KoY, npu
atoMm (MAX(Z)IX < YIX) — npoucxogut nepepacnpegeneHve KBOT Mexay cepBepamu knacrepa,
cnyxba ELLY 3anyckaeTcs B LUTAaTHOM peXume Ha JaHHOM CepBepE.

3. Ecnu no utoram nposepku cepeepom ELLY He oBHapyxeH Koy unm knoy pabotaeT HEKOPPEKTHO —
Tekywnin cepeep B 15 nepeBoguTCs B PEXUM OrpaHUYEeHHON (PYHKLWMOHANbHOCTU A0 NpeabaBreHns
KOppekTHO paboTalLwero annapaTHOro kno4va. Pexum  orpaHnyeHHON  (OYHKUMOHANbHOCTH
(«OrpaHUYeHHbIN pexM») — 3To pexxum paboTsl cepepa ELLY, npn koTopom:

e ayauT, YynpaBfeHWe U1  CUHXPOHM3auuMss C  MOAynsMKW, CeTeBbiMM  YCTPOMCTBaMM
W NOAYMHEHHbIMW (JOYEPHUMUN) AOMEHAMN HE OCYLLLECTBMSETCS;

e ayaut u agMmunHucTpupoBaHue b knactepa u3 koHconu ELLY He ocyliecTBnseTcs;

e pennukauma n OOMeH [JaHHbIMM MexXZy CepBepamMu B pamKax Kractepa npoforhkaeT
dYHKUMOHNPOBAaTb.

Ha ypoBHe [Ob Ha Bknagke «CBopka» BbIBOAMTCA npegynpexaeHne ob owubke C nuueH3nen
Ha cepBepe.

MHuumaumsa HoBOM NPOBEPKM NULIEH3UN OCYLLLECTBIISIETCA NMOBTOPHONM NOMbLITKON 3anycka cnyxobl ELLY.



4.5 MapameTpbl ELLY

4.5.1 HacTpownka MHUMAEHTOB 6e3onacHoOCTHU

MpumeuaHue. Hacrtpolika MHUMAEHTOB ©Ge30MacHOCTM LOCTYMHa Ha pasHbiX YPOBHSX
pepesa [JomeHa ©esonacHocTu. [lpyM nM3MeEHEeHUW HACTPOMKM oTobpakeHust Ha nbom
ypoBHe [1B, uameHeHunsi pacnpocTpaHATcs Ha oTobpaxeHue Bcex yposHen [b.

B ELY Dallas Lock npegycmoTpeHa BO3MOXHOCTb MOMb30BaTENbCKOW HACTPOWKM BU3yanusaumu
avarpaMmm UHUMAEHTOB ©e30MacHOCTU U ynpaBrieHWUst OMOBELLEHUSIMU B 3aBMCMMOCTM OT MnpuoputeTa
M TMNa cobbITUsA, a Takke peanu3oBaHa BO3MOXHOCTb 3JKCMoOpTa MHUMAEHTOB Ge3onacHocTu B dhann

no KHonke «3Jkcnopt» (puc. 36).

Ons HaCTpOVIKM N ynpasJieHna onoBeLleHNAMN, HeobXxoaMMO HaxaTb Ha COOTBETCTBYHOLWLYH KHOMKY

Ha Bknagke «CBopgka» — «HacTpolka nHumaeHToB 6e3onacHoctu» (puc. 36).

MHUWASHTEI Be30MacHOCT

3a nepHoa; CeroaHa 17.03.2022 SKCNopT

ID Tonkko HEI‘IDD'—IHTBHHbIEI

Mo KOMMHECTEY 38 NEpHoA

1/2 -

He MpouTaHo/Bcero

HacTpofikki MHUMAEHTOE GE30NacHOCTH

a.. 0. 0. 0. 0. .. .. .. 1.

= KOnH4ecTED

Puc. 36. HacTporika nHumaeHToB 6e3onacHocTun

Mpu HaxkaTUW KHOMKW, NOSIBNAETCSA OKHO «HacTponkmn nHuugeHToB 6esonacHocTu» (puc. 37).



O HacTtpofikn nHUWAEHToE Be3onacHoCTr X
MpwopwTeT LUeeT OnoeeweHne
HUSKMIA  CPeOHMi  BHICOKWM
[ ] . Obwwe cobeITHA BesonacHoCTH 2
® . OwKbKa CUHXPOHWZELAM BPEMEHI
L . SY5: MHUMAEHT ayTeHTUDMKaLMM
® . OnoBeweHe ob oTCYTCTEMM CBA3W
® . Dallas Lock Ha knueHTe He oTEEYaST
® . HapyweH1e KOHTPONA LIENOCTHOCTH
® . HewzeecTHoe cofibiTne
L . MonBITKa NoMyYeHUA 40CTYNE K 3anpewéHHbM ofbekTam
L . ¥eeqomneHna oT gat4mkos CA3
L . MenbITKa padoTel MK HAPYILEHMW LENOCTHOCTH
® . YEEAOMNEHWA 08 MHLMAEHTAX CUCTEMB! OBHAPYKEHWUA BTODKEHMIA
L . YBEAOMNEHHA 00 MHUMAEHTAX 0T MEMCETEEOMD 3KPaHa
® |:| BNOKWPOBKa YHETHOI 3aMWMCW NoNb30BaTENA
® . MeoNBITKa HAPYWEHMA UENOCTHOCTH KOHTPONMPYeMoro obbexTa
] . SY5: CofbiTie BesonacHoCcTH
L ] . Mepezarpyska WAF
L . 5Y5: Owwbra Moayns ceasm c ELLY
® . MonbiTka BX0A8 C HEKOPPEKTHEIM MEHASTHEIM 4OCTYNOM
L . WHUMOEHT 3arpysku
® . SYS: ABSPHIAHLIN PEXIAM
L . Bnokupoera IP npuoputeT 3
L . Bnokuposka IP npuopuTeT 2
L ] . Bnoxkuposxa IP npropwTeT 1
L . MonkITka BX0A8 € HENPABUNEHEIM NEPoneM
L . ¥Yeenomnenna of uHWwnenTax C3W BH
L . HeoBX04MMO BRINONHWTE 0BHOBNEHME KOMMOHEHT
® . ABAPWIAHEN pexm WAF
L . MonbITKa BX0Aa 330NoKMPOBaHHOMO NONB30BaTENS
® . YEeAoMNeHUA 08 MHUMAEHTAX OT NOACMCTEME! KOHTPONA AOCTYNa K YCTPOMCTEEM
L . MeneITka Nedaty Bes Npae gocTyna w

Puc. 37. OkHo «HacTpowiku nHumMaeHToB 6e3onacHoCTU»

B okHe pacnonoxeHa Tabnuvua, cocrosias us yetblpex ctonbuos. B npagom cmonbye NpuBeneH Criucok
docmynHbIx UHUUOeHmos be3onacHocmu, ANsi KOTOPbIX OCYLLECTBIAETCS HAacTpoKKa.

B nesom cmonbue npou3BOAUTCA Hacmpolka [puopumemosg npaBuil KOHTPONS MPUITOXEHUN.
[ns kaxgoro vHUugeHta 6e3onacHOCTU MOXHO M3MEHWUTb MPUOpPUTET BbIGOPOM OZHOIO U3 3HAYEHUN.
HocTynHbl npuopuTeThbl cobbITU: «HU3kuny, «CpegHniny n «Bbicokniny.

HacTporiku npnopuTeToB BAUAIOT Ha BHELLHWUI BUA AnarpaMmel «[1o npuoputeTy» (Bknagka «CBogka» —
«MHumnpeHTbl 6e3onacHoOCTY).

B cmonbue «Lgem» npousBoautca Hacmpolka ugsema ceameHmos OuagpamMmbl «[o Tuny»
(oTobpaxaeTcsa Ha Bknagke «Csogka» — «MHUmMaeHTbl 6e3onacHOCTMY). [N CMeHbl UBeTa UHUMAEHTA
©€e30MacHOCTU HY)KHO HaXkaTb FIEBOW KHOMKOW MbILIW MO HaBMraTtopy LBeTa M BbibpaTtb LBET U3 Nanutpbl
(puc. 38).



Mpiagy --
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317 | ¥ | KpacHbii: | 201
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MprMeHrTE OTmMeHa

Puc. 38. Bbibop LBeTa nHumaeHTa 6esonacHocTu

<

WMHumnpeHTbl 6e30nacHOCT Ha MOAYNSAX OTCMEXMBAKTCA U COMPOBOXAAKTCA curHanusaumen Ha ELLY
Dallas Lock. Ha K c 3anyweHHon KoHconbto ELLY BOCnpounsBoamMTcsi 3BYKOBOW CUrHam O cOObITMM
©esonacHocTu 1 BbIBOAWTCS BCMbiBatoLLee coobLieHne B 0bnactu ysegomneHun (puc. 39).

CobkiTMe 6e30nNacHOCTH

Puc. 39. YBegomneHue o cobbiTnn 6€30nacHOCTM Ha Moayne

[ns exnoyeHUss coobuweHuUs, B CTPOKE, OTHOCALLENCS K JAHHOMY TUMY COObITUI, HY)KHO NocTaBuTb dnar
B ctonbue «OnoseweHue» (OKHO «HacTponkM WHUMAEHTOB ©Oe3onacHocTu»). [ OmKAYeHuUs
coobLeHusa Heobxoanmo ybpams ¢hrae.

4.5.2NMNapameTpbl KNnactepa Ab

Mepen Tem, Kak co3gaBaTth knactep cepeepoB b, AIB HeobGxoaMMo MpoM3BECTU MOArOTOBUTESbHbIE
NEencTBUS:

1. Y6egutbcsa, 4TO Ha Bcex OygylmMx cepBepax KriacTepa MPaBUITbHO HACTPOEHO MOoAKMYeHne
kK DNS-cepsepy.



2. KoppekTHo HacTpouTb DNS-cepBep — Ha kaxxaom byayLiem cepsepe knactepa JOMMKHO BO3BpaLLaTbCa
KOpPEKTHOE NONHOCThLI0 onpefeneHHoe nvsa gomeHa (FQDN) kaxagoro cepsepa, N0 KOTOPOMY NOTOM
OyayT BBOAMTLCA U paboTatb mogynu DL.

3. PekomeHayeTcsi MpPOM3BECTU CUHXPOHM3ALMIO BPEMEHW CepBEepoB KracTtepa (BPYYHyl unvM npu
ucnonb3oBaHun cepeepoB NTP).

4. HacTtpoutb 6a3y gaHHbIX PostgreSQL Ha BHELLHWE MOAKITHYEHNS], a Takke HacTpoUTb CBsA3b Mexay bl
n Bcemu APM, koTopble 6yayT BxoanTb B Kractep. st 3Toro Heobxoammo:

e nobGasutb B hann pg_hba.conf (koTopbln HAXoQMTCA B OAHOM M3 KaTanoros, Kyaa ycTaHoBMNeHa
6a3a gaHHbIX) cregyoLLyo CTPOKY:
«# IPv4 local connections:
host all all 0.0.0.0/0 password»

910 no3BonuT paspewntb nogknioveHme Kk PostgreSQL ¢ nwoboro agpeca, Ans nogkniovyeHus
c IPv4 appecos k nobon B[, niobbim nonb3oBatenem (MNM HACTPOUTb OrPaHWYEHHbIW OOCTYN
Tonbko ¢ cepsepos ELLY Dallas Lock);

e pacKkoOMMeHTuUpoBaTb B dhanne postgresql.conf crneayroLyo CTpoky:
«listen_addresses = "*"»

9710 nossonut PostgreSQL oTtBeyaTb Ha nobom nHTepdperice cepeepa (MM HacTpouTb paboTty
Ha onpefeneHHOM ceTeBOM MHTepderice, AOCTYyNHOM Mno ceTu ¢ cepsepa ELLY Dallas Lock);

e co3gaTb OTAenbHy 06ady gaHHbIX M y4yeTHyr 3anucbk B PostgreSQL ana ELLY Dallas Lock,
BbIMOJTHVMB KOMaHApbl:
«postgres=# create database <6a3a_0aHHbIX>»;
«postgres=# create role <admuH_6a3bi_0aHHbIx> with loginy;
«postgres=# \password <admuH_6a3bi_0aHHbIX>»;
«postgres=# grant connect, create on database <6asa_0aHHbIx> t0 <aOMuH_6a3bi_0aHHbIX>».

Mpumeyanme. [aHHble OENCTBMA MOXHO cAenaTtb, YCTAHOBMB rpaddnyeckylo yTUAuTy
pgAdmin, NnpegHasHadeHHyto ansa 6onee ygobHoro agMuHMCTpupoBaHns PostgreSQL, uem
KOMaHOHas CTpoka.

Mocne co3paHusa knacTtepa cepepoB b AUB pgomxeH ybeautbcs, yto B KoHconum ELLY oTtobpaxatoTcs
KOPPEKTHbIE UMeHa cepBepoB knacTtepa. Ecnu xe B KoHconu ELLY oTobpaxatotcsa HekoppekTHble FQDN
UMeHa CepBepOB, TO HEOOXOAMMO:

1. BbiBecTn npobnemHbin cepep n3 knactepa Ob.
2. KoppektHo HacTpoutb DNS 1 npoBepuTb HacTpowiku cepBepoB Knactepa.
3. MNoeToOpHO BBECTU cepBep B knactep Ab.

BHumanue! Co3sgaHue knactepa cepBepoB [1b BO3MOXHO TONbKO Npu UCNonb3oBaHum 6asbl
OaHHbIX PostgreSQL.

MpumeyaHue. Bo3moxHa ycTaHoOBKa BHelwlHeln ©asbl PostgreSQL Ha oguH m3 cepBepoB
ELLY, HO npn aTOoM OyAeT HapyLleHO CBOWCTBO OTKA30yCTONYMBOCTM Knacrepa.

MpumeyaHue. [locne pasBopaumMBaHMa Knactepa cepsepoB ELY Dallas Lock
He JOonycKalTCs W3MEHEHUS HacTpOoeK CeTeBbiX adanTepoB, CETEBOr0 MMEHW cepBepa,
FQDN wmeHn B3anvcn DNS-cepBepa u pobaenenHne DNS-3anuceit, cBsisaHHbIX
c cepBepamm ELLY Dallas Lock, T.k. 3T0 MOXeT noeneyvb HepaboTocnocobHOCTL KnacTtepa.

MpumeyaHue. Ecnu B knactepe ELLY Dallas Lock HEKOppeKTHO HAaCTPOEHO pacno3HaBaHue
FQDN wumeH cepsepoB ELLY Dallas Lock — nepeHoc n coxpaHeHue KoHdwurypauum
ELLY Dallas Lock moxeT He paboTaTb.

= & &



[lna BBOOA cepBepa B COCTaB KacTepa AOCTAaTO4YHO, YTo6bl AU ¢ nuueH3unen Obin NoaKNI0YeEH:
e K OOHOMY M3 CEpPBEPOB, BXOASALLNX B COCTaB KNnacTepa;
unm

e K TOMY CepBepy, KOTOpbIii BBOAMTCS B COCTaB KracTepa.

Beopa B knactep A1b B npouecce yctaHOBKMU

MpumeyvaHue. Ecnu Ha yganeHHom cepBepe ELLY, K KoToOpomMy Npon3BoauTCst NOOKIH0YEHNE,
yCTaHOBIEeHa AeMoBepcusi NpoaykTa, To gobaeneHue y3na B knactep cepsepos ELY Dallas
Lock ©yoeTt HegocTynHo.

Ins po6asneHus y3na B knactep cepeepos [b B npoluecce ycTaHOBKM HEOGXOANMO:

1. 3anyctuTb npouecc yctaHoBkn ELLY Dallas Lock.
2. Ha ware «Bbibop Tuna gomeHa» Bbibpatb NyHKT «Cepsep pennukauun» (Puc. 40).

O MacTep ycranoskm - ELLY Dallas Lock >
Bbibop TMna AgomMeHa @
BrifepuTe TMN cozaaEaemoro 4OMEHE

) Aomen BezonacHocTH

CozgaHue Hosoro JloMeH Be3onacHocTi

) MNogunHéHHIA Jomen BezonacHoctu

OgugO)

CosjaHne HOBOro JomeHa De30nacHoCTH, BKNKOYEHHOID B COCTAE
©-0-® CylecTeyrowero Jomena besonacHocTn
0. ® Cepeep penankaymm
0‘.‘0 JoBaeneHwe y3na B KNacTep cepeepoB ELLY

< Hazan Hanee > Otmena

Puc. 40. Bbibop Tuna co3gaBaemMoro JomMeHa

3. 3apaTb napametpsbl rmasHoro Ab (puc. 41):
e agpec rnasHoro [ib;
e kntod goctyna k AB.



O Mactep ycranoekn - ELLY Dallas Lock x

MapameTpbl yaanéHHOro cepeepa @

YkaxuTe napameTpsl YAanEHHOMO CepBepa

Agppec rnaenoro Jb:

Knrou goctyna:

< Hazan OTmeHa

Puc. 41. NapameTpbl yaaneHHoOro cepeepa

4. [anee npogomkntb ycTaHoBky ELLY Dallas Lock.
5. MNocne 3aBepLueHNst YCTaHOBKM Ha cepBepax knactepa ELY Dallas Lock Ha Bknagke «CBogka» —
«MHdpopmauns 06 obbekTe» nosBuTCa MMs 4obaBneHHOro yana.

BBop B knactep [1b nocne yctaHOBKM

BHuumanue! NMpu BBoAe B knacTtep b Tekywero cepsepa ELLY Dallas Lock 6yayT notepsiHbl
paHee nobaBneHHble B HEFO MOOYINM U HAacTPOWKU, N Ha3Ha4YeHbl HACTPOWKN cepBepa unu
knactepa cepsepos ELLY, B [1b kOTOpbIX NponcxoauT BBOA,.

Ona u3ameHeHus HacTpoek knactepa OB nocne ycTaHOBKM HeO6XOOAMMO OTKPbITb FMABHOE MEHI0

KoHconu ELLY E — «[lMapameTpbl knactepa Ab».

B okHe «[apametpbl knactepa Ob», BBectu Tekywun cepsep ELLY Dallas Lock B knactep OB ang
pennukaumm (puc. 42).

D Mapamerpel knactepa Jb et

Wma pomeHa:

[Oomer BesonacHocTh

Beoa B knacTep A4b:

Cepeep: || |

Knioy gocTyna: | |

Beectn

SaKpEITE

Puc. 42. NapameTpsbl knactepa b



Mocne 3anonHeHusi AaHHbIX rnaBHoro cepBepa [B Haxatb kHomky «Bsectuy». [danee nosiBuTCS
WHpopmaLmoHHoe coobLleHne o6 ycnelwHon peructpauum cepsepa (puc. 43).

U Pervcrpauma B knacrepe B >

Cepeep yCNELWHD 33pErMCTPWPOEAH,
KoHcone BygeT nepesanyLyeHa.

Puc. 43. CoobLyeHune o peructpauun B knactepe b

KoHconb ELLY G6ygeTt nepesanyuweHa. 3ateM Heobxoaumo 3apeructpupoBath ak3emnnsp KoHnconu ELLY
Kak npu nepeom 3anycke (cM. «3anyck koHconu ELLY») 1 nogknioumTbCs K cepeepy.

Ha ypoeHe b (Bknagka «CBogka» — «MHdopmaums 06 obbekTe») oTobpasaTca uMeHa BCeEX CEpPBEPOB
knactepa ELY Dallas Lock, a Takke OyayT paccuyuTaHbl KONMMYECTBEHHbIE OrPaHUYEHUs NULEH3UN,
cornacHo ocob6eHHOCTAM Ha3HayeHus KBOT AN gomeHa (cMm. «OcobeHHOCTH NMLEeH3MPOoBaHNs Knactepa

OB6») (puc. 44).

MH@OPMALINA Ob ObbEKTE

Cepeepa knacTepa ELLY WIN-1QEA18DUV11: 17300, obad-win2016-34: 17300

FPoguTensckmia gomed  Het

NAPAMETPBI NMLUEHZHHA MNoapobree

ARM 0 /499333

CeTeBble YWTPoHCTEa 0/ 493939

MogYKHEHHBIE AOMEHbI 0 /493939
ELLY DALLAS LOCK Mcnonesyemsle | Bcero

Puc. 44. uhopmauus o knactepe cepBepoB
BbiBog cepBepa us knactepa Ab

Ons BbiBOga cepsepa u3 knactepa [Ob Heobxognmo oOTKpbITb rnaBHoe MeHio Kowconu ELLY E —
«[lMapameTtpel knactepa Ob».

MosiBuTCA OKHO «[apameTpbl knacTepa [b», U3 cnucka cepBepoB KnacTepa BbibpaTb cepBep AN BbiBOAA
n HaxaTb «BbiBecTu» (puc. 45). Nosasutca coobuieHne o6 ycnelHom BbiBoge cepBepa u3 knactepa ELLY
Dallas Lock n ganee KoHconb ELLY nepesanyctutcs.

[ Mapametpel knactepa A6

WmMa pomeHa:

[Lomeq BezonacHocTk

Crnucok cepeepoe:

Cepeep Cratyc
obad-win2016-34:17900 Jocrynen
WIN-TQEATEDUVIETTI00 Joctyned

BeisecTh

3aKPpEITE

Puc. 45. Cnncok cepsepos knactepa [1b



Mpu wraTtHOM BbIBOAE cepBepa ELLY n3 knactepa ocyulectenseTcs:

e onoBelleHne cepepoB ELLY B cocTaBe knactepa o BblBOAE CepBepa;

e nepepacnpegeneHne KBOT Mexay cepBepaMy B KfacTepe B COOTBETCTBUM C OCOBEHHOCTAMU
HasHayeHus KBOT Ans AoMeHa (cM. «OcoBeHHOCTN NuLeH3npoBaHus knactepa [16»);

® epexoq CUCTEMbl XPaHEHUS XYPHANoOB BbIBOAUMOIO cepBepa B JTIOKanbHbIN PEXNM;

e cbpoc norvHa v napons y4eTHon 3anvcu admin, a Takke Koga AocTyna K cepsepy;

* 1CYe3HOBeHVe Bcex OBLEKTOB 13 AepeBa OOBLEKTOB.

Ecnu nocne BbiBOAa cepBepa u3 knactepa [1b B pesynbtaTe pacnpegeneHuns KBOT OCTaBLUMECS CepBepbl
nony4yaroT KBOTY Ha [1b Ha MeHbLUee 4YMCno NogYMHEHHBIX OOBEKTOB, YEM yxKe 3apermctpuposaHo B [B,
Takas kBoTa He npumeHsietcs. Knactep OB yHKUMOHMPYET B OrpaHMYEHHOM pexume OO0 MOMEHTa
NPYMEHEHNS NULEH3uNn, obecneynBaroLLier JOCTAaTOUHYO BENWYMHY KBOTbI Anst gaHHoro Ob.

4.5.3 9KCNopT MHUNAEHTOB 6e30MNacHOCTU

Ons 9KCMNOpTUpOBaHUA MHUMNOEHTOB ©e3onacHoCTU B SIEM-cuctemy Heobxoanmo OTKPbITb IMaBHOE MEHI0

KoHconu ELLY — «OkcnopT UNB».
MosiBuTCA OKHO «3kcnopT NB» (puc. 46).

D 3kcnopt B X

3KCNOPT WHUMAEHTOE Be3onacHocTH B SIEM cucTemy

Topmat: | Syslog (RFC 5424) o
Cepeep: |I|:n:a|h|:|st |
MpoTokan: |TCP “
MopT: 514 2]

MpYMEHUTE OTMeHa

Puc. 46. OkcnopT nHunaeHToB 6e3onacHocty B SIEM

B okHe Heobxoanmo:

MocTtaBuTb donar «AkcnopT MHUMAEHTOB 6e3onacHocTu B SIEM-cuctemy».
BeibpaTtb hopmat akcnopra.

Yka3aTb ceTeBoe UMs cepaepa.

BbiGpaTb MPOTOKON 1 MOPT MNOOKMIOYEHMS.

HaxaTb KHOMKy «[TpuMeHUTb».

Ecnu npouecc npowen ycnewHo, 4epe3 HeKOTOpoe BpeMs WHUMAeHTbl 6esonacHoctn 6yayT
3KCNOpTMPOBaHbl B BbiIbpaHHOM dopmate Ha SIEM-cepsep.

agrwNE

4.5.4HacTtponka KoHuUrypaumoHHbix dannos

B ELY Dallas Lock cywectByeT BO3MOXHOCTb BblOOpa HeObOXOAMMbIX TMNOB OOBLEKTOB Ans paboThbl
B JAHHOM  3K3emnnspe KoHconu. [ns  HacTpolkum  HeobxoOMMO  OTKPbITb  [MaBHOE  MEHH

KoHconun ELLY E — «HacTtporika kKoHdUrypaunoHHblx danosy.
MosiBuTCA okHO «HacTporika KoHUrypaunoHHbix oannos» (puc. 47).



U Hacrpoika koHdwrypaunoHHex dainos o

BribepuTe HEoDXOAMMEIE MOLYMN ANA pE00TEl B KOHCOMM;

Cuncrema
MNog4MHEHHEBIA gOMEH
v [ Dallas Lock 8.0 VK8
peaakuma-C
MexceTesoi 3KpaH
CucTema oBHapy#eHUA BTOPHEHWNIA
C/13 Dallas Lock MK4
v [ Dallas Lock Linux WK2
MexceTeson 3Kpan
CKH
hd Dallas Lock C311 B ME4
CTaHAapTHaA pefakLma
Paclumpennan pejakuna
4 war DL
CeTesoe oBopyaoEaHne
ArEHT ELLY
Kaspersky Security Center
Kaspersky Endpoint Security
Cepeep BezonacHoctu VKD

MprMeHKTE OTmeHa

Puc. 47. Hactpolika KoHu1rypaLmoHHbIx dannos

B okHe Heobxogumo npocTaBuTb drnarM psgoM ¢ obbekTamu, C KOTOpbIMW MpeanonaraeTcs pabota
B JaHHOM 3K3eMMisipe KOHCOMM.

4.5.5MpuHagnexHocTb K aomeHy Active Directory

Onsi obecneyeHns BO3MOXHOCTM peructpauum B [lomeHe GezonacHoctu ELLY Dallas Lock yyeTHbIx
3anucen gomeHa Active Directory fOMmKHbI BbINOMHATLCS CreayloLimne yCrnoBus:

1. MK ¢ OC Windows, Ha KOTOpOM ycTaHoBrneHa cnyxba ELLY, nomkeH 6biTb BBeaeH gomeH AD uvnu
ABNATLCHA KOHTpONnepom goMeHa AD.

2. Ha TK ¢ OC Linux, Ha koTopom ycTaHoBneHa cnyxba ELlY, Heobxooumo ykasaTb MOMHOCTbIO
onpeeneHHoe UMs AOMeHa.

[ns npocmoTtpa nHdopmauum o Tom, K kakomy gomeHy AD npuHagnexut ELLY Dallas Lock, Heobxogumo

OTKPbITb rNaBHoe MmeHto KoHconun ELLY E — «[lMpuHagnexHocTb k AoMeHy Active Directory».
MosiBuTCA okHo «[lMpuHagnexHOCTb K AomeHy Active Directory» (puc. 48).

0 MpuHagnexHooTe K aomery Active Directory x

MoNHOCTED oNpedenEHHoE MMA AoMeHa (FQDM)

secdomain,ad

OTMEHa

Puc. 48. MNpuHagnexHocTb K gomeHy Active Directory



B okHe OynmeT ykasaHO MNOMHOCTbIO onpedeneHHoe umsi gomeHa AD (FQDN). Ecnu cnyxba ELY
pasBepHyTa Ha K ¢ OC Linux, none ¢ MMeHeM AOMeHa MOXHO OTpeakTUpOBaTb.

4.5.6 MapameTpbl paboTbl

MapameTtpbl pabotbl ELlY Dallas Lock HacTpauBatotca B rnaBHOM MeHio KoHconu ELY E —
«lMapameTpsbl...» (puc. 49).

D Hacrpoiikm *

Crocof§ NOAKNIOHEHIA K C2pBEpY

(O TMonxoe aomexHoe uMa
CeTesoe ofiopynoBaH1e .
\_J IP-agpec

Maayn (®) 0Ofa cocobia
Kaspersky MPMOPUTET: NOMHBIE AOMEHHBIE MMEHE ~
HypHane! ONoBeLEeHUA HEAOCTYMHOCTH obbeKTa

HacTpoiika ysegomMneHuil OnoBELLEHNE NP OTCYTCTBNM CBA3M C ofiberxTom (B anAx): |9El = |

D CMHXDDHMBELMQ CHCTEMHOMO BPEMEHK B AOMEHE BesonacHocTK
Wcnonb3yemelii YacoBoi Nosc
(®) Cepeepa [moayns
() Konconm

~ =
) 3apaHHbIi

MoKa3EIBaTE YACOBOI NOAC B OTMETKAX BpPEMEHH

MpeaynpexaeHna

Mpeaynpexaerui ckpemo: 0 BoccTaHoBUTE NpeaynpesaeHus

MprMEHUTE OTMeHa

Puc. 49. Obwue napameTpsl

O6wme napameTpbl paboThbl

Ha Bknagke «O6wume» HacTpanBaroTCa napameTpbl, obwme ansa scex o6bvekTos [b.
B naHHOM okHe gocTyneH Bbibop ucnosnb3dyemoro cnocoba nogkntoyeHus k cepeepy ELLY Dallas Lock:

e [OSfIHOE JOMEHHOE UMS;
e |P-agpec;
e 06a cnocoba ¢ NPMopPUTETOM NOAKMYEHUS NO:
e  MOSHbIM AJOMEHHBIM MEHAM;
e |P-agpecam.
B okHe npou3BoguMTCcs HacTpolka napameTtpa «OnoBeLLeHNe HEAOCTYNHOCTM OObEKTa» C BO3MOXHOCTLIO
OTKIMOYEHUS/BKINIOYEHNS LAHHOrO napaMeTpa WM YCTAHOBKM 3HA4YeHWst cpoka B AHSAX, MO UCTEYEHUHD
KOTOPOro nocTynaeT OnoBeLleHne 06 OTCYTCTBMM CBSI3N C OOBEKTOM.
YcraHoBka cnara ansa napametpa «CUHXpPOHU3aUMs CUCTEMHOIO BPEMEHM B AOMeHe 6e30MmacHOCTU»
BKIMOYaeT CUHXPOHM3ALIMI0 CUCTEMHOIO BpEMEHU Ha BCcex Moaynsx, Bxoaduwmx B coctas b ELLY Dallas
Lock.
MapameTp «Mcnonb3yembli HacoBOW NOSIC» NMO3BOMSET BbIOpaTb UCTOYHUK YAaCOBOro nosica C MOMOLLLIO
paguokHonkm co 3HadeHuamu: «Cepsepa/moaynsay», «KoHconu» u «3apaHHbiiy. Takke napameTp
«Mcnonb3yemMbii  4YacoBow NOAC» NO3BONSET 3adaTb BMA OTODOpaXeHUs BpEMEHW B KypHanax
KoHconu ELLY.
Takke ecTb BO3MOXHOCTb BOCCTAHOBWUTb CKpbIThble NMpeaynpexaeHusl, HaxaB Ha KHOMKy «BoccTtaHoBuTb
npegynpexaeHns».

MapameTpbl ceTeBOro o60pyaoBaHus

Ha Bknagke «CeTeBoe obopynoBaHWe» 3adaeTcs MepUOAMYHOCTb MPOBEPOK CETEBOro 06opyaoBaHMs
no npotokony SNMP n SSH (puc. 50).



D Hactpaiicm *

Cbume MEPHOAHHECKEA NPOBEPKE ADCTYNHOCTH
MepHOAHHHOCTE NPOBERKH ADCTYMIHOCTH (B MUHY Tax)!

MEPHOAHHECKaA NPOBEPKE LENOCTHOCTH
MEpHOAHHHOCTE NPOBERKH LENOCTHOCTH (B MAHY Tax): _

COBHOBNEHME KOHDMMYPALHOHHELX DafiNoE CeTEBEIX YCTPOHCTE

oe 000pY ADESHHE

Mogynm
Kaspersky

HypHanL!

BelOpaTe...
HacTpofika yee A0MneHHi

Syslog-cepeep

Mp+em UDP-coobiwerki, nopt: |514 -

D Mprem TCP-coobweHi, nopT: 1468 -
PHNETPaUHA CoOBWEHHA N0 Ba%HOCTH

[¥poBeHe 0] YpesermMalitan cHTyauma

[¥poEeHe 1] Tpesora

[¥poBeHE 2] KpuTHYeCkoe cobbiTHE

[¥poBeHe 3] Cwkbka

[¥poeeHe 4] MpeaynpexaeHie

[¥poEEHE 5] ¥EELOMNEHME

|:| [¥poBeHs 6] MHBOPMALHOHHOE COOBLLEHHE

[ [¥poeene 7] OTnagouHos cooflueHre

MPHMEHHTE OTHEHA

Puc. 50. NapameTtpbl SNMP 1 SSH

JocTynHbl cnegyowne napameTpsl:
e  NepuoaMYHOCTb NPOBEPKM AOCTYMHOCTM (B MUHYTax). [aHHbli napameTp NpUHUMaeT 3HaveHus
oT 10 MuHyT Ao 31 gHsa (44 640 MUHYT), 3Ha4YEeHUe No ymon4yaHuo: 60 MUHYT;
® MEepPWOAMNYHOCTb MPOBEPKU LIENTOCTHOCTM (B MUHYyTax). [aHHbI napameTp nNpuHMMaeT 3HayYeHus
oT 10 muHyT o 31 gH4A (44 640 MUHYT), 3Ha4YeHUe no ymondaHuto: 360 MUHYT.

MononHuTte Basy koHdwurypauun ELLY Dallas Lock, T.e pobaButb He ykasaHHble B ELLY Dallas Lock
COOTBETCTBMSA MAEHTUMUKATOPOB ceTeBbIX YyCcTponcTB (SysObjectiD OID) n ux Mogenenm MOXHO
cnegyowummn cnocobamm:
1)OTtpepakTupoBaTb BpyYHYyto dain extra-ids.ucNetworkCfg, koTopbli pacrnonaraeTcs:
e B OC Windows: C:\Program Files\UCC\share\snmp\extra-ids.ucNetworkCfg;
e B OC Linux: /opt/lUCC/share/snmp/extra-ids.ucNetworkCfg.
2)[Mo 3anpocy B cnyxbe TexHudeckon nogaepxkn (helpdesk@confident.ru) MOXHO NONYyYUTb
o6HoBrneHnss basbl koHdurypaumii ELLY Dallas Lock. [Ons npyMeHeHMs MNOMNy4YeHHbIX OGHOBMEHWUN,
HeobxoaMMO ykasaTb K HUM NyTb B pasgene «OGHOBReHWe KOHUrypauuoHHbIX (anroB CeTeBblX
YCTPONCTBY.

Hwxe gocTynHbl cnegytowme HacTponkn Syslog-cepsepa:

e  BKIOYEHME/BLIKIMIOYEHNE C MOMOLLbIO Yekbokca npuema Syslog-coobuweHuit no UDP-npoTokony
M Ha3HayeHve cooTBeTCcTByOWero nopta. 1o ymonmyaHuio 4ekDOKC BKIHOYEH, MOfe «nopT»
aKkTnBHO, yctaHoBneH 514 nopr;

e  BKIOYEHUE/BBLIKIMIOYEHNE C NMOMOLLBIO Yekbokca npuema Syslog-coobuweHunii no TCP-npoTtokony
N Ha3HayeHWe CcOOoTBEeTCTBYOLWEro nopta. Mo ymonyaHuio 4eKOOKC BbIKIIOYEH, MOME «MOpT»
HeakTUBHO, ycTaHoBMeH 1468 nopr;

e HacTpoWika YpOBHEWN BaXHOCTM coobuieHun (tTabnuua 1), obpaboTky kotopbix ELLY Dallas Lock
OOMMKEH ocyLLecTBnATb. 10 yMOnYaHuio BKNOYEHbl YekBOoKebl Ans ypoBHen 0-5.

Ta6nuua 1. Knaccudumkaumsa ypoBHen BaxXHOCTU cobbITui B Syslog
3HavyeHue YpoBeHb CepbLe3HOCTU OnucaHue

YUpesBblHanHasa cuTyauus
(emergencies)

1 Tpesora (alerts) Heobxoanmo cpoyHoe BMeLaTensCTBo

Cucrtema He pabotocnocobHa


mailto:helpdesk@confident.ru

Kputunyeckme cobbitusa

2 i Kputunueckme cobbitna o coctosHum CY
(critical)
CoobueHuns 06 owmnbkax
3 - Ycnosus owmbku
(errors)
BceBo3amoxHble
4 . Ycnosusi npegynpexaeHns
npepynpexaexHus (warning)
HopmanbHble, HO BaxHble yCrioBuS (He SBNSAOTCA
BaxHble yBegomneHus
5 e OLINBOYHBIMU COCTOSIHMAMM, HO TpebyT ocoboro
(notifications)
BHMMaHNS)
6 WHdopmMaLMOHHbIE WHble WHOPMaLIMOHHbIE coobLeHus, He
coobuweHus (informational)  Tpebyowme ocoboro BHUMaHMs
- OTnafoyHble coobLLeHus! CoobuieHns copepxar VHdopMmaumio,
(debugging) MCMNonb3yeMyto TOMbKO Npu OTNaake

MapameTpbl paboTbl Moaynen

Ha Bknagke «Mopgynu» 3agaeTtcst nepuognyHocTb cbopa KypHanoB u cuHxpoHusaumm ELLY Dallas Lock
¢ mogynsmu (puc. 51).

O Hactpokikm

CeTeBoe 0BOpyY AO0BaHME MEpHOA CHHEPORMZ ALK Hikor 4a

x

[ PafioTa c oTueramm

MEpHO AHYHOCTE NPOESPKH WENOCTHOCTH: 5 MHH, b

Kaspersky

H¥ypHane!

HacTpofka yEeAOHREHHA

MpHMEHTE OTrMERS

Puc. 51. NapameTpbl Mogynen

Mepuop cbopa XXypHanoB ¢ MOAYIMEN U NEPUOL CUHXPOHU3ALMM MOTYT NMPUHMMATL 3HAYEHUST OT 5 MUHYT
no 1 Hegenu n «Hukorga». 3HayeHne No ymonyaHuio — «Hukorgar.

3HauyeHunss gaHHbiX napameTpoB AVB fgomkeH 3agjaBaTb B 3aBMCUMOCTM OT Harpysku CeTu, 4acToTbl
BHOCUMBbIX U3MEHEHUN U KONTMYECTBA NOOKITFOYEHHBIX MOAYIEN.

Mocne yctaHoBku ¢hnara «PaboTa ¢ oT4yeTamu» BO3MOXHO HACTPOUTb MEPUOAUNYHOCTb MNPOBEPKM
LernoctHocTu otyeToB Moaynen AreHT ELLY. Nepuron nposBepkn MOXET MPUHMMATL 3HA4YeHUs OT 5 MUHYT
0o 1 Hegenw. MNo ymonyaHuio yHKkUmst «PaboTa ¢ oT4eTaMmn» — OTKIOYEHa.

MapameTpbl Kaspersky

Ha Bknagke «Kaspersky» (puc.52) 3apaetcsa nepuoguyHOCTb cbopa XKypHamoB W CUHXPOHWU3ALUK
c cepsepoM Kaspersky Security Center (KSC). lNepuog cbopa xypHanoB ¢ cepsepa KSC u nepuopg
CUHXPOHM3ALMM MOTyT NpUHMMAaTb 3HadeHuss OT 5 MuHYT o 1 Hegenn u «Hwukorga». 3HauveHue
no ymonyaHmio — «1 4.».



& Hacrpoiikn X

Mogynu

Kaspersky
HypHans!

HacTpoiika yBeAOMIEHMI

MpHMEHMTE OTMeHa

Puc. 52. NMapameTpbl Kaspersky

MapameTpbl XpaHeHUst XKypHanoB

Ha Bknagke «KypHanbi» (puc. 53) otobpaxaeTcsa nHpopmauus o TekyLwem cnocobe xpaHeH s XXypHanos,
BbIGpPaHHOM B NpoLEecce yCTaHOBKM, a TakKe BO3MOXHOCTb PpeAakTMpoBaHUs crnocoba xpaHeHus XXypHanos
yXe Ha yctaHoBneHHoMm ELLY Dallas Lock.

Mpun BbIOGOPE «Mcnonb3oBaTb PostgreSQL» HeobxoamMmo 3anonHUTbL Nons:
aZpec cepepa;

NnopT NOAKIIOYEHMS;

umsa 6a3bl JaHHbIX;

MMS nonb3oBaTens;

naporb.

Mpw BbIGOPE «Vcnonb3oBaTh BHYTPEHHIOK CUCTEMbI XPaHEHUSI» 3aMONHATL NOMS HE HYXHO.
Mo ymonyaHutio BbIGpaHo 3HayYeHne «/cnonb3oBaTh BHYTPEHHIOK CUCTEMY XPaHEHUS».

@ Hacrpoiikn X

1 =
OBLwme | (!J WNonb30BaTh BHYTPEHKOK CUCTEMY XPaHEHKMA

O Wcnonezosate PostgreSOL
| Cetesoe ofopynosaHue |

Moaynm
Kaspersky

| HacTpoiika yEenoMneHmi |

MpyMeHKTE OTMeHa

Puc. 53. MNapameTpbl XpaHeHNs XypHanoB




Hactponka yBegomneHun

Ha Bknagke «HacTpoiika yBegomneHuin» (puc. 54) MoXXHO onpeaennTb KOMY 1 OT Koro 6yaeT oTnpaBsieHo
MMCbMO, Takke 3aJaTb TEMY NMMCbMa 1 ero TekcT. NS peaakTMpoBaHWs BKIaakM HEOGX0AMMO YCTaHOBUTh
donar HanpoTus CTPoku «OTNPaBATL YBEAOMMNEHUs» (Mo yMOonyaHuio donar He BbicTasneH). Tema 1 TeKcT
nvcbMa 3afaHbl MO YMOJYaHWI0.

B none «KntoyeBble crioBa» HEOO6X0ANMMO 3aNONHUTbL NONS:

e cepBep;
e NOpPT (N0 ymonyaHuio — 25);
e rnonb3oBaTerb;
e naponb.
B ctpoke «llndposaHne» BbIGpaTb HEOOXOANMBIN BapUaHT N3 NPeaIoKEHHbIX:
e SSL/TLS;
e STARTTLS;
e Her.

npOBepVITb NMACbMO W TOYHOCTb YKa3aHHbIX OaHHbIX, MOXHO C MOMOLLbO TECTOBOro nmcbma, HaxaB
Ha KHOMKY «OTFIpaBVITb TecTtoBoe nNucbmoy. MNocne Bcex HaCTpPOEK HaXaTb «anIMeHVITb».

D Hacrpoiikm *

Ofuwe OTNpaBnATE YBEAOMNEHUA

Komy:
CeTegoe ofiopynosaHme

OT Koro:

Mogynu
Tema: MpousoWen MHUMAEHT BesonacHocTh

Kaspersky

TEKCT NUCcbMa:

HypHans MpouzoWwen MHUMAEHT DESONacHOCTH:

Wma pomeHa: %ouMA gomeHa %o
Onucatne cobbiTua: %ecofibmue %
BpemMA perucTpawm cobbiTia: %epenas
APM: %oAPM %
Moayns: YeMooyne %
PesyneTaT: YepesynsTaTt Y
[AononHuTensHan MHhopMaLma: Yeaon. MHd, %
MpUopUTET CoBBITHA! YerpUOpUTET %

Knouesble cnosa

Cepeep: Mopt: | 25 =
MonbsoBaTens:

Mapone: [ITTITTTTY

LLdpoBaHmre: ':::' SSLJTLS ':::' STARTTLS '@:‘ Het

OTNpaBWTE TECTOBO0E MMCbMO

MpvMEHUTE OTmMena

Puc. 54. HacTpolika yBegomneHui




5 AOOMEH BE3OMNACHOCTHU ELlY

Ha ypoBHe 16 B aepeBe ob6bekToB KoHconn ELLY dopmmpyetcs Habop BkNagok ans obuiern HacTpomkm
napameTpoB 6e3onacHocTn ans Bcero b n ona Bcex nogy4nHeHHbIx oobekToB gaHHoro [b. MNpu BuiGope
onpegeneHHon BKMagku MNOSIBRSieTCS BO3MOXHOCTb NpocMaTtpuBaTh WM pedakTMpoBaTb NapameTpbl
6esonacHocTu. [lpu BbigeneHun Bknagok 4depes Ctrl/Shift MmoxHO coBepLUMTb rpynnoBble onepauuu
0BHOBNEHNs UK yaaneHus.

5.1 Csopka gnsa b

[ns ynobctea paboTbl BO3MOXHO y3HaTb obLiee coctosiHue Beero [1b, AaHHble cBeaeHus otobpaxaroTcs
Ha Bkragke «CBogka» (puc. 55).
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Puc. 55. «CBogka» [lomeHa 6e3onacHoctn ELLY

HocTynHbl cnepyrowne genctens ¢ [1b Ha naHenn MHCTPYMEHTOB:

O6HoBUTE MHopMaLmio 06 obbekTe Ha Bknagke «CBoaka;
MepenmeHoBaTtb Tekywui AB;

CospgaTb HoBYyto rpynny o6bekToB B [B6;

CkaHupoBaTb ceTb Arnsi OOHapyXeHWUs Moaynen n ceTeBblX YCTPOUCTB;
[o6aBuTb HOBOE CeTeBOE YCTPONCTBO;

[MpoBepuUTb OOCTYMHOCTL CETEBLIX YCTPOWCTB;

lMpoBepuTb LENOCTHOCTb CETEBbLIX YCTPOWCTB.

Nook~wNE

MepeuncrieHHble Bbllle AENCTBUS Takke [OCTYNHbl M3 KOHTEKCTHOro MeHwo y3na [OB B pepese
obbekToB [1b.

KomaHgbl onepaTMBHOrO ynpaBreHUs Ha MaHenn MHCTPYMEHTOB (HAabop KomaH4 3aBUCUT OT OOBLEKTOB,
BXxogswWwmx B coctas [B):

BbikniounTs;

Mepesarpy3nTb;

Pa3bnokupoBaTtb nonb3oBaTenem;
lMepecuntaTb LLENOCTHOCTD;
CobpaTb XypHanbl;
CWHXpOHM3MpOoBaTh;

CucTeMHbIV XypHan;

BknounTb aBapunHbIA PEXUM;
OTKNIOYNTL aBaPUNHBIV PEXUM;

©CoNok~wWNE



10.YpaneHHoe BKNIOYEHME;
11.C6pocntb GrOKNPOBKY;
12.06HOBUTD.

MpumeyaHue. Pe3ynbTaT  BLINOMHEHWUST  KOMaH4  OMepaTUBHOrO  ynpaBreHus
He oTpaxaeTcsa B XypHanax ELLY Dallas Lock. Takke He npegyCMOTpeHbl BCnbiBalowmue
1 Npoyre yBeJOMIIEHUSI O pe3ynbTaTax BbINOMIHEHUSA KOMaHA ONepPaTUBHOIO yNpaBreHusl.

B pabouent obnactu Bknagkn «CBoaka» pacrnonoXxeHbl criegyowmne pasgens:
1. «NHdopmaums o6 obbekTe» (puc. 56).
B naHHOM paspgene BbiBOAMTCSA MHpOpMaUUS:

e 0 cepBepax, BBeAEHHbIX B Knactep gomeHa 6e3onacHocTy;

e 0 HanU4yMu poaUTENBLCKOrO AOMEHa;

e 0 COCTOSIHMM M napameTpax nuueH3un Ha ELLY Dallas Lock (onmcaHne HacTpoviku napameTpoB
NMLEH3UM NpUBELEHO B pasaene «HacTponky NMLEH3MPOBaHNS»).

[na obHoBneHns nHdopmMaumm, NpeacTaBneHHoON B AaHHOM pasgene, cnefyeT HaxaTb PacnoiOKEHHYHO
Ha naHenu «[lencteua» kHonky « OBHOBUTBL» UM NEPENTN Ha NOOYIO OPYryl0 BKNaaKy U BEpHYTbCA Ha3aa.

NH®OPMALIMA Ob ObbEKTE

Cepeepa knacTepa ELY obad-win2016-34.isc.confident.spb.ru: 17900, obad-win2016-34: 17300, win-1gea18duv1j.isc.confident.spb.ru: 17900

PoaWTENbCKMIA AoMeH  HeT

NAPAMETPBI MMUEHZHH MoppobHee
APM 3 /333333

CeTeBble YCTPOACTEE 1/333333

Mog4MHeHHBIE AOMEHEI 0 /333333

ELY DALLAS LOCK WCMoNB3yYEMBIE l|"BCEI'D

Puc. 56. Pasgen «MHdopmaums 06 obbekte»

2. «MHUmMpgeHTbl 6esonacHocTuy (puc. 57).

B pasgene BbiBOAUTCA MHGOPMaUMS O KONUYECTBE MHUMAEHTOB 6e30MacHOCTN Ha BCEX MOAYMHEHHbIX
obbektax [B 3a BbiGpaHHbIN nNepuog B dopmaTe: He MpoYUTaHo/BCEro MHUMAEHTOB Ge3onacHOCTW.
Mpu akTMBHOM (pnare «TONbKO HEMPOYUTaHHbIE» HA MHAOPMALUOHHOW naHenun GyaeT oTtobpaxaTtbes
NHGOPMaLMA TOMBbKO O HEMPOYMTaHHbIX MHLMAEHTax 6e3onacHoOCTw.



VHLIMAeHTbI Be3omnacHocTA
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Puc. 57. Pasgen «HUMaeHTbl 6e3onacHoCTU»

Mepuoa BpeMEHW MOXHO W3MEHWTb B BEpPXHEeW 4acT WHGOPMAaLMOHHONW naHenm

«MHUMOEHTHI

©e3o0nacHOCTUY» C NMOMOLLIbIO BbiNadatowero cnucka «3a nepuon». Bo3MOXHbI cnegywwme sapuaHTbl:

CeroHs;
BYepa;
Heaens;
mecsL;

roa;

3a Bce Bpems;

HeobX0AMMbIV OTPE30K BPEMEHM.

B ueHTpanbHOMW 4acTM MHGOPMALMOHHOW NaHenm

0 BriBepuTe neprog BpemMeHn >
Meproa
c: |20.10.2019 v | [13:06 2
Mo: |20.10.2020 | [13:06 ]
OTMeHa
Puc. 58. Buibop nepvoaa BpemeHu
«MHunpeHTbl  GesonacHoCTM»

BblIbpaTh CBOM — Mpu BbIOOpe AaHHOrO NyHKTa B NOSBMBLLUEMCS OKHe (puc. 58) BO3MOXHO 3agaTtb

pacnofioXxeHa

rmcrtorpamMmma, Kotopas 0To6pa>|<aeT KONMYECTBO MHUMOEHTOB 6e30nacHOCTN BCEX TUMOB 3a Bbl6paHHbII7I
nepunoa BpemMeHu c onpeaenexHHbiM warom (pMC. 57). an HaXaTunn Ha 3NnemMeHT rmcrtorpamMmmel, B Tabnuue
0To6pa>|<a+0Tc;| MHUMNOEHTbI 3a BbI6paHHbII7I Liar BpeMeHn.

Moa FI/ICTOFpaMMOIZ pacnonoXeHbl KpyroBble anarpamMmmbl:



e Mo TUNy — oTobpaxaeT KONMYECTBO MHLMAEHTOB 6€30MacHOCTH onpeaeneHHoro Tnna;

e MO NpuopuTETY — OTOBpaxaeT KONUYEeCTBO UHLMAEHTOB 6e30nacHOCTU Mo UX NpuopuTeTam.
MogpobGHee o HacTporike oTobpaxeHns nHpopmaLmnoHHom naHenn «MHUMageHTbl 6e3onacHOCTU» onNUcaHo
B pasgene «HacTtporka nHumMgeHToB 6e30nacHOCTUY.

B HwkHen 4yactM paHHoOW WHGOPMAaUMOHHOW MaHenu pacnonoxeHa Ttabnvua € coodWweHns MK
006 nHumaeHTax 6esonacHocTU. C MOMOLLbIO KOHTEKCTHOIO MEHIO MOXHO yNpaBnsaTb CIMCKOM UHLMOEHTOB
6e3onacHocTu (puc. 57):

e He KBUTMPOBATb MpU MNpPOCMOTpe (ecrnm 4ekbBOKC yCTaHOBMEH — MNPOCMOTPEHHbIA WHUWOEHT
He ByaeT aBTOMaTUYECKM NOMEYEH KaK KBUTUPOBAHHbIN);
yaanuTb BblAENEHHOE;

NMOMETUTL BblAeNeHHOE NPOYUTAHHBLIM;

NOMETUTb BblAENEHHOE HEMPOUYNTAHHbLIM;

BblAENUTb BCE;

CHSITb BblENEHNe.

[BOMHON KNWK MO COOBLUEHNIO C MHLUMAEHTOM OTKPOET OKHO C AaHHbIMM 006 3TOM mHumaeHTe (puc. 59),
B Tabnunue BbiIOpaHHOe coobLleHMe KBUTUPYETCS Kak npo4vuMTaHHoe (npu  OTCyTCTBUM 4ekbokca
B KOHTEKCTHOM MEHI0 «He KBUTMpOBaTb Npu NPOCMOTPEY). Haxkumas Ha KHOMKN «BBEPX» N «BHU3» MOXHO
oTMeuvaTb COOBLEHNS Kak MpoYnTaHHble, MpocMaTpmBas Npeablaylime unm cnegyowme NHUNOEHTI.

QD Npocmarp *

Bpena
2022-03-17 14:44:36 (GMT+03:00)

APM
CLL

Moayne
Dallas Lock Linus: WMEZ

CobbiTHe
MoneITKS EX0AA € HEMPAEHNEHEIM NAPONEM

PesynbTart
¥Ia3aH HEBEPHEI Naponk.

MpuopuTeT
Hhztmi

JlononHUTENBHBIE CBEAEHWA
User authentication

KevTHpOBan
admin

BpeMA KBUTHPOBAaHKA
2022-03-17 14:45:25 (GMT+03:00)

KOoMMeHTapuH

| E | 3aKpEITE

Puc. 59. Cnucok yyeTHbIx 3anuncen b ELLY

PeanunsoBaHa BO3MOXHOCTb 3KcnopTa oTyeTta 00 uHUMaeHTax Oe3onacHocTu B pavinm Mo KHOMKe
«QkenopT» (puc. 57). lNocne Haxatus «3IKCNOPT», B MOSIBMBLUEMCS OKHE, HYXXHO yKasaTb NyTb
ONs coxpaHeHust otdeTa (B doopmaTe .txt) ¢ JaHHbIMKU M3 Tabnuubl ¢ MHUMAEHTaMy 6€30nacHOCTM.

D Coxpanenme daiina X

CoxpaHHTE afin KakK, ..

| —

COEpaHTE OTHMEHA

Puc. 60. 3kcnopT nHumMaeHToB Ge3sonacHocTu B dpaiin



MpumeyaHue. B Tabnuue ¢ coobuieHnsimm 06 nHunaeHTax 6e3onacHoCT Bpems cobbiTms
NpoCTaBnseTcs B 3aBUCMMOCTM OT MOAYIEN, KOTOopble AaHHOe cobbiTve npucnanu — unu
BpeMs BO3HVWKHOBEHWSI CaMoro cobblTust HA Mogyrne, unn Bpems NoryyYeHust coobLleHns
0 cobbiTun Ha ELLY Dallas Lock.

5.2 Monb3oBatenu u rpynnbl Ab

Bknagka «[lMonb3oBatenu u rpynnbi» Ha ypoBHe OB no3sonseT ynpaensAtb rnobanbHbIMU y4eTHBIMM
3anucamu u rpynnamm none3osatenen b ELLY Dallas Lock (puc. 61).

10 Koncone ynpasnenna ELLY [domen besonacnocr: UccTestingDomain, Cepaep: secsr].dllocal: 17900] - o X
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Puc. 61. Cnucok yy4eTHbIx 3anucen b ELLY

5.2.1MapameTpbl nonb3oBaTenen

Kateropus «lMone3oBatenu» Ha ypoBHe [1b cogepxmT cnucok rmobanbHbiX y4eTHbIx 3anucen Ob.

Cnncok y4eTHbIX 3anucen nonb3oBarternen Ha yposHe [16 npeacrtaenset cobon Tabnmuyy ¢ nonsmu:

1. «CocTtoaHne» — cogepxut donar BKNOYEHUS/BLIKMIOYEHNS y4eTHOM 3anncu nonb3oBaTens Ha AaHHOM
ypoBHe. None «CocTosHne» NpMHUMaET crneayLmin BUa;

OTMeYeHHOoe hriarom none o3Ha4vaeT, YTo JaHHas y4YeTHasi 3anucb Nonb3oBaTensa MMeeT 4OCTyn
Ha yposHe [b;

|:| — NYyCTO€ noJie O3Ha4YaeT, YTO y4eTHaa 3anncb OTKIOYEeHa ANA pa6OTbI Ha ypoBHE 06

MpumeyaHue. 3HaveHne nons «CoOCTOSHWE» HE OTPaXaeT COCTOsIHME YYEeTHOW 3anucu
nonb3oBaTenen Ha BrOXeHHbix ob6bekTax [b. Hanpumep, ydeTHas 3anmcb MoXeT ObiTb
OTKMoYeHa anga pabotbl Ha ypoBHe b (none «CoctosHMe» — MycToe), HO MMEeTb AO0CTyn
Ha ypoBHe BKkMoYeHHoro B Hero APM (ctout donar B none «CoctosiHne»).

Ecnu M3amMeHnTb COCTOSIHME YY4ETHOW 3anucy Ha YPOBHE BhILWE B AEPEBE, HA BMNOXEHHbLIX
00BbeKTax — COCTOSIHME U3MEHUTCS NpUHyauTenbHO. Hanpumep, nocne OTKMHOYEHWs aAngd
paboTbl yyeTHOM 3anucy Ha ypoHe [1B, paboTa yvyeTHOM 3anncu OTKMYaeTcs Ansi BCEX
BNoXeHHbIX rpynn, APM (mogynen B coctase APM), moagynen 6e3 APM 1 nHbix 061EKTOB.

2. «Y4yeTHas 3anucb» — coAepXuT nma yquH0|7| 3anuncu;

3. «Tun yyeTtHow 3anucu ELY» — cogepxut uHpopmauuio o TOM, ANS MOAyNen Kakoro Tuna
NPUMEHSIETCA JaHHas y4yeTHas 3anucb. Bo3amoXkHble 3Ha4YEHUS:

e Bce — y4yeTtHas 3anvcb npumeHnmMa Ansa Bcex moaynen (kpome mogynsa WAF);

e DL 8.0 — yyeTHasa 3anucb npumeruma ansa mogynsa C3U Dallas Lock 8.0 (cm. «MOOYJb C3U
DALLAS LOCK 8.0-C/K»);

e DLL — yyeTHas 3anuck npumeHuma ans mogyns C3UW HC[ Dallas Lock Linux (cm. «MOOYI1b
C3W HCO DALLAS LOCK LINUX»);

e DL 8.0 C3M B — y4yeTHas sanucb npumeHuma ans mogyns C3U BW Dallas Lock (cwm.
«MOOYIb C3U BV DALLAS LOCKVY);

e C[3 — yueTHasa 3anucb npumeHuma ana moayna CHA3 Dallas Lock (cm. «MOAYMNb CA3




DALLAS LOCKWY).
4. «[onHoe UMsi» — COAEPXKUT NONHOE UMSI YYETHOW 3anucu;
5. «OnuncaHne» — coaepXuT onucaHue y4eTHOW 3anucy;
6. «Bnageneu» — ykasbiBaeT Ha kakoM ypoBHe aepeBa ELLY Dallas Lock 6bina cosgaHa yyeTHas 3anmce;

B kaTeropum «lMonb3oBaTenn» Ha YpoBHE BbILLE, YEM YPOBEHb, Ha KOTOPOM Gbifia co3gaHa
yyeTHass 3anucb. Hanpumep, Ha ypoBHe [Bb Hernb3s MOCMOTPETb Y4YeTHble 3anucy,
CO3[jaHHble Ha YPOBHE rpynrbl OGbEKTOB.

MpumeuaHue. Ecnn yyeTHas 3anuck G6bina cosgaHa Ha yposHe [1B, To:
e Ha ypoBHe [1Ib — none «Bnageneu» OGyaet umeTb 3HaveHue «JlokanbHbIN», N B
cnucke yyeTHas 3anuck OyAeT BbiAeNneHa XMpHbIM HayepTaHeM;
e Ha yposHe rpynnsl (noarpynnel) b, APM (moaynen B coctase APM), mogynen 6e3
APM 1 nogunHeHHbIX JoMeHOB — none «Bnageneuy 0yaet umeTb 3HaveHue «[b
*Nms_ OB*».
AHanornyHo, ecnu ydetHas 3anucb Obina co3gaHa Ha ypoBHE rpynnbl 06bEKTOB, TO:
e Ha ypoBHe rpynnbl none «Bnageneuy 6ynet uMeTb 3Ha4YeHne «J1okanbHbINY;
e Ha YpOBHEe MOAyNewn 3TOW rpynnbl, Ha KOTOPOW Obina co3gaHa yyYyeTHasl 3anuch,
none «Bnageneu» 6yaet nmeTtb 3HaveHue «pynna *Mms_rpynnbi™».
7. «Ponb agmunHucTpupoBaHusay (cM. «Ponesas mogenb y4eTHbix 3anvcen [by).

@ MpumeyaHue. YyeTHble 3anmcu He oTobpaxatoTcsa Ha Bknagke «llonb3oBatenu v rpynnbi»

Ons npuMeHeHnd N3MEHEHNIN CNncka YYETHbIX 3anucen Ha Moaynax Heobxoamma CUHXPOHM3aUunA.

lMpocmoTp 1 HacTporka NapaMeTpoB Nofb3oBaTenen AOCTYMNHbI:
Nno ABOVHOMY LLEMNYKY JIEBON KHOMKOWM MbILUW HA NOMb30BaTers B CMIUCKE;
npu Bblibope nyHkTa «CBOWCTBa» M3 KOHTEKCTHOrO MEHI0, BbI3BAHHOTO LLENYKOM MPaBON KHOMKK

MbILLWX Ha NoJfib3oBaTerie B CrNUcCKe,
. npn BbloeneHnn yquHon 3anmMcn B Cnncke w” Bbl60pe MyHKTa «CBoictBa» Ha naHenu

UHcTpyMeHToB «Onepaunu ¢ nonb3oBatensamu» (puc. 61).

I'IpumeanMe. HaCTpOVIKa napameTpoB nonb3oBarenen OOCTynHa TOJIbKO Ha YypoOBHE
BragenbLa y‘—IeTHOVI 3anncu nofib3oBaTend.

lMocne BbINOAHEHNA OQOHOMO M3 3TUX [OEUCTBUA OTKpbIBAeTcsl OKHO «PepaktupoBaHue nonen
nonb3oBartensa» (puc. 62).



U PepakTupoeaHue noneil None30BaTens X

WMA nons3oeaTena admin

AnnapatHbiid MAEHTUDKUKATOP aNMWAEHTUPNKATOD HE 3313H

Maponm Onncanne AAMUHWCTPATOP N0 YMOA4SHUHY

»

MaHAaTHRIA AOCTYN Monroe uma

CeaHthl U PATMEEHNE | Ty yuetei sanucn Windows He ykazaH
3anper pabotsi CmyxeBrbii nonssosatens Windows Her
Crucok rpynn He cubxpoHusmpyemelii nonssosatens Her
3anpet Bx04a NP HAPYLLEHNM LENCCTHOCTH Her
Kareropwa nonssosarenei CA3 Menszoeatent
Aptoexog 8 CAVMHC] MapameTpbl HE 338a@HBI

QOcHoBHaA rpynna
CHcTEMHBIR nons3ceatent Linux Her
Wrrepnperarep /bin/bash

JoMaLUIHAS JMpeKTopia

Co3gate AvpEKTOpUHD a
AgpavHncTpatop C3M Dallas Leck Linux Her
Jomen ans Linux -

Coxpa-uTe OTMeHa

Puc. 62. PegaktupoBaHue nomnen nofnb3oBatens

Ha Bknagke «OOwwue» npegnaraeTca 3anofiHATb YYeTHble [aHHble M MapameTpbl Mofb3oBaTenen
(tabnuua 2).
Ta6nuua 2. O6wWwme napameTpbl Nonb3oBaTenen

3anosnHsaemble JaHHble U napameTpbl anIMeHeHVIe

ELLY Dallas Lock;
Mone «AnnapaTHbIM maeHTUdMKaTop» no3eonsieT BbiopaTb C3WU Dallas Lock 8.0;
annaparHbIn ngeHTudmkaTop nonb3oBaTens. C[3 Dallas Lock;

C3W HC[ Dallas Lock Linux

B none «OnucaHume» MOXHO BBECTW OO0 KOMMEHTapui ELLY Dallas Lock;
" C3MU Dallas Lock 8.0;

e Soensramepy” 0 5 C1MOOT%: BOOATS G Dalas Lock
P C3M B Dallas Lock

ELY Dallas Lock;
3anonHute «lMonHoe wumA». BeBoauTb NOMHoOe uWMS He .
ob6s3aTensHo. No ymonyaHuto none MMeeT NyCTOe 3Ha4YeHne C3M Dallas Lock 8.0;
’ C3W BU Dallas Lock

Boibpate «Tun y4veTHou 3anucu Windows». [na Tuna

«BpemeHHbIny 06s3aTenbHbIM ycrnoBuem sBnsietca Hactponka C3U Dallas Lock 8.0;
pacnucaHus paboTbl nonb3oBatens. o ymonyaHumio Tun yyetHon  C3U BU Dallas Lock
3anucu nonb3oBatens 6yget uMeTb 3HayYeHne «He ykasaH»

3HauveHne «[Ja» B none «CnyxebOHbI mnonb3oBaTesib

Windows» npegocraBnaeTr  gaHHOM y4yeTHom 3anucu

nonb3oBatens ocobbli ctaTyc. TpebyeTca ONA KOPPEKTHOM

paboTbl MporpaMm, Mpu YyCTaHOBKe KoTopbIx co3gatTca csou C3U Dallas Lock 8.0;
yyeTHble  3anucu  nonb3oBaTenen u  ocyuectensetca C3U BU Dallas Lock
aBTOMaTM4yeckunm Bxoh npu 3arpy3ke OC. Hanpumep, Takomn

cTtatyc Heobxooum npu ucnonb3oBanun nporpamm VipNet nnm

VMware. 1o ymonyaHuio none nmeeT 3HayveHue «Het»



3HayeHne «[da» B none «He cUHXPOHU3UpPYEMBLIN
nonb3oBaTefby yCTaHaBNMBaeT CTaTyC, NPU KOTOPOM OaHHas
y4yeTHas 3anucb Mofb3oBaTenst He CUMHXpoHM3upyetcst ¢ [Ob.
Mo ymon4yaHuio none nmeeT 3HayeHne «HeT»

Cuctema 3awmTbl obecneumBaeT MpPOBEPKY LENOCTHOCTM
nporpaMmmHo-annapatHon cpegpl K, o6bektoB ®C u peecTtpa.
Ecnu ans nonb3oBaTens onumsa «3anpet BXxopaa
Npu HapyWweHUU LenoCTHOCTU» akTUBM3MpOBaHa, TO Mpu
obHapyxeHum HapyLlueHust LLeNnoCTHOCTHU BblOaeTcs
cooTBeTCTBYtOLLEee npeaynpexaeHue n sxon B OC 6nokunpyetca
0O Tex Mnop, noka agMWHUCTPaTop He pas3bnoknpyeT y4YeTHYHo
3anuce. Ecnun xe aTta onums He BKIOYEHa, TO Npu obHapyXeHnn
HapylweHus  uenoctHocTn  BygeT  oTobpaXeHo  TOMbKO
npegynpexaexuve.

HasHaunTtb «KaTeropuio nonb3oBartens CA3». 3HadeHne nons
no ymonyaHuio — «lMonb3oBaTenb»

MpumeyaHue. LUTaTHble nonb3oBaTenu,
JonylieHHble k paboTe Ha 3alUMLLEeHHOM KOMMbIOTEPE,
He AOMKHbl UMETb KaTeropuio «AOMUHUCTPATOPbI»
unu «AygmTopbi».

Atpubyt «ABtoBxogq B C3U HCO» nossomnsieTr HacTpouTb
aBToBxog B C3W Dallas Lock 8.0. o ymonyaHuio napameTpbl
aBTOBXOJa He 3afaHbl.

B none «OcHOBHasa rpynna» Yykas3blBaeTCs HauMMeHOBaHWe
OCHOBHOW rpynnbl nonb3oBartens. one 3anonHsaeTcs BO Bpems
CO30aHuns y4eTHOM 3anucu.

3HaveHne «[da» B none «CuctemMHbIN nonb3oBaTenb Linux»
yKasblBaeT Ha TO, YTO y4eTHas 3anucb nonb3oBaTens siBnseTcs
cuctemHon. No ymonyaHuio none nmeet 3HadyeHne «Het»

Mone «WHTepnpeTaTop» yKa3biBAaeT Ha WHTepnpeTaTrop
KOMaHgHow cTpoku. ObBsa3aTenbHbIi aTpubyT yyYeTHOW 3anucu
nonb3oBatens. 1o ymonyaHuio nmeet 3HadyeHne «/bin/bash».

B none «[omawHas AUpPeKTopuAa» YyKasblBaeTCA NyTb
K JOMalLHeNn ONpeKTopun nonb3oBartenis.

3HadeHne «[a» B none «Co3paTb AUPEKTOPUIO» YKasbiBaeT
Ha HeobxoaAMMOCTb co3faHus OOMaLLHeN AVpeKTopun
nonb3oBatens. Ecnu npu  cosgaHum  yyeTHOM  3anucu
nonb3oBaTenss He OydeT cosdaHa [OMaLUHAS AMPEKTOpWUS,
TO BXO[ B CUCTEMY Ans 3TOW y4eTHOW 3anncy 6yaeT HEBO3MOXKEH.
Mo ymon4yaHuio napameTp UMeeT 3HaveHune «Het».

3Hauenne «[a» B none «AgmuHuctpatop C3U HCQO Dallas
Lock Linux» ykasblBaeT Ha TO, YTO Mnofb3oBaTelb SABMNSETCA
agmuHuctpatopom C3UM HC, Dallas Lock Linux. Mo ymonuaHuto
rnone nMmeeT 3Ha4vyeHue «HeT».

B none «domeH ansa Linux» ykasbiBaeTcs nmsa goMmeHa Active
Directory. ATpmubyT oba3aTeneH Ans AOMEHHbIX YYETHbIX 3anvcen
nonb3oBaTenen.

B none «(BW) Umsa» ykasaTb nonb3oBaTens. 3anonHsaTb none He
obssaTensHo.

B none «(BU) ®amunua» ykasaTb nonb3oBaTtens. 3anonHATb
norie He obsa3aTensHO.

C3W Dallas Lock 8.0;
C3WM BW Dallas Lock

C3WM Dallas Lock 8.0;
CA3 Dallas Lock;
C3W BW Dallas Lock

CA3 Dallas Lock

CO3 Dallas Lock

C3W HC[L Dallas Lock Linux

C3W HC[L Dallas Lock Linux

C3W HC[L Dallas Lock Linux

C3W HC[L Dallas Lock Linux

C3M HC[L Dallas Lock Linux

C3W HC[L Dallas Lock Linux

C3W HC[L Dallas Lock Linux

C3WM BW Dallas Lock

C3W BW Dallas Lock



B none «(BW) E-mail» ykasaTb nonb3oBartens. 3anonHaTe none

C3W BW Dallas Lock
He obsa3aTenbHo.

B none «(BW) Tun yyetHon 3anucu (ana C3U BW)» BuibpaTb
nonb3oBatenen runepsusopa. Mo ymonuaHuio none wumeetr C3U BU Dallas Lock
3HayeHue «[lMonb3oBatens Windows (Dallas Lock)».

B none «(BWU) Ponb nonb3oBaTtensa konconu C3U BWN» ykasaTb
ponb nonb3oBatensa B koHconu C3W BW. Mo ymonuaHuio none
nmeeT 3HauyeHne «Het goctynar.

BHumaHue! Bce nonb3oBaTtenu, co3gaBaemble

nocpeacteom ELIY B LleHTpe Ynpaenewua C3/ BU

MO YMON4YaHuio BbiktoueHbl. C Lenbto HacTponku LIy ~ C3W BU Dallas Lock
C3W BU (Hanpumep, pacnpeaeneHus nonb3oBatenemn

Mexgy  KrveHTamu C3n BW)  Heobxogumo

ucnonb3oBaTb  Nonb3oBaTenen, Ans  KOTOpbIX

3HauyeHvne nons «AgmuHuctpatop C3UW BU» umeer

3HayeHune «[ay.

Mone «Pa3pewuntb NnokanbHbin Bxog B OC ¢ LY C3U BU» no

C3W BW Dallas Lock
YMON4YaH1IO UMeeT 3HaveHune «HeT»

Ha Bknagke «[laponuy» npegnaraeTcsd 3anofiHUTbL y4YeTHble AaHHble M MapameTpbl Nofb3oBaTenew,
OTHOCSILLMECS K HAacTpovikam naponen (Tabnuua 3).

Ta6nuua 3. MNapameTpbl Naponen nonb3oBaTenen

3anosnHsaemble faHHble U napameTpbl anMeHeHVIe

3HaueHne «[a» B none «Mpwu cnepgyowem Bxoae Tpe6oBaTb
CMeHy nmnapons» oO3HayaeT, 4YTO eAMHOBpeMeHHo 6yaeT
HanpaeJieH 3anpoc Ha CMeHy Naponsi Npy BXoAe noJib3oBaTens B
cuctemy. Mo ymonyaHuio norne umeet 3HayeHne «Het».

C3WM Dallas Lock 8.0;
CA3 Dallas Lock;
C3W BW Dallas Lock

C3WM Dallas Lock 8.0;
CA3 Dallas Lock;
C3W BW Dallas Lock

Mone «3anpeT mamMeHeHus napona». [lo ymonuyaHuo none
nmeeT 3HadeHne «Het».

3HadeHne «[a» B none «lMaponb 6e3 orpaHM4YeHUsi cCpoKa

AencTBusi» OTMeHsIeT nencrteune MOSIUTUKKN Bxoga C3U Dallas Lock 8.0;
«MakcumanbHbI Cpok AeACTBUsSt maponeiy», pacnpoctpaHsemon CO3 Dallas Lock;

Ha Bcex nonb3oatenewn. 1o ymonyaHuio none nmeet 3HadyeHne C3U BU Dallas Lock
«Het».

Mone «MuWHUManNbHbIN CPOK AeNCTBMA napons (B AHAX)»

yKasblBaeT Ha MWHMMAarbHbLIA CPOK AEeNCTBMS Naponsi B OHSIX.

Ob6s3aTtenbHoe none. MNpuHUMaeT 3HaveHust oT «1» Ao «180»7.

YcraHoBKa 3HaveHus «He ncnonb3dyetca» obosHavaeT, yto gna  C3UM HC[ Dallas Lock Linux
AaHHOW y4eTHOW 3anucuy Nonb3oBaTens orpaHMyYeHnin Ha nepuos

ee Hencnonb3oBaHUs HaknagbiBaTbcs He 6yaeT. o ymonyanuio

umeeT 3Ha4veHne «He ucnoneayetcs».

Mone «MakcumanbHbIA CPOK AENCTBUA napons (B AHAX)»
yKasblBaeT Ha MakcumMarnbHbI cpok Aeiicteust napons B aHax. C3W HC[ Dallas Lock Linux
Ob6si3aTenbHoe none. NMpuMHMMaeT 3HadeHust OT «1» o «180»7.

‘BHuMaHue! Ecnv HapylleHO COOTHOLLEHME MAaKCUMarbHOTO WM MWHUMArIbHOMO CPOKOB
aencteua naponst (MUHMMarnbHbIA CPOK B0Mblle MakCMManbHOro), TO MpU CUHXPOHM3ALMU
cnucka nonb3oBaTenen c¢ moaynsamu C3W HC[O Dallas Lock Linux BosHukaeT olumnbka,
co3faHue/uameHeHne napaMeTpoB Takux y4eTHbIX 3anucen He OCcyLLeCcTBNAEeTCS.



YcTraHoBKa 3HaveHus «He ncnonb3yeTtcsa» obo3HayvaeT, 4To Ans
OaHHOW yY4EeTHOW 3anncu nonb3oBaTens orpaHMdeHnin Ha nepuog
€e Hencnonb3oBaHusa HaknagpiBaTbcsa He byaeT. o ymonyaHuio
umeeT 3HayeHne «He ucnonbayetcs».

Mone «lMpepynpexpeHne o cmeHe naponsi (B AHAX)»
yKasblBaeT Ha 3HayeHune (B AHAX) NOCNe KOTOPOro Nofb3oBaTento
OynoyT BblgaBaTbCA YBEAOMSIEHMS O HEOOXOAUMOCTM CMEHbI
napons, C ykasaHMeMm KonuyecTBa OHEW [0 MCTEYEHUs] Cpoka
aencteua naponsi. ObsisatenbHoe none. lNpuHnmaeT 3Hadennss C3U HC[ Dallas Lock Linux
oT «1» pgo «180». YcTaHoBka 3HadeHus «He ucrnonb3ayeTca»
o6o3Ha4aeT, 4To Ans OaHHOW YY4eTHOW 3anucy nonb3oBaTens
OrPaHUYEHUN Ha Nepuog ee Heucnosib30BaHWs HakNadblBaTbCH
He GygeT. Mo ymonyaHuio nmeeT 3HaveHne «He ncnonbsyeTcs».

Mone «OaTa nocnegHen cMeHbl naponsay. [1o ymonyaxuio none

C3W HC[ Dallas Lock Linux
umeeT 3HayeHne «He onpegeneHo».

Ha Bknagke «MaHgaTHbIN AOCTYN» NpeanaraeTcs 3anofnHUTb yYeTHbIE AaHHbIE U NapamMeTpbl, OTHOCSALME
K paboTe nonb3oBaTens ¢ YpOBHAMU AOCTyNa U MaHg4aTHbIMY MeTkamu B [lomeHe 6e3onacHocTu (Tabnuua
4).

Tabnuua 4. MangaTHbIM AOCTYN Nonb3oBaTenen

3anonHsieMble AaHHble U NapamMeTpbl MpumeHeHne

Heobxoanmo BbiOpaTb «MaHAaTHbIN YpOBeHb» (TONbLKO A5s
Dallas Lock 8.0 pepakumn «C»), nog kotopbiM nonb3oBaTens C3W Dallas Lock 8.0
cmoxeT paboTtaTb.

Heobxoaumo ykasaTb «MaHAaaTHble MeTKu» (Tornbko ansa Dallas
Lock 8.0 pemakumm «C»), ¢ koTopbiMK nosnb3oBaTenb cmoxeT C3WU Dallas Lock 8.0
paboTathb.

Ha Bknagke «CeaHcbl M pacnucaHue» npeanaraetcs 3anofiHUTb YyYeTHble [daHHble U napameTpsl,
OTHOCSLLMECS K OrpaHuyeHusmM paboTel Nonb3oBaTens no spemexun (tabnuua 5).

Ta6nuua 5. CeaHcbl 1 pacnucaHue nonb3oBaTenemn

3anosnHsaemble faHHble U napameTpbl anMeHEHMe

Onpegenutb  «4ucno  paspeleHHbIX ceaHcoB». [lpu
YCTaHOBMEHHOM 3HaYeHUWN ANA KaXAOW y4eTHoW 3anucu byget
NPOBEPATHCS KONMMYECTBO OAHOBPEMEHHbBIX WHTEPAKTUBHBLIX U
CeTeBbIX CeCCun (BXO40B) Ha moayre.

C3W Dallas Lock 8.0;
C3M HCO Dallas Lock Linux;
C3WM BW Dallas Lock

Heobxogumo 3agatb «PacnucaHue paboTbi» nonb3oBaTens,
BblbpaTb nepuog M Bpemsi. BHe ykasaHHOro nepuoga
nonb3oBaTenb He CMOXeT 3alnTM Ha MoAynb. 1o OKoH4aHWM
BpemeHun pabotbl MK nonb3oBatens Gyget 3abnokvpoBaH npu
YCMNOBUUN BKIIOYEHMSA NONUTUKM «[puHYyaMTENnbHOE 3aBepLueHune
pabotbl no  pacnucanuto»  («Monutukn»  —  «[lpaBa
nonb3oBaTenemn»).

C3W Dallas Lock 8.0;
CA3 Dallas Lock;
C3W HC[L Dallas Lock Linux

I'IpumeanMe. «PacnuncaHnue pa6OTbI» nosib3oBaTena
MOXeT ObITb onpepernieHo ¢ ANCKPETHOCTbIO 30 MWHYT.

Ykaszatb gonyctumbli «lMepuon Hencnonb3oBaHusi (B AHAX)».
Ecnvm nepvoa, B KOTOpbI MO YY4eTHOW 3anucblo  He
npon3BOOUIICA BXO4 B CUCTEMY, nNpeBbilAeT BblOpPaHHbLIN C3M HC[ Dallas Lock Linux
OOMYCTUMbIA  nepuog — ydeTHass 3anucb  OnoKMpyeTcs.
O6sizatenbHoe none. lNpuHUMaeT 3HayeHnsa oT «1» go «180».
YcTaHoBKa 3HaveHus1 «He ncnonb3yeTtcsi» 0603HAYaeT, vYTo Ans



AaHHOW y4eTHOM 3anucu Nonb3oBaTens orpaHnyYeHnin Ha nepuos
ee Hencnonb3oBaHA HaknagblBaTbCA He 6y,u,eT. Mo ymon4yaHuro
umeeT 3HayeHne «He ucnonbayetcs».

3apatb gaty «ActeveHne cpoka feNCTBUA YYEeTHOWN 3anucuy.
Mo ymonuaHuio none nmeeT 3HavyeHue «bes orpaHnyeHuny. Mpu
CHsATOM chnare «bes orpaHu4eHun» CTaHOBUTCS aKTMBHbLIM Norne
anga Bblbopa gatbl. B none ykasbiBaeTca gaTta, korga AaHHas
yyeTHas 3anvcb 6yageT 3abnokmpoBaHa cuctemon. B aTom cnyyae
none obsA3aTeneHO ANg 3anonHeHus. MNMpu akTMBHOM donare none
ANsi yCTaHOBKM [JaTbl HEaKTUBHO, BPeEMS AENCTBUS Y4YETHON
3an1cu He orpaHNYeHo.

C3M HC[L Dallas Lock Linux

Ha Bknagke «3anpeT paboTbl» NpeanaraeTcs 3anofiHUTb YYETHbIE AaHHbIe U NMapaMeTpbl, OTHOCALLNECS
K OrpaHuyeHnto  paboTbl MoJib30BaTeNsi NPV  HACTYMNeHUW OnpedeneHHbiX cobblTUii B cucTeme
W1 yCTaHOBKM 3anpeTta agMUHUCTpaTopoMm (Tabnvua 6).

Tabnuua 6. 3anpeT paboTbl nonb3oBaTenen

3anonHsieMble AaHHble U NapamMeTpbl MpumeHeHne

3HavyeHne «[a» B none «Y4yeTHasi 3aNMCb OTK/IOMEHa» JaeT

BO3MOXHOCTb OTKMOYNTb YYETHYIO 3anucb noboro C3U Dallas Lock 8.0;
nonb3oBaTens, nocrne 4ero nonb3oBatenb He cmoxeT BouTu CO3 Dallas Lock;

Ha APM go Tex nop, noka agmuHucTtpatop ELY He peaktusupyet C3U BU Dallas Lock
3Ty onuuto. 1o ymonyaHuio none nmeet 3HadyeHne «HeT».

Mpun 3HauveHnn «day» nons «3anpeTuTb PaboTy Npu coObITUAX
BCKPbITUA  Kopnyca» Bxog B cucteMy  Onokupyetcs
npu cpabatbiBaHun [BK. Ha akpaHe npurnaweHus B cuctemy
oTobpaxaeTca COOTBETCTBYyOLEee coobuieHune. o ymonyaHuto

rnone nmeet 3Ha4vyeHme «Het».
CA3 Dallas Lock

MpumeyaHue. [aHHbin aTpubyT HE NpuUMEHVM Ans
BapuaHToB mcnonHeHus nagenusa NOeHA.501410.003-
02 u MNM®HA.501410.003-04 (nnatel CO3 Dallas Lock
dopmaTta PCle «KT-521» 1 M.2 «KT-550%).

3HaveHne «da» B none «bnokupoBaTtb  3arpysky
HewTaTHon OC» ycTaHaBnuMBaeT 3anpeT Ha 3arpy3ky OC
C HOCUTensi, OTNMYalLWerocd OT yKka3aHHOro B none
«3arpy3o4yHoe yCTpOWCTBO» BKnagku «lMapameTpbl» 060M0OYKM
agmunHuctpatopa CA3 Dallas Lock. Mo ymonyanuio none nmeet
3HayeHue «Het».

CA3 Dallas Lock

Mpn 3HaveHun «fa» nona «3anpeTuTtb paboTy npwu
CIIOMaHHbIX UMW HEHACTPOEHHbIX 4Yacax» BXOA4 B CUCTEMY
OnokvpyeTca  npu  HeWcnpaBHOCTM  4YacoB. Ha  akpaHe
npurnaweHns B CUCTeMy oTobpaxaeTcs COOTBETCTBYyIOLLEe

0006 eHue. Mo ymonyaHuio none nMmeeT 3HavyeHme «Het».
H y CO3 Dallas Lock

MpumeyaHue. [aHHbin aTpubyT HE MpUMEHWM Ans
BapuaHToB mcnonHeHus nsgenus NOEHA.501410.003-
02 u MNM®HA.501410.003-04 (nnatel CO3 Dallas Lock
dopmaTta PCle «KT-521» 1 M.2 «KT-550»).

Mpu 3HayeHun «fa» nons «3anpeTuTb paboty npwm
HeucnpaBHoctu [CH» Bxog B cucTtemy OnokupyeTcs npu
HEeMCNpaBHOCTM AdaTymka cnydavHbix ymncen nnatel C3[0 Dallas
Lock. Ha oakpaHe npurnaweHua B cuctemy oTtobpaxaetcs
cooTBeTcTByOLlee coobuleHne. 1o ymonuaHuio none umeet
3Ha4yeHue «Het».

CA3 Dallas Lock



Ha Bknagke «Cnucok rpynn» ¢ NOMOLLbIO KHOMKKM «[106GaBUTb...» agMUHUCTPATOP MMEET BO3MOXHOCTb
BKMIOYUTb NONb30BaTENd B onpeaeneHHyto rpynny. B ocHoBHoM paboyelt obnacty oTobpaxeHbl Ha3BaHUA
rpynmn, B KOTOpble BKMOYeH nonb3oBaTtens (puc. 63). MNpu Beibope rpynnbl N3 0OCHOBHOW paboyen obnactu
ee BO3MOXHO yAanuTb M3 CNMCKa C MOMOLLbIO KHOMKK «YAanuTby.

O Pepaktuposanne nonell nons3ceatens x
WMA nonbzosaTens  admin
OBwme HazeaHwe rpynner ™ Onucanne rpynel
Mapom Yuratenn #ypHana.,  YneHsl 3Tof rpynnel MOryT YMTaTe #ypHansl coBeITHI ¢ NOKaNEHOMe KOMMNEIOTERE
= Monezoeatenn MonE30B3aTENM HE MMEHT NPAB H3 MIMEHEHME NAPAMETPOBE CHMCTEMEI M MOTYT 33Ny CKaTk .
MaHAaTHEIA AoCTYR
MUHWCTRETOpPE MUHWUCTRETOPE! MIMERDT MOHBIE, HMHEM HE OTPaHWYEHHBIE NPAEa A0CTYNE K KOMMBHOTERY WK ..
CeaHobl W pacMcaHie A patop A patop & P paga ADeTy Y
3anpeT paboTel
CnucoK rpynn
OobasuTe... ¥aanute
CoXpaHuTh OTMEHA

Puc. 63. Cnncok rpynn nonb3oBartens

I'IpwmeanMe. Bknagka «Cnuncok rpynn» HegoCTynHa anA yquH0|7| 3annucm anonymous.

5.2.2MapameTpbl rpynn nosnb3oBaTesien

Kateropus «[pynnbi» Ha ypoBHe [1b cogepxuT cnncok rmobanbHbiX y4eTHbIX 3anncen Jb.
Pabouasi obnactb kaTeropum «pynnbi» npeacrasnset cobor Tabnuuy ¢ nonsamu:

1. «CocTosiHNEe» — COAEPXUT donar BKMIOYEHUSA/BBLIKIMIOYEHWS rPyNbl Nofb3oBaTesnei Ha AaHHOM YPOBHE.
Mone «CocTosiHMe» NpUHUMaET crieayoLwmin Bua;

OTMeYeHHoe draroMm rofie O3HayaeT, YTO [aHHas rpynna nonb3oBaTene UMeeT OOCTyn
Ha yposHe [b;

_| — nycToe none osHayaeT, YTO AaHHasA rpynna nonb3oBaTenei He UMeeT JocTyna Ha yposHe [b.

MpumeyaHue. 3HayeHne nonsa «CocTosiHME» He OTpaxaeT COCTOSHME Tpynnbl
nonb3oBaTenie Ha BIIOXEHHbIX B rpynny obbektax. Hanpumep, ydyeTHas 3anucb MOXeT
ObITb OTKNIOYEeHa Ansa paboTbl HA ypoBHe rpynnbl (none « CocTosiHne» — MycToe), HO UMEeTb
J0CTyn Ha ypoBHe BKMoveHHoro B Hee APM (ctout donar B none «CocToaHue»).

Ecnu nameHuTb COCTOSIHME YYETHOWM 3amnMCcu Ha YPOBHE Bbllle B AepeBe — Ha BIIOXEHHbIX
obbekTax COCTOsSHWE W3MEHMTCH NpUHyauTenbHO. Hanpumep, nocne oTKMAOYEHUs ANng
paboTbl rpynnbl nofnb3oBaTenen Ha YpoBHe rpynnbl, paboTa rpynnbl Monb3oBaTenen
OTKMYaeTcsa Ans BCex BroxeHHbIx noarpynn, APM (moaynen B coctase APM) n mogynen
6e3 APM.



2. «Ha3sBaHue rpynnbi» — COOQEPXKMUT MMS IPYMnbl Nonb3oBaTenen.

3. «Tvn» — cogepXnT MHOPMaUMo, O TOM ANs MOAYNEN Kakoro Turna NpUMEHsIeTCa AaHHasi rpynna
nonb3oBaTenei.

4. «OnucaHue rpynnbl» — COAEPXKUT OnNucaHue rpynnbl Nonb3oBaTenen.

5. «Bnapeneu» — ykasbiBaeT Ha kakom ypoBHe paepeBa ELlY Dallas Lock 6bina cosgaHa rpynna
nonb3oBaTenei.

MpumeuaHue. [pynnbl nonb3oBaTenem He oToGpaxalTca B kaTeropum «[pynnbiy»
Ha Bknagke «[lMonb3oBaTtenu u rpynnbl» Ha YpoBHE Bbille, YeM YPOBEHb, HAa KOTOPOM bbina
cosfaHa rpynna nons3oBartenen. Hanpumep, Ha ypoBHe [B Henb3s nocMoTpeTb rpynmbl
nonb3oBaTenen, co3gaHHble Ha ypoBHe rpynnbl [b.

MpumeyaHue. Ecnu rpynna nonb3oBaTenen 6oina cosgaHa Ha yposHe 16, T0:

e Ha ypoBHe [Ib — none «Bnageneu» 6yget umeTb 3HaveHue «JlokanbHbIN», 1 B
cnucke rpynna nonb3oBarenen 6yaeT BblaeneHa XXUPHbIM HavepTaHUeM;

e Ha ypoBHe rpynnbl (nogrpynnel) 05, APM (Mmoagynen B coctaBe APM), mogynewn 6e3
APM 1 nogyuHeHHbIX JOMeHOB — none «Bnageneu» 6ynet nmets 3HaveHue: «/Jb
*ms_[I6*».

AHanornyHo, ecnv rpynna nonb3oBatenen bbina cosgaHa Ha ypoBHe rpynnbl o6bekTos b,
TO:
e Ha yposHe rpynnbl b none «Bnageneu» 6yaeT umeTb 3Ha4YeHue «J1oKanbHbIU»;
e Ha YypOBHe MoAynen STOW rpynnbl, Ha KOTOpoW Obina cosgaHa rpynna
nonb3oBatenen, none «Brnageneu» OGygeTr umMeTb 3HadeHue  «[pynna
*Nims_epynnbr™s.

Ons npuMeHeHnd N3MEHEHWIN CNncKa rpynn nonb3oBaTenien, Ha mMoaynax Heobxoauma CUHXPOHM3aLUun4.

B kateropumn «pynnbi» Ha Bknagke «Monb3oBatenu u rpynmbl» AOCTYMNHO TOMBLKO:

e CO3daHue n yganeHue rpynn (yp,aneHVle HEBO3MOXHO OnA rpynn no ymonanmo);
. penakTupoBaHme onncaHud rpynn (HeBO3MO)KHO and rpynn no ymonanvuo);
(] M3MeHeHune Tmuna rpynnobl.

MpocMOTp 1 HacTpolika NapameTpoB rPynn AOCTYMHbI:

e 0 ABOVMHOMY LLEMNYKY FIEBON KHOMKOW MbILIK MO rpyrnne B CrUCKe;
e npu Bbibope nyHkTa «CBOMNCTBa» M3 KOHTEKCTHOINO MEHIO, BbI3BAHHOIO LLENYKOM MPaBOW KHOMKM
MbILLW Ha rpynne B CrUCKe;
e npu BbiAENeHun rpynnel B cnucke u BblIGopy nyHkTa «CBOMCTBa» Ha MaHenuM WMHCTPYMEHTOB
«Onepauun ¢ rpynnammy.
lMocrne BbLINOMHEHUS OQHOTO U3 3TUX AENCTBUMA OTKPbIBAETCA OKHO «PepakTvpoBaHWe nonen rpynnbi»
(puc. 64).



O Pepaktupoeanne noneit rpynnet x

HasBaHWe rpyrnbl - test

Dallas Lodk Linux
OnucaHue rpynne!

AAMAHMCTPETOPE! C31 BA He'r

CoxpaHWTb OTMeHa

Puc. 64. PegaktupoBaHue nonewn rpynn

Ha Bknagke «O6wme» npepnaraeTcs OCTaBUTb KOMMeHTapuin B nomne «OnucaHve rpynmnbly, HasHa4YnTb
nonb3oBaTenen, BXogdwWwmMx B rpynny, Ha ponb «AgmuHuctpatop BU» B LIY C3W BU B none «(BW)
AamuHuctpatopsl C3Y BU» 1 BeIOpaTh nonb3oBaTenen runepsnsopa B none «(BW) Tun yyeTHow 3anuncu
(ans C3U BUN)».

Ha Bknagke «Dallas Lock Linux» npegnaraetcsa BbibpaTb 3HadeHue atpubyta «CuctemHas rpynnay.
ATpnbyT npuHMMmaeT 3HadveHus «a» n «HeT». Mo ymonyaHuio 3HaveHvne atpnbyrta «Het».

Mpumeyanue. Bknagka «Dallas Lock Linux» gocTynHa Tonbko ANg rpynn nonb3oBaTenen,
npumMensowmxca Ha mogyne C3M HC[ Dallas Lock Linux (none «Tun» mMoXeT NpuHMMaTh
3Ha4veHusa «DLL» unu «Bcey).

HasHaunTb Bce HeoOxogumble NonuTUKM GesonacHocTn Ans rpynnbl MOXHO, peaakTupysa noJIMTUKU
©e3onacHocTu pPa3sIN4HbIX KaTeFopMVI.

NMpumeyaHue. BkriioyeHne U UCKMOYEHWE Monb3oBaTernen M3 rpynn ocyLecTBnseTcs
B napameTpax nonb3oBartenen Ha Bknagke « CmMcok rpynny.

5.2.3Co3naHue nonb3oBaTtenen b

Cnincok yyeTHbix 3anucen Ob Ha Bknagke «lonb3oBatenu u rpynnei» — «lonb3oBatenuy» dpopmupyetcs
U3 y4eTHbIX 3anncen no ymonyaHuio U 3aperncTpnupoBaHHblx Yepes KoHconb ELLY.

Mo ymonuyanuio B ELLY Dallas Lock Bceraa npucyTcTByOT criegytowme rnobanbHble y4eTHbIE 3anucu:
e anonymous — Yy4yeTHas 3anucb WCMONb3yeTcsl ANs CEeTEBbIX BXOAOB C He3alULLEHHbIX
KOMMbIOTEPOB;
e AaAMMHUCTPATOpP MO YMOJNYAHUIO — Yy4eTHas 3anuncb, perucTpupyemMmasi B npoLecce yCTaHOBKM
ELLY Dallas Lock.
B ELLY Dallas Lock BoaMOXxHa pernctpauusi nonb3oBaTenen crneayLwmx BUAOB:
1. 'mobanbHble nonb3oBaTenn, cosgaHHble cpeacteamm KoHconu ELLY.

2. JomeHHble nonb3oBaTenu, cosdaHHble cpeactBamu cnyxbel AD (ecnn OB Haxogutca B JIBC
no ynpasreHUeM KOHTponnepa JOMEeHa).



Uncno 3apernctpuMpoBaHHbIX nosib3oBatenied Ha kKaxgom APM orpaHuymBaeTcs TOMbKO pasmepoMm
¢cB06OAHOrO ANCKOBOro NPOCTPAHCTBA.

[nsa co3gaHus rmobanbHbIX nonb3oBartenen ¢ nomouwbio KoHconu ELLY Heobxoanmo:

1.
2.
3.

5.
6.

7.

OTkpbITb BKNagky «lonb3oBatenu u rpynnbi» B KoHconu ELLY.
Bbibpatb kaTeroputo «lMonb3oBaTenmy.

Ha naHenu MHCTPYMEHTOB B onepaundax C nonb3oBaTenaMn HaXaTb «Cosgatb» unn Bbl6paTb
COOTBGTCTByIOLLI,VIVI NYHKT N3 KOHTEKCTHOIo MEeHH0.

Ha skpaHe nosBMTCA OKHO co3gaHus none3osaTens (puc. 65).

O Co3gaTe NonL30BaTENA — >
MCTodHMK: Tun:
rnoBansHsl w C
|AMA Nonb30BaTENA Tin yHeTHoi 3amual ELLY
| MNpogomsnTe OTmeHa

Puc. 65. Co3gaHue nonb3oBaTtens

B none ncrtoyHuk Boibpath «nobanbHbIny.

B none «msa nonb3oBaTtensa» BBECTU NOMMH (UMSA) permcTpupyemMoro nons3osatens. [Npun BBoge umeHu
B CUCTEME CYLLECTBYIOT crieayloLime npasuna:
® MakcuMmanbHas onuHa nmeHn — 20 CMMBONOB;
e MS MOXeT coAaepaTb NaTMHCKME CMMBOIfbl, CUMBOMbI KMPUNNuUbl, Undpbl U cneumanbHble
cumBonbl (kpoMe 3anpelteHHbix OC: "/\[]:|<>+=;,?2 @ *);
e paspellaeTcsi MCMoNb30BaTb pPas3fM4yHble pPErucTpbl KknaBuaTypbl, NpM 3STOM  PErucTp
He yuuTbiBaeTcs (User u user ABnsoTCS OOQUHAKOBLIMU MMEHAMM).

MpumeyaHue. MNpu Hannumm B [JomeHe 6e3onacHoctu MK, paboTtatowmx nog OC Linux,
He pekoMeHOyeTCs MUCMonb3oBaTb KUPUINUYECKME CUMBOSbI B MMeEHax Mosib3oBaTenen
W rpynn B CBSI3W C OTCYTCTBMEM rapaHTuM obecrneyeHmnst KOpPeKTHOM paboTbl.

MpumeyaHue. Mg y4eTHOW 3anncu cyMTaeTCs YHUKanbHbIM B pamMkax ofgHoro [lomeHa
6e3onacHocTy.

MpumeuaHue. MNMocne co3gaHus HOBOrO Mofb3oBaTeNs U3MEHUTb €ro UMsi NMOCPELACTBOM
KoHconu ELLY HeBO3MOXHO.

= & &

Bbibpatbe «Tun y4eTHOM 3anvcu» B 3aBUCUMOCTW OT TOro, Afst MOAYMNEW Kakoro tvna npvMeHsieTcs
AaHHas y4yeTHas 3anucb nosnb3oBaTens.

N3MeHUTb TUN Y4ETHOWM 3anNnCK MOXHO, UCMOSb3Yst KHOMKY « CMEHWUTb TUM» Ha NaHenu MHCTPYMEHTOB
«Onepauun ¢ nonb3oBaTeNAMU» UK BoIOpPaB gaHHOe OENCTBUE U3 KOHTEKCTHOMO MEHH0.

Mocne HaxaTtusa «MpoJomKNTLy MOABUTCA OKHO ANS pefakTUpoBaHWs napaMeTpoB YYETHOW 3anucu
nonb3oBartens (cm. «[lapameTpbl Nonb3oBaTenemny).

N3mMeHnTb napameTpbl y4eTHOM 3anuMcuM MOXHO, WCMOoNnb3ys KHOMKY «CBOWCTBa» Ha naHemnu
UHCTpymeHTOB «Onepauun ¢ nofnb3oBaTensamMu» Unv Bbibpas AaHHOE AENCTBUE N3 KOHTEKCTHOIO MEHHO.

3aBepLiaroLen onepaumen No CO3OaHUI0 YYETHOW 3anncu Mosib3oBaTens SBMSETCA HasHavyeHue
napons (cM. «HasHayeHvne naponsy). HasHadeHne napons npegraraeTcs Mocrne 3anosIHEHUs BceX
Heo6Xxo4MMbIX NapamMeTPoB B OKHE CO34aHUs YY4EeTHOW 3anucu U HaxaTus KHOMkM « CoOXpaHUTb».




YyeTHas 3annck OyaeT co3gaHa Ha Moayre nocrne cuHxpoHusauum ¢ ELLY Dallas Lock.

5.2.4Ha3Ha4yeHue annapaTHoro ugaeHTudgpukaropa

Mepen HasHayeHWeM annapaTHOro uWAeHTUdUKaTOpa pPeKOMeHAYyeTCs YCTaHaBnMBaTb [ApaniBepbl,
NnocTaBrisieMble B KOMMMEKTE C MAEHTUMUKATOPOM, UMM ckavaTb UX C caiTa npousBoauTens. Takke
pekomeHayeTcs dopmaTtmpoBatb AWM nepeg ero HasHayeHMeM NoSb30BaTeENO, Kak MpuM HOBOM
HasHayeHuW, Tak 1 Npu n3MeHeHnn cnocoba 3anmcu B NnamaTb AV Ans Toro »xe nonb3oBaTtens.

MpumeyaHme. PaboTa annapaTHbIX naeHTUMKATOPOB Yepes NogknoyeHne Tuna shared
k KY ELLY B BupTyanbHbix mawmHax VMWare Workstation He rapaHTupyeTtcs. Heobxogumo
ncnonb3oBaTb 00bIYHOE nogkntoveHme unu KY ELLY 3anyckaTtb ¢ nokanbHbix APM.

[ns HasHa4YeHus annapaTHOro naeHTudmKaTopa nonb3oBaTento Heobxoanumo:

1. OTkpbITb OKHO «PefakTnpoBaHme nonen nonb3oBaTensy.

2. Bbibpatb Bknagky «Oowme».

3. [OBaxabl WernKHYTb NIEBON KHOMKOW MbIlW MO napameTpy «AnnapaTHbii ugeHTUduKaTop».
4. OTkpoeTcs OKHO «HasHayeHne annapatHOro ugeHTndunkatopa» (puc. 66).

D HazHaueHwe annapathoro uaeHTwdkaTopa ana test x

MpeAbAENEHHEIE ann.MaeHTMbMaTopEl: 0

WaeHTudukaTop: | AnNn.MaeHTMGKKETOD HE BEIBPSH w

Tun: |

CepuiiHbIi HoMep: |

MeTka:
MNanes0BaTENE:
HasHaqYeHWe aETOpM3aLMOHHLIX AaHHEIX AeAcTENA © MAEHTUDMKETOPOM
3anucaTh OuncTUTE Cmena PIN koga... DOpMATHMPOBATL
MPUMEHWTL OTMeHa

Puc. 66. OkHO Ha3HauyeHus annapaTHOro naeHTUdukaTopa

5. MNMpeobsBuTb annapaTtHbIi ugeHTudmkaTop, BCTaBuMB ero B cooTtBeTcTBylowmn USB-nopt wunn
NPUKOCHYBLLWCH K CYUTLIBATESNIO (B 3@aBUCUMOCTH OT Tuna naeHtudukaropa).

6. B crtpoke coctosiHua «lpegbsBneHHble ann.MaeHTudukaTopbl»y OyaeT yKkazaHHO KONU4YeCcTBO
npeabsBrneHHblX B AaHHbIM  MOMEHT WAEHTUMUKATOPOB, a B CNUCKe BbiNagatoLWero MeH
«MpeHTndukaTop» NOABATCA UX HAUMEHOBAHUS.

7. BbibpaTb HEOOXOANMBIV MAEHTUEUKATOP M3 CIINCKA.

8. Janee B nonax ¢ napameTtpamu AW MNosIBATCA: TUM, CEPUMHBLIA HOMEp, U AN HeKOTOpbIX BMOOB

NAEHTUDUKATOPOB CTaHyT [AOCTYMHbLI AOMOMHUTENbHbIE dyHKUMM (puc. 67). KHonka | ' | nossonset

OTKPbITb OKHO C MH(bOpMaLIMEN O NapamMeTpax BblbpaHHOro naeHTMdukaTopa.



U HazHauenue annapatHore naeHTUdkaTopa Ana test x

MpegLABNEHHEIE aNN. MAEHTMDMKETOPE: 1

WaeHtudukatop: | testEtoken v 1
Maponk XPaHATCA B
= |eT0ken | 0 naeHTHdMKETOpE
S . MNapont SEWMWEH

CeprifHEIM HoMep: |El 1IF344B81 | D PIN KoROM
MeTia: |testEtDkP_n |
MonbsoBaTENS!

HasHa4eHHe 35T OPH3aLMOHHEIX ASHHEIX LeicTENA C MaeHTUgMKATOPOM

SanHCcaTE OUMCTHTE CMena PIN koaa... POPMEATHMPOBETE
MpHMEHUTE OTtMeHa

Puc. 67. MNapameTpbl HadHa4YeHHOro naeHTudmnkaTopa

9. Ins HasHayeHua nonb3oBaTento BbIOpaHHOroO annapaTtHoro wuaeHtudukatopa Heobxoanmo
HaxaTb «[lpumeHnTb» N ganee «CoxpaHuUTby.
Mocne HasHaveHusa AW yyeTHon 3anucu (onsa Bxoga B OC Ha Moaynsax unm ons nogknioveHnst K cepeepy
ELY Dallas Lock), nomumo BBOga aBTopu3auUMOHHOW WHdOpMaLMK, noTpedyeTca npeabsBUTb
Ha3Ha4YeHHbIM annapaTHbIn naeHTudmKaTop.
MpumeyaHue. MNMpn nameHeHun napameTtpos goctyna AU n cuHxpoHusauumn yepes ELLY Ha
C3WM HC[ Dallas Lock Linux BbinonHsieTca copoc «tuna goctyna» AU oo 3HadeHus ELLY:
«UCC» gns rpadudeckort o6onoykm n « SET FROM UCC» anst KOHCOIbHOM.
Mpu nocneaytowlen asTopmsaumm nonb3osatens B Linux, B8 C3W HC[ Dallas Lock Linux
npuceavBaeTcs COOTBETCTBYIOLUIA TUM AOCTYNa, 4To 1 Ha ELLY.

HasHauyeHune aBTOPU3ALUMNOHHbIX AaHHbIX

3anucaTtb B namMsaTb annapaTtHoro naeHTudukaTopa aBTopusaunoHHble AaHHbIe (TOrMH 1 Naporsib) Y4ETHON
3anuncu nonb3oBartens, KOTOPOMY OH Ha3Ha4yaeTCsl, MOXHO Tpemsa cnocobamu:
1. 3anucaTb B NamMsaTb naeHTUdUKaTopa /102uUH U raposib NoNb30BaTeNs N XpaHeHUe AaHHbIX 3aWumumsb
PIN-kodom.
[nga 3Toro HeobxoAMMO BbINONHUTL CrneaytoLlee:

e BblOpaTb B BbiNagaoLweM cnmcke HeobXoaAMMbI MAEHTUdUKATOP;

e oTMmeTuTb narom none «fMaponb xpaHuTca B wuaeHTucdukatoper». [lone «lMaponb
sawmuieH PIN-kopom» Bbigenutcs aBTomMaTudecku. [lanee HaxaTb KHOMKYy «3anucaTtb»
(puc. 68);



O HazHaueHwe annapatHore waeHTngukatopa 4na vit-user-1 x

MpeftABNEHHEIE ANMLMOAEHTMDMKATOPE: 2

LRt h e s Bl Dallas Lock - UCC license - |'

Mapont XpaHWTCA B

L |Rub:ukEn | uaeHTHGUKITOpE

- Mapone sawmuweH

: v
CepriHeIi HoMep |3E624523 | . PIN kogom
MeTra: |Dallas Lock - UCC license |
Monb3oBaTEns:
HazHa4eHWe aBTOPHM3ELMOHHEIX AEHHEIX JercTena c naeHTdMKETOpOM
3anucatb OumcTUTh Cwexa PIN koaa. .. DoOpMATHMPOBATE

MpHMEHMTE OTMeHa

Puc. 68. 3anucb aBTOpPM3aLMOHHOM MHCpOpMaLMK B MAEHTUGUKATOP

e B nosBuBweMca okHe BBecTu: PIN-kog wvgeHTudwmkatopa W naponb nonb3oBaTensi
c noaTeepxaeHnem (puc. 69), HaxaTtb «OKy;

O Beog ganHbr ana naeHTudmkatopa bt
PIM kog maeHTHdUKETOPa | | L5
Mapons NonE30EaTENA | | L5

Moa TEEMHAEHWE Napona | |

Puc. 69. BBog gononHuTenbHom nHcpopmMauum

e B OKHe napameTpoB YY4ETHOW 3annucu CUCTEMbI 3aLmnThl HaxaTb «[1pumMeHnTb» 1 « OK».

lMocne aToro B NnamsATb AaHHOro naeHtudmkaropa 6yaeTt nponucaH NorvH 1 nNaposb y4eTHOW 3anvcu
nonb3oBaTtens, npudeM naponb 6yget 3awmweH PIN-kogom camoro ngeHtudumkaTopa.

Tenepb ana Bxoga B OC, nocrne npegbsiBNeHVs uaeHTMdMKaTopa, nornb3oBaTtent Heobxoaumo
3anonHMTb Tonbko none BBoga PIN-koga (NOrMH M Naponb  CUMTAKOTCA  aBTOMATUYECKM,
Ansi cunTbiBaHUS napons notpebyetcs Beog PIN-koga).

3anuncatb B NamsTb VI,D,eHTVI(bI/IKaTOpa JIO2UH U rnaporsib yquH0|7| 3arnuncu.
[nsa atoro Heob6xoaMMO BbINOMHUTL cnegywuiee:

e cHATb chnar gns nonga «lMaponb 3awmiieH PIN-kogomy;

e 3anucaTtb aBTOPM3ALMOHHbIE AAHHbIE (KHOMKa «3anucatby).
B aTtom cnydae naponb y4yeTHOW 3anucu B MAEHTUUKATOPE — He3alWLeH, U cuctemMa BblgacT
npegynpexaexHuve.
Taknm obpasom, ansa Bxoga B OC nonb3oBaTesno CTaHET OOCTAaTOYHbIM TONbKO NpedbsiBNeHne
naeHTudmkaropa (NorvH 1 Naposib CHUTAKTCA aBTOMATUYECKN).

3anucatb B naMsaTb naeHTndukaTopa mosibKo /102UH Y4€THOW 3anucy nonb3oBaTtens.

[na atoro He TpebyeTca BblaeneHve nonen xpaHeHus naponen. [JoctaToyHO HaxaTb «3anucaTb».
Cuctema notpebyer BBecTM JononHutenbHo Tonbko PIN-kog nonb3oBaTens  gaHHOro



naeHTudukaTopa.

Mpu Bxoge B OC nocne npegbsBreHUs uWaeHTUdMKaTopa ydyeTHas 3anucb GyaoeT OAHO3HAYHO
naeHTULMpoBaHa ¢ JIOTMHOM JaHHOTO KOHKPETHOrO MoJib30BaTensl, OCTanbHble aBTOPU3aLUMOHHbIE
nons nonb3oBaTteno Heobxoanmo 6yaeT BBECTU CaMOCTOATENBHO.

Ona Toro, 4tobbl ydanumb asmopu3ayuoHHyr UHOpMayur u3 namsamu udeHmugukamopa, HYXHO
BOCMONb30BaTLCH OAHUM U3 CMEAYOLNX CNOCOO0B:

e HaxaTb «O4MCTUTb» B NONEe Ha3HAYEHNs1 aBTOPM3aALIMOHHbIX OAHHbIX;

e oOTdopmaTMpoBaTb UAEHTU(UMKATOP METOAOM, OnUCaHHbIM B NyHKTe «[lencTBua €
naeHTudrkaTopomy. B aToM cnyyae noMMMo yaaneHusi CUCTEMOWN 3alUnTbl aBTOPM3aLUMOHHBIX
AaHHbIX 13 NamMATU ngeHTndurkaTtopa agMMHUCTpPaTopy 6e30nacHOCTU HeobGX0ANMMO M3MEHUTb
PIN-koabl naeHTudukaTopa.

ABTOpVI3aLJ,VIFI C 3anncaHHbiIMN OaHHbIMW BO3MOXHa Mpun BXoAe B OC nocne Bkno4veHUs KOMnbloTEPA,
a TakKke npu p6361'IOKVIpOBKe KOMMNbOTEPA U TEPMUHAINTbBHOM NOAKITHOYEHNN.

DencTBuAa ¢ ngeHTMPNKaTopom

Onsi paboTbl C HeEKOTOpPbIMWM annapaTHbIMU UAEHTUMKATOpaMn HeoOXOoOUMBI UX asmopu3aylOHHbIe
PIN-ko0dbi: PIN-kog agmuHuctpatopa u PIN-kog nonb3oBaTtensi, KOTOpbIE YKe YCTaHOBMEHbl B MaMsATH
caMux MOeHTUMKaTOPOB MO yMOMYaHuio (Tak HasbiBaeMble «3aBOACKME HACTPoOWkuy). MHdopmaumo
O HUX MOXHO MOMy4YuUTb M3 JOKYMEHTauun, NocTaBnseMon BMecTe C annapaTHbIMU MaeHTUdukaTopamu
1 gpaviBepamu.

BHumaHue! s oGecneyeHns Tpebyemoro ypoBHsi 6e3onacHocTy PIN-kodbl N0 yMOM4YaHuto
ANs annapaTHbIX UAEHTUDUKATOPOB creayeT U3MEHUTb.

M3meHuTb napornb annapaTHOro uaeHTUUKaTopa MOXHO C MOMOLLLIO YTUNUTBLI ANS uaeHTudukatopa
(ckayaTb C canTa npou3BoaMTENS), MO0 MCMOMb3ys OKHO MapamMeTpoB HA3HAYEHHOrO MONb30BaTENHO
naeHTudumkaropa (puc. 67). Onga atoro B none «Jencteus ¢ naeHTndukaTopom» Heobxoammo BeibpaTb
kHornky «CmeHa PIN-koga» nnm kHonky «dopmaTtnpoBaTby.

Mo HaxaTtuio kHonkn «CmeHa PIN-koga» OTKpPOEeTCs OKHO, B KOTOPOM HEOOXOAMMO BBECTM 3HAYeHWs
PIN-koga nonb3oBaTens: ctapoe (Tekyliee) 3HayeHue, HOBOE 3Ha4YeHWe U MOBTOP HOBOMO 3HAYEHUS.
JdononHuTernbHble KHOMKU pPSAOM C NonsiMvM BBOAA MO3BOMNSAT U3MEHUTb CKPbITble CUMBOMbI Ha SIBHbIE,
nosTop BBoga PIN-koga B aTom criyqae He noTpebyetcs (puc. 70).

U Beog PIM koga >
Crapeii PIM | | L5
HoBei PIM | | 5

MosTop PIM kKoaa | |

Puc. 70. OkHo cmeHbl PIN-koga

Ons  dopmatMpoBaHusi annapaTHOro wuaeHTudukatopa HaxaTb «PopmaTupoBaTb»  OTKpoeTcs
OKHO (puc. 71), B KOTOPOM HEOBXOAMMO 3aMONHUTL CriegytoLme nons:

o Tekywul PIN-k00 admuHucmpamopa JaHHOro annapaTtHOro ugeHtudgukaTopa, HeOOXOAMMbIN
ANA neransHoro popmaTupoBaHus uaeHTudunkaTopa.
BBecTu HOBble AaHHbIE:
o  Memka — nioboe HanmeHoBaHMe.
e Hoenbili PIN-k00 agMuHUCTpaTopa 1 noBTop.
e  Hoenili PIN-k00 nonb3oBatens n noBTop.

Ecnn gBa paHHbix PIN-koga coBnagatot, 1o dnar B none «PIN-kog agMuHUCTpaTopa M nonb3oBaTens
coBnagaroT» no3sonut Beectu PIN-kog TonNbKko B OOHO Norse.



BHumaHume! MapameTtpbl cumBonoB PIN-koga ana waeHTudukatopa (Hanvuune uudp, 6yks
W opyrme) onpeaensoTcss HaCTPOMKOW napameTpoB B YTUNUTE COOTBETCTBYHOLLENO
noeHTudpukatopa. MNpexae yem nameHsaTb PIN-koabl ugeHTudmkaTopa, cnegyeTt HacTpouTb
AaHHble NapamMeTpbl B yTUnMTe (MO YMOMYaHUIO 8bIK/THOYEHDI).

O PopMaTUpoEaHWE aNNapaTHore WeHTUdMKaTopa >

Teryuil PIN Koa aaMMHUCTpaTopa | | L5

HoBble AaHHbIE

MeTka | |
PIM koA aaMUHWCTPaTOPE PIM koA nons3oBaTenA
PIMN kog | | 5 PIM kog | | L5
MosTop PIN kooa | | MosTop PIN kooa | |

[ ] PIN koA aaMWHMCTPETOPAE W NONL30BATENA COBNAASIOT

DOpMaTUPOBaTL OTMeHa

Puc. 71. OkHo chopmaTmpoBaHus naeHTudmkaropa

Mpumeyanue. [Ing annapaTHbIX nAEHTUdUKATOPOB PyTOKEH:
1) PopmatupoBaTb MAEHTUDUKATOP HYXKHO B yTunute npoussogutensa («MaHenb
ynpaBneHusi PyToKeH»).

2) Ecnu Ha PyToKeH paHee Obinu 3anucaHbl kakve-nnbo AaHHble Anst annapaTHOM
ayTeHTU(UKaumm, nepen TeM kKak 3anucate Ha AW ayTeHTudMKaLMOHHYIO
nHcpopmaumo B KY ELLY, HeobGxoammo npoussecty chopmaTnpoBaHue gaHHoro AU
B YTUNUTE MPOU3BOANTENS.

CHATMe annapaTHown naeHTudpmukaymm

Onsa Toro, utobbl CHATb Ha3HayeHWe annapaTHOro maeHTudukaTopa AnA YY4EeTHON 3anvMcu OTAEeNbHOro
nonb3oBaTtens, Heo6XxoauMO B OKHE NnapameTpoB ydeTHoW 3anucu B none «geHtudmkatop» (puc. 67)
BblOpaTh 3HavYeHne «AnnapaTHbIn UAEHTUUKATOP HEe HasHayvyeH», HaxaTb «[pumeHnTb» 1 «OK».

Cam naeHTUdUKaTOP ANA NOocneayLwero NpUMeEHeHU PEKOMEHAYETCA OYUCTUTL OT aBTOPU3ALIMOHHbLIX
OaHHbIX, ecnM OHM ObiNnM  Has3HayeHbl (CM. «HasHayeHwe aBTOPM3AUMOHHBLIX  AaHHbIX»),
unu otpopmaTmposaTsb.

5.2.5YpaneHue nonb3oBaTtenen [1b

BHumaHue! CnegyeTt BHUMaTENbHO OTHOCUTBCS K yaaneHuio nonb3oBaTtenen B [b. Ecnin
Ha KakoM-nnmbo 13 yposHen [lomeHa 6e30nacHOCTM HE OCTaHETCsl HM OQHOTO MNoSb30BaTeNs
c ponblo «AgmuHuctpaTop» (cMm. «PoneBas mogenb y4yeTHbix 3anucen [OB»), goctyn
K HacTporkam Ha 3TOM ypoBHe OydeT orpaHu4eH 4O MOMEHTa MOSIBIIEHUS MONb30oBaTEeNs
C AOCTaTOYHbIM HabOPOM MPUBUNETUIA.

Ina ynaneHnst none3opartenst u3 [lomeHa 6e30nacHOCTM BHE 3aBMCMMOCTU OT TOrO, KakuMu cpeacTBamm
OH CO3[aH Wnu 3aperncTpupoBaH B camom B, Heo6xoaMMo BbIAENUTL €ro MMs B CMUCKE Ha YPOBHE
«Bnagenbua», HaxaTb KHOMKY «YAanuTb» UMM BbiOpaTb COOTBETCTBYIOLLEE AENCTBUE U3 KOHTEKCTHOIO
MeH0. YueTHas 3anucb OyaeT yganeHa ¢ moaynewn nocrne cuHxpoHm3aumm ¢ ELLY Dallas Lock.



5.2.6 HaszHauyeHune napons

[na HasHayeHus napons nonb3oBaTent HeobXOAMMO BbIAENUTb €ro UMS B CMMCKE U HaXaTb KHOMKY
«3apatb naponby. NosButcsa okHo, rae TpebyeTca BBECTM HOBbIM Naponb U NOATBEPANTL ero (puc. 72).

O YeTaHoBWTE Napone ana test >

HoBklli naponk:

nDﬂ,TBEFIH{.,IJ,EHME napona:

CoXpaHWTb OTmMeHa

Puc. 72. dopma BBOga napons

Mpw BBOAE Naponst HEO6X0AMMO PYKOBOACTBOBATLCH CreaylLWUMN NpaBunamu:

e MakcuMMmanbHas gnvHa napons coctaensieT 31 cumeor;

e Maposfib MOXEeT coAaepXaTb NaTUHCKNE CMMBOSbI, CUMBOSbI KUPUANWLbI, LMdpbl U crneunarnbHble
CUMBOIbI;

e CIOXHOCTb Mapons (Hanmuyve OnpederneHHbIX CUMBOMOB, AJIMHA, CPOK AENCTBMS U Npoyue)
perynupyeTtca cneumnanbHbIMM NONUTUKaAMK, KOTOpble YCTaHaBMMBAKTCA aAMUHUCTPATOPOM
(cm. «HacTporika naponbHbIX NOANTUKY).

Mocne BBOJA HOBOTO MApPOMs BO3HWKHET JononHuTensHas kHonka * . MkoHka @ naMenuT ckpbiTbie
CMMBOIbI Ha siBHble. [NoaTBepXKaeHe napons B 3TOM criyqae He noTpebyeTcs 1 COOTBETCTBYIOLLEE NoMe
OyaeT cKpbITO.

Mpu 3agaHum napons rnobanbHoW yyeTHon 3anucu OB Heobxogmmo, 4TOObLI Mapofib COOTBETCTBOBAN
naponbHbIM nonutukam 6e3onacHoctn OC Windows Ha wmogynsax. Ecnu TpebGoBaHue He Oypet
cobntogeHo, TO BO3HMKHET owwubka «Onepaumns 3abnokmposaHa OC Windows» B npouecce
CVMHXPOHM3aUUn y4eTHbIX 3anucen. N3-3a gaHHon owmnbkn MoxeT HabnogaTbecsa cneayoulee:

. npo6nema co3aaHuA y‘-IeTHOVI 3arnmcum ¢ HegoCTaTo4vYHO CITOXHbIM NaposieMm;
. npo6nema CUHXPOHU3auUunn napossa yquH0|7| 3anucu, ecnuv nonb3oBaTenb Obin co3aaH paHee.

Bo u3bexaHue OLIMOKM CUHXPOHM3AUUWN YYETHbIX 3anMCeEN, PEKOMEHOYETCSl OTKIMIOYUTb NapOoribHble
nonutnkn OC Windows. [aHHasa dyHKUMOHanNbHas BO3MOXHOCTb peanusosaHa B C3W Dallas Lock 8.0
He3aBMcMMo oT MexaHnsmos OC.

5.2.7 Peructpaunsa oOMeHHbIX nonb3oBaTteneu B 1B

OuyeHb 4acTo KOMMNbKOTEPBLI C yCTaHOBJ'IeHHOVI cucrtemom 3awunTbl 06'be,EI.I/IHeHbI B JIOKalibHYIO CeTb,
PU3NYECKYIO U NTOTMYECKYHO CTPYKTYPY KOTOPON 00beamHsaeT cnyxba katanoros Microsoft Active Directory.
OTO NO3BOMSAET LEHTPANU30BaHHO aAMUHUCTPUPOBAaTL BCE PECypChl, BKMOYas nonb3oBaTtenen, gannsl,
nepudepuitHblie ycTpocTBa, AOCTYyn K cnyxbam, ceTeBbiM pecypcam, Beb-y3nam, 6aszam [aHHbIX
1 npoyve. pynna KOMNbIOTEPOB, COBMECTHO UCMONb3yloWwmnx oblyto 6a3y gaHHbIX kaTanora, obpasyeT
AOMEH.

Takum 06pasom, C y4yeTHbIMU 3anucsMy Nosfib3oBaTenei, co3daHHbIMU B AOMEHE, MOXHO MPOBOAUTL

onepauum Ha paboumx CTaHUMsSX, 3aPErMCTPMPOBAHHbBIX B 3TOM JOMEHE, U B TOM YMCIEe PErMCTpUpoBaTh
B ELLY Dallas Lock.


http://ru.wikipedia.org/wiki/Microsoft

MpumeyaHue. [na 6e3owmnboyHoOn paboTbl permctpaummM AOMEHHbIX YYETHbIX 3anvcen
B ELlY Dallas Lock, yctaHoBneHHom B OC cewmenctsa Linux, Heobxogumo Ha DNS-
cepBepax, K kotopbim obpawaetca APM c ELlY Dallas Lock, koppekTHO HacTpouTb
obpaTHylo 30HY (TO eCTb JOSbKkHa MpPUCYTCTBOBaTb ObpaTrHasd 30Ha, cogepxkawas PTR-
3anucu Bcex KoHTponnepos AD).
Ona nposepkn aaHHoro TpebosaHus AUB HyxHO Ha APM c ELLY Dallas Lock BbInonHWTL
cnegyowune KomaHabl:
e «nslookup <ums_domeHa>» — ybeanTbCs, YTO BbiBOAMTCS IP-agpec;
e «nslookup <mosy4yeHHbIl ip-adpec>» — ybeanTbCsl, UTO BbIBOAUTCS KOPPEKTHOE
FQDN-uma koHTponsiepa AD.

MpumeyaHue. MNpu peructpaumm B ELLY Dallas Lock gomeHHbIx yyeTHbIx 3anucen Active
Directory Heobxoanmo, 4Tobbl Bpemsi cepBepa ELLY Dallas Lock 6610 CMHXPOHM3NPOBaHO
C BpemeHeM KoHTponnepa gomeHa Active Directory.

Ons pernctpauun B [JomeHe 6esonacHoctn ELY Dallas Lock gomeHHbIX nonb3oBatenen B KadecTse
rnobanbHbIX, HEOBXOAMMO BbINOMHUTL CreaytoLee:

1. Y6eautbes, uto [omeH 6e3onacHoctn ELLY Dallas Lock npuHagnexut gomeHy Active Directory (cm.
«MpuHagnexHocTb k AomeHy Active Directoryy).

2. |-|OJ'Iy‘-IVITb CMNCOK AOMEHHbIX Nofnb3oBaTenen. [Jnga atoro npwn co3gaHnn Nnonb3oBaTesd B Bbllagatolem

cnvicke nonsi «MICToYHMK» HeoBxoaMMo BblIOpaTb MMSI JOMEHa U HaXaTb KHOMKY noucka —* (puc. 73).

D Co3aaTe None30EaTENA — x
WeTouHMK: Tuan:

SECDOMAIN ~ C

Tun yueTHOA anuan ELLY
¥MA nonk3oBaTena
o
superadm; | e,
Y4YeTHan 3annch Monvoe nMA Onncanme
DefaultAccount Y4yeTHanA sanuce NonL3osaTen

krbtgt YueTHan zannce cny*bel KDC

AgmMuHKCTpaTOR BcTpoeHHaA yUETHARA 33NNCE .

locte BCTpDEHHEH YHYETHAA 3annce g

| Mpoaom«uTs I OTmeHa

Puc. 73. 3anonHeHue yyeTHON 3anucu nonb3oBaTensi

Mpumeyanue. [pu perncrpauum [OOMEHHOW YYETHOW 3anucyn HeobxoaMMO HaxaTb

Ha KHoMnKy «OBHOBUTBL» C ANs BBOOA aBTOPU3aUMOHHbIX AaHHbIX AD, ganee BbiGpaTtb
B none «McTouHnk» umsa gomeHa AD 1 Npou3BECTM MOUCK YYETHbIX 3anuncert BolbpaHHOro
AomeHa.

Ona  nonyyeHusi cnucka y4yeTHbIX 3anucerr [JOMeHa HeobxoaMMO  [OMOMHUTENbHO  BBECTU
aBTOPM3aLMOHHbIE AaHHbIE agMUHMUCTPaTopa AOMEHa B NOSIBUBLLEMCSI OKHe (puc. 74).



WcToMHK: B Ayrentudurauma nonssceatens 8 secdom... X
SECDOMAIN
NoruH | |
M ELLY
MMA nonb3osaTens Mapone | |
MponomsuTe OTtrena

Puc. 74. ABTOpuM3auMOHHbIe AaHHblIE aaMUHUCTpaTopa goMeHa AD

3. BblGpaTb y4eTHylo 3anucb nonb3oBaTens v Haxatb «[1pogomkuTte». MOXHO BblOENUTb HECKOSMbKO
yyeTHbIX 3anucen, nmetrowwmxcsa B OC, n 3aperncTpmpoBaTb UX OOHOBPEMEHHO.

B b aBTOMaTnyeckn chopmumpyeTcs y4eTHas 3anncb nonb3oBaTens C TEM e MMeHeM JOMEHa, NTIOTMHOM

WU naponemM. YyeTHas 3anuCb MONb30BAaTENsd B CMAMCKE YYETHbIX 3anucen OydeT MMeTb BUA: «UMS

AOMeHa/MMs Nonb3oBaTensy.

Mmerowmxcs AOMEHHbIX Monb3oBaTtenen MoXxHO 3apeructpuposatb B ELYY Dallas Lock, HO ux Hemnb3s
cosgatb cpeactBamm Konconu ELLY. Ecnu Hy)XeH HOBbI JOMEHHbIN NONb30BaTeNb, €ro NpuaeTcs co3gatb
cpeAcTBaMn agMUHUCTPUPOBAHUSA Ha KOHTPOSepe AOMEHA U TOSMbKO MOCMe 3TOro 3aperMcTpupoBaTtbh
B ELLY Dallas Lock.

Cnncok AoOMeHHbIX nonb3oBaTenen u rpynn kawmnpyetcs KoHconeto ELLY B cBoen namatu. Noatomy, ecnu
HOBbIV MOMb30BaTeNb CO34aH Ha KOHTPOMnepe AOMEHa, OH MOXeT nosABuTbea B crnucke KoHconu ELLY

He cpa3sy. Heobxoaumo 06HOBUTL CMMCOK C MOMOLLbIO KHOMKU «OBHOBUTLY Cc .

Mpumeyvanne. [pouecc nosnyyeHUst crnvcka [AOMEHHbIX rofib3oBaTenell MoXeT 6biTb
[0CTaTOYHO ANuUTenbHbIM. Bo Bpems 3Toro npouecca BO3MOXHO NOSIBIiEHMe AManoroBoro
OKHa ¢ Npocb6oii BBECTU MOEHTUMDUKALIMOHHYIO MHDOopMALIMIO adMUHMUCTpaTopa.

C 3apeructpupoBaHHbiMm B ELLY Dallas Lock AOMeHHLIMM MOnb30oBaTENSAMU MOXHO NPOBOAUTL JtoOble
onepauun no peanusalum nonuMTuk 6e3onacHOCTU, OOHAKO Hemnb3s MeHATb naponb cpeacteBamu ELYY
Dallas Lock. Npw nonbiTke nameHnTb Naponb 6yaeT BbiBe4EHO NpeaynpexaeHne.

MpumeyvaHue. AnnapaTtHbll nAEHTUMKATOP MOXET OblTb Ha3HayYeH TOMbKO AN OTAENbHO
B3ATOV AOMEHHOMN Y4eTHOW 3anncu 3apermctpuposarHHon B [1b 6e3 macku.

Tarxke cpeactBamu ELLY Dallas Lock HEBO3MOXHO M3MEHWUTb CMMCOK FPyNM, B KOTOPbl€ BXOAWT JOMEHHbIN
nonb3oBaTers.

5.2.8 Peructpauusa ooMeHHbIX nonb3oBaTenen no macke B 1b

B cucrteme ELY Dallas Lock peanu3oBaH MexaHuU3M peructpauuu [AOMEHHbIX Y4YETHbIX 3anucen
nonb3oBaTernen CUCTEMbI C UCMONb30BAHMEM MACOK MO CUMBOJTY «*». B 3TOM KOHTEKCTE CMMBOIT «*» UMeeT
3Ha4eHuMe «BCe». YYeTHasi 3anucb «MmMsa_agomeHa\*» o03HavaeT BCex nonb3oBaTenen JaHHOro JOMeHa.

Mo Takom mMacke BO3MOXHa perncTpaums TOMbKO [AOMEHHbIX YYETHbIX 3anucen, Ans noKanbHbIX
3TO HEBO3MOXHO, 1 Kaxkaasi 3anvcb JOJKHA ObITb co3aaHa OTAENbHO.

MexaHn3m perncrpaumv OOMEHHbIX Y4EeTHbIX 3anucen CUCTEMbl C UCMONb30BaHMEM MacOK NO3BOMseT
NpUBECTU CUCTEMY BXOZa K CTPOromy Buay.

[na paspelleHns Bxoda B CUCTeMY BCEX [OOMEHHbIX Monb3oBaTenen (B TOM 4yucrie nonb3oBaTenem
noBepeHHbIx gomeHoB) B ELLY Dallas Lock gomkHa 6biTb 3apernctpupoBaHa yyeTHast 3anmcb «*\*».

Onsi 9TOro Heob6Xx0AMMO MpU CO34aHWM HOBOTO MOfb30BaTens ykasaTb WCTOYHUK «*» U HaXaTb KHOMKY
«lMpooonmxnTb».



MpumeyaHue. YyeTHasa 3annck «*\*» cosgaetca Ha mogyne C3U Dallas Lock 8.0 Ha TK,
ABNALLWMMCS YneHoM gomeHa Windows, npu ycTaHOBKE C KOHGUrypauuen no ymonyaHuio.

Kaxxgas yyeTHasa 3anucb MOXeT ObiTb B COCTOSIHUM «BXOZ paspelleH» U «BXoh 3anpelyeHy». Ytobbl
3anpeTuTb BXOA MO COOTBETCTBYHLIEN YYETHOM 3anmncbio Heobxoammo, 4YToObl B CBOMCTBAX Y4YeTHOWM
3anuncu Ha Bknagke «3anpet paboTbi», AnNS napameTpa «YJyeTHasl 3anucb OTKIOYEeHa» Oblno BbiOpaHo
3HayeHue «Ha» (puc. 75).

D YuETHaA 3aNWCk OTKAMYEHE 4

® na
O Het

MPUMEHMTE OTMeHa

Puc. 75. YyeTHas 3anncb oTkoYeHa

Ecnn gna cyuwecteyowen yyeTHoOW 3anucu Buga «*\*» 3anpetntb BXO4 B CUCTEMY M OOHOBPEMEHHO
paspeLwnTb BXOA4 ANs y4eTHbIX 3anucen Tuna «ZCB\*», To B cuctemy 3awmTbl Nonb3oBaTen JOMEHOB
BXOOUTb HE CMOTyT, HO CMOryT BXOAUTb TONbKO nonb3oBaTtenu gomeHa ZCB. [pyron npumep: ecnu
3anpeTuTb BXOA B cuctemy ans 3anucun «ZCB\V*» n paspewwmnTb ansa «ZCB\admin1», «ZCB\admin2y», To aTo
OyneT o3HauaTtb, YTO U3 gomeHa ZCB Ha 3alMLLeHHbIn CUCTEMOW KOMMBKTEP CMOTYT BXOAWUTb TOJSBKO
nons3oBatenu admin1 1 admin2.

Takum obpa3om, cuctemy MpPOBEPKM MONb3OBaTENE MOXHO Jlerko NpuBECTU K «CTPOron» CUCTEME,
OOCTaTOYHO OTKIMIOYMTb YYETHYIO 3anuch «*\*» 1, fanee, B ABHOM BUAE PErMCTPUPOBATb YYETHbIE 3anucu
HeobXxo4MMbIX AOMEHHbIX NONb30BaTENEN.

Mpumeyanmne. Ecnn B ELY 3apeructpypoBaHa AOMEHHas yyeTHas 3anucb «*\*» unu
«Mma_pgomeHa\*», TO HasHadaTb NapameTpbl Morfib3oBaTeriel MOXHO Kak Ans yY4eTHOW
3anucu «*\*» (unu «Mma_gomeHa\*»), Tak 1 Ansa Kaxxgon MHOMBUOYanbHOW yY4eTHOW 3anucu
OOMeHa, BbiIbpaB ee 13 cnucka.

5.2.9 Co3pgaHue rpynn nonb3oBaTteneun [1b

"pynnbl NpegHasHaveHbl Ans obbeguHeHns nonb3oBaTenen, y KoTopblx npasa 6€30nacHOCTN MOryT BbITb
CXOXMMU. Takoe o0bbednHEeHNe MOXeT ynpocTUTb paboTy agMmHMCTpaTopa Npu BbINOMHEHUN HAcTPOeK
[omeHa 6e3onacHocTL.

pynnbl 6e30nacHOCT yNpoLLatoT ynpaBneHne JOCTynom K pecypcam. MoxHo o6aBnsaTe nonb3oBaTenen
K rpynnam 6e3onacHocTy, a 3aTeM NpeaocTaBnsATb 3TMM rpynnam npasa AoCTyna, U yaanaTb ux oTTyga
B COOTBETCTBMM C NOTPEBHOCTAMM 3TUX Nofb3oBaTenen.

[na npocmoTpa 1 pedakTUpOBaHUSA CnMcka rpynn cuctembl 6esonacHoctn B KoHconu ELLY Heobxogumo
BblOpaTb Bkragky «llonb3oBatenu u rpynnel» — «[pynnbi». B okHe KoHconu ELLY aBTomartuyecku
nosiBNsieTcA psia npegBapuTenbHO CKOHUIypMpOBaHHbIX rpynn B nokanbHon OC, B KOTOpblE MOXHO
BKITIOYaTh rnobanbHbIX nonb3oBartenewn (puc. 76).
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Puc. 76. 'pynnbl nonb3oBaTenen

BHoBb co3gaHHble ¢ nomouwlbto ELY Dallas Lock rnmoGanbHble rpynnbl aBTOMaTUYeCcKM co3gagyTcs
W B MOAYMHEHHBIX MOOYMSIX NOCIE CUHXPOHMU3aLMW. YaaneHHble rnobarnbHble rpynmnbl NponaayT U3 CMCKOB
rpynn Ha MoAyrnsax nocre CUHXPOHN3aLMMN.

MpumeyaHue. B paHHble rnmobanbHble rpynnbl, copmmnpoBaHHble B ELLY Dallas Lock,
MOXHO [00aBnATb TOMNbKO rrnobanbHbiX M  MOAYMNbHbLIX Monb3oBaTenen. [1omeHHbie
nonb3oBatenu Ao6aBnsOTCS B rpynnbl Ha KOHTpOMfepe AOMeHa. Takke npu HacTpomnke
nonuTnk GesonacHocT npu [obaBneHun rpynn MNOSsIBNSETCA BO3MOXHOCTb Bblbopa
rnobarnbHbIX 1 MOAYIbHbIX FPynm.

[ns co3gaHusa rmobanbHbix rpynn ¢ nomoLlbio Konconu ELLY Heobxoammo:
1. OTtkpbiTb BKNagky «lMons3oBatenu u rpynnsl» B KoHconu ELLY.
2. Bbibpatb kaTeroputo «pynmnbi».

3. Ha naHenu uHCTpymMeHTOB B onepauusix € rpynnamu HaxaTb kHonky «CosgaTb» unu BblbpaTb
COOTBETCTBYIOLLYH U3 KOHTEKCTHOIO MEHIO, HaXKaB NPaByto KHOMKY MbILLN.

4. Ha akpaHe nosiBUTCH OKHO co3gaHus rpynnsl (puc. 77).

O Co3gate rpynny noAs30saTensi — *

Tun:
HazeaHne rpynnsl

|testgr-:uu|:u | THA YYETHOM 3amuod ELLY

Puc. 77. CospgaHne rmobanbHON rpynmbl

5. B none «HasBaHue rpynmnbi» HeO6X0AMMO BBECTU HA3BaHWE PErMCTPUPYEMON rpynnbl.

MpumeuaHue. MNpn Hannuum B domeHe 6e3onacHoctu [K, paboTtatowmx nog OC Linux,
He peKOMEeHOYeTCA WCMOSb30BaTb KUPUIIIMYECKME CUMMBOMbI B MMEHaxX MNofb3oBaTenemn

l .l W rpynn B CBA3W C OTCYTCTBUEM rapaHTum obecneyeHnss KoppekTHoM paboTbl.

MpumeyaHue. HassaHne rmobanbHOW rpynnbl CYNTAETCH YHMKaNbHbIM B pamMkax OOHOrO
[omeHa 6e3onacHoCTK.

6. BbibpaTtb «Tun yyeTHom 3anucu ELLY» B 3aBMCMMOCTM OT TOro, AN MOAYIEn Kakoro Tuna npuMeHsieTcst



OaHHagda rpynna non b3oBaTenen.

N3mMeHuTb Tmn yquH0|7| 3anncm MOXHO, UCNOJb3yA KHOMKY «CMeHUTb TUN» Ha naHenu MHCTPYMEHTOB
«Onepau,mm C rpynnamMmm» nnum Bbl6paB JaHHoe OenCTBUE U3 KOHTEKCTHOIO MEHIO.

7. Mocne Haxatna «[poJomxuMTb» MOABMTCA OKHO AN pedakTMpoBaHUA napaMeTpoB  rpynnbl
nonb3oBaTtenen (cM. «[lapameTpbl rpynn nons3oBaTenemn»).

N3mMeHnTb napameTpbl Tpymnnbl MOXHO, WUCMOMb3yA KHOMKY «CBOWMCTBa» Ha NaHenM WMHCTPYMEHTOB
«Onepauun ¢ rpynnamm» nnm Boibpas AaHHOE OENCTBUE N3 KOHTEKCTHOrO MEHHO.

5.2.10 YpaneHue rpynn nonb3oBarteneun [1b

Ons yoaneHnusa rnobanbHonm rpynnbl M3 [lomeHa 6e3onacHOCTM HeobxoAMMO BbIAENUTbL €e HasBaHue
B CMMCKe Ha ypoBHe «Bnagenbua», HaxaTb KHOMKY «Y4anuTb» UIv BbibpaTb COOTBETCTBYHOLLEE AEACTBME
M3 KOHTEKCTHOro MeHto. ['pynna nonb3oBartenen 0ygeT yganeHa ¢ Moaynen nocrne cMHXpoHusauumn ¢ ELLY
Dallas Lock.

5.3 PoneBas mopgenb y4YeTHbIX 3anucen [1b

HacTpoiikn no npaBam agMuHUCTpUpoBaHusa B 1B ocywecTBrsiloTcs B paboyeit oGnact Ana BKagku
«[Monb3oBaTenu u rpynnbl» B kateropun «Monb3oBaTenu» B nosne «Ponb agMUHUCTpUpoBaHus» (puc. 78).

KoHconb ynpaeneduna ELLY [[lomen GesonacHoctw: lomen BesonacHocty, Cepeep: fedora-vm-kvm.isc.confident,

*
e @ Y Q Monb3oBaTeny U rpynnbi

.'.’:L omMeH 0e3onacHoCTH

I HEPACMPELEMNEHH. ..

5 i |

M CETEBGIE YCTPOU. .. Coctosnme YuetHan 3anuce  Tun yuetHoi 3anucw ELY  Monnoe uma  Onucanue Bna,qe.nel.' hone I
N 34MUHUCTPNPOBAHNA

B YOANEHHBIE OBBEK. .. 1 i

anonymous DL8.0 MK8, AYL K3 Anonymou... Wcononbs... J'onanb...l 1

admin Bce Apmunn... J'onanb...l Apmunncrparop :

test Bce J'onanb...l Het npas I

| |

user ca3 Nokanwb..., Ayautop |

| e S —

Puc. 78. Ponb agMnHUCTpMpOBaHus

Ponb npeacraensieT cobo COBOKYNMHOCTb NPUBUIErMIA — MOSTHOMOYUIA MO BbINOMHEHNIO AENCTBUIA B 4acTy
aagMunHucTpuposaHus [b.

Ha ocHoBe rpynn npusuneruin B ELLY Dallas Lock cdhopmupoBaHsl cnefytoLlmne ponu aadMUHUCTPUPOBaHUSA:

(] ((A,EI,MI/IHI/ICTpaTop)) — MaKkCumMallbHble npuBunernn Ha ynpasleHune OB wnn ero yacTtbto,
B 3aBUCUMOCTU OT YPOBHA Ha3Ha4YeHUA pOJin;
. «Ay,EI,I/ITOp» — B 3aBUCMMOCTU OT YPOBHA Ha3Ha4YeHUA posnu, Ay/JMTOp MOXeT WMETb

onpeneneHHbli Habop NpPUBMNErnii Ha NpocMoTp nHdopmaumm o b nnu ero 4Yactu:
e COCTOsIHME 3alLUMLLEHHOCTH;
e [POCMOTP CNMUCKa Nosfib3oBaTesien, UX napaMmeTpoB U Ha3HaYEHHbIX Ponen;
e MPOCMOTP 3HAYEeHUN NonuTUK GesaonacHocTy;
e YTeHue XypHaros.
e «Het npaB» — nonb3oBaTenu 6e3 npaB Ha agMUHUCTpUpoBaHue n ayaut Ab;
e «He HasHa4yeHO».
Mo ymon4yaHuio HOBbIM NOMNb3oBaTeENsIM Ha3HayaeTcs ponb «He HasHayeHo».
Y HasHayeHusi Ha ponb ecTb NapameTp «Bnageneu» — ypoBeHb Ha KOTOPOM Obina HasHa4yeHa gaHHas
ponb. Ecnun Ha ypoBHe «Bnagenbua» yyeTHOW 3anncu nonb3oBaTens onpeaeneHa ponb «He HasHayeHoy,

TO NO yMON4YaHUK Takown nonb3oBaTeslb He 6yp,eT obnapatb npmBunnernaMmm Ha agMMHUCTpmpoBaHune 06
Ha JaHHOM YpPOBHE, Npn 3TOM, €Clih Ha NOAYNHEHHbIX y3nax:

e ponb He nepeonpefeneHa (3HavyeHne «He HasHadveHo»), TO nonb3oBaTens 6yaeT Hacnegosatb
ponb ¢ 6onee BbICOKOro ypoBHs Aepesa [b;
e ponb Monb3oBaTens  nepeonpegeneHa  (3HayeHwe  oTNMYHOe  OT  «He HasHauyeHo»),




TO Nosnb3oBaTeslb 6y,1:|,eT MMEeTb Ha 3TOM NOAYNHEHHOM YPOBHE N YPOBHAX HMXE 3TOro npusunermm
B COOTBETCTBMM C HA3HA4YEHHOWM ponblo.

BHumaHue! CriegyeT BHUMATENbHO OTHOCUTLCHA K CO34aHMIO U yAaneHuo HasHauyeHun
ponen nonb3oBaTenen Ha agMuHucTpupoBaHue [OB. Ecnn Ha kakoM-nnbo mn3 ypoBHeEN
HdomeHa Ge3onacHOCTM He OCTaHETCA HWM OAHOrO MONb30oBaTensd C  Pofibio
«AOMUHMCTPATOP», OCTYN K HACTPOMKaM Ha 3TOM ypoBHe OyaeT opraHMyeH 4O MOMEHTa
NosIBNEHUS Nonb3oBaTens ¢ 4OCTaTOYHbIM HaGOPOM NPUBMKIETNA.

5.4 Monutunkn OB

lMocne ycTaHOBKM cUCTEMBbI yNpaBreHus, HeobxoouMo MpPOM3BECTU ee HacTponky. [log HacTpomnKom
CUCTEMbI MOHMMAETCH YCTaHOBKa 3HayeHWW nonutuk [omeHa 6Ge3onacHOCTW, YAOBNETBOPSIOLNX
nonuTukam 6esonacHoCTV opraHv3auum.

Bknagka «[MNonutukn» nossonsieT pegaktuposaTe NnapaMeTpbl 6e3onacHocTv Ha ypoBHe Bcero [1b, nocne
CYHXpPOHM3aUUM Ha BCEX MOAYMHEHHbIX obbektax B [OB npumeHstoTcAa  ycTaHOBMNEHHbIE
HacTpouku (puc. 79).
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Puc. 79. Bknagka Monutukun Ob

OTKpbITb peaakTop NONUTUKM MOXHO cnefyroLumMm cnocobamu:
e [OBaxAdbl WEMKHYTb NeBOW KHOMKOW MbILLKX MO U3MEHAEMOMN NONNTUKE;
e  BbI3BaTb KOHTEKCTHOE MEHIO U3MEHAEMOWN NONUTUKKN N BbibpaTh « CBOMCTBAY;
e HaxaTb KHOMKY «CBonCcTBa» Ha naHenu «[encrTeus».

5.4.1 HacTtponka naposibHbIX NOSINTUK

HacTtporiku, kacawwmecs 3Ha4YeHUM MaposibHbIX MONUTUK, pPerynupytloTcs B Kateropum «llonuTukm
naponen» Ha Bknagke «Monutukuny.

B cooTtBeTcTBUM C TpeboBaHWAMM MONUTUKM Ge30MacHOCTU opraHM3aumMmM HeobXoAMMO HAcTpOUTb Bce
napameTphbl, pacrnosioXeHHbIE B CNUCKe NOSIUTUK Naporien.

MpumeyaHue. Cnegyet ydecTb, 4to B OC Windows ecTb CBOM, HE3aBUCKMMbIE MOSUTUKU
CNOXHOCTW Napors. Y B HEKOTOPbLIX CRy4vasx Naposib MOXET YO0BNETBOPATL NOMMTUKAM
Dallas Lock, Ho He ypoBneTBopATb nonutukam Windows. B gaHHOM cnyyae Takon
naposb YyCTaHOBUTb He yaacTcsl.

Ta6nuua 7. MaponbHble NONUTUKKU

MakcuManbHbIN CPOK AENCTBUA naponsi

MonuTnka ycTaHaBNMBaEeT MaKCUMarbHbIA CPOK OEeWCTBUsi Mapons nonb3oBaTtenei. Mo ncreyeHum
Cpoka [OencTBusa Monb3oBaTento aBToMaTtudecku OyoeT  nNpeanoxeHo  CMEHUTb  Naporsib.
He pacnpocTpaHseTcd Ha YydeTHble 3anucu nonb3oBaTene C  YCTAHOBMEHHbIM  aTpubyToMm
«beccpoyHbI naponby.



MonuTnka npuHUMaeT 3HadveHus oT 1 gHsa do 25 Hepenb (180 gHen) u «He ucnonbsyetca» —
MaKCMMarbHbI CPOK AENCTBUA Mapons He yCcTaHoBMeH. 1o yMonyaHuio nonuvTuka MMeeT 3HaveHue
«6 Hepn. 0 OoH.».

MonuTtuka NnpuMeHsaeTcs Ha:

e cnyxby ELLY;

e MOAynsax:

C3WU Dallas Lock 8.0-K/C;

CO3 Dallas Lock;

C3W BW Dallas Lock;

C3M HC[ Dallas Lock Linux.

MuHMManbHbLIA CPOK AeNCTBUA Napons

[laHHOM NONUTUKON yCcTaHaBNMBaETCA MUHMMAaSbHbBIN CPOK AEUCTBUSA Napona Angd Bcex Nofib3oBaTtenen.
o ncrevenus ycrtaHoeneHHoro cpoka C3M He no3BonMT Nonb3oBaTEN0 CMEHUTL CBOW Maporsib.

Monutnka npuHmMMaeT 3Ha4veHus ot 1 gHa go 30 gHen u «He ucnonb3yetcs». [Npu Boibope 3Ha4YeHUsI
«He ncnonb3yeTtcsi» MUHMManbHbIA CPOK AENCTBMSA Naposs He OrpaHNYeH.

Mo ymonyaHuio nonuTuka nmeet 3HadeHme «10 gH.».

3agaHHbIN napameTp He daBnAeTCcA NMPUOPUTETHbIM. OH D,GVICTByeT TONbKO €ecnn OnAa noJjib3oBaTenA
HEe yKa3aHO HUKaKnX UHbIX 3Ha4YeHunn CpOKa nencTeus napons.

MUHMManbHLIN CPOK AEWCTBMS Mapons AOnA KaxAaoro KOHKPETHOro nonb3oBaTtens onpegdensiercs
no cnenyloLlein cxeme:

o EcnuagmuHucTpaTtop yctaHoBMI AN KOHKPETHOrO NOMb30BaTenNs NPUHYANTENbHYI0 CMEHY Napons
npuv cregyloLlem Bxoge Ha KOMMNboTep, TO B NpOLEecCe oYepeaHON 3arpy3km KoMnbTepa nog atum
nonb3oBaTteneM cucTtema 3awuTtbl 06sA3aTenbHO MOTpebyeT CMeHWTb naponb  (HauBbICLINIA
NpuopwuTET).

e Ecnu otcytctByeT TpebGoBaHMe CMeHbl napons npu cneaywoowem exoge, To C3M He nossonuT
CMEHUTb Naposib €CNN HE UCTEK YCTaHOBMEHHbLIN MUHUMarbHbLIN CPOK AeNCcTBUA napons. MNpu aTom
Ha aKpaHe 0Tobpa3uTcsa coobLueHne «laponb He MOXET OblTb U3MEHEH Y.

e ®nar B none «laponb 6e3 orpaHnyeHns cpoka AeNCTBUS», YyCTAHOBMNEHHbIV B HACTPOWKaX y4eTHOM
3anucn B kateropum «[Mlaponu», He [acT BO3MOXHOCTM CMEHWTb Mapofb [0 OKOHYaHUs
YCTaHOBMEHHOrO MUHNMAarbHOro Cpoka AeNCTBMSA Napons.

MpumeyvaHue. Ecnn HapyLLeHO COOTHOLLEHME MAaKCUMaIbHOrO U MUHUMArbHOTO CPOKOB
AeNCTBUst Naponst (MMHUMarbHbIA CPOK AEUCTBMSA naporns 6onblie MakcMMarnbHoro), To
C3W npovrHopupyeT 3Ha4eHne MMHUMAanbHOro Cpoka AeNCTBUS Napornsl.

Monntnka NpuMeHsieTcs Ha:
e cnyx0y ELLY;
o MoAynsx:
e C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
C3UM BU Dallas Lock;
C3W HC[ Dallas Lock Linux.

MuHumanbHasa gnuHa naponsa

[aHHon NOSIUTUKON yCTaHaBlIMBaeTCA orpaHun4yeHune Ha MUHUMAanNbHYKO  ONUHY  NaponA.
I'Ipw perncTtpaumm HOBOIoO MnoJfib3oBaTenAa U npu M3aMeHeHnn CTaporo napoid CcUucrtema KOHTpornpyet
ONHY BBOOMMOTIO napons. Ecnu yncno cnmeornos B naposne MeHbLle YCTaHOBJIEHHOIo 3Ha4eHud, TO Ha
3KpaHe NnoAaBUTCA npeaynpexaneHue «BBopg napond. sBeaeH CIiKoOM KOpOTKI/IVI naponb».

Monutuka npMHUMaeT 3HayeHns oT 1 4o 14 cumBonoB 1 «He ucnonebsyetca». o ymonyaHuio nonutunka
nmeeT 3HaveHne «He mcnoneayetcsa». MNpu Boibope 3HavyeHUs1 «He ncnonb3ayercsi» ycTaHaBnMBaeMbli
naposib MOXeT UMETb MYCTOEe 3HAYEHUE.

[encteme nonNUTUKN pacnpocTpaHsaeTcsa Ha 3HaveHns naponen, PIN-KOOOB U KItoyen.

Cne,u,yeT MMETb B BMAY, YTO €Clnn B npouecce pa60TbI M3MEeHEeHO 3Ha4vYeHne ANMnMHbI NaponAa (Hanpl/lmep,
yBe.l'II/ILIeHO), TO Yy 3aperncTtpupoBaHHbIX nonb3oBaTenen oHa OcCTaeTcs I'Ipe)KHeVl no nepBoﬁ CMEHbI
3Ha4YeHu4.



Monutnka NpuMeHsieTcs Ha:

o cnyx0y ELLY;

o MoAynsx:

C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;

C3M HC[ Dallas Lock Linux;
C3U BU Dallas Lock.

HanomuHatb o0 cmeHe naporsnsa 3a

C nomoubio gaHHOro napamMeTpa cUcTema 3allnTbl NO3BONMT HAaNOMMWHATL NOMbL30BaTENO O TOM, YTO
yepes onpeaeneHHoe KonmyecTBo AHen HeobXxoaAMMO CMEHUTL Naporb.

Monutuka npuHumaeT 3HaveHus oT 1 go 15 gHen n «He ncnonb3yetca». 1o ymonyaHuio nonutuka
uveet 3HadeHme «3 gH.». Ecnu BbiOpaHo 3HaveHue «He wucnonb3yetcA», TO HamNOMUHaHWA
0 HEODXOAMMOCTUN CMEHbI Naporns He OyaeT.

HanomunHaHve o npeacTosiieii cMeHe napons 6yaeT NosiBNATbLCA Ha akpaHe npu 3arpyske C3W aaHHbIM
nosib3oBaTesieM, HayMHas C TOr0 MOMEHTa, Koraa A0 CMeHbl nmaponsi (hakTU4ecku A0 UCTeYeHus

MaKCcumMarnbHOro BpemMmeHun aencreus naponﬂ) OCTanocCb KONMYEeCTBO AHEN, paBHOE YyCTaHOBJIEHHOMY
3HAYEHMIO AN 3TOWN NONUTUKMN.

MpumeyaHue. [MapameTpbl, yCcTaHaBNMBawLIME CPOK OENCTBUS Napons, OEWCTBYHOT
He3aBMCMMO OT aHanornyHblx napametpos OC Windows. B Windows gencTtBytoT cBou
nonuTMkn 6Ge3onacHOCTWU, KOTOopble Takke MOryT noTtpeboBaTb CMeEHbl MNapons
Hesasucyumo ot C3U Dallas Lock 8.0.

B C3U Dallas Lock 8.0 1 OC Windows coBnagatoT criegyolime naposbHble NOSINTUKK:

e  MaKCMMarnbHbIN CPOK OENCTBUSA Napons;
e  MVHMMarbHas AfMHa Napons;
e  MUHMMAarbHbIA CPOK AEACTBUS Napons;
e Maposfb AOMKEH OTBeYaTb TPeBOBAHUAM CMOXHOCTMU.
Y106kl HEe BO3HMKaNo koHdpnmkTa naponbHbix nonutuk OC Windows n C3U Dallas Lock
8.0, HyxHO caenaTb AaHHble NonuTUKKM naeHTudHeiMn B OC n C3U, nubo oTKNYnTb
nonutuku B OC.
Monntnka NpuMeHsieTcs Ha:
e cnyx0y ELLY;
e MOAynAaX:
C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
C3WM BU Dallas Lock;
C3W HC[ Dallas Lock Linux.

Heo6xognmo nameHeHue naposnsa He MéHblle, 4YeM B

[laHHOM NoNUTMKON 3agaeTcsa KONMYecTBO CUMBOJSIOB, Ha KOTOpOe, KaK MUHUMYM, OOJDKEeH OTNnn4aTbCA
HOBbIN naposib OT CTaApOro npu ero CMeHe.

Monutuka npuHuMaeT 3HayeHns oT 1 go 10 cumBonoB 1 «He ucnonebsyetca». o ymonyaHuio nonutunka
nmeeT 3HayeHne «He ncnonbayeTtcs».

Mpumevanue. Ecnn pgaHHaa nonutuka BknodeHa ana OC Windows (3HaueHwue,
OTNIMYHOE OT «He mncnonb3yetcsi»), TO NP CMEHe Napons 4Yepe3 KOMOUHaLMIO KnaBuLL
«Ctrl + Alt + Del», HOBbI Naposfib OOJPKEH OTNMYATbCsl OT CTApPOro He MeHee, YeM Ha
yKa3aHHOe KOnm4ecTBO cumBoroB. CBepka CTaporo M HOBOIO NMaporis OCYLLECTBAETCS
NOCMMBOJTbHO.

Mpn cmeHe naponsi yepe3 obonouky agmuHuctpatopa C3U Dallas Lock 8.0 gaHHbIN
napameTp He y4yntbiBaeTcs.

Mpumep. Y nonb3oBaTtens nMmeeTcd naponb «password1», ecnu B BbiLle ONUCAHHOW OMNLUMM KONTMYECTBO
CMMBOJIOB yKa3aHO 2, TO Npu cMeHe napons «password1» Ha «password2» BbiBegeTcs coobLueHune
«Maponb JoOMmXeH cunbHee OTNMYaTbCsa OT npeAapigyliero». MpaBunbHoW ByaeT cmeHa napons ¢
«password1» Ha «Password2».

MonuTuka NpUMEeHAeTCA Ha Mo4yndaXx:



e C3W Dallas Lock 8.0-K/C;
e (C[O3 Dallas Lock;
C3M BW Dallas Lock.

Heo6xogumo Hanuyme cneLucuMBOSIOB

Ecnv paHHas nonutmka BkrodeHa (3HadeHue «[a»), TO npyu co3gaHuu napons B HEM LOMXKHbI
NpuCyTCTBOBAaTL CreLlmanbHble CUMBOSbLI U3 crneaytowero cnucka: ™", "~", "I", "@", "#", "$", "%", "\", "&",
II*II, II(II' II)II, II_II, II_II' II+II' "{”' II}II, II[II, II]II, II\II, II|II II:II n.n LLLLLLS mn II<II II>II' II,II' II-II, II?II' II/II.

Mo ymonyaHuio nonuTuka MMeeT 3HavyeHne «HeT».

[lencteme NONUTUKN pacnpocTpaHseTcs Ha 3HavYeHnsa naponen, PIN-kogoB u knoyen.

Mpumep. Y nonb3oBaTens uMeeTcs naponb «password1», ecnu Bbllle oOnNucaHHas onuus
aKTMBMPOBaHa, TO MNPV CMEHEe Maponsi Ha «password2» BbiBedeTcsa coobleHne «B napone AomKHbI
coaepxartbcs cneucrMMBonbly. MNMpaBunbHoM OyaeT cMeHa napons ¢ «password1» Ha «password#».
Monntrka NpuMeHsieTcs Ha:

e cnyxby ELLY;

e MOAynAaxX:

C3W Dallas Lock 8.0-K/C;

CO3 Dallas Lock;

C3M HC[ Dallas Lock Linux;

C3WM BU Dallas Lock.

Heo6xogumo Hanuuune CTPOYHbIX U NPONUCHbIX GYKB

Ecnn paHHas nonuTtuka BKIOYeHa (3Haqume <<,Ela>>), TO nNpu co3gaHunn napojid B HEM [OOJTXHbIl
NPUCYTCTBOBATb CTPOYHbIE U NMPONUCHbIE 6yKBbI.

Mo ymonyaHuio nonuTuka MMeeT 3HaveHne «HeT».

[encTBrne nonMTUKMN pacnpocTpaHaeTcsa Ha 3HadeHusa naponen, PIN-kogoB 1 kno4den.

Mpumep. Y nonb3oBaTens uMeeTcs nNaponb «password1», ecnu Bbllle oOnucaHHas onuus
aKTMBMpOBaHa, TO MNPV CMeHe napons Ha «pacsword1» BbiBegeTcs coobleHne «B napone AomkHbI
cofepXaTtbCs U CTPOYHbIE, U MPoNUCHbIE BykBbI». [paBunbHon 6yaeT cmeHa naporns ¢ «password1» Ha
«paCsword1».

Monntnka NpuMeHsieTcs Ha:

e cnyx0y ELLY;

o MOAynsax:

C3W Dallas Lock 8.0-K/C;

CO3 Dallas Lock;

C3U HC[L Dallas Lock Linux;

C3W BW Dallas Lock.

Heo6xogumo Hanuune undp

Ecnu paHHas nonuTvka BKIOYeHa (3HaveHue «[ay»), To Npu co3gaHuyM Napons B HEM OOSDKHbI
NpUCYTCTBOBaTL LIUAPBLI.

Mo ymonyaHuio nonuTnka nmeeT 3HadeHne «Hety.
JencTeue NoNMTUKN pacnpocTpaHseTcst Ha 3HavyeHus napornein, PIN-KkogoB v knoyen.
Mpumep. Y nonb3oBaTensd mMeeTcs Naposib «Password», ecnvm onMcaHHas Bbille Onuusi akTMBMPOBaHa,
TO MpuW MONbITKE CMEHbl Mapons Ha «passwordd» BbiBegeTcs coobuieHne «B naporne OOMKHbI
copepxaTtbcs uMdpbly. MNpaBunbHON 6ygeT cmeHa naporns ¢ «password» Ha «password12».
MonuTunka NnpumeHsieTcs Ha:
o cnyx0y ELLY;
e MOOYnsX:
e (C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
C3W HC[L Dallas Lock Linux;
C3W BU Dallas Lock.

He06xo,qv|M0 OoTCyTCTBMUE LIMq:)pr B NnepBOM U nocnegHemMm cMmmMmBoIiax



[aHHon nonuTtukon yCTaHaBIIMBaeTCA OorpaHn4eHne Ha ncnosib3oBsaHune Ll,M(bp B NepBoM U nocnegHem
CMMBOJ1axX napon4.

Ecnn gaHHaa nonuTuka BKIOYEHa (3HaquV|e «D,a»), TO MNMpn co3gaHunM naposida B HEM He [OOJIKHO
coaepxKaTbca Ll,l/l(*)p B nNepBOM U nocnegHem cmmMmBonax.

Mo ymonyaHuio nonuTuka nMmeeT 3HavyeHme «Het».
[encteme nonnTUKN pacnpocTpaHsaeTcsa Ha 3HavyeHnsa naponen, PIN-KogoB u Krtoyen.

Mpumep. Y nonb3oBaTtenst UMeeTcs Naporib «passwordy, eCnun onucaHHas Boille oMM akTUBUPOBaHa,
TO Npu nonbiTke CMEHbl napons Ha «passwordl», «lpassword» unum «lpasswordl» BbiBegeTcs
coobuweHne «Heobxogmmo oTcyTcTBUE LUMdPLI B MEPBOM U NocregHeM cuMmBoriaxy. lNpaBunbHon 6ygeT
CMeHa napons ¢ «password» Ha «passwordd».
Monutnka NpuMeHsieTcs Ha:
e cnyxby ELLY;
e MOAynsaX:

e C3W Dallas Lock 8.0-K/C;

e (C[3 Dallas Lock;

e C3M BW Dallas Lock.

(BU) vSphere: MuHumanbHasa gnuvHa napons

[laHHOW  MONMUTUKOW  YyCTaHaBNMBaETCA  OrpaHMYeHME Ha  MUWHWManbHYl  OJIMHY  [apons
Ans rmnepen3opoB vSphere.

MonuTtunka npuHnmaeTt 3HadveHms ot 1 go 30 cumeonos. o ymonyaHuto 3HaveHne: 1 cumBon.

Mpun pernctpaumm HOBOW y4€THOW 3anucu 1 npu nameHeHun ctaporo napons s LIY C3U BU Dallas Lock
KOHTponupyeTcs AnMHa BBOAMMOrO napons. Ecnv yucno cumBonoB B Napone MeHbLLEe YyCTaHOBIEHHOro
3HayeHWs, TO Ha 3KpaHe MosABUTCHA npedynpexaeHne «Bsoag napons: BBeAEH CRMLLIKOM KOPOTKUN
naposb».

CnepgyeT MeTb B BUAlY, YTO €CNny B NpoLecce paboTbl MUAMEHUTbL 3HAYEHUE ANWHBI Napons (Hanpumep,
YBENWNYUTB), TO Y 3apErnCTPUPOBaHHBIX YYETHbIX 3aMUCEl OHA OCTAHETCS MPEXHE A0 NepBOi CMeHbI
napons.

Monutuka npumeHsieTcs Ha mogynax C3U BU Dallas Lock.
(BU) NmnepBusopbl: MMHMManNbHOE KONMMYECTBO KNacCoOB CUMBOIIOB

[aHHas nonutnka onpegensiet KoNMYeCTBO KNacCoB CMMBOJIOB (OYKBbI B BEPXHEM U HUXXHEM PErucTpe,
undpbl 1 cneumanbHble CUMBOIbI), KOTOPbIE AOMKHbLI NMPUCYTCTBOBAaTL B Naporne, Ans y4eTHON 3anucu
Cepaepa upTtyanusaumm B LIY C31 BU Dallas Lock.

Monutuka NPUHMMaET 3Ha4YeHnA oT 1004 un «He MCnonb3yeTca». 3HayeHne «1» o3Ha4aeT, 4YTo naposb
MOXeT coaepXaTb nobble CMMBOIbI, HanpumMep, ToN1bKO LI,VI(bpr. Mo YMON4YaHUIKO 3Ha4YeHne NOJINTUKAL 1
CMMBOI.

Monutuka npumeHsieTca Ha mogynax C3U BU Dallas Lock.

(BU) CepBep BupTyanusauuu: KonnyectBo npeabiaywmx naposen, KoTopblie nosb3oBaTtesb
He MOXeT UCMoJib30BaThb

[aHHOWM NONUTMKOW YyCTaHaBMMBAETCA KONMUYECTBO NPeAblOyLUMX Maponen KaXaoro nornb3oBaTtens,
KoTopble He MOryT ObiTb BbiOpaHbl UMK MpU CMeHe napons, Ans ydeTHon 3anucu Cepsepa
BupTyanusauuu B LIY C3W BW Dallas Lock.

Monutuka NMPUHNMaET 3Ha4YeHunda oT 1 oo 10. Harlpvlmep, 3HaveHue «S» 3arnpeLlaeT UCnonb3oBaTb NATb
npegbioywmnx naponeVl ana BbI6paHHOFO none3osarens. o yMON4YaHNKO 3Ha4YeHNe NOJINTUKN: «1».

MonuTtuka npumenseTca Ha moagynsx C3U BU Dallas Lock.
(BU) Cepeep BupTyanusauuu: MakcumanbHasa anvHa napons

[aHHOWM NONuUTMKOW yCTaHaBNMBaETCS OrpaHWYEHUE Ha MakCMMarnbHYK ONUHY Naponst Ans y4eTHON
3anucu Cepsepa BupTtyanusauum B LIY C3U1 BU Dallas Lock.

MonuTtuka npMHUMaeT 3HayeHns oT 1 go 14 cumonos 1 «He ncnoneadyeTtcar. o ymonyaHuioo 3HadeHve
OaHHOW NONMUTUKN: «He ncnonb3yeTtcsay.

Monntuka npumeHsieTcs Ha mopynsax C3U BU Dallas Lock.



(BUN) CepBep Buptyanusaummu: MakcmmanbHoe AONYyCTUMOE KONIMYECTBO OAUHAKOBbIX
CMMBOJIOB, CTOAILLMX PAAOM
[daHHOW NONMMTUKON yCTaHaBNUBaETCA MaKCUMarnbHO AOMYCTMMOE KONMYECTBO OAMHaKOBbIX CUMBOMOB,

KOTOpble MOryT NPUCYTCTBOBATbL NPW 3a4aHuK napons, Ans ydyetHon 3anucu Cepsepa BUpTyanusaumm
B LY C3M BUW Dallas Lock.

Monutrka NnpuHMMaeT 3HadeHust oT 1 0o 5 cumBonoB 1 «He ncnonb3yetca». Mo ymonyaHuio 3HayeHne
OaHHOW NOnUTUKN: «He ncnonb3yeTtcs».

Monntuka npumeHsieTcst Ha moaynsx C3M BU Dallas Lock.

(BU) CepBep Buptyanusaummn: MMHMmanbHoOe KONMYECTBO NPONUCHbIX OYKB

[laHHOW NONWUTUKONM yCTaHaBNMBAETCS MUHUMATbHOE KONMYECTBO NPONMCHbLIX (60rbLUMX) GYKB, KOTOpblE
OOMMKHbI MPUCYTCTBOBATL MpK 3adaHuK napons, Ans yd4etHou 3anvucu Cepeepa BupTyanusauuum B LIY
C3W BW Dalllas Lock.

MonuTtunka NnpuHuUmaeT 3HayveHus ot 1 4o 9 cumeonoB u «He ncnonb3yetcs». 1o ymonyaHuio 3HayeHne
AaHHOW nonuTukn: «He ncnonbayeTcsy.

MonuTtunka npumenseTca Ha moagynsax C3U BU Dallas Lock.

(BU) CepBep Buptyanmsaumm: MMHMmanbHoe KonmM4ecTBO CUMBOJIOB andgasuTa

[aHHOM nonWTUKOM yCTaHaBMMBAETCA MWHUMArbHOE KONMMYECTBO CUMBOMOB andasuTa, KOTopble
OOMKHbI MPUCYTCTBOBATL MpKW 3adaHun napons, Ans ydyetHow 3anucu Cepsepa BupTyanu3auumm B LIY
C3W BW Dallas Lock.

Monutrka npMHUMaeT 3HayeHust ot 1 0o 15 cumBonoB n «He ncnonedyetcsy». Mo ymonyaHuio 3HayeHne
OaHHOW NONMUTUKN: «He ncnonb3yetcan».

Monutuka npumeHsieTcst Ha moaynsix C3M BU Dallas Lock.

(BW) CepBep BupTyanusaummu: MMHMmanbHoe KonM4yecTBO cneunasnbHbIX CUMBOJIOB

[laHHOM NONMTMKOW yCTaHaBNMBaAETCS MUHMMAINbHOE KONMYECTBO cneumanbHbix cumeoros (", "~", "I",
ll@ll, Il#ll, Il$ll, II%II, II/\II, Il&ll, ll*ll, ll(ll, ll)ll, Il_ll, l|_l|1 Il+ll, Il{ll, ll}ll, II[II, II]II, II\II’ "l", Il:ll, ll;ll, llllll, lIIlI, II<II, Il>ll1 Il,ll, Il.ll, ll?ll,
"/"), KOTOpble [AOMXKHbl MPUCYTCTBOBATb MpM 3adaHuu napond, Ans yyeTtHom 3anucu Cepsepa
BupTyanusauum B LIY C3M BU Dallas Lock.

Monutuka npuHMMaeT 3HayeHus ot 1 o 9 cumeonoB U «He ucnonb3yetca». o ymonyaHuio 3HadeHne
JaHHOW NonuTukK: «He ncnonb3yeTcs».

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.

(BUN) CepBep Buptyanusaummu: MuHnmanbHOe KONIMYECTBO CTPOYHBLIX OYKB

[aHHOW NONMTUKON yCTaHaBNMBaETCA MUHMMAanbHOE KONMMYECTBO CTPOYHBIX (MarneHbKknx) OykB, KOTopble
OOIMKHbI MPUCYTCTBOBATL MpU 3adaHun napons, Ans yd4etHonm 3anncu Cepeepa BupTyanu3auuu B LIY
C3W BW Dallas Lock.

Monutuka npuHMaeT 3HadeHus oT 1 o 9 cumsonos U «He ncnonebsyetca». Mo ymonyaHuio 3HayeHne
OaHHOM NonuTukn: «He ncnonbsyetcay».

MonuTtnka npumenseTcsa Ha mogynsax C3U BU Dallas Lock.

(BU) CepBep BupTyanusauuu: MMHumanbHoe KOfIM4eCTBO YUCITOBbLIX CUMBOJIOB

[laHHOW MONMUTMKOW YCTaHaBNUBAETCS MWHMMANbHOE KOJNMYECTBO YMCIMIOBbLIX CUMBOJSIOB, KOTOPbIE
OOIMKHbI MPUCYTCTBOBATL MpPU 3adaHum napons, Ans yd4eTHow 3anvcu CepBepa BupTyanusauum B LIY
C3W BW Dallas Lock.

Monutuka npuHMmaeT 3HadeHus oT 1 o 9 cumsonos 1 «He ncnonebsyetcsa». Mo ymonyaHuio 3HayeHne
OaHHOW NonuTukn: «He ncnonbsyetcay».

Monuntuka npumeHsieTcs Ha mogynsax C3UM BU Dallas Lock.

5.4.2 HacTpouka NnonuMTUK aBTopMu3auum

Ha Bknagke «[lMonutukn» B KaTeropmm «[MonnTurku aBTopusaumm» HacTpamBakdTCA nNapameTpbl,
KacawLupeca Bxoga B CUCTEMY.



B cootBeTcTBUM C Tpe6OBaHI/IﬂMI/1 nonutnkn 6es3onacHocTn opraHunsauunmn Heo6xoaMmo HacTpouTb BCe
napamMmeTpbl, pacnofioXXeHHble B CrNCKe NOJIMTUK aBTOpU3aLnn.

Ta6nuua 8. NMonuTuku aBTOpMU3aL K

ABTOMaTM4YECKMI BblIOOP annapaTHOro naeHTudmnkaTopa npm aBTopusaumum

BoamoxHoe 3HadyeHune nonutukn: «da/HeT». Mo yMonyaHuio 3HayeHue AaHHOW NonuTukK: «HeTty.

BkntoyeHve [aHHOM MONMUTUKM TMO3BOSIMT aBTOMATUYECKM BbIOpaTb MNOAKIIOYEHHBI annapaTHbIN
naeHTUdUKaTOp NpY aBTOPM3aLNM.

Monutuka NnpuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C31 BW Dallas Lock.

ABTOMaTMyeckoe GIOKMPOBaHNE HEAKTUBHbIX YYE€THbIX 3anncemn

MonuTtuka npuHumaeT 3HadveHus oT 1 go 90 aHen m «He ucnonb3yetcsx». [1o ymonyaHuio 3HayveHue
AaHHOW nonuTukn: «He ncnonbayeTcsy.

[aHHas nonuTuka nNo3BONSET HACTPOUTb M BbINOSIHUTL ABTOMAaTMYECKYHD ONOKMPOBKY HEaKTUBHbIX
(Heucnonb3yeMmbix) y4ETHbIX 3anMcen Nonb3oBaTenel Nocne NnepMoaa BpeMeHU HENCNonNb3oBaHus. Mpu
akTMBauuu gaHHoW nonutukn Ha ELLY BbinonHseTcs OGnokumpoBka HeEaKTMBHOW YYEeTHOW 3anucu
none3oBarenen Ha otgensHom mogyne C3UM Dallas Lock 8.0-K/C.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
BnokupoBaTb KOMNbLIOTEP B Cllyvyae BBOAA HeMpaBuUilbHbIX Naponemn

Bo3aMoXXHOe 3Ha4YeHne NOSIUTUKMN: «JJ,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHON NonuUTUKK: «HeT».

[daHHas nonutyka No3BONSieT HAaCTPOUTL BNoKMpoBaHME KOMMbIOTEPA B CyYae BBOAA Nonb3oBaTenem
HenpaBUIbHbIX Naponew.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

BHOKMPOBaTb KOMNbIOTEP NpU OTKIMK4YeHUN annapaTtHoOro VI.CI,eHTVIQJVIKaTOPa

Bo3moxHoe 3HauyeHne nonutukn: «da/HeTt». Mo ymonyaHuio 3HadeHne 4aHHOM NONUTUKK: «HeTy.

Mpy BKMHOYEHUM [aHHOW MONWTUKM BCEM MOJSIb30BaTeNsIM, KOTOpPbIM HasHayeH annapaTHbIN
naeHTUdUKaTop, pabota Ha AaHHom [MK npu oTKMoYeHUM uaeHTudmKkaTopa GyaeT 3abrokvMpoBaHa.
MonnTrka He pacnpoCTpaHsieTcs Ha aeHTUdUKATOPbI, NPeabaBsieMble MO KacaHuIo.

MonuTnka NpumMeHsieTca Ha MogynAX:
¢C3W Dallas Lock 8.0-K/C;
«C3/ BW Dallas Lock.

BrnokupoBaTb NogKIO4YeHMe He3apermcTpupoBaHHbIX HakonuTenen USB-Flash

Bo3moxxHoe 3HauyeHune nonutukn: «da/Het». Mo ymonyaHuio 3HayeHne AaHHOW NONUTUKK: «HeT».
[aHHas nonuTuka no3sonsieT 6rnokupoBaTh HesapernctpupoBaHHble USB-Flash HakonuTenu.
Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.

BnokupoBatb hain-aucku npy oTKNYeHUU annapaTHoro naeHTudukaropa

Bo3moxxHoe 3HauyeHune nonutuku: «da/HeTt». o ymonyaHuto 3HayeHne nonmTtukn: «Hetr.

Ecnu npu co3pgaHum dann-gucka noMMMo Napons NCMomnb3yeTcs annapaTtHbli MOeHTUdUKATOpP, TO Npu
OTKMNoYeHun naeHTndukatopa ot MK, dann-guck Takke 6yaet oTknodeH. CTOUT yumTbiBaTb, YTO MpK
N3MEHEHNN HacTpOoek annapaTHOro uaeHTudukatopa HeobXxoOuMO Ha4vaTb HOBbIA ceaHC paboTbl
nonb3oBaTtens [AOns BbINOMHEHUS KOPPEeKTHOW OnokupoBku. [lonutuka He pacnpocTpaHsieTcst
Ha naeHTUdUKaTopbl, NPeabsBNseMble Mo KacaHuo.

Monutuka npumeHsietcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

BBecTtu B gomeH Active Directory

Monutnka no3sonsieT BBECTM HaMMeHOBaHMe AOOMeHa, Afs KOTOPOro HacTpOeHO B3aMMOAEeNCTBME
¢ mogynamm C3M HC[ Dallas Lock Linux.

Mo ymonyaHuio 3Ha4yeHne fJaHHOW NonnTukKn: «He ncnonbsyetcs».



Monutuka npumeHsieTcs Ha mogynax C3U HCL Dallas Lock Linux.
Bpems 6e3gencTBuUs, nocrie KOTOporo 6yaeT 3aboOKMpoBaH ceaHC JocTyna

HaHHas nonutrka onpegenseT Bpems 6e34efcTBUS MoONb3oBaTens, Mo NPOLECTBUN KOTOPOro ceaHc
OOCTyna JaHHOro nonb3oBaTtens OyaeTt 3abnoKMpoBaH.
Bo3moxHO ycTaHOBUTE BpeMsi 6e3genctBud ot 1 MuHyThI 40 5 yacos. o ymonyaHuio 3Ha4eHe 4aHHOro
napametpa: «He ucnoneayetca».
MpumeyaHmne. Ecnv pgaHHas nonmuTuka uvcnonb3yetca gna OC Linux (3HadveHwe,
OTNnYHoe oT «He ncnonb3yeTtca»), cnegyeTt yuuTbiBaTh, YTO BOKMpPOBKa rpaduveckom
CeCCum TaKke JOCTYMHA K UBMEHEHMIO C NOMOLLbIO CTaHAAPTHbIX yTUNUT HacTponkn OC.
Takoe nameHeHne He oTobpasnTtcsa B obonouke agmmHucTpuposanuna C31 HCL Dallas
Lock Linux n ELLY Dallas Lock.

MonuTunka NnpumeHsieTca Ha MOAYNSX:
e C3W Dallas Lock 8.0-K/C;
e C3M HC[ Dallas Lock Linux.
Bpems 6nokMpOBKM y4eTHOM 3anvcu B criy4yae BBoAa HenpaBUIIbHbIX Naposnen
[aHHas nonuTuka NO3BONSIET YCTAaHOBUTb, CKOMbKO BPEMEHM yyeTHas 3anucb OyaeT 3abnokupoBaHa
nocrne TOro, Kak norfb3oBaTernb BBEST HEBEPHbIA Mapornb Oonblie JonycTMMoro yuicna pas. B ator

BPEMEHHOW MHTepBar Nosib3oBaTeslb He CMOXET 3arpy3uTb kKomnbtloTep 1 OC, gaxe npu BepHOM BBOAE
napons.

Mo ncteveHmn ykazaHHOro BpEMEHM y4eTHas 3anncb aBTOMaTUYeCKn pa3brioknpyeTcs, 1 Nonb3oBaTeNb
CHOBa MOMYYNT BO3MOXHOCTb BBECTU naponb. COpOCUTb aBTOMAaTUYECKYHD OMOKMPOBKY OOCPOYHO
MOXET TONMbKO agMuHucTpatop 6Ge3onacHoCTM WM nofb3oBatenb, obnagawowumi  NpaBoMm
pedakTMpoBaHUs YY4ETHbIX 3anucen.

Bo3moxHoe 3HayeHve napameTpa: oT 1 MUHYTbl 40 5 4yacoB un «He ucnonb3yetca». Ecnu BoibpaHo
3HauyeHne «He ucnonb3yetcda», TO pa3bnokMpoBaTb YYETHYIO 3anUCb MOXET TOMbKO agMUHUCTPAaTop
H6esonacHocTu. 1o ymonyaHuio 3HayeHe gaHHOW NONUTUKK: «He ncnonb3yeTtcs».

Monutnka NpuMeHsieTcs Ha:

e cnyx0y ELLY;

o MOAynsax:
e C3W Dallas Lock 8.0-K/C;
e (C[3 Dallas Lock;
e (C3U BW Dallas Lock.

BPEMH OoXuaaHusa aBTopusaumn nonb3oBaTend

Monutuka NMPUHNMaET 3Ha4YeHund oT 1 po 10 MUWHYT " «He NCnonb3yeTcqa» — BpeMA OXunaaHuAa BBOa
aBTOPN3aUMNOHHbIX AAaHHbIX HE OrpaHN4Y€eHO. Mo YMOIM4aHNK 3Ha4YeHne OaHHOW NOSNUTUKK: 2 MWHYTbI.

3HayeHne [aHHOM MNONMUTUKM oOnpedenseT Bpemsa, OTBOAMMOE Ha BBOA NoNb3oBaTenem
aBTOPM3ALMOHHBIX AaHHbIX (OT Ha4Yana Habopa AaHHbIX 0 HaxaTus kHonkun «OK»). Ecnu nonb3oBaTenb
He ycrern 3aBepLUnTb BBOA aBTOPM3ALMOHHbBIX AaHHbIX, TO BBEAEHHbIE JAHHbLIE O4YULLAKOTCS.

Monutnka npumeHsieTcst Ha mogynsax CO3 Dallas Lock.

3al1peTMTb uncnosib3oBaHue napoJsibHoro MHTepCt)Eﬁca BXo4a

Bo3moxxHoe 3HauyeHne nonutukn: «da/HeT». Mo ymonyaHuio 3HadeHne 4aHHOM NONUTUKK: «HeTy.

Mpu ncnonb3oBaHWM cMapT-kapT ans astopusauun B OC BO3MOXHO OTKMIOUUTL MHTEpdenc Bxoaa
Mo MMEHW NONb30BaTENSs U MNApPOIto, BKIMHYEHNEM AaHHON MONIUTUKM (3HaYeHne «[ax).

Monutuka NpUMEeHAeTCA Ha Mo4yndax:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

3anpeTMTb NMOBTOPHOE Ucnosfib3oBaHWe MMeHU NoJsib3oBaTesifad B Te4eHue

Monutuka npuHumMaeT 3HaveHus oT 1 roga o 2 net 1 «He ncnonbsyetca». 1o ymonyaHuto 3HaveHne
OaHHoro napameTtpa: «He ucnonb3yetcsay».



BkniouyeHne p[aHHOM NONUTUKM yCTaHaBnMBaeT 3anpeT Ha MOBTOPHOE MWCMNOMb30BaHWE MWMEHU
nonb3oBartens Npu perncTpaumm HOBOW y4eTHOM 3anncu.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

3anpeTuTtb CMeHy nonb3oBaTtens 6e3 nepesarpysku

BosmoxHoe 3HaveHune nonutukn: «Bkn./Beikn.». o ymonyaHuio 3HayeHne — «Bbikn.».

[laHHaa nonuTyka no3BosnsieT NPeaoTBPaTUTb TEOPETUYECKYID BO3MOXHOCTb M3BIEYEHNS KAKOW-TMGO
nHcbopMaumn n3 onepaTvBHOW namaATu MK, ocTaBluylocs TaMm Mocrie 3aBeplleHusi ceaHca paboThbl
ApYyroro nonb3oBaTersl.

Mpwn BKNHOYEHMM AAHHOW NONUTUKK (3HaYeHne «Bkn.»), akTMBMpyeTCs 3anpeT Ha OCYLLLECTBEHNE CMEHbI
nonb3oBaTtens 6e3 nepesarpy3ku KommnbioTepa. [NMpu BKIHOYEHHOM 3HAYe€HUW MONUTWMKU Mpu BbliGope
nyHKkTa «3aBepLueHne paboTbi» B OkHe «3aBeplieHne pabotbl Windowsy», KoMNbOTEP aBTOMaTUYECKM
YyAOET B Nepesarpysky.

MonuTuka NnpuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U/ BW Dallas Lock.

UckniovyeHuna ans KOHTpons anﬂO)KeHMﬁ, nevyaTtu n N3oJiMpoBaHHbIX MpoueccoB
[aHHaa nonuTtuka nossonset HaCTpOuUTb CMNCOK cbaﬁnos, Aana KOTopbiX HE MPOU3BOAUTCA KOHTPOJb
I'IpVIJ'IO)KSHVIVI, nevyaTtu n n3onMpoBaHHbIX NMPOLECCOB.

CnnCoK COAEPXMT UMEHA M Ha3BaHUS WCKMHOYEHMWI, NMepedncrieHHble vepes «;». VMiMeHa moryT He
cogepxaTtb nyTu, nNMBo BkntovaTb B cebs NOCNEAHIO YacTb NyTW UMM MOSHBLIA NyTb (3TOT BapuaHT
Hanbonee 6e3onaceH). Popmar 3Ha4eHUs NnapameTpa: «<Mms (MyTb), UCKIIOYEHNE; ».

Cnncok UCKMIYEHUI:

— all — ona Bcex KOMMNOHEHTOB;

— ips —pgna COB;

—  print — gnsa nevaty;

— clipboard — ona n3onmMpoBaHHbLIX NPOLECCOB.

Ecnu B ntobom anemeHTe cnmncka B Ka4eCTBE MMEHM YKa3aHO «*» — HacTpovika OyaeT akTUBHOW Ans
BCEX UCKITIOYEHUN.

Mo ymonyaHuio 3HavyeHne — He ucnoneayetcs.
Ucnonb3oBaTb aBTOpU3aLMOHHYI0 MH(hopmauuto ot CA3 Dallas Lock

Bo3moxxHoe 3HayeHune nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukK: «Hetr.

Mpwn BKHOYEHMM OAaHHOW NONUTUKK (3HadYeHne «[la») aBToMaTMyecKkn NCNonb3yeTCca aBTopu3aLnoHHas
nHdpopmauma ot CA3 Dallas Lock. NonuTuka npumeHseTcs TOMNbKO NpyW yCTaHOBIEHHOW annapaTHOW
nnate. [Ansa paboTtbl nonuTukM Heobxoammo B OC ycTtaHoBUTH gparieep ans CO3.

MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
Wcnonb3oBaTh annapaTHbIA MAEHTU(UKATOP MO YMONYaHUIO

Bo3moxxHoe 3HauyeHne nonutuku: «da/Het». Mo ymonyaHuio 3HadeHne AaHHOW NONUTUKK: «HeT».

3HaveHne «[a» [AaHHOM MONMUTUKM BKMOYAET WCMNOSNb30BaHME annapartHoro VI,CI,eHTI/I(bI/IKaTOpa
Nno ymMoI4aHuio.

Monutuka npumeHsieTcst Ha mogynsax CA3 Dallas Lock.

KonuyecTBO NONbLITOK HEBEPHOro BBOAAa Naporsi
3HayeHne, yCTaHOBMNEHHOE ANs1 3TOW MOSIMTUKN, PerfiameHTUpyeT, CKONMbKO pa3 norib3oBaTeslb UMeeT
npaeo owmnbaTbCcsa Npy BBOAE Naponsi.

Ecnn uncno owmnbok Gonblue 0onyctmumMmoro, y4yetHada 3anmcb 6yp,eT 386ﬂ0KI/IpOBaHa, M nonb3oBaTeslb
HEe CMOXeT 3arpy3nTb KOMNbOTEP U OcC.

BoamoxHoe 3HayeHune napameTpa: oT 1 o 10 n «He ncnonbayetca» — nonb3oBaTenb MOXET BBOAUTb
HEeBEPHbIN Naporib HeorpaHU4YeHHoe Ymcno pas. o ymonyaHuio 3HavyeHue JaHHOW NOMUTUKN: «8».

MonuTtuka NnpuMeHsaeTCs Ha:
o cnyxby ELLY;



e MOAynAX:

C3W Dallas Lock 8.0-K/C;
C3WM HC[ Dallas Lock Linux;
CO3 Dallas Lock;

C3W BW Dallas Lock.

MakcumanbHoe KOnim4yecTBO Ceccum

[aHHaa nonuTuka ycTaHaBnMBaeT MaKCUManbHOE KOMUYEeCTBO aKkTMBHbIX ceccurd Ha gaHHom [1K.
Bo3amoxHble 3HayeHus ot 1 go 20 ceccun n «He ucnonb3yetca» — o3HayaeT, 4YToO napameTp Gyaet
OTKMoYeEH. 10 yMONYaHWIo YCTaHOBIEHO 3HaYeHne «3».

Monutuka npumeHsieTcst Ha mogynsax C3UM HC[, Dallas Lock Linux.
OTo6paxaTb MMs NOcrieaAHEero BoweALero nosb3oBarens

BoamoxHoe 3HadyeHune nonutukn: «da/HeT». Mo ymonyaHuio 3HavyeHne AaHHOW nonutukn: «day.

B 3HaveHumn «[da» B okHe aBTOpU3aumm none «lMone3oBatenb» 3anonHAeTCa MMEHEM YYETHOW 3anucu
nonb3oBaTersi, OCYLIEeCTBMBLUErO NOocneaHuin ycnewHbli Bxod. NMpu 3HayveHnn «HeT» none ocraetcs
NycTbIM.

|_|OJ'IVITI/IKa I'IpI/IMeHFleTCFl Ha MOLI,yJ'IFlXZ
e C3W Dallas Lock 8.0-K/C;

e (C[3 Dallas Lock;
e C3U/ BW Dallas Lock.

OTo6paxaTb MH(OPMaLMIO O NocNeaHeM yCnewHoOM BXoae

Bo3moxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HadeHne gaHHOM NONUTUKK: «HeTy.

Mpwn BkNtOYeHUM gaHHon nonutukmn ans moaynsa C3W Dallas Lock 8.0 u C3U BU Dallas Lock (3HauyeHne
«[da») nocne 3arpyskn OC B obnactn yBegomneHun Windows Ha naHenu 3agady byget nosBnsTbCS
coobLLeHne ¢ MHpopMaumen o gate nocnegHero BXofa rnofb3oBaTensi Ha AaHHbIA KOMNbloTep, Tune
BXO/a: CeTEBOW, foKarnbHbIA, TEPMUHANbHbIA, HEYCMNELUHbIX NOMbITKAX BXOAA U COCTOSIHUM NapaMeTpoB
YY4eTHOW 3anucu nonb3oBaTernsi.

Mpu BkMtoYeHU gaHHoW nonutukn ana moayna CAO3 Dallas Lock (3HayeHvne «[a») npy ovyepegHoOM
BXOOEe MOnb30BaTens BO BPEMSA BbIMNOMHEHUSA Mpoueaypbl KOHTPOMS LENOCTHOCTU OOBbEeKToB
oTobpaxkaeTcsa gaTta n BpeMsi NocregHero yenewHoro BXxoga 4aHHoro nonb3oBarens.

Mpu 3HaveHnn «HeT» — nHdopMaLma He oTobpaxaeTcs.
MonuTrka NpUMeHseTcs Ha MOAYNsX:

e C3U Dallas Lock 8.0-K/C;
e (C[O3 Dallas Lock;
e C3U/ BW Dallas Lock.

PaSPGLIJVITb aBTOpu3auuio BCeM nosib3oBartesidsM JOMeHa

Bo3moxHoe 3HaveHune nonutukn: «Ja/Het». [No ymonyaHuio 3HavyeHne nonutmukm — «Hety.

Mpu ycTaHOBNEHMU 3HaveHust «[da» y4eTHble 3anucu, 3aperucTpupoBaHHbIE Ha KOHTpomnepe AoMeHa
Active Directory, ans pabotel ¢ koTopbiM HacTtpoeHo C3W HC[ Dallas Lock Linux, noka
He 3apeructpupoBaHHble B C3M HC[ Dallas Lock Linux, 6ygyT pernctpupoBatbCs B HEM MO Mepe
npoxoxgeHus npouecca astopusaumm B C3 HC[ Dallas Lock Linux.

Monutuka npumeHsieTcst Ha mogynsax C3UW HC[, Dallas Lock Linux.

PaspewmnTb ncnonb3oBaHue cmapT-KapT

Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HayeHe AaHHOW NONUTUKK: «HeT».

BkntoueHne [aHHOW MONUTUKM pas3pellaeT UCMONb30BaHUE MWMKPOMPOLIECCOPHbIX CMapT-KapT Ans
asTopmsauumn B OC Windows npwu pabote K B kopnopatnBHoM gomeHe. CMapT-KapTbl MPUMEHSIOTCS
BMeCTe C NMYHbIMU UAEHTUUKALMOHHBIMU HoMepamu (PIN-kogamn).

MonnTrka NpUMeHsieTCs Ha MOAYNSAX:

e C3W Dallas Lock 8.0-K/C;
C3WM BW Dallas Lock.



CunTbiBaTb aBTOPU3aLMOHHYIO MH(pbOPMaLMIO C annapaTHOro Krkya

BoamoxHoe 3HadyeHune nonutuku: «da/HeT». Mo ymMonyaHuio 3HayeHne AaHHON NoNUTUKK: «ay.

B 3HaueHun «[Ja» BO Bpemsi aBTopu3auumn MHpopmaums aBTOMaTUYECKU CYMTLIBAETCS C annapaTHoro
noeHtTudMKaTopa. B sHaueHUn «HeT» 3TOro He NPOMCXOANT.

[aHHas nonuTtuka gocTynHa Tonbko B 6a3oBom pexume pabotbl mogyna CA3 Dallas Lock.

TekcT coob6LieHus npu Bxoge

B okHe penakTMpoBaHWS OAHHOM MONUTMKM MMEEeTCs BO3MOXHOCTb MpocTaBuThb drar «BbiBoguTtb
CoO06LLEHME MpY BXOAE», BBECTW 3aroflOBOK U TEKCT NpeaynpexaeHusi, kotopoe byaeT oTobpaxaTbes
nonb3oBaTtento Ao Bxoda B OC. CMbICn 4aHHOIO TeKcTa AOSDKEH NpeaynpexaaTth O peanvsauum Mep no
obecneyeHmnio 6e30MacHOCTM MHopMaLMK, N O HEOBXOAMMOCTM COBMNIOAEHUST YCTAHOBIEHHbIX NPaBuI
o6paboTkn uHdopmauun. Haxatne «OK» nonb3oBatenem O6yayT o3HayaTb MNOATBEPXKAEHMWE
03HAKOMJTEHMUSI.

Mo ymonyaHuio AaHHasi NoNUTUKa HE UCMONb3YeTCs.
MonuTtuka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

(BU) KVM: BnokupoBaTtb npotokon SSH

Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HadeHne gaHHON NonuTukun: «Het».

3HayeHne «[a» [OaHHOM MoNUTUKM GnokuMpyeT yaaneHHblin goctyn k CepBepy BupTyanusauum
no npotokony SSH.

MonunTtunka npumenseTca Ha moaynsax C3UM B Dallas Lock.
(BU) vCSA: BnokupoBaTb npotokon SSH

Bo3moxHoe 3HavyeHune nonutukn: «da/Het». Mo ymonyaHuio 3HavyeHne AaHHOW NONUTUKN: «HeT».
MonuTunka koHTponupyeT yaaneHHsln goctyn B VCSA no npoTtokony SSH.
Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.

(BUN) vCSA: Pazpewntb Bxoa Ha Web-knueHT vVCSA Management Interface

Bo3moxHoe 3HayeHune nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukKn: «Hetr.

[daHHas nonuTuka MNO3BOMseT HacTpouTb paspelleHve Bxoga Ha Web-knnent VCSA Management
Interface.

Monutuka npumeHsieTcs Ha moaynax C3UM BU Dallas Lock.
(BU) vCSA: PaspewmnTb nokanbHbIA BXO4 C KOHCOMU

Bo3moxHoe 3HayeHune nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukKn: «Hetr.
[aHHas nonuTnka NO3BOMSIET HACTPOUTL pa3peLLeHne NoKarnbHOro BXxoda ¢ KOHCOMW.
MonuTtunka npumenseTca Ha moagynsax C3UM BU Dallas Lock.

(BWU) vSphere: 3anpet Ha paboTy 4yepe3 Web-knueHT

Bo3moxxHoe 3HauyeHne nonutuku: «da/Het». Mo ymonyaHuio 3HadeHne JaHHON NonuTukn: «Hetr.

[aHHas nonuTrka No3BoMsieT 3abnokMpoBaTh BO3MOXHOCTL NogkntoveHms k Cepepy BUpTyanusaumm
unu runepsusopy ESXi uepes Web-knueHt VMware vSphere.

MonuTtunka npumenHseTcsa Ha mogynsx C3UM BU Dallas Lock.

(BW) KVM: BnoknpoBatb goctyn k Cockpit Web Interface
Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHOM NonuTukn: «ax.
[aHHas nonuTuka No3BONseT HAaCTPoOUTb pa3peLleHusa Bxoaa Ha Web-knueHt Cockpit Web Interface.
MonuTtunka npumenHseTcsa Ha moagynsx C3U BU Dallas Lock.

(BWN) NmnepBu3opbi: Bnoknposatb npotokon SSH



BoamoxHoe 3HayeHue nonutuku: «Lda/HeT». Mo ymonyaHuio 3HauyeHne gaHHON NonuTukK: «HeT».

Ecnn paspeweHo wucnonb3oBaHne ESXi Shell, To ero MOXHO 3anycTuTb HEMOCPEACTBEHHO
Ha runepeunsope ESXi uepes DCUI wnu yganeHHo no SSH. [daHHas nonutuka ONOKMpYyeT Takyro
BO3MOXHOCTb.

MonuTtnka npumenseTca Ha moaynsax C3UM B Dallas Lock.
(BU) N'mnepBu3opbl: BknounTb oTNpaBKy CUCTEMHOIO XypHarna no SSL

BoamoxHoe 3HadeHune nonutuku: «da/HeT». Mo yMonyaHuio 3HaYyeHne AaHHON MNONUTUKK: «HeT».

[aHHasa  nonuTuka  no3BonsieT  BKNoYaTtb  WwndpoBaHne  MHdoOpmauuu,  nepenaBaeMomn
no npoTokony syslog.

MpumeyaHue. [aHHaa nonutnka pabotaeT Tonbko C [[oOaBMneHHbIM KOPHEBbLIM
ceptudukatom C3M B/ B goBepeHHble kKopHeBble cepTudmkatel VMware PSC.

MonuTtunka npumenseTca Ha moaynsax C3U B Dallas Lock.
(BU) NmnepBu3opbi: Bpems, B Te4eHUe KOTOPOro AonycKaeTcs BbIMOJSIHUTb OAHY MOMbITKY
BBOAa napons
MonuTtuka npuHUMaeT 3HadveHus oT 1 0o 29 MuHyT. 1o ymon4yaHuio 3HaveHne: 1 MuHyTa.

[daHHas nonutvka NO3BOMSET YCTAHOBWUTb KONMMYECTBO BPEMEHW, B TEYEHME KOTOPOro Aonyckaercs
BbINOMHUTEL OAHY NOMNbITKY BBOAA napons Ha moayne C3W B Dallas Lock. Ecnvu npousowna HeygayHas
nonbiTka BBOAA Napons, TO BbINOMHWUTL HOBYIO MOMbITKY BBOAA NApOns BO3MOXHO ByaeT TOMnbKo Yepes
yKa3aHHbIV Neprog BPEMEHN.

Monutuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.

(BU) NinepBu3opbI: 3anpeTntb BO3MOXHOCTb aBTopu3auum (Lockdown Mode)

[aHHaga nonuTtuka nossonsieT HaCTpOUTb 3anpeT BO3MOXHOCTU aBTOpu3alunin. Bo3moOXHO YCTaHOBUTb
3anpetT npu yaaneHHoM NoaKn4yYeHnn, npn npaMmom u yoaneHHoM nogknio4YeHunn.

Mo yMonyaHuio 3Ha4YeHne AaHHOW NONUTUKN: «He 3anpeluatby.
Monutuka npumeHsieTcs Ha moaynax C3UM BU Dallas Lock.

(BU) NinepBu3opbi: KonunyecTBo NonbITOK BBOAA HOBOro Napons, yaoBrneTBOPSOLWero

TEKYLMM NaposibHbIM MONUTUKAM

3HayeHne, yCTaHOBMNEHHOE ANs1 3TOW NONUTUKN, PErfaMeHTMpPYET, CKOJIbKO pa3 nonb3oBaTtesflb MMeeT
npaeo owmnbaTbCca Npy BBOAE HOBOIO Naponsi.
Monutuka npuHumaeTt 3HavyeHus oT 1 go 10. o ymonyaHuo 3HayeHne JaHHOW NONUTUKK: «1».
MonuTtuka npumenseTca Ha mogynsax C3U B Dallas Lock.

(BWN) NmnepBu3opsbli: MNepnoa Hencnonb3oBaHUsA

Monutuka npuHumaet 3HadeHus oT 1 go 180 gHen n «He ucnonb3yetca». o ymonyaHuio 3HayeHune
OaHHOW nonutukn: «He ncnonbayeTcsay.

[aHHOM nonuWTUKOW YyCTaHaBNMMBaeTCs Mepuod BPEMEHW, Yepe3 KOTOopbln OyayT OTKIOYEHb
Heucnonb3yeMble Yy4eTHble 3anucu runepeBu3opa Ha mopyne C3W BW Dallas Lock. Cbpocutb
aBTOMaTU4eCKyro BOKMPOBKY AOCPOYHO Ha MOAYIe MOXET TONbKO agMuHucTpaTop 6e3onacHOCT Unm
nonb3oBarterb, 0bnagatLwnii NpaBoM pefakTUPOBaHNS YYETHbIX 3annce.

MonuTtnka npumenHseTcsa Ha moagynsx C3U BU Dallas Lock.

(BU) O6GLyee: BknounTb CUHXPOHU3ALUIO BpeMEHM Linux KnMeHToB

Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HayeHe AaHHOW NONUTUKK: «HeT».

[aHHas nonuTuka No3BOMSIET OTKIIOYMTL CUHXPOHM3aUMO BpemeHn mexay mogynem C3U BU Dallas
Lock n runepeusopamu, paboTtatowmmm Ha OC cemencTsa Linux.

MonuTtnka npumensieTca Ha moaynsax C3UM B Dallas Lock.



(BU) O6wee: BknounTb CUHXpOHU3aLuuio BpeMeHu no NTP

Bo3MoOXHOe 3Ha4eHmne NOSITUKMK: «,El,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHOW NONUTUKK: «HeT».

[aHHas nonutuka nossonseTt mcnonb3oBaTb NTP-cepepa 13 3agaHHOro cnucka Ans CUHXpOHU3aL MK
BpemeHu mexay cepsepom Y[ n areHtamn C3U BU.

Monutuka npumeHsieTcst Ha mogynsax C3U B Dallas Lock.
(BU) CepBep BupTyanusauuu: Bpems, B Te4eHMe KOTOpPOro nogcumMTbiBalOTCA OWMOKM BBOAA
naponsi

MonuTnka NpuHUMaeT 3HaveHns oT 1 MUHYTLI 8o 4 yacoB 59 MUHYT. o ymonyaHuio 3HaYeHne gJaHHOW
NONUTMKK: 1 MUHYTAa.

[aHHas nonutrka No3BonsieT yCTaHOBUTb KONMMYECTBO BPEMEHMU, B TEYEHUE KOTOPOro NOACHMTBIBAOTCA
ownbkm BBOAa napons Ha moayne C3U BU Dallas Lock. Ecnu 3a gaHHbIM Neproa BpeMEHN KONUYECTBO
HeygauHbIX MOMbITOK BXOA4A AOCTUNHET MaKCUMAaribHOro KOnmMyecTBa OWMOOK BBOAA Maposns, yyeTHasi
3anuch byget 3abnokmposaHa Ha BpeMms, 3agaHHoe B nonntuke «Bpems 6nokMpoBkn y4eTHONM 3anncn B
cny4ae BBOAA HeENpaBWIbHbIX NAponen».

B cnydae, ecnu 3a ycTaHOBMEHHOE BPEMsi KOMWYECTBO HeyAauHbIX MOMbITOK BXoAa He AOCTUrIO
3a[aHHOIr0 MaKCUMarbHOro KonuyecteBa OWWMOOK BBOAA Maponss — CYETYMK HeydauHbIX MOMbITOK
obHyngeTcs.

Monutuka npumeHsieTcst Ha moaynsix C3M BU Dallas Lock.

5.4.3HacTtpounka nonuTuK ayauTta

Ha Bknagke «[lonutukmn» B KaTteropumn «Ayﬂ,VIT» HaCcTpanBalkTCA MapaMeTpbl, Kacakuwuneca BeaeHus
XypHarosB, B KOTOPbIX OCYLECTBIIAETCA perncrpauuna CcOoObITUI, CBA3aHHbIX C 6€30MacCHOCTbLIO.

B cootBeTcTBUM C TpeGOBaHMﬂMI/I NoNUTUKM ©e3onacHOCTU opraHunsauunn HeobxogMmo HacTpouTb BCe
napamMeTpbl, pacnosfioXXeHHble B CMCKe NONMUTUK ayauTa.

Ta6bnuua 9. MonuTtukn ayguta

Ayant USB-Hakonutenen

Bo3amoxHoe 3HayeHue nonutuku: «He wucnonb3yetcs», «3aperncrpumpoBaHHble USB-Hakonutenuy,
«HesapeructpupoBaHHble USB-Hakonutenuy», «Bce USB-Hakonutenu». [lo ymonyaHuio 3HayeHue
OaHHOW nonuTukn: «HesaperncrpnposaHHble USB-Hakonutenmy.

[aHHas nonuTuka no3BONSAET BECTM PErucTpauuio CoObITUIA, CBA3AHHbIX C NoAknyaembiMn USB-
yCTpoucTBaMu.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
AyauT cMCTeMHbIX Nnornb3oBaTternen

Bo3moxHoe 3HauyeHune nonutukn: «Bkn./Beikn.». 3HayeHne no ymonyaHuio: «Bblkn.».

BkritoyeHne gaHHOW MOMMTUKM NO3BOSISIET BECTU yYeT OENUCTBUIA CUCTEMHbLIX MOoNb3oBaTenen moayns
(SYSTEM, LOCAL SERVICE, NETWORK SERVICE u np.) B XypHane pecypcoB (npv yCrioBuMu, 4YTO
XXypHarn pecypcoB BKIoYeH). B GonbLUMHCTBE cnyvaes, ayauT 3TUX Nonb3oBaTenen He TpebyeTcs.

Monntuka npuMeHdeTCcAa Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

AyauT coGbITUIN 3a4YMCTKM

Bo3moxHoe 3HayeHune nonutukn: «Bkn./Beikn.». Mo ymonyaHuio 3Ha4YeHue AaHHON NONUTUKK: «Bkr.».

BkntoveHne gaHHOW NOMUTUKU NO3BONSET PErMCTPUPOBATh HA MOAyNe CObbITUA 3a4MCTKM OCTaTOYHOMN
MHbopMaLmm B CrieayloLwmx cryyasx:

®  NpW BKIKOYEHHbLIX NapameTpax 3a4McTkuU ocTaTouHON uHopmaumm B C3M moayns;

e [pMW 3a4UCTKE OCTATOYHOWM MHPOPMAaLMN Ha MOAyre Mo 3anpocy Nonb30BaTens;

e [pM 3a4UCTKE HAKOMUTENH Ha mogyre.

Monutuka npuMeHdeTCAa Ha Moaynax:



e C3W Dallas Lock 8.0-K/C;
C31 BW Dallas Lock.

AyauT ycTpoucTB

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».

BkntoyeHne OaHHOM MOSNMTUKM MO3BOMSIET PErmcTpupoBaTb COOLITUSA MO AOCTYNYy K NOAKMoYaeMbiM
Ha mogyne ycTporcTBam B XKypHarne pecypcoB (Mpu yCNnoBUn, YTO XXypHan pecypcoB BkroveH). Camu
CcOoObITUA HacTpauBalTCs HEMNocpeAcTBEHHO B KOHCONMU aaMuHUCTpupoBaHua C3U moayna B OkHe
pefakTMpoBaHUsi NnapameTpoB AeCKpMNTopa YyCTPONCTBa (Knacca yCTpOMCTB).

Monutuka NPUMEHAETCA Ha MoaynaAx:

e C3W Dallas Lock 8.0-K/C;
C3M BU Dallas Lock.

BecTtu xXypHan BxogoB

Bo3moxxHoe 3HauyeHne nonutukn: «Bkn./Beikn.». Mo ymonyaHmio 3Ha4eHne gaHHoN NonuTukun: «Bkn.».

BkrnitoueHue XypHana no3BoJideT NPOTOKOJIMpOBAaTb B HEM cobbITKS1, CBAA3aHHbIE C BXOAOM, BbIXOLAOM,
pa36ﬂOKI/IpOBKOI7I nonb3oBaTenen Ha [1K, Bkno4yas kak nokanbHble, Tak U CeTeBble, B TOM 4uUcne
TepMUHarbHble BXOAbl U BbIXOObl HA MoAyIne.

Monutuka NPUMEHAETCA Ha Moaynax:

e C3M Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock;
e C3M HC[ Dallas Lock Linux.

Bectu cucteMHbIN XypHan

Bo3aMoxHoe 3HayeHne nonuTuku: «Bkn./Bbikn.». 3HavyeHne no YMOJT4aHUIO: «BbIkn.».

BkntoveHne gaHHon Nnonutukm (3HaveHne «Bkn.») no3BonsieT NPOTOKONMPOBAThL HA MOAYIE B XypHarne
COBbITMSA CUCTEMHOTO XypHara onepauroHHON cucTembl (SysLog).

MonuTtnka npumenHsetca Ha moaynsax C3M HCQ Dallas Lock Linux.

Bbirpy3ka xypHarnoB

HacTpolika gaHHOM NONUTUKM B JONOSTHUTENBHOM OKHE MO3BOMNAET:

e akcnopTuposath XypHansl C3U Dallas Lock 8.0 B xxypHan cobbitun Windows;

e 9kcnopTupoBaTtb XypHanbl C3W Dallas Lock 8.0 B SIEM cuctemy ¢ BO3MOXHOCTbHO BblGopa
13 BbliNnagawLwmx cnuckoB dgopmarta Bbirpy3ku (Syslog, CEF nnn LEEF) n kogupoBku BbIrpy3ku
(UTF-8 unn CP1251).

Ons oboux TMNOB 3KCnopTa BO3MOXHO 3afdaTb CMNMUCOK 3KCMOPTUPYEMbIX KYPHanoB W onpeaenuTb
nepuog BbIrpy3ku XypHanos B gnanasoHe ot 10 cek. 4o 24 yacos.

Mo yMonyaHuio NonMTuka MMeET 3HadYeHne «Bbikn.»
Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

XypHan M3

Bo3moxxHoe 3HauyeHune nonutukn: «Bkn./Beikn.». 3HayeHne no ymonyaHuio: «Bblkn.».

MonuTunka no3BondAeT ynpasBnaTe BegeHueM XypHana naketoB M3 Ha knneHTax Cb BU «Dallas Lock»
(BKNIOYEHME/OTKMIOYEHNE XypHana).

MonuTtunka npumenHseTcsa Ha mogynsx C3UM BU Dallas Lock.

XypHan goctyna K ycTpoucteam

Bo3moxxHoe 3HauyeHune nonutukn: «Bkn./Beikn.». 3HayeHne no ymonyaHuio: «Bbikn.».

BknoyeHne paHHOM NONUTMKM (3HayYeHue «Bkn.») no3BonsieT akTMBMPOBATb puKcaumio CoObITUN,
CBSA3@HHbIX C HacTpPOWKaMu MpaBuIl pasrpaHMyeHns [ocTyna, M obpalleHus K nogkmnoyaembim
YCTPOMCTBaAM B XYypHane 4OCTyna K YCTPOMCTBaM Ha mogyne.

Monutuka npumeHsieTcs Ha mogynax C3U HCL Dallas Lock Linux.

XXypHan 3anycka/3aBepLueHusi NpoLeccoB



Bo3moxxHoe 3HauyeHune nonutukn: «Bkn./Beikn.». Mo ymonyaHuio 3Ha4eHne JaHHON NONUTUKKL: «Bkn.».

BkrtoyeHme kypHana no3BossieT NpoTOKONMpoBaTk B HEM COObITUSI 3anyCKoB/3aBepLLEHNS] MPOLECCOB
B OC Ha moayrne.

MonuTuka NnpuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C31 BW Dallas Lock.

XypHan nevyatu

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».
BknoyeHme XypHana no3sonsieT NpoTOKONMPOBaTh B HEM COOLITMS MevaTu Ha flokanbHbIX U CETEBbIX
nevaTaroLLmMx ycTponcteax (npuHTepax, MOY, nnotrepax u np.) Ha mogyrne.
MonnTuka NpuMeHsieTca Ha MOaYNAX:
e C3W Dallas Lock 8.0-K/C;
e C3MHC[O Dallas Lock Linux.
XypHan pecypcoB

Bo3amoxxHoe 3HauyeHne nonutukn: «Bkn./Bbikn.». Mo yMOJ4aHuio 3Ha4eHne OaHHOWN NONUTUKK: «BKm.».

BkntoueHne xypHana nosBonsieT MpoTOKONMpOBaTb B HEM COObITMA Mo AocTyny k pecypcam PC,
nporpamMmmHo-annapaTHON cpefpbl U K yCTPOWCTBaM (Npv BKIIOYEHHOM napameTpe «AyauT YCTPONCTB»
CM. Hxe). A Takke cODbITUS OYMUCTKM OCTaTOYHOW MHpopmauun (Npu BKMOYEHUM «AyauT: cOObITUIA
3aunctkn»). BosmoxeH ayauT pOencTBui nonb3oBaTener Kak C JlokanbHbIMU - pecypcamu, Tak
n ¢ ceteBbiMu. CtoJa e 3aHOCATCS COObITUS HEeNoCcpPeACTBEHHO MO YNpaBreHuno JOCTYNOM K pecypcam
(8 cnyyae, korga Ha o0ObekT HasHavaeTca nwboW AeckpunTop AOCTyna, ayauTa, KOHTPOns
LeNOCTHOCTH).

MonuTuka NnpumMeHsieTca Ha MoaynsaX:
e C3W Dallas Lock 8.0-K/C;

e C3MHC[O Dallas Lock Linux;
C3U BU Dallas Lock.

XypHan ynpaBneHusi nonuTukamu 6e3onacHocTu

Bo3moxxHoe 3HauyeHune nonutukn: «Bkn./Beikn.». Mo ymonyaHuio 3Ha4eHne JaHHON NonuTukun: «Bkn.».

BkntoueHve nonutuku (3HaveHne «Bkn.») No3BONSIET NPOTOKONUPOBATL COOLITUA U3MEHEHWUSI NOMUTUK
BesonacHoCcTK B XypHarne.

MonuTuka NpuUMeHsieTC Ha MOAYNAX:
e C3W Dallas Lock 8.0-K/C;

e C3MHC[O Dallas Lock Linux;
C3U BU Dallas Lock.

XypHan ynpaBneHusi nonb3oBaTensiMu 1 rpynnamu

Bo3moxHoe 3HavyeHne nonutukn: «Bkn./Beikn.». 10 ymonyaHuio 3HayeHme JaHHOM NONUTUKK: «Bkr.».

KypHan cogepXxut cobbiTusl, CBA3aHHbIE C HACTPOMKaMu, CO34aHMEM U yOaneHUeM YYETHbIX 3anucen
nonb3oBartenen, rpynn yyeTHbIX 3anucen. BkniouyeHue nonuTukn (3HayveHwe «Bkn.») nossonset
NPOTOKONMPOBATL B XXypHare AaHHble coObITHS.

Monutuka NpUMEeHAeTCA Ha Mo4yndax:

e C3W Dallas Lock 8.0-K/C;
e C3MHC[ Dallas Lock Linux;
C3U BW Dallas Lock.

3aHocuTb B XypHan ncxogsiwme nonbITKU BXoAa Ha yaarieHHble KOMMNbHOTepPbI

Bo3moxHoe 3HaueHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHOM Nonutukun: «Het».

BknoyeHne OaHHOWM NONUTUMKM (3HadeHue «[a») No3BONSAET perucTpypoBaTb Ha Moayne cobbiTus
NCXOAsILLEN MOMNbITKN BXOAA NMONb30BaTENSA Ha yaarneHHbli komnbioTep Yepes JIBC B xXypHane Bxo4oB
(Mpw ycnoBmu, 4TO XXypHan BXOO0B BKITHOYEH).

MonuTuka NnpumMeHsieTca Ha MoaynaX:
e C3W Dallas Lock 8.0-K/C;



¢ C3W BW Dallas Lock.
3aHocuTb B XXypHan ownbku Windows

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».

BknioyeHve gaHHOM NoOnMTUKM Nos3BonseT BecT yyeT owmbok goctyna OC Windows B XypHane
pecypcoB (Mpu yCroBUK, YTO XXypHan pecypcoB BkrtodeH). Tak kak C3U Dallas Lock 8.0 He nogmeHseT
MexaHu3Mbl KOHTpons goctyna k pecypcam OC, a pobasnset cBou, To noboe genctene Hag dC
BHavarne nonagaet Ans npoBepku B Apansep 3awmTel C3U, n, ecnun 310T Apansep paspeluaeT AaHHOe
Aevictene, oHo nepepaetcs ganblie OC Windows. OC MoxXeT oTkasaTb y»Ke N0 CBOUM NPUYMHAM — 3TU
OTKa3bl M NPOTOKONMPYIOTCA. B BonblunMHCTBE cnyvyaes ayauT 3TuX owmnbok He TpebyeTcs.

Monutuka NPUMEeHAETCA Ha MoaynaAx:

e C3W Dallas Lock 8.0-K/C;
C3M BU Dallas Lock.

3aHOCUTb B XXypHarn cob6bITUA 3anycka U octaHoBku OC

Bo3moxxHoe 3HauyeHne nonutukn: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHon nonutukun: «dax.

BknoyeHve gaHHOM nmonuTukn (3HadeHue «[a») no3BonsieT perncTpupoBaTb Ha Mogyne cobbiTus,
CBsi3aHHble C 3anyckom/3aBeplueHnem padotbl OC, cobbiTnst 3anycka/octaHoOBKM sigpa 3awutbl C3U
Dallas Lock, B xxypHane ynpasneHusi nonutukamu (Mpu ycrioBum, YTO OaHHbIV XXypHaIn BKITHOYEH).

Monutuka npuMeHdAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

3aHoCUTb B XXypHarn cobbITUsA 3anycka M OCTaHOBKU MoAyrieil agMUHUCTpUpoBaHus DL

BoamoxHoe 3HadyeHune nonutukn: «da/HeT». Mo ymonyaHuio 3HavyeHe JaHHON NONUTUKK: «[ay.

BknoyeHne gaHHOWM MOMUTUKM (3HauveHue «[a») no3BonsieT perucTpupoBaTb COObLITWSA, CBA3aHHbIE
C 3anyckom/3aBeplueHneMm paboTbl mogyrnen agmuHuctpupoBaHuss C3W Dallas Lock B >xypHane
ynpasneHust NonuTukamm (Npy yCroBuW, YTO AAHHBIN XypHar BKITHYEH).

MNonntuka npuMeHdaeTCA Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
e C3U/ BW Dallas Lock.

Ucnonb3oBaTtb Yacbkl nnartbl CA3 Dallas Lock

Bo3moxHoe 3HauyeHune nonutuku: «da/Het». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukn: «Hetr.

BknoyeHne gaHHon nonutuku (3HaveHne «[a») no3BonseT ncnonb3oBatb Bpems u3 Yyacos CA3 Dallas
Lock. MonuTrnka npumeHseTca TONbKO Npu yctaHoBrneHHon Ha APM annapatHon nnate. [nga paboTtbl
nonuTtukm Heobxoammo B OC moagyns yctaHoBuTb Apavisep ans CA3.

MonuTtuka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

MakcumanbHoe Konu4yecTBO 3anucen B XKypHane
HacTpoka p[aHHOMW MONWTUKM MO3BONSET YCTAHOBWTb MaKCMMalnbHOe KONUYECTBO 3anucen
B OMNpeAEeneHHOM XypHane moayns.
Monuntuka MoxeT NpuHUMaTh 3HavyeHue «He ncnonbsyetca» unu «100—20000».
Mo ymon4yaHuio B JaHHOM NOMANTUKE ONS KaXKAOoro XypHana 3agaHo 3HadeHue 20000 3anucen.
MonuTuka NnpuMeHsieTcA Ha MOAYNAX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.
O61BEM xypHanoB B M6 (100-10000)

Monntuka yctaHaBnmBaeT orpaHu4eHns obbema xxypHanoB B guanasoHe ot 100/M6 go 10000/M6 gns
apxmsauun.

Mo ymonyaHuo NonmMTuKe yCTaHOBMNEHO 3HaveHne «100/M6».
Monutuka npumeHsieTcs Ha mogynax C3U HC Dallas Lock Linux.



Mepuoaunyeckas apxmBauus XXypHana
paHuLbl BO3MOXHOro BPEMEHHOINO WHTEpBana apxuBaumm BapbupytoTcs oT 1 yaca go 1 roga.
Mo ymonyaHuto nonuTuke 3agaHo 3HavyeHue «He ncnonesyetcsa».

BkroyeHMe [aHHOM MOMWTUKMA MO3BOMSIET YNpaBnsiTb MNepuogaMy aBTOMaTUYECKOW apxvBauumu
XypHanoB. locrne HacTpoWKu JaHHOW MOJNIMTMKN BCE >KypHarbl MO pacrnMcaHuIio apXUBMPYHOTCH, BCe
3anuncu U3 HUX CoXpaHsarTcs B hann B cuctemHou nanke Ha APM ¢ yctanosneHHbim C3U Dallas Lock 8.0
«C:\DLLOCK®80\Logs», 3an1cu xxypHanoB O4ULLAKTCS, U OHW HaYMHAKOT BECTUCh 3aHOBO.

Monutuka NnpUMeHAeTCA Ha Mo4ynax:

e C3W Dallas Lock 8.0-K/C;
C3M BUW Dallas Lock.

Co3paBaTtb TeHeBble Konun pacnevyaTtbiBaeMbiX JOKYMEHTOB

Bo3moxxHoe 3HayeHne nonutukn: «da/Het». Mo ymonyaHuio 3HadeHne gaHHON Nonutukmn: «Het».

[daHHas monuTuka nos3BonseT BKMNOYUTb (3HaveHue «[la») coxpaHeHue KOonui pacnedaTtbiBaembix
OOKYMEHTOB B OTAENbHYI nanky Ha moayrne no nytu «C:\DLLOCKB80\Logs\PrintCopy». B gaHHown nanke
npu KaXxgon nevatn 6ygyT co3gaBaTbCs nognanky ¢ dannamm, Ha3aBaHus KOTOPbIX COCTOSAT U3 BpEMEHNU
neyaTu U MMeHM NeyaTaroLLero ycTpomcTBa.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0.

CpoK XxpaHeHUs XXypHarnoB B MecsiLax

[aHHaa nonuTtmka nossonser ynpaeiATb CPOKOM XpaHEeHUA XXypHanoB Ha Moaynax. Mo mncreyeHuto
3agaHHOro B nNoOJIMTUKE CpOKa, d)OpMVIpyeTCFI apxuB, W XypHanbl Ha4YMHaKOT 3anofiIHATbLCA HOBbIMU
AaHHbIMW.

Monutuka nNpuHUMaeT 3HadeHna oT 3 o 6 mecdueB. 1o ymonuaHuio A8 AaHHOW MONUTUKK
YCTaHOBIEHO 3HaYeHne 3 mecsua.

MonuTtunka npumenHseTca Ha moaynsax C3M HCQ Dallas Lock Linux.
®duKcuMpoBaTh B XXypHarne HenpaBurbHble Naponu

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukmn: «Het».
Mpu 3HayeHum «[a» HeBepHbI Naponb, BBEAEHHbIN MOMb3oBaTenemM, oTobpakaeTcs B >XypHane
B cTonbue «HeBepHbIh naponb». MNpn 3Ha4eHnn «HeT» — He oToOpakaeTcs.

BHumaHue! [pu 3HadeHun nonutnkn «[a» BO3HUKAET PUCK MCMNOSMb30BaHUA
WHpopmaunn, copepxallencs B ctondue «HeBepHbI naponb», AN CKPbITOW
KOoMMnpomeTaumm naponen nonb3oBaTtenen. Owunbku nonb3oBaTenen npu BBOAE
naporsis HEMMHYEMO NPUBEAYT K PACKPbLITUIO YacTu Napons, YTO MOXET 3HaYUTENbHO
obnerunTb 4Ns 3NOyMbILLIEHHWKA 3aga4dy ero nogbopa.

Monutuka NPpUMEeHAEeTCA Ha MOA4YIAX:

e C3W Dallas Lock 8.0-K/C;
e (C[O3 Dallas Lock;
C3U1 BW Dallas Lock.
(AreHT ELLY Linux) XXypHan ayTeHTudUKaLum

Bo3moxHoe 3HayeHune nonutukn: «Bkn./Beikn.». 3Ha4yeHne no ymonyaHuto: «Bkn.».

BkntoueHune xxypHana (3HaveHve «Bkn.») no3BonseT NpoTOKONMPOBaTh Ha MoAyre B XXypHane cobbiTus
ayTeHTuuKkaumu.

Monutuka npumeHsieTcs Ha moaynax AreHt ELLY Linux.
(ArenT ELY Linux) XXypHan neyatm

Bo3moxxHoe 3HayeHne nonutukn: «Bkn./Beikn.». 3HayeHne no ymonyaHuio: «Bbikn.».

BknoyeHme xXypHana no3sonsieT NpoTOKONMPOBaThL B HEM CODLITMS NevyaTn Ha NnokarbHbIX U CETEBbIX
neyaTaroLLmx ycTponcteax (npuHTepax, MOY, nnotrepax 1 np.) Ha mogyne.

MonuTtuka npumeHsieTca Ha moaynsx AreHT ELLY Linux.



(AreHT ELLY Linux) )XypHan nonb3oBaTeNbCKUX COOOLLIEHUI

Bo3amoxHoe 3HayeHne nonuTtuku: «Bkn./Beikn.». 3HayeHue no YMOJ1HaHUIO: «Bkr.».

BknoyeHmne xypHana (3HayeHve «Bkn.») no3BonsgeT NpoToKonMpoBaTbk Ha MOAYNE B XXypHane cobbiTus
Nonb30BaTENbCKUX COOBLLEHMN.

Monutuka npumeHsieTcst Ha moaynsax AreHt ELLY Linux.

(ArenTt ELLY Linux) CucTeMHbIN XXypHan

Bo3aMoxHoe 3HayeHne nonuTuku: «Bkn./Bbikn.». 3HayeHne no YMOJ1HaHUIO: «Bkr.».

BkntoveHne gaHHoOM NonuTukK (3HaveHne «Bkn.») no3BonsieT NpOTOKONMPOBATbL HA MOAYNE B XypHarne
COBbLITMA CUCTEMHOrO XypHara onepaunoHHOW cuctemsl (SysLog).

MonuTtnka npumensieTca Ha moaynax AreHt ELLY Linux.

(AreHT ELLY Linux) CobupaTtb TONbKO yKa3aHHble YPOBHU COOOLLEHUN

BosmoxHoe 3HaveHue nonuTukun: «He umcnonbayetca» / «[kod cobbimus]». Cnvcok npasun oTbopa
nuweTcs B OOHY CTPOKY, 3NIEMEHTbI CN1cKa pasfaensitioTcs 3anaTbiMy, 3HAYEeHUe no ymonyaHuto: «He
ucnonb3yetca». BknoyeHne gaHHOM MOMMTUKM NO3BoONsSieT pMKCUpoBaTb TOMbKO Te CobbITMSA, KOAbl
KOTOPbIX YKa3aHbl B CNIUCKE COBLITUN.

MonuTtuka npumeHsieTca Ha moaynsix AreHT ELLY Linux.
(Arent ELY Windows) XypHan 6e3onacHocTu

Bo3amoxxHoe 3HaueHne nonutukn: «Bkn./Bbikn.». Mo yMOJ14aHUo 3Ha4yeHune OaHHOW NONUTUKK: «BKn.».

BkntoyeHne nonutukn (3HadeHne «Bkn.») No3BoONAET NPOTOKONNPOBATL COBOLITUS U3MEHEHUS MONUTUK
BesonacHoCTK B XypHane.

MonuTtuka npumenHseTca Ha moaynax AreHt ELLY Windows.

(AreHT ELLY Windows) XXypHan npunoxeHuun

Bo3moxHoe 3HavyeHne nonntukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHuo: «Bkn.».

B aaHHOM XypHane CbI/IKCVIpyIOTCﬂ cobbITMs 06 aKTUBHOCTM I'IpVIJ'IO)KQHI/IVI, Mx UerioCTHOCTN n Ha6opa
3arpyxaembiX UMU KOMIMOHEHTOB.

Monntuka npumeHsieTca Ha moaynsax AreHt ELLY Windows.
(AreHT ELLY Windows) XXypHan ycTaHOBOK

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHmio: «Bbikm.».

B paHHOM >xypHane dukcupyloTca cobbiTus, cBA3aHHble C MHcTannAumen obHosneHnun Windows,
OONONHUTENbHbBIX NPUIIOXKEHWIA.

Monutuka npumeHsieTca Ha moaynax AreHt ELLY Windows.

(AreHnt ELLY Windows) CucTeMHbIN XKXypHan

Bo3moxHoe 3HaveHne nonutukn: «Bkn./Beikn.». 3HavyeHne no ymonyaHuto: «Bkn.».

BkntoveHne gaHHoOM NonuTukK (3HaveHne «Bkn.») No3BONsieT NPOTOKONMPOBATL HA MOAYIE B XypHarne
COBbITMSA CUCTEMHOTO XXypHara onepaunoHHOW cuctemsl (SysLog).

Monuntuka npumeHsieTcs Ha moaynax AreHt ELLY Windows.

(AreHT ELLY Windows) CobupaTb TONbKO yKa3daHHble COObITUS

Bo3moxHoe 3HaveHune nonutukn: «He mcnonbdyetca» / «[kod cobbimusi]». 3Ha4eHne No yMONMYaHUIo:
«[k00 cobbimusi]». BkrtoyeHne gaHHOW NOMWUTUKM NO3BOMSET (PUKCUPOBATL TONBKO Te€ CobbiTUS, KOAbI
KOTOPbIX YKa3aHbl B CNMCKEe COObITUN.

Monutuka npumeHsieTca Ha moaynax AreHt ELLY Windows.
(BU) VMM: Bnokuposatb SC VMM
Bo3moxHoe 3HaueHne nonutuku: «da/Het». Mo ymonyaHuio 3HadeHne gaHHOM NONUTUKK: «HeTy.

HaHHasa nonuTtuka no3sonseT 3abrnokMposBaTb BO3MOXHOCTb MOAKMYMTLECS K cepepy VMM,
MonuTtnka npumenseTca Ha moaynsax C3UM BN Dallas Lock.



(BU) XypHan areHTa runepBusopa

Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HadeHne gaHHON NonuTukK: «Het».
[aHHas nonuTUKa MO3BOMSIET BKIIOYMTL PErncTpaumio cobbiTUA, MPOUCXOOSAMX Ha rMnepBusope
Hyper-V.

Monutuka npumeHsieTcst Ha mogynsax C3U B Dallas Lock.

(BWN) 3abnokupoBaTb BbIrpy3Ky xypHanos syslog B SQL

Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HayeHne AaHHON NONUTUKK: «HeTy.

3HaueHve «[a» QaHHOW MONMWTMKM MO3BOMNsSeT GOKMPOBaThL BbITPY3KY XypHanoB syslog B SQL
ANs NpefoTBpaLleHnst nepedayn crnyke6HbIX AaHHbIX.

MonuTtnka npumenseTca Ha moaynsax C3U B Dallas Lock.
(BUN) O6wee: ESXi Shell

Bo3aMoXXHOe 3Ha4YeHmne NOSIUTUKMN: «JJ,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHON NONUTUKK: «HeT».

[aHHas nonuTuka NO3BONSET BKMOYUTL Ha runepsusope vSphere peructpaumio cobbiTvin U 3anucen
BCEX BBeAEHHbIX kKomaHg B ESXi Shell.

MonuTtunka npumenseTca Ha moaynsax C3U B Dallas Lock.
(BU) O6ee: USB-ycTponcTBa

Bo3moxxHoe 3HauyeHne nonutuku: «da/Het». Mo ymonyaHuio 3HadeHne JaHHON NonuTukmn: «Het».

HdaHHaa nonutuMka nO3BOMSET BKMIOUUTL (3HadeHne «[a») perncrtpaumio cobblTUI, CBA3AHHBLIX
¢ nogkntodaembimn USB-ycTponcTeamu K runepsusopy vSphere.

Monutuka npumeHsieTcst Ha moagynsax C3M BU Dallas Lock.
(BUN) O6wee: AreHT ESXi

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukmn: «Het».

[aHHas nonuTUKa NO3BONAET BKMNIOUNTL (3HaYeHne «[a») peructpaumio cBeqeHnin 0 AeNCTBUAX areHTa,
KOTOpbI yNpaBnseT 1 KoHUrypupyeT runepsemaop vSphere BUpTyanbHble MallVHbI, a Takke BKIMHOYUTb
perncTpaumio cobbITUi ayTeHTUdUKaLMK Ha runepsusope vSphere.

MonuTtunka npumensaetca Ha mogynsax C3UM B Dallas Lock.
(BWN) O6ee: AyteHTudmkaumsa

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukmn: «Het».

[JaHHas nonuTMKa nO3BOMSET BKMOYUTL (3HadeHue «[a») perucTpaumio CoBbITUIA, CBA3aHHbLIX
C ayTeHTUdVKaLuueit Ha rmnepsemsope.

Monutuka npumeHsieTcs Ha moaynax C3UM BU Dallas Lock.
(BUN) O6wee: BuptyanbHbie MalvHbI

Bo3moxxHoe 3HaueHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukun: «Het».

[aHHaa nonuTuka NO3BONAET BKIHOYUTL (3Haqu|/|e «}Ja») perncrtpauuto cobbITMI, CBSA3aHHbIX
C BMpTYyalnbHbIMN MallMHamMn n runepBu3opamu.

Monuntuka npumeHsieTcs Ha mogynsax C3UM BU Dallas Lock.
(BWN) O6wee: 3aunctka PC

Bo3moxHoe 3HaueHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHOM Nonutukun: «Het».

[daHHas nonuTuka NO3BONSAET BKMOYUTL (3HadeHWe «[a») pervctpaumio cobbiTuiA, CBA3AHHbIX
C 3a4nCTKOM hannoBon cuctemsl rmnepsusopa vSphere.

MonuTtunka npumenHseTcsa Ha mogynsx C3UM BU Dallas Lock.

(BUN) O6ee: CucteMHble cobObITUSA

BoamoxHoe 3HayeHue nonutuku: «Lda/HeT». Mo ymonyaHuio 3HauyeHne gaHHON NonuTukK: «HeT».



[aHHaa nonutuka nossonseT BKNoYUTb (3HadeHue «[a») Ha runepeusope vSphere peructpauuio
o6wmnx cooblieHni xypHana (Syslog), koTopble MOryT ObiTb WCMONb30BaHbl AMS  YCTPaAHEHMUs
Hemnomnamok.

Monutuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.
(BU) YBegomneHus: XXypHan cobbiTun BU Hyper-V (onepauun VMM)

BoamoxHoe 3HadeHune nonutukn: «da/HeT». Mo yMonyaHuio 3HaYyeHne AaHHON MNONUTUKK: «HeT».

[aHHasa nonuTMka nNO3BOMSET BKIOYUTL (3HaveHue «[a») peructpauuio cobbiTMN, CBS3AHHbLIX
C ynpaBrieHnem xocTamu, krnactepamu n obnadHbiM CepB1CoOM BMPTYanbHOW MHppacTpykTypbl Hyper-V.

Monutuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.
(BU) YBepgomneHusi: CobbiTua ynpaBneHus BM

BoamoxHoe 3HadeHune nonutukn: «da/HeT». Mo yMonyaHuio 3HaYyeHne AaHHON MNONUTUKK: «HeT».

[daHHas nonuTuka nos3BONSAET BKMOUUTL (3HadveHwe «[a») peructpaumio cobbiTvA, CBA3aHHbIX
¢ ynpasnennem BM runepsusopa Hyper-V.

MonuTtunka npumenseTca Ha moagynsax C3U BU Dallas Lock.
(BU) YBegomneHusi: CobbITUA ynpaBneHnsa KoHdpurypaumen BM

Bo3MoXXHOe 3Ha4YeHmne NOSIUTUKMN: «JJ,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHON NONUTUKK: «HeT».

HdaHHas nonuTuka no3BONSAET BKMOUUTL (3HadeHue «[a») pervctpaumio cobbiTuiA, CBA3AHHBIX
C ynpasrieHmeMm KoHdurypaumen BM.

MonuTtunka npumenseTca Ha moagynsax C3U BU Dallas Lock.
(BU) YBegomneHusi: CobbITUA ynpaBneHUsa KOHcuUrypauumen runepeusopa

Bo3moxxHoe 3HauyeHne nonutuku: «da/Het». Mo ymonyaHuio 3HadeHne JaHHON NonuTukmn: «Het».

HdaHHas nonuTuka no3BONSAET BKMOUUTL (3HadeHue «[a») pervctpaumio cobbiTuiA, CBA3AHHbIX
C ynpasrneHuem KoHdpurypauven BM BupTyansHon UHdpacTpykTypbl Hyper-V.

MonuTtunka npumenseTca Ha moagynsax C3UM BU Dallas Lock.
(BWN) YBenomneHusi: CobbITA ynpaBrneHusi CeTbo

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukmn: «Het».

[daHHas nonutvka NO3BONSET BKIYUTbL PErncTpauunio cobbiTUi, CBA3aAHHbLIX C YMpaBNEHUEM CETbHO
BUPTYyanbHOW UHpacTpykTypbl Hyper-V.

MonuTtunka npumenseTca Ha moagynsax C3UM BU Dallas Lock.
(BN) YBepomneHusi: CobbITUA ynpaBneHusi coctosHuem BM

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne 4aHHON NonuTukmn: «Het».
HdaHHas nonuTuka nNOo3BONSAET BKMOUUTL (3HadeHue «[a») pervctpaumio cobbiTuiA, CBA3AHHbIX
C ynpasrneHunem coctosaHusa BM BupTyanbHon nHdpactpykTypsl Hyper-V.

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.

5.4.4HacTtpouKka NONUTUK NpaB nonb3oBatenen

Ha Bknagke «[Monutukn» B KaTeropum «[lpaBa nonb3oBaTenen» HacTpamBalTCs napameTpsl,
Kacalolmecss MOMHOMOYMI Monb3oBaTenen Ha aaMWHUCTPUPOBAHME CUCTEMBbl 3aWnThl, a Takke
ynpasnsioLme paspeLlleHneM 1 3anpeToM MHTepakTUBHOIo 1 yaaneHHoro exogos B OC.

B cooTtBeTcTtBUM C Tpe6OBaHI/IF|MI/I nonuTukM 6e3onacHocTn OopraHusauunm HeO6X0,D,I/IMO HacTpouTb BCe

napameTpbl, pacnosioXeHHble B CNUcke NONUTUK Npas nosib3oBaTenen.

Ona Ttoro, 4toObl HekoTOpbI mnonb3oBaTerib N MMen BO3MOXHOCTb MPEAOCTaBnATb  APYrUM

nonb3oBaTtenaM NnoJsIHoMo4vna Ha agMUHUCTPUPOBAaHUE CUCTEMbI 3aLLUNTDI, HeOGXO,EI,I/IMO CO6J‘IIO,D,eHVIe AByx

YCroOBUIA:

1. MNonb3oBatens N gomkeH 6bITb HAageNeH NOTHOMOYNEM Ha U3MEHEHe NapaMeTpoB 6e30NacHOCTU.

2. Monb3oBatenb N gomkeH cam obnagatb TeM MOMHOMOYMEM, KOTOPOE XO4YeT NpedoCcTaBuTb APYrum
nonb3oBaTensim.



B cucteme 3awmTbl peanu3oBaH MEXaHU3M KOHTPOMsi 3a pacrnpoCTpaHEHMEM  MOSTHOMOYUNA.
OcyLiecTBneHMe 3TOr0 KOHTPOMs MO3BOMSIET MNOMb30BaTent0 NpPefoCcTaBnAaTb APYrMM Monb3oBaTensiM
TOMbKO TE MOMHOMOYUS, KOTOpPbIMU OH HajeneH cam. Hanpumep, ecnu nonb3oBaTenb He HageneH
MONHOMOYMEM Ha YyrpaBrieHWe ayauToM, TO U HUKaKkoMy APYroMy Mofib30BaTento OH He cymeet
NpefocTaBuTb 3TO NOTHOMOYHME.

Mpw nonbITke NpeaocTaBUTL APYroMy NOMb30BaTENO NMOMHOMOYME, KOTOPBLIM AAHHLIN NONb30BaTeNb cam
He obnajaeT, cuctema 3aluThbl BoiBeAeT npeaynpexaeHue. MNonb3oBaTtenb He CMOXET Ha3Ha4YUTb cam
cebe [ononHUTENBLHOE NOMTHOMOYUE, NMOBLICUTL YPOBEHL AOCTYNA, BKIOYMTL cebsl B rpynny, obrnaaatoLLyio
pacLUMpPEHHbIMU MO CPaBHEHUIO C AaHHLIM NONb30BaTENEM NpaBamMu.

BHumaHue! HasHayaTb nonutuvkum m npaeBa criefgyeT o4yeHb BHUMMAaTenbHo. Ecnu npwu
npegocTasneHun nboro nonHomouuns Belbpatb rpynny «Bcex», TO AaHHBIM NOMHOMOYVEM
OyayT obnagaTb BCE NONb30BaTENN, B TOM YMCIe U TOT NOMb30BaTeNb, KOTOPbIN YCTaHOBWIT
AaHHbI napameTp. Tak, Hanpumep, ecnv agMmuHUCTpaTop Npu 3anpeTe JoKanbHOro
(nHTepakTmBHoro) Bxoaa B OC BbiGepeT rpynny «Bce», TO cam OH Takke He CMOXeT bonbLue
ocywectBuTb Bxogq B OC. WcknioveHne OyaeT COCTaBNSATb TONMbKO YyyeTHas 3anvcb
cynepagmuHucTpartopa Ha mogynax C3U Dallas Lock 8.0-K/C.

Takke cnegyeT  y4yecTb, 4yTO nonb3oBaTerb, obnapatoLmi nornHomMo4nem
Ha pedakTupoBaHMe napameTpoB 0e30nacHOCTM, MOXET NUWKTbL NOObIX Nonb3oBaTenemn
noBbIX NONTHOMOYMIA, JaXe TeX, KOTOPbIMU OH cam He obnagaeT. Ecnv nonek3oBartens cam
cebsa NMLun Kakoro-nmdo NonHOMO4YUs!, TO BOCCTAHOBUTL 3TO MNOSTHOMOYME OH HE CMOXET.

BHumaHue! NMpaBuno paspelleHnst 1 3anpeTta AenCcTBUIA CYObeKTOB cnegytoulee:

YcnoBue PesynbTart

HeT HMKaknx 3anpeToB 1 paspeLLeHni [enctene 3anpeLueHo

Ectb 3anucb o paspeweHun u HeT [eicTBue paspellueHo
3anvcu o 3anpete

EcTb 3anvchk o 3anpeTte [eiictBre 3anpeLleHo, HEecMoTps
Ha Hanuuve WM OTCYTCTBME  3amnucu
0 paspeLueHnn

B cnucke cybbekToB, Ans KOTOPbIX YCTaHaBnNuBaeTCs 3anpeT WnvM paspelleHue,
onpegensieTca nepapxvsa B nopsake Bo3pacTtaHus: rpynna «Bce» — nHaueBugyanbHas
rpynna — y4yeTHas 3anvcb (QOMEHHas y4eTHas 3anucb «NO Macke») — Morb30oBaTenb.
Takum ob6pasom, 4TOOblI CyObekTy (Hanpumep, nofb3oBaTento) AewcTeue Obino
pa3peLueHo, TO OH He JOSPKeH BXOAUTb B cOCTaB cybbekTa (Hampumep, rpynnbl), Ans
KOTOPOro 970 AeNCTBME UMeET ABHbIN 3anpeT.

Mpumep:

Tpebyetca HacTpouTb 3anpeT Bxoga B OC pgng nokanbHbIX MNonb3oBaTenen
(B BOMEHHOW apxuTeKType).

Ona 3anpeta Bxoda NokanbHbIX Monb3oBaTenen HeobXoAMMO M3MEHUTb napameTp
«NHTepakTMBHBIN BXxOA: paspelleH» ybpaTb y4veTHyw 3anucb «Bce» u gobasBuTb
yyeTHylo 3anucb «*\*». Ecnu  ecTb HeoBGXOAUMOCTb  paspelleHus  Bxoaa
AN nonb3oBaTenen onpegeneHHoro AOMeHa, TO MpeaBapuTenbHO HYXHO €O3haTh
y4eTHylo 3anuck B Buge «ms_gomeHa\*».

Ta6nuua 10. MonuTukn npaB nonb3oBaTtenen
AyauTt: NMpocMoTp XKypHanoB

C nomoLLblo JaHHOW MOSNIMTUKM MOXHO AaTb NpaBO OnpeAesieHHbIM MOob3oBaTensaM unv rpynnamm
Ha MPOCMOTP TOMBKO XypHanoB B o6orno4vke agMmuHuctpatopa C3M.
Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
Ayaut: MpocMoTp TEHEBLIX KOMUI pacneyaTbiBaeMbiX AOKYMEHTOB
C nomoLLblo AaHHOW NOMUTUKM MOXHO AaTb NpaBo OnpeaesieHHbIM Nonb3oBaTeNnsaM Unv rpynnamM Ha

MPOCMOTP TEHEBbLIX KOMWI pacnedaTbiBaeMblX LOKYMEHTOB (KOMWM CO3AAloTCs MpU YCMOBUW, YTO
BKIoYeH napameTp ayauTta «Co3gaBaTtb TEHEBbIE KOMWU pacneyaTbiBaeMblX JOKYMEHTOBY ).



MonuTtunka npumeHsieTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

Ayaut: NMpocMoTp TeHeBbIX Konun ¢pannos
C nomoLLbio AaHHOW MOMUTUMKM MOXHO AaTb MpaBo OnpederieHHbIM NoNb3oBaTensaM WUnv rpynnam
Ha NPOCMOTP TEHEBbIX Konui hannos.
MonuTtunka npumeHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

AyaunTt: YnpaBneHue

C nomoLLbio AaHHOW MOMUTMKM MOXHO AaTb MpaBoO onpederieHHbIM MOoNb30oBaTeNaAM WMAM rpynnam
Ha ynpaBsreHne ayauToM (HasHa4YeHue 1 pegakTMpoBaHWe HasHaYeHHbIX NapaMeTpoB).
Monutuka npumeHsieTcst Ha moaynsx C3U Dallas Lock 8.0-K/C.

[NeakTnBauma cucTembl 3aWnThbI

B 3HaueHue AaHHOM NONMTUKM NPOMMCLIBAETCH UMS YYETHOM 3anncy Nonb3oBarens, UMeLL.Eero npaso
Ha ynpaBleHWe [JeakTMBauWel CcUCTeMbl 3aWuTbl (CMeHa nuvueHsuu, yaaneHne C3MU,
BKMOYEHME/BLIKIMIOYEHNE «MAMKOTO» PeXxuma, «pexmnma oBydeHus» 1 «HeaKTUBHOIO pexuman).

Monutuka npuMeHdAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U/ BW Dallas Lock.

A3meHeHne cuctemHoro BpeéMeHU U 4HacoBOro nosica
C nomoLLbo AaHHOW NOSIUTUKMA MOXHO 3anpeTnTb NoJib3oBaTeENIAM yCTpOVICTB, BXoaswmx B coctas [1b,

N3MEHSITb YCTaHOBIEHHbIE ATy U BPEMS.
Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

UHTepakTMBHBLIN BXxoA: 3anpeLueH
C nomoLbl [aHHOM MOMUTMKU BO3MOXHO 3anpeTuTb BO3MOXHOCTb WHTEPAKTUBHOIO BXO4a
onpegerneHHbiM none3osarensam u rpynnam B OC.
MonuTunka NpumMeHsieTca Ha MoayNsAX:

e C3U Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

MHTepakTuBHbIN BxoA: Pa3pelueH
C nomowpbl OaHHOW MOMWUTUKA BO3MOXHO paspellnTb BO3MOXHOCTb WHTEPAKTUBHOIO BXO4a
onpeaeneHHbIM nonb3osatensaMm u rpynnam B OC.
MonuTunka NnpumeHseTca Ha MoaynsaX:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

MapameTpbl 6esonacHocTu: MpocMoTp

C nomoLubto JaHHOW MOMUTUKM MOXHO AaTb MpaBo onpeaefieHHbIM MoNb3oBaTensM Unu rpynnam
Ha NPOCMOTP YCTaHOBMEHHbIX NapaMeTpoB ayauTa (B TOM YuCre KypHaroB) 1 goctyna.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

MapameTpbl 6e3onacHoCTU: YnpaBrieHue

C nomowpblo JaHHOW MOMUTUKM MOXHO [aTb OnpeaeneHHbIM Monb3oBaTensM WM rpynnam
MoSTHOMOYMS Ha ynpaBrieHre napameTpaMmu 6e3onacHoCTU.

Ecnu nonb3osatento (rpynne nonb3oBaTeneil) paspeLleHo U3aMeHeHne napameTpoB 6e30nacHOCTH,
TO OH MOXeT [JenerMpoBaTb BCe CBOW MOMHOMOYUS OPYrMM Mosfb3oBaTeNnsaM ¢ y4eToM OeUCTBUSA
KOHTPOIS 33 pacrnpocTpaHeHnem MofTHOMOYUIA (CM. BbiLLe).

Ecnun nonb3osaTento NpeaoCTaBneHo npaso Ha ynpaeneHve napamMetpamu 6e30nacHoCTy, TO Npaso
Ha NPOCMOTP YCTAHOBMEHHbIX HACTPOEK NPeAOCTaBNAETC aBTOMaTUYECKU.

Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.



MevaTb 3anpelyeHa
C nomoLlblo OaHHOW MOMUTUKM MOXHO TMOGKO HACTPOWUTb CMAMCOK YYETHbIX 3anucen, KOTOpbIM
3anpeLleHa neyaTb C 4aHHOro KOMMbloTepa.
MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

MeyaTb pa3pelueHa

C nomouwlblo OaHHOW MONUTUKM MOXHO TMBKO HaCTpOUTb CMNUCOK YYETHbIX 3anucen, KOTOpbIM
pa3pelleHa ne4aTtb C 4aHHOIo KoOMnbOTEPAa.

Monutuka npumeHsieTcst Ha moaynsx C3U Dallas Lock 8.0-K/C.
MpuHyouTenbHoOe 3aBepLueHue paboTbl NO pacnucaHuio

[aHHas nonuTMka No3BONSIET HACTPOUTL CMNCOK YYETHbLIX 3arnuUcer U rpynn, Anst KOTOpbIX COrnacHo
HacTpoinke «PacnucaHue paboTbl» MO OKOH4YaHWIO BpeMeHn pabotbl MK nonb3oBaTenss Gyaet
3a0/10KMpPOBaH.

Monutuka npuMeHdAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U BW Dallas Lock.

Pecypchbl: YnpaBneHue ANCKPELMOHHbLIM [OCTYNOM
C nomoLLpblo aHHOW NOMAMTUKN MOXHO Ha3HauMTb yYeTHble 3anvcu nonb3oBaTenen ong ynpasneHus
AVCKPELMOHHBIM JOCTYNOM.
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
Pecypchbl: YnpaBrneHue KOHTpOneM LenoCTHOCTH
C nomoLpblo 4aHHOW NONUTUKN MOXHO Ha3Ha4uTb yYeTHbIe 3anncu Nonb3oBaTenen Ansa ynpasneHus
KOHTPOMEM LeNTOCTHOCTMW.
Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
Pecypchbl: YnpaBneHue maHOAaTHbIM JOCTYNOM
C nomoLLpblo aHHOW NOMAIMTUKN MOXHO Ha3HauuTb y4eTHble 3anucu nonb3oBaTtenen Ans ynpasneHus
MaHAaTHbIM LOCTYMOM.
MonuTtuka npumenHseTca Ha moagynsax C3U Dallas Lock 8.0-K/C.
YpaneHHbIW Bxon: 3anpeLueH
C nomowpl [daHHOW MOMMTUKM  BO3MOXHO 3anpeTuTb BO3MOXHOCTb YAaneHHOro Bxoja
onpeaeneHHbIM nonb3osatensaMm u rpynnam B OC.
MonuTuka NpuMeHseTcA Ha MOAYNAX:

e C3W Dallas Lock 8.0-K/C;

C3W BU Dallas Lock.

YnaneHHbI BxoA: Pa3peleH
C nomoLWbi0 [daHHOW MNOMUTMKM BO3MOXHO paspelinTb BO3MOXHOCTb yAaneHHoro Bxoga
onpeaerneHHsIM nons3osatensaM u rpynnam B OC.
MonuTuka NpuMeHsieTca Ha MOAYNAX:
e C3U Dallas Lock 8.0-K/C;
e C3U BW Dallas Lock.
YyeTHble 3anucu: NMpuHyauTenbHan AByxdgakropHasa ayTeHTUUKauma

Ecnu B 3HayeHWM OaHHOW NONWUTMKM CTOWUT ornpedeneHHas ydeTHas 3anucb unu rpynna, To npwu
permctpaumMmM HOBOW Y4YeTHOW 3anucu (B cocTaBe [AaHHOW rpynnbl WM MHOUBUAYarbHO) WK

penaktupoBaHun B C3W npuceoeHve uaeHTUdMKaTopa OyoeT o6s3aTenbHbIM, MHade Oyaet
BblBeAEHO NpeaynpexaeHne ob owunoke.

MonuTuka NnpuMeHdeTCAa Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C3WM BW Dallas Lock.



Y4yeTHble 3anucu: YnpaBrieHue

Ecnu B 3HayeHWM [aHHOW MOMUTMKM CTOUT Yy4yeTHas 3anucb UMM rpynna, TO oHa obnapaet
MOMTHOMOYMSIMW MO CO34aHMI0, yAANEHWIO N U3MEHEHMIO YYETHbIX 3anMcel Nnonb3oBaTenen B cucteme
3alLUThI.

Monutuka npumeHsieTcst Ha moaynsx C3U Dallas Lock 8.0-K/C.

5.4.5HacTpoiKa NOIMTUK KOHTPOJIS LIeSTIOCTHOCTU

Ha Bknagke «[Nonutukn» B kaTeropum «KoHTponb LenocTHocTH: [NonuTukn» HacTpaMBaloTca napameTpbl
NPOBEPKN LIENOCTHOCTW OTAENBHO ANS:

e o0bbektoB PC;

e 00BEKTOB NporpaMMHO-annapaTHON cpeabl;

e peecTpa.

Mo ymon4yaHuio npoBepkKa LEenoCTHOCTM YCTaHOBIEHA TONbKO MpU 3arpyske MOAYnMS.
B ocTtanbHbIX cnydasx, Ang KoppekTHow paboTbl NONUTMK, HEOHBXOAUMO HACTPOUTbL KaxAdbl napameTtp
NOMWUTUK KOHTPOMS LEeNOCTHOCTU B COOTBETCTBUM C TpeboBaHMAMU NONUTHKM 6e30MacHOCTN OpraHM3aumm:
e YCTAHOBWTb pEXWM MPOBEPKU (Npu 3arpyske, NEpUOaWNYHbI KOHTPOSlb WMN  KOHTPOSb
no pacnucaHuio);
e yKasaTb anropuTm pacyeta KOHTponbHon cymmbl (CRC32 nnun Xaw MD5).
Mpumevanmne. Ecnn ang npoBepkn OOBLEKTOB MporpammHO-annapartHon cpeabl
He BbIOpaH anropuTM pacdeTa KOHTPOSIbHOW CyMMbl, TO MpOBepKa LEeNOCTHOCTM
ANa AaHHOro Tuna ob6beKTOB BbIMOSHATCA He ByaerT.
ABTOMaTMYEeCKNA BbIOOp anropMTma pacyeTa KOHTPOSbHOW CyMMbl MO YMOMYaHWIO
He NpeaycMOTPEH.

Ta6nuua 11. MonUTUKN KOHTPONSA LeNI0CTHOCTH
FeHepauua coObITUI ayauTa annapaTHOM LLeNMOCTHOCTH

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukmn: «Het».

BkntoueHne gaHHOM MonuUTMKM (3HadveHue «[a») no3BondeT OoTCrexuBaTb COObITUS HapylleHus
annapaTHOW LeNnoCTHOCTU.

Monutuka npumeHsieTcs Ha moagynax C3U HCL Dallas Lock Linux.
N3meHeHune hpannoB ¢ Ha3HaY€HHbIM KOHTPOJEM LIeNTIOCTHOCTHU
[aHHas nonuTuka NO3BONSET YNpaBnsaTb BO3MOXHOCTbIO U3MEHeHUsa (annos € Has3HayYeHHbIM
KOHTPOJSIEM LIENTOCTHOCTM.
MNonuTtuka MoXeT NPUHUMATL O4HO U3 3HAYEHUM:

e «PaspewunTb» — npu HapylweHun uenoctHoctu C3W He OnokupyeT [oCTyn K OObLEKTY,
AN KOTOPOro Ha3HayeH KOHTPOb LeNoCTHOCTY;

o «3anpetnTb» — Npu HapyweHun uenoctHocTn C3U GnokmpyeT JOCTYN K OOBbEKTY, AN KOTOPOro
Ha3Ha4yeH KOHTPOIb LIeNOCTHOCTY;

o «[poBepsTb UMGDPOBYD NOAMUCH UCMOMHAEMbIX palnoB» — OCYLLECTBNAETCA MNpoBepKa
3NEKTPOHHOW MOAMUCUM AN MUCMOoMHAeMbIX dannos (CNMCOK pacluMpeHnin ¢annoB MOXHO
OOMOMHUTB).

Mo yMOI4aHuo 3Ha4eHne OaHHOW NONUTUKM: «Pa3peUJI/ITb».
Monntuka npuMeHdeTCcAa Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

KoHTponb ®C no pacnucaHuto
JdaHHas nonuTuka No3BonseT BKITHYUTb KOHTPOMb LIeNOCTHOCTM harioBo CUCTEMbI MO pacnmcaHuio
N HacTPOWUTb pacnucaHne KOHTPONS.
Mo ymonyaHuo gaHHas NonmTrKa He UCNoMb3yeTCs.
MonuTnka NnpumMeHseTca Ha MoaynsaX:



e C3W Dallas Lock 8.0-K/C;
C31 BW Dallas Lock.

KoHTponb nporp. ann. cpeabl N0 pacnncaHuio

[aHHas nonMTUKa NO3BONSIET BKIMOYMTL KOHTPOSb LIENIOCTHOCTU MporpammHo-annapaTHOn cpeabl
Mo pacnucaHuio N HaCTPOUTb pacnucaHme KOHTPOns.

Mo yMon4aHuio aaHHaa NoJfinTuka He UCNonb3yeTCA.
Monutuka NPUMEeHAETCA Ha MoaynaAx:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

KoHTponb peecTpa no pacnucaHuo

[aHHas nonuTMka NO3BONSET BKMYUTL KOHTPOMb LIeNoCTHOCTM peecTtpa Windows no pacnucaHuio
N HaCTPOWUTb pacnucaHne KOHTPONS.

Mo YMOJ4aHUo AaHHaaA NoJyinTuka He NCNoJib3yeTcA.
MonuTuka npuMeHdAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U BW Dallas Lock.

KoHTponb uenoctHocTu nporp. ann. cpeabl: BIOS

[laHHasa nonuTrKa No3BONIAET BKIHOYNTL KOHTPOIb U3MEHEHUI napameTpoB BIOS.
Mo yMmonyaHuio AaHHas NoNUTUKa BbIKNOYEHa.
MonuTrka NpuMeHsieTcs Ha MOAYNSIX:

e C3W Dallas Lock 8.0-K/C;
e C3M/ BW Dallas Lock.

KoHTponb LenoctHocTu nporp. ann. cpeabl: USB-ycTponcTBa
[aHHas nonutMka no3BONSAET BKMUYUTH KOHTPOSb M3MeHeHun B USB-KOHTponnepe, nogknoveHus
n oTkMoyeHnss USB-nopTos.
Mo ymonyaHuio gaHHas NonuTMKa BbIKIHOYEHA.
MonnTuka NpuMeHsieTcs Ha MoayNAX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

KoHTpornb LienocTHOCTM nporp. ann. cpefbl: Aucku
[aHHaa nonutuka no3BOMsAeT BKMYUTb KOHTPOMb M3MEHEHW KOHTPOMMEpoB rMBKUX OWUCKOB,
[AVCKOBO/OB W AWNCKOBbIX YCTPOWCTB.
Mo yMmonyaHuio AaHHasi NONUTHKA BbIKIOYeHa.
MonuTrka NpUMeHaeTcs Ha MOAYNsX:

e C3W Dallas Lock 8.0-K/C;
C3M BU Dallas Lock.

KoHTponb LienocTHOCTH nporp. ann. cpepbl: [ipaBepsbl

[aHHasa nonuTtmka ynpasndeT KOHTpoJeM LUesioCTHOCTU YCTaHOBKU N yaarieHnsA D,paﬁBepOB.
Mo yMOI4aHuio AaHHaaA NofiMTuka BblKIo4YeHa.
Monutuka NpUMEeHAeTCA Ha Mo4ynAX:

e C3U Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.



KoHTponb uenoctHocTu nporp. ann. cpenbl: Kogekn

[aHHasa nonuTtmka ynpaendaeT KOHTpOoNeM YyCTaHOBKMN UM yaaneHua KoaekoB Ha MK.
Mo YMOJ4aHUO AaHHaaA NoJyIMTUKa BbIKITKO4YEHa.
Monutuka NPUMEHAETCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C31 BW Dallas Lock.

KOHTpOﬂb LeJsioCTHOCTU MnMporp. anmn. cpeAabl: OﬂepaLl,VIOHHaﬂ cuncrema

[aHHas nonutuka ynpaBnseT KOHTponem nameHeHui ceoncte OC gaHHoro TMK: nameHeHuin MMeHu,
IP-agpeca v np.

Mo YMOJ4aHUIO AaHHaaA NoJINTUKa BbIKITHOYEHa.
MonuTuka NnpuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U BW Dallas Lock.

KoHTponb LenocTHocTM nporp. ann. cpeAbl: Manku obwero goctyna

[aHHasa nonutuka ynpaBldeT KOHTPOJIEM CO34aHNA Unn yganeHna nanok obuero AocTtyna Ha JaHHOM
MK.

Mo yMOn4aHuio aaHHaaA NnofmMTuka BblKIo4YeHa.
Monutuka NMPUMEHAETCA Ha MoaynaAx:

e C3W Dallas Lock 8.0-K/C;
e C3M/ BW Dallas Lock.

KoHTponb uenoctHocTu nporp. ann. cpeabl: MpuHTepsbl
[daHHas nonutuka ynpaBnsieT KOHTPONEM Cnucka Bcex yCTaHoBreHHbIX Ha MK npuHTepos, dhakcos,
M®Y un gp. neyaTarowmnx yCTPOUCTB.
Mo ymonyaHuio AaHHasa NonNuTMKa BbIKITHOYEHa.
MonuTuka NnpuMeHsieTcA Ha MOAYNAX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

KoHTponb wenocTtHocTu nporp. ann. cpegbl: Mporpammbi

JaHHas nonuTuka ynpaenseT KOHTPONEM YCTaHOBKM UMW yaaneHus nporpaMm Ha aaHHom [MK.
Mo ymonyaHuio AaHHasi NONUTHKA BbIKIOYEHA.
MonuTuka NpuMeHseTcA Ha MOAYNAX:

e C3W Dallas Lock 8.0-K/C;
e C3W BW Dallas Lock.

KOHTpO.I'Ib LeJsIOCTHOCTHU nNporp. anmn. cpeabl: Paspgenbl gucka
[aHHaa nonuTtuka ynpasndeT KOHTpolemM N3MEHEHNN pa3nerioB XXeCTKoro Ancka, (bOpMQTI/IpOBaHI/IVI
Ancka, NnoaKnr4YeHn HOBbIX ANCKOB.
Mo yMOn4aHuio AaHHaaA NnofiMTuka BblKIo4YeHa.
Monutuka NpUMEeHAeTCA Ha Mo4ynAX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

KoHTponb wenoctHocTy nporp. ann. cpeabl: CeTb
[daHHas nonutuka ynpaBnseT KOHTPOSIEM CETEBbIX MOAKIOYEHWIN U CETEBbIX KapT.
Mo ymonyaHuio AaHHasa NonNuTrKa BbIKITHOYEHa.
MonuTuka NnpuMeHsieTcA Ha MOAYNAX:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.



KoHTponb wenoctHocTu nporp. ann. cpeabl: Cuctema
[aHHasa nonutvka NO3BONSET BKMNIOYUTbL KOHTPOMb MOPTOB, MOHUTOPOB, LUMH, 3BYKOBbLIX YCTPOWUCTB
W OPYrMx CUCTEMHbIX YCTPOMNCTB.
Mo ymonyaHuio gaHHas NONUTUKa BbIKIOYEHA.
MonuTunka NnpumMeHsieTca Ha MogynsAX:

e C3W Dallas Lock 8.0-K/C;
C3W/ BW Dallas Lock.

KOHTpOﬂb LeJsioCTHOCTU Mnporp. anmn. cpeAabl: Cnucok nonb3oBaTtenen

[aHHaa nonuTuka ynpasnsaeT KOHTPOMEM Cnucka nofb3oBaTtenein, co3aaHHbIX B riokansHon OC.
Mo yMonyaHuio AaHHasa NonuTrKa BbIKITHOYeHa.
MonnTuka NpuMeHsieTca Ha MOaYNAX:

e C3W Dallas Lock 8.0-K/C;
e C3U BW Dallas Lock.

KoHTpornb LienilocTHOCTM Nporp. ann. cpepgbl: YCTponcTBa BBoAa
[aHHaa nonuTvka ynpaBnsieT KOHTPONEM MOOKMIOYEHHbIX YCTPOWCTB BBOAa Ha pgaHHoMm [1K:
KrnaBuaTypbl, MbILLW.
Mo yMonyaHuio AaHHas NoNuUTUKa BbIKNOYEHa.
MonuTrka NpuMeHsieTcs Ha MOAYNSIX:

e C3W Dallas Lock 8.0-K/C;
e C3M/ BW Dallas Lock.

Mepuoagunyeckum KoHTponb PC

Monutuka NPUHNMAaET 3HA4YeHunA oT 1 MWHYTbI 00 5 vacoB n «He NCNOJb3yeTCa». Mo YMOJ14aHUIo
3Ha4YeHne gaHHoM NoNuTuKK: «He NCnosb3yeTca».

[aHHaa nonnTnka no3sonseT BKIHYNTD I'IepI/IOD,VI‘-IeCKVIﬂ KOHTPOJ1b cba|7|n030|7| CUCTEMbI N HACTPOUTb
nepnoanyHOCTb MPOBEPKU.

MNonntuka npuMeHdaeTCA Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
e C3W BW Dallas Lock.

Mepuognyecknini KOHTPOIbL NPOrp. ann. cpeabl

MonuTtuka npuHMMaeT 3HadveHus oT 1 MuHyTbl Ao 5 yacos n «He ncnonbsyetcax». Mo ymonyanuio
3HaveHue faHHoW nonuTuku: «He ncnonbayeTcsa».

[aHHaa nonuTuka No3BoNsAeT BKAYUTb I'Iepl/IOD,VI‘-IGCKVIﬁ KOHTPOJ1b nporpaMMHo—annapaTHon cpenbl
N HaCcTpouTb NeEpUoanN4HOCTb NMPOBEPKN.

Monutuka NpUMEeHAeTCA Ha Mo4ynAX:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

Mepuognyecknini KOHTPOIbL peecTpa

Monutuka npuHUMaeT 3HayeHus oT 1 MUHYTHLI 4o 5 yacoB 1 «He ucnonb3yeTcar». o ymonyaHuio
3Ha4veHve faHHOW NONUTUKK: «He ucnonbayeTcs».

JaHHas nonutuka No3BOMSET BKMHOYUTL NEPUOANYECKUI KOHTPOSb peecTpa Windows 1 HacTpouTb
NepuoauYHOCTb NPOBEPKM.

Monutuka NpUMEeHAeTCA Ha Mo4yndaXx:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

MpoBepaTb wenoctHocTb ®C npum 3arpyske OC

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».



[aHHas nonuTuka NO3BOMsSET YNpaBNATb BKNIOYEHMEM/OTKNIOYEHMEM aBTOMaTUYEeCKOW MPOBEPKU
LenocTHocTu dannosomn cuctemsl npu 3arpyske OC.

MonuTuka NnpumMeHsieTcs Ha MoaynsaX:
e C3W Dallas Lock 8.0-K/C;
C3M BU Dallas Lock.
MpoBepATL LLENOCTHOCTbL NpOrp. anmn. cpeabl npu 3arpy3ke OC

Bo3aMoxHoe 3HayeHne nonuTuku: «Bkn./Bbikn.». 3HavyeHne no YMOJ1HaHUIO: «BbIKn.».

[aHHas nonuTuka MNo3BOMSiIET YNPaBnsATb BKITOYEHNEM/OTKIIOYEHNEM aBTOMaTUYECKOW MPOBEPKU
nporpaMmHo-annapaTHoON LenocTHocTu npu 3arpyske OC.

MonuTuka NnpumMeHsieTcs Ha MoaynsX:
e C3W Dallas Lock 8.0-K/C;

C3W1 HC[ Dallas Lock Linux;
e C3M BW Dallas Lock.

MpoBepATb LENOCTHOCTbL peecTpa npu 3arpy3ke OC

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».

[laHHaa nonuTika MNo3BOJSIET YNpaBMsTb BKIOYEHUEM/OTKIIOYEHMEM ABTOMAaTUYECKON MpPOBEPKU
LenocTHocTu peectpa Windows npu 3arpyske OC.

Monutuka NnpuMeHdAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U/ BW Dallas Lock.

N3meHeHne pannoB ¢ Ha3HaYeHHbIM KOHTPOJIEM LIeNTOCTHOCTHU

BosmoxHoe 3HaueHne nonuTukM  «PaspewnTb»/«3anpetutb». 3Ha4YeHWe No  YMOMYaHUIo:
«3anpeTnTtby.

[aHHaa nonuTMKa MNo3BOJSIET KOHTPOSIMPOBaTb BO3MOXHOCTb MOMb30BaTeNsl U3MeHATb daiinbl ¢
Ha3HaYeHHbLIM KOHTPOMEM LenocTHOCTK. [pu 3HaYeHnn «PaspelinTb» Npu HapyLLIEHUN LIENOCTHOCTH
C3W He GnokupyeT AOCTYN K 0GbEKTY, ANs KOTOPOro HasHa4yeH KOHTPOIb LlenocTHOCTH. [Mpu 3HaYeHnm
«3anpetTutb» MNpu HapylleHun uenoctHocT C3W GrnokvpyeT OOCTyn K OGbekTy, ANs KOTOpPOro
Ha3Ha4YeH KOHTPOJSIb LIeNTIOCTHOCTH.

Monutuka NPpUMEeHAETCA Ha MOoA4YIAX:

e C3WU Dallas Lock 8.0-K/C.
MpoBepka uncpoBon NoANUCU UCNOJNTHAEMbIX (hannos

Bo3moxHoe 3HauyeHune nonutukn: «Bkn./Beikn.». 3HayeHne no ymonyaHuio: «Bblkn.».

HdaHHas nonuTuka no3BonseT onpegenatb HeobxoAMMOCTb MpPOBEPKM ULupoBON NoAMUCU
ucnonHsembix cannos. lMNMpu 3HavyeHun «Bkn.» HeobGxoouMO ykasaTb paCLUMPEHUST UCMOMHAEMbIX
dannoB Ans NpoBepKu LMdpoBON NogNUCH.

MonnTrka NpUMeEHsIETCS Ha MOLYNAX:
e C3M Dallas Lock 8.0-K/C.
Brnokunpyembie pacwmpeHus ¢annos
Monntrka no3BonseT ynpaBnsiTb CIMCKOM paclUMpeHun, paboTta ¢ koTopbiMu OyaeT GrokumpoBaHa.
3HayeHne no ymonyaHuio: «He ncnonbayetca».
MonnTrka NpUMeEHsIETCS Ha MOLYNAX:
e C3M Dallas Lock 8.0-K/C.

5.4.6 HacTponka nonuTUK pexuma pa6otbl C3U

Ha Bknagke «[Monutukn» B kateropmm «Pexum paboTtel C3UW» HacTpanBaloTca napamMeTpbl HEAKTMBHOIO
pexuma C3U gna mogynsa C3U Dallas Lock 8.0 u C3U BU Dallas Lock.
B cootBeTctBUM ¢ TpeboBaHMAMM MOMUTUKM Ge3onacHOCTM opraHm3aumm HeobXoAMMO HacTpouTb BCe
napameTpbl, PacrnosiIoKeHHbIE B CMIUCKE NONUTUK pexxumMa paboTel C3U.



Ta6nuua 12. MonuTtukm pexxuma padotbi C3U

MexxceTeBoW 3KpaH

Bo3moxxHoe 3HaveHne nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHuno: «Bkn.».

[aHHas nonuTuka no3BonseT ynpaBnsaTb BKIOYEHMEM/BbIKMOYEHEM Moayns «MexceTeBow aKpaH»
C3W Dallas Lock 8.0.

Monutuka npumeHsieTcst Ha moaynsx C3U Dallas Lock 8.0-K/C.

HeaktuBHbIN pexum C3U Dallas Lock

Bo3amMoxHoe 3HayeHne nonuTuku: «Bkn./Bbikn.». 3HavyeHne no YMOJ14aHUIO: «BbIKs.».

[aHHas nonutnka no3BonseT ynpaBnsTb BKNOYEHMEM/BbIKNoYeHnemM «HeaktnsHoro pexuma C3U»
B C3M Dallas Lock 8.0.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

HeakTtuBHbIn pexxum C3U BU Dallas Lock

Bo3amoxHoe 3HayeHne nonuTukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHuio: «Bbikn.».
[daHHas nonuTmka No3BONSET ynpaBnsTb BKAOYeHMeM/BbikNoyeHnem «HeaktusHoro pexuma C3M»
B C3M BW Dallas Lock.

Monutuka npumeHsieTcst Ha moaynsax C3M BU Dallas Lock.
Cuctema obHapyXeHUsi BTOPXXEHUMN

Bo3aMoxHoe 3HayeHne nonuTuku: «Bkn./Bbikn.». 3HavyeHne no YMOJT4aHUIO: «Bkr.».

ﬂ,aHHaﬂ NoNMMMTUKa NO3BONAET YynpaBnATb BKIHOYEHNEM/BbIKITIOYEHNEM moayna «Cuncrtema
obHapyxeHusa sBTopxeHun» C3U Dallas Lock 8.0.

MonuTtunka npumenseTca Ha moagynsax C3U Dallas Lock 8.0-K/C.

5.4.7 HacTponka NONMIMTUK OYMUCTKUN OCTAaTOYHOMN UHpopmaLumn

BonbwunHcTBo OC npw yaaneHun cpanna He yoansoT cogepxumoe danna, a yoansioT Nulb 3anucb
0 hanne us gupektopumn ®C. Tak caenaHo ansa yckopeHust paboTbl CUCTEMBI.

PeanbHoe cogepxumoe aina ocTtaeTcsl Ha 3anoMuHaroLeM YCTPOWCTBE, U ero MOXHO MPOCMOTPETb
0o Tex nop, noka OC 3aHOBO He UCNOSb3YeT 3TO MPOCTPAHCTBO AMs XPaHEHMS HOBbIX AaHHbIX. OcTaToyHas
WHpopMaumnss MOXeT npuBEeCTU K HenpeaHaMepeHHOMY pachnpoCTpaHeHUo KoHuaeHUnansHon
W CEKPETHOM MHdopMaLunn.

Ha Bknaake «MonuTukm» B KaTeropum « O4McTka ocTaToMHOW MHGOPMaLUMy HacTpanBaloTcs NapaMeTpsbl
OYMCTKM  OCTaTOMHOM  MHopMaLuW, KOTopble NpedHasHadeHbl Ans  obecrneyeHus rapaHTui
no NpeaoTBPaLLEHNI0 BOCCTAHOBIEHUS yAaneHHbIX Ha MOAYNSX AaHHbIX.

B cooTtBeTcTBUM C TpeGoBaHUSIMU MONUTUKM GE30MacHOCTM OpraHM3auuM HeobGXoaMMO HacTpPOUTb BCe
napameTpbl, PacnofioXKeHHbIe B CIUCKE NMOMUTUK OYUCTKM OCTATOYHON MHGOPMaLUK.

Ta6nuua 13. MoNUTUKN OYUCTKM OCTAaTOUYHOW MHopMaUUun
3aTuparowas nocnenoBaTeribHOCTb

[daHHon nonuTukon onpegenseTca MeTon 3aTupaHus OCTaTOMHOW WHAOPMaLMK NyTeM YCTaHOBKU
yncnoBbix 6anToBbIX 3HadeHun (o1 0 oo F) ans kaxxgoro n3 YeTbipex UUKMIOB 3aTupanud. Ecnm atu
3Ha4YeHUs1 He YCTaHOBMEHbl WNW YCTaHOBMEHbl He [ANs Kax4oro uukna, TO Mo YMOSYaHuio
Ana 3atupatowen nocrnenoBaTenbHOCTH LMKNoB ucnonb3yeTtcs nocriefoBaTenbHOCTb,
ycTaHoBneHHasa B C3U Dallas Lock 8.0.

YCTaHOBMNEHHbIN MeToA 3atupaHma KUcnonb3yeTcA npu BCEX YCTAHOBJIEHHbIX BuMAaxXx OYUCTKAU
OCTaTOYHOW I/IH(bOpMaLI,VIMI no KomMaHae agMUHUCTpaTtopa, B aBTOMAaTU4eCKOM  pexume,
N Npu 3a4nCTKe Hakonurtena.

MonuTuka NnpUMeHAeTCA Ha Mo4YynAaX:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.



KonunuecTBO LUKoB 3aTn paHusA

MonuTrka «KonM4ecTBO UMKIIOB 3aTUpaHusi» Mo3BonsieT BbiGpaTb OT OQHOIO A0 YeTblpex LMKIOB
3aTUpaHus MHopMaLMmn Ha Moayrne. 3HayeHUe No YMOnYaHuio: «1».

YCTaHOBNEHHOE KOMMYECTBO LIMKIOB 3aTMpaHWs MCMOSb3yeTCcsi MpW BCEX YCTAHOBIIEHHbIX BMAax
OYMCTKM OCTATOYHOW MHCpOPMaLIMK: MO KOMaHA4e aAMUHUCTPaTopa, B aBTOMAaTUYECKOM pexxume, 1 npu
3a4NCTKE HaKOMUTENS.

MonuTrka NpUMeHsieTcs Ha MOAYNSX:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

OuuwaTb 0oCcBOGOXAaemMoe UCKOBOEe NMPOCTPaHCTBO

BoamoxHoe 3HadeHune nonutukn: «da/HeT». Mo yMonyaHuio 3HayeHne AaHHON NONUTUKK: «HeT».

BknoyeHne paHHOM nonutukn (3HaveHne «[a») no3BoOnseT aBTOMaTMYecKM 3aTtuvpaTb BCHO
OCTaTOYHYI0 MHpopMaLMo Npy 0CBODOXAEHMM 0bnacTen Ha gnckax, To eCTb Npu yaaneHun annos
WNM NpM yMeHblleHMW pasMepoB annoB Ha Mogyne. 3aTvpaHue NPOU3BOAMTCH 3anucChbio
MackupyroLlen nocnenoBaTenibHOCTU (MonuTuka «3aTupatolas MocrnefoBaTeNbHOCTbY) MNOBEPX
ocB0ob0OXa4aemoro NpocTpaHCcTBa 3a4aHHbIM KONMYECTBOM LIMKIOB 3aTupaHus (nonutrka «Konnyectso
UMKIOB 3aTupaHusa»). BknioveHne paHHOro napameTpa MOXET 3aMEeTHO CHU3WUTb CKOpPOCTb
BbIMOSIHEHWS (PaNNoBbIX ONepaLmin, 0COOEHHO NPW KONNYECTBE LMKITOB 3aTnpaHus 6onblue eanmHULbI.

MonuTunka NnpuMeHsieTcs Ha MoAYNsAX:
e C3W Dallas Lock 8.0-K/C;
e C3U/ BW Dallas Lock.
OunwaTtb TONbKO KOHUAEeHUMaNbHbIe AaHHbIEe

BoamokHoe 3HayeHue nonutuku: «Lda/HeT». Mo ymonyaHuio 3HauyeHne aHHON NonuTukK: «HeT».
BknioyeHne gaHHoM NonNuTUKK (3HadveHne «[lax») no3BonseT OCyLLEeCTBNATL aBTOMATUYECKYIO 3a4UCTKY
ocBo6OXOaeMoro AMCKOBOro NPOCTpaHCTBA TOJNbKO MpW  yaaneHun/nepemMeLleHnn/yMeHbLLeHN
pa3mepa obbekToB C npu paboTe nog MaHAATHON METKOW UMK ypOBHEM A0CTyna Gorblue Hyns Ha
moayne. [aHHas nonuTuka (YHKUMOHMPYET MpU YCIOBWUM BKIOYMEHHOW nonutukn «OunaTb
ocBoboXaaemMoe AMCKOBOE NMPOCTPaHCTBOY.

MonuTtunka npumenseTca Ha mogynsx C3U Dallas Lock 8.0-C.
Ounwatb ann nogkayku BUPTyaribHOM NamMATU

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne AaHHON NONUTUKK: «HeT».
BknoyeHne paHHOM nonuTUMKM (3HadveHne «[a») no3BonseT aBToMaTudecku 3atupaTb BCHO
OCTaTouYHy0 UHpopmaumo B ¢amnne nogkadkum Windows Ha mopyne. 3aTtupaHue Npous3BOAUTCS
3anncbio MackupyloLen nocregoBaTenbHOCTU nosepx danna nogkadkn. OuncTka Npou3BoauTCH
npu 3aBepLueHnn paboThbl (3akpbITUKU hanna NoaKayku) n, ecnv o4mcTka bbina npepsaHa, npu ctapTe
cucTembl (OTKPbITUK dhanna nogKaykm).

MonuTunka NnpumMeHsieTca Ha MoAYyNsAX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

MpoBepATb 3a4YNCTKY OCTaTOYHOM MH(OpMaLMm

Bo3moxxHoe 3HaueHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukun: «Het».
Ecnu pgaHHaa nonutuka BKIHOYEHa, TO MOCMe MpoBefeHust ouncTku obbektoB ®C Ha moayne,
OOMONHUTENBHO  BLIMOMHAETCA MPOBEpKa TOro, 4YTO O4YMCTKA [JAEWCTBUTENbHO OCYLLECTBIEHA.
B Tom cnyyae, ecnv npoBepka BbisiBUNA, YTO OYMUCTKA HE OCYLLECTBIIEHA UMK 3aBepLUEHa C OLLIMOKON,
TO B XXypHaIn pecypcoB MOAyJsi 3aHOCUTCSA COOTBETCTBYHOLLLEE CODbITHE.

MpoBepka OCyLLECTBMASIETCA MPU OYUCTKE OCTATOYHOM WHGOPMAaLMK, BLINOSHAEMOW MO KOMaHge
agMUHMUCTpaTopa, B aBTOMATUYECKOM peXume, M MpU 3a4UCTKE HakonuTensa uenukoM (dyHKums
«3auncTka gnckar).

MonnTrka NpUMeEHsIeTCs Ha MOAYNSAX:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.



5.4.8 Hactpouka nonutuk jCHY

Ha Bknagke «[onuTtukmn» B kateropumn «lMonutnkm OCY» HacTpamBaoTcs napameTpbl paboTbl gaTymka
cny4varHbIn ymucen ans mogynen CA3 Dallas Lock.
B cootBeTcTBUM C TpeboBaHUsSMU NONMUTUKM ©€30MacHOCTU opraHusauum HeobxoaMMo HaCTPOWUTb BCe
napamMeTpbl, pacnofioXXeHHble B cnucke nonutuk OCY.

Ta6nuua 14. Nonutnkn OCY

PaspelwuTb reHepauu1io napons

BoamoxHoe 3HadyeHune nonutuku: «da/HeT». Mo ymonyaHuio 3HayeHne JaHHON NonNUTUKK: «ay.

B 3sHaueHuun «[a» nonb3oBaTento gaeTcs BO3MOXHOCTb reHepaumu naponen. B 3HavyeHum «Het»
Yy nonb3oBaTend HeT BO3MOXHOCTK BOCMNOJ1Ib30BaTbCA reHepaumeVl napons.

Monutuka npumeHsieTcst Ha moaynsax CO3 Dallas Lock.
TectnpoBatb [ICY npu Bxoge

BoamoxHoe 3HadyeHune nonutuku: «da/HeT». Mo ymMonyaHuio 3HavyeHe JaHHON NONUTUKK: «[ay.

B 3naueHun «[a» ocywectensgerca TectupoBaHne [OCY npu Bxoge. [lpu 3HayveHun «Het»
TectmpoBaHue [JCYH npu Bxoge OTKMO4EeHO

MonuTtunka npumenseTca Ha moagynsax CO3 Dallas Lock.
Yucno nonbITOK camoTecTtupoBaHua [CY

BoamoxxHoe 3HaueHue napameTpa: oT 1 go 3. 3HayeHne No ymonyaHuio: «1».

YCcTaHOBNEHHOE 3Ha4eHne AaHHOW MONMUTUKK pernamMeHTUpyeT YMUCro nonbITOK CaMOTeCTUpPOBaHUA
ACH.

Monutuka npumeHsieTcst Ha moaynsx CO3 Dallas Lock.

5.4.9 HacTporika nonUTUK MaHgaTHOro AocTyna

CornacHo MaHOaTHOMY NpuHUUNY ynpasiieHUA OOCTYNOM, KaxXgomMy O6'beKTy MOXXHO NPUCBOUTb YPOBEHb
AocTtyna nu MaHgaTHYO MEeTKY. Ons yquHon 3anncun nonb3oBaTenia TakKe Ha3Ha4YaeTcqd ypOoBeHb O0CTYyna
N MaHOaTHadA MeTKa, KOTOopble onpenenatT 00BbeKTbI, K KOTOPbIM MOXET ObITb OocTtyn. MaHgaTtHbIn
npuHUMN ynpaesneHnd 4OCTYyNnoM OeNiMTCA Ha OBe KaTeropuun:

1. Uepapxuyeckass KaTeropuss — OCYLUECTBMSETCA CpaBHEHME YpPOBHeW pgocTyna obbekTa
n nonb3osartens. B mogyne C3U Dallas Lock 8.0-C ypoBHu gocTtyna nmetotT Homepa oT 0 go 7. Yem
fornblue HOMep, TeM BbilLe ypoBeHb AocTyna. Ecnu He ykasaH ypoBeHb JOCTyna, TO cuMTaeTcs, YTo
06bekT MMeeT ypoBeHb goctyna 0 («OTkpbiTble AaHHble»). Ecnu ypoBeHb OocTyna NpuCBOUTL
poanTenbckoMy OObeKTY (manke, AUCKY), TO BCe 00BbEKTbI, HaxoadALwmecs BHYTpU, OyayT UMeTb TOT e
YPOBEHb AOCTYNA, 32 UCKIIOYEHNEM TEX CIyYaeB, Korga UM siBHO NMPUCBOEH APYron ypoBeHb JOCTyNa.
Onsi ypobctBa paboThl, YpOBHSIM JOCTYyNa MOXHO NpucBanBaTb MMeHa. 10 ymonyaHuio nepBbiM NsATU
ypoBHAM goctyna (o1 0 4o 4) NpUCBOEHbl HAUMEHOBaHUSA:

e 0 (OTKpbITble AaHHbIE);

1 (KoHdugeHumanbHble AaHHbIE);

2 (MepcoHanbHbIe AaHHbIE);

3 (CekpeTHble AaHHbIE);

4 (CoBepLUEeHHO CEeKpeTHO).

CornacHo [JaHHOMY MpPUCBOEHMIO YPOBHEN [OCTyMna, nofib3oBaTerb, MMEKLWNUA [OMNYCK YPOBHS

«KoHdmaeHumaneHble OaHHbIE», He MOXEeT MNOMNy4yMTb OOCTyn K OOBLEKTY C YPOBHEM JocTyna

«CekpeTHble faHHble». B To e BpeMsi, nonb3oBaTteslb C LOMYCKOM YpPOBHS «CeKkpeTHble OaHHbIe»

MMeeT NpaBo JOCTyna K 06bekTy ¢ ypoBHEM «KoHuaeHUnanbHbIe JaHHbIEY.

2. Henepapxuyeckass KaTeropuss — OCYLUECTBIISETCA CpPaBHEHME MaHAaTHbIX MeTOK obbekTa
1 nonb3oBartens. B crniyyae coBnageHus MaHOaTHbIX METOK 0ObekTa M Nonb3oBaTtens, nofb3oBaTeb
nony4aeT A4OCTyn K 00bekTy. B cnyvyae HecoBnageHnst MaHAaTHbIX METOK OObekTa U nonb3oBarens —
AocTyn Onokmpyetcs. Hanpumep, nonb3oBaTeNb, UMEOLNA MaHAaTHYO MeTKy «MeTka 1», He MoXeT
nonyyYntb AOCTYN K 0ObekTam ¢ MaHgaTHbiMu MeTkamu «MeTtka 2», «Metka 3» u 1. 4. [aHHbInA
nonb3oBaTenb MOXET MNONy4YnTb OOCTYN TONbKO K OBbektam € MaHaaTHou MmeTkon «Metka 1».
Mo ymonyaHuio Ha moagyrne C3U Dallas Lock 8.0-C maHAaTHble METKM OTCYTCTBYIOT.



Ha Bknagke «[lonutukm» B kaTeropum «MaHOoaTHbI OOCTYN» HacTpavBalTCa napameTpbl paboThbl
C YPOBHAMM JOCTYNa U MaHAaTHbIMKM MeTkamu B [lomeHe 6e3onacHOCTH.

B cootBeTcTBUM C TpeGOBaHMﬂMVI NoNUTUKM ©e30nacHOCTU opraHunsauunmn HeobxooMmo HacTpouTb BCeE
napameTpbl, pacnosioXeHHble B CMUCKE NOJINTUK MaHOaTHOro AocTtyna.

Ta6nuua 15. MonuTMkn maHgaTHOro goctyna

Bxoa: BbIGOp MmaHaaTHOM MeTkM npu Bxoge B OC

Bo3aMoxHoe 3HayeHne nonutuku: «Bkn./Bbikn.». 3HavyeHne no YMOJ1HaHUIO: «BbIKs.».

BkrnitoueHne gaHHOW NONUTMKK paspeLlaeT UCnonb3oBaHMe MaHAaTHbIX MeToK ans astopmsaunm B OC
Windows.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-C.

Bxop: 3anpeT ogHOBpeMeHHOW paboThbl Nosib3oBaTerniei ¢ pasnUYHbIMUA YPOBHAMMU
UnnM MeTKamMn MaHOaTHOro gocTyna

Bo3aMoxHoe 3HayeHne nonuTuku: «Bkn./Bbikn.». 3HavyeHne no YMOJT4aHUIO: «BbIkn.».

Mpn BkNOYEHUM 3anpeta OAHOBPEMEHHOM paboTbl MOnb3oBaTernen C pasfnMyHbIMU  YPOBHSMM
UnNu MeTKkamMm MaHgaTHOro goctyna Ha pgaHHom [1K Oygetr BO3MOXHa OAHOBpeMeHHast paboTa
HECKONbKUX WHTEPAKTUBHbIX MOMb30BaTenen, 3alweawmnx TOMbKO Mo OAHUM YPOBHEM AOCTyna wumu
MaHgaTHoW meTku. lNMpuuem AaHHbI ypoBeHb BydeT onpeAensTbCA NO YPOBHIO UMM METKe MepBOro
nonb3oBaTens, 3aweaLwero Ha AaHHbIA KOMMbloTep.

MpumeyaHue. Ecnn npu BKAOYEHUW 3anpeTa, €CTb YXe 3anylleHHble Ceccum
C pasnuMyHbIMM YPOBHAMW [JOCTYyNa WU MaHZATHbIMW METKaMu, peKkoMeHayeTcs
BbINOMHUTL Nepes3arpy3ky komnbtoTepa. Ecnu He cnepoBaTb AaHHOW pekoMeHgaumu,
MOXET MOMy4YnTbCH, YTO cynepagMuMHUCTPaTop Npu 6NOKMpoBaHWM CBOEN 3anyLeHHON
CEeccun He CMOXET ee pas3bnokmpoBaTb B BUAY BCTYMMEHUSA B AEWCTBUSI MMEOLLIErocs
OorpaHuYeHus.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-C.
MaHgaTHble MeTKMU

[aHHas nonuMTuka npegHasHaveHa Ans pefakTUpoBaHUS Crncka MaHZaTHbIX METOK Afs opraHn3aumm
Henepapxmn4eckoro NpUHLMNa ynpasrneHus MaHgaTHeIM gocTyrnom B [16. B pegaktope NonmMTUKM MOXHO
co3gaBaTb HOBble MaHAaTHbIE METKU U yaansiTh CyLLecTBYOLMeE.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-C.
YpoBHM Aoctyna

JaHHasa nonuTuka npegHasHavyeHa Onsg pefakTMpoBaHMS CNUcKa ypOBHEW A0CTyna Ans opraHusauum
nepapxmM4ecKkoro npuHUMna ynpaeneHuss MaHaaTHbIM goctynoM B 6. B pepaktope nonuMTukun MOXHO
NpucBOUTL/OTPENAKTUPOBATL UMsi, COOTHOCMMOE C OmnpeaerneHHbIM ypoBHEM AocTyna. Bcero gocTynHo
8 ypoBHewn goctyna (0T «0» 0o «7»).

Monntuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-C.

5.4.10 HacTpouka nonuTuK gocTtyna

Ha Bknagke «lMonutukm» B kateropum «[ocTyn» HacTpauBaloTcs napameTpbl GnokupoBku paboThbl
¢ dhavinamu onpegerneHHbIX pacluMpeHnin n 6NoKMpPOBKM aBTO3anycka NOAKIOYEHHbIX YCTPOWCTB.

B cootBeTcTBMU C TpeboBaHWAMM NONUTUKM Ge3onacHOCTU OpraHmsauum HeobxoaMMOo HacTpouTb BCe
napameTpbl, pacrnorioXeHHble B CNMCKe NOMMTKK AOCTYNa.



Ta6nuua 16. MonuTuku gocTtyna
BrnoknpoBaTb aBTO3anycK NOSKIOYEHHbIX YCTPOUCTB

Bo3aMoOXXHOe 3Ha4eHmne NOSITUKMN: «,El,a/HeT». Mo YMOJ1HaHUIO 3Ha4YeHne OaHHOW NONUTUKK: «HeT».

Mpwn BKNOYEHUN AAHHOW NONUTUKM aBTOMaTMUYECKN BNOKMpyeTCsi BO3MOXHOCTb 3anycka 6e3 KomaHab!
nonb3oBartens (aBTo3anycka) ycTponcTea npu nogKknioveHun.

MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

Briokupyemble paclumpeHus

[aHHaa nonuTuka mcnonb3yeTcs Ang paboTbl CO CNMCKOM 3anpeLueHHbIX pacluMpeHun dannos
(nocnepoBaTenbHOCTM  CUMBOMOB, [AobaBngembix K UMeHW anna un  npegHasHayYeHHbIX
ans ngeHtndvkauum dopmarta ganna). [No ymonyaHuio gaHHasi NonMTUKa He Ucnornb3yeTcs.

Cnncok 6noknpyembix paclumpeHnii hainos NMLIETCH B OOHY CTPOKY, ANIEMEHTbI CMcKa pa3gensatTcs
TOYKOM C 3aNATON.

®yHKUMS «BrnokMpyeMble pacluvpeHusi» ByoeT pacnpocTpaHATbCS Ha BCeX Mosfb3oBaTerneit kKpome
cynepagmuHuctpaTtopa. [lpu nonbiTke nonb3oBaTens OTKpbiTb hain ¢ 3aboKMPOBaHHLIM
paclLuMpeHneM, NOsSBUTCA COOTBETCTBYIOLLEE NpeaynpexaeHue.

BHumaHue! Cnepyet yyecTtb, 4To JobaBneHne B CNMCoK BrNokMpyembiX pacluMpeHni,
Takmx kak exe, dll, sys, moxeT npmBectn Kk HepaboTtocnocobHocTn OC (McknioveHne
cocTaBuT paboTa noz y4eTHOM 3anucblo cynepagMuHMcTparTopa).

MonuTtuka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

Bpemsa oxunagaHma nogknroyveHna no VNC(cekyHA)

MNonutnka nossonseT YCTaHOBUTb BpeMA OXUOaHuA yaarneHHOro noakrntoYeHnda K pa6oqe|v|y cTony
KoMnbloTepa no cetu. Bo3amoxHble 3HaveHus napameTtpa ot 5 go 600 cekyHa. 3HayeHune no
ymonyaHuio: «120».

Mo ncTeveHMmn ycTaHoOBNEHHOIO BPEMEHNM 3arpocC NpepbIiBaeTCs.

MpumeyaHwme. MNpu MHMUMMpoBaHuM nogkntodeHusa no VNC koHconb ELLY 6rokupyeTcs
40 MOMEHTa NoAKMYeHns/0TKasa B NOAKMHYEHWN.

Monutuka NPpUMEeHAEeTCA Ha MOoA4YIAX:

e Arent ELY Windows
e Arent ELLY Linux

5.4.11 HacTpouka nonuTuk cetm

Ha Bknagke «[lonutukmn» B kKateropun «CeTb» HACTpaMBalTCs MapamMeTpbl paboTbl CETEBOro
B3aMMOAENCTBUS.

B cooTteeTcTBMM C Tpe6OBaHI/IF|MI/I nonuTnkn 6e3onacHocTn opraHusauuun HeOGXOﬂ,I/IMO HaCTpouTb BCe
napameTpbl, pacnosyioXXeHHble B CMUCKE NOJINTUK CETU.

Ta6bnuua 17. MonuTtukn cetn

Bpems xpaHeHus ceTeBOro Kalia

Monutuka npuHUMaeT 3HayeHus OoT 5 MuUHYT Ao 14 gHen n «He ucnonbayeTcar». Mo ymonyaHuio
3HaveHue faHHoW NonnTukK: «He ncnonbayeTcsa».

Ons yBenu4yeHus ckopocTn pabotel no cetn C3U Dallas Lock 8.0 npegoctaBnsieT BO3MOXHOCTb
COXpaHeHUs1 CETEBOrO kawa ¢ MHopmauunein o6 MMEKLNXCA B CETUM TEX KOMMbIOTEPOB, KOTOPbIE
sawuweHsl Dallas Lock 8.0, n k koTopbIM y>ke 6bino npousseaeHo obpatleHue ¢ gaHHoro MNK. JaHHasa
NoOnWTUKa NO3BOMSET BbIOpaTh BPEMsi XpaHEHUS Takoro CeTeBoro Kalua.

MonuTtunka npumeHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.



CnuUcoK He3aluLeHHbIX CepBepoB

C nomoLllblo OaHHOW MOMUTUKM ONis YBENMYEHUs CKOPOCTM paboTbl MO ceTu, 4ToDObl COKpaTUTb
konudecteo obpaweHuin, C3M Dallas Lock 8.0 npegocTtaBnsieT BO3MOXHOCTb COXPaHUTb NOCTOSIHHbIN
cnuncok K, kotopbie He 3awuweHbl C3U. BeogaTtca umeHa MK n cepsepoB nnun nx IP-agpeca 4epes

TOYKY C 3ansiTon.

Monutuka npumeHsieTcst Ha moaynsx C3U Dallas Lock 8.0-K/C.

5.4.12 HacTtpouka nonuTUK annapaTtHon uaeHTudpukaumm

Ha Bknagke «Monutuku» B Kkateropum «AnnapatHas uaeHTUdUKaums» MNpou3BOAMTCS BKIOUEHWNE
cumTbIBaTENEN annapaTHbixX ngeHtTudukatopor ans mogynen C3U Dallas Lock 8.0-K/C.

B cootBeTcTBUM C TpeGOBaHMﬂMVI NoNUTUKM ©e30nacHOCTU opraHunsauunmn HeobxoaMmo HacTpouTb BCeE

napameTpbl, pacrnosioXeHHbIe B CIMCKE NOMUTMK annapaTHOW naeHTudmkaumn.
MonuTrkn annapaTHOW MaeHTUUKaLUM NPUHMMAIOT 3Ha4YeHns «Bkn.» n «Bbikn.».

[ocTynHa HacTpolka cneaylowmx TUNOB annapaTHbIX MOEHTUUKATOPOB:

e CuuTbiBaTenu PyTokeH;
e CyntbiBaTenu eToken;

USB flash drive;

NFC-meTKkn 1 cmapT-KapThl.

CuuntbiBaTenm TM COM-P (DS9097);
CuuntbiBaTenm TM COM-A (DS9097V);
CuutbiBaTenu KT-TM;
CuuntbiBaTenu JaCarta PKI,;
CuutbiBaTenn JaCarta GOST;
CuutbiBaTenu HID lronLogic Z-2;
CuutbiBaTENNM ESMART;

Ha npoBepky wuaeHTUMKaUnMoOHHOM WHGOpMaLMM NOMb30oBaTeNs HacTporka MNONUTUK annapaTtHoun
naeHTudurkaumm He BnusieT. NoaToMy, ecnuv, HanpUMmep, HaCTPOUTbL CYUTLIBATENb, 3a4aTh MOMb30BATENHO
annapartHbIi ngeHTudmkaTop, a nocrne U3MeHUTb 3HayYeHMe MONUTUMKU ANS AAaHHOTO TUMa annapaTHbIX
cuuTbiBaTenewn Ha «BbIkn.», TO Npy BXo4e AAHHOro Nnosb3oBaTensi annapaTHbIi naeHTUgrKaTop BCce paBHO
OyaeT npoBepATbCs, U, COOTBETCTBEHHO, OH HE CMOXET BOMTU B cuctemy. Ecnm nonb3oBatento 3agaH
annapartHbIn ngeHTudmrkaTop, cuctema 3awmtbl 00si3aHa ero NpoBepuTb, a €Cnn NPOBEPUTb Henb3s,
TO AOMYCTUTb NONb30BaTENSA A0 MHAOPMALMOHHBIX PECYPCOB CMCTEMA 3aLUUThl HE UMEET npasa.

5.5 3apanua Ob

KomaHgbl, otnpasnsemble ¢ ELLY Dallas Lock Ha mogynu, ¢ oxXugaemblM pe3ynbTaToOM BbIMNOMHEHUS
CO CTOpOHbI Moaynsa HasbiBatoTes B ELLY Dallas Lock 3agaHuamu.

YnpaeneHve 3agaHuaMn ocyLlecTBNsaeTca Ha Bknagke «3agaHus» (puc. 80).
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Bo6asyTs saganve

¥ AQNUTE BLINONHEHHDIE 3aAaHA

Puc. 80. Bknagka «3aganuns»

Cnncok 3agaHun Ha ypoBHe 16 npencraBnset cobow Tadbnmuy ¢ nonsamu:
1. «Co3gaHo» — coaepXuT nHcopmMaumio o gaTe U BpeMeHU co3daHus 3afaHusl, Takke B JaHHOM norne

COEepPXXNTCA MKOHKa, KOTOpasA yKadblBaeT Ha CTaTyC BbINOJIHEHUA 3a4aHNA!



Q9 _ 3ajaHne BbIMNOMHEHO;
— 3aJjaHue 0XuaaeT BbINOJIHEHWS;

L npv BbINOMHEHUN 3aaHnsa NpousoLuna owmnbka.

«BbINONHEHO» — cogepXuT AaTy U BPEMS BbINOMHEHUS 3a4aHus.

«Tuny — cogepXuT Ha3BaHWe 3agaHus.

«ABTOpP» — COAEPXKMUT UMS y4eTHOM 3anncu none3oBatens ELY, cosgaBwero 3agaHue.
«APM» — copepxut ums MK, ons BbINOMHEHNS HA KOTOPOM CO34aHO JaHHOEe 3aJaHue.

«MOD,yJ'Ib» — coaepXxut VIH(*)OpMaU,VII-O O Tune moayns, ona BbINOJIHEHNA HA KOTOPOM CO34aHO AaHHOoe
3agaHue.

7. «CtaTyc» — yKkasblBaeT Ha CTaTyC BbIMOJNIHEHNS 3afaHus.

o gk wh

5.5.1 Co3aaHue 3apaHui

[nga co3gaHuns HOBOro 3agaHus Ha yposHe [1b Heobxoaumo:

1. Bbibpatb [1b B AepeBe KOHCONN 1 NepPenTn Ha BKNaaKy «3agaHus».

2. BbibpaTtb nyHKT «[J06aBWUTbL 3agaHne» Ha NaHen UHCTPYMEHTOB.

3. Ha akpaHe nosiBUTCS OKHO MacTepa co3gaHus HOBOro 3agaHms (puc. 81).

2?
@ Mactep co3aaHWAa 3aaaH1A ;

Beibepute THN Mogyna

Dallas Lock 8.0 WK8 W

BribepuTe THN 3a0aHMA

HMzMEHEHHME NEPEMETPOE NMUEHIMA W

Coznate CTMeHa

Puc. 81. MacTep co3gaHusa 3agaHust

4. BbibpaTb TMN MOAYNSA 1 TUM 3aaHUs.
5. HaxaTtb kHonky «Co3gatb».
6. lMpu HeobxooMMOCTM yKasaTb AOMNOMHUTENBHYI0 MHAOPMaLMI0, He0BXOANMYIO ANsl CO34aHNS 3a4aHUS.

Odepegb co3gaHHbIX 3afjaHui OOCTynHa npu Bblbope obbekTa B AepeBe M nepexofde Ha BKIagky
«3agaHusy.

Cos3pgaHHoe 3agaHne accouumnpyeTcs C KOHKPETHbBIM MOAySieM B JOMEHE, MO3STOMY Mpy CO34aHuM 3agaHust
Ha ypoBHe [1b B cnucke nosiBATCA 3anucy O 3afaHusX Mo KONMYECTBY B JOMEHe Moaynen Toro Tuna,
KOTOPbLIN yKa3aH Npu co34aHum 3agaHus. Tunbl 3agaHni 4ns Kaxaoro OTAEeNbHOro MoAyns NepeyncrieHbl
B Tabnuue Huxe.

Ecnn B [JlomeHe ©e30nacHOCTU He 3aperncTpmpoBaHo HM OOAHOIo MoaynA Toro Tuna, KOTOprVI yKasaH npu
CcOo3aaHun 3aJaHuA, 3agaHne He co3gaeTca U He nonagaeT B ovepenb.

Mpw cozaaHum oybnvkaTa He BbINONTHEHHOTO 3a4aHnsA ANs Modynsa BO3HMKaeT npedynpexaeHue (puc. 82),
NponcxoauT OGHOBIEHME 3adaHusi, NpU 3TOM CTapoe 3adaHue yaansieTcs M ocTaeTcs Tonbko Gonee
HoBOE.

) Coobuerne x

o 3ajaHuA JaHHOTC TUNA Y3HE CyLLECTEYHIT Ana cnegyrowwx APM: cbad-win10-35




Puc. 82. NpeaynpexaeHne o co3agaHum gybnvkara 3agaHus

HanmeHoBaHue moayns

C3W Dallas Lock 8.0-K/C

C3WM HC[L Dallas Lock Linux

Dallas Lock C3V BA

CO3 Dallas Lock

WAF Dallas Lock

Arent ELJY

Kaspersky Endpoint Security

Tabnuua 18. Tunbl 3agaHnn

Tunbl 3agaHun

® 3MEHEHMEe NapameTpoB NNLEH3MUN (M3MEHSIET HOMEP NULEH3NN
N KOA TEXHNYECKOWN NOAAEPKKN);

e oOny4veHne KoHdurypaumu;

e IPMMEHeHne KoHduUrypaumu,

® MPOBEpPKA LIeNTOCTHOCTH

e U3MEHEeHMe NapaMeTpoB NULEH3NN (M3MEHSIET HOMEpP NULEH3NM
N KO TEXHUYECKOMN NoaaepXKKM)

¢ 3MEHeHMe NapamMeTpoB NIMLEH3UN (U3MEHSIET HOMEP NULEH3NN
N KOA TEXHNYECKOWN NOAOEPXKKM);

e oONy4yeHne KoHgurypaumuu;

e ONy4yeHne otyeTa o KoHdurypauum (gpopmam *.rtf);

¢ NPUMEHEHNE KOHUrypaumu;

e npoBepka 06HOBNEHMN

e OUNCTKA XKypHana;

e MlonyyeHne KoHgUrypaumm;

e ronyyeHne ot4yeta 06 annapaTHOM obecrneveHuy;
e MOy4YeHne oTYeTa No KOHUIrypaLmu;

e NPUMEHEHVEe KOHUrypaumm

® BOCCTAHOBUTb PE3EPBHYI0 KOMWIO;
e 06HOBMEHNEe Gasbl paspeLlatoLLmx NpaBusT;
¢ cbop >xypHanos;

e cOPOC K 3aBOACKMM HaACTpoOMKawMm;

e CO3aTb PE3EPBHYIO KOMUIO

e 0T4eT 06 annapaTHoM obecneveHuy;
e ynaneHue AreHta ELLY;
e OTYET O NporpamMHOM obecneyeHnn

¢ OOHOBIEHNE aHTUBUPYCHBIX 0a3;
e CKaHUpoBaHue knueHTckux APM

5.5.2 Pe3ynbTaT BbINOMHEHUs 3aA4aHUs

Mopaynu BbINOMHSAOT MOMyYeHHbIe 3a4aHUs NPy NepBON BO3MOXHOCTU U OTMPaBNAT pe3ynbtart Ha ELLY

Dallas Lock.

Ons COXpaHeHuna pesynbTata BbINONIHEHUA 3adaHusA HeobxoaMmo Bbl6paTb BbIMOJIHEHHOE 3aJaHune
B CMNCKe N HaXaTb Ha NaHesmiM MHCTPYMEeHTOB KoMaHAay «[MokasaTb pe3ynbTaT» U aBaxabl WENKHYTb

NEeBOM KHOMKOW MbILLN NO 3a4aHuio.

5.5.3YpaneHue 3apgaHun

[na yopaneHus 3agaHvs u3 cnucka Heobxoammo BbiOpaTh 3aaHue M HaXkaTb Ha NaHenu MHCTPYMEHTOB
KOMaHgy «YOanuTb BblAENEHHbIE 3a4aHUNA».

Takke Ha naHenu MHCTPYMEHTbI O0CTYMNHblI KOMaHAbl OANA yaaneHUa HeCKOJNbKUX 3agaHun:

(] «Y0anntb BbINOSTHEHHbLIE 3a4aHUSAY;

e «YpanuTb BCe 3agaHusay.

5.6 XypHan Ob

Bknagka «KypHanbl» Ha ypoBHe [JomeHa 6Ge3omacHOCTM MO3BONSET MPOCMAaTpuUBaTh creayolime

kaTeropuu xypHanos b (puc. 83):



«KypHan ELlY» — oTtobpaxatotcs pernctpmpyemble cobblTus, CBA3aHHbIE HENocpeacTBEHHO ¢ paboTon
Tekywero [1b ELLY Dallas Lock;

«XypHan ceccuit» — oTobparkaeTcst MHpopMaumMs O CO34aHWUM 1 3aBepLueHUn ceccun Ha APM;

«KypHan Syslog»

oTobpaxaloTcs  perucTpupyembole  cobGbITUs,

KOH(Urypaumm ceteBbIX YCTPOMCTB, 3aperncTpmpoBaHHbix B [b.

CBA3aHHblE C WN3MEHEHnem
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11 2022-01-10... admin MoAkArHErHE KanEaam y... Kancons "WND.. OK =
12 2072-01-11 fofasnenie afeexta o 6 AP "SZ1 " oK Seon AR B noenns apyrony A6 b

Pwuc. 83. Bknagka «>KypHanbi» [JomeHa 6e3onacHocTu

MpumeyaHue. [JNs1 KOPPEKTHOW permctpaumm BpeMeHun cobbitui B XypHane [Ob gomkHa
paboTaTb CUHXPOHM3aLMA BPEMEHM, Kak Ha OTAENbHOM CepBepe, Tak U Ha KaXkaoM cepBepe,
BxoasLiem B knactep ELLY.

MpumevaHune. [na XpaHeHUs >XypHanoB BO BHelHel 0ase p[daHHbIX HeobxoauMo
ncnonb3osatb PostgreSQL Bepcun 13 nnu sbiwe.

!
!

CnpaBa pacnonoxeHbl NnaHeslb MHCTPYMEHTOB «‘DVIJ'IprbI» M nNaHesib MHCTPYMEHTOB «[encTeus».

MapameTpbl hunbTpauumn 3aBUCAT OT KaTeropum xxypHana. Copoc 1 npumeHeHue BbiGpaHHbIX ULTPOB
ocyuecTBrnseTcs no komaHge «CopocnTtb» u «MPUMEHUTB» COOTBETCTBEHHO.

OT(unbTpoOBaHHbIE  3aMWCKU  XKypHana MOXHO COXpaHuTb B BblbpaHHOM Tune danna (TXT,
CSV) c noMoLLbio  KOMaHAbl «3JKCMOPTUPOBAaTL >KypHan» Ha MNaHenu WHCTPYMEHTOB «[encTBus».
OKCMopTMPOBaTh KypPHan MOXHO YYMUTbIBAsh TEKYLLY COPTMPOBKY, ANsi 3TOr0 Heob6XoOuMO YCTaHOBUTb
COOTBETCTBYOLUIA doriar B OKHE «KCMOPT XKypHanay.

Ona ouncTkm BbIOpaHHOIO XypHana mMoaynst ucnomnbdyetcs koMmaHga «O4nCTUTb XypHan» Ha naHenu
WHCTPYMEHTOB «[JencTBusi».

O JKCNOPT KypHANE X

COxpaHKTE dann Kak,. .

My Tt ||

[ vunTeiBaTe TEkyWy copTHROBKY

CTMeHa

Puc. 84. OkHO «3KcnopT XXypHana»

[IBOMHON KNMK NO MYHKTY XXypHana OTKPOET OKHO ¢ NogpobHocTaMM 3anncu (puc. 85). Haxxmumas Ha KHOMKK
«BBEPX» MU «BHM3» MOXHO NpocMaTpuBaTb 3anncu XXypHana.



EgouHbin ueHTp ynpasneHns Dallas Lock
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Puc. 85. NpocmoTp noagpobHOCTM 3anucu XypHana
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6 PYMNnNbl AOMEHA BE3OIMACHOCTH

6.1 bBbasoBble rpynnbl

B pepeBse obvektoB KoHconu ELY Bcerga npucyTtcTByiOoT 6as3oBble rpynnbl, npegHasHavyeHHble
ans obecnevyeHnss COCTOAHMS 3alUuLLEHHOCTN 06bekToB [lomeHa 6e3onacHOCTU:

e HepacnpegerneHHble O0bEeKTbI;

e CeTeBble YCTPOWCTBA;

e yaaneHHble 06beKTbI.

YnaneHue, nepeMmeHoBaHue 1 nepemMelleHe 6a3oBbIX rpynn HEAOCTYMHO.

MpumeyaHwme. Npn gobasneHnn HoBoro moayns B [Jb oH Bcerga nomellaeTcsd B rpynmny
«HepacnpegeneHHble 06bEKTBI» 1 NPU ATOM:

1. Mopgynb BkntoyaeTcs B rpynny B coctaBe APM (3a nckntodeHnem moaynen 6e3 APM).

2. 3HayeHus NONUTWK AN HEro HacneaylTcs M3 NOMAUTUK rpynnbl «HepacnpeaeneHHble
00BEKTBIY.

3. Cnuckn y4yeTHbIX 3anucer KOMUPYKTCA M3 cnucka rpynnbl «HepacnpeageneHHble
00BEKTBIY.

MpumeyaHue. [lpu pobaBneHnnm HOBOro ceTeBoro yctponctea B [Ob oHo Bcerga
nomewyaetcs B rpynny «CeTeBble yCTPOMUCTBAY.

MpumeyaHwme. pynna «YaaneHHble OObEKTLI» NpedHa3HadyeHa AN nonydeHus goctyna
K XypHanam obbekTta nocne yganexus n3 [1b. BocctaHoBneHne o6beKTOB, NepeMeLLeHHbIX
B rpynny «YganeHHble 06beKTbl», HeAOCTYMHO.

oo & &=

B panbHenwem agmwuHuctpatop ELY Dallas Lock moxeT nepeHecTu mMoaynb u3 6a3oBOW rpynmbl
«HepacnpegeneHHble obbekTbl» B Mobyo apyryio rpynny (nogrpynny). lMoAarpynnbl Takke MOXHO
nepemellatb B gpyrve rpynnbl. [ng 9Toro MOXHO nepetawmutb 3Ha4YOK HYXKHOro 06bekTa KHOMKOW MbiLUn
B none apyroro 3Ha4ka («Drag-and-drop»).

6.2 HacTtpowka rpynn

Cosgartb rpynny/nogrpynny MOXHO HECKOMbKMMK cnocobamu:

e BbibpaTb anemeHT Aepesa b (ans pacnonoxeHwWss HOBOW rpynnbl), HaxaTb kHoMKy «Co3gatb

rpynny» Ha NaHenu UHCTPYMEHTOB «[JencTBuA»;

e BblGpaTb NyHKT «Co3aaTh rpynmny» B KOHTEKCTHOM MEHIO HYXXHOro ypoBHs aepesa [b.
BBeaeHHOe Ha 3Tane cos3fgaHust HanMeHoBaHWe rpynnbl, MOXXHO BNOCNEACTBUN U3MEHUTD.
MepemelyeHne rpynnbl B OepeBe OCYLLECTBAETCS NepeTackMBaHMEM 3Hayka KHOMKOW MbiwW B none
apyroro 3Haudka («Drag-and-drop»). lNepemellyeHne rpynnbl OCYLLECTBMASETCS CO BCEMU BMOXEHHbLIMU
obbekTamu.
Ypanutb CyLLEeCTBYIOLLYIO rPYMNy MOXHO C MOMOLLbH KHOMKW «YAanuTb rpynny» Ha NaHernm MHCTPYMEHTOB
«[enctBna» wMNU BOCMOSMb30BaBLUNCL KOHTEKCTHbIM MeHo B gepese [b. YpaneHwuwe rpynnbl
OCYLLIECTBMSETCA CO BCEMMW BMOXEHHBIMU OOBEKTaMMU.
Kaxgas rpynna (nogrpynna) B AepeBe OOBHEKTOB COO4EPXKUT OAMHAKOBbIE BKNaAKW ANS UHAMBUOYaNbHON
HacTpoWku napameTposB Ana moaynen, APM, ceTeBbix yCTPOUCTB M NOArpynn B coctase AaHHOM rpynmbl
(kpome 6asoBbix rpynn «CeTeBble YCTpPOWUCTBa» M «YaaneHHble 0ObeKTbl», ANA HUX AOCTYMHA TONbKO
Bknagka «CBoakay).

6.2.1CBoaka gnsa rpynnbil 1B

Bknagka «Coaka» Ans BbiGpaHHOM rpynnbl B AepeBe 06bekToB oTobpakaeT obLee cocTosiHne moaynen
N CETEBbIX YCTPOWCTB, BXOAALWMX B rpynny (puc. 86).
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Puc. 86. Bknagka «Csogka» ans rpynnsl 4B

YnpaBneHne AaHHOW BKNaAKOW aHaNorn4yHo ynpaeneHuo Bknagkn «Ceogka» Ha ypoeHe [Ob.
Ha naHenu nHCTpyMeHTOB OOCTYMHbI criegyowme 4encTBms C rpynnow:

1. O6GHOBUTL MHpOPMaLMIO O rpynne.
2. lNepenmeHoBaTb rpynny.
3. JobasuTb B cocTas rpynnbl (MOArpynmbl) HOBYIO NOArpynmny.
4. Ypanutb rpynny m3 OB (Bce BnOXeHHble OOBLEKTHI rpynnbl nepemellaloTca B 6asoByio rpynny
«YaaneHHble 00BEKTLIY).
5. CospgaHvne APM B coctaBe rpynnbi.
6. CkaHupoBaHue ceTu AN obHapyXeHUs Moayrnen n ceTeBbIX YCTPONCTB.
7. OobaBneHue ceTeBoOro ycTponcTaa.
8. lMpoBepunTb OOCTYNHOCTb CETEBbLIX YCTPONCTB.
9. lNpoBepuTb LLENOCTHOCTb CETEBLIX YCTPOMNCTB.
Ha naHenu WHCTPYMEHTOB AOCTYMHbI crnefylolue KOMaHAbl onepaTMBHOIO ynpasreHus Ans rpynmbl
(Habop komaHZ 3aBUCUT OT MOAYINEN, BXOAALWMNX B COCTaB rpynmnbl):
BbikniounTb.
Mepesarpy3uTs.

© XN O A~ONE

Pa3bnoknpoBaTtb nonb3oBaTenem.
MepecunTaTtb LENOCTHOCTb.
CobpaTb XypHanbl.
CvHXpOHM3MpoOBaTb.

CuncTemHbIN XXypHan.

BkniounTb aBapUnHbBIA PEXUM.
OTKMNIOUNTL aBapUAHbIA PEXNM.

10.C6pocutb 6rOKMPOBKN.
11.06HOBUTB.
12.YpaneHHoe BKNO4YeHME.

MpumeyaHune. PesynbTaT  BbINOMHEHUA  KOMaHA  ONepaTMBHOIO  ynpasrieHus
He oTpaxaeTca B XXypHanax ELLY. Tawkke He npegycmoTpeHbl BChfbiBawLwWwme n npovve
yBEeIOMINEHNs 0 pe3yrbTaTax BbINOMHEHWUS KOMaH onepaTUBHOrO yrpaBneHus.



6.2.2MNMonb3oBaTtenu v rpynnel Ans rpynnel b

Bknagka «[lonb3oBatenu u rpynnbl» Ha ypoBHe rpynnbl B cogepxuT cnucku rnobanbHbIX y4eTHbIX
3anucen u rpynn nonb3osatenen rpynnel Ab.

YyeTHble 3anucu rpynnel 1B

KaTeropus «[Monb3oBaTenu» coaepXuT CNMCOK YY4ETHBIX 3anucelt nonb3osatenen rpynnsl 6 (puc. 87).
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Puc. 87. Cn1cok y4eTHbIX 3anuncer nonb3osaTenein rpynnsl Ab

YnpaBneHne nosfb3oBaTeNsiMM Ha ypoBHe rpynnbl OB npov3BoAUTCS aHanorM4yHo ynpaBfieHUIo
none3oBatensamu ansa b (cm. «[MapameTpbl nonb3oBaTenemny).

Mone «CocTosiHne» Ha ypoBHe rpynmbl NPUHUMAET CreayLwun Bua;

OoTMeYeHHoe (hrarom rnore o3HavyaeT, YTo AaHHas ydeTHas 3anucb nonb3oBaTens MMeeT OOCTyn
— Ha ypoBHe rpynnbl B, npu aTom «CocTosiHMe» 3agaHo (nepeonpeneneHo) Ha AaHHOM YpOBHe
faepeBa;

OTMEe4YeHHoe (*)J'IaFOM nomne o3Ha4YaeT, 4YTO AaHHasA y4YeTHaa 3anncCb nofib3oBatena uMmeeTt 4OCTYN
Ha ypoOBHeE rpynnbl b, npun 3TOM «CocTosiHue» HacnenyeTCAd C YPOBHA Bbllle B lepeBe;

M MycToe Mnorfie 03HayaeT, YTO Y4YeTHas 3anucb OTKMYeHa Ans paboTel Ha ypoBHe rpynnbl OB,
npu atom «CocTosiHme» 3agaHo (nepeonpefeneHo) Ha AaHHOM YPOBHE OEPEBa;

nycToe norne o3HayaeT, YTO yyeTHas 3anucb OTKIYeHa Ans paboTbl Ha ypoBHe rpynnbl OB,

npu aTom «CocTosiHMe» HacnegyeTcs C YpoBHS Bbille B Aepese.

MpumeyvaHune. 3HadeHne nomns «CocTosiHME» He OTpaXkaeT COCTOsIHME YYeTHOW 3anucu
nonb3oBaTenen Ha BIIOXKEHHbIX B rpynny obbekTtax. Hanpumep, yyeTHas 3anncb MOXeT
ObITb OTKMNOYEHA AN1A paboTbl HA ypoBHe rpynnbl (none « CocTosiHne» — MycToe), HO UMETb
JOCTyn Ha ypoBHe BKMoYeHHoro B Hee APM (ctout donar B none «CocToaHue»).

Mpn STOM, MPU M3MEHEHMU COCTOSIHWS YYETHOM 3anuMcyM Ha YpPOBHE Bbille B OEpeBe,
COCTOSIHME MPUHYOAUTENBHO W3MEHSETCSH Ha BIOXEHHbIX OObekTax. Hanpumep, nocne
OTKMOYeHMs ans paboTbl y4EeTHOW 3anvcy Ha YpPoBHe rpynnbl, paboTa y4yeTHOM 3anucu
OTKNIOYaeTecs Ang Bcex BnoxeHHblx noarpynn, APM (mogynei B coctase APM) u moaynen
0e3 APM.

Ha ypoBsHe rpynnbl [1b B kaTeropumn «llonb3oBaTenu» Ha Bkrnagke «lonb3osatenu 1 rpynnbi» JOCTYMNHO:

e co3gaHue rnobanbHbiXx nonb3oBaTtenen (cMm. «CosgaHue nonv3oBaTenen [Oby», «Perucrtpauus
OOMeHHbIX nonb3oBartenen B 16y, «Perncrpaumsa AOMeHHbIX NONb30oBaTeNen No Mackey);

e yaaneHue rnodanbHbIX U JOMEHHbIX Nofb3oBaTtenen (CM. «YaaneHve nonb3oBarenen Aby);

e MPOCMOTP M HacTpoWka napameTpoB rnobanbHbIX U JOMEHHbIX Monb3oBaTtenen (cM. «apameTpbl
nonb3oBaTeneny);

e CMeHa Tuna y4eTHOW 3anucu nonb3oBaTerns, B 3aBUCMMOCTW OT TOro, Ans MoAynewn Kakoro Tuna
NpUMeHseTCs AaHHas ydeTHas 3anucb nonb3oBaTens;

e BO3MOXHOCTb Bblbopa: «CMHXpPOHM3UPOBATb» WUNN «He CUHXPOHU3MPOBAaTb» YYETHYH 3anucb
C MOAYNAMU;

e CMeHa napons y4eTHOW 3anucu nonb3oBartens (CM. «HasHayeHne napons»).




Fpynnbl nonb3oBaTenen rpynnbl b

[ononHUTENbHLIM MHCTPYMEHTOM YNpaBrieHns npaBaMu y4eTHbIX 3anucen rpynnbl b — «pynnbi». 10T
WHCTPYMEHT OYHKLMOHUPYET aHanornyHo «JlokanbHbim rpynnam» B OC cemenctea Windows 1 goctyneH
B kaTeropumn «[pynnbl» Ha BKNagke «llonb3oBatenu v rpynnbi» (puc. 88).
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Pwuc. 88. Cnucok rpynn nons3osatenen rpynnsl b

YnpaBneHve rpynnamu nonb3oBaTtenen Ha ypoBHe rpynnbl b NponsBOAMTCS aHanorMyHo yrnpasrieHuio
rpynnamu nonb3oBatenen ansa Ab (cm. «[apameTpbl rpynn nonb3oBarenemn»).

Y mogynewn cyllecTBYeT Takke CBOW CMUCOK rpynn nonb3oBaTenien, B KOTOPOM Takke MOXHO BblOpaTb
HeobxoavMble Anst goctyna k paboTte Ha Mogyne.

3a paHHyo dyHkuuio otBevaeT none «CoctosHuex». Mone «CocTosiHME» Ha YpOBHE rpynnbl JOMEHa
BesonacHOCTV NpUHMMaeT cneayoLwmn BUA:

OoTMeYeHHoe hnaroMm none o3HayaeT, YTO AaHHasa rpynna nomnb3oBaTenei MMeeT [OOCTYn
— Ha ypoBHe rpynnbl OB, npu atoM «CocTosiHMe» 3adaHo (nepeonpeaeneHo) Ha AaHHOM YpOBHE
faepeBa;

OTMEe4YeHHoe (*)ﬂarOM nomfe oO3Ha4YaeT, 4YTO AaHHaA rpynna nonb3oBartenen umeet Ooctyn
Ha ypOBHeE rpynnbl b, npu 3TOM «CocTosiHne» HacnenyeTcd C YPpOBHA Bbllle B AepeBe;

M MycToe Mnorfe o3HadvaeT, YTo rpynna nosfb3oBaTenern OTKoYeHa anst paboTbl HA YPOBHE rpynmbl
OB, npu atom «CocTosiHMe» 3agaHo (NnepeonpeneneHo) Ha 4aHHOM YPOBHE OepeBa;

__ MycToe rosie 03HayaeT, YTo rpynna nonb3osaresne OTkoYeHa Ans paboTbl HAa ypOBHE rpynnb
OB, npn atom «CocTosiHne» HacnegyeTcs C ypOBHS BbilLE B AepeBe.

MpumeyaHune. 3HadyeHne nonsg «CocTosiHME» He oTpaxaeT COCTOsSHWE TIpynmbl
nonb3oBaTenier Ha BIIOXEHHbIX B rpynny obbektax. Hanpumep, ydyeTHas 3anucb MOXeT
ObITb OTKNIOYEeHa Ana paboTbl Ha ypoBHe rpynnbl (none « CocTosiHne» — MycToe), HO UMEeTb
JOCTyn Ha ypoBHe BKMoYeHHoro B Hee APM (ctout conar B none «CocTtosiHue»).

Mpn 3TOM, NPU U3MEHEHNN COCTOSIHWUS FPYMMbl NONb30BaTENEN Ha YPOBHE BbILLE B AEPEBE,
COCTOSIHME MPUHYOAUTENBHO W3MEHSETCSH Ha BIOXEHHbIX OObekTax. Hanpumep, nocne
OTKMOYeHM Ansa paboTel rpynnbl NOMb3oBaTeNen Ha ypOBHE rpynnbl, paboTa rpynnebl
nonb3oBartenen OTKNIOYaeTCs ANs BceX BroxeHHbIx noarpynn, APM (mogynen B coctaBse
APM) n mogyneii 6e3 APM.

Ha yposHe rpynnbl b B kaTeropumn «[ pynnbi» Ha BKragke «lonb3oBaTtenu v rpynnbi» OCTYMNHbI:

e co3faHue rnobanbHbIX rpynn nonb3oBartenen (cM. «Co3gaHue rpynn nNonb3oBareneny);

e ypaneHuve rnobanbHbIX rPynn nofs3oBaTtenen (CM. «YaaneHue rpynn nonb3oBaTenemn»);

e MPOCMOTP W HaCTpoVka napaMeTpoB rpynn nonb3oBaTenen (cm. «[lMapameTpbl rpynn
nonb3oBaTeneny);

e CMeHa Tuna YyYyeTHbIX 3anucen rpynnbl, B 3aBMCMMOCTM OT TOro, Ans MOAYMNeW Kakoro Ttuna
npUMeHsaeTCs AaHHas rpynna nonb3oBaTenen;

e YyCTaHOBKa HacnegoBaHus C NOMOLLbIO NapameTpa «Hacneposatby;

e BblOop: «CNHXPOHM3MpOBATbL» UK «He CUHXPOHM3NPOBaTL» YYETHYHO 3annChb C MOOYISIMU;

e NPOCMOTP CBOWCTB rpynn.




6.2.3Monutukn ana rpynnsi A1

Bknagka «Monutrkuy Ha ypoBHe rpynnbl NO3BOMSET peaakTMpoBaTh NapameTpbl 6€30MacHOCTN Ha YPOBHE
rpynnbl (noarpynnsl) (puc. 89).

1D Koncons ynpasnerua ELLY [omen Gesonacroctu: UccTestingDemain, Cepeep: secsnv].dllocal:17900] - o X

e o v Q MonuTHkn

&5 UccTestingDomain

* [0 HEPACNPEAENEHHBIE O MomMTHKN 3BTOPHIEWN Ayaut Mpaga nonssosaTensi

v Clientwin7 KoHTponb LenocTHOCTH: MORMTIKIA Pexun paboTel C31 OUMCTKA OCTATOUHON MHOOPMALMN Nonuriku ACH

AreHT ELLY Windows MaHnaTHsI AocTyn Loctyn Cets ANNEpaTHAR MAEHTHOUKALIR

¥ [ Ipynna 1
v He nacnegoBath
+ B SECSRVA Hacneayerca Monutika 3HaueHie Tun mogyna

CeoiicTea

@ Dallas Lock 8.0 NK8
v [J CETEBI POVICTBA

[<I<N ]

Heobxognmo nannune ungp Her DL8.0 VK8, DLL WKZ, ...

® Hewlett-Packard 192 16

Vma nomuminar =

B YANEHHBIE OBBEKTHI

Buibpars ace Ouncrure

Cuctena

Dallas Lock 3.0 MK8
CA13 Dallas Lock K4
Dallas Lock Linux K2
Dallas Lock C3¥1 BA MK4

E @A

Puc. 89. NMonutnkn ana rpynn fJomeHa 6e3onacHocTtn

Hactpovika nonutuk ans rpynnsl (MOArPynnbl) NPOM3BOAMTCHA aHaNorM4yHo HacTpowke nonutuk ansa Ob
(cm. «MNonutukm [B»). Ans npuMeHeHns napameTpoB Ha MOAYNAX HEOBXoArMa CUHXPOHU3aLUNS.

MonuTnkn mMoryT HacrnefoBaTb YCTaHOBMEHHbIE HAcTponku (oT OB unu oT rpynnbl, B COCTaB KOTOPOM

BXOOUT AaHHas rpynna (nogrpynna)) unu npuHMMaTth UHOUBMAYalbHbIE 3HAYEHMS creayoLwmm obpasom:

1. MNonnuTukM, AN  KOTOPbIX OTMEYEHO HacrnegoBaHwe, TMPUMYT 3HAYeHWUd, YCTaHOBJIEHHblE
Ansa poauntenbckoro obbekTa B aepeBe obbekToB ELLY: 3HaueHns ana OB vinu rpynnel. B atom cnyyae
nonNuTUKM ByayT oTobpaxaTbCst HEYETKUM CEPbIM LIBETOM.

2. MNonutnkn, Ana KOTOPbIX BblIOpaHbl U YCTAHOBMEHbI OPUTMHArbHbIE HACTPOWKK, OyayT oToOpaxaTbes
YETKMM YepHbIM LIBETOM.

[ns Toro, 4YTo6bl YCTAHOBUTbL MMM CHATb HacrnegoBaHMe HaCTPOEK, UMEKTCS CreaytoLmne BO3MOXHOCTH:

1. Ona Toro, 4TOGbLI BCE MapameTpbl HacrnegoBanu 3HAYeHWsl, YCTAHOBIEHHblE AN POAMTENbCKOro
obbekTa gepesa, HeobxoaMMo nocTaBuTb dnar B none «Hacnegyetca» (puc. 90).

i MaHaaTHeI gocTyn ' Joctyn
' N N N

~
lHacnwe‘rcn [ | Monutuka
.

(< <<

<]

Puc. 90. BkntoyeHne HacnegoBaHUs NOnUTUK obbekTa

2. Ecnun cHaTb donar 13 nons «HacnenyeTcsa», TO BCe napameTpbl 04HOBPEMEHHO CTaHYT 0603HAY€EHbI Kak
UHAMBUAYanNbHO HacTpoeHHbIe (puc. 91).



MaHAaTHBIN AOCTYN Ooctyn
..
~

I|:| Hacnepyetca [ | Monautrka
..

=] HKypnan M3

[l KypHan arenTa runepeuzopa

[l Kypnan goctyna K ycTpoicTeam

O AKypHan 3anycka/3aBEpLUEHUA NPOLECCOB

Puc. 91. BbikntodeHne HacneaoBaHUs NonmMTuK obbekTa

3. na otgensHoO Bbl6paHHOl7I NOJINTUKN NMEETCA BO3MOXHOCTb Bbl6paTb opurnHanbHoe 3Ha4deHue,
CHsiB/MOCTaBMB q)nar B none «Hacnep,yeTcg» B CTPOKE C OAHHOWN MOSINTMKON UMK U3MEHUB 3HAYEHME
NOJINTUKN B pedakTope.

Ecnu yacTb NONMTUK HacrneayeTcs, a YacTb UMEeT OpuUriHarnbHoe 3HaveHue, none «Hacneayetcs» umeet
3HauyeHne M,

6.2.4 3apanua gnsa rpynnol Ab

Bknagka «3agaHus» Ha ypoBHE rpynnbl NO3BOSAET YNPaBsATb 3a4aHMUAMM HA YPOBHE rpynnbl (Moarpynmnbl)
HomeHa 6e3onacHocTu (puc. 92).

O Koncons ynpaenenna ELLY [Jomen BesonacHocti: Jomen_Besonactoct, Cepeep: obad-win2016-34:17900] = [m] *®
e @ v Q 3apanus
5 [owmer_GesonacHocT 8 Cosaaro Ton Astop APM Moayne Crarye | g
+ [0 HEPACMPELENE... 8 2020-09-25 18:38:23 (GMT+03:00) Monydexue oTyéra.,  admin APM_CO3 CA3 Dallas Lock MIK4 Ckmaann..,
© Mikrotik 10.10.1 BN | 2020-09-2518:37:49 (GMT+03:00) Ouncrkasyprana  admin  APM_CA3  CA3 Dalles Lock VK4 Ockmaarn..
DobaeuTb 3afanne
I OBAL 8 @ 2020-09-25 18:37:31 (GMT+03:00) O6HoaneHue 6asbi ... | admin WAF WAF DL oK
LRSS S U | @) 2020-00-25 12:37:01 (GMT+03:00) Mpoeepka uenoctH... admin APM_C3W_HCZ, Dallas Lock 8.0 VK8 OK Ynanutb 3apanue
L] E".;D’AHEHHHE OBBEKTH ¥ AanuT b BLINONHEHHBIE 33 aHHA
Yaanutb BCe 3aaHua

Puc. 92. 3agaHus ana rpynn [JomeHa GesonacHoOCTu

YnpaBneHve 3agaHnsmMu Ha ypoBHe rpynnbl b Npou3BoAMTCSH aHanorMyHo yrpaBreHuio 3adaHusmu

ans Ob (cm. «3aganua [16»).



7 APM OOMEHA BE3OMNACHOCTWU ELlY

B ELLY Dallas Lock APM ncnonb3yeTtcs Kak cnocob npeactaBneHnsi COBOKYMHOCTM HECKOMbKUX MOAYyIen
B Ka4yecTBe eAMHON MaluHbl (puc. 93).

APM-1

Dallas Lock 8.0 MK8
Dallas Lock C3K B K3
Puc. 93. APM B gepese ELLY Dallas Lock

APM moxeT BKkNntouaTth B cebs Moaynv cnegyroLwmnx TUMNoB:

e C3W Dallas Lock 8.0-K/C;
C3W1 HC[ Dallas Lock Linux;
CO3 Dallas Lock;

C3M BW Dallas Lock;

AreHt ELLY.

7.1 HacTtpowuka APM

CospgaTte APM B KoHconm ELY moxHO ¢ nomoubto kHonku «Cosgate APM» Ha naHenu MHCTPYMEHTOB
«[encTBusi» nnv BOCNONb30BaBLLMCL KOHTEKCTHLIM MeHio B gepese [b. MNpu cosgaHun APM notpebyetcsa
BBECTW HaUMEHOBaHWe, KOTOPOE MOXHO BNOCMNEACTBUN U3MEHUTD.

MepemeweHne APM B oepeBe OCyLLEeCTBISETCS NepeTackMBaHNEM 3HAYKa KHOMKOW MbILLM B NOJie Apyroro
3Hauka («Drag-and-drop»). NepemeleHne APM ocyliecTBnseTcs co BCEMU BNIOXKEHHBIMU MOSYNSIMUA.
Ypanute cyuwecTBylowiee APM MOXHO C MOMOLLBI KHOMKU «YAanuTb» Ha MaHENM WHCTPYMEHTOB
«[enctems» nnn BOCMNosib30BaBLLMUCL KOHTEKCTHBIM MeHIo B AepeBe 6. YaaneHue APM ocyulectengaetcs
CO BCEMU BIIOXXEHHbIMU 0O bekTaMu.

Kaxxgoe APM B gepeBe 0OBbEKTOB COOEPXKWT OOVHAKOBbLIE BKMAAKW ANsl MHOVBMAYaNbHOW HACTpPOMKM
napameTpoB Ans Moaynen B coctase gaHHoro APM.

7.1.1CBoagka APM

Bknagka «CBogka» anga BelopaHHoro APM B fepeBe 06bekToB oTobpaxaeT obLiee COCToAHME Moayren,
Bxogswmx B APM (puc. 94).

O Koncone ynpaenenna ELLY [Jowmen Gesonachoctu: Jomen Gesonacroctw, Cepeep: DESKTOP-RERB300:17300] - [m] *

9 @ ¥ Ceopka
55 [omeH GesonacHoCTH =
N X WHUMOeHTE 6e30MacHoCTH v
* (O HEPACMPENENEHHGI
@3 di Sanepvon: IS SN 05.08.2021 Skeropt HacTpoiika uHumaexTos besonacHocTi
06HOBHTE
@ Dallas Lock Linu [ Toneko HenpouTaHHbe
nEpEHMEHOEETh
v O OBAlL 3 WrumaenTel besonacHocTn
* 8 DESKTOP-RER... w0
Ypanutb
@ Dallas Lock 8.. 3 &

M CETEBGLIE YCTPOWCTBA 0/0 &

M YOANEHHBIE OBbEKTHI

HE NpouHTaHo/BCErD
MoaYrHEHHBIA 16 2

® Konu-ecTso uHLaenTos BesonactocTi

Mo Ty Mo npuopuTeTy

VY

Puc. 94. Bknagka «Csoaka» APM

Ha naHenu HCTpyMeHTOB AOCTYMHbI cneayowue genctana ¢ APM:



1. O6HOBUTB.
2. MNepenmeHoBatb APM.
3. Ypanuts APM.

Ha naHenu MHCTpyMEeHTOB AOCTYMNHbI Cnegyowmne KoMmaHabl onepaTmBHoro ynpasneHus ans APM:

1. BbIKnOYUTB.

2. lNepesarpy3unTb.

3. PasbnokupoBaTb nonb3oBaTenen.
4. TlepecuuTaTb LENOCTHOCTb.

5. Cobpartb xypHanbl.

6. CMHXpOHM3NpOBaThb.

7. YpaneHHoe ynpasneHuve.

Habop komaHg onepaTyMBHOro ynpasneHus ans kaxagoro APM 3aBUCUT OT BXOASILLMX B HEFO MOAYMEN.

MpumeyaHue. Pesynbtatr  BbINOMHEHUSA

KomaHg

onepaTuUBHOIO

ynpasneHus

He oTpaxaeTca B KypHanax ELLY. Takke He npegycMOTpeHbl BCNibiBalOWME 1 npoyune

yBeaoOMIeHnA O pe3yrbTaTtax BbINOJIHEHNA KOMaHO onepaTuBHOIO yrnpaBJieHUA.

7.1.2MNonb3oBaTtenu u rpynnbl APM

Bknagka «Monb3oBatenu u rpynnbl» Ans BelibpaHHoro APM coaepXuT cnvcky rnobanbHbIX U AOMEHHbIX

yyeTHbIX 3anucewn u rpynn nons3osatenen APM (puc. 95).

D Koncons ynpasnenun ELLY [flomer GesonacrocTu: UccTestingDomain, Cepsep: secsrv1 dl.locak17800]

e v Q

Mons3oBaTenu 1 rpynnol

Cocrosnne Yuetnassanuce  Tun ywetroii sanucn ELY  Monnoe uma Onncanmne

55 UccTestingDomain

+ [0 HEPACMPEOENEHHGLIE O
v Clientwin7

AreHT ELLY Windows
anonymous DL8.0 K8
* [ Ipynna 1
ISA Bce

v B SECSRV1
@ Dall ck 8.0 VK8

* [ CETEBb TPOWACTBA
® Hewlett-Packard 192 16

B YANEHHBIE OB BEKTHI

Anonymous ... Wcnonsayer...

ARMUKUCTD...

Pone

Brageney 2AMUHICTPMPOBAHIA

Dowmen - U...

Dower - U...

Cosparte

Puc. 95. Bknagka «lMonb3osatenu u rpynnbi» APM

HacTtpoiika nonb3osatenen ansg APM npou3BoanTCs aHanorM4Ho HacTponke nonb3oBaTenen n rpynn ans
rpynnbl B (cm. «Nonb3oBaTtenu v rpynnel Ans rpynnsl Ab»). Ana npyumeHeHus napameTpoB Ha Mogynsx

Heobxogmma CUHXPOHM3aLUuA.

7.1.3Monutukn APM

Bknagka «[Monutukm» ansa BbibpaHHoro APM nossonsieT pepaktupoBaTb napameTpbl 6e3onacHocTu

Ha ypoBHe APM (puc. 96).




Q) Kowcons ynpaenerms ELY [[lowen Besonacrocrn: UccTestingDomain, Cepaep: secsnvl.dl.local:17000] - O X

e © v MonuTukn

& UccTestingDomain

¥ [ HEPACNPELENEHHLIE O... MomMTIAKK Naponei TOMMTIARN SETOPM3ELIM AyauT Mpaga nons3sosaTeneii

7 ClientWin7 KOHTPONE LIENOCTHOCTH: TIORHTHKM Pexum paboTel C31 MonuTiku ACH

AreHT ELLY Windows MaHAETHBIA AOCTYN Hdoctyn CeTh AMNEpaTHAA MAEHTMBHKALMA

*[3 Tpynna 1

+ B SECSRVA Hacnegyerca Monumuka . Tun mogyna

@ Dalas
* [ CETEBBIE YCTPO A
© Hewlett rd 192.16 Vs nonvTiky
W YIANEHHBIE OB bEKTHI BuibpaTn ace OuncruTn
Cucrena

Dallas Lock 8.0 K3
CA3 Dallas Lock MK4
Dallas Lock Linux HK2
Dallas Lock C341 BA K4

<]

Puc. 96. Bknagka «[Monutukmn» APM

Hactpovika nonutuk gns APM npou3BoAMTCA aHanorMyHo HacTpomke nonutuk ans rpynnel OB
(cm. «MNonutukm _ans  rpynnel [AB»). [Ons npuvMeHeHus napameTpoB Ha MoAaynsax Heobxoguma
CUHXPOHM3aLUUS.

7.1.43apaHusa APM

Bknapgka «3agaHusi» gnsa BeibpaHHoro APM no3sonsieT ynpaBnaTe 3agaHmsamn Ha yposHe APM (puc. 97).

[ Koncons ynpasnerma ELY [omen Gesonaciocrn: UccTestingDomain, Cepeep: secsnvi dllocal:17900] - o X
3anaHna
Cosgano Tun Agrop  APM Moayns Crarye =
HEPACMPEAENEHHBIE O 2021-10-13 18:22:02 (GMT+03:00) Monyuerine kondmrypaumm 154  SECSRV Dallas Lock 2.0 UK Oxwgarme esinonnern
ClientWin7 & 2021-10-13 18:21:05 (GMT+03:00) Mposepka uenoctiocTn  ISA SECSRV] Dallas Lock 8.0 K8 OK

Fobasuts 3apanne
AreHT ELLY Windows

¥ [0 rpynna 1
v @ SECSRV1
@ Dallas Lock 8.0 MK8
* [J CETEBLIE YCTPOWACTBA

Ypannt b Bnnonnennuie sapanma

Ypanuts Bce sapanns

© Hewlett-Packard 192.16
M YIANEHHBIE OBBEKTHI

Puc. 97. Bknagka «3agaHua» APM

YnpaBneHue 3agaHuamMu Ha yposHe APM npousBoauTcs aHanormyHo ynpasneHuto 3agaHuamm ans b

(cm. «3aganua 16»).




8 MoAaynn AOMEHA BE3OIMNACHOCTU ELY

8.1 HacTtpownka moayns

Ona nobaBneHusa HoBoro moayns B [lomeH 6e3onacHocty ELLY nytem ckaHMpoBaHWs guana3oHa CeTeBbIX
agpecoB (gaaHHasa yHkums goctynHa ans mogynen C3U Dallas Lock 8.0, C3M HC[ Dallas Lock Linux,
Arent ELJY), Heobxoammo:

1. Ha ypoeBHe [lomeHa ©e3onacHocTuM wunu rpynnbl (nogrpynnbl) Ha Bknagke «CBogka» Ha naHenu
WHCTPYMEHTOB «[lencTBusi» HaxaTb KHOMKY « CKaHMpOBaTb CETb» WS BOCMOJIb30BAaTbCA KOHTEKCTHLIM
MeHIo B aepese [1b.

2. lMosButcsa okHo «CkaHMpoBaHUe ceTuy», B KOTOPOM Heobxoaumo BbibpaTth Bknaaky «Moaynby, BBeCTH
AnanasoH IP-agpecoB anst ckaHMpoBaHMs U HaxaTtb kKHomnky «CkaHupoBaTby (puc. 98).

0 Cranmposanne cem O *

o e —

CeTesoe YCTPoiCTED

C?‘) Cnpaska | CraHWpoBaTh OTMeHa

Puc. 98. OkHo «CkaHMpoBaHne ceTn»

3. Mo 3aBepLUeHUO MpoLecca CKaHMPOBaHWUA U3 CnMcKka OOHapyXeHHbIX OOBEKTOB MOXHO BbIOpaTb
Te Mogynu, Kotopble Heobxoanmo 3apernctpupoBaTb B b, nnbo yctaHoBuTb chnar Bo3ne cronbua
«APM», ons Beibopa Bcex 06HapyXeHHbIX Mogynen (puc. 99).

[m] *

D CraHupoBaHWe ceTn

[ v |

- CKEHMDOEEHME CETH 3aBepleHo
CeTes0e YCTPOACTEO

OBHapy#eHHble ofbeKThI:

[] APM Moayne Jlomen Anpec Cratyc permcrpaunmn
] ras-w10-2004-01 Dallas Lock 8.0 WK8 OrcyTcTeyer 10.10.108.14
D pcl Dallas Lock 8.0 MK8  fomen CB: PC1  10.10.108.25

SaperMcTpUpoBaTE Hazan

Puc. 99. Beibop 06bekToB Anst peructpauumn B b

Mocne BbIboOpa perncTpnpyembix MOAYIEN HaXaTb KHOMKY «3apernctpnupoBaTby.



4. TlosiBuTca OKHO «PerncTtpaums mogyrnen», B KOTOPOM HYXHO BBECTU aBTOPWU3aLMOHHbIE AaHHble
agMuHUCTpaTopa Moayns u kntod goctyna k b (puc. 100).

O Pervctpaumns mogyned >

Koy gocryna AB: | 123 |

Mma nonezoeaTena: |admin |

Maponk: |uuu| |

AnnapaTHele MgeHTMdMKaTopR: 0

Ann.uoeHTUDMKaTOR: | AN MOEHTHMGMKETOP HE BolbpaH w

Ha4aTb permn_—rpaumol OTheHa

Puc. 100 Beopg gaHHbIX ANs perucTpaumm

HaxaTb KHOMKY «Havatb perncTpaunto» nocrie BBoga BCex AaHHbIX.

5. Ecnn BBedeHHble [daHHble BepHbl, TO B cTaTyce perucrpauum otobpasutca pesynbtat «OKby,
W 3aperucTpmMpoBaHHble MOAynu nosiBaTca B AepeBe [omeHa ©GesonacHoctu B 6GasoBouw rpynne
«HepacnpegeneHHble 06bEKTbIY.

MpumeuaHue. 3apernctpmporatb mogynu B b ELLY nonyuynTcs, TONbKO Npu yCroBuw,
yto Ha APM, rge ycTaHOBMEHbl AaHHblE MOAYNW, HACTPOEHO paspeluatollee MpaBuIio
dunbTpaumm Ha TCP-nopTel 17901 n 17903 Ha BXxoaslliee coeanHeHne.

MepemelleHne Moayns B AepeBe OCYLIECTBMSETCA NnepeTackMBaHMEeM 3Hayka KHOMKOW MbIlLW B Morne
Aapyroro 3Hauka («Drag-and-drop»).

MmeeTca BO3MOXHOCTb [O00aBWTb KOMMEHTapUA K MOAYMI, ANs 3TOMO0 HYXHO HaxaTb KHOMKY
«KommeHTapuin» Ha naHenm «[encteua» unun BOCMNONb30BaTbLCA KOHTEKCTHbIM MEHI0
B Aepese b (puc. 101). Oob6aBneHHbin kKOMMeHTapum oTtobpasutcs B pasgene «WHdopmauus o6
obbekTe» Bknaaku «CBoakar.

NMpumeyaHue. MakcumanbHas AnvMHa KOMMeEHTapusa K Moaynto coctaensieT 256 CMMBOSOB.

Ons BbiBoga mogyns u3 JlomeHa 6e3onacHoctn ELLY Heobxoammo:

1. BbIbpaTb NyHKT «YAanuTb MOAYMNb» U3 KOHTEKCTHOIO MEHIO AaHHOoro moayns B aepese A6 (puc. 101),
UM BOCMOMNb30BaTbCA KOMaHOOM «YpanuTb» Ha NaHenu WHCTPYMEHTOB «[encTBusa» BKNaaKu
«CBopka» Ha ypoBHe moayns B aepese OB (puc. 102).

* B2 DESKTOP-OAVA4PNH
@ Dalas

Kommentapui

¥aanuTe

Bripesate Ctrl+X

Puc. 101. YaaneHue mogyns nocpeacTBoOM KOHTEKCTHOrO MeHIo



O Koncone ynpaenerns ELY [Jomen GesonacHoct: UccTestingDomain, Cepeep: secsrvl.dllocal:17900] — O *
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& ArenT ELLY Win_ aele ¢ )
HeakTHBHLIA pesM Bk,
* [ pynna 1 TEXHUHECKEA NOAOEDHKE HE AEACTBYET
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+ [ GETEBbIE YCTPOW.. AHTWBMPYCHEIE Dask! HEWSBECTHO
Yacosoi NoAc GMT+03:00
© Hewlett-Packard 1... [RRIRmEs—_ym B,
[ Er",ElAJ'lEHHI::-lE OBLEK. CucTema OBHapy#eHna Bropseniit (COB) Bk,
IP-aapec 10.10.109.111
MAC-aapec 00:50:56:A2:C3:47
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KomMMeHTapMi
MHUMOeHTsl 6e30nacHoCTH
KomMmeHTaphi
Yy ”~

Puc. 102. YganeHue nocpeacTBom naHenu «dencreusa»

2. YpaneHHbIn mogynb nepemectuTcs B 6a3oByto rpynny «YaaneHHole o6bekTbl» gepesa [b.

Kaxapblii Moaynb B iepeBe 06BbEKTOB COAEPXKUT BKNAAKM AN UHANBUAYaNbHON HACTPOIKM NapameTpoB
B 3aBMCMMOCTM OT €ro Tuna.

MpumeuaHume. B ELLY peannsoBaHa BO3MOXHOCTb paboTbl C MOZYISIMU, pacnofioXEHHbIMU
3a NAT, B pamkax ogHon ceccuu. Kak TOMbKO ceccusi 3aBepLUUTCs, CBA3b C Moaynem
pasopBeTcs. B cneaytowun pas ELLY cmoxeT cBazaTbCca ¢ Mogynem, Korga MoAayrnb co3gact
HOBYIO CECCUI0.

8.1.1CBoaka moayns

Bknagka «Csogka» Ha ypoBHe Moaynsi oTobpaxaeT obLiee coctosiHue moayns (puc. 103).
[0 Kowcons ynpasnenus ELLY [lomen esonacrocti: [Jomen BesonackocTy, Cepeep: desktop-b5S5b373.dl.locak17000]
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Puc. 103. Bknagka «Csogka» moaynsi



Bknapgka cBogka Ha ypOBHe MOAYNs BKMOYaeT B cebs pasgenbl:
e  UMHopmauusa o6 obbekTe;
e  VHUMAEHTbI 6e30MacHOCTK.
CocTtaB napameTpoB, BbIBOAMMbIX B pasgene «MHdopmaumsa 06 obbekTe» 3aBUCUT OT Trna Moayns.

WHdbopmauus B pasgene «MHUmMpeHTbl HesonacHoCTM» opMupyeTcsi MO aHanorMm ¢ ocTanbHbIMU
obbektamu gepea b (cMm. «MHUMOEHTLI 6€30NacHOCTUY).

CocTtaB kOmMaHpg, onepaTtuBHOIo ynpaslieHUdA 3aBUCUT OT TuUNa MmoaynsA.

MpumeyaHue. Pe3ynbTaT  BbINOMIHEHUA  KOMaHg  OMepaTMBHOIO  ynpasrieHus
He oTpaxaeTca B XXypHanax ELLY. Takke He npegycmoTpeHbl BChnbiBaloLLmMe U npoyve
yBEeOMINEHNS O pe3yrbTaTtax BbINOMHEHWUSI KOMaH OnepaTMBHOrO yrpasneHus.

8.1.2MNMonb3oBaTtenu v rpynnbl MOAyns

Bknagka «[lonb3oBaTenu v rpynnbi» Ha YpOBHE MOOYNS COAEPXWUT CMMCOK rnobanbHbIX U OOMEHHbIX
nonb3oBaTenemn v rpynm, HacneayeMbiX C YPOBHEW BbILLE MO MEPAPXMU U CO3OaHHbLIX HA YPOBHE JAHHOIo
MOAyns, a Takke MOAYIbHbIX Nofb3oBaTenen (puc. 104).
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