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AHHOTALMUA

HaHHbIN OOKYMEHT BbinonHeH B cooTBeTcTBMM ¢ TOCT 19.502-78 n pacnpocTpaHsieTcsi Ha u3genve
«Cucrtema  3awmtbl  MHGOPMaUMM  OT  HecaHKUMoHMpoBaHHoro pgoctyna «Dallas Lock 8.0-C»
RU.48957919.501410-02 (ganee no TeKCTy — m3genue).

B HacTosawem AOOKYMEHTE coaepxaTca obuwme cBedeHMs O Has3Ha4YeHun us3genus u nporpaMmmMmHoOro

obecneyveHns mnsgenunsa (ganee no Tekcty — [0 musgenma nnn C3U HCL), ycnoBusix MpUMEHEHUs,
onvcaHue 3agayn, nepeveHb BXOOHbIX U BbIXOOHbIX AaHHbIX.



1 HA3HAYEHUE

N3pgenue npegHasHayeHO ONA  NpedoTBpalleHMsl  MOMyYeHus  3awuuiaeMon  MHdgopMauun
3aMHTEepeCcOBaHHbIMU NMLAMK C HapyLleHWeM YCTaHOBMEHHbIX NpaBui pasrpaHmdenunsa goctyna (MPO) k
3awmaemMon MHopmauum U OCyLLECTBIEHUS KOHTPONA 3a NOTOKaMyn MHGopMaLun, NocTynawwmMm B
aBToMaTn3npoBaHHyto cnuctemy (AC) u BbIXo4AWMMU 3a ee Npefernbl, obecneyeHns 3amTbl MHopMaLuum
B AC nocpeacteBoMm ee dunbTpauun. MoxeT wucnonb3oBaTbCs B MHorononb3oBaTenbckux AC,
WH(POPMALIMOHHBIX CUCTEMAX NepPCOHarnbHbIX AaHHbIX, FOCYAAapPCTBEHHbIX MHOPMALNOHHbBIX CUCTEMAX,
aBTOMaTU3MPOBAHHbIX CUCTEMAX YNpaBneHus NPOM3BOACTBEHHbIMU N TEXHOMOrMYECKMI NpoLeccammn n
npu 3amnTe 3Ha4YUMbIX OOBEKTOB KPUTUYECKON MHADOPMALMOHHOW MHADPACTPYKTYPHI.

W3penue npegHasHadeHo Anst UCNOMb30BaHMs Ha TexHu4Yecknx cpeacteax (TC), Takux kak nepcoHanbHble
komnbioTepbl (MK), noptaTtvBHble KOMMbOTEPLI (HOYTOYKM, nnaHweTbl), cepepa u TC ¢ nogaepkon
BUpTYyanbHbIX cpeq u TexHonorum Windows To Go. MoxeT oyHKUNMOHNPOBaTb Kak Ha aBTOHOMHbIX 1K, Tak
W Ha KOMMbIOTEpPAxX B COCTaBEe NokanbHON BbluucnutensHon cetu (JIBC), B TOM yncne nog ynpasneHvem
KOHTpoOnnepa goMeHa.
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1.

9.

ycnosusda NPUMEHEHUA

C3M HC[LO wmoxeT OblTb MCMONMb30BaHO Ha TexHudeckux cpeactBax (TC), paboTarowmx nopg
yrnpasrneHuem onepaumoHHbIX cuctem cemenctea Windows:

e Windows 7 (SP1) (Ultimate, Enterprise, Professional, Home Premium, Home Basic, Starter) (cm.
dopmynsp RU.48957919.501410-02 30 n. 3.3.4);

e Windows Server 2008 R2 (SP1)1 (Foundation, Standard, Web, Enterprise, Datacenter) (cm.

®opmynsap RU.48957919.501410-02 30 n. 3.3.4);

Windows 8 (Core, Pro, Enterprise);

Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);

Windows 8.1 (Core, Pro, Enterprise);

Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);

Windows 10 (Enterprise, Education, Pro, Home);

Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage
Server, Hyper-V Server);

o Windows Server 2019 (Standard, Datacenter, Essentials);

e Windows 11 (Enterprise, Education, Pro, Home);

e Windows Server 2022 (Standard, Datacenter).

C3M HCQO noppepxmBaeT kak 32 6uTtHble Bepcum OC, apxuTekTypbl Intel x86, Tak n 64-6utHble,
apxutekTypbl AMD64 (apxutektypa IA64 (ltanium) He nogaepxmBaeTcs).

Ons pasmewenuns cavnos C3M HCL tpebyetca He meHee 1 ['B npocTpaHcTBa Ha CMCTEMHOM pasfene
)KECTKOro gucka.

MuHumanbHas koHdurypauusa TC onpegensieTcs TpeboBaHmamm k cootBeTcTBytowen OC.

C3M HC[, moxeT oyHKUMOHNPOBaTb kak Ha aBTOHOMHbIX TC, Tak u Ha TC B coctase JIBC.

C3W HC[ moxeT 6bITb MCMONb30BaHa Kak B CETAX C AOMEHHOW OpraHM3aunen, Tak U B OAHOPaHIoBbIX
ceTax.

Ansi ucnonb3oBaHns annapaTtHbiX MAEHTUUKATOPOB HeoBXxoaMMO Hanuune B annapaTtHoun Yactu TC
USB-nopTta nnn COM-nopra.

C3M HC[H cootBeTcTBYeT TpebOBaHMAM PYKOBOOALMX M METOANYECKMX OOKYMEHTOB (TpeboBaHus
©esonacHocTn nHgopmauun PCTIK Poccun):

o «CpeactBa BblMUCNUTENBbHOW TeXHUKW. 3awmta OT HECaHKUMOHWPOBAHHOrO JocTyna K
nHdopmaumm. Nokaszatenu 3almLLLeHHOCTN OT HECAHKLMOHMPOBAHHOIO AOCTYNa K MHOpMaLMmy
(Foctexxkomuceusa Pocecuu, 1992) — no 3 knaccy 3aluieHHOCTU.

e «TpeboBaHua no 6e3onacHOCTU WHGOPMaLMKN, YyCTaHaBMNMBalLWME YPOBHM [OBepus K
cpenctBaM TEXHWYECKOM 3aluTbl MHOpMauum u cpeactBam obecneyeHus 6esonacHOCTU
WMHOPMALMOHHBIX TEXHONOMMNY (AOKYMEeHT yTBepxaeH npukasom ®CTIK Poccum Ne 76 ot 2
utoHsa 2020 r.) — NO 2 ypoBHIO A0BEPUS.

o «TpeboBaHuma K cpeacTBaM KOHTPOMS CbEMHbIX MAaLUUHHBIX HOcuTenen wuHdopmaunmy»
(ookymeHT yTBepxaeH npukazom ®CTOK Poccun Ne 87 ot 28 uona 2014 r.) — no 2 knaccy
3aLLmThI.

o «[Mpocunb 3aWnTbl CPEACTB KOHTPOMS MOAKMHOYEHUS CbEMHbIX MAaLUMHHBLIX HOCUTENeWn
nHdopmaumm BToporo knacca 3awutbi» NT.CKH.M2.M3.

o «[pocunb 3awmTbl CPeACcTB KOHTPONS OTYyXAeHus (nepeHoca) MHOPMaLMn CO CbEeMHbIX
MaLLMHHBIX HOCUTENen nHdopmaumm BToporo knacca 3awntbly UT.CKH.H2.M3.

o «TpeboBaHus k cucteMam OBHAPYXEHUS BTOPXXEHUA» (QOKYMEHT yTBepXaeH npukasom ®CTIK
Poccun Ne 638 ot 6 gekabps 2011 r.) — no 4 knaccy 3awuTbl.

o «[Mpocbunb 3awuTbl cMcTeM 0OHapYXeHUs BTOPXXEHMWIN YPOBHS y3ria YeTBEPTOrO Krnacca 3aLuTbi»
NT.COB.Y4.M3.

o «TpeboBaHus K MexXCeTeBbIM akpaHaMm» (OOKyMeHT yTBepxaeH npukasom PCTIK Poccun Ne 9
oT 9 dpespans 2016 r.) — no 4 knaccy 3alunThbl.

o «[Mpocbunb 3aWmMTbl MeEXCEeTeBbIX 3KpaHOB Tuna «B» 4eTBepTOoro knacca 3awWuTbi»
NT.M3.B4.M83.

Mpu ycrnoBumn cobnogeHns orpaHNYeHnn, ykasaHHbIX B pa3gene 3 cdopmynsipa Ha OaHHOe usgenue
(RU.48957919.501410-02 30), C3U HC[ moxeT 6bITb Ucnonb3oBaHa:

e [puU co3daHun 3alULLEHHbIX aBTOMATU3NPOBAHHbIX CUCTEM OO0 Krnacca 3auluueHHOCTU 2A



BKItouMTenbHo! («TpeboBaHMs Mo TEXHUYECKON 3alumTe MHOopMaL MK, coaepallen cBeaeHus,
COCTaBnsoWME rocyAapCTBEHHYO TanHy» (yTBepxaeHbl [Npukazom ®CTIK Poccunm ot 20
okT6ps 2016 r. Ne 025)) (1B BkntountensHo? (PykoBoasiLumin AOKYMEHT « ABTOMAaTU3NPOBaHHbIE
cuctembl. 3awmTa OT HEeCaHKUMOHMPOBAHHOrO goctyna Kk uHdopmauuun Knaccudukaums
aBTOMaTU3MPOBaHHbIX cCUCTeM U TpeboBaHuA Mo 3awmte uHdopmauumny ([ocTexkomucceus
Poccun, 1992)));

e B UVHPOPMALMOHHBIX CUCTEMaxX MNepcoHanbHbIX AaHHbIX [0 1 YpOBHA 3alULLIEHHOCTU
BkntountenoHo (Mpukaz ®CTOK Poccun ot 18 dheBpans 2013 r. Ne 21 «O6 yTBepxaeHuu
CocTaBa 1 cogepXaHus OpraHn3aunoOHHbIX Y TEXHUYECKNX Mep No obecneveHunto 6e3onacHocTu
nepcoHanbHbIX AaHHbIX MpUM MX 0O6paboTke B MHAOPMALMOHHBIX CUCTEMAx MNEepCOHanbHbIX
OaHHbIX»);

e B rocydapCTBEHHbIX MH(OPMAaLMOHHbIX cMcTeMax Ao 1 knacca 3alnLeHHOCTU BKIKOYUTENbHO
(Mpuka3z PCTIK Poccum ot 11 cheBpans 2013 r. Ne 17 «O6 yTBepxaeHun TpeboBaHum o 3alumTte
WHpopMaLMK, HEe COCTaBAIOLLEN rOCYAapCTBEHHYIO TaNHYy, COAEPXaLlencs B rocyapCTBEHHbIX
MHPOPMALIMOHHBIX CUCTEMAX»);

e  pMW CO34aHUN 3aLLMLLEHHbIX aBTOMATM3NPOBAHHbIX CUCTEM YNpPaBIieHNUs MPOU3BOACTBEHHBIMMU U
TEXHOMOIMYECKMMM NMpoLlecCamMmm Ha KPUTUYECKU BaXHbIX 0ObeKTax, MOTEHLManbHO OMacHbIX
obbekTax, a Takke obbekTax, MpeacTaBMsOWMX MOBbLILEHHYIO OMACHOCTb AN KU3HW U
300pOBbs NOAEN W ANS OKpyXawwewn npupogHon cpedbl Ao 1 knacca 3almweHHOCTU
BkntountensHo (Mpukaz GCTIK Poccun ot 14 mapta 2014 r. Ne 31 «O6 yrBepxaeHuu
TpeboBaHun k obecnedeHuto 3awnTbl MHOPMaLMM B aBTOMATU3MPOBAHHBLIX CUCTEMaX
yrnpaBneHnss NPOn3BOACTBEHHBIMU N TEXHOMOrMYECKMMUN MPOLLECCaMM Ha KPUTUYECKU BaXKHbIX
obbekTax, noTeHUManbHO oOnacHblx obbekTax, a Takke obbekTax, npeacTaBnAsLLUX
MOBbLILLEHHYK OMACHOCTb AN XM3HW W 300pOBbS JIOOEW U OIS OKpYXatowen MpupoaHon
cpenpl»);

e MpK 3aWUTE 3HAYUMBIX OOBLEKTOB KPUTMYECKON WMHAOPMAaLMOHHON WHEPACTPYKTypbl A0 1
KaTeropumn 3HaummocTu BkrtoumTensHo (Mpukasd PCTIK Poccum ot 25 gekabpst 2017 r. Ne 239
«O6 yTtBepxgeHun TpeboBaHum no obecnevyeHMto 6e30MaCHOCTU 3HAYMMbIX OOBLEKTOB
KpUTU4eCcKon MHpopmMaLnoHHON MHpacTpykTypbl Poccuickon ®egepaummny).

1 Be3 ncronb3oBaHMs B cocTaBe U3AenVs Moayneit «MexceTeBol akpaH» 1 «CucTeMa 0GHapyKEHUs BTOPKEHMI.

2 Be3 1CMoONb30BaHUS B COCTaBE U3enis Moayreil «MexceTeBol akpaH» U «CucTeMa oBHapyKEHNS BTOPXKEHUIy (MOryT
6bITb MCMONBb30BaHb! MPW CO3AaHNMN 3aLUMLLEHHBIX aBTOMATU3MPOBAaHHbIX CUCTEM A0 Knacca 3almweHHoCTH 117 BKIYUTENBHO).



3 OINUCAHUE 3AOAYU

WN3penue paspabotaHo B COOTBETCTBUM C TpeboBaHMSAMM, OMUCAHHLIMU B AOKYMEHTe «TexHudeckune
ycnosus» RU.48957919.501410-02 91 (TVY).

Nspenne C3U HC[ Dallas Lock 8.0-C BkntovaeT B cebsi criegylolimMe OCHOBHble (PyHKLMOHAIbHbIE
Moaynu:

cucTema 3almTbl MHPOPMaLMM OT HECAHKLIMOHMPOBAHHOIO AOCTYNa;
CPEACTBO KOHTPOJISI NOAKITHOYEHMSI CbEMHbIX MALUMHHBLIX HocuTenen nHgpopmaumm (CKH-M);

e CpPEeOCTBO KOHTPONA OTHYXAeHUs (nepeHoca) nHopMaumm cO CbeMHbIX MaLUMHHBIX HOCUTENeN
nHcpopmauum (CKH-H);

e MepcoHarnbHbIN MexceTeBon akpaH (MJ);

e cucrtema obHapyxeHusi BTopxeHui (COB);

e pesepBHoe KonupoBaHue (PK).

3.1 CucTtema 3awWuThbl MHCbOpMaLI,VIVI OT HeCaHKLUMOHUPOBAaHHOIo AocCTyna

Mopcucrema ynpaBrneHuAa 4OCTynom

1. N3penwve ocyllecTBnsieT KOHTPOrb AOCTyNa CyOBLEKTOB K 3alumliaeMbiM pecypcam B COOTBETCTBUM C
mMaTpuuen goctyna.

2. Na3penue koHTponupyeT OOCTYNn HauMMEHOBaHHbIX CyObEKTOB (Monb3oBaTternie) K HauMeHOBaHHbIM
obbekTam (cdhavinam, nporpammam, Tomam). [Ans kaxgow napbl (CyObekT — 0ObeKT) 3agaHo SABHOE U
HeABYCMbICIEHHOE nepeydncrieHne JonycTuMbIX TUNOB JOCTyna (Y4TeHune, 3anncb), TO €CTb TEX TUMOB
AOCTyna, KOTopble SABMASITCA CaHKUMOHMPOBAHHLIMU ANS AAHHOro cybbekta (MHAMBMAA MW rpynnbl
WHAMBUAOOB) K OAHHOMY pecypcy cpeacTtBa BblumcnmTenoHow TexHukn (CBT) (obbekty). KoHTponb
AOCTyna MPUMEHUM K KaxaoMmy OOBLEKTY U KaXkaoMy CybObekTy (MHAMBUAY UMK rpynne paBHOMPaBHbIX
WHOVBMAOB).

3. Vsgenue cogepXxuT mexaHusMm, peanusyowmnn auckpeunonHsle MNMP. Takon mexaHu3m NpyuMeHnuMm Kak
ANs IBHbIX AEVCTBUI NONb3oBaTens, Tak U Ans CKpbITbIX, 0becneunBas TeM caMmbiM 3aLMTy 06bEKTOB
otr HC[ (To ecTb OT gocTyna, He OOMYCTUMOrO C TOYKWM 3peHus 3aganHoro MPL). Mog «saBHbIMUY
noapasymeBaloTcs AeNCTBUSA, OCYLLEeCTBNSIEMble C UCMOMb30BaHNEM CUCTEMHbIX CPEACTB CUCTEMHbIX
MaKpOKOMaHz, MHCTPYKLMIA S3bIKOB BbICOKOIO YPOBHS, @ MO, «CKPbITBIMU» UHblE OENCTBUS, B TOM YuCHe
C MCNonb30BaHNEM CODCTBEHHbIX NporpamMmm paboTbl C YCTPOMCTBAMM.

4. Wspgenue coaepXxuT MexaHu3M, peanuaylowmi MaHOaTHbI NPUHUUN KOHTpona pJoctyna. [Ans
peanusaumm 3TOro0 MPUHLMMA COMOCTaBMAOTCA KNACCUMUKALMOHHBbIE METKM KaKOOoro cybobekta u
Kaxgoro obbekTa, oTpaxaroLlme nx Mecto B COOTBETCTBYIOLLEN nepapxmu. [locpeacTBOM 3TUX METOK
cybbeKkTam 1 06bekTaM Ha3Ha4alTCsA KNacCUUKALMOHHBIA YPOBHU (YPOBHU YA3BMMOCTU, KaTeropum
CEKPETHOCTU U T. N.) ABNSAOWMNECH KOMOMHAUUSMU NEPapPXMYECKUX N HENEPAPXUYECKNX KaTeropun.
[aHHble MeTKM cryxaT OCHOBOW MaHOATHOro NpuHUUNa pasrpaHnu4eHus gocTyna.

5. B usgenuu npegycMoTpeHa BO3MOXHOCTb CaHKLMOHUPOBaHHOro usMmeHeHus [P, B ToM uyucne
BO3MOXHOCTb CaHKLMOHMPOBAHHOIO N3MeHeHUs cnuncka nons3osatenenn CBT u cnncka sawumiiaemMbix
06bEKTOB.

6. Wspenue npepoctaensieT npaBa uaMmeHeHusi MPL gns BblAeneHHbIX CYOBLEKTOB (agMUHMCTpauuw,
cnyxbe 6esonacHocTw).

7. B wnsgenun peann3oBaHo pasaerneHne NofiHoOMouunn (ponen) nonb3oBarternemn, agMMHUCTPATOPOB U NnL,
obecneuynBaroLLMX PYHKLMOHNPOBAHME NH(OPMALIMOHHON CUCTEMBI.

8. B n3genun ectb BO3MOXHOCTb OrpaHMYEHUsl Yucna napannenbHbIX CEaHCOB [OCTyna ANs KaXaon
y4yeTHon 3anucu none3doBatens TC.

9. M3penue obecneunmBaeT NogaepxKy U coxpaHeHue aTpmbytoB 6e3onacHocTM (MeTok Ge3onacHoCTH),
CBSI3aHHbIX C MHGOpMaLMen B NpoLecce ee xpaHeHus n obpaboTku.

10.B n3genuun Bo3MOXHO BNOKMpOBaHWe ceaHca AOCTyna rnocre yCcTaHOBIIEHHOro BpeMeHU 6e3aencTeuns
nonb3oBaTtensd unM MO ero 3anpocy u4epe3 cpeactsa LEHTPanuM3oBaHHOMO W yaaneHHoro
agMmuHuctpupoBaHnss C3UM HCL. CoObiTue nM3MeHeHMsi YCTaHOBMEHHOro BpeMeHu 6es3gencreust
dUKCUpyeTCs B XXypHane U3MeHeHuUs1 NoNUTUK. B 3HaYeHnsAX yCTaHOBNEHHOro BpeMeHn 6e3aencTeus
NPUCYTCTBYIOT MHTEpBarnbl B 5 1 15 MUHYT.

11.Vspenve copoepXWUT MeXaHU3Mbl KOHTPOMsS CoCTaBa TEXHUYECKMX CPencTB, MporpamMHOro
obecneyeHVs n CpeacTB 3aWwnTbl HPOPMaLMK.

12.N3penve npenocrtaBndeT BO3MOXHOCTb  ynpaBlfieHUA  yY4eTHbIMW  3anncAamMiu nonb3oBaTenemn



(nobaBneHne, ynaneHue, GNOKMPOBaHWE, pedakTMpoBaHWe aTpuMOYTOB) B TOM 4MCIE JOKasbHbIX,
OOMEHHbIX, CETEBbIX, @ TaKKe BO3MOXHOCTb 3aaH1s TUNa y4eTHON 3an1Mcn Nonb3oBaTens:
BHYTPEHHSS;

BHELUHSAS,;

CUCTEMHaS;

NPUNOXeHNE;

rocteBas;

BpeMEHHas.

13.V3penne ocyulecTBnseT pernameHTaumio U KOHTPOIb UCMOMb30BaHNUS B MHPOPMALIMOHHOW cucteme
TexHonorum 6ecnpoBoAHOro AoCTyna.

14.Vi3penve ocyllecTBnseT pernaMmeHTaumio U KOHTPOb UCMNONb30BaHNS B MH(POPMALMOHHOW cucteme
MOOBMMBHBIX TEXHNYECKUX YCTPOUCTB.

15.B nsgenun peannsoBaHa BO3MOXHOCTb HACTPOWKN N OpraHn3aunm 3aMKHYTOM NPOrpaMMHON cpeapl.

16.B nsgenun peannsoBaHa BO3MOXHOCTb BITOKMPOBKM JOCTYnNa K haiinam no pacluMpeHunto.

17.B nsgenun peannsoBaHa BO3MOXHOCTb pasrpaHMyeHnst 4ocTyna k 6ydepy obmeHa.

18.B usgenuun peannsoBaH MexaH1M3m M30MSILUKN NPOLIECCOB B ONEPATMBHON NaMATU.

19.B nsgenun peanunsoBaHa yHKLMS 3anpeTa aBTOMaTUYECKOro 3anycka Nogkto4YeHHbIX YCTPOWCTB.

20.B n3genun peanusoBaHa yHKUUSE aBTOMATUYECKOrO GrOKMPOBaAHMS HEAKTUBHbLIX YYETHbIX 3anucen
nonb3oBaTtenen nocne nepuoaa BpeMeHn Hencnonb3oBaHus 6onee 45 aHel n 6onee 90 aHeln.

Moacucrtema npeobpasoBaHua nHdopmaumm

1. Vspgenne mmeeT mMexaHM3Mbl WCKIIOYEHUS BO3MOXHOCTM HECAHKLMOHMPOBAHHOIO O3HAKOMIIEHMSI C
cofepXXaHveM NepcoHarbHbIX AaHHbIX, XPaHALLMXCA HAa MALLMHHBIX HOCUTENSX, U (UN1) MCNONb30BaHUS
CbEMHbIX MaLUNHHbLIX HOCUTENE MHdOoPMaLUK B MHbIX MHAOPMALMOHHBLIX CUCTEMAX.

2. VNspenne npepnocTaBnseT BO3MOXHOCTb CO34aHUA npeobpasoBaHHbIX dann-guckos u  dann-
KOHTENHepOB AN HaAEXXHOro XpaHeHns 3aluLiaemMmon nHdopmMalmm.

3. N3penue npepocTaBnsieT BO3MOXHOCTb NpeobpasoBaHWs CbEMHbIX MalWHHBIX  HOCUTEnen
MHdOopMaLnu.

4. B v3genun peanu3oBaHO Mpo3payvyHoe npeobpasoBaHMe XEeCTKMX AUCKOB Ans npegoTBpalleHus
[OCTyna K faHHbIM, PacrnonOXeHHbIM Ha XXEeCTKUX AnCkax, B 06xon nsgenws.

NMopcuctema rapaHTUPOBAHHOW 3a4UCTKN MHpOpMaLMK

1. N3penve npenoctaBnseT BO3MOXHOCTb FapaHTUPOBAHHOIO YHUYTOXEHUS (CTUPaHWsl) U KOHTPONsA
YHUYTOXEHUSA MHGOPMALIMM NPY NOMHON 3a4NCTKE NTOTMYECKOro ANCKa.

2. B wmsgenuun ocywectensietcs ounctka (obHyneHue, obesnuumBaHme) ocBoboxaaembix obnacrten
onepatuBHon namsatM TC un BHewHux HakonuTenen. O4yncTKa OCYLLEeCTBRSeTCsa OAHOKpPaTHON
NPOW3BOSIbHON 3aMNMNChI0 UIW ABYKPaTHOM NMPOU3BOSILHON 3anmcbio B 0CBOOOXaaeMyto ob6nacTe namsaTy,
paHee UCMOMb30BaHHYK ANS XpaHeHMs 3aluaemblx AaHHbIX (darnos). O4ncTka ocyllecTBnseTcs
nyTeMm 3anncy MackupytoLLen nHdpopmaumm npu ee ocBOb6oXaeHUM (NepepacnpeneneHum).

Moacuctema naeHtTudukauum n ayreHTudukaumm

1. B usgenuun peanusoBaHa BO3MOXHOCTb 3a4aHUS ONUHbBI NAposs NoMnb30BaTens Npu BXo4E B CUCTEMY.

2. WNapenue ocywlecTBNsAeT MOAEHTUUKALNIO U NPOBEPKY NOAIMHHOCTU CYOBHEKTOB JOCTYNa Npu BXOAE B
cucTemMy no naeHTudukaTopy (kogy) v Naporo YCrnoBHO-NOCTOSAHHOIO AENCTBUS, MMHUMArbHas AnvHa
KOTOpOro HasHa4yaeTcs agMUHUCTPATOPOM.

3. V3genue TpebyeT oT nonb3oBaTtenen naeHTuduumMpoBaTh cebsa Npu 3anpocax Ha JOCTyn U nogBepraeT
npoBepKke MOANMHHOCTb MpeabsBNEHHOro CcyObekToM uaeHTudumkatopa. B mnsgenuun peanmsoaHo
npensaTcTBMe [JOCTyna K 3aluvaeMblM pecypcaM HeMaeHTUMULMPOBAHHbLIX MOMb30oBaTenen u
nonb3oBaTenewn, NOANMMHHOCTbL NOEHTUDMKALUN KOTOPLIX NPY ayTeHTUdMKaLMKM He NoATBEPAMMIACh.

4. B usgenuu ocylectsnsaeTca uaeHtudukauma tepmmHanos, TC, y3anos cetu TC, BHELIHNX YCTPOWCTB
TC no norM4yeckMm nmeHam n no PusnveckumM agpecam (Homepam).

5. B nagenuu ocywlecTBnseTcs naeHTudmkauma nporpaMmm, katanoros, annos, N0 UMeHaM.

6. B nsgenun ocyuiecTBnsieTcs naeHTMdukaums yCTpomucTB, B TOM YMCHE CTauUOHAPHbIX, MOOUIbHBIX U
nopTaTMBHbIX.

7. B v3genun peanunsoBaHa BO3MOXHOCTb YMNpaBIieHUs uaeHTudmkatopammn, B TOM YUCIe CO3aaHue,
NMPUCBOEHME U YHUUTOXEHME MOEHTU(MKATOPOB.

8. B u3genuu peannsoBaHo yrnpaBrieHne cpeactBamm ayTeHTUduKaLmm, B TOM YMCne XpaHeHue, Bbligaya,



WHUUManu3auus, 6nokMpoBaHne cpeacTB ayTeHTUMKaumMm 1 NpuHATNE Mep B Criyvae yTpathbl U (unu)
KOMMpoMeTaLumm CpeacTB ayTeHTUdnKaLmm.

9. B usgenuu peanvsoBaHa BO3MOXHOCTb OrFpPaHWYeHUsI KONM4ecTBa MocrefoBaTerlbHbIX HeyaauvHbIX
nonbITOK BBOAa nNaponsi (Hanpumep, oT 3 oo 5).

10.B nsgenun peanusoBaHa 3aLumMTa obpaTHOM CBA3N Npu BBOAE ayTEHTU(UKALMOHHON NHGOpMaLMK.

11.B wu3genum peanusoBaHa BO3MOXHOCTb  ayTeHTMduMKaumm npu  NOMOLM  annapaTHbIX
NaeHTNUMKaTOPOB.

12.B wu3genun peanusoBaHa BO3MOXHOCTb 3anvMCh aBTOPM3aUMOHHBLIX [AaHHbIX B annapaTHbIi
naeHTudukaTop.

13.B  wuspgenun  peanum3oBaHa  BO3MOXHOCTb  OnNpedeneHus  NpuUHaaneXXHoCTU  annapaTHoro
naeHTnurkaTopa KOHKPETHOMY NOMb30BaTENHO.

14.B unspgenuun peanusoBaHa BO3MOXHOCTb Bxoga B OC no cepTudwukaty cmapT-KapTbl, Bbl4aHHOMY
ygooctoBepsowmm LeHtpom Windows.

15.B wuspgenun peanusoBaHa QYHKUMSA 3anpeTa MOBTOPHOMO WCMONb30OBaHUSA uMaeHTUduKaTopa
nonb3oBaTens B TEYEHUE:

e He MeHee OOHOrO roaa;
e He MeHee Tpex NerT;
e  BCero nepuoga akcnnyaTaunm MH(POPMaLMOHHOW CUCTEMDI.

Moacucrtema perucrpaumm n yyeta

1. N3penve obGecneynBaeT MOHMTOPUHI (NPOCMOTP, aHanuad) pes3ynbTaToB perncrTpauun cobbiTuin
6e30MacHOCTM 1 pearmpoBaHue Ha HUX.

2. W3penue cogepxuT MexaHW3Mbl NPOCMOTpPa W aHanu3a LaHHbIX peructpauun, mHdopmauumn o
AEeNCTBNAX OTAENbHbIX MONb3oBaTenen B UHPOPMALMOHHON CUCTEME, UMEET MeXaHU3Mbl PunbTpaLmmn
no 3agaHHOMY Habopy napameTpoB.

3. Visgenue obecneyvBaeT 3awmTy OaHHbIX PErMcTpauum OT UX YHUYTOXEHUS wunv Moaudumkauum
HapyLnTenem.

4. N3penue ocywlecTBNAeT perncrpaumio Bxoga (Beixoaa) CyGbeKTOB AOCTyna B CUCTEMY (M3 CUCTEMBI),
nmbo perucTpauuio 3arpyskM M MHUUManNuM3auuvM onepauMoHHOW CUCTEMbl U ee MPOrpaMMHOro
ocTaHoBa. Pernctpauums Bbixoga n3 CUCTeMbl UM OCTaHOBa HE MPOBOANTCA B MOMEHTbI annapaTypHOro
oTknoyeHusa AC. B napameTtpax permctpaumm ykasblBaloTCs:

e [fata u Bpems Bxofda (Bbixoga) cybbekTa AocTyna B CUCTEMY (M3 CUCTEMbl) UMW 3arpysku
(ocTaHoBa) cuCTEMBI;

e  pe3ynbTaT NOMbITKN BXOAA: YCNELUHbIN UNN HEYCMNELUHbI — HECAHKLMOHMPOBAHHbIN;

e ugeHTUdUkaTop (Kog unv damunnsa) cydbekra, npeabsaBneHHbIN NPy NONbITKE A4OCTYNa;

e  KOA UNu Napornb, NPeAbABEHHbIN MPU HEYCMNELLIHON NONbITKE.

5. N3penue ocyllecTBnseT pernctpauuio M3MeHeHW’ MNOMHOMOuYMI CyOBbeKToB AOCTyna M craTtyca
o6bekToB gocTtyna. B xypHane peructpaumm coObiTWA, KOTOPbIA BeAEeTCs B 3MEKTPOHHOM Buie,
yKasblBalTCA crnegyloLlime napameTpbl:

Aarta v Bpems U3SMeHeHUs;
cofepxaHve M3MEHeHUs C yka3aHuem maeHTudukaTopa cybbekrta goctyna, Ybu NMOfIHOMOYMSA
NoABEpPriMcb N3MEHEHWIO, UM NIOrMYECKOTO MMEHU 3aLmLLIaeMoro MHpopMaLOHHOTO pecypca,
Yyel cTaTyCc U3MEHMIICS;

e ugeHTUdUKATOP aAMUHUCTpATopa WMHQOPMaLMOHHOM 6e30macHOCTW,  OCYLUECTBMBLLErO
U3MEHeHNe;

e  YCMeLHO N OCYLLEeCTBUMOCHL COBbITUE (06CNY>KEH 3anpoC Ha AOCTYM UMK HET).

6. W3penue ocyllecTBnseT perctpaumio Bblgavm neyaTHolx (rpaduyeckmx) AOKYMEHTOB Ha «TBEPAYIO»

konuto. B napameTpax permctpaummn ykasbiBaroTCS:
AaTa u BpeMs Bbigaun (o6palleHust K noacucteme BblBOAA);
crneundmrkaumsa yCTPOMUCTBa BblAdaum [mormyeckoe nms (Homep) BHELLHEro yCTponcTaayl;
e KpaTkoe cogepXaHue (HaumeHoBaHue, BuA, WNAP, KOA) U YPOBEHb KOHPUOEHUMANbLHOCTU
AOKYMEHTa;
e ungeHTUmkatop cydbekTa AocTyna, 3anpoCcuBLLErO JOKYMEHT.
Mpu BblAa4Ye NPUCYTCTBYET BO3MOXHOCTb aBTOMaTUYECKOW MAapKUPOBKM KaxKAOro nmcra (CTpaHuubl)
AOKYMeHTa ero nocnegosaTeribHblM HOMEPOM W yYeTHbIMU pekBuantamm AC C ykasaHMem Ha
nocnegHeM nmcTe JOKyMeHTa O6LLEero KonmyecTsa NMcToB (CTpaHuL).



7. OononHWTEenbHO PerucTpupyloTcst BCe MOMbITKU AOCTyna, BCe OENCTBMS onepatopa M BblOENEHHbIX
nonb3oBatenen (a4MMHUCTPATOPOB 3aLUTbl U T. M.).

8. B m3genuu ocyulecTBNsieTCA perncrpaums Co3gaHus U yHUYTOXeHust obbekta. Pervctpupyetcs
cnegywowasi tHpopmaums:

Aarta v Bpewms;

CyOBEKT, OCYLLECTBIISAOLWMA PErMCTPUPYEMOE OENCTBUE;

TN cobbITUS;

YCMELLHO NN OCYLLEeCTBUIIOCh COObITHE.

9. OcyulecTBNseTCS aBTOMaTMYECKMA Y4yeT coO3daBaeMbiX 3aliuiiaembiXx (annoB, WMHULMUMPYEMbIX
3awumiaemMblx TOMOB, KaTtanoros, obnacren onepatvHon namsatu TC, Bbigensembix Ans obpaboTkm
3almLLaeMbix annos, BHeLWHNX ycTpoicTB TC, kaHanoB cBsisu, TC, yanoe cetu TC, doparMeHTOB ceTn
C MOMOLLBIO UX OOMOSTHUTENBHON MapKUPOBKX, UCMOMb3yeMOn B NOACUCTEME yNpaBreHns JOCTYNOM.
MapknpoBka oTpaxaeT ypoBeHb KOHPUAEHLMaNbHOCTN OO beKTa.

10.B mnspenun ocyllecTBAsIeTCS perncrpaumsi nonbITOK AOCTyNa NPOrpaMMHbIX CPeacTB K Crneayiowmm
OOMNOSHUTENBHBLIM 3aluMLiaeMbiM 0bbekTaM Jgoctyna: TepmuHanam, TC, y3anam ceTu, BHELUHUM
ycTponictBam TC, nporpammam, TomaMm, kaTanoram, davnam. B napametpax perucrpaumm
yKa3blBalTCSA:

e [faTa M BpemdA MOMbITKM AOCTyna K 3aluuaemMomy obbekTy C ykasaHMeMm ee pesynbrara:
ycnewHas, HeycneliHas — HeCaHKUMOHMPOBaHHas;

e uvaeHTUdUkaTop cybbekTa 4ocTyna;

e cneumdukauus sawmwaemoro obwekta [nornyeckoe nvs (Homep)].

11.B wusgenuu peanusoBaHa BO3MOXHOCTb ofnpegeneHuss cobbiTuin ©6e3onacHocTW, MNoAnexalumx
peructpaumm (KypHanbl peructpaumm cobbiTUin MMET (UKCUPOBAHHLIN pa3mMep U He WMeloT
OrPaHNYEHN MO CPOKaM XpPaHEHUS ).

12.B uv3genun OCyLECTBASETCA CUrHanmu3auus MOMNbITOK HapylweHus 3awuTbl Ha TepMuHanax
agMUHUCTpaTopa M HapyLwunTens.

13.B usgenuu ocyLecTBNAETCA perncTpaums evHcTannsaumm (He 3anycka) gparviesepa M3 npy akTUBHOM
KOMMOHEHTe, a Tawkke peanusoBaHa QYHKUMS BbINOMHEHUS 3aliMTbl B COOTBETCTBUM C
YyCTaHOBMEHHbIMW NOMUTUKAMMU.

14.0n9 KNWMEHTCKOW 4acTu usgenuss peanusoBaHa (YHKUMS aBTOMAaTUYECKOW apxuBauuu >XypHana
perucTpaumm cobbITUI NO UCTEYEHUW YCTAHOBIIEHHOrO MHTepBana BpeMeHW. ['paHuLbl BO3MOXHOMO
BPEMEHHOro MHTepBana BapbupytoTcs ot 1 vyaca go 1 roga. EguHnubl namepeHusi BbiIomparoTcs ncxoas
13 BENNYUHBI 3HaYeHMs NHTepBana — Yacbl, AHU, Mecsubl, FOA.

Mopcucrema agMUHUCTPUpOBaHUA

1. B u3genun peanunsoBaHbl CPeACTBa YyMNpaBreHus, OrpaHuYMBaloline pacnpocTpaHeHue npasB Ha
AOCTY.

2. Wspenue npegocTtaBnsieT BO3MOXHOCTb Ha3HayYeHMs MMHUManbHO HeobXoanMbIX Npas 1 NpuBMNerni
nonb3oBatensaM, agMuHucTpatopam M nuuam, obecnedvBalWwnM  (PyHKLUMOHUPOBaHWE
WH(OPMaLIMOHHON CUCTEMBI.

3. Vsgenuve cogepXuT MexaHM3Mbl, NO3BONAOLMNE NPOBOAUTE NMEPUOANYECKOE TECTUPOBaHUE (DyHKLUNA
C3W HC[L Dallas Lock 8.0-C. TectupytoTtcs:

o peamusauma [P0 (nepexBaT S$BHbIX W CKPbITbIX 3arMpocoB Ha [OCTyn, npaBuUilbHOe
pacno3HaBaHWe CaHKLMOHWPOBAHHbIX M HECaHKUMOHUPOBAHHLIX 3anpoCcoB, CPeACTBa 3alUuThbI
MexaHn3Ma pasrpaHuyeHus 4OCTyna, CaHKLMOHUPOBaHHbIe nameHeHus MNMPO);

e  yCMeLwHOe OCYLLECTBIEHNE MOEHTUMMKALNN U ayTeHTUdMKaLUW, a Takke NX CPeAcTBa 3alUnThI;

e  OYUCTKa NaMsATy;

e perucTpauus cobbiTMI, cpeacTBa 3aliMTbl PErMcTpaLMoHHON WHOPMaUUM U BO3MOXHOCTb
CaHKUMOHUPOBAHHOIO O3HAKOMITEHUS C HEW;

e paboTa MexaHM3ma, OCYyLLEeCTBMSIOLEro KOHTPOSb 3a LIeNTOCTHOCTbIO N3AENUS.

4. B usgenum peanv3oBaHa BO3MOXHOCTb LIEHTPanvM30BaHHOIO ynpasneHns 3awuiiaemMbiMn pabovmmm
ctaHumsammn. OcyLecTBNsieTCA LeHTPanM3oBaHHOe yrpaBrneHne y4eTHbIMU 3anMcsiMy Nofb3oBaTenen,
nonvTuKamu, npaBammu nonb3oBaTtenen, NnpeobpasoBaHHbIMU CbEMHBIMY HOCUTENAMN UHGOPMaLnK,
KOHTporieMm LenocTtHocTn obbektoB PC, cuctemHoro peectpa. [ogaepxmBaeTcs MHOroypoBHEBast
nepapxusa rpynn TC 1 HacnegosBaHWe YCTaHOBIEHHbLIX NapamMeTpoB.

5. B mn3genuu peanusoBaHa BO3MOXHOCTb OMOBELLEHMS agMUHUCTpatopa 6e30macHOCTM O CUTyauumsix
HEeCaHKLMOHMPOBAHHOIO AOCTYNa Ha KIMEHTCKUX paboynx cTaHUMSAX Npu CriegyroLmx cnyvasx:



HapyLleHVe KOHTPOMs LeNoCTHOCTU OObeKTa;

nonbiTka paboTbl nocne 60KNPOBKN NPU HAPYLUEHUW LLeNOCTHOCTY;

nonbITKa BXOAa Ha KIMEHTCKY0 paboyyto CTaHUMIO C HeNnpaBuibHbIM Naponem;

OnoKknpoBKka NOnb30BaTeNs NOCNe MHOTOKPATHOMO BBOAA HEMPAaBUITLHOIO Napons;

C3M HC[ Ha knueHTe He oTBeYaeT (BO3MOXHAasi MpUYnHA — HECaHKLMOHUPOBaHHas AeakTmBaLns

CUCTEMBI 3aLUUThI);

KNWEHT HeJOCTyNeH AoMroe Bpems (C BO3MOXHOCTbIO 3a4aHns nepuoaa BpeMeHu);

e  MONbITKM MOHTMPOBAHWS M NMOMbITKM paboThbl C 3anpeLleHHbIMKU A9 Nonb3oBaTenen Ha KIneHTe
yCTponcTBamm.

6. B usgenuu peanusoBaHa BO3MOXHOCTb CO3[daHMsI OT4YyeTa MO Ha3HA4YeHHbIM MpaBaM, COCTaBy
NporpaMmHOro 1 annapaTHoro obecneyveHusl.

7. B wnsgenun peanusoBaHa BO3MOXHOCTb YAaNEeHHON YCTaHOBKM M OBHOBNEHWS NU34enust.

8. B usgenuu peanvsoBaHa BO3MOXHOCTb Ha3HayYeHUs agMUHUCTpaTopa 6e3onacHoCTn Npu yaaneHHom
yCTaHOBKe nsgenus.

9. B uagenuu peanusoBaHa BO3MOXHOCTb BU3yanu3auum cetu 3awmiaemolx TC.

10.B nsgenun peannsoBaHa BO3MOXHOCTb COXpaHEHUS U NpMMeHeHUs KoHdurypauun C3U1 HCL.

11.B w3genuu peanusoBaHa QyHKUUSA, MO3BOMAOLWAA OAHOBPEMEHHO noaknodaTecss k CepBepy
6e3onacHoctn C3U HCL HeckonbkuM koHconsm CepBepa 6e3onacHoCTu.

12.B wuspgenuu peanusoBaHa YHKUUS OrpaHU4eHus1 KOMmMyecTBa HeycnelwHbIX MOMnbITOK BXoda WU
onoknpoBaHne TC, C KOTOPOro NpPeanpMHUMAlOTCA MOMbITKM [OCTyna, C  BO3MOXHOCTbLHO
pa3bnoKnpoBaHMs TONbKO agMUHUCTPATOPOM.

NMoacucrema KOHTPONA LENTOCTHOCTH

1. B wusgenun peanu3oBaHa 3awmta apxumBHbiX painoB, napameTpoB HacTporku C3U HC[,
nporpaMmMHoOro obecneyeHnss W WHbIX [aHHbIX, He noAanexawmx W3MEeHeHUI0 B npouecce
dyHKLUMOHMpoBaHus NC.

2. B nsgenuu peanm3oBaHa BO3MOXHOCTb BOCCTAHOBIEHNS 0ObekTa gocTtyna (davina, BeTku peecTtpa) B
crnyyae obHapyXeHuWs HapyLleHUsl ero LefnoCcTHOCTH.

3. B u3genuu peanusoBaH MexaHuW3M CO3aHWsi TOYKU BOCCTAHOBMEHMS Npu ycTaHoBke knueHTa Dallas
Lock.

4. B u3genun peanu3oBaHa BO3MOXHOCTb OMOKMPOBKM AoCTyna K obbekTy hanrnoBow cucTembl Mpu
HapyLLIeHWM LLeNOCTHOCTU KOHTpOoNMpyemblx Mmoaynen. MNpu HapyLeHnn UenocTHOCTU KOHTPONUpyeMbIX
Mopayrnen 3anyck obbekta pannoBor cuctemsl GriokMpyeTcs.

Nopcuctema BoccTtaHOBNEHUA nocne cboes

1. C3M HC[ npepycmatpuBaeT npoueaypbl BOCCTaHOBMNEHMSA nocrne cboeB u 0TKa3oB obopyaoBaHus,
KoTopble obecneymBatoT NOHOE W onepaTMBHOE BoccTaHoBNeHue ceoncte C3 HCU.

2. PeanusoBaHa BO3MOXHOCTb BO3BpalleHus Bcex Hactpoek C3W HCO k ucxodHbiM (ycTaHOBKa
napameTpoB MO YMOMYaHuto), YTO paBHOCUILHO nepeyctaHoske C3UN HCU.

NMoacucrtema pesepBHOro KONUPOBaHUA

1. B wusgenuu peanu3oBaHa BO3MOXHOCTb aBTOMAaTU3UPOBAHHOIO CO30aHUA pe3epBHbIX KOMun
NMPON3BOINIbHBIX OOBLEKTOB  (palinoBOM CUCTEMbI UM LIEHTpPAnuM30BaHHOE YynpaBfieHWe  Takoun
BO3MOXHOCTbIO Ha ypoBHe CepBepa ©OesonacHoctu «Dallas Lock 8.0». lpu stom B uM3genuu
peanv3oBaHa BO3MOXHOCTb:

onpegeneHnsa pasMmeLLeHns coxpaHeHnst pe3epBHOM KoMnuu;

onpegeneHnsa nepuognuyYHOCTU 1 pacnmcaHme Co3f4aHns pe3epBHbIX KOMUNA;

onpeerneHns Konmy4ecTBa COXpaHsiEMbIX Pe3EePBHbIX KOMUA;

BOCCT@HOBIEHUS 3aLLMLLAaeMbIX OOBbEKTOB U3 pe3epBHOI KOMUN.

2. B usgenuu peanusoBaHa BO3MOXHOCTb COXpaHeHUs harna pe3epBHON Konum 1 danna KoHdurypaumm
CepBepa 6e30nacHOCTM B CETEBYIO ANPEKTOPUIO.

3. B u3genuu peanusoBaH MexaHM3M BoccTaHoBneHust dannos Dallas Lock npu c6osix n noBpexaeHusix.



3.2 CpeaocTBO KOHTPONA NOAKMIOYEHUSI CbEeMHbIX MaLUHHbIX HocuTenen
nHcpopmauun. CpeacTBO KOHTPOSIA OTHYXKAEHUA (NnepeHoca) uHdopmauum co
CbEMHbIX MaLIMHHbIX HOCUTenen uHdopmauumn

1. Vspgenve npegocTaBnsieT BO3MOXHOCTb ynpaBfieHUst UCNOSIb30BaHNEM MOAKITHOYAEMbIX MPOU3BOSIbHbLIX
CbEMHbIX MaLUWHHBIX HOCUTenen nHopMaLMmM Ha OCHOBE aHanmM3a paspeLLeHUin Ha NOoAKMYeHne K
KOHKpPETHbIM  MHTepdeincam BBoda (BblBoga) CpPeacTB  BbIYUCIIMTENbHOW  TEXHMKW, TUMOB
NoAKNtoYaeMbIX BHELUHMX MNPOrpaMMHO-annapaTHbIX YCTPOMCTB, KOHKPETHbLIX CHEMHbIX MalUMHHBLIX
HocuTenen nHdopmMmaunu.

2. W3penue ocyLecTBnsieT KOHTPOSb 3KCNOPTa AaHHbIX MOMb30BaTENS HA CbEMHbIN MaLLWHHbIA HOCUTENb
MHdopMaLnu.

3. N3penue KOHTponupyeT ncnosnb3oBaHne NHTepdencor BBoga (BbiBoga) MHdopmauum (B TOM Yncne Ha
CbEeMHblE MaLLVHHbIE HOCUTENN NHGOPMaLMK).

4. N3penvne obecne4vnBaet KOHTPOITb TUMNOB NOAKMNKYaeMblX BHEWHUX nporpaMmMHo-annapaTHbIX
yCTpOVICTB, a TaKkkKe KOHKPETHbIX Cb€MHbIX MalUMHHbIX HocuTenen VIH(*)OpMaLI,I/II/I.

5. B usgenum obecneyeHa BO3MOXHOCTb MaeHTUmMKaumm n ayteHtudmkaumm agmvHuctpatopa C3U
HC[ Dallas Lock 8.0-C go npegoctaBneHuss emy BO3MOXHOCTW MO yNpaBrieHWo, NPOCMOTPy ayauTa
6e30nacHOCTU 1 BbINOMHEHWUIO MHbIX AEWCTBUA NO aAMUHUCTPUPOBAHMIO.

6. B nsgenuu ocywectenaeTtca naeHTudukauusa yCTponcTB, B TOM YMCHE CTaLMOHAPHbIX, MOBUMNBbHBIX U
nopTaTMBHbIX, UOEHTUUKALNS HAaKoNMTenen nHopmauumn.

7. B wusgenun peannsoBaHbl Hagnexaiime MexaHu3mbl perncTpauun u npegynpexageHms (CurHanmsaumm)
0 COBbITUSAX, OTHOCALUMXCA K BO3MOXHbIM HapylleHusam 6esonacHocTu. MexaHuambl pervctpauum
NpegocTaBnsatoT YMNOMHOMOYEHHbIM Ha 3TO fMUAaM BO3MOXHOCTb BbIGOPOYHOrO O3HAKOMMEHUS C
UHdopmaumen o NPonsoLLEeALINX COBbITUSAX.

8. Vsgenue cogepXnT MexXaHM3Mbl reHepauun BPEMEHHbIX METOK, 1 (M) NPOMCXOANUT CUHXPOHM3aUWs
CUCTEMHOr0 BpeMeHn B MHOPMaLMOHHOW cucTeme.

9. B mnsgenuu ocyuecTnseTcs pasrpaHndeHne goctyna kK ynpasneHmio CKH 1 pexxnmom BbINOMHEHNS
dyHKUMIN 6e30nacHOCTU (KOHTPOMSI HAKONUTENEN) HA OCHOBE PONIEN YYETHbIX 3anvcer Nonb3oBaTenen.

10.B usgenum ocyulecTBnseTcss npeobpaszoBaHMe CMEHHbIX HaKOMUTENEN, OCHOBAHHOE Ha MpaBax
UCMNOMb30BaHNsS CbEMHBIX MAaLUMHHBIX HOCUTENEN NHopMaLMm1, Npy 3agaHnM KOTOPbIX UCMOMb3YHTCS
cnegytowme Tunbl gaHHbIx CKH:

e yaeHTUdMKALMOHHAs UHOPMaLUA CbEMHBIX MaLUMHHBLIX HOCUTENeW HdopMaLuu;
e WaeHTUdMKALUOHHAs UHOPMaLIUSA CPEACTB BbIYUCIUTENBHON TEXHUKN.
11.U3penvne npepocTaBnsieT BO3MOXHOCTb HACTPOWKM MpaB MCMONb30BaHWA CbLEMHOIMO MalUMHHOIO
HocMTens WHGOpPMaUMM C YCTaHOBMIEHHbIM cheuMasnbHbIM  NporpaMMHblM - obecneyeHmem (Ha
KOHKPETHbIX CpeACTBax BbIYUCMMTENBHON TEXHWKWU; KOHKPETHLIMW MOMb30BaTENsIMU; COYETaHWEM
CpPeacTB BbIYUCIUTENBHOW TEXHWKN U NONb30BaTenew).

12.N3penvne GnokvpyeT WHMOPMAaLMOHHbIE PECYpCbl CneuManu3npoBaHHOIO CbEMHOIO MaLLMHHOIO
HocuTens WuWHdopmaumym Ansg  JYTeHus  (3anucu) wmHdoOpMauuMu Npyv MNOMNbITKE  MOAKIHOYEHUS
crneunanM3mpoBaHHONO CbEMHOMO0 MALLMHHOIO HOCUTENs MHOpPMauun K CPeACTBY BblMUCITUTENbHON
TEXHUKM, Ha KOTOPOM HE YCTaHOBMEHbl KOMMOHEHTbl CPEACTBA KOHTPOMS CbEMHbIX MaLUMHHbIX
HocuTenen nHgpopmaumm (NporpaMmMmHoe obecneyeHne B3auMOLENCTBUS).

13.N3penve npoBepsieT NpaBa UCMNOMb30BaHNS CNeunanmM3npoBaHHOTO CbEMHOMO MaLUMHHOIO HOCUTENS
UHdOpMaUMM MpU NOMbITKE MNOAKMIOYEHUS Chneunanm3npoBaHHONO CbEMHOIO MALLUMHHOIO HOCUTens
UHGOPMaLMM K CpeacTBY BbIYUCIIUTENBHOW TEXHMKW, HA KOTOPOM YCTaHOBIEHbI KOMMOHEHTbI CpeacTBa
KOHTPOMS  CbEMHbIX MallVHHbIX  HOCMTenewW uHgopMauum (nporpammHoe  obecnevyeHve
B3auMOOENCTBUS).

14.N3penve npegoctaBnsieT OOCTyN K WHOpMauMM Ha Cneuvanu3npoBaHHOM CbEMHOM MalUVHHOM
HocuTene nHdopmaummn (ecnv NpoBepka nNpas gana NonoXuUTenbHbIA pe3ynbTaT) unn obecneynsaet
HeJoCTynHOCTb (BnoknpoBaHMe) uHOPMaUMM Ha CheuuannsMpoBaHHOM CbEMHOM MaLIMHHOM
HocuTene uWHgopMauum Ans  yTeHusd  (3anucu) wmHdopMauumn (ecnu  npoBepka npas Adana
oTpuuaTenbHbIV pesynbTarT).

15.N3penve pervctpupyeT cobbiTus 6e30MacHOCTW, CBA3aHHbIE C BbIMOMIHEHWEM CPEACTBOM KOHTPOIS
CbEMHbIX MaLLUMHHbIX HOCUTENen MHpopMaumm yHKUMIA 6e30MacHOCTU, U 3anuckiBaeT MHOpPMaL Mo
ayauTa 6e3onacHoCTM.



3.3 [epcoHanbHbIN MeXCceTeBOM IKpaH

1. Vspenne npepocTtaBnsieT BO3MOXHOCTb OCYLLECTBMATbL unbTpauuio ceTeBoro Tpadumka AaAns
oTnpaBuTenen wuHdgopmaumm, nonydatenen uHopmMauunm M BCeX onepauun nepemeLleHust
KOoHTponupyemon M3 uHdopmaumm k yanam nHgpopMaLMOHHON CUCTEMbI U OT HUX.

2. WNspenue obecneunBaeT pacnpocTpaHeHe chunbTpaLmm Ha Bce onepaumm nepemelleHms yepes M3
WHpopmaLmm K yanam nHpopMaLumMoOHHON CUCTEMBI.

3. Vsgenue ocyuwecTtBnseT unbTpaLmio, OCHOBaHHYH Ha criegyloLwmx Tunax atpubytos 6e3onacHocTu
CyOBbEKTOB:

e CeTeBOW agpec yana oTnpaBuTens;
e CeTeBOW agpec yana nonydarens.
4. Wsgenuve ocyuwecTBnseT UnbTpaLmio, OCHOBaHHYH Ha criegyloLwmx Tunax atpubytos 6esonacHocTu
WHpopmaLum:
e  CeTeBOW NPOTOKOI, KOTOPbIV UCNOMNb3yeTCcH ANs B3aMMOLENCTBUS;
e  TPaHCMOPTHLIN MPOTOKON, KOTOPbIA MCMOMb3yeTcs ANs B3aUMOLEMWNCTBUSA, MOPTbl UCTOYHUKA U
nony4arens B pamkax ceaHca (ceccun);
e paspeLlleHHble (3anpeLLeHHble) KOMaHAbl, pa3peLleHHbIV (3anpeLLeHHbIN) MOOUNBHBIV KOA;
e paspeLlleHHble (3anpeLLeHHble) NPOTOKOMbI MPUKIAaAHOIO YPOBHS;
e paspeLlLeHHoe/3anpeLleHHoe npuknagHoe MO (Npunoxexus).

5. Visgenue npepocTaBnsieT BO3MOXHOCTb SIBHO paspeluaTb WM SBHO 3anpelliaTb MH(OPMaLNOHHbIV
notok, 6asvpyscb Ha ycTaHaBnuBaemblx agmuHucTpatopom MO Habope npasun cunbTpauum,
OCHOBaHHOM Ha MAEHTUUUMPOBaHHbIX aTpmnbyTax.

6. V3pgenue npepoctaBnsieT BO3MOXHOCTb OCYLLECTBMASATb MONUTMKY (punbTpauum NakeToB C Y4ETOM
ynpaBnsoLwmx KOMaHa OT B3anMmoaencTeyoLwmx ¢ M3 cpeacts 3awmtbl MHOpMaLmMmn gpyrnx BUOOB.

7. B n3genun BO3MOXHO OCYLLECTBMATL MPOBEPKY KaXAoro naketa no Ttabnuue cocTosHun Ans
onpeferneHnst Toro, He NPOTMBOPEYUT TN COCTOsIHUE (CTaTyc, TWMN) NakeTa OXXMOAEMOMY COCTOSIHUIO.

8. B u3genun peanv3oBaHa BO3MOXHOCTb OCYLLECTBMSATb MPOBEPKY MCMOSb30BaHUA CETEBLIX PECYPCOB,
cofepXallmx MoOOUMbHBIN Kog, 4N KOTOPOro agMMHUCTpPaTopoM M3 ycTaHOBMNEHbI pa3pelunTenbHble
Unn 3anpeTuTenbHble aTpubyTel 6e3onacHocTn. Bo3aMOXHO KOHTpONMpoBaTh (paspeluaTb/3anpeLlarb)
UCMnonb30BaHNe CETEBLIX PECYPCOoB, coaepxawmx PDF v cneaytowme Buabl MobunsHoro koga: ActiveX,
Flash, JScript, VBScript, PostScript, Java.

9. Onsa agmuHucTpatopa M3 peannsoBaHa BO3MOXHOCTb MOAMMULMPOBATL, yAansiTb pa3peLunTernbHble
n (unu) 3anpeTutenbHble aTpnbyTbl 6e30NacHOCTM ANS UCMOMb3yeMbIX NOMNb30BaTENSIMU OTAENbHbIX
KoMaH. Bo3MOXHOCTb OCyLLeCTBNATL MPOBEPKY MCMONb30BAHUSA MOMb30BATENAMU TaKMX KOMaHA.
Takke KOHTponupoBsaTb (paspeluaTb/3anpeLLaTb) UCnonb3oBaHue criefyLwmx KoMmaHa: arp; ipconfig;
getmac; nbtstat; netsh; netstat; net; nslookup; pathping; ping; route; telnet; tracert.

10.B wm3genumn BO3MOXHO paspellatb Unu 3anpewiatb MH(OPMAUMOHHBIA MOTOK, OCHOBLIBASACH Ha
pesyrnbTaTtax NPoBEpPOK B COOTBETCTBMM C N.7.

11.B n3pgenun peannsoBaHa BO3MOXHOCTb OCYLLECTBNATb PUNbTPALIMIO NAKETOB C Y4ETOM YNPaBMsitoLLnX
KOMaHp, oT B3anmogemncTByoLwmx ¢ MO cpeacTB 3awwmuTbl MHOOpMaLMnM ApYrMx BUOOB, OCHOBAHHYHO Ha
aTpmbyTax, yKasbIBalLLMX Ha NPU3HaKK HapyLleHus 6e3onacHOCTV B MHhOpMaLuumn CETEBOMO Tpaduka.

12.N3penve paspelwaer MH(OPMAUUOHHBLIA MOTOK, €CnuM 3HadeHuss aTpubyTtoB 6esonacHocTw,
YCTaHOBIEHHbIE B3aMMOLEWNCTBYIOLLMMW CPEeACTBaMU 3almThbl MHpOpMaUumM ANt KOHTPONMPYeMOro
CEeTEBOro Tpadmka, ykasblBaloT Ha OTCYTCTBME HapyLLeHWn 6e30nacHOCTM MHbopMaLun.

13.N3penve 3anpelwiaer MHAOPMALMOHHLIA MOTOK, €CnM 3HadeHuss aTpubyTtoB Oe3onacHocTy,
YCTaHOBIEHHbIE B3aMMOLENCTBYKLUMMWN CPeACTBAMU 3aLLMTbl MHOPMaLUKU ANs KOHTPONMPYeMOro
CeTeBOro Tpadomka, ykasblBaloT Ha Hanu4mMe HapyleHuin 6e3onacHoCT MHopMaLnn.

14.B nsgenuun peannsoBaHa BO3MOXHOCTb BblOOpa COBOKYMHOCTM COObITUN, MOABEPraoLLNXCA ayauTy, 13
COBOKYMHOCTW CODLITUI, B OTHOLLEHWNM KOTOPbIX BO3MOXHO OCYLLECTBMEHUE ayauTa. M3bmpartenbHoCcTb
aygouTa 6asumpyeTcst Ha crneyoLmMx BO3MOXHbIX aTpubyTtax:

e uvaeHTudukaTop o6bEKTa;

naeHTudmkaTop nonb3oBaTtens;

naeHTuukaTop cyobekTa;

VN cobbITus;

unun gpyrve aTpuoyTol.

Bo3moxHO BbIOpaTh kakue Tunbl cobbiTuii MO 6yayT pernctpmMpoBaTthCs:



e 0bOHapyxeHue mobunbHoro koga (ActiveX, Flash, JScript, VBScript, PostScript, Java);
e OOHapyxeHue 3anpeLleHHbIX BMOXEHWI (aHanmM3npyeTcs NpuUcyTCTBME M3BECTHbLIX MPOTOKONOB,
peknambl, Meana-koHTeHTa, PDF);
e  BbINOMHEHNE KOMaHA.
15.B usgenuun peanusoBaHa perncTpaumsi 1 y4eT crieaytoLmx cobbITuii:

e  3anycK W 3aBepLUeHne BbINOMHEHUSA (PYHKLMI ayauTa;
e pesynbTaTbl BbIMNOMHEHUSA MPOBEPOK MHAOPMALUKN ceTeBOro Tpaduka;
e  3anuCb HOBOTO 3HAYeHWsI NOOON N3MEHSEMON NONMTUKM/NapameTpa.

16.B n3genun Bo3aMoXXHa NOAAEPKKa ONpeaerieHHbIX ponen no ynpasnexHmio M3.

17.B n3genun peanusoBaHa BO3MOXHOCTb CO CTOPOHbl agMuHUCTpaTopoB MO ynpaBnsitTb pexXumMom
BbINoNHeHUs yHKumMn 6esonacHocTn M3.

18.[0na agmuHucTpatopa MO peanu3oBaHa BO3MOXHOCTb MOAMULMPOBATb, YAANATb pa3peLlmTenbHbie
n (Mnun) 3anpeTuteneHble aTpubyThl 6€30MacHOCTN NCNOMNBb30BaHUS CETEBbLIX PECYPCOB, COAEPKALLNX
oTAenbHble TUMbI MOBMBLHOIO KoAa, Ans ocywecteneHms MO dunbTpaunn.

19.lns agmuHucTtpatopa MO peanu3oBaHa BO3MOXHOCTb Ha3dHayaTb MoaAudMUMPOBaTb, yOansATb
paspelumTenbHble 1 (Mnu) 3anpeTutenbHble aTpnbyTbl 6e30nacHOCTY ANA NPUKNagHOro NPOrpaMMHOro
obecneyeHus (NPUNOXEHNI) C LEenblo NOCNeayLWwero ocyLecTBneHnsa unstpaumm.

20.B wusgenum ecTb BO3MOXHOCTb BEAEHUS [ANA KaxAoro Tuna MEeCT pacrofioXeHus ysna C
yCTaHoBMeHHbIM M3 oTaenbHbIX Npodunen NpoBepPoOK.

21.B ns3genunn ectb BO3MOXHOCTb U3MEHEHNs1 06nacTu 3Ha4YeHn MHpopMaLmMm COCTOSIHUSE COeAMHEHUS CO
CTOPOHbI aAMUHUCTPATOPOB MEXCETEBOro akpaHa. ¥ agMuHMCTpaTopa eCTb BO3MOXHOCTb 3aBepLuath
ceTeBble COeaNHEHNs U3 Tabnuubl COeANHEHUN.

22.B n3genvn ectb BO3MOXHOCTb NPUCBOEHUS MPOUNAM NPOBEPOK AOMYCTUMBIX 3HAYEHUW, TakuxX Kak
npochunb NPOBEPOK AMst UCNOMb30BaHWS BHYTPU MHAPOPMAaLMOHHON CUCTEMBbI, MPOdnIb NMPOBEPOK AN
ucnonb3oBaHva 3a npegenamum WHAOOPMAUMOHHOW CUCTEMbI M OPYrMX AOMYCTUMbIX Mpodunen
npoeepok. PeannsoBaHbi:

e  BO3MOXHOCTb CO34aHus npodunen, Boibopa 1 HasHayveHus Npoduns HacTpPoek onpegeneHHbIM
(HamgeHHbIM) ceTaAM, B TOM Yncne npu obHapy>KeHUM HOBOW CeTu;
e  BO3MOXHOCTb pefaKkTMpoBaHUA Npodurien HacTpoek;
e ayauT cboeB B NCMOMb30BaHUN MEXaHN3Ma BeOeHUA OTAENbHbIX MPOUIen NpoBepok (npumep
cbos: Npochunb He HaWAEH U MPUMEHEH NPOdUIb MO YMOMYaHWUL0).
Mpocunun BbIOMpatoTCcs kak MUHMMYM no |IP-agpecy Tekywero agantepa. KonvdecTtBo npodounei,
paBHOoe 8, MOXHO cuuMTaTb AocTaTouyHbiM. [lpodunu (kpome npodung no yMonyaHwu) MoryT
nepenMeHoBbLIBaTLCS.

23.B u3genun ecTb BO3MOXHOCTb MPUCBOEHUS MHAOPMAaLUU COCTOSIHUS COeAUMHEHUs [ONYyCTUMbIX

3Ha4yeHun. B kayecTBe OCHOBHbLIX COCTOSIHUI A5l CETEBOro Tpaduka UCNoMb3yTCa criegyouime:
e  yCTaHOBMNEHWE COeAVNHEHNS;
e  1CMONb30BaHUEe CoegUHEHNS;
e 3aBepLUeHMEe COeaVNHEHNUS.
Mpu 3TOM Kaxabli HOBLIA MAKET MPOBEPSETCSH MEXCETEBLIM 3KpPaHOM MO Tabnuue COCTOSHWIA Ans
onpegerneHnst Toro, He NPOTMBOPEYUT I COCTOSIHUE NaKeTa OXXMAAEMOMY COCTOSHMIO.
24.Peann3oBaHa BO3MOXHOCTb perucrpauum cb6oeB B MCMNONb30BAHUW MexaHu3Ma BedeHusl Tabnuubl
COCTOSIHUN.

25.0na  Kaxgoro coeguHeHusi obecnednBaeTcst BedeHWe Tabnuubl COCTOSIHWIA, OCHOBaHHOW Ha
WHGOPMaLIMM COCTOSTHUS COEAMHEHMS N UCNOSIb3YEMON NMpU BbIMONTHEHWMN NPOBEPOK ANs 0bHapyKeHus
aHoMarbHbIX MaKkeToB, HE COOTBETCTBYIOLLMX TEKYLLEMY COCTOSAHUIO COEANHEHNS.

26.Peanu3oBaHa BO3MOXHOCTb NnepexBaTa MakeToOB Ha CETEBOM YpPOBHE U MPOBEPKUM UX Ha npeameT
paspeLLeHHOCTH MO CYLLECTBYIOLLMM MpaBunamMm MexXceTeBoro akpaHMpoBaHus. JononHUTENBHO HYXHO
COXPaHsATb TPEK KaXaoro coeanHeHus: B Tabnumue cocTosiHUi. [leTanu Tabnuupbl BKOYaoT:

ceTeBon agpec (IP-agpec) UCToYHUKa;

ceTeBon agpec (IP-agpec) nonyyartens;

HOMepa NopTOB;

WHopMaLNO COCTOAHUS COeAUHEHUS.

27.B n3genun peanunsoBaHa BO3MOXHOCTb obecrneyeHusi nepexoda B pPeXum aBapuUMHOW MOAOEPXKKM,
KOTOPbIN NpefocTaBnsieT BO3MOXHOCTb Bo3Bpata M3 K wTaTHOMY pexmMy YHKLUMOHUPOBaHMS.



28.B n3genuu peanu3oBaHa BO3MOXHOCTb TECTUPOBAHUS (CaMOTECTUPOBaHUSA) dyHKLMA 6e3onacHOCTH
M3 (KOHTpOrb LLEeNOCTHOCTN NcnonHsemoro koga M3).

29.B usgenumn peannsoBaHa BO3MOXHOCTb NpWU HapylleHun npasun M3 nokasbiBaTb NpegynpexgatoLlee
coo06LLeHne Nonb30BaTento.

30.B u3genun peanunsoBaHa (yHKUMOHANbHasi BO3MOXHOCTb MH(OPMMPOBaHUA (3anncb B >KypHan,
BCMnnbiBatowee cooblieHne u coobuweHne Ha Cepsep 6esonacHocTn C3M HCI) o BO3MOXHOCTU
OGHOBIEHNST CUrHaTYp.

31.B nsgenuu peanu3oBaHa BO3MOXHOCTb 3aaBaTb U aHanNu3MpoBaTb KOMaHAOHYK CTPOKY (Ons rubkon
HacTpowku npasun M3).

32.B nspenun peannsoBaH BbIBOA BCMMbIBAKOLLErN0 AETANM3MPOBaHHOIO yBeaOMMAeHUs npu 6roknposke
KOHTEHTa.

33.B usgenuu peanusoBaHa (PyHKLMOHaNbHas BO3MOXHOCTb «NakeTHOro» ynpasneHus npasunamm M3,
KoTOpas no3sonsieT hopMnpoBaThb U NPUMEHATb OTAENbHbIE rpynnbl npasun M3.

34.B n3genun peanusoBaH punetp HTTP 3aronoska, KOTOPbIN NO3BOMSET BbINOMHATL XXYpHanMpoBaHue,
©nokmpoBKky coeanHeHus ¢ aHoManbHbiMn HTTP 3aronoskamu.

35.B n3genuu peanusoBaHa yHKLMOHaNbHasi BO3MOXHOCTb akTuBauum 6onee xecTkmx npasun M3 npu
OTCYyTCTBMM Ha 3awmwaemoM TC aHTMBMpyca, OOHOBMEHWMA WM MPU  HapYLUEHUU KOHTPOIS
LLeNTOCTHOCTM.

36.B n3genun peanusoBaHa yHKLMOHaNbHasi BO3MOXHOCTb Ucrnonb3oBaHns DNS-MeHn BMecTo npasun
IP-agpeca npu HacTponke npasun M3 gna obecneyeHuss paboTel npaBuna npu cmeHe IP-agpeca
pecypca.

37.B nsgenuu peanv3oBaH MHTEPAKTUBHBINA PEXUM 00y4eHus npu popMmpoBaHun npasun M3.

38.B n3genuu peanusoBaHa nonutunka «bnokuposka QUICH.

3.4 Cwuctema oGHapyXeHUsi BTOpXXeHUM!

1. B u3genun nmeroTcsa cpefcTBa aBTOMaTU3NpPoOBaHHOrO 06HOBNEHMA a3kl peLuaroLwmx npasus.

2. B u3pgenun nmeetcs BO3MOXHOCTb OOHOBMNEHUSA 6asbl peLuatoLL X NpaBui ToNbKo aagMUHUCTpaTopam 1
nonb3oBaTensim.

3. Moaynb COB nmeeT rpacmnyecknit HTEpdenc agMMHUCTPUPOBaHUS.

B nsgenun peanusoBaHbl MeXaHW3MbI NIOKANBHOMO M yaaneHHoro agMmuHuctTpuposaHus COB.

5. B usgenum agmuHuctpatopam 6Ge3onacHOCTM (M TONMbKO MM) MNPEedOCTaBMASETCA BO3MOXHOCTb
MoaudmumpoBaTe pPeXuM BbINOMHEHUS (DYHKUWUA, CBA3AHHbIX C BHYTPEHHUM nNpeacTaBleHnem
BpeMeHn, co cbopom AaHHbIX 0 cucteme VT, nx aHanm3om 1 OTBETHbIMU peakLUAMU.

6. B v3genun ynonHoMoyeHHbIM agMuHUCTpatopam ©Oe3onacHocTM (M TONMbKO MM) NpefocTaBnsAeTcs
BO3MOXHOCTb 3a/laHusl, a Takke 3anpoca, UsmeHeHusi, Moandukaumu, yaaneHns N O4UCTKU 3HAYEHUN
Mo YMOMYaHuIo.

7. B usgenuu nogaepxuBaroTcd cnegyowme ponu ansa ynpasneHus mogynem COB:

e agmwuHucTpaTop Ge3onacHocTy;
e nonb3oBaTens UNC;
e aaAMMHMCTPATOp cepBepa.

8. B mnzgenuu obecneveHa BO3MOXHOCTb acCOLMMPOBaTL Nosib30BaTeNeln C PoNsiMu.

9. B uspgenum obecneyeHa BO3MOXHOCTb BbIMOMHATbL aHanm3 cobpaHHbiXx gaHHbix COB o ceTeBom
Tpachuke B pexume, 6nmskom K peanbHoOMy macwTtaby BpemeHu. ObecnedyeHa BO3MOXHOCTb MO
pesynbTaTtaM aHanu3a uKkcMpoBaTh CriegyHoLLyo MHOPMaLMIO:

e [aTy v Bpems, pe3ynbTaT aHanuaa, Tun AaHHbIX, NOeHTUMUKATOP NCTOYHUKA AaHHbIX;
e  MPOTOKON (MexaHu3Mm), UCMoMb3yeMbl A5 MPOBEAEHUSA BTOPXKEHNS;
e ngeHTUmkaTop cydbekTa BTOPXKEHUS, naeHTudurkaTop obbekTa BTOPKEHMS.

10.B wusgenuu peanu3oBaHa BO3MOXHOCTb BbIMOMHATb Ccreaylwme QYHKUMUM MO aHanmsy BCex

nony4deHHbIX gaHHbix COB:
e obHapyxuBaTb BTOPXEHUSA B pexume, ONM3KOM K peanbHOMYy mMacliTtaby BpeMeHu Ha ypOBHe
OTAENbHBIX XOCTOB (nokanbHbix y3noB MC) nytem aHanusa ceTeBoro Tpadmka 6e3 notepu
AaHHbIX ANs aHanuaa;
e obHapyxuBaTb BTOPXEHUS Ha YPOBHE OTAENbHbLIX XOCTOB (foKanbHbIX y3nos VIC) nytem aHanuaa
XypHanos cobbiTun OC u npuknagHoro [MO.
11.B cnyyae o6GHapyXeHWss BTOPXEHUM W HapylWeHUn ©0e30nacHOCTU u3genve npeanpuHuMaeT

»



cnegyroline OencTeums:

e  OCYyLLeCTBUTb (omkcauuo chakta obHapyKeHUs BTOPXKEHWUN WU HapyleHun 6e3onacHocTu B
XypHanax aygura;

e yBEOOMUTb agMUHUCTpaTopa Ge3onacHoCTU 06 OBOHapyXEHHbIX BTOPXEHMSX WU HapyLLUEeHUAX
6e3o0nacHOCTU C MOMOLLbIO BU3yarbHOro OTOGpaXkeHWsi COOTBETCTBYHOLLEro cooblieHus Ha
KOHCONW ynpaBrieHus 1 NoAayun 3ByKOBOrO CUrHana, a Takke coobLLeHUs No 3NeKTPOHHOM NOYTE;

e BnokupoBsaTh IP-agpec atakyloLero B Te4eHMn 3a4aHHOro BpeMEHH.

12.B v3genuu peanunsoBaHa BO3MOXHOCTb OMpedeneHusl OrpaHuveHun cnegylowmx AaHHbIX TOMNbKO
agMuHUCTpaTopoM 6e3onacHOCTU:

® pasmep XpaHUMbIX XXYpHanoB;

e Bpems bnoknpoBku IP-agpeca atakytoLlero.

13.B u3agenuu npegnpuHnmaloTca cneayowime OenNcTBust Npu AOCTUXEHUM U NPEBbLILLEHUN AaHHBIMU
orpaHunyeHun COB, ycTaHoBNeHHbIX B TpeboBaHumn 12:

e  poTauud XXypHanoB Npu NpPEBbLILLEHUN pa3Mepa XPaHUMbIX KYPHAIOB;

e pasbnokvpoBka |P-agpeca artakywwero npuv uctedeHun BpemeHu OnokupoBku |P-agpeca
aTakylLlero.

14.B nspenun peanu3oBaHa BO3MOXHOCTb FeHepuMpoBaTb 3anuCb ayguTa Ans cregylowmx cobbitun,
NnoTeHUManbHO NoABepraeMbIix ayauTy:

e  3anyck v 3aBepLUEHUE BbINONIHEHMS (DYHKUWIA ayauTa;

e BCe COObITMS, NOTEHLManNbHO NOABEpPraemble ayguTy, Ha HeonpedereHHOM YpPOBHe ayauTa
(MUHMManbHBIN, 6a30BLIN, eTaNU3NPOBAHHLIN);

e poctyn k COB;

® YyTeHue MHdopmauun 13 3anucemn ayamTa;

e HeycCrelHble NOMbITKN YuTaTb MHAOPMALMIO 13 3anncen ayauTa;

e BCE MOAuUMMKaLMM pexnma BbINONHEHUA PYHKLMI, CBA3AHHBLIX CO COOPOM [aHHbIX O CUCTEME
WUT, ux aHann3om n OTBETHBIMWU peakumsamu;

e Bce Moaudukaumm gaHHbix COB, gaHHbIX ayguTa u Bcex npoymx gaHHbix COB;

e MoamduKaLms rpynnel Nofnb3oBaTenemn — UCNOMHUTENEN POnK;

e  BbINOMTHEHWE U pPe3yNnbTaTbl CaMOTECTUPOBaHMSA koMnoHeHToB COB.

15.B n3genun peannsoBaHa BO3MOXHOCTb PEMMCTPMPOBAaTL B KaXJoW 3anvcu ayauta, no MeHbLUEN Mepe,
cnegyoLwyo MHdopmaumio:

e [farta v Bpemsi, Tun cobbiTus, naeHTudmukaTop cydobekta u pedynbtaT cobbiTusa (YCnewHbli nnm
HeycneLHbIn);

e NS K&XOOro Tuna cobbITni, NOTEHUMANbHO NOABEPraeMblX ayauTy, U3 Yncra onpeaeneHHbIX B
YHKUMOHANbHBLIX KOMMOHEHTaX, PErMcCTPUPYKTCS Crneayloline napameTpbl: ugeHtundukaTop
obbekTa, BMA 3anpalimBaemMoro A0oCTyrna Mnpu coObITUKM 3anycka U 3aBepLUEeHUsT BbINOSTHEHUS
dyHKUUn ayguTa, npu goctyne k COB;

e ugeHTUcmkatop nomnb3oBaTens npuv cobbITMM MoaudmKauMm rpynnbl  Monb3oBaTenen —
UCMNONHMTENEN PONN.

16.B nsgenun peanmsoBaHa BO3MOXHOCTb NPeAOCTaBNSATb aAMUHUCTPATOpy 6€30NacHOCTU NPaBo YnTaTb
BCE [aHHble ayauTa 13 3anucen ayaura.

17.B w3pgenuu peanu3oBaHa BO3MOXHOCTb 3anuMcu ayguTa B Buae, MO3BOMSIOWEM MOMb30BaTENO
BOCMPUHMMATb COAEPXKaLLYOCS B HUX MHGDOpMaLUKIO.

18.B wnsgenun peanu3oBaHa BO3MOXHOCTb acCOLMMPOBATbL Kaxdoe CcoObiTue, MNOTeHUMansHoO
nogsepraeMoe ayauty, C WAEHTUMUKATOPOM MONb30BaTENSA, KOTOPbIA Obll MHMLMATOPOM 3TOro
cobbITus.

19.B n3penun peanu3oBaHa BO3MOXHOCTb 3arnpeTa BCEM MONb30BaATENSAM AOCTyMNa K YTEHUIO 3anucen
ayauTa, 3a UCKITIYEHMEM MONb3oBaTenen, KOTOpbIM SSBHO NpeaoCcTaBfieH AOCTYN AN1S YTEHMS.

20.B n3genuu npegocTaBnsaeTca BO3MOXHOCTb BbIMOMHATL NMOUCK, YNOPSiA0YMBaHME, COPTUPOBKY AaHHbIX
ayanTa, OCHOBaHHYIO Ha CriefyoLwmx atpubyTax:

e [arta u Bpems;

ngeHTudurkaTop cyobekTa;

TN cobbITUS;

pesynbTaTt cobbITUA (YCNELHbIN / HeyCneLHbIN);

Jgencreue.

21.B n3genuu BbINONHAETCS (byHKLI,MFl caMoTeCTnpoBaHUA nNpu 3anycke no 3anpocy yrnosIHOMOYEeHHOro



nonb3oBaTens Ans AeMOHCTpaLumM NpaBUIbHOro BbINONHEHUA dyHKUMIA Ge3onacHocT COB.

22./3penne npepoctaBnseT BO3MOXHOCTb  YMNONIHOMOYEHHbIM MOMb30BaTENAM BepudULMpPoBaTh
LeNTOCTHOCTb AaHHbIX hyHKLMI 6GesonacHocTn COB.

23.B unsgenum npepoctaBnseTcs BO3MOXHOCTb YMOSIHOMOYEHHbLIM MOfb30BaTeNnsiM BepnuLnpoBaThb
LeNIOCTHOCTb NpPOorpaMMHOro koaa yHkumi 6esonacHoctn COB.
24.06ecneyeHa BO3MOXHOCTb cobupate MHGOPMaLMIO O CETEBOM Tpaduke, NpoxoasiuemM yepes y3nbl
ceTu:
WH(popmMaLms O ceTeBbIX agpecax;
UHpopmaumsa 06 ncnonb3yemblx nopTax;
MHGOPMaLNS O 3HAYEHUSAX MOSIEN CETEBOIO NakeTa;
nHpopmaums 06 annapaTHbIX agpecax yCTPONCTB;
WHpopmaums 06 naeHTudunkaTopax NPOTOKOMOB;
MHdopMaLUmsa 0 pa3mepax NakeToB.
25.B usgenum obecneveHa BO3MOXHOCTb COBUPATbL MHPOPMALMIO O CriegyroLLmMX COBbITUSAX Ha y3nax ceTu:
e coObITUA, perncTpmpyemble B XXypHanax ayguta: OC, npuknagHoro nporpaMmmHoro obecneveHus;
e  BbI30B (OYHKLMIA;
e obOpalleHune K pecypcam.
26.B n3genun peanusoBaHa BO3MOXHOCTb COOUpaTh M PErMCTPMPOBATL CrEeAYLLYI0 MHGOPMAaLMIO:
e [aTty v BpeMms cobbiTus;
e  TWN cobbITUS;
e ugeHTUmukatop cybbekra.

27.B nsgenuu peann3oBaHa BO3IMOXHOCTb BbINMOJIHATbL aHal1n3 CO6paHHbIX AaHHbIX C LUeNblo o6Hapy>|<eHV|9|
BTOp)KeHI/IVI C ncnonb3oBaHMeM CUrHaTypHbIX 1 3BPUCTUYHECKNX MeTOOOB.

28.B uzgenuu peanusoBaHa BO3MOXHOCTb BbINOMHATL aHanm3 cobpaHHbIX AaHHbIX C LIENbo 0OHapyKeHns
BTOPXEHWN C WCMONb30BaHMEM 3BPUCTUYECKMX METOOO0B, OCHOBaHHbIX Ha MeTodax BbIsIBNEHMS
aHoMarnuin ceTeBoro Tpaduka, MeToaax BbiSIBNEHUS aHOManun B AencTBmsix nonb3osatens VC.

29.B nsgenuu peann3oBaHa BO3IMOXHOCTb BbIMOJIHATb aHal1n3 CO6paHHbIX AaHHbIX C LUEeNblo o6Hapy>|<eHM;|
BTOp)KeHI/IIZ C ncnosb3oBaHMem 3BpPUCTUHECKMNX MEeTOO0B Ha 3a4aHHOM ypOBHe.

30.N3penune nveeT mexaHn3Mbl OOHapPYXeHWUS BTOPXKEHWUI HAa OCHOBE aHanusa crnyxebHon nHhopmaumm
npotokornoB cetesoro yposHs (ICMPv4, ICMPV6, IPv4, IPv6) un TpaHcnopTHoro yposHsa (UDP, TCP)
6a30B0OI 3TaNOHHOW MOAENV B3aNMOCBS3UN OTKPbITbIX CUCTEM.

31.B nsgenuu peanv3oBaHa BO3MOXHOCTb onpegeneHus nogmeHsl IP-agpeca n 6nokuposka IP-donyaa.
32.B nsgenuu peanv3oBaHa BO3MOXHOCTb BIIOKMPOBKU y3NnoB, ckaHmpyowmx MK B cetu.
33.B n3genuu peanvsoBaHa BO3MOXHOCTb BbISIBIEHMS aTaK, HAanpaBfeHHbIX Ha OTKa3 B 00Ny>XMBaHUW.

34.B wu3pgenuu peanusoBaHa BO3MOXHOCTb OMpederieHusi chnucka TUNOB artak, KoTopble 6yayTt
OnokmpoBaTbcsl.

35.B nsgenuv peannsoBaHa BO3MOXHOCTb CO3faHusl cO6CTBEHHbIX curHaTyp COB.

36.B mn3genuu peanu3oBaHa BO3MOXHOCTb GrOKMpPOBaTb HEOOBEPEHHbIE MPUMOXEHWUS, HE MMetloLme
LMdpoBOM NOANMUCH.

37.B nsgenuu peanv3oBaHa BO3MOXHOCTb AOBEPUS MPUITOXKEHMAM, UMEKOLWUM LMEPPOBYIO NOAMMUCH.
38.B nu3genuu peanvsoBaHa BO3MOXHOCTb HACTPOMKN CNUCKA YA3BMMbIX NOPTOB.

39.B n3genuu peann3oBaHa BO3MOXHOCTb Bbl60pa KOMMOHEHTOB, pa3pelleHHbIX AnA UCNoJib30BaHUA Ha
MK.

40.B nsgenun peanusoBaHa BO3MOXHOCTb BbisiBNeHMs nonbiTok MO 3anucbiBaTh AaHHbIE B CUCTEMHBIN
peecTp 1 obpalleHns K KpuTudeckum oobektam OC.

41.B nagenun peanvaoBaHa BO3MOXHOCTb HACTPOWKN «4YBCTBUTENBHOCTMY ONnpeaerieHuns aTak.

42.B nspgenvn peannsoBaHa BO3MOXXHOCTb HACTPOMKM UCKIIOYEHUI NS JOBEPEHHbIX Y310B, C KOTOPLIX He
OyneTt obHapyxnBaTbCs aTaka.

43.B n3genuu peanv3oBaHo MacknpoBaHue gatymkos COB.

44.B v3pgenun peanu3oBaH KOHTPOSb LienocTHocTh 6asbl pelatowmnx npasun COB (curHaTyp XypHarnos,
Tpaduka).

45.B usgenuu peanusoBaHa BO3MOXHOCTb COXPaHEHUS OTPUNLTPOBAHHOW MHOpMaLun 13 XypHanoB
nocre NpUMeHeHnst unbTpaLmm.

46.B nagenuu peanusoBaHa (pyHKLMOHanNbLHasi BO3MOXHOCTb «be3onacHas cpepa» (BC), no3sonsiowas



3anyckaTb M NpoM3BOAMTb paboTbl C MPOrpaMMHbIM obecrnevyeHnem B U30NMPOBaHHON, 3aLlLULLIEHHOW

cpene 6e3 BHeceHus nameHeHun B ocHoBHyto OC, nposepaTb MO Ha onacHble OENCTBUA C LENbio

onpefeneHns cTeneHn JoBepust K HeMy 1 hOpMMPOoBaThb OTHET O AeATenbHOCTU nporpammel. OTyeT

COCTaBnseTCA C NpaBamMu JOCTYnNa, UCKIYaoLWLMMN BO3MOXHOCTb peaakTupoBaHus danna. B otyete

oTobpaxeHo cneayoLlee:

KpaTkasi cBOAKa O NOTEHUMansHO-BPEAOHOCHbIX AENCTBUSAX;

oueHka 6e3onacHOCTU NPUNOXeHUs, danna Unu CCbirku;

NnofHoe HaMMeHOBaHNEe O CUCTEME;

noapo6HOe CoCTaBneHne OTYETOB/XKYpPHAIIOB O pe3ynbTaTax NPOBEPKU.

47.B vn3genun peannsoBaHa BO3MOXHOCTb MMMOpPTa M Nocrneaylwero o6HOBMEHNS «YEPHOrO Crucka»
URL agpecoB 13 BHeLLHero «*.ixty cdanna.

48.B n3genuu peanv3oBaHa BO3MOXHOCTb 3almTbl cnyxbel COB oT HeaBTOpM3npoBaHHOIO OCTaHoBa.

49.B usgenvn peanunsoBaHa yHKLMOHarNbHas BO3MOXHOCTb 3ajaBaTb M aHanM3mpoBaTb KOMaHAHYHO
CTPOKY Ansi NpoLeccoB Ans rmbKowm HaCTPOMKKN NpaBumn XypHanos npunoxeHunin COB.

50.B usgenumn peanusoBaH BbiBOA U3 kdwa DNS-umMeHn BHeLWHero pecnoHAeHTa npy Hanuuum Takow
WHpopMaLMm B OTNPABMAEHHbIX UM NMPUHSTLIX OaHHbIX.

51.B nsgenumn peanusoBaHa OyHKUMS CAMOTECTUPOBAHNS KOHTPOMS NPUMOXKEHNN.

52.B n3genun peanu3oBaHa yHKLMA aBTOMATUYECKOro 3arnycka npunoxexun B bC B cnydae, ecnv oHu
nomny4yeHbl C CanToB ceTn VIHTEpHeT.

3.5 CepsBep KoHduUrypaumm

1. B v3genun peanusoBaHa GyHKuua cbopa no cetu u obpaboTkm mHPopMaLMM O MPOrpaMMHOM
obecneyeHnm MK ¢ yctaHoBneHHbIM Dallas Lock 8.0.

2. B w3genun peanusoBaHa QyHKUMS OTCNEXMBAHWS W3MEHEHWA B YCTaHOBMEHHOM MNpPOrpamMMHOM
obecneyeHnmn Ha KNneHTax.

3. B usgenuu peanuaoBaHa dyHKLMSA duKcaumm cobbiTUin NOACUCTEMbBI CKAHUPOBAHUSA KITMEHTCKOW YacTy
B XypHane CK. ®dukcupyloTca criegyrowime Tunbl CobbITUIA:

CKaHupoBaHue;

pefakTupoBaHne napameTpos;

3arpy3ka NacnopTta NO co CbEMHOro MaLLMHHOIO HOCUTENS;

CUHXpOHM3aLma MacnopToB KNMeHTa.

4. B nsgenuu peanu3oBaHa PyHKUMSA dunbTpaumm cobbiTui, 3adUKCPOBaHHbBIX B XypHane ynpasneHus
nonuTUKamMu, No TNy 1 pesynbTaTy.

5. B n3genuu BbINOMHAETCS KOHTPOIb U hrKcaumns COCTOSHUSA NPOrpaMMHON cpeabl.

6. B wusgenuu peanusoBaHa QYyHKUMOHANbLHasa BO3MOXHOCTb cpaBHeHus [lpoekta nacnopTta u
3aBepeHHoro acnopTa, 3aBepeHHbIX NacnopToB B pamMKax OAHOTO KNMeHTa.

7. B wnsgenun peanusoBaHa dyHkumsa bopmupoBaHus NpoekTta nacnopta MO, Macnopta IMO.

8. B u3genuu peanusoBaHa dyHKuns ytBepxaeHusa [Nacnopta MO ¢ nomMowbo YCTAHOBKM MPOCTOM
3NEeKTPOHHOW NOAMNMUCH.

9. B usgenuu peanusoBaHa yHKUNS CO34aHUA U peaKkTUpoBaHus npae yvyeTHbIX 3anucen CK.

10.B wmsgenuu peanu3oBaHa QyHKUMOHANbHAA BO3MOXHOCTb XpaHEHUA AaHHbIX O cocTosiHum [10
KnNneHToB B Gase AaHHbIX MPOrpaMMHOro mogyns. Msgenve obecnedvBaeT XpaHeHue creayowwmx
OaHHbIX:

e CBEOEHUs O KIUEeHTax;

e CBe[eHus O nepcoHarne Kkomnnekca:

e nacnopta MO KNMeHTOB C aNeKTPOHHOM noanucbio KoHTponepos (MHopmaunsi 06 M3MeHeHNsIX
coctaga 10 n ncnonHsembix dannax);

e uHGpopmaums o MO.

3.6 O6wwme 3apgaum cywecTBylowmnx nogcuctem C3U HCA

1. Uspenune MoOXeT KOHTPONUPOBATL U ONpeaensiTb CaHKLMOHMPOBaHHOE BpeMsl paboThl y4eTHOW 3anuncu
nonb3oBaTtens. Peanu3oBaH MexaHM3M OrpaHu4eHuWst JocTyna Mo gate U BpeMeHu (pacnucaHue
paboTbl nonb3oBaTtenen).

2. VNspenue cnocobHO MpuUHYAUTENbHO OTKMAYaTh ann-guck npuv  OTKNKYEHUMM annapaTHoro
naeHTudukaTopa.
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B nsgenun peanmsoBaHa BO3MOXHOCTb KOHTPOSIS DYHKLMIA rapaHTUPOBaHHOW 3a4MUCTKM MHbopMaLmMK.

4. B wusgenuum peanu3oBaHa BO3MOXHOCTb HAacCTpPOWKM W OTOOpaxeHuss 3agaHHOro TEeKCTOBOro
yBeOOMITEHMS MOMb30BaTEeNs Npu ero Bxoge B MHAPOPMALMOHHYIO cucTemMy (HanommHaHue o TOM, 4YTO B
WHOPMALIMOHHOW CUCTEME peanu3oBaHbl Mepbl Mo obecneveHuto 6e30nacHOCTM MepCoHanbHbIX
AaHHbIX, U O HeobxoaMMocTM cobnodeHMs YCTaHOBIMEHHbIX OMnepaTopoM npasun 06paboTku
nepcoHanbHbIX AaHHbIX).

5. B n3genuu peann3oBaHO OMOBELLEHUE MONb30BATENS MOCME YCNEewWwHoro Bxoaa B MHMOPMAaLMOHHYIO
CUCTEMY O ero npeablgyLem Bxoge B UHPOPMALIMOHHYI0 CUCTEMY, O KONIMYECTBE HEeYCMNELLHbIX MOMbITOK
BXO4a B MH(OPMALMOHHYIO cucTemy 3a nepuod, o6 M3MEeHEeHUN CBEAEHWUN, OTHOCALLUXCSA K YYETHOM
3anuncu nonb3oBartens.

6. B wusgenum ocywectBnseTca peructpaums CoObITWA, CBSA3@aHHbIX C AENCTBUMSAMU MO  3a4UCTKE
OCTaTOYHOM NHOpMaLMN.

7. B n3genun peanusoBaH MexaHW3M TMOKOW HaCTPOWKW LUTamna, MpPOCTaBfSeMOro npu OTYYXXOEHWU
WHOPMaLMM Ha TBEPAYIO KOMUIO.

8. lNMpn ceTeBoM wucnonb3oBaHWM un3genve obecneynBaetr (cunamum cepBepa 6e3onacHoOCcTK)
CVYHXPOHM3aLUI0 BPEMEHM.

9. B wusgenuu peanunsoBaH MoOAynb YMNpaBneHus nNuueHsusMyn Onsi cepBepa 0e3onacHOCTM M Ha
orpaHuyeHue Yymcna TepMmnHanbHbIX CECCUN.

10.B wuspgenuun peanumsoBaHa BO3MOXHOCTb [AyOGnvMpoBaHWs cepBepoB 06e30MacHOCTU MpU CETEBOM
pasBepTbiBaHUK, A8 NOBbILLIEHWS OTKa30yCTOMYNMBOCTU U3AENNSI.

11. B u3genum peanusoBaHa BO3MOXHOCTb YCTaHOBKU KOH(UIypaLmm Mo yMON4YaHuio, yaOBNEeTBOPSOLLEN
TpeboBaHNAM orpaHNYeHni No AKCnnyaTaumm, ykasaHHbiM B nogpasgene 3.3 dpopmynsipa Ha nsgenue.

12.B usgenuu peanusoBaHa BO3MOXHOCTb aBTOMAaTU4ecKoro akcroprta ypHanoB CB w >xypHanos,
cobupaembix ¢ knneHToB [1b, BO BHelLHIo0 SQL 6a3y AaHHbIX.

13.N3penne obecneymBaeT SBHOE BbIBEAEHUE KIMEHTCKOW paboyven cTaHuum u3-nof ynpa.reHus
cepBepa 6e3onacHocTy.

14.B usgenuu peanu3oBaHa BO3MOXHOCTb MEpeMeLLEeHust Tpynn KIMEHTOB cepBepa Oe3onacHocT B
Apyrve rpynnbl Yepes NX KOHTEKCTHOE MEHI0, COOTBETCTBYHOLLEE CYLLLECTBYIOLLEN MepapXun rpynn.
15.U3penne obecneynBaeT aBToMaTMdeckoe o6GHOBNEHNE MHAhOPMALIUK B pEXUME peasnibHOro BpeMeHU o

KIMEHTax, TEXHUYecKkas NOAAEPXKKA KOTOPbIX 3aKOHYMMACh.

16.B n3genuun peannsoBaHa yHKUUSA oTobpaxkeHun nHgopmaumm 06 akTneHbIx koMmnoHeHTax C3U HCO
B okHe «O nporpammey.

17.B n3genuu peannsoBaHa aBTopM3aumsa No cmapT-kapTe Yyepes ygoctoBepsawowmn ueHtp MS Windows
Ansa 64-paspsiaHblX OnepaunoHHbIX CUCTEM.

18.Mpu dyHKkumnoHnposaHum B gomMeHe Active Directory C3W HC[ npw HacTpoeHHOW aBTopusaumn no
cMmapT-kapTe usgenve obecneynBaeT BO3MOXHOCTb OTKITOYEHUSA NApONbHOro uHTepdenca Bxoaa.

19.Mpw 06HOBREHUN U3OENNE aBTOMATUYECKM NPOBEPSET SMIEKTPOHHbBIE MOANUCU UCMOSNTHAEMbIX MOAYIEN
1 3anpeLyaeT yCTaHOBKY He npoluewmx npoepky A uCnofnHsaemblix MOAyNen.

20.Mpn cOBMECTHOM MCMOSIb30BaHUN Ha OOHOWM KnuneHTckon pabouen ctaHumm C3W HCO v CO3 Dallas
Lock obecneumBaeTcs:

e  BO3MOXHOCTb CKBO3HOW aBTOpu3auum B OC — nepefaya BBEAEHHbIX aBTOPM3ALMOHHBIX JaHHbIX
n3 C3 Dallas Lock B8 C3M HCL,;

e BO3MOXHOCTb 3aMMCTBOBaHUS BpeMeHHbix oTMeTok m3 C[I3 Dallas Lock ansa peructpauumn
cobbITui 6esonacHoCTw.

21.PaclunpeHa vHTerpaumst ¢ knveHTamu gomMeHa nof ynpasneHvem usgenvs C3W HCL Dallas Lock
Linux. ObecneunBatoTcs:

®  CUHXpPOHMU3aLMsa NONMTUK Ge3onacHoCTy;
e BbIrpy3Ka XXypHarnoB KnNueHToB nopa ynpasneHuem usgenus C3M HCL Dallas Lock Linux B MS
SQL;
®  TMOJIHOLEHHAasi CMHXPOHM3aLMs Y4eTHbIX 3anucen rpynn (no aHanormum ¢ C31 HC);
e ynaneHHoe pasepTbiBaHue C3W HC[ Dallas Lock Linux;
e LleHTpanu3oBaHHoe ynpasneHue ponamu agmuHuctpuposanua C3W HC Dallas Lock Linux.
22.Mpwn ypaneHun C3W HCI uspgenue npeanaraet COXpaHUTb NPpOU3BeaEHHbIE HACTPONKN.
23.B usgenuu peanusoBaHa 6a3oBas UHTerpaumsa ¢ aHtusnpycom «Kaspersky Endpoint Security»:

e onpepgernieHne Hannyma yCtaHoOBJ1IEHHOINO aHTUBMpPYCa Ha KIMMEHTCKUX pa60qu CTaHUuMAX;



e MpegocTaBreHune nHpopmauum 06 akTyanbHOCTM aHTMBUPYCHBIX 6as;
e  aHanu3 XypHaroB aHTMBUpYCa C peakuuen Ha 3adaHHbIN pa3paboTynkoM nepeveHb CoOObITUN.

24.B nsgenuu peanusoBaHa rpadgmyeckas naHeslb MOHUTOPUHIA 3aLLMLLEHHOCTU CUCTEMBI (3aLLMLLAeMOro
KOHTYypa).

25.B wu3pgenum peanu3oBaHa QYHKUUA TEHEBOro KonupoBaHus, obecnedvvBaroias KonupoBaHue
WHpopmMaLmm, KOTOPY MNONb30BaTeNb 3anMCbiBA€T Ha CMEHHble WM CeTeBble HakonuTenu, B
cneuManbHyl0 nanky Ha nokanbHOM >XecTKoM Aucke. [ocTyn nonb3oBaTens K TEHEeBOW Konuu
aBToMaTnyeckum obpa3om orpaHMYMBaeTCs.

26.B n3genun peanusoBaHa (QyHKUUS aBTOMaTMYECKOrO coxpaHeHus cpanna koHdurypauumm Cepsepa
©e30nacHOCTU NO YCTAHOBMEHHOMY pacrnmMcaHumio ¢ BO3MOXHOCTbIO 3afaTb NyTb COXpaHeHus dharna
koHgurypaumm C3M HCL Ha xecTKoM AMCKe, CETEBOM OUCKE UITM CbEMHOM MaLLWHHOM HocuTene.

27.B wv3pgenunm peanusoBaHa yHKUMS arperaumm COObITUM HECaAHKUMOHWPOBAHHOIO [OCTyna no
pasHOPOAHbLIM KNMeHTam AoMeHa 6e30nacHOCTM C YHUULMPOBAHHON BO3MOXHOCTbIO 06paboTkn ons
noboro y3na nnu rpynnbl y3rnos (BHe 3aBUCMMOCTM OT TMNa).

28.B mn3genun peanu3oBaHa (yHKUMS MPOBEPKM LUGPOBON MoanMcu oObekToB hanioBOW CUCTEMBI,
Haxogsimecsl Nof KOHTPONeM LENOCTHOCTW, Npu MX OOHoBreHun. B cnyvae Hanuuusi y HOBOro
ncnonHsaemoro parna umdpoBor NoANUCK 3aMeHa paspeLlaeTcs, B NPOTUBHOM — 3anpeLlaeTcs.

29.B nsgenuun peannsoBaHa BO3MOXHOCTb NMpocMoTpa B XypHane CepBepa 6e3onacHoOCTU napameTpa,
NPV CUHXPOHM3aLMN KOTOPOro BO3HMKaET ownbka.

30.B u3genun peanusoBaHa OyHKUMS, NO3BOMsIOWAA BKOYaTb KOHTponnepbl gomeHa OC Windows B
HomeH 6e3onacHoctn C3UN HCU.

31.B wuspenun peanusoBaHa QYHKUMS, MO3BONAOLLAA CO34aBaTb Y4YETHblE 3anvMcu  OJOMEHHbIX
nonb3oBaTenen n3 KOHCoONM agMuHUcTpupoBaHms C3N HCL.

32.B mn3genuun peanunsoBaHa yHKkums, nossonsowas sknoyate Cepsepbl 6e3onacHoctn C3U HCO B
[omeH 6e3onacHocTn C3U HCU.

33.B u3genuu peanusoBaHa (yHKLMSA, MO3BOMAIOWAS BKMOYMTL KNMEHTCKylo 4dactb C3M B gomeH
©6esonacHoctn C3U HC[ no IP-agpecy.

34.ns koHconu Cepsepa 6e3onacHoctn C3M HCL peannsoBaHa BO3MOXHOCTb HACTPOWMKM rnobanbHbIX
napameTpoB AUCKPELVNOHHOrO A0CTYMNa Ha ypOBHE rpynmn KIMEHTOB.

35.B n3genun peanu3oBaHa BO3MOXHOCTb pacrnpeaeneHnst rpynn nonb3oBaTenen no KNneHTam 1 rpynnam
aepea koHconu Cepeepa 6e3onacHoctv C3U HCL.

36.B n3genuu peanusoBaHa UHAMKALUNS «HEAKTMBHOIO peXuMmay B AepeBe KIMeHToB KoHconu Cepsepa
©e3onacHocTu.

37.B u3pgenun peanu3oBaHa BO3MOXHOCTb OTODOpaxeHus coolLleHnss 06 OKOHYaHWM yaareHHowm
ycTaHoBKU knueHTckon yactn C3MN HCL (c ykasaHMeM HeobGXoOuUMOCTU BbIMOMHEHWUS nepesarpysku)
ANsi MepcoHanbHOro KOMMbKOTEpa, Ha KOTopbin Oblna npou3BedeHa yaaneHHas ycTaHoBka. [ns
koHconn CepBepa 6e3onacHOCTM peanu3oBaHa BO3MOXHOCTb MPOU3BOSIBHOIO pPEaKTUPOBaHUS
(3apaHns) TekcTa 4aHHOro coobLLeHUs.

38.[Ans Cepsepa 6e3onacHoct C3UM HC[ peanusoBaHa pennukauus Hactpoek CO3 «Dallas Lock» npu
Knactepusaumu.

39.B mn3genuun peannsoBaHa BO3MOXHOCTb A4006aBMEHUSA NPOU3BOMbLHOIO KOMMEHTapUsa B 3NIEKTPOHHOM
Buae k cobbitnam HCQ.

40.B n3genuu peanuaoBaHa (QYHKUMS BbIFPY3KM OTYETA O AENCTBMSX MONb3oBaTens (y4eTHOW 3anucu
nonb3oBaTtens) Ha 3awmwaembix TC 13 6a3bl gaHHbIX SQL.

41.B wnsgenun peanu3oBaH cepBuC cbopa aHanuTtudeckon mHdopmaumm (KypHan WMHGOPMaLMOHHO-
TEXHOSOrMYeckoro conpoBoxaeHus). CepBuC XpaHUT U oToOpaxaeT B KoHconu Cepsepa
BesonacHocTu:

e cobbITus No paboTe € 3asBKaMu NONb30BaTENS B CIYX0Oy TEXHNYECKOW NOAAEPXKKY;
®  MHOPMALMNOHHBLIE COOBLLEHNS, OTNPABMEHHbIE MPOM3BOAUTENEM.

42.B n3genun peanu3oBaHa BO3MOXHOCTb OTObOpaxeHust MHdopmaumm o coctosiHum O Kaspersky
Endpoint Security B koHconu CepBepa 6e3onacHocTu ¢ ucnonssoBaHnem Open API, XypHanupoBaHus,
dunbTpaumm, HaCTPOWKM NpuopuTEeTOB CcOBbITUI, npoucxogdwmx ¢ Kaspersky Security Center,
BbINONTHEHNS NPUHYAUTENBHOIO CKaHUpoBaHus knueHtckux TC ¢ npeayctaHoBneHHbIM 10 Kaspersky
Endpoint Security, o6HOBNeHMs aHTUBUPYCHbIX 6a3.

43.B CepBepe 6es3onacHOCTM peanun3oBaHa perucrpauus nogkioveHHbIX K APM KIMMEHTOB CMEHHbIX
HakonuTenew.



44.B n3genuu peanusoBaH MexXaHn3M NoACcTaHOBKM Y4ETHOWM 3anucu Nonb3oBaTterns npu Beibope TokeHa B
uHTepdence Bxoga B KoHconb cepsepa 6e3onacHocTu Dallas Lock.

45.B nsgenum peanu3oBaHa BO3MOXHOCTb ayouTa OTKIMOYEHMA/MOAKIIOYEHNS
paspeLueHHbIx/3anpelleHHbix USB-Hakonutenen.

46.B w3genuu peanu3oBaHa BO3MOXHOCTb MNpuWcCBauBaTb OOHOMY Monb3oBaTent 6onee oAHOro
annapaTtHoro ngeHTndukaTopa (C BO3MOXHOCTbIO aBTOpU3aummn no nobomy u3 Hux).

47.B n3genuu peanusoBaHa uHTerpaums ¢ EguHeim ueHtpom ynpaeneHus Dallas Lock B yacTu:

KOHTPOMS ceccui nonb3oBartens;

oTobpaxeHus coctoaHna C3N HC[;

yrnpaBneHns y4eTHbIMU OaHHBIMY;

yrnpasneHust nonutukamu 6e3onacHocCTy;

cbopa nHgpopmavnmm ¢ knneHtos C3N HC[ B xxypHansl EguHoro ueHTpa ynpasnenus Dallas Lock;

opMUPOBaHMSA 3agaHnin 1 ynpasreHue 3gaHnsammn ansa knnedtos C3W HCL;

OTMpaBKM curHanmaaumm ob nHumaeHTax 6esonacHocTy;

HaCTPOWKM NULIEH3MPOBAHNSI.

48.B nsgenuu peanv3oBaH MexaHu3m oTobpaxeHus B XypHane Cepsepa 6e3onacHOCTU cobbiTuin Bcex
cepBepoB 6e3onacHocTu (Mpu ncnonb3oBaHun SQL).
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BXOAHbLIE U BbIXOAHbLIE OAHHbIE

BxoaHble gaHHbIe

1.

BxoaHbIMM AaHHBIMKU ABNAOTCS:

dannel koHUrypaumn mogynen C3U HC, ncnonb3yemble Npu yCTaHOBKE;
YHVKanbHble OS89 KaXKOOro nonb3oBaTensi fOorvH, Naporib M CEPUMHBLIM HOMEp annapaTHOro
naeHTudumkaTopa;

e naponb npu npeobpasoBaHum/obpaTHOM NpeobpasoBaHnn 0ObekTa hanioBon CUCTEMDI;

e (bopmanusoBaHHble NpaBuna NONMTUK Ge3onacHOCTW, peannsyemMble C NMOMOLLb MEXaHU3MOB
C3M HC[ n npeobpasoBaHHbIe B 3Ha4YeHUs1 aTpubyTOB 1 MOMHOMOYUN;

e ceTeBow Tpaduk (ans M3, COB);

e  YCTaHOBIIEHHble coeanHeHus (ana MJ);

e cobbITuS, peructpupyemole B xXypHanax ayguta OC v npunoxeHun (ans COB).

. JlormHom MOXeT CnyxuTb Habop NMobbIX CUMBOJIOB, BBEAEHHbIX C KIaBuaTypsbl, AnvHoi oT 1 go 20, 3a

MCK”}OLIeHMeM: Il/ll’ ll\ll, ll[ll, ll]ll, ll:ll, II|II, ll<ll, ll>ll, ll+ll, II:lI, ll;ll, ll,ll, ll?ll, ll@ll, II*II.

Mapornem MOXeT CNyxuTb Habop MoObIX CUMBOJIOB, BBEAEHHbIX C KNnaBuaTypbl, AnMHON oT 6 go 31.
'D'Ol'lyCTl/le|e Cl'leLl.l/laj'leble CMMBOan: II‘II, ll~l|, ll!ll’ ll@ll’ Il#ll7 ll$ll, II%II, |IAII, ll&ll’ ll*ll’ Il(ll, Il)ll, II_II, ll_ll, Il+ll, Il{ll7
ll}ll, Il[ll, ll]ll, ll\ll, ll|ll, II:II, Il;ll7 Illlll, lllll, ll<ll, Il>ll, II,II, ll.ll, ll?ll, lI/lI.

MuHUManbHas AnvMHa U coCTaB CMMBOJSIOB Maporist PEryNMpPYyTCA COOTBETCTBYIOLLIMMM NapameTpamMm
6e3onacHoctn B C3W HCL.

BbixogHble AaHHbIe

1.

2.

BbixoaHbIMK gaHHLIMU ABNSAOTCS:

e coobueHns C3V HCL Ha poelicTBMs nonb3oBaTenen;
e XypHanbl cobbiTun, cosgasaemole C31 HC[ B npouecce paboTbl;
3HaAYEeHMS KOHTPOJTIbHBIX CYMM OOBbEKTOB, Ha KOTOPbIX YCTAHOBIIEH KOHTPOSIb LIeNTOCTHOCTY;
pe3epBHble Konun NporpamMmmMHbix KomnoHeHToB C3UN HC[;
avinbl koHdurypaumn mogynen C3W HCL;
OTYEThl Pe3yrnbTaToB aBTOMATMYECKOrO TECTUPOBAHUSA hyHKLMOHANa No Ha3Ha4YeHHbIM NpaBam
N KOHbUrypaumsiM, oT4eThbl No cnmuckam yctaHoBneHHoro M0;

e coobuweHns C3N HC[ B cnyyae curHanusauum npy nonbiTkax HeCAHKLNOHMPOBAHHOIO AoCTyna.
B >xypHanax coObITui OTCnexuBalTcAa M OTOOpaxalTCcA Takue AaHHble, Kak AaTta, Bpemsi, MMs
nonb3oBaTtens, MMa o6bekTa, TUM onepauumn, pedynbTaT NOMbITKM AOCTYNa, XapakTep OWWOKN 1 UHas
MHdopMaLnS.



