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BBEAOEHUE

[aHHasi MHCTPYKUMA npedHa3HayeHa Ans agMUHUCTpaTopa MporpaMMHOro npoaykta EguHbIN UeHTp
ynpasneHus Dallas Lock.

B uvHCTpykumMM copepxaTcs cBedeHusi, Heobxoaumble ANS nonyyeHuss obulero npeacTaBneHus
O NMPOrpaMMHOM M3AeNuKn, ero PyHKUMOHANbHbLIX BO3MOXHOCTSIX, @ TakkKe ANs YCTaHOBKW, HaCTPOWKM
1 ynpaeneHus paboTol B COOTBETCTBUM C TpeboBaHnsaMm 6e3onacHoOCTy.

Cawt komnaHuu-paspaboTtyunka eguHoro LeHTpa ynpasneHus Dallas Lock OO0 «KoHduaeHT» goctyneH
no ccbinke: www.confident.ru.

UHdopmauma o npogyktax nuHenkn Dallas Lock npeacraBneHa Ha  cTpaHuue  cavTta
http://www.dallaslock.ru/. Ha gaHHOM camTe MOXHO 3aka3aTb KOMMMEKC YCMyr No NpOEeKTUPOBaHWUIO,
BHEAPEHMIO N COMPOBOXAEHUO npoaykTa. Takke npu HEOOBXOAMMOCTU MOXHO 00paTuUTbCs B CRyxOy
TEXHUYECKOW NoaaepXKu No anekTpoHHOMY agpecy: helpdesk@confident.ru.

TEPMUHbI

HekoTopble TepMUHbI U COKpaLLEHUs!, COAePXKaLLMECS B TEKCTE UHCTPYKLMW, YHUKATbHbI AN NPOAYKTOBOW
nuHeikn OO0 «KoHdwmaeHT», Opyrve ABRSOTCA OGLLENPUHATBIMA U MCMOSb3YIOTCS U3 COOBpaXxeHus
KpaTkocTu 1 ygobcTsa.

TepmuH OnpegeneHune

Asmomamu3suposaHHOe BUpTyanbHas unu pusmyeckas paboyas ctaHuus, ucnonbsyemas B ELLY kak
paboyee mecmo crnoco® npeacTaBneHnst COBOKYMHOCTM HECKONIbKMX MOAynen B KavecTBe
€JMHOM MaLUVHbI

pynna noruyeckoe obbegnHeHne Heckonbkmx oobekToB b (Hanpumep, nogrpynn,
APM, moaynenn WAF Dallas Lock n ceteBbix ycTponcte). Mogynn ELLY
B coctae APM ygo6HO obbeguHsiTe B rpynnbl €CNu Y HUX coBnagarkoT
napametpbl 6e3onacHocTu. [onyckaetcs co3gaHve nwboro 4ucna
BMOXEHHbIX rpynn

JloeepeHHbIl OomeH AomeH GesonacHocTu, Haxoasawwmines ¢ [1b B JoBepUTenbHbIX OTHOLLEHUSIX
b6e3onacHocmu

HomeH 6e3onacHocmu  COBOKYNHOCTb (KracTep) OOHOrO WM HECKOSMbKUX CEepBEpOB B pexunme

ELlY pennukaumn KoHdwurypauuu. [lpeactaBnser cobow KOPHEBOW YpPOBEHb
opraHmsaumm rorMyeckon rpynnupoBKM MOZYyIen, CeTeBbIX YCTPOWCTB
M nogYvHeHHbIX domeHoB 6GesonacHoctv ELY, npegHasHayeHHbIN
AN OCyLLEeCTBNEHUs LeHTpanu3oBaHHOro yrnpasneHus BCEMU
NOAYMHEHHBIMWN 06 beKTamu

Lepeso domeHa CTPYKTYpMpPOBaHHOEe oOTOOpaxeHne OOBbEKTOB [JoMeHa ©Oe3onacHocTu
b6esonacHocmu B Buae nepapxum B koHconu ELLY
3adaHue HeKoTopoe AencTBMe, Ha3HayeHHoe agMuHucTpaTopom Ana moayns ELY,

KOTOpOe MOAYMb AOIHKEH BbINOMHUTL NPU NEPBOM e BO3MOXHOCTU. Tun
3aJaHunin: NONy4YnTb OTYET, Co3aaThb dpain KOHUrypaLumm, o6HOBUTbL Kakoe-
nnbo nporpaMMHoe obecneyeHune 1 T.4.

Modynb npeacTaeneHne OTAENBHOro npogykTa npomsBoacTBa
000 «KoHdunpeHT»:

C3MU Dallas Lock 8.0 pegakumn «K» n «Cy;
C3U HCL Dallas Lock Linux;

C3U BU Dallas Lock;

CAO3 Dallas Lock;

CO3 Yb Dallas Lock;

wrto3 6esonacHoctn WAF Dallas Lock;
AreHT ELY;

CepBep aBTOpPU3aALIUN.


http://www.confident.ru/
http://www.dallaslock.ru/
mailto:helpdesk@confident.ru

KoHconb ELIY

Knacmep cepsepos [Ib

JlokanbHoe/YdaneHHoe
adMuHUCmpuposaHue
MOOyris

OnepamusHoe
yrnpasneHue

MoO0YyuHeHHbIU OoMeH
b6e3onacHocmu

Pennukauyus
KOHguzypayuu

CuHxpoHu3ayus

Cybwexkm docmyna

lNpogbunbe cemesgozo
docmyna

LleHmpanu3oseaHHoe
yrpasneHue

loC-06bekm
loC-gpauin

COKPALLEHUA

CokpauieHue
AU
AUb
APM

Kaxxgbin MoAyIb MOXET NCNOoNb30BaTbCA HE3ABMCUMO OT APYrnx

npunoxeHune, npegHasHadyeHHoe ana ynpaeneHus ELY Dallas Lock
1 nomeHom besonacHoctn ELLY

pabota b moxeT obecneumBatbcs kak ogHum cepsepom ELLY Dallas
Lock, Tak u Heckonbkumn. B nocnegHem crnydae roBopsT O knacrtepe
cepsepoB [b. lNpeumyuwectso Knactepa cepsepos [b B pennukauum
KOHpurypauum CEepBEpOB, pacnpegeneHmn Harpysku
N OTKa30yCTONYMBOCTM

NpoCMOTP BCex napameTpoB Mmogynd. [logknioveHune
npovsBoguTca 4Yepe3 ceTb. [Ons nokaneHOro aaMWHUCTPUPOBAHUS
NCNonb3yeTcsl MOAKMOYEHME MO  3ape3epBMPOBAHHOMY  JTOKarbHOMY
IP-agpecy 127.0.0.1 unn goMeHHOMY nMmeHu localhost

HacTpoMKa,

npoLecc ynpasneHus MoaynemM nytemM oTnpaBky KOMaHz, BbINOMHAEMbIX Ha
CTOpPOHE MOoAynd, M He Tpebywwmx nepejaymn pesynbtatoB Ha ELY.
Hanpumep, komaHaa Ha BbIKNOYeHUe Moayns

AomeH 6e3onacHocTu, Bxoaswmn B 16 Ha 6onee HM3KoM ypoBHe nepapxum

noBTOpeHne dyHKUMOHanbHOCTU cepBepoB ELY ans obecneveHus
OTKa30yCTOMYMBOCTU W pacnpeernieHns Harpyskm Mo BO3MOXHOCTU
Hambornee onTumarbHbIM 06paszom

npoecc, B kotopoM yyacTteyeT cepep ELLY Dallas Lock n mogyns ELLY.
3aknioyaeTcs B NpUBEAEHUN B COOTBETCTBME napameTpoB moayns ELYY
(cnmckn nonb3oBaTtenen, NONUTUKA U T.4.) NnapaMmeTpam, 3agaHHbim B [1b

COTPYOHVK NPeanpusaTus, y KOTOPOro ecTb Yy4yeTHas 3anucb. Y4YeTHas
3anncb XapakrtepusyeTtcs NOTUHOM, napornem, annapaTHbIM
noeHTndmkatopom (AW), pacnucaHuem, rpynmnon n T.4. Y4YeTHast 3anucb
OorkHa ObITb eguHoOM Ans Bcex moaynen ELLY

davin B dopmate JSON, ddopmupyembin ELY Dallas Lock un
npegHasHayYeHHbIN ana nepBuUYHOM HaCTPOWKU 3aLUNLLEHHOTO
NOAKMIOYEHUS KIMUEeHTa K KOpnopaTuBHOW CeTN Yepe3 mexaHuam IPsec

COBOKYMHOCTb Takux yHKUUOHanbHbIX Bo3amoxHocTen ELLY Dallas Lock,
Kak:

e OTCrexuBaHue ctatyca Moayneun;

e yaaneHHoe pasBepTbiBaHue moaynen Ha APM;

ynpaBsfeHne y4yeTHbIMU 3anucaMW, MONUTUMKAMM M napameTpamu
6e30nacHOCTH (BKMoYas CUHXPOHU3ALMIO);

cbop, xpaHeHne, aHanNn3 >xypHarnos;

ornepaTuBHOE yrnpaBneHue;

BbIMONHEHWNE 3a4aHNi Ha MOAYNsX;

curHanusaums

JSON-06bEKT, KOTOPbIN COOAEPXKUT ONMMCaHNe MHOUKaTopa KoMnpomeTaumm

(hainn, B KOTOPOM onpeaeneHbl O4MH I HeCKONbKO 10C-00beKkToB

MonHasa coopmynupoBka
annapaTHbIi naeHTudmkaTop
agMuHUCTpaTop MHopMauuoHHon 6e30nacHoOCTK

aBTomMaTusnpoBaHHoOe pa60qee MeCTO
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aBTOMaTU3MpPOBaHHas cuctema
6a3a AaHHbIX

BesonacHas cpega

BMpTyarnbHasi MalunHa

rocygapcrtBeHHas MHOpMauMoHHas cuctema
pomeH 6e3onacHoctn ELLY

OaT4MK BCKpbITUS Kopryca

AaT4MK CryyYamHbIX Ymcen

EnuHein ueHTtp ynpaeneHus Dallas Lock

30Ha goBepus

3aMKHyTas nporpaMmmMmHas cpega
NMHOPMaLMOHHas cuctema

NMHOPMaLIMOHHAs cMcTemMa NepcoHanbHbIX AaHHbIX
KpuTnyeckas nHdopmaunoHHas UHpacTpykTypa
Kroy npeobpa3oBaHUs CbeMHbIX HakonNuTenen
KOHCOIb ynpaBneHns

KOHTPOMb LenoCTHOCTH

nokKarnbHasi BbluMCNIUTENbHANA CeTb

MEXCEeTEBOW 3KpaH

HeCaHKLMOHUPOBAHHbIN AOCTYM

onepaumnoHHas cuctema

nepcoHarbHbIN KOMMbIOTEP

nporpammHoe obecneveHune

cpeacTeBo AosepeHHou 3arpy3ku Dallas Lock

CPeACTBO JOBEPEHHOM 3arpy3kn ypoBHsi 6a30BOI CUCTEMbI BBOA4A-BbIBOAA

CPeACTBO 3alUnTbl HOpMaLnn

cucTemMa 3almThl MHGOPMaLUnUM B BUPTyanbHbIX MHppACTPYKTypax

cuctemMa KOHTpOnA Hakonuteneun
cuctema obHapyXeHuUst BTOpXKEHWI
CPeACTBO OBHApPYXXEHUS N pearmpoBaHus
ceTeBO€e YCTPOMCTBO

cucTema ynpaeneHus 6asamm gaHHbIX
CcepBep ynpasneHns OCTyrnoMm
TEeXHU4YecKoe cpeacTeo

y4yeTHasda 3anncb

dannosas cuctema

LUTaTHasa onepauMoHHas cuctema

LlenTtp ynpaBneHua C3U BU Dallas Lock



AD Active Directory

DL8.0 C3MU Dallas Lock 8.0
FQDN nmsa gomeHa

loC WMHOUKaTOp KoMnpomeTauum
NAC Network Access Control
SP (Service Pack) naket obHoBneHun ans OC
WAF web application firewall

NPEOCTABNEHUE MOAYNEW B UHTEP®EUCE ELlY

Mogynb — npegcTaBneHne otgenbHoro npoaykra npomssogctea OO0 «KoHdmaeHT», Bkovatollee
o6o3HaveHune ntepaumm npoaykta (MK) c nopsakoBbiM HOMEPOM (COOTBETCTBYET NMOPAAKOBOMY HOMEPY
oyepedHoM npoueaypbl MPOXOXAEHUSI UCMbITAHWMIA MNPOAYKTOM, BbI3BAHHbIX BHECEHWEM W3MEHEHUN
B cepTucmumpoBaHHoe CpeacTBO 3aWwuTbl MHGPOPMaLUK).

Mpoayktbl npoussoactea 00O «KoHdmaeHT» nonHoueHHo B3aumopencteytoT ¢ ELY Dallas Lock
B COOTBETCTBUM C HACTOSALLEN MHCTPYKLUMEN, HAYMHAsA C BEPCUI, yKa3aHHbIX B Tabnuue.

HanmeHoBaHue MoAaynsa

MpoaykTt MopnepxuBaeTtcs

C Bepcum (utepauum)
Bepcus 8.0.689.0 (UK8)

OcHoBHOe 0603Ha4YeHne

C3W Dallas Lock 8.0 pegakummn «K» Dallas Lock 8.0

n «C»  Bbille
C3W HC[, Dallas Lock Linux Dallas Lock Linux Bepcus 3807 (MK2) n Bbiwe
C3W1 BW Dallas Lock C3W BU Dallas Lock Bepcusa 4.68 (MIK4) u Bbiwe
C[A3 Dallas Lock C[O3 Dallas Lock Bepcus 348.1 (UK4) n Bbiwe
CO3 Yb Dallas Lock CAO3 Yb Dallas Lock BCE Bepcumn

Mo YyMON4YaHUo COOTBETCTBYET
wnto3 6esonacHoctn WAF Dallas Lock :\:AV(])(;I;M;Z“TAZ 3“::::('))(:;?’ BCE Bepcumn

BPYYHYHO
Arent ELLY AreHt ELLY BCe Bepcumn

Cepsep aBTOpMU3aLK CepBep aBTOpU3aLMM BCe Bepcuu



1

HA3HAYEHUE N BO3MOXXHOCTW ELLY DALLAS LOCK

EovHbin ueHtp ynpasneHus Dallas Lock — kpoccnnatdopmeHHoe usgenve B NpoayKTOBOW NMHelke
Dallas Lock, npegHasHayeHHOE Ans pelleHnsa cneayowmx sagaq:

1.1

co3gaHve eduHOro OTKasoycTomumBoro gomeHa 6esonacHoctn (ganee — [B) n opraHmsaums
ueHTpanmsoBaHHoro ynpaBneHusa cpeactsamu 3awmtbl MHdopmauumn nuHenkn Dallas Lock:
C3U HCA Dallas Lock 8.0 pegakunii «K» n «C» (qanee — DL8.0);

- C3U HC[ Dallas Lock Linux;

- C3U BU Dallas Lock;

- CQAO3 Dallas Lock;

- CQA3 Yb Dallas Lock;

- WAF Dallas Lock;
yaaneHHoe ynpasreHne pabounmu CTaHLMsaMu U cepBepamu;
yOaneHHas HacTpoWKa, a Takke cOOp XXypHarnoB U OTYETOB C paboymx CTaHUUA U cepBepoB
npu nomowym AreHta ELLY;
MOHUTOPWHT 1 ynpasnexue uHdpacTtpyktypon Network Access Control,;
KOHTPOIb LIENOCTHOCTU HacTpoek ceteBoro obopyposaHusa (no SNMP/SSH) n cbop cobbitui
no Syslog;
WHTErpaums co CTOPOHHUMY NPOAYKTaMMU:

- aHTUBUPYCHbIE CUCTEMBI;

- SIEM-cuctemsl.

Ctpyktypa ELlY

ELLY Dallas Lock coctouT 13 cnegytowmx OCHOBHbIX KOMMNOHEHTOB:

1. CepBepHbin komnoHeHT ELY (Cnyx6a ELLY). BoinonHset ocHoBHble dyHkumm ELLY:

obecneymBaeT LIeHTpann3oBaHHOEe OrnepaTNBHOE yripaBrieHne 1 ayamT Moaynewn;
obecrneymBaeT KOHTPOIb 1 yrpaBrieHWe CEeTEBLIMU YCTPOUCTBaMU;

no3eonsieT 06beauHsATb Heckorbko cepeepoB ELLY B eguHyto normyeckyto eguHuLly — knacrep
HomeHa GesonacHocTH;

obecneuynBaeT paboTy MexaHuama pennvkauum KoHdUrypaumum B paMmkax ogHoro knactepa b;
no3BonsieT 00beAUHSTE Heckonbko [16 B eguHyo NMOrMveckyro eauHuLy, UMeKLLyo CTPYKTYpY
BMOXXEHHOCTU CO CBA3SAMM TUMA «POAUTENb-MOTOMOKY.

2. KoHconb ELY. lNMonb3oBaTtenbcknini nHTepdenc, npeaHasHadeHHbIn Ans ynpasneHus HacTpomkamu
cnyx6el ELLY, a Takke ons otobpaxeHus Ha akpaHe UHdopmaumm o paboTe Cnyxobl.

1.2 Bo3amoxHoctu ELLY

Mpun paboTe ¢ ceTeBbIM 060PYAOBaHMEM AOCTYMNHbLI CneaylLmne BO3MOXHOCTU:

CKaHMpOoBaHWe ceTu Ans oOHapyxeHus obopyaoBaHus no npotokoriam SNMP n SSH;

BBOJ ceTeBOro obopyaoBaHusi Nod yrnpasneHue gomeHa 6esonacHoctn ELLY;

yAaneHHas nepesarpyska ceTeBoro ooopynoBaHus;

nogaepxka cobCcTBeHHOM paclumpsiemon 6a3sbl hannoB KoHpUrypaumm o6opyaoBaHus;
COXpaHeHue oT4eTa 0 KoHdUrypaumm ceTeBoro o6opyaoBaHus;

HacTponka napaMeTpoB obopyaoBaHus, 6epyLumuxcsa nog KOHTPOrb;

CpaBHEHWE TeKyLWMX 3HaYeHU napameTpoB KoHdurypauun obopyaoBaHus C 3a4aHHbIM
3TaNoHOM 3Ha4YeHunewM;

CcuUrHanusauus 0 HapyLeHUW LenocTHOCTY;

npvem coobLeHn no npoTokony Syslog.

Mpu pabote ¢ mogynsmm C3U Dallas Lock 8.0 pepakumm «K» n «C» pgocTynHbl crnegyrolime
BO3MOXHOCTU:

3aBepLueHne paboTbl U Nnepesarpyska Moayns;
oTobpakeHne nHopMaLmm 0 COCTOSSHUN MOLYNS;
CYHXPOHM3auus NONUTUK/Nonb3oBaTenem;
yhaneHHoe pa3BepTbiBaHWe moayns Ha APM,;
yoaneHHoe oOHoBrneHne moaynst Ha APM;



yrnpaBreHne nonb3oBaTenamm 1 rpynnamMm nonb3oBatenen Ha Moayrne;

yrnpaBneHue 3abyI0KMPOBaHHBIMM YYETHBIMW 3annCsMu;

ynpaBneHue nonutukamm 6esonacHocTy;

Murpauus ¢ cepsepa besonacHoctn HacTpoek MO, COB, CKH u koHTponst yCTPOWCTB;
yrnpaBreHne 3agaHusamm Ha:

nony4YeHve oTyeTa o JIOKamnbHbIX rPynnax U BXOASLIMX B HUX NONb30BaTENSX;

nony4yeHve KoHdurypauum;

NpUMEeHeHWe KOHUrypauuu;

NPOBEpPKY LeNOCTHOCTU KOHTPOSMPYEMbIX OO LEKTOB;

apxuBaumio NokKanbHbIX XYpPHanoBs;

CKaHMpOBaHMe CMCTEMbI HAa Hanu4mne nHamkatopos komnpomeTtauum (1oC);

npoBepKy ycTaHoBneHHoro MO Ha ys3BuMoCTY;

yaaneHue mMoaynsi;

N3MEeHeHVe napaMeTpoB NULEH3UN;

dhopMMpoBaHne oT4ETa MO XypHanam;

camoTecTnpoBaHune yHkumn C3U;

e cbop gaHHbIX 06 APM;

cbop XypHanos Moayns;

OoTnpaBka curHanuaaumm ob nHumaeHTax 6e3onacHocTy;

BKITHOYEHME HEAKTUBHOTO pexuma paboTbl MOAYMS UMM KOMMOHEHTOB;

ynpaeneHne mangaTHeiMu meTkamu (Tornsko ans Dallas Lock 8.0 pegakumm «Cy»);

yAaneHHas perucrpauns annapaTtHbIX naeHTugmKaTopos;

HacTpolKa annapaTHbIX MAEHTUMNKATOPOB;

KOHTPOMb ¥ nepepacnpeaeneHne TepMuHanbHbIX CECCUM;

ynpasneHue npocunem MO U3onayus ysna, nossomnsowmm umdonuposats APM oT cetu
nepegayun gaHHbIX C BO3MOXHOCTbIO yripaBrneHus co ctopoHbl ELY;

LEHTpPanM3oBaHHOE YMpaBfeHNe MEXCETEBbIM 3KpaHOM, BKIYasi LUEeHTpanus3oBaHHOE
ynpasneHue npodunamm M3, cermeHTamn cetu, punbTpamm n HacTponkammn Beb-KOHTPOns;
LeHTpann3oBaHHoe ynpasrneHue komnoHeHToMm COB, Bkrntovas ynpasneHne 6e3onacHomn cpeaon
COB (necouHuuen);

LeHTpann3oBaHHoe ynpasrneHne komnoHeHTom COP, Bknovas ynpaBneHue uHAMKaTopamm
komnpomeTauun (1oC) n npaBmnamm aBToMaTUYECKOrO pearMpoBaHus;

LeHTpanu3oBaHHoOe ynpaBneHwe KomnoHeHTom CKH, Bkmodas ynpaeneHue KnoyYamu
npeobpasoBaHHbIX CbEMHbIX HakonuTenewu;

LEeHTpanu3oBaHHOEe ynpaBfieHWe KOHTPOMNEM YCTPOWCTB, BKMOYAsh KOHTPONb OTAENbHbIX
NPUHTEPOB;

ynpaBreHne pa3brnokMpoBKO KOMMbOTEPA C YCTAHOBINEHHBIM MOAYIEM.

Mpu pabote ¢ mogynamm C3U HCO Dallas Lock Linux JocTynHbI cneyroLuime BO3MOXHOCTU:

3aBepLUeHne paboTbl 1 Nepesarpyska Moayrns;
oTobpaxkeHne UHdopmaLnm 0 COCTOSTHUN MOAYNS;
CUHXPOHM3aLMsA NONUTUK/NoNb3oBaTeNen;

ynpaBreHne 3abnoKMPOBaHHLIMU YYETHBIMM 3aMMCAMU;
yaaneHHoe passepTbiBaHue moayns Ha APM;

yoaneHHoe obHoBrneHne moayns Ha APM;

ynpaereHue nosnb3oBaTensiMm 1 rpyrnnamMm nonb3oBaTenen Ha moayne;
ynpagereHne nonutukamm 6e3onacHocTy;

ynpaBreHne 3agaHusamu Ha:

yoaneHue mogyns;

M3MeHeHNe napamMmeTpoB NULEH3NMN;

nony4YyeHne KoHUrypaumu;

NpPUMEHEHNe KOHUrypaumm;

nouck nHamkatopos komnpomeTaumm (1oC);
apxXuBaLMio NOKasbHbIX XXYPHAIOB;

cbop XypHanoB Moayns;

oTnpaBka curHanusauum ob nHumMaeHTax 6esonacHocTy;
yOaneHHas permcrpaums annapaTHbiX MaeHTUMKaTopoB;



HacTpoMKa annapaTHbIX OeHTUUKATOPOB;

LEeHTpanu3oBaHHOE YMpaBfeHWEe MEXCETEBbIM 3KPAHOM, BKIOYasd LEHTpanu3oBaHHOE
ynpasnenune npogpunamm M3;

LeHTpanun3oBaHHoe ynpasneHne komnoHeHtoMm COB, Bkntovas ynpaesneHue 6e3onacHomn cpeaom
COB (necouHuuen);

LeHTpanu3oBaHHoe ynpasrieHne kommnoHeHTom COP, Bkntovas ynpaeneHWe uHAWKaTopamu
komnpomeTauum (loC) n npaBmnamm aBTomMaTU4eCKoro pearmpoBaHus;

LeHTpanu3oBaHHoe yrnpaerneHme komnoHeHToMm CKH;

LEeHTpanu3oBaHHOEe YyrnpaBfieHWe KOHTPOSIEM YCTPOWCTB, BKIOYasi KOHTPOSb OTAENbHbIX
NPUHTEPOB.

Mpun pabote ¢ mogynsamu C3U BU Dallas Lock goctynHbl cnegytoLwmne BO3MOXHOCTU:

oTobpaxeHne nHdopmaumm 0 COCTOSAHUN MOAYNS;
CUHXPOHM3aLMs NnonuTuk/nonb3osartenen’;

ynpaBrneHue nonb3oBaTensiMu 1 rpynnamu nonb3osartenein’ Ha moayne;
CMHXPOHM3aLMs 1 ynpaBrneHne nonmtmkamm 6e3onacHocTy;
HacTpolika HeakTMBHOIo pexuma paboTsl Moaynsa?;
ynpasreHne 3agaHnsamn Ha:

® MpoBepKy OOHOBMNEHUN;

e  nonyyYeHue KoHdurypauuu;

e nNpuUMeHeHue KoHdUrypaumu;

e nony4yeHue otyeTa o napameTpax 6esonacHoctn C3U BU;
e OTNpaBky hanna nuueH3nu;

cbop >xypHanoB moayns;

OTKpbITUE BeG-MHTEpdhenca agMMHUCTPMPOBAHUS;

oTnpaBka curHanusaumm o6 nHumaeHTax 6esonacHocTy;
LEeHTpann3oBaHHOe yrnpaBreHne MexceTeBblM 3KPAHOM.

Mpun pabote ¢ mogynem CA3 Dallas Lock goctynHbl cnegytoLlmne BO3MOXHOCTMU:

3aBepLUeHNe paboTkl 1 Nepesarpy3ka Mogyrs;

oTobpaxeHne wuHdOpMaUMM O COCTOSHMU MOAyNsA (MPOLEHT  3anofiHEHUs  XypHana,
oTcnexusaHne cobbitun [OBK, koHTponb Bepcuu ycTaHOBREeHHOW cOopku, uHdopmaums
0 MoZgenu nnatbl U T. 4.);

yOaneHHasi aBTopmsaLms nonb3oBatens;

yOaneHHoe ynpasrneHne obonoykor agMmHuctpupoBaHus CO3 Dallas Lock;
CUHXPOHM3aUns NoNuTUK/nonb3oBaTtenen;

ynpaeneHue nofb3oBaTensiMm 1 rpyrnnamMmu nonb3oBaTenen Ha Mmoayne;
yrnpaBreHue nonutukamm 6e3onacHocTy;

ynpasrneHue 3agaHnsMu Ha:

OUYUCTKY XKypHana;

nony4eHne KoHdurypaumu;

nNpUMeHeHne KoHUrypaumu,;

nonyyeHve otyeta o6 annapaTtHom obecneveHuny;

nony4eHne ot4yeTa o KoHdurypaumu;

cbpoc OBK;

TecTupoBaHue dyHkuun CO3;

cbop XypHanoB Moayns;

oTnpaska curHanuaauumn ob nHumgeHtax 6esonacHocTy;

B3anmopgencTeune ¢ areHtom LLOCS3;

HacTpoKKa annapaTHbIX OEHTUUKATOPOB.

1 Ana mogynen C3U BU UK4. [ina C3U BU UK5 pocTtynHO ynpaBneHne BCTPOEHHBIMW YYETHBIMKU 3anucsmu

nonb3oBaresnen Ha Moayne n CUHXpPOHU3auna BCTPOEHHbIX Y4eTHbIX 3anvcen nonb3oBaTenen.

2 ins mopynen C3U BU UK4.
3 Onsa moaynen CO3 UK4.



Mpun pabote ¢ mogynem CA3 YB Dallas Lock gocTtynHbl cnegytowmne BO3MOXHOCTH:

3aBepLUeHne paboTbl 1 Nepesarpyska Moayns;

cbop XypHanoB aygunTta B e4uHyto cuctemy xpaHenunst ELLY nnun 6a3y gaHHbix;

oTobpaxkeHve nHdopmaumm 0 COCTOSHUU MOAYNS (MPOLEHT 3anofiHEHUs XXypHana, nocnegHee
NnoAKntoYeHne, KOHTPONb BEpPCUN yCTaHOBNEHHOW cOOpKK, pesynbTaT nocnegHen nposepku KL
nT. 4.);

CVMHXPOHM3aUUs NONUTUK/YYETHbIX 3anuvcen;

yrnpaBreHne 3agaHusamm Ha:

OUUCTKY XKypHana;

nony4eHue KoHdurypaumu;

NpUMEeHeHWe KOHUrypauuu;

nonyyeHve otyeta o6 annapaTtHom obecnevyeHnu;

nony4eHve oT4yeTa o KoHdUrypaumu;

TecTupoBaHune oyHKLUNI;

pa3bnoKnpoBKa yYETHbIX 3anncen;

curHanusauus o cobbituax HCI B peanbHOM BpemeHu;

3anncb B MNamATb TOKEHOB MHGOpMauuu O nonb3oBaTene B dopmaTe, NogaepXMBaemMoM
CO3 Yb Dallas Lock.

Mpun paboTe co wnto3om 6e3onacHoctn WAF Dallas Lock gocTtynHbl criegytowme BO3MOXHOCTH:

3aBepLUeHne paboTkl 1 Nepesarpy3ka Mogyrs;

oTobpaxkeHne MHOpMaLMM O COCTOSHUM MOAYNS (COCTOSIHME MOAKMYEHUS, pexuM paboThl,
ums wnto3a 6esonacHocTy, IP-agpec wno3a 6e3o0nacHOCTH, aHanm3 XXypHanos cobbITMI LWM03a
6esonacHocTn, MAC-agpec nogknioyeHus wnio3a 6es3onacHocTv, AaHHble 06 annapaTtHOM
obecneyeHnn, Bepcusa 1O, Bepcua 6Gasbl pewarowwmx npasun, obbem ceBobogHOro mecrta
Ha Oucke, HOMEep NULEH3UN, KO, TEXHUYECKOWN MOSOEPXKKN);

nepesof Wo3a 6e30nacHOCTM B peXnme Kractepa B coctosiHne Master;

cbpoc BpeMeHHbIX BITOKMPOBOK;

OAHOKOMaHOHOE ynpaBreHne akTuBaumen n geakTMBaunen aBapunHoro pexmma;

OTKpbITUE BeD-nHTEepdenca agMMHUCTPUPOBAHNS;

yrnpaBreHne 3agaHnsamm Ha:

e 0OHOBNeHue 6asbl pelaLLnx NpaBusT;

e  CO3[aHuWe 1 BOCCTaHOBIIEHME PE3EPBHOM KONUK;

e cOpOC K 3aBOACKNM HACTPOWKaM;

e [pUMeHeHne danna nUueH3auu;

cbop XypHanos Moayns;

CUrHanMsauusi ¥ MOHUTOPUHI HUMAEHTOB 6e30nacHOCTH € rpadpMyYeckum oToBpaXKeHeMm.

Mpu pabote ¢ mogynem AreHT ELLY gocTynHbl cnefyowime BO3MOXHOCTU:

3aBeplueHne paboTbl M nepesarpy3ka ydaneHHoW pabo4ver CTaHUuuM C  YCTaHOBIIEHHBLIM
AreHntom ELLY;

yoaneHHoe pa3BepTbiBaHWe Mmoayns Ha APM,;

yOaneHHoe NoakrnoyeHne k paboyer cTaHumm ¢ ycTaHoBMeHHbIM AreHTom ELLY;

yrnpaereHne 3agaHnsiMn Ha:

e ony4yeHue otyeTa o6 annapaTHOM obecneveHuy;

e oOJSly4eHne oT4yeTa O NPorpamMmmMHOM obecnedeHny;

e ynaneHue AreHTta ELLY;

cbop XypHanoB ¢ pabo4el cTaHUMK C yCTaHOBIEHHbIM AreHToMm ELLY;

cbop oTyeToB 006 anmapaTHOM W nporpaMmMHOM obecnevyeHun ¢ paboyen crTaHUMK
C ycTtaHoBneHHbiM AreHtom ELLY;

ayouT nogknoyveHmii Aredta ELLY.

I'Ipvl pa60Te C Moaynem CepBep aBTopusauum 0OCTYynNHbI cnegyrouine BO3SMOXHOCTU:

060p XypHana ana oTcrnexmnBaHud ocTtyna nonb3oBaTenemn 1 BblAeNeHnsa nm src-ip ajpecos.

Mpu pabote ¢ Kaspersky Security Center foCTynHbI criefyoLne BO3MOXHOCTH:

nonyyeHve csefeHnn o coctoaHuM AHTMBUpYyca Kaspersky Ha knueHTckux APM (Bepcus,
BKITIOYEH/BbIKIIOYEH, CTAaTyC OOHOBMEHWS aHTUBUPYCHbIX 6a3);



nony4yeHue xypHanos AHTusunpyca Kaspersky;
nonyyeHvne nHgpopmaumm o6 nHumaeHTax (cpabaTtbiBaHNsIX aHTMBUPYCa) Ha KIneHTckux APM;
3anyck npoLiecca 06HOBNEHNSI aHTUBMPYCHbIX 6a3 AaHHbIX Ha KNMeHTCKkMx APM;
e  BbINOMHEHWE NPUHYAUTENBHOIO CKaHUPOBaHWS (NONHOWM NPOBEPKM) KNneHTCkux APM.
Mpu paboTe ¢ Network Access Control* gocTynHbl crnegyroLmMe BO3MOXHOCTU:
e  KOHTPOIb AOCTyMa B CETb HA OCHOBE 3afaHHbIX NpaBuIsT;
e 3anyck 6e3onacHoro yganeHHoro NogkmoyYeHus;
e 3awWmTy Tpadmka Ha ypoBHE ayTeHTUMKaunun/lLiMgdpoBaHUs ceTeBbIX NakeTOoB N0 NPOTOKONaM.

1.3 PekomeHaauuu no npumeHeHuto ELLY

Huxe (Tabnuua 1) npeacrtaBneHbl pekoMeHOauMu MO MPUMEHEHMUIO CYLLECTBYHOLNX MHCTPYMEHTOB
LueHTpanusoBaHHoro ynpasneHust ELLY Dallas Lock B 3aBMCMMOCTU OT KONMYECTBA KMMEHTCKMX paboymx
CTaHUuN.

Ta6nuua 1. PekoMeHaaumm no npuMeHeHUo

XpaHeHue Bbirpy3ska
KonunyectBo Knactep Moa4YnHEeHHble .
XXypHasoB BO cobbITUN B
KnueHTcknx APM cepsepos ELLY b .
BHewHeun B SIEM-cuctemy
MeHee 500 =
500 — 5 000 = = + =
5000 - 10000 + = + =
10 000 — 50 000 u + + + +
bornee

"="— onyuoHarnbHo, "+" — pekomeHAyemcs nPUMeHsImMb

4 Network Access Control — 3To nporpaMMHbIii KOMMIEKS, COCTOALLMIA U3 koMmnoHeHToB: WAF Dallas Lock, ELLY Dallas Lock,
Arent ELLY, CepBep aBTOpM3aLmK.



2

YCTAHOBKA U YOANEHUE ELlY DALLAS LOCK

2.1 TpeboBaHuA K annapaTHOMYy U NpOorpaMMHOMY ob6ecneyeHuto

ELLY npegHasHayveH ans mucnonb3oBaHust Ha TC, TakMx Kak: MepcoHarnbHble KOMMbITEPBI, MOPTaTUBHbIE
KOMMbIOTEPbl (HOYTOYKW, NnaHweTbl), cepBepbl U TC ¢ nogaepXkon BUPTyanbHbIX cpeq (Mo TEXHOMNormu
VMware n np.) u TexHonorun Live USB, paboTtaiowmx Ha 64-OMTHOM apXUTEKType NpoLecCOopoB Mnog

ynpaBrieHneM onepaumoHHbIX cuctem cemenctea Windows (x64):

Windows 8.1 (Core, Pro, Enterprise);

Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);
Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);

Windows 10 (Enterprise, Education, Pro, Home);

Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage

Server, Hyper-V Server);

Windows Server 2019 (Essentials, Standard, Datacenter);

Windows 11 (Enterprise, Education, Pro, Home);
Windows Server 2022 (Standard, Datacenter);
Windows Server 2025 (Standard, Datacenter);

n cemeinctea GNU Linux5 (x64):

Debian 10.x;

Debian 11.x;

Debian 12.x;

Ubuntu 18.04 LTS;

Ubuntu 20.04 LTS;

Ubuntu 22.04 LTS;

Ubuntu 24.04 LTS;

Astra Linux Common Edition (Open) 2.12;
Astra Linux Special Edition (CmoneHck) 1.6, 1.7, 1.8;
AnbT Cepaep 9;

AnbT CepBep 10.0, 10.1, 10.2, 10.4;

AnbT 8 CIN Cepaep 10;

AnbTt Paboyasa CtaHumsa 9.x;

AnbTt Paboyasa CtaHuma 10.0, 10.1, 10.2, 10.4;
AnbTt Pabovasa CtaHuma K 10.0, 10.1, 10.3, 10.4;
AnbTt Paboyasa CtaHuma 11.1;

AnbT 8 CI1 Paboyas CtaHuusa 10;

PEL OC 7.3 Mypow;

PEO OC 8§;

ROSA FRESH DESKTOP 12;

MCBCdepa APM 9.

Ha OC pgomkHbl 6bITb YCTaHOBJ1€HbI BCE€ aKTyallbHble obHoBneHus. B NPOTUBHOM Clly4dae MOXeT NoABUTbCA

owmnbka ¢ npocbboN ycTaHOBUTL OOHOBMNEHMST U NOBTOPUTL ycTaHoBKy ELLY.

TpebyeMbin 06beM cBOGOOHOrO UCKOBOrO NpoCcTpaHcTBa and ycraHosku ELLY: 1 6.
Ona OC cemenctea Linux Heobxoammo Hanmnymne ceobogHoro Mmecta B pasgerne /opt.
Hwke (Tabnuua 2) npencTaBneHbl pekoOMeHAauuu B 4acTM MWHUMMAIbHbIX CUCTEMHbIX TpeboBaHWI

Ans onTMMarnbHon paboThbl B 3aBMCMMOCTI OT cocTaBa AomeHa ELLY.
Ta6bnuua 2. MMHMManbHbIe CUCTEMHbIe TpeGoBaHuUsA

CoctaB ELlY
Knacrep: HeT KnacTep: HeT Knactep: HeT
APM: 2 Tbicsy APM: 8 Tbicsuy APM: 20 Tbicsiy
¥Y3: 5 ThicaY Y¥3: 20 Tbicsay Y¥3: 50 Thicsay

Knactep: oa
APM: 50 Tbica4
Y3: 125 Tbicauy

5 [ina nHctannsumm n paboTsl ¢ koHconbto ELLY nog OC cemelicTBa Linux TpebyeTcsi rpadmyeckas obonoyka.



HasH. AUN: 5 Tbicay
3aper. CKH: 10 Tbicay

KomnoHeHT «Cnyxb6a
ELLY»

OC: KnueHTckas
Mpoueccop: Intel Core
i5/ Intel Xeon E3 (8
anep®)

OnepaTtnBHas namsaThb:
16 I'b

Hakonutene: SSD
CobogHoe
npoctpaHcTBo: 50 b

KomnoHeHT «KoHconb
ELY»

OC: KnueHtckas
Mpoueccop: Intel Core
i5/ Intel Xeon E3 (4
anpad)

0o3Y:8Tb
Hakonutens: HDD
CsobogHoe
npocTtpaHcTBo: 2 ['b

HasH. AU: 20 Teicay
3aper. CKH: 40 Tbicau

HasH. AW: 50 Thicsay
3aper. CKH: 100
ThicAY

MuHMManbHble CUCTEMHbIe TpeGOBaHVIFI

KomnoHeHT «Cnyxb6a
ELLY»

OC: KnueHTckas
Mpoueccop: Intel Core
i7/ Intel Xeon E5 (8
anep®)

OnepaTtnBHasi naMaThb:
32Tb

Hakonutene: SSD
CobogHoe
npoctpaHctBo: 50 I'b

KomMmnoHeHT
«KoHconb ELLY»

OC: KnueHTckas
Mpoueccop: Intel Core
i5/ Intel Xeon E3 (4
anpa®)

03Y:8Tb
Hakonutens: HDD
CeobogHoe
npocTtpaHcTBo: 2 ['b

KomnoHeHT
«Cnyx6a ELLY»
OC: CepeepHasi
Mpoueccop: Intel
Core i7/ Intel Xeon
E5 (16 saep®)
OnepatuBHas
namatb: 32 'b
Hakonutens: SSD
CBobogHoe
npoctpaHcTeo: 50 I'b

KomnoHeHT
«KoHconb ELLY»

OC: KnuneHTckas
Mpoueccop: Intel
Core i5/ Intel Xeon
E3 (4 agpa’)
Oo3Y:16Tb
Hakonutenb: HDD
CBobopgHoe
npocTtpaHcTBo: 2 ['b

HasH. AW: 125 Thicay
3aper. CKH: 250 Tbicsay

KomnoHeHT «Cnyx6a
ELY»

OC: CepeepHasi
Mpoueccop: Intel Core i7/
Intel Xeon E5 (16 anep®)
OnepatuBHas namaTtb: 32
5}

Hakonutens: SSD
CeoboaHoe
npoctpaHctBo: 50 b

KomnoHeHT «KoHCcONb
ELY»

OC: KnueHTckas
Mpoueccop: Intel Core i5/
Intel Xeon E3 (4 agpa®)
0o3Y:16I'b

Hakonutens: HDD
CsobogHoe
npocTtpaHcTBo: 2 ['b

MwuHumManbHoe NPOCTPaHCTBO AN1A XpaHEeHUA XYpHanoB Ha KaXayk TbiCAYY KIIMEHTOB (B TeyeHune

1roga): 1 Th

MuHuManbHbIe cucTeMHbIe TpeGoBaHMsA ANA KOMNboTepa ¢ ycTtaHoBreHHown B

OC: KnuneHTtckas

Mpoueccop: Intel Core i5/Intel Xeon E3 (8 saep®)

O3Y: 16 I'b
Hakonutenb: SSD

Cama nporpaMmmMma 3aHMMaeT OOCTaTO4YHO Mario Mmecrta Ha AUCKe, HO HeobxoaMmMo 3apaHee
OOMNOJIHUTENbHO 3ape3epBnUpoBaTb MECTO Ha ANCKE OJ1A OpraHu3aunn XxpaHeHusa XXypHarioB.

Ona XpaHeHusi XypHanoB BO BHelwHel 6a3e [aHHbIX HeobXoAMMO UCNoSb30BaTb
PostgreSQL Bepcuun 13 unu Beiwe, Jatoba, Proxima DB nnu Tantor.

ELlY Dallas Lock nosBonsieT B kayecTBe CpeacTBa OMO3HaBaHWS MOSfb30BaTENen WCNONb30BaTb
cnegyowue annapaTHble naeHTUudmKaTopsi:

e  3nekTpoHHble krtoun Touch Memory (iButton)é:

e DS-1992;
e DS-1993;
e DS-1995;

6 dusnyeckue sgpa 6e3 yyeta Hyper-Threading.
7 BHelwHioto 6a3y faHHbIX peKoMeHOyeTCs UCMonb30BaTh NPY KOMUMYECTBE KNEHTOB OT 10 ThicsY.

8 Ina OC Linux anekTpoHHbIM kntod Touch Memory (iButton) nogaepkvBaeTcs TONbKO ANS YTEHWS, TO €CTb €ro MOXHO
TONbKO HAa3HaYUTb NONb30BaTENt0. 3anncb YYETHbIX AAHHBLIX MOMb30BaTENs HA TakoW UAEHTUUKATOP HE NPOU3BOAUTCS.



e DS-1996;
e USB-kntoun Aladdin eToken?;
e Pro/lJava;
° 72K;
e cmapT-kapTbl Aladdin eToken Pro/SC;
e USB-kntoum Guardant ID 2.0;
e USB-kntoun u cmapt-kapTel PyTokeH (Rutoken):
PytokeH (Rutoken);
PyTokeH (Lite);
PyTtokeH OUIT;
PyTokeH 3UIM 2.0;
PyTtoken 3UIM 3.0;
PyTtokeH 3UIM PKI;
PyTokeH S19;
e  USB-kntoun n cmapTt-kapthl JaCarta:
e JaCarta SF/TOCT;
JaCarta I'OCT;
JaCarta PKI;
JaCarta PKI/Flash;
JaCarta LT;
JaCarta PRO;
JaCarta-2 PKI/TOCT;
JaCarta-2 IOCT;
e  USB-kntoum u cmapt-kaptel ESMART:
e ESMART Token;
e ESMART Token I'OCT;
e ESMART 64K.

Mpy HacTpoike annapaTHOro uaeHTUdMKaTopa peKkoMeHAyeTcs ycTaHaBnuBaTb  ApaliBepbl,
nocTaBnsieMble B KOMMNIIEKTE C MOEHTU(UKATOPOM, UK ckayaTb MX C cailTa NPOM3BOAUTENS.

[Ona paboTbl anekTpoHHbIX kntoden Touch Memory (iButton) Ha APMax ¢ OC Windows
Heobxoaumbl apansepbl Prolific USB-to-Serial Common Port (gaHHble ApanBepbl YXXe MOoryT
6bITb B coctaBe OC, nnm nx MOXXHO ckavaTb C canTa npounssoauTens gparvisepos Prolific).

[ns paboTbl aneKkTpoHHbIX Krtoder Touch Memory (iButton) Ha APMax ¢ OC Linux (kpome
ALT Linux), Heob6xoaumo paspeLunTb 06bIMHOMY Mornb3oBatento pabotats ¢ COM-nopTtamu.
[ns atoro gocTtatodHO MOMECTUTL MOMb30BaTens B rpynny dialout, ¢ MOMOLLbIO KOMaHAbl
sudo usermod -a -G dialout $USER, 3atem nepesarpy3utb APM.

Onsa koppektHo paboTbl anmapaTHbIX uaeHTUdukatopoB eToken Heobxogmmo
ucnonb3oBaTtb ApanBepbl SafeNet. Bepcusa gparisepa SafeNet ans pabotbl ¢ annapaTHbIMK
noeHTncmkatopamm eToken B onepaumoHHbIX cuctemax cemenctaa Windows gomkHa 6b1Tb
He Bblwe 10.0.43. [Ons onepauMoHHbix cuctem cemenctea GNU Linux cregyet
ncnonb3oBaTb Bepcuio gpansepa SafeNet — 10.0.37.

lMpn wncnonb3oBaHum annapaTtHoro uaeHTudukatopa eToken coBmecTHo c  SafeNet
Ha onepaunoHHbIX cuctemax Linux Heo6xoANMO AONOMHUTENBHO YCTAHOBUTbL NakeThl libssl-
dev (deb based linux) nnwu libssl-devel (rpm based linux).

9 [ins USB-kntoya eToken 32K6 obecneunBaeTcs TONbKO BO3MOXHOCTb YCUIEHUSI MeXaHn3ma ayTeHTudukauum. 3anuce
YYETHbIX AaHHbIX NONb3oBaTens Ha TakoW UAEHTUMKATOP He MPOW3BOAUTCS B CUMY OrpaHUYEHHOro oGbemMa JOCTYNHON NamsiTv
annapaTHoro uaeHTUdgukaTopa.

10 Ansa OC Linux HegocTynHo hopmaTupoBaHue Kntoya.



B cBsA3n ¢ ocobeHHocTbio ycTponctBa JaCarta-2 TOCT, onepauusi cpopmaTnpoBaHUS
annapaTtHbIX  MOEHTMUKATOPOB  OAHHOMO  TWMAa  LOPKHA  BBIMOMHATBCS  TONBbKO
¢ ncnonb3oBaHmeM N0 «EamHbin KnvenT JaCartay.

2.2 YcrtaHoBka ELlY Dallas Lock

Ona ogHon Cniyx6bl ELLY MoXxHO ycTaHOBUTbL Heckonbko KoHconewn ELY Ha gpyrme APM cetn. Takum
obpasom, MOXHO ByaeT ynpaenaTb [JJomeHom 6e3onacHocT ELLY ¢ pasHbIX yCTpONCTB.

B DNS-cepBepe fomkHa 6bITb TONbKO oaHa 3anucb 06 APM, Ha koTopom ByaeT pasBepHyT
cepeep ELLY.

Onsa wnoeHtndukaumm cepeepa ELLY B cetm no ymondaHwuto ucnonbdyetcd uma [1K,

Ha KOTOPbIV OH Dbl YCTAHOBIIEH:

1. W3meHeHune umenu MK nocne yctaHoBku Ha Hero cnyx6bl ELLY He nonyckaeTtca.

2. [1nsA koppeKTHOoro nogkmntodeHus k cepsepy ELLY mogynen, yctaHoBneHHbix Ha MK ¢ OC
Windows n OC Linux, cnyxby ELIY pekomeHgyetca yctaHaBnueatb Ha [1K, mms
kotoporo cootBetcTByeT kogupoBke ASCIl. B npotMBHOM cny4vae noTpebyetcs
BHECEHNe M3MeHeHM Ha cTopoHe ucnonbdyemoro DNS-cepepa. Hanpumep, ecnu
B kOoprnopaTtuBHon cetn ucnonb3yetcs DNS-cepep Microsoft, To ans KoppekTHoro
paspeLleHns MMeH co cTopoHbl mogynen Ha K ¢ OC Linux, HeobxoaMmo gob6aBuTb
A-3anucb ¢ nmeHem cepeepa ELLY, 3akoanpoBaHHbIM B NbtoHMKOAE (punycode).

Mepen yctaHoBkon ELLY Tpebyetca npoBepuTb, YTO npoucxogouT nonydveHue IP-agpeca
KoMMbloTEpa No ceTeBoMy uMeHu pgaHHoro [1K. [Ons 3Ttoro HeobxooumMo BbINOMHUTL
cnegyroLine OeNCTBUS:

1. MNony4ntb ceTeBOE UMA cepBepa, AN 3TOro 3anyCcTUTb TepMUHan W BbINOMHUTL
KomaHay hostname.

2. [NpoBepuTb 4OCTYNHOCTb MO CETEBOMY MMEHW, BLIMOSTHUB KOMaHAyY ping <cemeegoe umsi
MK>.

3. BobinonHutb komaHay fraceroute <IP-adpec K> (ansa OC cemencTtsa Linux) nnu tracert
<IP-adpec K> (gna OC cemerictBa Windows) 1 npoBepuTb, YTO MOMy4YEHHOE UMS
coBnagaeT C BbIBOAOM KOMaHAbl hostname Ha ware 1.

B cnyyae HecoBnageHWss MMeH crneayeT OTKOPPEKTMPOBaTb MNepeMeHHyt hostname,
Onsi 3TOro:

1. [Ona Linux: BbINONHWUTL KOMaHAy hostnamect! set-hostname <cemesoe ums K>.
2. Ina Windows: nepeMMeHoBaTb UMS KOMMbOTEpPa C MOMOLLIbIO NaHenn ynpasneHus.

Cnocob xpaHeHus XXypHanoB gonyckaetca BblbpaTth kak B npouecce yctaHoBku ELLY Dallas
Lock, Tak u nocne ero yctaHOBKMU.

B ELY Dallas Lock peanunsoBaHbl cregyolie BapuvaHTbl CMeHbl MecTa XpaHeHus
XKYPHaroB:

1. C BHyTpeHHel cucTeMbl XpaHEHUs Ha BHELUHW/NokanbHbI cepsep B (gocTtynHo
TONbKO AN oAnHOYHOro cepsepa ELLY);

2. C xpaHeHusi Ha BHelUHeM/nokansHoM cepBepe B[l Ha BHyTpeHHI0l0 cucTeMy XxpaHeHust
(oocTynHo ToNbKO Ans oguHo4vHoro cepeepa ELLY);

3. CwmeHa B[l B pamkax ogHoro cepBepa b[;

4. CwmeHa ogHoro cepepa b1 Ha apyrow;

5. BosBpalueHue Ha ncnosnbdyemble paHee B[l (Ha BHelwHem/rnokanbsHOM cepBepe B[).
MopgpobHee o HacTporike cnocoba XpaHEeHWs >KypHaroB onucaHo B pa3sgene «llapamerpbl
KYPHAIoBY.



[ns noaknoveHns BHeLIHEro cepBepa C 6a3on AaHHbIX HA CTOPOHE BHELUHEro cepBepa
OOJIMKHO BbITb HACTPOEHO paspeLuaroLLiee NpaBuno punbTpaLmm Ha BXOAsLLEE COeANHEHME.
Heobxogumo oTkpbiTe TCP-nopT, ncnonb3yembliii AN NOAKITHOYEHUS.

2.2.1Nopsapok yctaHoBku ELLY Dallas Lock B OC cemenctea Windows

YctaHaenuBatb ELLY Dallas Lock MOXeT Tonbko nornb3oBaTerib, 06nagarLwmi npaBamm
agMVHUCTpaTopa Ha OAHHOM KOMMbOTEpPE. OTO MOXET ObITb JNOKasNbHbIA MW AOMEHHbIN
nonb3oBaTenb.

ﬂOKaJ'IbHyIO YCTaHOBKY HeOGXO,EI,VIMO BbIMNOJIHATE TOJIbKO W3-NO04 CeCCUM  TeKyLlero
aBTOPM30BaHHOIO MONb3oBaTens. 3anyck YCTaHOBKM OT MMEHM ApYroro nonb3oBaTens
(Run as) He ponyckaeTcs.

B npouecce yctaHoBku ELLY Dallas Lock 6yneT npov3BegeHa aBTomaTnyeckas HacTporka
6paHgmayapa Windows (Windows Firewall).

Ons cepsepHbix Bepcui Windows npu BkntodeHHom Windows Firewall Tpebyetcsa
AononHWTenbHaa HacTpowka npaBwun Ans obecneyeHus KOPPEKTHOro B3avMOAEMNCTBUS
cnyx6bl n koHconu ELY. [1ns BbINONHEHNST HACTPONKM HEOBX0ANMO:

1. 3anyctutb obonouky Windows PowerShell ¢ noBbiwatowymy npuBmMnernsiMm ot y4eTHon
3anucu agMmuHuctpartopa OC.

2. BbINOnHUTb cnegywuine KomaHgbl B KOHCOJ1U:

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL]Y - exodswue TCP"
-Direction Inbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
TCP -Action Allowy;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepeep EL]Y - exodswue UDP"
-Direction Inbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
UDP -Action Allowy;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL]Y - ucxodsuwue TCP"
-Direction Outbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
TCP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL]Y - ucxodsuwue
UDP" -Direction Outbound -Program "C:\Program Files\UCC\UcMainCore.exe" -
Protocol UDP -Action Allow»y;

o «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb ELIY - exodswue TCP"
-Direction Inbound -Program "C:\Program Files\UCC\UcConsole.exe" -Protocol
TCP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb ELIY - exodsuwue
UDP" -Direction Inbound -Program "C:\Program Files\UCC\UcConsole.exe" -
Protocol UDP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb ELY - ucxodswue
TCP" -Direction Outbound -Program "C:\Program Files\UCC\UcConsole.exe" -
Protocol TCP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb ELY - ucxodsawue

UDP" -Direction Outbound -Program "C:\Program Files\UCC\UcConsole.exe" -
Protocol UDP -Action Allow».

Ons yctaHoekn ELLY Dallas Lock B OC cemenctea Windows Heobxoammo:

1. 3anyctuTb ycTaHOBOYHbIN hann ucclnst-6.0.468.1.exe, KOTOPbIA HAXOAUTCH B KOPHEBOW AMPEKTOpUKn
AncTpubyTunea (Mnu BeibpaTb AaHHOE AENCTBME B MEHIO OKHa autorun).
Ecnn ELY Dallas Lock yctaHaBnuBaetca Ha [1K, He oOCHalleHHbIM NPUBOAOM KOMMAaKT-AUCKOB,
a gucTpmMbyTMB MNOCTaBNSETCS MMEHHO Ha OWCKE, TO MOXHO CKOMMPOBAaTb C AMcCKa HeobxoauMbin
YyCTaHOBOYHbIN (hanin Ha gaHHbI MK nobbim yaobHeiM cnocobom: Yepes JIBC, USB-Flash Hakonutenb
v ap.
Mocne 3anycka nporpamMmMbl YCTaHOBKM HEOOXOAUMO BLINOSMHATL AEACTBMSA MO NOACcKaskam nporpamMmbi.



BbinonHeHWe cneayloLLEero wara ycTaHOBKW BbIMONHAETCSA C NOMOLLLI0 KHonky [anee. Ha kaxaoM ware
YCTaHOBKM MNPefoCTaBNseTcs BO3MOXHOCTb OTMEHbl YCTaHOBKM C BO3BpaToM Mpou3BedeHHbIX
n3MeHeHuin. [N aToro crnyxuTt kHonka OTMeHa.

Ecnn paHee Obina ycrtaHoBreHa otaenbHaa KoHconb ELY, 1o ee Hago ypanuTb
L (cMm. «[MNopsipok yaanenus ELLY Dallas Lock B OC cemerictBa Windows») 1 NOCTaBUTb 3aHOBO
BMeCTe C yCTaHoBKoW cryx6bl ELLY.

L BoamoxHo nogkntoveHve mexay KoHconbto ELLY 1 Cnyx6on ELLY pa3sHbix Bepcui.

2. Tocne 3anycka NpUNoXeHWst Ha aKkpaHe OyaeT BbIBEAEHO OKHO Afsi NOATBEPXKAEHUSA onepaL .
Mocne noaTeepxaeHus 3anyctutcsa mactep yctaHoekm ELLY Dallas Lock (puc. 1).

D Mactep yeranoskn - ELLY Dallas Lock, sepona £.0.468.1 ot 18.08.2026 X

YcraHoBka EauHoro LlenTpa YnpaeneHus Dallas Lock

Jobpo noxanosartb!

AnA Hauana ycraHoekw EanHoro LlenTpa ¥Ynpaenedwa Dallas Lock
gepcun 6.0.468.1 HaxmMuTe =lanees,

ELLY DALLAS LOCK

Puc. 1. OkHo Ha4yana yctaHoBku ELLY Dallas Lock

[ns npogomkeHns yCTaHOBKN HaxaTb KHoMky Janee.



3. BblbpaTb KOMMOHEHTBI, KOTOPbIE BYAYT YCTaHOBMEHDI (pUC. 2).

O MacTep ycraHoekn - ELLY Dallas Lock, sepcua 6.0.468.1 o1 18.08.2026 *

Bbi6op KOMMOHEHTOB

BblﬁEplﬂTE KOMMODOHEHTEI, KOTOPBIE BBl XOTUTE YCTAHOEWTE

Cnysk6a ELLY Dallas Lock

KomnoHedT ana ynpaenesns mogynann C3 HC,

KoHcons ELLY Dallas Lock

Hasaa m Ommiena

Puc. 2. Bbi6op komnoHeHTOB Ans ycraHoBku ELLY Dallas Lock

Cnyx6a ELLY ncnonbsyet nogkntoyeHme TCP/IP no nopty 17900. YcTtaHOBKa HECKOMbKMX
ak3emnnsipos Cnyx6bl ELLY Ha ogHom MK He gonyckaetcs.

4. Ha cnepyloulem ware yCTaHOBKM HEOBX0AMMO NpeabsaBuTb hann nMueHsnmn, HanpasnseMbln BMecTe
C KOOOM TeXHWYEeCKOW MOAAEPKKWM MO SMEeKTPOHHbIM CPeAcTBaM CBA3W, AN NPUMEHEHWS NUUEH3nU
Ha ycTaHaBnuBaeMblin cepsep (puc. 3).

EJ Mactep ycranoskw - ELLY Dallas Lock, sepcun 6.0.468.1 or 18.08.2026 X

ﬂuueﬂauposanue

MpegtaBUTE aNNapaTHEIA KUY WK Gailn nugeHznm

CnocoB MHUEHIMPOBAHWA  flemoBepcua

MapameTpel NTULEHIHK

APM 6 wr,
CeTeBkle YCTpOHCTEA 4w,
MoguuHeEHHBIE JOMEeHkl 2w
Arentel ELLY 6 wr.

Puc. 3. MpumeHeHne nuueH3umn

MpMeHNTbL NMUEH3N0 BO3MOXHO M nocne ycrtaHoBku ELY: Tpebyetcss ycTaHOBUTHL
aemoBepcuto ELLY Dallas Lock n go6aButb nuueHsnio B okHe COCTOsIHME NULIEH3UU
(cMm. «[NapameTpbl IULEH3UNY).

5. BbibpaTb Tvn co3gaBaemoro gomeHa B 3aBucumocTty oT uenu yctaHoBku ELLY Dallas Lock (puc. 4).
OnucaHve ycTaHOBKM MoguvnMHeHHoro [lomeHa ©e3onacHOCTM WM cepBepa pennvkauum npuBegeHo



B pasgenax «Beoao [B B nogyvHeHve B Mpolecce ycTaHoBku» U «[lapameTpbl knacrepay
COOTBETCTBEHHO.

D MacTtep yeranoekm - ELLY Dallas Lock, sepona 6.0.468.1 o7 18.08.2026 Pt

Bblﬁop TUNa JoMeHa @
BriGepnTe TMN Co3jaEaemMore SOMEHE 4

(0] @ fAomeH BezonacHocTn
ORug) Co3daHve Hoeoro JomeHa Be3onacHoCTi
(0] O MogunHEHHLIA JomeH BezonacHocTn
@-0-® Cozganne Hoeoro JomeHa BesonacHocTy, BKAKIMEHHOID B COCTAE

cywecTeyrowero JoMeHa BezonacHocTn

lo} O Cepeep penamiauum
O‘l‘ NoBaeneHne yana e KNacrep cepeepoe ELLY

Puc. 4. Bei6op Tvna cosgaBaemoro gomeHa

6. 3apaTb napametpbl OB (puc. 5):
e B none Haseaxue /[Jb ykasatb nvsa Ob;
e B nons Knroy docmyna v [Todmeepdume ko4 docmyria BBECTU KNOY AOCTyNa.

O Mactep yeranoekm - ELLY Dallas Lock, sepcwn 6.0.468.1 o7 18.08.2026 X
MapameTtpbl floMmeHa besonacHOCTK @
¥raxuTe napametpel Jomena bezonacHocTi 2
HazeaHwe AE: JomeH GezonacHooTk
Kmkou goctyna:

MoATEEpANTE KNHOY AOCTYNA:

Hasan m mscn

Puc. 5. Hactpoiika napameTtpoB b

Kntou goctyna k b npegHasHaveH ans BBoAa HOBbIX 06bekToB B [1b 1 Ana nogknioyeHus
koHconu ynpasnexus (KY) k cepsepy ELLY.

7. OnuuoHanbHO MnocTaBuTb hrar M 3anofiHMTb MOMSA ANS MCMNOMb30BaHWA BHelWHen 6a3bl AaHHbIX
(puc. 6). Ecnu ncnonbayeTcs BHeLWHWIA cepBep ¢ 6a30M AaHHbIX (PEKOMEHAYETCS), HAa ero CTOPOHe
JOIPKHO OblTb HacTpoOeHO paspelualoliee npaBuno GUNbTpauMM Ha BXxoAsllee COeAUHEHMeE.
Heobxogumo oTtkpbITe TCP-nopT, ncnons3yembli ANs NOAKITHOYEHNS.



D MacTep yeraHoskw - ELY Dallas Lock, sepouna 6.0.468,1 ot 18.08.2026 X

XpaHeHWe XypHaios @

Mo YMONYEHHUHY MCNONE3YETCA BCTROEHHAA CHCTEME XPAaHEHWA

D Mcnone30BaTe BHELIHIOW B33y AaHHbBIX

Hazag Danee Otmena

Puc. 6. HacTtpoiika BHewHel 6a3bl AaHHbIX

[ns xpaHeHus >XypHanoB BO BHelWHen 6ase AaHHbIX Heobxooumo UCMoMb3oBaTb
PostgreSQL Bepcun 13 nnu Bbiwe, Jatoba, Proxima DB nnu Tantor.

lMonb3oBaTtenb, KOTOPbIN yKasbiBaeTCA NPy NoaKNoYeHMn 6a3bl AaHHbLIX, AOMKEH obnagaTb
nonHeIMy NpaBamu Ha ncnonedyemyto bIl. CoenaTtb 370 MOXHO criefytoLLern KOMaHaon:

e GRANT ALL PRIVILEGES ON DATABASE <database_name> TO <user_name>.

Ecnu npu nonbiTke yctaHoButb ELLY Dallas Lock ¢ BbiOpaHHOM onuuen Mcronb3oeameb
8HEWHIOK ba3y 0aHHbIX NOABMAAKTCA HeYMTaemble owunbkM, To B OC ¢ NnoMoLblo NaHenm
YyNpaBneHns CrnefyeT YCTaHOBWUTb PYCCKMM $3blK AN napameTpa f3blk nporpamm,
HenoapepxuBaembix KOHUKoA.

8. lNpoBepuTb NapaMeTpbl yCTAHOBKM U HaXaTb KHOMKY YCTaHOBUTBL (puc. 7).
O MacTep ycranoskw - ELLY Dallas Lock, sepcun 6.0.468.1 oT 18.08.2026 X

MapameTpbl yCTaHOBKM @

Moxanyiicta, npoeepeTe BbIGpaHHBIE NApaMETPEl YCTAHOBKM,

Komnonent: ChyxBa ELLY Dallas Lock
Onepauwsa: ycraHoeka

Tun: Jomend BezonacHooti

Homep nopra: 17900

Wma Ab: "Jomen BesonacHocomi”

MyTe ycranoekm: Ch\Program Files\UCC

Komnonent: KoHcons ELLY Dallas Lock
Onepauma: ycTaHoBKa
MyTe ycranoekm: C\Program Files\UCC

Hazag YeraHoBUTB OtmeHa

Puc. 7. NpoBepka napaMeTpoB YCTaHOBKMU



9. [lanee BO3MOXHO HabnwaaTb 3a NpoL,eccoM yctaHoBku (puc. 8). Ecnn npouecc npoiien 6e3 owmnbok,
HeobXxoaMMO HaxaTb KHOMKy [lanee, 4To6bl NepeTh K OKHY 3aBepLUEHUs NpoLecca YCTaHOBKU.

B Mactep ycranoskm - ELLY Dallas Lock, eepoun 6.0.468.1 o7 18.08.2026 >

YcTraHoBKa

Kenwpoeanwe: ChProgram Files\UCCishare\snmphconfigurationsil.3.6.1.4.1.9-cisco.ucMNetworkCfg
Kenuposanne: C\Program Files\UCC\share\ssh'devices\ios.ucMetworkCfg

Kenwpoeanwe: C\Program Files\UC C\share\sshidevices\nx-os.ucMetworkCfg

Hactpoiika napamerpos

Konwpoeanwe: C\Program Files\UCCibin\uccUninst.exe

Hactpoiika napamerpos

Kenwpoeanwe: C\Program Files\UC C\bin\PAExec.exe

Kenuposanwe: Ch\Program Files\UCC\bin\ucConsole.exe

Kenwpoeanwe: C\Program Files\UCC\lib\execs\browserOpener.exe

Kenuposanne: Ch\Program Files\UCC\lib\execs\ucAuthorization.dll

Kenwpoeanwe: C\Program Files\UCC\lib\execs\uclpsecConnectionBreak.dll

Kenuposanwe: ChProgram Files\UCC\ib\execs\ucWncClient.dll ]

Pwuc. 8. MNMpouecc ycraHosku ELLY Dallas Lock

10.Haxatb kHonky 3aBepwunTb (puc. 9).

Ej MacTep ycranoekw - ELLY Dallas Lock, sepcwa £.0.468.1 or 18.08.2026 X

3aBeplUeHue ycTaHoBKW EAuHoro LleHTpa YnpaBneHua
Dallas Lock

HaxmuTte «3aeeplumnTes» ANA BEIXOAA M3 MACTEPA YCTaHOBKM
Eaunoro Llentpa ¥Ynpaenenna Dallas Lock.

ELLY DALLAS LOCK

Puc. 9. 3aBeplueHue npouecca yCTaHOBKU

Mocne 3aBepLieHus npouecca ycraHoekn ELLY Dallas Lock Ha paboyem ctone n B MmeHto Myck nosBuTcst
apnbik KoHconu ELY Dallas Lock (puc. 10).

KoHcone ELLY

Puc. 10. Apnbik koHconu ELY Dallas Lock



2.2.2MNopspok ycrtaHoBku ELLY Dallas Lock B OC cemencrtBa Linux

Ecnu paHee 6bina yctaHoBneHa otgencHas KoHconb ELY, TO ee HyxHO yaanutb
(cm. «[Nopagok yaanenus ELLY Dallas Lock B OC cemenctBa Linux») 1 NOCTaBUTb 3aHOBO
BMeCTe C ycTaHoBKoW cnyx6bl ELLY.

Ecnn ELlY Dallas Lock yctaHaBnuBaetca Ha TC, Ha KOTOPOM Takke WCNonb3yeTcd
C3U HCA Dallas Lock Linux, To B HacTpomnkax MexceTeBoro akpaHa HeobxoamMmo OTKpbITb
TCP-nopt 17900.

Insa koppekTtHon yctaHoBkn ELLY Dallas Lock Heobxoaumo oTkmnoumTtb SELinux, ecnn oH
BKINOYeH. [Ina oTknoyeHns TpebyeTcsa BbINONHMTL cneayolime AencTBuS:
1. OTkpbITb thann /etc/selinux/config c npaBamm cynepnonb3oBartens (root).
2. B havine /etc/selinux/config 3aMeHUTb CTPOKY SELINUX=enforcing
Ha SELINUX=disabled.
3. BobinonHutb nepesarpysky OC.

Mpun yctaHoBke ELY Dallas Lock Ha APM ¢ OC Astra SE ans pasgenos, kotopble ELLY
Dallas Lock ncnonbsyet ana dyHKLUMOHMPOBAHUS, HEODXOAUMO OTKIIOYUTL Takue Oonumu
MOHTUPOBaHUA Kak: noexec, nodev, nosuid. B npotuBHom cny4ae ycTtaHoBka ELY
Dallas Lock 6ynet 3aBepLuaTbCH C OLLUMOKOW.

[nsa koppekTHon yctaHoBkM ELLY Ha onepaumoHHbix cuctemax PE[L OC TpebyeTcs Hanuuve
MakeTHOro MeHempkepa yum. [aHHbIN NakeTHbIN MEHeMKEP criegyeT ycTaHaBnueaTe Ha OC
[0 nepBoHa4vanbHOW nonbiTkM ycTaHoBku ELLY, nHaye npouecc yctaHoeku ELY Oyget
3aBEpLUATHCS C OLLUMOKOMN.

Ina yctaHoskn ELLY Dallas Lock B OC cemenctsa Linux Heobxoanmo:

1. CkonupoBaTb B AOMaLLHWI KaTanor nonb3oBaTens YyCTaHOBOYHbIN cann ucclnst-6.0.468.1, koTopbin
Haxo4WTCA B KOPHEBOW OUPEKTOPUM OUCTpMOYTMBA.
Ecnu EUY Dallas Lock ycraHaenusaetcs Ha [K, He oOcCHalleHHbI NPUBOAOM KOMMAKT-OUCKOB,
a gucTpmbyTmMB NOCTaBMSETCHd UMEHHO Ha AMCKe, TO MOXHO CKOnupoBaTb C Aucka Heobxoanmbln
yCTaHOBOYHbIV dhann Ha gaHHbIn MK nobbim yaobHeiM cnocobom: Yepes JIBC, USB-Flash Hakonutenb
n ap.
2. lpoBepuTtb, asnsetcs nu dpann ucclnst-6.0.468. 1 ncnonHaembIM:
e nMbBo Cc NOMOLLBIO KOMaHAbI IS —I.
Mpumep:
Is -I <enter>
rw-rw---- oTobpaxaloTcs nocnegosartensHo 6e3 npobenos dnarn Bnagensua, dnarm rpynnel, dnaru
BCEX OCTalbHbIX norb3oBaTtenen. B paHHoM npumepe dann He SBNAETCA WCMOMHAEMbIM  HU
ONd BnagenbLa, HU AN rpynnbl, HXA ANs BCEX OCTanbHbIX NOMb30BaTemNen.
e nMbBO MOXHO OTKPbITb CBOWCTBa haina, nepenTn Ha Bknaaky llpasa v ybeanTbes, 4TO B none
BbinonHeHue noctaeneH dnar (puc. 11).
Ecnn cann He saBnsieTcs uUCNonHAeMbiM, HeoOXOAMMO MOCTaBWTb dnar B none BbinonHUms
(vnwn BbinonHeHue, B 3aBUCMMOCTU OT MCMOMb3yeMOW OMnepaunoHHON cucTembl). Ann ncnonb3oBatb
KomaHgy chmod a+x <nyms K ¢halny>.



CBoncTBa uccinst-6.0.468.1 X

OCHOBHbIe Mpasa
Bnageneu: eKYLMIA NoNb30BaTeNb
Jdoctyn: YTeHue v 3anucb v
Ipynna: user v
Aocryn: ToNbKoO YTeHue v
OcTanbHbIE
JocTtyn: ToNbKO YTeHue v
BbinoNHeHMe: . Pa3spelwwmnTb BbinoaHeHWe Painna Kak l‘lpOI’paMMbl'

KOHTeKCT 6e30NacHOCTU: HEU3BECTHO

Puc. 11. lo6aBneHne npaB Ha BbinosiHeHue daina nporpaMmmbl

3. Banyctutb cpann guctpmbyTtmea.
4. MNocne 3anycka MNPWUIoOXeHWs1 Ha 3KkpaHe OyaeT BbIBEAEHO OKHO, B KOTOPOM HeobxoauMo ykasaTb
naponb nons3oatens (puc. 12).

TpebyeTca aBTopHsauma X

BeepuTe napone AnA user:

I |
X cancel || &Pok |

Pwuc. 12. 3anyck nporpaMmMbl yCTaHOBKMU




Mocne HaxaTtusa kHonku OK 3anyctutcsa mactep yctaHoBku ELLY Dallas Lock (puc. 13).

MacTep ycTaHOBKH - ELLY Dallas Lock, BepcHa 6.0.468.1 oT 18.08.2026

Ycranoeka EguHoro LieHtpa ¥npaenenus Dallas Lock

Jobpo noxanoeats!

[ns Hauana ycraHoekk EguHoro Llentpa Ynpaenenus Dallas Lock
gepcin 6.0.468.1 Haxmute «[lanees.

ELLY DALLAS LOCK

Hanee OtmeHa

Puc. 13. OkHo Hauyana yctaHoBku ELY Dallas Lock

Ecnu nocne 3anycka canna auctpmbyTtmnea okHO MacTtepa yctaHoBku ELLY He 3anyckaeTcs,
Heo6xoOMMO BPYUYHYHO YCTaHOBUTL NakeT libxkbcommon-x11-0 n ero 3aBUCMMOCTW.

5. BbibpaTb KOMNOHEHTHI, KOTOPbIE ByayT yCcTaHOBMNEHbI (pyc. 14).

MacTep ycTaHoBKH - ELLY Dallas Lock, Bepcua 6.0.468.1 oT 18.08.2026 x

Bbibop KoMNoHeHTOB

Bl GEPVI'IE KOMMNOHEHTH, KOTODEIE BBl XOTWUTE YCTAHOBWTR

Cnyx6a ELLY Dallas Lock

KomnoHeHT ans ynpasneHua mogynann C3M HOA.

Koncons ELLY Dallas Lock

D ABTomaTnueckan YCTaHOBKAa HeJOCTAOWMWX NaKkeToB

E Cny4ag BOSHWKHOBEHWA HEYIOBNETEODEHHLIX 338 HCMMCICI'E‘E, MaCTep YCTAHOBKW NONBITAETCA YCTAHOBWTE
HELOCTAHIUME NEKETEl AETOMaTHHECKK

Puc. 14. Bbibop komnoHeHTOB Ans yctaHoBku ELLY Dallas Lock

Cnyx6a ELY vcnonb3yet nogkntoveHne TCP/IP no nopty 17900. YcTaHOBKA HECKOJbKMX
ak3emnnsipoB Cnyx6bl ELLY Ha ogHom MK He gonyckaeTcs.

Hanee nopsipok yctaHoBku ELLY Dallas Lock aHanoruueH nopsgky yCcTaHOBKM faHHoW nporpammel B OC



cemenctea Windows (cm. «[Mopsagok yctaHoBku ELLY Dallas Lock B OC cemerictBa Windows»).

BoamoxxHo nogkntoyveHne mexay KoHconbto ELLY n Cnyx6or ELLY pasHbix BEpCuii.

B npouecce yctaHoBku ELLY Dallas Lock BbinonHsieTcss npoBepka Hanuvyunsg HeobXoaMMbIX CTOPOHHUX
nakeTtoB. [Mpn OTCyTCTBUM NAKETOB B XXypHane MacTepa YCTaHOBKM MNOSBMASETCS 3anucb C ykazaHuem
OTCYTCTBYIOLLMX NaKETOB.
Heobxoaumo noBTOPHO 3anyCcTuTb MacTep YCTAHOBKW, B AManoroBOM OKHe BblbOpa KOMMOHEHTOB
ONS YCTaHOBKM HaxaTb YekboKC Aemomamudeckasi ycmaHoeka Hedocmarou,ux rnakemos unm yctaHoBuTb
NX CaMOCTOSITENBHO:
— ans Debian 10.x, Debian 11.x, Debian 12.x:
o libsasl2-modules-gssapi-mit
o pcscd
o libglib2.0-0
o libsmbclient
o libxkbcommon-x11-0
— ana Ubuntu 18.04 LTS, Ubuntu 20.04 LTS, Ubuntu 22.04 LTS, Ubuntu 24.04 LTS:
o libsasl2-modules-gssapi-mit
pcscd
libglib2.0-0
libsmbclient
dbus-x11
— ana Astra Linux Common Edition (Open) 2.12, Astra Linux Special Edition (CmoneHck) 1.6
n Astra Linux Special Edition (CmoneHck) 1.7:
o libsasl2-modules-gssapi-mit
o pecscd
o libglib2.0-0
o libsmbclient
— ana Anet Pabouas CtaHuma 9.x, Anbt Paboyas CrtaHuua (10.0, 10.1, 10.2, 10.4, 11.1), AnbT
Pabouyas CtaHumsa K (10.0, 10.1, 10.3, 10.4), AnbT 8 CIl Paboyast CtaHumsa 10, AnbT CepBep 9,
AnbT Cepaep (10.0, 10.1, 10.2, 10.4) n AnbT 8 CIT Cepsep 10:
o libsasl2-plugin-gssapi

O O O O

o pcsc-lite
o glib2
o libgio

o samba-libs
— ana PEQ OC 7.3 Mypom n PE[], OC 8:
o cyrus-sasl
o pcsc-lite
o glib2
o libsmbclient
— ana ROSA FRESH DESKTOP 12:
o pcsc-lite
o lib64glib2.0 0
o lib64smbclientO.
Mocne 3aBeplweHns npouecca yctaHoBku ELY Dallas Lock B cnucke npunoxeHuin nosiBUTCA SPIbIK
Konconu ELLY Dallas Lock KoHconb ELJY (puc. 15).

KoHcone ELLY

Puc. 15. Apnbik koHconu ELY Dallas Lock



Ecnm Ha APM c Linux yxe ycTtaHoBneHbl cTtopoHHne C3WU unu gparnBepbl Ha apyrue
annapartHble naeHTUduKaTopsbl, U NPy 3TOM B Npouecce yctaHoBku ELLY nponsowna owmnbka
YCTaHOBKU, KOTOpas CBsA3aHa C MaKeTHbIM MEHEeIKEPOM, TO MOXET MOMOYb KOMaHAa sudo

apt --fix-broken install.

Ecnun B npouecce yctaHoBku ELLY Ha Linux Bo3HukaeT owmnbka Buga: «...error whiel loading
shared libaries: libxcb-xkb.so.1: cannot open shared object file: No such file or directory»,
TO He06X0AMMO nepep YCTaHOBKOW BPYYHYHO YCTaHOBUTL NakeT libxch-xkb1.

2.2.3Nopsapnok yctaHoBku ELLY Dallas Lock Ha OC 6e3 rpacmuyeckoro nirepcenca

ELY Bo3mMOXHO ycTaHOBUTH Ha onepaumoHHyto cuctemy (OC) 6e3 rpacumyeckoro nHtepdgenca (GUI).
B komaHaHOM CTpoKe B kayecTBe aTpubyToB Kk kKOMaHae ./uccinst-6.0.468.1 MOXHO yKka3blBaTh criefytoLLme
KroYn ans yctaHoBKu (NapameTpbl MmacTepa yctaHosku) (Tabnuua 3):

ATpuoyT

--help

--version

--log=PATH

--no-gui

--force-update

--install-libs

--component=all

--component=console
--license=demo
--domain-type=standalone
--domain-type=subdomain
--domain-type=cluster
--domain-name=TEXT

--access-key=TEXT
--admin-login=TEXT
--admin-password=TEXT

--journal-storage=internal

--journal-storage=pg

Ta6nuua 3. ATpnbyTbl yctaHoBkM ELLY Dallas Lock Ha OC 6e3 GUI

OnucaHue

BbiBOA Ha 3KpaH cnpaBku Mo NapameTpam
YCTaHOBKM

Mpumep:
Jucclinst-6.0.468.1 --help <enter>
BosBpart Bepcumn macTtepa

MyTb k dpanny, kyoa GygeTt 3anucbiBaTbCS
1nor YyCTaHOBKU

3anyck mactepa ©6e3  rpadmueckoro
UHTEepdenca

Ecnm Ha APM yxe ycraHoBneH ELY
npeablgylwiei Bepcun, TO  BbIMOSHSAET
o6HoBneHne (6e3 aTtoro dnara BepHET
owmnbky)

ABTOMaTM4eckas yCTaHOBKa HeJoCTaloLmnx
naketoB ansa OC cemenctea GNU/Linux
Bbibop ycTaHaBnvMBaeMbiX KOMMNOHEHTOB —
yctaHoBka KoHconm wu  Cnyx6bl  ELLY
(no ymon4aHumio)

Bbibop ycTaHaBnMBaeMbiX KOMMNOHEHTOB —
ycTaHoBka Tosibko KoHconun ELLY

Boibop nuueH3MnM —  gemo-nuvueH3us
(no ymonyaHuto)

Bbibop TMna gomeHa — co3gaHue HOBOTO
HomeHa BesonacHocTu (N0 ymonyaHumio)
Bbibop TMna gomeHa — co3gaHue HOBOTO
nogynHeHHoro [lomeHa besonacHocTu
Beibop Tvna gomeHa — pobasneHve y3na
B knactep ELLY

YKkaszaTb HasBaHMe HoBoro [lomeHa
BesonacHocTn

YkasaTb K4y Joctyna Hosoro [JomeHa
BesonacHocTn

YKkasaTb NorvH agMmuMHucTpaTopa

YkasaTb naponb agMuHMUcTpaTopa

Bbibop Tuna xpaHwnuwa >xypHanos —
BCTpoeHHas Bl (no ymonyaHuio)

Bbibop Tuna xpaHwnuwa >xypHanos —
BHelHsAs B



--db-server=USER:PWD@ADDRESS:PORT/DB_NAME YkasaTb napaMeTpbl NoAKNoYeHns k b

YkasaTtb napameTpbl poaNTENBLCKOro
[NomeHna BesonacHocTn

YkaszaTb napamMeTpbl OAHOMO U3 CEpPBEPOB
knactepa ELLY

--parent-domain=ACCESS_KEY@ADDRESS

--cluster-server=ACCESS_KEY@ADDRESS

Insa yctaHoBkn ELLY Ha cepBepHble OC ALT Linux 6e3 rpadmyeckoro nHrepgenca (GUI)
HeobX0AMMO 3apaHee BPYyYHYH YCTaHOBUTL NakeT xdg-utils.

2.3 OoHoBneHune ELY Dallas Lock

O6HosneHnne ELLY Dallas Lock Jo HOBOM BepCcUMM OCYLLIECTBASIETCA Yepes CTaHAapTHbIN YCTaHOBOYHbIN
dann ELY. Ecnn Ha ycTpoicTBe yXe ycTaHOBMNeHa npeblaywiad Bepcusi nporpamMmbl, YCTaHOBLUMK
akTtyanbHon Bepcun ELLY aBTOMaTtuuyecku 3anyctut mactep OOHOBMEHWUsl, @ He npouenypy MOSHOW
yCTaHOBKW. YaaneHue npegpiaylen ycraHoneHHom sepcun ELLY ans obHoBneHus He TpebyeTcs.

2.3.1MNopspnok ooHoBneHus ELLY Dallas Lock B OC cemenctea Windows

[Onsa ooHosneHnsa ELLY Dallas Lock B OC cemerictea Windows Heobxoanmo:

1. 3anyctuTb ycTaHOBOYHLIA danin Hoeol Bepcum ELLY, KOTOpbI HaxoguTcs B KOPHEBOW AMPEKTOPUU
anctpubytnea (Mnu BbIGpaTb OaHHOe OeNcTBMEe B MEHK OkHa auforun). lMocne noaTBEPXAEHWS
3anycTtutca mactep obHoeneHusa ELLY Dallas Lock (puc. 16). na npogormkeHns 06HOBNEHNA HaXaTb
KHOMKy Odanee.

O Mactep oBnoenenus - ELLY Dallas Lock, sepena 6.0.468.1 ot 18.08.2026 *

ObHoBneHwe EanHoro UeHTpa Ynpaenenuna Dallas Lock

Jobpo noxanoeatb!

AnA Hauana oGHoeneHnA EgmHoro LlenTpa ¥Ynpaenenun Dallas Lock
eepcun 6.0.468.1 HaxmuTe =Janees,

ELLY DALLAS LOCK

Oanee Otmena

Puc. 16. OkHo Hayana o6HoBneHus ELLY Dallas Lock

2. TMpoBepuTb NapameTpbl 0GHOBNEHMS N HaXaTb KHOMKY OBHOBUTBL (puc. 17).



O MacTep obnoenenus - ELLY Dallas Lock, sepcua 6,.0.468.1 ot 18.08.2026

MapameTpbl 06HOBEHWA

Hamure «0BHoBNTE», Y4TGB NPOACAHKWTE,

Komnonent: Cny=6a ELLY Dallas Lock
Onepaums: OBHoENEHNE

Komnounent: Koncone ELLY Dallas Lock
Onepaums: OBHoEnEHNE

3. Janee BO3mMOXHO HabnogaTe 3a npoueccom obHoeneHus (puc. 18).

Puc. 17. NapameTpbl 06HOBNEHUs

6e3 owmnbok, Heobxoammo HaxaTb kHonky Janee.
O MacTep oBroeneqns - ELLY Dallas Lock, sepoma 6.0.468.1 ot 18.08.2026

O6HoBNeHUe

YaaneHue:
YaaneHue:
YaaneHue:
YaaneHue:
YaaneHue:
YaaneHue:
YaaneHue:
YaaneHue:
YaaneHwe:
YaaneHwe:
YaaneHwe:
YaaneHwe:

C\Program Files\UCC\share.old\Errors,json

C\Program Files\UCC\share.old\Grp.ucModuleCfg
Ch\Program Files\UCChshare.old\kaspersky.ucProductCfg
C\Program Files\UCC\share.oldkes.ucModuleCfg

C\Program Files\UCC\share.old\ksc.ucModuleCfg

C\Program Files\UCC\share.old\LdapConfig json

Ch\Program Files\UCC\share.old\network-device.ucProductCfg
C\Program Files\UCC\share.old\Plugins.conf

C\Program Files\UCC\share.old\policy-templates.ucModuleCfg
C\Program Files\UCC\share.oldisdz-ikd.ucModuleCfg
C\Program Files\UCC\share.oldi\sdz-ikS.ucModuleCfg
C\Program Files\UCC\share.old\sdz-ikf.ucModuleCfg

Puc. 18. Mpouecc o6HoBneHus ELY Dallas Lock

Otmena

Ecnu npouecc npowen

X

&

4. [1nsa 3aBeplueHns 0BHOBMNEHMS 1 BbIXO4a U3 MacTepa HaxaTb KHOMKY 3aBepLUnTb.

Mo okoH4aHWMM Npoueaypbl 0OHOBMNEHMA HEOOXOAMMO NPOM3BECTU peructpaumio KoHconm
ELY (cm. «3anyck koHconu ELLY »).

2.3.2Nopsapok o6HoBneHnsa ELLY Dallas Lock B OC cemencTtBa Linux

[ns ooHoBneHus ELY Dallas Lock B OC cemelictBa Linux Heobxoaumo:

1. CkonupoBaTtb B JOMAaLLHMWI KaTanor nonb3oBaTerns ycTaHOBOYHbIN hanin Hoson Bepcun ELLY, koTopbin
Haxo4WTCA B KOPHEBOW OUPEKTOPUM OUCTpUOYTMBA.
Ecnn ELY Dallas Lock ycraHaBnuBaetca Ha [1K, He OCHalleHHbIN MPMBOAOM KOMMAKT-OUCKOB,
a gucTpmbyTMB NOCTaBMSETCS UMEHHO Ha [MCKe, TO MOXHO CKOMMpoBaTb C AWCKA HeobGXoaoumbli
yCTaHOBOYHbIN hann Ha AaHHbIn 1K nobbiM yaobHeiM cnocobom: vepes JIBC, USB-Flash HakonuTenb



v ap.
2. [poBepuTb, ABNAETCHA NN YCTAHOBOYHbIN (halin UCMOMHAEMbIM:
e nbBOo C NOMOLLBLIO KOMaHAbI IS —I.
Mpumep:
Is -I <enter>
rw-rw---- oTobpaxatoTcsa nocnegosaTtensHo 6e3 npobenos naryn Bnagensua, donaru rpynnel, dpnaru

BCEX OCTanbHbIX Monb3oBatene. B paHHOM npumepe dann He SABMASETCS  MCMOMHAEMbIM
HW onsa BnagensLa, HYW Ans rpynnbl, HA AN BCEX OCTarnbHbIX NONb30BaTeENEN.

e MDO MOXHO OTKPbLITb CBOWCTBa charna, nepenTn Ha BKkNagky llpasa v ybeauTtbes, 4TO B nose
BbinonHeHue noctasneH cnar (puc. 19).

Ecnn danmn He gaBnseTcs wucnonHsembiM, HeobOXOAMMO MOCTaBWTb dnar B none BbinonHUms

(vnun BbinonHeHue, B 3aBUCMMOCTU OT MCNONb3yeMON OnepaunoHHON cucTemsl). Ann ncnonbsosatb

KomaHgy chmod a+x <nyms K ¢adny>.

CBoncTBa uccinst-6.0.468.1 X

OCHOBHbIe MNMpasa

Bnageneu: Ky N0N1b30BaTeNb
Aocryn: YTeHue u 3anmuchb v
lpynna: user v
Jocryn: ToNbKO YTEeHue v
OcTanbHbIe
Joctyn: ToNbKO YTEHUEe v

A TR v e = JRE SR S SHE R e e e S
BbinosHeHue: 1 £4 PaspewnTsb BbinoNHeHMe $arina Kak Nporpammbi|

KoHTekcT 6e30NacHOCTM: HEeW3BeCcTHO
Puc. 19. [lo6aBneHne npaB Ha BbinosiHeHue daina nporpaMmmbl

3. Banyctutb cpann guctpmbyTtmea.
4. Tocne 3anycka nNpunoXxeHus Ha akpaHe OyaeT BbIBEAEHO OKHO, B KOTOPOM HeoBXooumo ykasaTb
naponb nons3osatens (puc. 20).

TpebyeTca asTopH3sauna X

BeeauTe napons AN\ user:

X cancel || ok |

Puc. 20. 3anyck nporpaMmMbl yCTaHOBKMU



Mocne HaxaTtusa kHonku OK 3anyctutcs mactep obHoeneHus ELY Dallas Lock (puc. 21).

Mactep o6HoBneHuA - ELLY Dallas Lock, Bepcua 6.0.468.1 oT 18.08.2026

ObHoeneHue EguHoro Lientpa ¥Ynpaenenua Dallas Lock

Dobpo noxanoearts!

[na Hauana obHoeneHuA Egunoro LlenTtpa ¥npaenenun Dallas Lock
gepcum 6.0.468.1 Haxmute « Janees.

ELLY DALLAS LOCK

Janee OTMeHa

Puc. 21. OkHo Hayana o6HoBneHus ELLY Dallas Lock

5. lMpoBepuTb NnapameTpbl 0GHOBNEHMS N HaXaTb KHOMKY OBHOBUTBL (puc. 22).

Mactep obHoBnenns - ELLY Dallas Lock, Bepcua 6.0.468.1 o1 18.08.2026

MapameTpel 06HOBAEHWA

Hammute «OBHOBMTE=, YTOOEI NPOJOIHHTE.

Komnonent: Cnyx6a ELLY Dallas Lock
Onepauma: OGHoBNEHWE

KomnoxenT: Korncons ELLY Dallas Lock
Onepauuna: OBHOBNEHWE

Hazag OBbHOBUTE OTMmeHa

Puc. 22. NapameTpbl 06HOBNEHUA

6. Janee BO3MOXHO HabniogaTb 3a npoueccom oOHoBneHus (puc. 23). Ecnu npouecc npowen
0e3 owmnbok, HeobxoaMmo HaxaTb kHonky Oanee.



Mactep o6HoBNneHuMA - ELLY Dallas Lock, Bepcua 6.0.468.1 oT 18.08.2026

O6HoBNeHWe @

0%

YCTaHOBKa AONOAHWTENBHBIX KOMNOHEHTOS AnA "Cayxba ELLY Dallas Lock'

Puc. 23. NMpouecc o6HoBneHus ELY Dallas Lock

7. Ona 3aBeplweHns OOHOBMEHUS W BbIxo4a W3 MacTepa HaxaTb kHonky [lepesarpysutb
(vnn 3aBeplUnNTb).

Mo okoH4aHWM Npoueaypbl 0OHOBMEHMS HEOOX0ANMO NPON3BeCTU peructpaumto KoHconum
ELY (cm. «3anyck koHconu ELLY »).

2.4 YpaneHue ELY Dallas Lock

YpnaneHvne cepBepa ELIY Dallas Lock, siBnsiowierocsa 4neHoM knactepa pennvkaumm
WUNn cocTosILLIEro B nogvvHeHun y gpyroro [lomeHa, He ponyckaetcd. Mepen yoaneHvem
cepeep ELLY Dallas Lock Heo6xoanmo BbIBECTM U3 KnacTepa/NoaAYMHEHNS] COOTBETCTBEHHO.

2.4.1Nopsapok yaaneHus ELLY Dallas Lock B OC cemenctesa Windows

lMpaBom Ha yganeHue ELLY Dallas Lock obnagaet nonb3oBatens ¢ npasamu agmuHmuctpatopa OC.

B OC Windows Heobxognumo oTkpbiTe Myck — MaHenb ynpaBneHus — lporpaMmbl U1 KOMMOHEHTHI.
B nosiBmBwEMCSA OokHe 13 cnucka BblbpaTtb nporpammy ELLY Dallas Lock, HaxaTe Yaanutb/M3ameHNUTL
W NoATBEpAUTb yaaneHue (puc. 24).



[ Mporpamue! 1 KOMNOHEHTEI - O X

1T [ » Mawensynpaenenwa > [Mporpammsl > [porpammel i KOMNOHEHTSI v & Monck &: Mporpammel 1 kom... 2

Manens ynpasnena —

AOMELIHAR CTREHMLE Y,JJ'EJ'IEHME WKW U3MEHEHWUE NPOrpaMMbl

T —— [l yaaneHus nporpanms BoiBepuTe ee B cncke i weakHiTe "YagnuTs”, "MamennTs" unn "BoccranosuTs”

oBHoBAEHMI
) Brnrouenne unn otknrodenine .
omnonertos Windowe Ynopagouute ¥ Yaanurs/Wsuennrs =+ @
Winas . Waaatens Yetanoene..  Pasmep Bepcus
& Microsoft Edge Kopnopauna Maiikpocodt 20.08.2026 27076 151.0.4120.93
1) Microsoft Office Professional Plus 2019 - ru-ru Microsoft Corporation 20.08.2026 16.0.10417.20197
@ Microsoft OneDrive Microsoft Corporation 17.08.2026 604 MB  26.139.0720.0007
1) Microsoft Project cTangapTHeli 2016 - ru-ru Microseft Corporation 20.08.2026 16.0.10417.20197
[#5| Microsoft Update Health Tools Microsoft Corporation 15.06.2026 1,02Mb  3.74.0.0
1) Microsoft Visio craHgapTHeii 2016 - ru-ru Microsoft Corporation 20.08.2026 16.0.10417.20197
# Microsoft Visual C++ 2015-2022 Redistributable (x64)... Microsoft Corporation 18.06.2026 206MB  14.36.32532.0
ﬁMlcmsoﬁ:Vlsua\ C++ 2015-2022 Redistributable (x8€)... Microseft Corporation 18.06.2026 180MB  14.36.32532.0
Paint Microsoft Corporation 16.06.2026
[ Update for Windows 10 for x64-based Systems (KB50... Microsoft Corporation 15.06.2026 B836KE 8.94.0.0
@\FMwara Tools VMware, Inc. 31.08.2023 984ME  12.1.5.20735119
s ELLY Dallas Lock 000 "Kondugent" 21.08.2026 397 Mb  6.0.468.1
5 Hosxrmus! Microsoft Corporation 16.06.2026
& Noaknrouenme K yaaneHHomy pabouemy crony Microsoft Corporation 16.06.2026

QQOQ0 "KoHmaeHT" Bepcwa npogyrra:  6.0.468.1
Pazmep: 397 Mb

Puc. 24. Yoanenune ELY Dallas Lock
1. MNocne noaTeepxaeHus 3anyctutca mactep yaanenuns ELLY Dallas Lock (puc. 25). lna npogomkeHus

yoaneHusa Haxatb KHonky fanee.
E:j MacTep yaanenua - ELY Dallas Lock, eepcua 6.0.468.1 or 18.02.2026 >

Y¥aaneHve EgnHoro LieHtpa YnpasBneHua Dallas Lock

Jobpo noxanoBatb!

AnA Havana yganeHwa EguHoro Lentpa ¥Ynpaenedma Dallas Lock
gepcui 5.0.468.1 HaxmuTe =/Janees,

ELLY DALLAS LOCK

Puc. 25. OkHo Hauyana yaaneHus ELY Dallas Lock



EgouHbin ueHTp ynpaeneHus Dallas Lock
UHCTpYKUMA NO nCnosib3oBaHUIO

2. BbiGpaTb KOMNOHEHTLI, KOTOpblEe ByayT yaaneHsl (puc. 26).
a MacTep vaanenna - ELLY Dallas Lock, eepcuna 6.0.468.1 o7 18.08.2026 d

Bblbop KOMNOHEHTOB

BblﬁEpHTE KOQMOOHEHTEI, KOTODBIE Bbl XOTWUTE YIdNNTE

Cnyw6a ELLY Dallas Lock [nopT: 17900]

KoHcoas ELLY Dallas Lock

Puc. 26. Bbi6op komnoHeHTOB Ans yaanenusa ELY Dallas Lock

3. lMoaTteepanTb yaaneHne KoHOUrypaumoHHbIX dannos (puc. 27).
e MacTep yaanenus - ELLY Dallas Lock, sepona £.0.468.1 ot 18.08.2026 *

MapameTpbl yaaneHna

Mporpamma yaaneHna roToea Hadate yaanenne Egunore Llentpa ¥npasnenun Dallas Lock € salwerc komnetoTepa.

Aupektopua © gandein ChProgramDatatUCCI7900 Synet nonHocTer yaaneHal

Puc. 27. NapameTpbl yaaneHus

35



4. [lanee BO3MOXHO HabnogaTb 3a npoueccoM yganenus (puc. 28). Ecnv npouecc npowen 6e3 owmnobok,
HeobXoaMMO HaxaTb KHOMKy [anee, 4ToObl NEPENTM K OKHY 3aBEpLUEHMS NpoLecca yaaneHust.

O Mactep yaaneqna - ELLY Dallas Lock, sepoun 6.0.468.1 ot 18.08.2026 x

MapameTpbl yaaneHusa

MporpammMa yianeHwa roToea Hauate yaaneHue Egunore Uentpa ¥npaenenuna Dallas Lock ¢ Bawero komneioTepa.

Aupertopua ¢ gaddeimm CAProgramData\UCCVIT900 Byger nonHocTeo yaaneHal

Hasag Ynanurs Otmena

Pwuc. 28. MNpouecc yaanenus ELLY Dallas Lock

5. HaxaTb kHONKy 3aBepwuThb (puc. 29).

O MacTep yaanenus - ELLY Dallas Lock, sepenn £.0.468.1 ot 18.08.2026 *

3aBepweHwe yaaneHua EauHoro LeHTpa YnpasaeHus
Dallas Lock

HaxmuTe «3a8EpLUNTE: 408 BBIX0AA W3 MACTEDA YAANEHMA
Eannoro Uentpa ¥npaenenwa Dallas Lock,

ELLY DALLAS LOCK

Puc. 29. 3aBepieHue npouecca yaaneHus

2.4.2Nopsapok ynanenns ELLY Dallas Lock B OC cemencTtBa Linux

Ons ypanennsa ELY Dallas Lock Heobxogumo obnagatb npaBamu agMuMHUCTpaTopa OnepauuoHHON
cuctemsl (root) Ha aaHHom MK.

1. Ons ypaneHus ELLY Dallas Lock Heobxoammo 3anycTtuTb ncrnonHsaembln dan uccUninst, koTopbin
pacnonoxeH B agnpekropun /opt/UCC/bin/uccUninst B TepMuHane. [Ans 3Toro HeE00XoanUMO BbINOSTHUTL
B TEPMUHAnNe KoMaHay:
sudo /opt/UCC/bin/uccUninst



2. [Nocne BbINOMHEHUSA KOMaHAbl 3anycTUTCs OkHO MacTepa yaaneHusa ELY Dallas Lock (puc. 30).
MacTtep yaaneHus - ELLY Dallas Lock, Bepcua 6.0.468.1 oT 18.08.2026 x

YpaneHve EgnHoro LieHtpa YnpaeneHuwa Dallas Lock

Jobpo noxanoparte!

fna Hauana yaaneHwa EauHoro Llentpa ¥npaeneuws Dallas Lock Bepcun
6.0.468.1 HaxmuTe «lanees.

ELLY DALLAS LOCK

Danee OTmeHa

Puc. 30. OkHo Hauyana yaaneHus ELLY Dallas Lock

Hanee nopsigok yoanenns ELY Dallas Lock aHanornueH nopsiaky yaaneHust gaHHowm nporpammbl B OC
cemenctea Windows (cm. «[Mopsagok yaanenus ELLY Dallas Lock B OC cemerictBa Windowsy).

2.5 YnpaBneHue KOHuUrypaumen

B ELY Dallas Lock cyulectByeT BO3MOXHOCTb COXpaHUTb TeKyLLyl KOHdurypaumio cepsepa
ANs MPUMEHEHNS Ha HOBOM CepBepe Nocre YCTaHOBKM.

2.5.1 CoxpaHeHue KoHcurypauum ELLY

Ons coxpaHeHnsa koHdurypaummn ELLY Dallas Lock B OC cemenictea Windows mnnu Linux Heo6xogumo

OTKpbITb rMaBHoe meHto KoHconu ELLY 1 BblOpaTh NYHKT — YnpaBneHue KoHcpurypaumen.

B 6noke CoxpaHeHue koHuaypauyuu EL]Y (puc. 31) HyxHO 3agatb nyTb K (hanny KoHdurypaumu
C NOMOLLbIO KHOMKM BbIBpaTb, nocne HaxaTtb KHoMKy CoOXpaHUTb.

[ Koricons ynpasnenus ELLY [lomen Sezonacrocru: [lomen Gesenacrocty, Cepaep: faa-win-uce.dllocal:17900] =i X

‘YnpaBaeHue koHbUrypaumeit

B Nepeso aomena
‘CoxpaHeHne KoHdurypaywm ELLY v

B Napamerpn 45
© Hacrpoiica U5

? Hactpoiika KSC
CE e CoxpaHUTL Baiin Ka...

MyTs: | C/Users/Agmmnncrparep/usc_configurstion 2026 05 25 11 41 10.ucenf

(% g
= Murpauus c C5
L1y
(@) yganenmoe abHosnenme
(B ynpasnerme kordurypaumeii
© o noorpuue Mpumenerue kondurypaium ELLY ~

Puc. 31. CoxpaHeHune koHdurypauumn

Mpy He3aBepLIEeHHOM MpoLlecce MUrpauuMn COXpPaHWTb M MPUMEHUTb KOHMUrypauuio
He nonyunTca. KHonku 6yayT HeakTUBHbI.



2.5.2NpumeHeHne KoHdpurypauun ELLY

ﬂpmmeHeHme KOH(*)I/IpraU,VIVI npuBeaeT K yaarieHno BCexX AaHHbIX AJOMEeHa ©e3onacHocCTH.

IOna npumeHeHus koHdburypaumm ELLY Dallas Lock B OC cemenctea Windows unu Linux Heobxogumo
OTKpbITb rMaBHoe MeHto KoHconu ELLY > 1 BblOpaTh NYHKT — YnpaBneHue KoH(urypaumen.

B 6noke lMpumeHeHue koHgpuaypayuu EL]Y (puc. 32) Heobxoanmo ykasaTb NyTb K pariny KoHurypaumu,
ANsi 3TOro HYXXHO:

e HaxaTb KHOMNKy BblGpaTh...;
e HaMTu M BbIOpaTb COXpaHEHHbIN paHee dann koHdurypauun ELLY (*.uconf);
e HaxaTb kHOMNKy MpumMeHUTL.

Y¥npasneHune KoHpUrypaunen

m Jepeso gomeHa

CoxpaHeHwe KoHburypauum ELLY ~
H Mapametpa B
©) Hacrpoiika M6 MpumeHenne koHdurypauun ELLY v
@ Haapoiika ksc
“ MeHemxep JOMEHOE

@ MapameTpol
‘if]1 Murpauyma ¢ CB
.__f.j ¥aaneHHanA yCraHOBKA

[#] yaaneHHoe oEHOBENEHWE

B et

o O nporpamme

Puc. 32. NpumeHeHue kKoH(Urypauum

[Mocne npuMeHeHusa KoHdUrypauum mMogynu cMoryT BbINTU Ha cBA3b € cepBepom ELLY Tonbko B cnydvae
cooTtBeTcTBUS MMeHu fomeHa (FQDN) n IP-agpeca ctaporo n Hosoro cepsepa ELLY.

2.5.3 lHa6bnoHbl MHPOPMALMOHHbLIX CUCTEM

B ELY Dallas Lock peannsoBaHa BO3MOXHOCTb NPUMEHEHUs WabrnoHoB 6e3onacHOCTH, coaepKallumx
B cebe KOHKpETHbIE HACTPOWNKM nog TpeboBaHNst HOPMATUBHBIX JOKYMEHTOB.

LLlabnoHbl BAUSIOT TOMbKO Ha Te MOMUTMKW, ANS KOTOPbIX MpedycMoTpeHbl TpeboBaHus
COrfacHO HOPMaTUBHbIM [OOKYMEHTaM, 3HayYeHUst [OpyrMx MNOMUTUK BbICTABMAAOTCS
agMUHUCTPATOPOM  CaMOCTOSATENbHO (MO0 MCMOMb3YKTCA MO YMOSYaHuIo)
W Npy NPUMEHEeHUN LabnoHOB ocTakTca 6e3 3MEHEHUN.

Onsi npyMmeHeHns wabnoHa ©6e3onacHOCTU HeoOGXOAMMO OTKPbITb rnmaBHoe MeH KoHconu ELLY
1 BblIbpaTb NYHKT — YnpaBreHue KoHcurypaumen.

B 6noke LlabnoHbl UHGhOPMAUUOHHbBIX cUCmMeM HeoBGxoanMo BblbpaTbh U3 crnncKka noaxoasaLluii 1WabnoH
(Mnn Heckonbko LWABNOHOB — BbIGUPAIOTCA U3 pa3HbIX KaTeropuit) Tpebyemoli KaTeropum:

e WAabnoHbl aBTOMATU3NPOBAHHLIX CUCTEM — YyCTaHaBnuBalTCa napameTpbl ans  WC,
cooTBeTCcTBYlOWMe TpeboBaHnsm Kk AC knaccoB 3awmuweHHoctn 16, 1B, 1 n 1[ cornacHo
PO ®CTOK AC;

e WAONOHbI rOCYAapCTBEHHbIX WH(OPMALUMOHHBIX CUCTEM — YCTaHaBMMBAKTCA MapameTpbl

anst IC, cooteTcTtBylowme TpeboaHnam k TMC 1, 2 n 3 knacca 3alnweHHOCTU COrnacHo
Mpukasy CTIK Poccum Ne 17;



WabnoHbl MHOPMALMOHHBIX CUCTEM MEPCOHAamNbHbIX AaHHbIX — YCTaHaBMMBAKOTCA NapameTpbl
ana UVC, cootBeTcTByowme TpeboBaHusm k WICMOH 1—4 ypOBHSA 3alUMLLEHHOCTU COrMacHo
Mpukazy ®CTOK Poccnm Ne 21;

LWabnoHbl KPUTUYECKON WH(OPMALMOHHON MHAPACTPYKTYpbl — YCTaHABMNMBAOTCA NapameTpbl
ana UNC, cooteeTcTBylOWME TpeboBaHMsAM K 3HauyMMbiM ob6bektam KWW 1-3 kateropum
3Ha4mmocTu cornacHo lNMpukady PCTIK Poccum Ne 239.

MpyY COBMECTHOM MPUMEHEHUM HECKOMNbKMX LWAGMOHOB Ans MONMMTMK HasHavatoTcs
CyMMUpOBaHHble (boree cTporne) HacTPOWKM — 3HAYEHUs, HakagbiBawlwye Gonbluve
OrpaHNYeHus.

M3meHsieMble No wabrnoHamM NONIMTUKM U UX 3HAYEHUS npueeaeHbl B MpUIoXeHmmn (CM. ﬂpmnomeHme A).

¥YnpasaeHne koHHrypay nei

CoxpaHeHHe KoHdUrypayuu ELLY ~

MpumeHenne koH$purypaymm ELLY ~

Lla6A0HEI HHGOPMALIHOHHBIX CHCTeM ~

Wabnons cueren v Ha|EHVS NO/MTHK BE30NACHOCTH B CODTBETCToMM ¢ TpeboBaHMaNy BCT3K Poccun

LIaB.10Hb1 36TOMBTUSHPOB aHHBIX CHCTEM
L9610t 10CYA3PCTERHHEI HH O MALHOHHEL CHETEM
LUIBBAGHb! MHOPMALIMOHHbIX CHETEM MEpEaHANEHBE AaHH b

LIaBA0Hb1 KpHTUHEEK DN MHBOPMALMOHHOR UHBPACTRYKTYPE!

CBpocHTs HacTposiKs

He Nepesanuceioah 0BA3aTeAbHBIE SHAHEHMHA NOAKTHE,
AB/AOLIMECA BOAEE CTPOTHMN, HEM PEKOMEHATEIHHEIE LWaBADHaMM

Puc. 33. llabnoHbl nHOpMaLMOHHbIX CUCTEM

Mpun HaxaTum kHOMkM COPOCUTb HACTPOMKKM Ans BCeX MNOMMTUK OyAyT BOCCTaHOBMEHbI 3HAYeHWA
Mo yMOMNYaHMio.

Take npu HacTpovike LWABMOHOB AOCTYNHO BKNOYeHWe/oTknoveHe dnara He nepe3anucbigamsb
o0bsi3ameribHble 3HaYeHUs1 MNOAUMUK, aensauuecs 6oriee cmpoauMu, Yem pekoMeHOo8aHHbIe wabnoHamu
(Mo ymMon4aHuio yCTaHOBIEH):

ecnu dnar BkntodeH 1 B ELLY agmuHncTpaTtopom ycTaHoBneHbl 6ornee cTporne 3HadeHus NonmTuK,
TO 3TV 3Ha4YeHus ocTalTcsa 6e3 N3MeHeHuNn;

ecrnm dnar BkrodeH, Ho B ELY ycTaHoBneHbl MeHee CTporMe 3HavyeHus MONUTHK,
TO NPV NpYMeHeHnn WwabnoHa 3HayeHnsa AoMKHbI Nepe3anncbiBaTbCcs Ha bonee cTporue;

ecnu drnar He yCTaHOBIEH, TO 3HAYEHMSA NONUTUK NOMb30oBaTens B NoboOM criyyae AOKHbI ObITb
nepesanucaHbl Ha 3Ha4YeHus 13 wabnoHa.

Ons npUuMeHeHnq lwabnoHa HeobXxoANMO HaxaTb Ha KHOMMKY anIMeHVITb.

2.6 O nporpamme

Ana nepexopa k uHdOpMaUMOHHOW cTpaHuue O nporpamme HeobXOAMMO OTKPbITb FMABHOE MEHH)

KoHconu ELLY > 1 BblIOpaTb NYHKT — O nporpamme.
OTKpoeTcs cTpaHuua, cogepXallasi cnegyowme AaHHbIe:

nosiHoe HaMMeHoBaHMe NporpamMmbl;
Homep CcOOpKKU KOHCOMW;

AaTa cbopku KOHCOMMU;

Homep cbopku cnyx6bl ELLY;

aarta cbopkm cnyx6bl ELY;

KOHTaKTbl pa3paboTymka 1 TEXHUYECKON NOAAEPIKKN.



EgouHbin ueHTp ynpaeneHus Dallas Lock
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[ Cepaeg: DESKTOP- - =©o

O nporpamme

Eauhbiil LiewTp ynpasnewus Dallas Lock

Komcons ynpasaesmn ELY 3
Homep copn | 604681 | fsracoopmn | 18.08.2026 ﬂﬁ:

Caywsa ELY
Homep chopon |__6.0.468.1 | flara cbope |__18.08.2028 i DALLAS LK

Kowrartel
CalT KoMnaH: i confidentr

Cair i muwefien Dallas Lock: wvedalaslock ry

Texwiueckan nogaepwKa:
Puwuwiaii vabuner: helpdesk, dallaslock.y
Teneqok: (§12) 325-10-37 (106, 7754, 8002, 7752, 7908, 7728, 7753, 7704)

Tenerpan-Gor: tme/Dallastockiuppantiar

Puc. 34. CtpaHuua «O nporpamme»
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3 OBLWMUE NPUHUUMNDbI PABOTbI ELLY DALLAS LOCK

3.1 CuHXpoHM3auuA

CuHxpoHM3aumsa — aTo kntodeBoe noHstve B ugeonormn ELLY Dallas Lock. lNog cuHxpoHusaumen
NMOHMMAETCs MPOLIECC CBEPKM COOTBETCTBUS MapaMeTpoB C BHyTPeHHen ©0as3oni daHHbix [domeHa
©esonacHoctu ELY Dallas Lock n, npun obHapyXeHun HEeCcoOTBETCTBMS, MOOUUKaALMM NapameTpoB
NOAYMHEHHOrO OObeEKTA.

JTioBble M3mMeHeHus napameTpoB, NONUTUK, MONb30BATENEN UMK TPYNM, COBEPLUEHHbIE HA MOAYNHEHHOM
o6bekTe, MOCne CUHXPOHU3aLumn ByayT NpMBeAEHbl B COOTBETCTBUE C MapamMeTpamu, 3agaHHbiviu B ELLY
Dallas Lock. Ecnu napameTpbl ocTtaBanucb 6e3 U3MEHeHWsi (Hanpumep, CMMCOK Mofib3oBaTenen),
CVMHXPOHM3auust 3TUX NapaMeTpoB He npoucxoauT. ®akTbl U pesynbTaTbl CUHXPOHU3aLMKN PUKCUPYOTCS
B XXypHanax nog4vMHeHHbIx 06bekToB. Ho ecnv B mpouecce CMHXPOHM3auuM Ha NOAYUMHEHHOM OObekTe
He ObINI0 N3MEHEHWI, TO 3aMNNCh B XXypHas He 3aHOCUTCS.

CuHxpoHuzaums moaynen CO3 npoucxoguT Mpu Kaxaom BknodeHun mopynsa CO3 0o MomeHTa
aBTOpPU3aL MK NONb30oBaTenNs.

CuHxpoHusmpoBaTh ocTanbHble mogynu ¢ ELLY Dallas Lock moxHO cnegytowmmmn cnocobamm:

1. Mepuoagnyeckn un3 Konconun ELY. HeobxogMmo HacTpouTb NEpUOOUYHOCTb CUHXPOHMU3aLMK
C MOAyNsIMU.

2. o komaHae AUB n3 KoHconu ELLY. Heobxoammo ncnonb3oBatb KHONMKY CUHXPOHMU3UMpPOBaTb, KOTopas
pacnonoxeHa Ha naHenun MHcTpymeHToB OnepamueHoe yripasneHue Bkrnagkn Ceoodka.

3. V13 060noykm agMMHUCTPMPOBaHNS MOAYMS.

3.2 Pennukauus

Mop pennukaumen NoHMMaeTcsa npouecc oy6rnmMpoBaHns KoHdUrypauum (Cnucka NogYnMHEHHbIX 06 bEKTOB,
3Ha4YeHWI MNONMUTUK, CMMCKA NONb30BaTENEN U rpynn, 3anMcen XXypHarnoB 1 T.4.) cepBepoB B knactepe ELLY
Dallas Lock ¢ uenbio noBbILEHNA OTKa30yCTONYMBOCTU CUCTEMbI U NOBbLILLEHWS NPOU3BOANTENBHOCTHU
3a CYeT ropM3oHTanNbHOro MacliTabupoBaHus.

PacnpegeneHve Harpysku peanusyetcsl 3a CYeT paBHOMEPHOTO pacnpeaerieHvsi Mopynen mexay
cepBepaMu knacTtepa (Mogynb NoAKIoYaeTcs Kk cepBepy, BbiGpaHHOMY CryyaiiHbiM 0Gpa3om).

CepBepbl B knactepe pensimkaLmy npakTMyeckn no BCem 3agadam pacnpeaenstoT Harpysky
(3TO ogHa M3 3afgay, pellaemblx NPy NOCTPOEHUW Knactepa). B Tom yucne ato kacaetcs
aHanusa coctosdHus 0b6bekToB B ceTu. [oaTomy, ecnn 0BbLEKT CTaHOBUTCH HEAOCTYMHbIM
ONs Kakoro-nMbo cepsepa, aTa MHMOPMaLNS MOXET ObiTb CUHXPOHU3NPOBAHA C ApPYrMMuU
cepBepamu B knactepe. lNpyu obHapyXeHuM HeCoOTBETCTBUMA (PakTU4ECKOW AOCTYMHOCTU
00BbEeKTOB C AvarHocTMpyemon crnegyeT ybeawTbCs, YTO B pennukauMm HeT cepBepa,
KOTOPbIN HE MOXET YCTaHOBUTL C OO LEKTOM CETEBOE COEAMHEHME.

B cny4yae oTkasa 0gHOro 13 cepBepoB B kractepe pabota nog4MHEHHbIX 06BEKTOB He OyaeT HapyLueHa,
TaK Kak BCe HACTPOWKW, CAeNaHHble AN OOHOro cepBepa, NPUMEHSIOTCA Ha BCe cepBepbl Knacrepa,
BBEJEHHbIE B JOMEH.

PeanusoBaHo gMHaMM4ecKkoe NprMeHeHe U3MEHEHNIM HaCTPOEK Ha CTOPOHHME CepBepbl.

PeanusoBaHna dyHkums gybnuposaHus xxypHana ELLY Dallas Lock n cobpaHHbIX ¢ Mogynen XypHanos

Ha BCe cepBepbl knactepa. CMHXPOHU3ALNA XXypHaANoB Mexay cepBepamu Knactepa OCyLLeCTBNAETCH

B ABYX peXumax:

1. O6mMeH uHopmaumen, No KOTOPON MOXHO ONPedeNUTb HedOCTalLWMe OaHHbIe, U nepedayva AaHHbIX
naketamu pasmepom Ao 2 M6 (mnu ogHowm 3anuckbio, ecnv oHa 6onblue 2 M6).

2. O6MeH HOBbIMM JAHHbLIMU, MOMYYEHHBIMW OT NOAYNHEHHBIX OOBEKTOB, MeXay cepBepamMu.
Mpn BBOOE HOBOrO CepBepa B cyllecTByrWmn knactep (cM. «[lapameTpbl knacrtepa»), BCe CepBepbl

B knactepe ELlY, B TOM yucne He yyacTByloLiMe B HENOCPEACTBEHHOM perMcrTpauun HOBOro cepsepa,
aBTOMaTUYECKUN OMOBELLAIOTCA O HOBOM «YYaCTHUKEY.




4 AOMUWHUCTPUPOBAHMUE ELY DALLAS LOCK

4.1 3anyck koHconu ELLY

3anyck KoHconu ELLY ocyllecTBnsieTcst Npu ycrioBMK, YTO KOMMbBIOTEP, HA KOTOPOM pacnorioxeHa cnyxba
ELLY, BkroveH 1 AOCTyMNEH Mo ceTu.

Ins 3anycka KoHconn ELLY Heob6xoanmo 3anyCcTuTb Spribik KOHCOMW, KOTOPLIN NOSIBUIICA NOCIE YCTaHOBKM
Ha paboyem crtone MK.

Mpun nepeom 3anycke KoHconu ELLY HeobxoamMmo BbINONHUTL perncTpaumto aksemnnsipa KoHconu B ELLY.
ns aToro Heobxoammo ykasaTb ceTeBoe uMs MK, Ha KoTopoM ycTaHoBneHa cnyx6a ELLY v kntoy goctyna
k JomeHy 6esonacHocTu (puc. 35).

O Moakniodedne k cepeepy X

Moaknroderne k cepeepy:

e S

Mma koHconu: DESKTOP-1BGEAP2

CeTesoe WMA CepeEepa: | |

Knrou goctyna k Jb:

3aperncTpupoBarts OTmena

Puc. 35. Peructpauus koHconu ELLY B [lomeHe 6e3onacHocTn

B kauecTBe MMEHM KOHCONMM Mo ymonuyaHuio OyaeT wucnonb3oBatbed uMa K, Ha KOTOpoM OHa
3aperucTpupoBaHa.

[anee B OkHe NoAKMYeHMs K cepBepy TpebyeTcsa 3anonHuTb nons (puc. 36):

e [lodkmoyeHue k cepeepy. W3 cnvcka BblbpaTb OOCTYMHbIA cepBep, K KOTOPOMY HeoGXxoavMmo
BbINOMHWUTL NOAKMNOYEHNE.

e Uwmsa nonb3ogamerns. Yka3zaTb umsa nono3osatens Ob. Mo ymonyaHuio ncnosnb3yeTca 3HavyeHune
admin.

e [laponb. BBectu naponb yyeTHoM 3anucu nons3osatens Ab. Maponb no ymonyanuto - uccadmin.

e Annapamtbil udeHmughukamop. MNMpegbsaBuTb U BbIOpaTh M3 cnncka annapaTHbl naeHTudukaTop
(ecnn HacTpoeHO NCNonbL30BaHNe CPeACTB annapaTHoOW naeHTudukauum).

O Mogkntoderne k cepeepy X

MogknoyeHne K cepeepy:

JomeH BEZONACHOCTH w x

Mma nonezoeatens:  |admin

Mapone: |uu o |

AnnapatHele ngeHTduKaTope: 0

NG N Pl le Tl ANn.MAEHTRDUKATOp HE BuiBpan

CMEHNTE Naponk D
MoakKnHYNTECA Ortmena

Puc. 36. Beog naponsi yueTHou 3anucu ans Bxoaa B Koncons ELLY

Mpy nepBoM NOAKMIOYEHNN MOSABUTCA OKHO C MpeaynpexaeHvem o HeobXxoanMOCTN CMeHbI napons (puc.
37). HaxaTtb kHonky OK.



EgouHbin ueHTp ynpaeneHus Dallas Lock
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E MoaknmyeHme k cepeepy >

MoaknrdeHKe K Cepeepy

Eﬁ Mapone gonxed BeITE W3MeHeH! *

Heofxoaumo 334aTe HOERIA Napone NOAEI0EITEND

TR T T T T

CMEHMTE Naponk D

[NoaknroYmTECA CTmeEHa

Puc. 37. NpeaynpexaeHne o HeO6X0AMMOCTU CMEHbI Napons

3aTtem BBeCTM cTapblvi naponb (uccadmin), HOBbIV Naponb 1 NoaTBepXaeHue napons (puc. 38).

@ Crmena napena "admin” x

Crapeiii napone ’l ]

Hoeeii napons | |

MoaTeep#aeHne napons | |

CoxpaHuTb OTmena

Puc. 38. YcTaHoBKa HOBOro napornsi nonb3oBarens
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4.2 OnucaHue KoHconu ELLY

MmaBHoe okHO KoHconu ELLY cogepxuT cneaytowme pabdoune obnactu (puc. 39):

© Koncons ynpaenenina ELY [domen Gesonaciocri: Jomen Gezonaciocry, Cepoep: fga-win-uccdllocal:17800] 2 — X

Ceogka 4
X 2
WHpopmanmn 06 obbexre v 6
AEWNCTBUA
Cepeepsi gomena Gesonacrocm fga-win-ucc.dllocal17900
Obnosute
Poaurenscrnii gomen Her
Cozpars rpynny
IE YCTPOWCTBA
NAPAMETPbI JINLIEH3HM MoppoGHes
B HHBIE OFLEKTH ——
o APM 0/999
Ceressie ycrpoiicrea 0/999 Mepeumerosars
= MoguumenHsie gomens! 0/999
i} Arentol ELY 0/999
= AKTUEHBIE YARNIEHHEIE NOAKTIONEHIA 0/9% —
o EAVHBIV LIEHTP YTIPABNEHUA
] DALLAS LOCK Caepiyr nce
=] TEPMMHA/bHbIE CEPBEPbI Moapotnes 5 Cranmposams cers
0 Teprnanssese cepsep o508 [floasvs, ceresoe ycrpoiictao
AKTUEHIE TEPMUHANBHEIE CECCUI 0/999 e ———
NMLEH3MOHHAR .
VH®OPMALIMA Moapotnee
Mposepyms gocrynwocTs
Mposeputs uerocTHocTL
MPOLIECC MUTPALIAM Noppobree
WHunpeHThI GesonacHocT ~
3a nepuoa: 20052026 3xcnopt OMEPATMEHOE YTPAB/EHME

[ Tonexo venpountantsie [ ——

Mo konmuecTsy 3a nepHoA
5 Nepesarpysnms

. Pasbnokuposar nobsosarencit
Cobpart wypranti

3

Puc. 39. NmaBHOe okHO koHconu ELLY

masHoe meHto ELLY Dallas Lock.

3aronoBok OkHa (BEPXHAsSI CTPOKa), COAepPXaLLuin MMsi nporpammel, MMsi [lomeHa 6e30nacHOCTU U MsI
cepsepa.

Hepeso [JomeHa 6Ge3onacHoOCTHW.

Bknagkv anst ynpaeneHus oobektom gepesa ELLY Dallas Lock.

CopepxaHue paboyert obnacTtu Bknagku ynpasnexHus oobektom ELLY Dallas Lock.

MaHenb UHCTPYMEHTOB.

N =

oakw

"maBHOe MeHto koHconu ELLY copepxut cnegytowme nyHkTbl (puc. 40):

Oepeso gomeHa (cm. «JOMEH BE3OMACHOCTW ELLY»);
MapameTpbl OB (cMm. «MapameTpbl fOMeHa 6€30NacHOCTUY );
Hactpovika VB (cm. «HacTponka nHumaeHToB 6€30nacHOCTUY);
HacTtpoiika KSC (cm. «HacTtporika Kaspersky Security Centery);
MeHemxep AoMeHOoB (cM. «MeHemkep JOMEHOBY);
MapameTpbl (cM. «[MapameTpbl paboTbl»);
Murpaumsa ¢ Cb (cM. «MexaHu3m aBToMaTuampoBaHHon murpauuu ¢ Cb Ha ELLY »);
YpaneHHas ycTaHOBKaA:
e cM. «YganeHHoe paseepTbiBaHne C3W Dallas Lock 8.0»;
e cM. «YaaneHHoe passepTbiBaHne C3W HC[ Dallas Lock Linux»;
e cM. «YganeHHas yctaHoBka Arenta ELLY Windows» n «YaganeHHas yctaHoBka AreHTta
ELLY Linuxy;
° cM. «[MoarotoBka anctpmbytmsa DL8.0 ansg ADy;
e YpaneHHoe oOHOBMEHWE:
e cM. «<YaaneHHoe obHoBneHne C3WM HC[ Dallas Lock 8.0»;
e cM. «YaaneHHoe obHoBneHne C3W HC[ Dallas Lock Linux»;
e CM. «YOganeHHoe o6HoBneHune AreHta ELLY »;
e YnpaBrneHue KoHpuUrypauuen (cm. «YnpaBneHne KoHUrypaumeny);
e O nporpamme (cMm. «O nporpammen).




H [Aepeso gomMeHa
E MapameTpel A6
9 Hacrpoiika UG
&lF Hactpoiika
“ MeHegxep oMeEHOE
{:} MNapameTphi
%1 Murpauua ¢ Cb
%] ¥aaneHHanA yCraHoEka
= ¥paneHHoe 0BHOBABHKME

|§ ¥NpasneHne KoHDUIypaumuen

Pwuc. 40. MyHKTBI rMaBHOro MeH0

C nomoubto KoHconu ELLY MOXHO HacTpouTb napaMeTpbl Ans cneayowmx obbektoB [b:
e ansa Bcero [lomeHa 6e3onacHOCTH, ONpeaenuB HaCTPOKKU Npu Bblbope o6bekTa, 0b03HavaroLwero

Tekywmn JomeH 6esonacHocTv B gepese;
ONA rpynnbl, onpeaenves HAaCTPOMKM Npu Beibope 06bekTa, 0603HaYaKoLWEro rpynny B 4EPEBE;
ana APM, onpefenve HacTpowiki npu Belbope obbekTa, obo3Havatowero APM B oepese;
Anst oTAENbHOrO MOAYNs, BbIOpaB ero B AepeBe;
AN CeTEBOro YCTPOWCTBA, BblOpaB ero B epeBe;
Ans nogvvHeHHoro [b, onpegenus HacTpovikm npu Bblibope ob6bekTa, 0603HadvaroLlero
noA4YnHeHHbI [JomeH 6e3onacHoOCTU B AepeBe.
Ons kaxgoro u3 o6bEKTOB B BEPXHEW YacTW LOMOSHUTENBHOIO MEHIO KOHCONMM hOpMMPYeTCs CMMCOK
BKIAOOK ONns ynpaeneHnss obbektom aepeBa. CnMCOK BKNaAOK MEHSETCs B 3aBMCUMOCTM OT Tuna
BblOpaHHOro ob6bekta. [Mpyu BbiOOpe BkMagku B paboyverr obnactu OTKpbIBaeTCsl  CTpaHuua
C COOTBETCTBYIOLLMMU NapamMmeTpamMm U MeHIO.
Onsi o6bekToB AepeBa [Ib MOXHO HACTPOUTbL COPTUPOBKY 1 dUNbTPaLUIO:

® _ CopTupoBka. Npy HaxxaTum Ha KHOMKY MOSBMAETCHA MEHIO C BO3MOXHbLIMW BapyaHTaMm

COPTUPOBKMU:
e  [pynnbl NO YMOYAHNIO BBEPXY;
COPTMPOBKA BPYUHYIO;
COpPTMPOBKA B andaBUTHOM NOpPsiAKeE;
COpPTMpPOBKa B 06paTHOM andaBUTHOM NOPSOKE;
COPTUPOBKA MO BO3pacTaHWIO UHLMAEHTOB 6e3onacHoCTy;
COPTMPOBKA MO yObIBAHUIO MHLUNOEHTOB ©€30NacHOCTH.
— OunbTpaums. [pu HaxaTUM Ha KHOMKY MOXHO BbiOpaTb OAMH M3 BapuaHTOB
dunsTpaumm:
e punbTpauma no Tuny APM;

dunbTpauma No MOAYnsiM;
unbTpaumsa No ceTEBbIM YCTPONCTBAM;
GunbTpaumsa no TepMmMHarnbHbIM CepBepam;
¢unbTpaums No nogaoMeHam;
puUnbTpaumsa No BKIOYEHHBIM 0ObeEKTaM;
punbTpaumsa No BbIKMIOYEHHLIM 06 beKTaM;



e  (unbTpaums 06bEKTOB, JABHO HE BbIXOAMBLUUX HA CBA3b;
e (unbTpaums OGBbEKTOB C HENPOUMTAHHBIMU MHUMAEHTaMu 6e3onacHocTy;
e (bunbTpauus M30NNPOBAHHbLIX Y3IOB.

[na cbpoca Bcex hUNbTPOB HY>XHO HaxaTb CoOpocuTb hunbTpbl.

PyyHasi copTMpoOBKa akTUBMpPYeTCA aBTOMaTUYeCcKM MOCne nepeTackuBaHuMs OOBbEKTa.
[Monb3oBaTenu MoryT Bpy4Hyl0 U3MEHSTb NOpPAAoK oTobpaxeHus obbekTtoB B Aepese [B,
nepeTtackmBas X Ha HOBOE MECTO.

Ponb Aydumop vmeeT OOoCTyn K Py4YHOW COPTMPOBKE, HO HE MOXET nepemMellatb 00bEKTI
Mexay pasnMyHbIMU YPOBHSAMM BIIOXKEHHOCTMW.

Ona nowucka KoHKpeTHoro obbekta B AepeBe [AB MOXHO BOCMONb30BaTbCS MOUCKOBOW CTPOKOW,
pacnonoXXeHHOW NpaBee KHOMKWM unbTpaumu.
3Haukn ob6bekTOB, 0603HAYalOLWMe rpynnbl, B 3aBUCUMOCTU OT COCTOSHUSE MOTYT NPUHUMATb CreayoLmii
BUA:
—  CMNUCOK BMNOXEHHbIX 0OBEKTOB rpymnmbl CKPbIT;
IE —  CMNUCOK BMNOXEHHbIX 0OBEKTOB rpynnbl 0ToOpaXkaeTcsi B AepeBe.

KoHTekcTHOe MeHi0 OOBEeKTOB fAepeBa KOHCOMM no3BonsdeT [[o6aBnAaTb/yaanaTb/MepeMmeHoBbIBaTh
rpynnel, cosgasate APM B rpynne, nepemeluaTtb 06bEeKTbI U3 rpynibl B rpynny v Apyrue onepauumm.

B ELLY Dallas Lock npegycmotpeHbl 3 6a3oBble rpynnbl, NpeaHa3HayeHHble Ansd obecneyeHms cocToAHMS
3almLeHHocTn o06bekToB [lomeHa 6e30nacHOCTH:

e HepacnpegeneHHble 06beKTbI;

e CeTeBble YCTPOWCTBA;

e yganeHHble OObeKTbI.
YpaneHve n nepenmeHoBaHme 6a30BbIX rpynn HEAOCTYMHO.

3Haukn 06bekToB, 0603HAYAOLLNX MOAYNN, 3aBUCAT OT TUMa U COCTOSTHUSA MOLYNA.
Tak kak APM npeacraesnseTr cobor COBOKYMHOCTb Moaynen, coctosiHue APM 3aBUMCUT OT COCTOSIHWUS
Mogynen. 3ta cBA3b ONUCLIBAETCS crneyoLum obpasom:

ecnn xota Obl ogMH U3 moaynen B coctase APM HaxoauTcst B COCTOSAHUN « [TOOKITHOYEHY
cocTosiHne APM — «8KJTHOHEHY;

ecnu HU oauH u3 moagynem B coctaBe APM He BbIxogun Ha cBa3b ¢ ELLY cBbiwe
YCTaAHOBMEHHOro napameTpom OnoBeleHUs NMpPU OTCYTCTBUM CBA3U C OOBLEKTOM
(B AHAX) BpemMeHn (Npu yCroBUKM, YTO HACTPOEHO NUCbMO 06 OTCYTCTBUM CBA3U
¢ 0bbekTom), coctosgHne APM — «d0s120 He 8bIXOOUJT Ha C8A3bY.

- — ecnn BCce MoayJin B CoCTaBe APM He nogkntoveHsbl, coctosiHne APM — «8bIkoYeHy;

B uenax ontumusaumm npoussogutenoHoctn ELY npoBepsier APMbl Ha gonroe OTCyTCTBUE CBA3U
He Yalle, Yem pas B 4Yac. Ecnv B pamkax gaHHOM NpOBEpPKN CBSA3b OTCYTCTBYET, TO B KOHCONM ynpaeneHus
ELLY nosBuTCA nHUMaeHT 6e3onacHoCTu ¢ pe3ynbTaTom «[1podormKkumeribHoe omcymemeue Cesasu».

B OepeBe HanpoTvB obObekTa, Ha KOTOPOM MPOM3OLWNM MHUMAEHTbl 6e30nacHOCTW, MHAMUMPYETCS UX
KonunyecTtBo (puc. 41).

* [ TEST
* B3 Linux-ARM
@ Dallas Lock 8.0 MKS

& Dallas Lock Linux MK2
Mikrotik 1010102244 _ .

Puc. 41. lHaukaumsa nHuMpeHToB 6e3onacHOCTU B AepeBe



Mpwn aTOM ON15 yPOBHS BbILE NO nepapxumn [1b cymMmmnpyeTcs KONMYeCcTBO MHUMOEHTOB HA BCEX BITOXEHHbIX
obbektax. Hanpumep, Ha ypoBHe APM oToGpaxaeTcsi cymma KormdecTBa WHUWOEHTOB Ha MOAYNSIX,
BXOOSILLMX B €ro COCTaB.

Mpn obHoBneHun ELY c 6onee paHHux Bepcui oo UK3 u HoBee, MOEHTUYHbIE MO UMEHU OOBLEKTHI
(He3aBMCUMO OT perncTpa) aBTOMATMYECKM MepeMMeHOoBbIBalOTCA. [lepBoe wumMsA coxpaHsaeTcs,
a nocnegytowme nonydaot cydpoukc (N), rae N — wuucno (Hanpumep, «Hoeass epyrnna»
nepeumeHoBbIBaeTca B «Hoesas epyrina (1)»).

4.3 HacTpowKku nuueH3npoBaHuUA

JInueHsuna Ha ELLY Dallas Lock yctaHaBnuBaeT konmyeCTBEHHbIE OFpaHUYEHNsI MO crieayow M obbekTam:

3awmaemole APM;

ceTeBble YCTPOWCTBA;

NoAYMHEHHbIE AOMEHbI;

ArenTbl ELLY;

aKTMBHbIE yAaneHHbIe NOAKITIOYEHNS;
TepMUHarnbHbIE CEpPBEPHI;

e TepMUHarbHbIE CECCUM.

Mpn dbopmmpoBaHUM NULEH3UN HEOBXOAMMO Y4YUTbiBaTb, YTO kommdectBo APM gormxHo
ObITb Bcerga 6onblie unm paBHo konunyectsy AreHtoB ELLY, Tak kak APM npeacraBnseT
cobor coBokynHocTb Moaynen (Ha oanH APM c AreHtom ELLY nonb3oBaTenb MOXET BBECTU
Apyrve mogynu n Haobopor).

Ecnu cornacHo npnobpeTeHHon nuueH3nn B [JomeH 6e30nacHOCTU eLle JonyCTUMO BBECTU
AreHT ELLY, HO nuMmuT Ha konudectBo APM gocTturHyT, To0 AreHT ELLY BO3MOXXHO YyCTaHOBUTb
TONBKO Ha YXXe 3aperncTpmpoBaHHbie B [lomeHe 6e3onacHoctn ELLY APM.

YnpasneHne nuueHsnen Ha ELLY Dallas Lock ocyuwectBnsaeT nonb3oBarernb ¢ ponbto AOMuHUcCmpamop,
Ha3Ha4yeHHow Ha ypoBHe [1b (cm. «PoneBasa mogenb y4eTHbIx 3anucen Oby).

NHbopmauust o napameTpax TekyLleln NULEeH3Mn JOoCTyrnHa Ha ypoBHe [lomeHa 6e30nacHOCTU Ha BKagke
CBoaka — UHdopmauusa o6 o6bekTe (puc. 42).

Wudopmaunna o6 obbekre '

Cepeepbl gomeda BesonacHoctn fga-win-ucc.dllocal:17900

JoanTENECKMI JOMEH Her

MAPAMETPEI NALLEH3UKX Noapobuee

APM 0/999
CeTeBele yoTpoiicTea 0/993
Mog4YrHEHHEIE AOMEHEI 0/999
ArenTel ELLY 0/999
AKTWUBHBIE YAANEHHBIE NOAKNHIYEHNA 0/999

EAHHBIIT‘I LEEHTP ¥YNPABNEHWMA

DALLAS LOCK

TEPMHUHANLHLIE CEPBEPLI Noapobree
TepMuHanbHbIE CEPBEDLI 0,/993
AKTWUBHBIE TEPMUHANEHBIE CECCUM 0/9399
NULLEH3WMOHHAA NoapobHee
MHP®OPMALLWA ap

MPOLLECC MWUIPALLMKA Noapobuee

Puc. 42. Undopmaumsa o napameTpax nuueH3um



4.3.1 NMapameTpbl NUUEH3UN

Mpu HaxxaTum Ha BkNagke CBoagka — UHdopmaumsa 06 o6bekTe kHonku MogpobHee nons lNapamempsi
nuyeHsuu nosensetca okHo CoctosiHMe nuueH3un (puc. 43), KOTOPOE COAEPXKUT WHGOPMAaLMIO
O COCTOSIHUM NULEH3UN ANA OaHHOro cepBepa, a Takke Ans KaXaoro cepsepa B knactepe [b.

D Cocronmme auyenzim X

Vi cepoepa Muyenus Mcrounmx Pexaam paboru cepoepa

APM: 500, Ceresie yerpoiicTea: 500, Moaunmertere gomensr: 500, Arewro: ELIY: 500, T cepaeps: 500, T cecamn: 500 [ @aiin

ocrn APM: 20, Ceventie ycrpoiicrea: 0, Moguurenrie gomens 0, Arerrat ELLY: 0, Tepunransrie cepeepe: 0, Tepmuranrbie ceccmm: 0 Mutyerzna pogurenscror

[obasurs daitn nmuerann | R ] akpsims

Puc. 43. OkHO «CocTOsiHMe NULEH3UN»

Ons nogyuHeHHbIX AoMeHoB ©Ge3onacHocTu Ha ypoBHe KopHA [Bb B okHe CocTosiHMe nULEH3UU
AONONHUTENBHO OTOBpaxaeTcsa uHopmaums O BblgeneHHblx ¢ [naBHoro OB kBoTax. B kayectse
3Ha4yeHusa anga napameTtpa YlcmoyHUK B AaHHOM crnydvae ykasbiBaeTcs JluyeHsuss poOumernbco2o domMeHa
6e3zonacHocmu. Ecnn [1b saBNsieTCs NOAYNHEHHbIM, HO AN HEro He Bblaensanuchb kKBoThl ¢ TnaBHoro b,
TO B cTtonbuax JSluyeHauss n MlcmoyHuk nHpopmaumsi byaet oTCyTCTBOBATb.

Ona npobaBneHus danna nuueHsnn cpeagcteammn ELLY, Heobxoanmo:

e HaxaTb kHonky [lo6aBuTb dann nuueH3uu;
e yKasaTb nyTb K channy opmarta .ucLicenseKey nnu .json;
e HaxaTb Ha KHomMKy NMpoBepuTb NULEH3UIO.

B cnyyae ycnewHoro npumeHeHusi, B cTonbue JluuyeH3uss MNOSIBUTCA COOTBETCTBYHOLWAS HaAnucb
C YCTaHOBMEHHbIMW KONMYECTBEHHBIMY OFPaHNYeHNaIMM MO NOAYMHEHHBIM OObekTam. Takke nHpopmauus
0 NapameTpax TeKyLlen NMueH3nn n3meHnTcs Ha Bknagke Ceodka (pwvc. 42).

Mpouenypa NpoBepkn NapameTpoB fMUEH3UU OOMOSMHUTENBHO OCYLLECTBISIETCS MPU KaXKAOM CTapTe
cnyx6el ELLY.

4.3.2 JInueH3un nogYMHEeHHbIX AOMEeHOB

Mone JluueHsuu nod4yuHeHHbIX domeHo8 Ha Bknagke CBopka B pasgene UHdopmaums
06 06beKkTe OTOOpaxaeTcsl TONMbKO Mpu Hanmuum B [lomeHe 6e30macHOCTN NMOAYMHEHHbIX

0p.

Mpu HaxaTun Ha Bknagke CBoaka — UHdopmauus o6 obbekTe kHomnkm MoppobHee nons JluyeH3uu
MoG4YUHEeHHbIX doMeHo8 NosABMnseTcsl OokHO CocTosiHMe NULEH3UU NMOAYMHEHHbIX OOMEHOB (puc. 44),
cofepxallee MHpopMaLnio O NOAYMHEHHBIX AOMEHaX U KBOTaX, BblAeNeHHbIX Ha X 00bekTbl ¢ naBHOro
OB. MNpwy oTCyTCTBMM CBA3M C NOAYMHEHHBIM JOMEHOM B cTONOLUe JTuyeH3us Hdopmaums o BbliAENEHHbIX
Ha o6bekTbl AaHHoro [1b kBoTax He oTobpaxaeTcs.



O COCTOAHME AMUEHS MK NOAHUHEHHELX A0MEHDE *

Wraa Mo jgumnendoro Ab fnyensmna
UceP (ucc-2.dllocalk 179007 APR: 0, Ceteprie yoTpoiicTea: 0, MogquHeddele gomedss O, Aredtel ELY: 0, Tepmynanedeie cepeepil 0, TepmuHaneHele cecomu: )

rd_Dorn (pd-DLATI00)  APM: 0, CeTesrie yoTpoiicTea: 0, MoguuHedHele gomedss: 0, Arentel LY 0, TepmuaneHele cepeepbl 0, TepmuHaneHele ceccun: |

flobasnTh Gain NMUEHSHK MpoEEpMTh AHLEHSHHD aKpbITh

Puc. 44. OkHo «CocCTOsIHMe NULIEH3UN NOAYUHEHHbIX JOMEHOB»

Mpu BbIGOpe nogumMHeHHoro OB n HaxaTum Ha kHONKy U3MeHUTb nuueH3uio Oyaet BbiIBEOEHO OKHO
N3meHeHne nuueH3un (puc. 45), B KOTOPOM MOXHO HacTpOUTb pacnpeferieHne KBoT o6Leln NMueH3nm
rnaeHoro 16 Ha 06bekThbl, permcTpupyemMble Ha nogunHeHHbix 6. Inana3oH 3HavyeHuii B okHe U3meHeHue
NINLEH3UN 3aBNCUT OT NULEH3MM rNaBHoro [1b: MMHMManbHOe 3Ha4YeHne Bceraa pasHo 0, MakcumMarnbHoe
paBHAETCA JOCTYNMHOMY KONMMYECTBY NULEeH3ui rmasHoro [b.

Mpu oTcyTcTBUM CBA3U C MNOAYMHEHHBIM [B M3MEeHeHue nuUEH3UM HeJoCcTynHo, OyaeT BbiBEAEHO
coobLeHne « Owubka nooKIOYEeHUST» .

D M3meHeHKe AKLEHS MK X

ARM i
] s00

CeTeERIE YCTROACTES 0
yerp ] 500

NOAYHHEHHEIE AOMEHEI 0
A A ] 497

AreHtel ELLY I
H ] 500

TepMUHANEHEIE CEPEEPLI 0
P PBep ] s00

TeRMHHANEHEIE CECCHM 0
] 500

MpPHMEHKTR OTMEHa

Puc. 45. OkHo «M3MeHeHue NUuUeH3nn»



MexaHnsm nepepacrnpenerneHnd NNLUEH3NI He npenycMoTpeH B cleayrwmx criy4yanx:

e MpW OTCYTCTBUW CBA3M C NOAYMHEHHBIM [B;
e ecnu Ha MnaBHom b npumeHeHa 6e3numMnTHas NMUEH3us;
e ecnu NogynHeHHbIN 1B ncnonb3yet AemMoBepPCUto.

Mpun ncnonb3oBaHMKM KnacTepa NMUEH3UN pacnpenensitoTcs NOPOBHY MexXay BCEMU cepBepamMu krnacTtepa
(c okpyrneHMemM B MeHbLUYHO CTOPOHY). Ha kaxxgom cepBepe OygeT oToOpakeHa nepcoHanbHas KBOTa
OAHHOro cepBepa, a He o0uwas nepepacnpeaeneHHas Ha knactep nuueHaus. INpyn yMeHbLUEeHUN paHee
BblAaHHbIX KBOT Ha NoAYMHEHHbIM [1b B AaHHOM cryvae KBOTbl 6yayT BblUUTATLCSA M3 FIMMUTOB JNULEH3UN
Lerioro Krnacrtepa, a He KBOT KOHKPETHbIX cepBepoB. Hanpumep, ecnn B knactepe 2 cepepa, TO Npu
ymeHbLueHnn kBoT Ha 10 APM ansa noumHeHHoro [1B 13 kaxgoro cepsepa knactepa 6yaeTt BblYTEHO MO 5
APM.

Mpu ycrnewHoM MPUMEHEHUM HOBbIX MNapameTpoB OyAeT BbIBEAEHO OKHO C COOTBETCTBYHOLLMM
coobueHnem (puc. 46).

D Coobuenne >

o JaHHEBIE AKUEHZ MK 0RHOBAEHE

(a4
Puc. 46. NMpumep coobLueHUs Npu yCNEWHOM pacnpeneneHny NMueH3num Ha noaumHeHHbIn 1B

KBOTbl, Ha3Ha4yeHHble obbekTam nogvmMHeHHoro b B okHe U3meHeHne nuueH3uu, OyayT BbluMTaATHCA
n3 obwer nuueHsmn rnasHoro [OB. CoOTBETCTBEHHO, MNOCME YCMELHOro BbIMNOMIHEHMS onepauun
nepepacnpegeneHus KBOT 3HayeHus B pasgene [lapamempsl nuuyeH3uu Ha Bkrnagke Ceodka —
UHgpopmayus 06 obbekme (puc. 42) 6yayT otobpaxaTb TEKyLLMA 0O0bEM OOCTYNHOW MULEH3NW TNaBHOIO
OB ¢ y4eToM BblYTEHHbLIX KBOT.

Mpu otcytcTBUM cBSA3M mexay [naBHbiM 1 lMogynHeHHbiM [B BblgaHHble KBOThLI OyayT
3abnokMpoBaHbl, HE06X0AUMO UCMONb30BaTh FIOKamNbHbIA dann IMLEH3UN.

Mpu yaaneHun nogunHeHHoro 1B KBOTbI NOAYNHEHHBIX eMy 00BEKTOB ByayT aBTOMaTU4eCKkn BO3BpaLLEeHbI
B MyNn JOCTYNHbIX KBOT rnasHoro 6. 3HaueHua B pasgene lNapamempsi nuyeH3uu Ha Bknagke Ceodka —
Ungopmayus 06 ob6vekme npu 3ToM OyayT aBTOMaTU4ECKN OOHOBIEHDI.

Peanusauns kHonok [lo6aButb dann nuueHsnmn u NpoBepuTb NULIEH3UIO MOSTHOCTbLIO
aHanormyHa CyLlecTBylOLWEeMY MexaHu3my fobasneHus danna nuueH3un 1 MnpoBepku
nvueHsun B okHe CocTosiHMe nuueH3uu (cMm. «[lapameTpbl NULEH3UU») U NO3BOMNsSeT
NPUMEHUTb NnLeH3no Ha naBHbin [b.

4.3.3 JInueHanoHHasa nHdopmaums

Mpn Haxatum Ha Bknagke CBopka — MWHdopmauma o6 ob6bekte kHonkn [MogpoGHee nons
JluueH3uoHHasi UHGOpMauusi TNOSABNSETCA OKHO, CoAepXalwee JMUEH3VMOHHYK  MHGOopPMaLMo
(NMMUEH3MOHHBIN KOO M KOA TexnogaepXXku) Ans Bcex MoAynen, BBeAeHHbIX noa ynpasneHve ELYY
(puc. 47).



O NMuyensnonran nndopmauma *

N2n.n. Wma APM *~ Hma FODN IP-appec Moayne NMUUEHIMOHHBIRA KOA Kop rexnopaepmxemn Texnopaepsxa/ NMUEHIWA WCTEKAET Kommentapui

Puc. 47. OkHo «JlMueH3noHHasa nHdopmaumna»

Takke B OTKpbIBLUEMCS OKHE OTODpaXkaeTcs MHopMauusa O Cpoke AENCTBUSA TEXNOOAEPXKKU: B cTonodLe
Texnod0ep>XKa/nuyeH3uss ucmekaem [EWNCTBYIOLWAA TeXNoaaepXKKa/MUUEH3nsa BbiOerneHa 3eneHbIM
LiIBETOM, UCTEKLLAS — KPaCHbIM.

Cronbey KommeHmapul no yMON4YaHUIO MYCTOM W MpU HEOOXOAMMOCTU MOXeT ObITb 3anosiHeH
agMWHUCTPaTOPOM BPY4HYIO.

Ons kaxpgoro u3 ctonbuoB NpegyCcMOTpeHa BO3MOXHOCTb COPTUPOBKM MyTEM HaxaTusi NeBON KHOMKOW
MbILLW Ha Ha3BaHWK cTonbua.

Peann3oBaHa BO3MOXHOCTb COXpaHeHusi CChOpMMPOBAHHOIO OTYEeTa C NULEH3MOHHON WHGOpMaLnen
B cpann (B popmate HTML unu CSV) no kHornke CoxpaHUThb....

4.3.4 OcobeHHOCTU NULUEH3npoBaHUA Knactepa [1b

Mpun opraHmnsauum paboTtbl [lomeHa Ge3onacHOCTM B pexume knactepa (cM. «[lapameTpbl knacrepay)
cnepyeT obpaTuTb BHUMaHWE Ha 0CODEHHOCTU pacnpeaeneHust NIMUEH3MOHHbLIX OrPaHMYEHWIA; B Knactepe
NPUMEHSIIOTCH MaKCUMarnbHble 3Ha4YeHUs NMULLEH3UN U3 NPUMEHEHHBIX Ha BCEX yYacTHUKax knacrtepa. OTu
orpaHuyYeHus pacnpefensdlTca Mexay cepBepamMu B cCOCTaBe Knactepa (nyTeM HasHayeHUs «KBOT»
ansa nomeHa). Bece cepBepa B coctaBe ogHoro knactepa [1b umeloT paBHble KBOTbI.
Hanpumep, nmeetcsa koHpurypaums ns M pennmumnpoBaHHbIX cepBepoB. KonuyecTBeHHble orpaHnyeHns
N1LEeH3nn Knactepa ob6o3HayYeHbl criegyowmm obpasom:

e N — konunyecTBo 3aluaembix APM;

e K — KONMMYEeCTBO CETEBbLIX YCTPOWCTB;

e [ — KONMMYeCTBO NOAYMHEHHbIX JOMEHOB 6e3onacHOCTH.
B oaHHOM criyyae KBOTa KracTepa paccyvTbiBaeTcs crneayowmm obpasom:

o  MAX(N)/M = kBoTa Ha 3awuwiaemole APM;
o MAX(K)/M = xBOTa Ha ceTeBble YCTPONCTBA;
o MAX(L)/M = xBOoTa Ha nogymHeHHble [b.
CooTBETCTBEHHO, YeM BOMbLUE PennMUUPOBaHHbIX CEPBEPOB, TEM DbICTpee pacxogytoTcs kBOoThl Ans Ob.

Ecnu B pes3ynbTaTte AerieHna nony4vyaetca ,El,pO6H0€ YUCIO, TO OKpYyrIieHne OoCyLueCTBIAEeTCA
B MEHbLLYH CTOPOHY.

Mpu kaxxgom 3anycke cnyx6ul ELLY ocyliectBnsieTcst npoBepka HazHauYeHHbIX KBOT Ans AOMeHa.
Hanpumep, nmeeTcs cnegyollas kKoHpuUrypaums:
e X — KONMYeCTBO PENNULMNPOBAHHbIX CEPBEPOB;



e Y — KONWYECTBEHHbIE OrpaHMYEeHMs MO NOAYMHEHHbIM OObEeKTam, onpefensiemMble NMUEH3NEN,
NPVYMEHEHHON Ha 3anycKaeMoOM CepBepeE;

e MAX(Z)/X — KONMNYECTBEHHbLIE OrpaHUYeHMs1 MO MNOAYMHEHHbIM obObekTam, OencTByoLlinNe
B knactepe ELLY.

1. Ecnu no vtoram npoBepku NapameTpoB NULEH3MM OBHapyxeHa Ae/CTBYLas NULEH3NS, NPU 3TOM
(MAX(Z)IX z YIX) — cnyxba ELlY 3anyckaeTcs B LUTATHOM pexXuMMe C Ha3Ha4YeHHbIMW B AOMEHe
KBOTaMWU.

2. Ecnu no utoram nNpoBepKy napamMeTpoB NuLeH3Mn obHapyxeHa OeNCTBYoLWasa NULEH3NS, Npu 3TOM
(MAX(Z)/X < YIX) — npoucxogouT nepepacnpegeneHne KBoT Mexay cepBepamu kractepa, cnyxba
ELLY 3anyckaeTcs B LUTATHOM peXunme Ha AaHHOM cepBepe.

3. Ecnu no wutoram nposepku cepsepom ELLY He o6HapyXeH npuMeHeHHbIn ann nuueH3uu
UNV NPUMEHEHHAs NULEH3US HedencTBUTENbHa —TeKywmn cepep B b nepeBoautcs B pexum
orpaHnyYyeHHon OYHKLMOHANbHOCTU OO NPUMEHEHMNS OENCTBYIOWEN NUUEH3nn. Pexnm orpaHnyeHHom
PYHKLMOHANBHOCTU («OrpaHUYEHHbIN peXnmy) — 3TO pexum paboTbl cepBepa ELLY, npu koTopom:

e ayauT, YynpaBfe€HWe W  CUMHXPOHM3auuMs C  MOAymnsMKW, CeTeBbiMM  YCTPOMCTBaMM
N NOAYMHEHHbIMW (OYEPHMMWN) AOMEHAMN HE OCYLLIECTBISETCS;

e ayauT u agMmuHucTpupoBarue b knactepa n3 koHconu ELLY He ocyliecTenseTcs;

e pennukaumsi MU OOMEH [aHHBIMM MEeXAy CepBepaMn B pamKax Knactepa npogorkaet
PYHKLMOHMPOBATb.

Ha yposHe [16 Ha Bknagke Ceodka BbIBOOMTCA NpegynpexaeHme 0b owmnbke ¢ NMueH3nern Ha cepeepe.
MH1umaums HoBOWM NPOBEPKN NULEH3NN OCYLLECTBNSAETCSA NOBTOPHOM NOMbLITKOM 3anycka crnyowl ELLY.

4.4 TlepepacnpeneneHme TepMMUHANbHbIX CECCUN

B ELLY peanu3oBaH MmexaHn3M nepepacnpegeneHms TepMnHarnbHbIX CeCCUiA, NO3BONSAOLNA QUHaMUYECKM
pacnpefenstb KBOTbl HA UCMONb30BaHWE TEPMUHASbHbBIX CECCUA Mexay TepMuHanbHbIMU cepBepamMu
Ha mogynsix C3U Dallas Lock 8.0, 3apernctpupoBaHHbix B 1B ELLY.

NHdbopmauuss o napameTpax Tekyleh NULEH3MM Ha TepMUHanbHble CepBepbl M Ceccuu AOCTyrHa
Ha ypoBHe [JomeHa 6e3onacHocTu Ha Bknagke CBopgka — UHdopmaums o6 o6bekTte (puc. 48).

MHdopmaumna o6 obuekre v

Cepeepbl gomera BesonacHoctn fga-win-ucc.dllocal17900

2ogMTENBCKMIA ZOMEH Her

MAPAMETPEI MALLEH3WA NoapoGree

APM 0 /993
CeteBble ycTpoiicTea 0/999
Mog4MHEHHEIE 4OMEHEI 0 /999
Arentel ELLY 0/599
AKTWEHBIE YAaNEHHbIE MOKNHHEHNA 0 /999

EAWMHBIA LLEEHTP YPABMEHWA

DALLAS LOCK

TEPMWHAMNBHbBIE CEPBEPBI MogpoGhee
TepmMUHaNEHBIE CEpEEREI 0 /999
AKTWEHBIE TEPMUHAEHEIE CECCHI 0 /999
NALLEH3WOHHAA NoapoBHes
MH®OPMALLAA ap

MPOLLECC MHUIPALLMA NogpoGres

Puc. 48. UHchopmauus o napameTpax NnMuUeH3UM Ha TepMUHaNbHbIE cepBepbl



Briok uHpopmauunn TepmuHansHbie cepeepn! Ha Bknaake CBoaka B pasaene UHdgpopmaums
06 06BbeKkTe oTobpakaeTCcs TONMbKO NPU HAaNMYUKU KBOT Ha TEPMUHANbHbIE CEPBEPBI U CECCUmn
B nuueH3nn Ha ELLY Dallas Lock.

Mpu HaxaTum kHonkn MoppobHee nons TepmuHarnbHbie cepeepbl NOSBNAETCA OKHO TepMUHanbHbIe
cepBepbl (puc. 49), KOTOpoe COAEPXKMT CBOOHYH MH(OPMauuo MO BCEM TEPMUHAaNbHLIM CepBepam,
BBeaeHHbIM B [16 ELLY.

D Teprumsnenbie cepepen %

WA tepumanchora cepoepa * Cocroanne cepoepa  OTKPBITHIE TEPRMHALHEIE CeccHm

Dallas Lock 8.0 MK12 {APkA-DLAD. Heaormynen 44 [}
Dallas Lock 8.0 MIK12 (APM-DLA0-K) AxTiEeH n

Jakperms

Puc. 49. OkHO «TepMuHanbHbIE CEPBEPLI»

Mpu HaxxaTm Ha HaumeHoBaHe APM c 3aperncTpMpoBaHHbIM TEPMUHANbBHBIM CEPBEPOM B cTONbLEe MMs
mepMuHanbHO20 cepeepa OCyLIecTBnsieTcsl nepexog Ha ypoBeHb moayns C3WU Dallas Lock 8.0,
B cooTBeTCcTBUM ¢ uMeHeM APM B cTtonbue.

[ns permctpaummn TepmmnHanbHOro cepeepa Heobxoanmo Ha yposHe moayns C3U Dallas Lock 8.0 HaxaTtb
KHOMKY 3aperncTtpupoBaTb TepMUHaNbHbINA cepBep Ha naHenu OnepamusHoe yrnpasnieHue.

Ecnn mogyne C3U Dallas Lock 8.0 3apernctpupoBaH kak TepMyHarbHbI CepBep, CTpoka TepMuHarsbHbIl
cepsep B pasgene MHpopmayusi 06 ob6ekme Gyaet MMeTb 3HavYeHne 3apeaucmpuposaH.

MpekpalleHne obCnyXMBaHMA KNMEHTA B Ka4yecTBE TEPMUHANbHOIO CepBepa BO3MOXHO
CO CTOPOHbI KNWEHTA, 3aperncTpUpoBaHHOIO B Ka4ecTBe TepMUHaNbHOro cepeepa. bonee
nogpobHo O nepepacnpefeneHMn TepMUHarbHBIX Ceccui onucaHo B PykoBoactee
no akcnnyatauun C3U HCA Dallas Lock 8.0.

4.5 MexaHu3Mm aBTOMaTU3NpPOBaHHOU murpauum ¢ Cb Ha ELLY

MexaHu3m murpauum cosgaH ansa obneryeHns nepeHoca gaHHblx npu nepexoge ¢ Cb Ha ELLY.
Ons nogknioyenna k CB u nonyyeHus CTpEKTypr AepeBa KIWEHTOB, MOSIMTUK M YYEeTHbIX 3anucen

Heo6xo4MMO B rnaBHOM MeH koHconu ELLY BblOpaTb Murpaums ¢ CB (puc. 50).



Mwrpauus ¢ CB

Macrep murpauum ¢ Cepeepa BesonacHocTn B EAMHBIA LIEHTP ynpaBneHna
JnA NPOAOAKEHUA HAKMUTE KHOMKY «/laneex

Macrep myrpaumnm nozeonnt noaydnts ot Cepeepa BesonacHocTw cpykTypy Aepesa Jomena BesonacHocTy, 3HadeHne MOAWTHK,
YyueTHble 3aMu1CK, a TaKxe NepeeecTu Beex KmeHToe vz Cepsepa BezonacHoctu e ELLY.

B npouecce Murpaumnn agmunmnctpatopy ELLY He pekomeHayeTcA meHATe katod goctyna ELLY v k Cepeepy BesonacHocti,

Puc. 50. CtpaHuua mactepa Murpaumm

OTkpoeTca cTpaHuua mactepa murpaummn ¢ CepBepa besonacHoct B EQUHLIN LeHTP ynpaBneHus.
lMocne oO3HaKOMMEHWs agMuvHuUcTpaTtopa C WHdopmauven, HeobxoaMmo HaxaTb kHonky [anee
Ans nepexoga K cTpaHuue PeleHue KONNMU3MA HeYHUKanbHbIX nonuTuk. Ha paHHOM cTtpanuue
npegocTaBnseTcd BbIOOP TuNa KNMEHTa, MNOMAUTMKM KOTOPOro OOSKHbI  BOblTb  MPUMOPUTETHLIMU
NPV BO3HUKHOBEHWUW KOMMM3UIA NPU Ha3Ha4YeHn NONNTUK Ha YPOBHE rpynn B npouecce murpauum (puc. 51).
Ha Bbibop goctynHel knueHTsl Dallas Lock 8.0, Dallas Lock Linux n C43 Dallas Lock.

Mwrpauus ¢ CB

BuifepuTe TUN KAMEHTa, 3HAUSHUAMM MOAMTUK KOTOPOro BYAeT 0TA3BATLCA NPUOPUTET MPU HA3HAUEHWM NOAMTUK Ha YPOBHE rpynn

Tun xwerTa: (i )

@) Dallas Lock 8.0
O Dallas Lock Linux

O cAa3 Dallas Lock

Hasaa Hanee Ormena

Puc. 51. CtpaHuua «PelueHre KONnMM3nit HeyHUKanbHbIX NOJIUTUK»

Mocne Bblbopa TUNA KNMeHTa, MNONUTUKN KOTOPOro AOMKHbI ObiTb NPUOPUTETHLIMU, HEOOXOOUMO HaXaTb
kHonky [lanee ons nepexofa K cTpaHuue noakntoyeHns kK Cb (puc. 52).



Mwrpauma ¢ CB

MNoaxntoueHue k Cb
Jnzs nogkaroueHna K CB 2anonHWTe Bce NOAA M HaXmMWTe KHOMKY «/laneex»

Wma unm IP-aapec Cb: 10.10.105.96

Knau Cb: sssss o
Norun agmuHncTpaTopa CB: admin
Mapone aamuHncTpatopa Chi sess o

Puc. 52. NoakntoyeHue k Cb

Ona nogkntoyeHns k CB gomkHbl ObITh 3aNoNHEHbI cnegytoLwmne Nonsi:

umsa unu IP-agpec CB;

kntoy Cb (ecnu 6bin 3agaH);

norvH agMmuHucTparopa Cb;

naponb agMuHuctpaTtopa Cb.

MMocne 3anonHeHus nonen HeobxoAMMO HaxaTb kHomky [amnee ana nepexoga K OkHy Bblbopa
MOZOYnen/KOMNOHEHTOB ANs Murpauun (puc. 54).

Ecnn k CB He yaanocb NOAKMIOUYUTLCS, TO B OKHE MOAKIYEHNS NOsIBNSETCA coobLieHne
c owmnbkon (puc. 53). OsHakomumBLUMCbE C oOwnbkon, crnegyet Haxatb OK u moBTOPUTH
MONbITKY MOAKMHOYEHUS.

O Ownbka x

8 Jwmbka nogrntoderna k CB! ¥kazaHHoe nma He HalaeHD B ceTK

Puc. 53. Owunbka nogknoyeHus k Cb



Murpauusa ¢ Cb

Bri6op mogynei/| TOB AN paLy
Ecnun Tpefyetca, BulfeprTe AONOAHUTENLHBIE MOAYAM/KOMAOHEHTEI M UX HACTPOWKKM, KOTOpBIE HYXHO MUTPUPDOBATE

Mpu MUrpaLun mogyna ByaeT NepejaH CNHCOK AeCKPUNTOPOE ChEMHbLIX HAKOMWTENEH, COOTBETCTEYIOWME UM NONL30BATENLCKHE OMHCAHMA U cnucok KIMCH

[l CpeACTBO KOHTPONA CheMHBIX MaWHHHBIX HocuTenei nHgopmaumum (CKH)

Mpu murpauun npaeun u npogunei M3 GyyT oYMLLEHb NPABWAE W NPOMUAN, CO3AaHHbIe Ha ELIY.MapameTp "Cnucok ceTesbIX aanTepos” He MUrpupyet!
[] Memcerencii axpan (M3)

D MapameTpol M3

D Mpasuna M3

D Mpodgunn M3

D Gunetpauna M3

MpH MArpauni curHatyp COB GyayT OUNLLIEHs! CUTHATYPEL CO3AaHHLIE Ha ELLY.

[_] cucrema obHapymenua BTopxeHuil (COB)
[ carvarype COB
[ Mapametpel COB (HacTpoliki 38PUCTHKM, KOHTPOAA NPHAGKEHKMIT 1 PERCTPa, TNOBANLHEIX NAPaMETPOE)
U Hactpoiiky GezonacHoii cpedel

[ Aoeepennsie agpeca

Puc. 54. Bbi6opa moaynein/KoMNoHEeHTOB ANsi MUTpauun

Ha paHnHon paboyen obnactn npepgocTtaensieTcs Bblbop moaynen Ans muirpauum, N HasHayveHus
HeobX0AMMO YCTaHOBUTL ornar HaNnpPoOTUB CTPOKU U HaxaTb KHOMKy [danee.
HocTynHble mogynu gns Beibopa:

o MexceTteon akpaH (M3):

MapameTpbl M3 (06wme HacTporkn M3 u cermeHTbl ceTw);
MpaBuna M3;

Mpodcounu M3;

Punbtpaums M3 (punbTpbl n NpaBuna Be6-kOHTpons);

Mepeg murpauven npasun wn npocdunen MO agmwuHuctpatopy ELY pekomeHpyetcs
BbIFPY3UTb KOMMWIO CYLLECTBYIOLUMX NpaBun 1 npodunern M3. 370 N03BONUT BOCCTAHOBUTL
npasuna n npocmnu M3 B criy4yae BO3HUKHOBEHUS OLLMOOK.

o Cucrtema obHapyxeHus sTopxeHun (COB):
e CurHatypbl COB,;
e [lapametpel COB (HacTpoWkun 3BPUCTUKU, KOHTPOMNS MPUIIOXEHUN U peecTpa,
rnobanbHbIX NapaMeTpoB);
e HacTpowku 6esonacHon cpeapl;
e [loBepeHHble agpeca;
e CpencTBO KOHTPONS CbEMHbIX MaLUMHHLIX HocuTenen nHgpopmaumm (CKH).

Ecnv oguH M TOT Xe [AecKpunTop NpuHaAneXxuT pasHbiM obbektam B CB n ELY,
NMPUOPUTETHBIM SBNSETCA AECKPUNTOp, 3apernctpupoBaHHbin Ha CB. B Takom cnyyae
npy MUrpaumMn  OEecKpunTop, 3apeructpuypoBaHHbii  Ha  ELY, Oymetr  ygane,
a murpuposaBLumnii ¢ Cb — 3apernctpmpoBaH.

Ecnn npn murpauumn ¢ Cb Ha ELY 6bin nepenaH KIMNCH, co3gaHHbIM ¢ MCNonb3oBaHUEM
anropuTMoB OT BHELLHEro KpunTonpoBanaepa, KOTopbli OTCYTCTBYET B NepeyHe AOCTYMHbIX
Ha ELY, 10 npm otkpbiTum cBonctB Takoro KIMCH nosaABnsieTcs OKHO C  OLLIMOKOWN.
PepnaktnpoBanme ceoncte ans KMNCH ¢ HegocTynHbIMM KpMnTonpoBangepamMm 3anpeLueHo.



lMocne cnegyeT cTpaHuua npouecca MUrpauumn AaHHbIX CO CMMCKOM BbINOSIHAEMbIX AenCTBuiA. o mepe
BbIMONTHEHNS OEWCTBUIM TanoykM B CMMCKE CTAHOBATCSA 3ereHoro useTa (puc. 55). Ons nepexona
K CrieflytoLeMy OKHY HY>KHO HaxkaTb KHonky Odanee.

Murpauua c Cb

Mpouecc MUrpaLmm
LA 33EeplIeHnA NpoLecca A0XAWNTECE BLINOAHEHWA BCEX ASRCTEMI W HAXMKUTE KHOMKY «/lanees

MonyueHne cTpyKTYpbl A0MEHa B30NacHOCTH
MonyqeHne NoArTUK

MonyyeHwWe ydeTHBIX 2annMcei

MonyJeHne AeckpUNTOPOE CMEHHBIX HAKOMUTEN A
CozgaHue cTpyKTyphl A0MeHa Be20nacHoCTK
Perncrpaumna y4eTHbIx 3anmcei

MpumeHeHKe 3HAUEHNA NOANTUK

PEI'M(_—TPBU,MH ASCKPUATOROE CMEHHBIX HakonuTenen

O 0 0 0 0 0 & 0 0

OTnpaeka perucTpaunonHelx AaHHex Ha Cb

Janee Otmena
Puc. 55. NMpouecc murpaummn ¢ Cb Ha ELLY
I'Ipou,ecc mMurpadun npu OonbLUOM KonuyecTBe OECKPUNTOPOB MOXET ObITb AO0CTaToO4YHO

anutenbHbIM. PekoMeHayeTcsa Bo3gepxaTbca OT ncnosib3oaHna ELLY Bo Bpems npouecca
Murpauun, 4tobbl n3dexarb BO3MOXHbIX OLLMOOK 1 cOoeB.

B cnegytollem okHe nokasaHa nHpopmauus, kotopas nepeHecnace ¢ CB. [NonHbIN CNMCOK MOXHO yBMAETb
Mo CCbifnke, yka3aHHOW BHU3Y cTpaHuubl (puc. 56). [ina 3aBeplueHms npouecca HaxaTb KHonky [lanee.



Murpauua ¢ Cb

MpeaynpexaeHne o NpoLecce MUIPaLMi AaHHbBIX
Mwurpauma Bkia EEINOAHEHA YCMELIHO, DAHAKO B NPOLECcCe MPOMIOLLIM NPeLypexkieHInA

MonHeid nor: C/Users/user/AppData/Local/Temp/log.txt

Puc. 56. NpeaynpexaeHus o npouecce Murpaumm

lMocne aToro oTkpoeTcsa CTpaHMua BBoAa KIMEHTOB (puc. 57). [ins Toro, 4tobbl 3aKpbiTh MacTep Murpaumm,
HY)XHO HaXkaTb KHOMKY 3aBepLUnTD.

Mwurpauma c Cb

BBOpA KNMEHTOB
[lnA Toro, utoBbl 2aKPBITE MACTER MUTPALKMKM HAXMWTE «33BepLUnTE:

Hauanca doHoBbIF Npouecc eeoda kimeHToB B ELLY, koTopwid MoxeT 3aHATE gnwTensHoe BpemsA. BBog kiveHToB
OCYLLECTEARETCA Yepes MEXaHU3M CMHXpoHW2aumMK. Mpu clegyrolled CMHEpoHUzaumMM ¢ Cb KIneHT ByaeT BbiBedeH
wz b Cb v eeeaed e [b ELLY.

Ecv Ha Cb He HacTpoeHa NepWoAMYEcKan CWHXPOHW23UMA, HeoBXOAWMO 3anyCTWTb MPOLECC CMHXPOHW2ALMW
NpUHYAnTENsHO. MpoUecc BE0AS KIMEHTOE MOXHO OTCIEAWTE Ha BkAaake «CBoAKa» Ha ypoeHe [b.

Puc. 57. CTpaHuua BBoAa KNMEHTOB

BBoa knueHToB OygeT ocyulecTBnsaTbea B hoHOBOM pexmme. Ha koHconu ELLY gaHHbIM npouecc MOXHO
oTcneanTb Ha Bkragke Ceodka Ha ypoBHe [Ob (puc. 42). HaxaB kHonky Moppo6bHee nons lMpouyecc



Muepayuu, oTkpbiBaeTcsi okHo CocTtosiHme mwurpauum (puc. 58). [laHHOe OKHO copepxuT Tabnuuy
C NonsMu:
e Co30aHo — coaepXuT MHOPMaLMIO O AaTe U BpEMEHM Havana Murpaumm, Takke B JaHHOM nore
COAEepPXNTCA MKOHKa, KOTOpasd yKadblBaeT Ha CTaTyC MUrpaunmn:
o 9 — MUrpauua 3asepllieHa ycnewHo nnm npuHyanTernbHO;

o — Murpaums B npouecce;

e  BbINOSIHEHO — COAEPXKUT MHOPMaLMIO O AaTe U BPEMEHM OKOHYaHUSA MUrpaunu;

e  Umsa Cb — nmsa cepBepa 6e30nacHOCTU, C KOTOPOro NPOUCXoauT MUrpauus;

e Konuyecmeo KnueHmos, muzpupyrowux Ha EL]Y — nokasbiBaeT KONMYECTBO MUTPUPOBABLLMX
KIMEHTOB K 0bLLemMy ymcny knueHtoB Ha CB;

e Cmamyc — nokasblBaeT COCTOsIHNE npoLecca Murpaunn: « YcrnewHo 3asepuweHa», «B npouecce»
unu «lpuHydumernbHOe 3a8epuieHuUe.

Mpu murpauum ¢ CB 06bekThl C 0AMHAKOBLIMM MMEHAMU 06BbEeOUHSAIOTCS, BHE 3aBUCHMOCTH
oT peructpa. Nocne o6beavHeHUs oTobpaxaeTcss UMsl, KOTOpPOe GbINO paHee COXpaHEHO
B ELLY.

[aHHbIN Npouecc MOXHO NPUHYAUTENBHO 3aBEPLUMTb, HaXxaB KHOMKY lMpuHyauTenbHoe 3aBeplueHue.
B cnyyae npuHyauMTenbHOro 3aBepLUeHWs mnpoLecca murpauun, ewe He BBeAeHHble B ELLY knumeHTbl
oCTaHyTcs B cocTaBe gomeHa CB, a Bce Heucnomnb3oBaHHble LWabnoHbl C HaCTPOMKamMu KNMeHToB ByayT
yAarneHsl.

D Cocroamue murpaumm x

Coszpano 4 Buinonneno Wma Cb Konuuecreo kimentos, murpupyrowmx va ELLY Craryc

3akpeITe
Puc. 58. OKHO cOCTOSIHUA MUrpaLnKn

Mpu HaxaTtumn kHonku MNMoapobHee OTKPbIBAETCA CMUCOK KIMMEHTOB C AeTanbHON MHopMauuen o Tune
MOZYNS M O pe3ynbTaTe MuUrpaumy Kaxgoro KrvMeHTta, B TOM uucrne B 3ToM cnucke ByayT otobpaxaTbes
KINWeHTbIl, KOTOPble MUrpaLmio He nogaepxmeatoT (puc. 59). [laHHoe OKHO cogepmT Tabnuuy ¢ NoNsSAMu:

e CocmosiHue — COAEPXUT MHGOPMALMIO O AaTe Y BPEMEHM TeKyLLero cratyca Murpauum, Takke
B JaHHOM MoMne COAEPXUTCS MKOHKa, KOTopasi yka3blBaeT Ha CTaTyC MUTpaLUu:

o @ — murpauns krvenTa 3aBeplUeHa yCMeLIHo;
o — MUrpaums KNeHTa B NPOLECCE;

o @ _ MUrpaLmns KMeHTa He 3aBeplueHa Mo NPUYUHE NPUHYAUTENBHOTO 3aBEPLUEHUS
CO CTOPOHbI aAMUHUCTPATOPa UM MUrPaLUs KNMeHTa He NOAAEPXKNBAETCH U3-3a Bepcuu;
o Umsa APM — vMs MUrpUpYIOLLEro KINNEHTa;
e  Modyns — Ha3sBaHue moaynsa C3U;
e Cmamyc — nokasblBaeT COCTOsiHMe npouecca murpaumun: «Muepayusi ycrnewHo 3asepuleHa»,
«OxudaHue muepayuu», «llpuHydumernbHoe 3asepuieHue Muzspauyuu» wnn «Tekywas eepcusi
KrnueHma He noddepxueaem Muspayuioy.

KHonka CoxpaHUTb NO3BOMSET BbIFPY3nTb B dhalin CIMCOK KMMEHTOB € MHdopMaLmen o murpauun. MNone
[Mouck... Nno3BONSET OCYLWECTBUTbL NOUCK MO MMeHU moayns n APM. NHdopmMauuio MOXHO mnbTpoBaTh
no Tuny mMoAdynew u ctatycy Murpaumm, a Takke copTmpoBaTb Mo ctonbuam.



O CocToanue murpauun X

Cocrosnne ¥ Wms APM Moayns Craryc

00000

Coxpatim m Sakphin.

Puc. 59. Coctosinne murpauuun. Bknapgka «Mogpo6bHee»

4.6 [MNapameTpbl AOMeHa 6e30MacHOCTHU

MapameTpbl paboTbl AoMeHa Ge3onacHOCTM HacTpauBalroTCA B rnaBHOM MeHio KoHconu ELYY —
MapameTtpbl OB (puc. 60). Ha gaHHOW CTpaHuLe MOXHO CMEHUTL UMSA JOMEHA, YCTaHOBUTD KITHOY 4OCTYyNa,
BBECTVN AOMEH B NOAYMHEHME U HACTPOUTb NapameTpbl Krnactepa.

[na cMeHbl IMeHV AOMEHa HY>XHO B CTpoke Mmsi domeHa 6e30rMacHOCMU BBECTM HOBOE U HaXaTb KHOMKY
MpumeHUTh.

MNaf Pbl gOMeHa HOCTH
s gomera BezonacHocri | Aomen BesonacHocTi

YecraHoBHa KAkoYa gocTyna ™
BeeanTe HOELIA KAOY
MoaTeep:kaeHWE KNOUA

.%. BROR B NogUMHEHHE ~

CeTesoe MMA cepeepa

Kawou gocryna

+4/ MNapamerpbl kAacTepa v

Cetesoe WA cepeepa

Knaou gocryna

Puc. 60. MapameTpbl AoMeHa 6e3onacHOCTU



4.6.1 YcTaHOBKa Knro4ya aocrtyna

KoHconb no3BonseT ycTaHOBUTb KNto4 gocTtyna K [1B, koTopbIn HyxXeH Anst BBoga Moaynen 1 Nnog4YMHEHHbIX
aomeHoB B Tekywmi [b. Mo ymonyaHutio KNy goctyna — nycTon.

[na nameHeHuns kniova goctyna k b Heobxoammo oTkpbITh rmasHoe MeHo KoHconn ELLY 1 BblbpaTb
nyHkT MapameTpbl OB.

B 6noke Ycmaroska knodya docmyna HeobxoOAMMO 3anonHUTbL MONs BBOAA U NOATBEPXKOEHWUS HOBOro
Kroya, nocne Yyero Haxatb KHOMKy NMpumeHuTb (puc. 61).

YeTaHoBKa KAKYA AoCTyNa v

BeeAMTE HOBLIA KAKY

MoATEEDHAEHME KAOYA

Puc. 61. YcTaHoBKa knioya goctyna

Monutukn cnoxHoctn naponer B ELLY Dallas Lock pacnpocTpaHsitoTCs Ha YCTaHOBKY
3HaueHunn knoya goctyna Kk Ob. YTobbl Gbina BO3MOXHOCTb 3adaTb MyCTOE 3HayeHue
poctyna k b, Heobxogumo, 4tobbl B KoHconu ELY nonutuka MuHMManbHasi gnvHa
napons 13 kateropun MonuTukM Nnaponen umena sHavyeHne He ucnonb3yemcs.

[leiicTBME NOMUTUKM CIOXHOCTM Naponss Heo6xoaMmMo naMeHeHue Naposisi He MeHbLue,
YeM B He pacnpocTpaHsieTcs Ha Koy goctyna k [b.

4.6.2 BBoa B nogunHeHue
[ns BBoga AomeHa 6e30nacHOCTU B NOAYMHEHWE APYroMy AOMeHY HeOBXOAMMO OTKPbITb rMaBHOE MEHIO

KoHconu ELLY BblIOpaThb NyHKT MapameTpsi AB.
B 6noke Bgod e nod4uHeHuUe HeEOOX0AMMO BBECTU NMsI CEPBEpPA M KoY JocTyna (puc. 62).

-%: BBog B NoAUNHEHNE v

CeTeEoe MMA CEpBEERa

Kawou goctyna

Puc. 62. BBog B nogunMHeHune

Mocne 3anonHeHMsi AaHHbIX rnaBHoro cepBepa [OB Haxatb kHonky BBectu. [danee nosiButcs
MHopMaLMOHHOEe coobLieHne 06 ycrnelwHoM BBoAe AoMeHa (puyc. 63).

D Beog B noguuHeHne e

. ,ﬂ,DMEH YCMELHD BEEAEH B NOAYHMHEHNE,

I Koncone Byget nepesanyLleqa.

OK

Puc. 63. CoobuieHne o0 BBoAe AOMeHa



KoHconb ELY Oyget nepesanywieHa. [Ins BbiBOAA AOMEHaA M3 NOOYMHEHMSI HaaTb KHOMKy BbiBecTu
(puc. 64).

+%:) BbIBOg M3 NOAUMHEHNS v

LomeH HaxogWTCA B NOAYMHEHKMK Y gomeHa: JomeH BezonacHocTi

BrisecT

Puc. 64. BbiBoa 13 noguYMHeHUsA

Bonee nogpobHO O nogyYMHEHHOM [oMeHe onucaHo B rmase «[MOOYUHEHHbLIA OOMEH
BE3OMACHOCTW».

4.6.3NMapameTpbl KNacrtepa

Mepen Tem, kak co3gaBaTtb knactep cepsepoB b, AIB HeobGxoanmo npousBecTn NoAroTOBUTENbHbIE

OENCTBUSA:

1. Y6eoutbcsa, 4TOo Ha BCex Oyaywmx cepsepax KracTtepa nNPaBUNbHO HACTPOEHO MNOAKMYEeHne
k DNS-cepsepy.

2. KoppekTHo HacTponTb DNS-cepBep — Ha kaxxgom byayuiem cepBepe Knactepa LOMMKHO BO3BpaLLaTbCa
KOpPPEKTHOE, NOMHOCTLIO onpeaeneHHoe, nmsa gomeHa (FQDN) kaxgoro cepsepa, No KOTOPOMY NMOTOM
OyayT BBOAMTBECSA U paboTatb mogynu DL.

3. PekomeHOyeTcs  MNpPOM3BECTU  CMHXPOHM3ALUIO  BPEMEHW  CEpPBEPOB  Krnactepa  (Bpy4Hylo
Unun npu ncnonb3oBaHum cepsepoB NTP).

4. HactpouTb 6a3y gaHHbIX Ha BHELUHWE MOAKMOYEHMS, a Takke HacTpouTb CBA3b Mexay B[ n Bcemu

APM, koTopkle 6yayT BXoAWTb B KnacTtep. [ns aToro Heobxoamnmo:
e pnobaBuTtb B chann pg_hba.conf (kOTOPbIN HAaXOOUTCHA B OAHOM W3 KaTaroroB, KyAa yCTaHOBIEHa
6a3a gaHHbIX) crnegyoLLyo CTPOKY:

# IPv4 local connections:
host all all 0.0.0.0/0 password

910 no3BonuT paspewntb nogknoveHme k PostgreSQL ¢ nwoboro agpeca, And NOAKMYEHUs
c IPv4-agpecoB k niobon B[, niobbiM nonb3oBaTenem (UM HAacCTPOUTb OrpaHWYEHHbIM OOCTYN
Tonbko ¢ cepsepos ELLY Dallas Lock);

e packommeHTMpoBaTb B (hanne postgresql.conf cnegyoLyto CTPOKy:
listen_addresses = "*"

OT10 no3sonut PostgreSQL oTtBevaTtb Ha nbom MHTepderice cepBepa (MM HacTpouTb paboTy
Ha onpefeneHHOM ceTeBOM MHTepderice, AoCcTynHOM no ceTn ¢ cepeepa ELLY Dallas Lock);

e co3gaTtb OTAenbHyl 0asy faHHbIX M ydeTHyk 3anuck B PostgreSQL ana ELY Dallas Lock,
BbINOSHMB KOMaHAbl B koMmaHaHon obonodke SQL Shell (psql):
postgres=# create database <6asa_0aHHbIX>;
postgres=# create role <aOmuH_6a3bl_0aHHbIx> with login;
postgres=# \password <adOmuH_6a3bl_0aHHbIX>;
postgres=# grant connect, create on database <6a3sa_0aHHbIx> to <aOMuH_6a3bl_0aHHbIX>;

[aHHble [enctBnss MOXHO cgenaTb, YCTaHOBUB rpaduyeckyto  ytunuty pgAdmin,
npeaHasHadeHHyto ans 6onee ygobHoro agMmHMcTpupoBaHus PostgreSQL, yem komaHgHasi
CTPOKa.

LWarn HacTporikn 6a3bl gaHHbIX npuBedeHbl Ana PostgreSQL. MNMpu ncnonb3osBaHnn gpyrmx
CYB[ waru moryT oTnuMyaTbCs, AaHHY0 MHOpMaLUIo creayeT YTOYHUTb B AOKYMEHTauuu
Ha ncnonesyemyio CYB/[.



Mocne cosgaHus knactepa cepsepoB [1b AUB gomkeH ybeantecs, uto B KoHconu ELLY oTtobpaxatoTtcs
KOPpPEKTHbIE MMeHa cepBepoB knacTtepa. Ecnu xe B KoHconu ELLY oTobpaxatotcs HekoppekTHble FQDN-
UMeHa CepBepoOB, TO He0HBXO0aUMO:

1. BbiBecTu npobnemHbin cepsep 13 knactepa Ab.
2. KoppekTHo HacTpouTb DNS 1 npoBeputb HacTponK/M CepBepPOB KnacTepa.
3. lMoBToOpHO BBECTHM cepBep B knactep Ab.

CospgaHwue knactepa cepBepoB [1b BO3MOXHO TOSbKO MPU MCMOMb30BaHMN BHELLHEN Gasbl
OaHHbIX. [INsi XpaHEeHUS XXypHanoB BO BHeLWHeN 6a3e gaHHbIX HEOOXOAMMO UCMOMb30BaTh
PostgreSQL Bepcun 13 nnu Beiwe, Jatoba, Proxima DB unu Tantor.

Nocne pasBopaynBaHua knactepa cepsepoB ELLY Dallas Lock He gonyckatoTcs usmeHeHus
HacCTpOeK ceTeBbiXx afanTepoB, ceTeBOro umeHu cepsepa, FQDN-umeHn B 3anucwu
DNS-cepBepa n gobaeneHne DNS-3anncen, cBasaHHbIx ¢ cepBepamu ELLY Dallas Lock,
T.K. 9TO MOXET NoBfeyYb HepaboToCNOCOBHOCTL KnacTepa.

Ecnun B knactepe ELJY Dallas Lock HekoppekTHO HacTpoeHo pacno3HaBaHue FQDN-umeH
cepsepoB ELY Dallas Lock — nepeHoc n coxpaHeHue koHdurypauun ELLY Dallas Lock
MOXET He paboTaTb.

[lns BBOAA cepBepa B COCTaB kracTepa A0CTaToYHO, YToObI chaiin ¢ nuueHavei 6bin NPUMEHEH:
e Ha OJHOM U3 CEPBEPOB, BXOAALLMX B COCTaB KnacTepa;
nnm

e Ha TOM cepBepe, KOTOpbI BBOAMTCA B COCTAB KnacTepa.

BBog B knactep [1b B npouecce ycTaHOBKMU

Mpn cospaHum knactepa [Ob Heobxooumo ucnonb3oBaTb oAuMHakoBble Bepcun ELLY
Dallas Lock.

Ecnv Ha ynaneHHoMm cepsepe ELLY, k koTopomy Npon3BOAUTCS NOAKMNIOYEHUE, YCTaHOBNEHA
AemoBepcus NpoaykTa, To gobasneHue yana B knactep cepsepos ELLY Dallas Lock 6yget
HeJoCTYMNHO.

[ns pobasneHuns ysna B knacTtep cepsepos [1b B npouecce ycTaHOBKM HEOBXOAMMO:

1. 3anyctutb npouecc yctaHosku ELLY Dallas Lock.
2. Ha ware Bbibop Tuna gomeHa BbiGpatb NyHKT Cepsep pernukayuu (puc. 65).



O Macrep ycranoskn - ELLY Dallas Lock, sepena 6.0.468.1 o7 18.08.2026 >

Boibop TvNa pomeHa @

BblﬁEplﬂTE TWN CO343BAEMOro A0MEHE

—~
[0] () fomen BezonacHoctu
@0 Co3jaHne Hoeoro floMeHa BezonacHocTH
~ " "
[0] () MoguvHénHLIG JomeH BezonacHocTy
@-0-®) Co3jaHne Hoeoro floMeHa Be30nacHoCTH, BIKAKOYEHHOTD B COCTAB

cylecTEyOWero fomeHa be3onacHocTi

(®) Cepeep penankaymnn

0‘

=0
[/

[0)

[JoBaeneHue y3na B knactep cepeepoi ELLY

Hasan Danee OtmeHa

Puc. 65. Bbibop Tuna cosgaBaeMoro floMeHa

3. 3apaTb napametpsbl raeHoro b (puc. 66):
e agpec rnasHoro [1b;
e kntod goctyna k Ab.

O Macrep yeranoskw - ELLY Dallas Lock, sepcnn £.0.468.1 o7 18.08.2026 X

MapameTpbl yaanéHHoOro cepeepa @

YKauTE NapaMeTphl YIANEHHOMO CEPEEPA

Adpec cepeepa ELLY B knacTepe:

K.nou goctyna:

Hasag Ormena

Puc. 66. MapameTpbl yaaneHHoro cepsepa

4. [anee npogonxuntb yctaHoeky ELLY Dallas Lock.
5. lNocne 3aBeplleHnss ycTaHOBKM Ha cepBepax knactepa ELY Dallas Lock Ha Bknagke CBogka —
MHdopmaumsa 06 o6bekTe nosBmTCA MMst 4obBaBNeHHOro yana.

Beopa B knactep [1b nocne yctaHOBKMU

Mpu BBOAEe B knactep OB Tekyuiero cepeepa ELLY Dallas Lock 6yaoyT noTepsiHbl paHee
0o0aBneHHbIe B HEFO MOAYJIN U HACTPOWKK, U HA3HAYEeHbl HACTPOWKM CepBepa Unu knacrtepa
cepBepoB ELY, B 16 kOoTOpbIX NpOncXoauT BBOA,.



Ins “3MeHeHWs HacTpoek knactepa [B nocrne ycTaHOBKM HeobXoaMMO OTKPbITb [NAaBHOE MEeHH

KoHconu ELLY — MapameTpbl AB.
B ©6noke [lapamempsb! knacmepa, BBectu Tekywmi cepsep ELY Dallas Lock B knactep OB
ANs pennukaumm n kny goctyna (puc. 67).

% MapameTphl Knactepa v

CeTeBoe WMA CepEEpa

Karou goctyna

Puc. 67. NapameTpbl knactepa

Mocne 3anonHeHusi AaHHbIX rMaBHoro cepBepa [OB HaxaTb kHonky BBectu. [anee nosiButCS
MHdopMaLMoHHOe coobLieHne 06 ycnewHon permctpaumm cepeepa (puc. 68).

PerucTpauua B Knactepe [1b b

i CepBep YCNEWHD 3aperdcTpMpoBaH.

Koncons BypeT nepesanywena.

QK

Puc. 68. CoobleHue o peructpauumm B knactepe b

KoHconb ELLY 6ymeT nepesanyuieHa. 3atemMm HeobxoamMmo 3apermctpupoBath ak3emnnsip KoHconn ELLY
Kak npu nepBoM 3anycke (cM. «3anyck koHconu ELLY») n nogxkntounTbCs K ceEpBepy.

Ha ypoeHe b (Bknagka CBogka — WUHdopmauus o6 ob6bekTe) 0ToOpas3AaTca MMeHa BCEX CEpBEpPOB
knactepa ELlY Dallas Lock, a Takke OygyT paccumTaHbl KONMMYECTBEHHbIE OrpaHvyeHus fULEH3nu,
cornacHo ocobeHHOCTAM Ha3HayeHust KBOT AN AomeHa (cM. «OcoBeHHOCTM NULEH3NPOBaHUA Knacrepa

4b») (puc. 69).

WHdopmauna 06 obbexte v

Cepeepel gomena GesonacHoctn fga-win-ucc.dllocal:17900

Pogutenscknii JoMeH Her

MAPAMETPBI MALLEH3WKA NoapobHes
APM 0,999
CeTeBble ycTpoicTEa 07999
MoaurHEHHBIE 4OMEHEI 0,/999
ArenTe ELLY 0/999
AKTWEHBIE YIANEHHBIE NOQKNHYEHNA 0,999
EAMHI:II?I LEHTP ¥NPABNEHWA

TEPMHUHANLHBIE CEPBEPLI NoapobHes
TepMUHaNBHBIE CEPEEPDI 0999
AKTWEHBIE TEPMUHANEHEBIE CECCUN 0/999
NALEH3WOHHAA Noapobres
MH®OPMALLMA ap
MPOLLECC MMIPALLUK NoppobHes

Puc. 69. MHcpopmaums o knactepe cepBepoB



BbiBoa cepBepa u3s knactepa Ab

[na BbiBOga cepBepa u3 knacrtepa [Ob HeobGxoouMo OTKpbITb rnaBHoe meH KoHconm ELY —
MapameTpbl OB.
B 6noke lMapamempsb! knacmepa [b, n3 cnucka cepBepoB kractepa BbibpaTb cepBep Ans BbiBOAA
1 HaxaTtb BbiBecTu. MNosButcsa cooblyeHne o6 ycnelwHoM BbiBoAe cepBepa us knactepa ELY Dallas Lock
n ganee KoHconb ELLY nepesanycturcs.
Mpu wraTtHOM BbIBOAEe cepBepa ELLY u3 knactepa ocyliecTBnsercs:

e onoseuleHne cepeepoB ELLY B cocTaBe knactepa o BbIBOAE CEPBEPA;

e nepepacnpedeneHMe KBOT MeXdy cepBepamu B KracTepe B COOTBETCTBMM C OCOBEHHOCTSIMU

Ha3HayYeHus1 KBOT Ans gomeHa (cM. «OcobeHHOCTH NULEeH3NpoBanua knacrtepa A5y);

e Mepexon CUCTEMbl XpaHEHUS XXypHaoB BbIBOAMMOIO CEpBeEpa B JIOKamNbHbIA PEXUM;

e cbpoc norvHa 1 napons y4eTHow 3anucu admin, a Takke koga AoCTyna K cepBepy;

e MCYE3HOBEHUE BCeX 06bEKTOB M3 AepeBa OObLEKTOB.

Ecnu nocne BbiBoga cepeepa 13 knactepa b B pesynbtate pacnpeaerneHunst KBOT OCTaBLUMECS CepBepbl
nonyvarT KBOTy Ha [1B Ha MeHblUee Yncro NoAYMHEHHbIX OGBEKTOB, YeM yxKe 3aperucTpupoBaro B [,
Takas kBoTa He npumensietcs. Knactep OB dyHKUMOHMPYET B OrpaHMYeHHOM peXuMe [0 MOMEHTa
NpUMeHeHus1 NueH3un, obecneyrBatoLen JOCTaTOYHYI0 BEMMYMHY KBOTbI AN AaHHoro [JB.

4.7 Hactpouka MHUMAOEeHTOB 6e30nacHOCTH

4.7.1 HacTtponka MHUMAEHTOB 6e30MnacHOCTH

HacTtpowka mHUMAeHTOB 6e30macHOCTM AOCTYMHa Ha pasHbiX YPOBHSX Aepesa [domeHa
6esonacHocTu. [Mpn n3sMeHeHnn HacTPonKM oTobpaxkeHus Ha nobom yposHe [1b nameHeHuns
pacnpocTpaHATCs Ha oTobpaxeHue Bcex ypoBHen [1b.

B ELY Dallas Lock npegycmoTpeHa BO3MOXHOCTb MOSb30BaTENbCKOW HACTPOWKM Bu3yanusauuu
avarpaMmm UHUMAeHToB 6e3onacHOCTM M ynpaBneHust OMOBELLEHWSMUM B 3aBMCMMOCTU OT mpuopuTeTa
M TMNa cobbiTuA, a Tawkke peanu3oBaHa BO3MOXHOCTb 3KCMOpTa WHUMOEHTOB GesonacHocTu B chbamnn
Ha Bkragke Ceoldka no kHonke JkcnopT (puc. 70).

WMHunaeHTbl GesonacHocTH v
F—————— 1
3a nepuoa: 19.05.2026 00:00 - 19.05.2026 23:59 IL Ixcnopr |
______ |

D Tonkeko HEAROYUTaHHBIE

Mo kon WYECTEY 33 NEQUOS

2/2

He npouwntardo/Bcero

19.05... 19.05.. 1905.. 1905.. 19.05.. 1905.. 1905.. 19.05. 1905.. 1905. 18.05. 19.05..

B Konwuecteo

Puc. 70. 9kcnopT MHUUOEHTOB 6e30MnacHOCTH

Ansi HacTpowkn MHUMAEeHToB 6Ge3onacHocTM Heobxooumo B rnaBHOM MeH koHconu ELLY BbiGpaTtb
kateroputo Hactpowka UB. MNMpu HaxkaTum oTkpoeTca cTpaHmua HacTporka MHUMAeHTOB 6e30nacHOCTU
(puc. 71).



Hacrpoiika nHUMgeHTOB 6e30nacHocTk
IHCNOPT MHLMAECHTOB 6E30NacHoCTH ~
Hacrpoika yeegomaeHuin ~
Hacrpoiikii MHLUWASHT OB BE30NacHOCTH ~
[ cnerema [ Dallas Lock 80 [ Dallas Lock 80 VK12 [ Dallas Lock 8.0 1K13
[ cn3 Dallas Lack [] £n3 ¥6 Dallss Lock [T Dallas Lack Linux [7] Dallas Lodk Linux K4

D Dallas Lack C3KM BA \:| Wntoz GesonacHocrm WAF Dallas Lock \:| CeTeble YCTPOWCTEA D Arent ELLY Dallas Lock
O Kaspersky Security Center

OuueTiTh

© o nporpanme

MpHopuTeT Lpet OnoBeLeHNE
Wz i i EnICOKH
MHUmaeHT 3arpyakm
WMHumaeHTEl gatumkoe CO3
MHL[VIAEHTbI MEKCETREOID 3KPaH3
VIHLA A BHTEI CWCTeMEI OBHAPYHKEHMA ETOPKEHWNA
MHUMAEHTEI CReACTEa OBHIPYKEHMA N PearupoEaHNR
Hapywerme gocaryna k yeaTrpodcreamn 1 obvektam OC

Hapywerue nonutik exoaa

IERCHNNREOCROCNCE

Hapywerme LenocarHoo

HeobxoaMmocTs 0BHOBNEHWA KOMMOHEHT3
QOBWwmMe MHUMAEHTE BezonacHooT C31 B
QBwmne MHUMAeHTE BesonacHocri DL 8.0
QBwKMe MHUMAEHTE BesonacHoCT i YWAF
OTCyTCI'EWIE CERABK WAK NOAKAKOYEHHNA
PaboTa npu HapyLeHWIA LERDCTHOCTM

IP zabnokmporaH. Beicoknid ypoBeHE yrpozkl

IP 2aBnokmpoeaH. Huzkmii ypoeeHe yrpose!
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Puc. 71. Ctpanuua HacTpoWku nHUMaeHTOB 6e30nacHOCTH

B BepxHen yactu 6noka Hacmpolika uHuudeHmos be3ornacHocmu pacnonoXeHo none ¢ dounbTpaunen
WHUMOEHTOB MHOpMaLMoHHON Ge3onacHoCcTM nNo mMoaynsaMm. Hwke pacnonoxeHa Tabnuua, cocrosiias
n3 Tpex ctonbuos:
e B crtonbue OnosgeweHue npusBegeH CNMCOK AOCTYMHbIX UHUMAEHTOB 6e30nacHOCTW, ANst KOTOPbIX
OCYLLIECTBMSAETCH HacTponka.

Mpu oTknodyeHHOM aTpubyTe OnoseweHue yBeaomrneHne 06 MHUMaeHTe GesomnacHOCTU
He OygeT oTobpaxaTbCs B Tpee W oTnpaBnsaTbCcs Ha e-mail. Pernctpauma cobbitna UNbB
1 oTnpaBka cobbiTusl B SIEM-cuctemy npm aTom 6yayT Npov3BoAnNTLCA BCeraa, He3aBUCcMMO
OT COCTOsIHMSA aTpubyTa.

e B cronbue lMpuopumem npon3BOANTCS HACTPOMKa NPUOPUTETOB NPaBUIT KOHTPONSA MPUMOXEHWIA.
Onsa kaxgoro uHuugeHTa 6e30MacHOCTM MOXHO M3MEHWUTb MpuMopuTeT BbIGOPOM  OOHOMO
13 3HavyeHun. [ocTynHbl npuoputeTbl cobbituin: Huskul, CpedHuli v Bbicokul. HacTtpowiku
NPUOPUTETOB BNMSAIOT Ha BHELWHWMI Bug avarpammbl «llo npuoputety» (Bknagka CBoaka —
MHunaeHTbl 6e3onacHocTN).

e B cronbue Ljsem npou3BoouTCA HacTpovka LBeTa CerMeHToB pguarpammbel «lMo Tuny»
(oTobpaxaeTca Ha Bknagke CBogka — WHUMAeHTbI 6e3onacHocTu). [ns cmeHbl UBeTa
MHUMAeHTa 6€30MacHOCTM HY)XXHO HaXKaTb JIEBOM KHOMKOW MbILLK MO HAaBMraTopy LBeTa 1 BblbpaTtb
uBeT U3 nanuTpsbl (puc. 72).



O Beibop useta prd

OcHoBHbIE UBETE

Bsatb user ¢ akpaHa

Ton: | 270 |5 | KpacHeii: | 204 |3

MNonb3oBaTensbckune LBETa
Hac: 1102 |5 | 3enénbni: (153 |5

fApk: 1255 || Cunwii: 255 |

j Lo6aBuTb K NONL30BATENILCKMUM LBETAM | HTML: |#cc99ff

. o

Puc. 72. Bbi6op LuBeTa uHUMAEeHTa 6e3onacHoCcTU

MHumaeHTbl 6e30MacHOCTN Ha MoAymsiX OTCIEXMBAKOTCA M COMPOBOXAAKTCA curHanusauven Ha ELY
Dallas Lock. Ha lK c 3anyweHHon KoHconbio ELLY BOCNpOM3BOAMTCH 3BYKOBOW CUrHam o COObITMM
BesonacHoCTM 1 BbIBOAUTCS BCMMbiBatoLLee coobLeHne B 0bnacti ysegomneHun (puc. 73).

C

Puc. 73. YBegomneHue o cobbiTMM 6e3onacHoCcTu Ha moayne

4.7.2 HacTtpouka yBeaomneHumn

Ons HaCTPOIZKVI yBep,omneHvuZ MHUMAeHToB 6e3onacHOCTM Heob6xoanmo OTKPbITb rMaBHOE MEHIO KoHconu

ELY > — HacTtpoiku UB. B 6noke Hacmpolika ygedomneHuli MOXXHO onpeaennTb, KOMy U OT Koro byaeT
OTNpaBMEHO NUCbMO, a TaKxke 3aAaTh TEMY NMCbMa W ero TekcT. [ins pegakTnpoBaHus 6roka Heo6xoaumo
YyCTaHOBWTb chriar HanNpoTuUB CTPOKN Omnpasnsime y8edOOMIIEHUST Ha SAIEKMPOHHYH0 MoYmy (N0 yMONYaHWo
donar He BbICTaBreH). Tema u TeKCT NMcbMa 3agaHbl MO yMonyaHuio (puc. 74).

B none Knrouessie crioéa HEOOXOANMMO 3aNOMHUTL NOMS:
e cepBep;
e nopt (No ymonyaHuto — 25);
e Monb3oBaTensb;
e Maponkb.



B cTpoke LLlughposaHue BbiOpaTb HEOOXOANMBIV BAapUaHT U3 NPEOSIOKEHHbIX:

e SSL/TLS;
e STARTTLS;
e Hert.

|_|p0BepV|Tb NMMCbMO U TOYHOCTb YKa3aHHbIX OaHHbIX, MOXHO C NOMOLWbO TECTOBOIro nmncbmMa, HaXxaB
Ha KHOMKY OTHpaBVITb TecToBO€e NUCbMO. [locne Bcex HaCTpOEK HaXaTb anIMeHVITb.

Hacrpoiika MHUUAEHTOB Ge3onacHoCTH

m Jepeso gomeHa

% Mapametpei 4B Hactpoiika yeegomneHuii -

0 Hacrpoiika MB
OTNpaenaTs YEEAOMIEHNA Ha 3NEKTROHHYK NOYTY

B MeHepKep JOMEHOS Komy:

@ MapameTphi Or xoro:

=0 Murpaus ¢ B

Tema: Mponsowen MHUMAEHT BesonacHoCTH

(2] Yaanenwan ycraroska
e ! Tewcr nucsma:

._!{—‘ YaanenHoe oBHOBNEHWE
Mpousowen MHUMAEHT BesonacHoCTh:

Wima gonena: %rmna gomena¥

Onucanue cobermus: %cobemmed

Epena peructpaymm cobeitua: Sepemath
ADRA. 2ZADRAS

\B ¥NpasneHne KoOHpUIypaumed

o O nporpamme

Karueesle cnoea

Cepeep: Mopt: |25
Mone3oeatent:

Maponk: easeses

Wndposarme: () sst/TLs (O STARTTLS (@) Her

OTNpaswTL TECTOBOE MHCBMO

Puc. 74. CTpaHuLa HacTPOWKU yBeJOMITeHUIn

4.7.3 QKCNopT UHUMAEHTOB 6Ge30nacHOCTU

Ons 9KCMOpPTUpPOBaHUA MHUMNOEHTOB ©e3onacHoCTU B S|EM-CVICTeMy HeobxoaMmMo OTKPbITb IMaBHOE MEHI0

KoHnconn ELLY > — HacTtpowku UB.
B 6noke 3kcrnopm uHyudeHmos be3onacHocmu 3anonHUTL cnegytowme nong (puc. 75):

MoctaButb donar Skcriopm uHUudeHmoes be3zonacHocmu 8 SIEM-cucmemy.
Bbibpatb hopmart akcnopTa.

YKasaTb ceTeBoe NMs cepBepa.

BbiGpaTb NpOTOKON 1 MOPT NOAKMOYEHMS.

HaxaTb kHonky MpuMeHUTb.

aphob=

JKCNopT MHUMAEHTOE Be30NacHOCTH ~

3KENopT MHUMAeHToE BesonacHocrk B SIEM-cuctemy

Qopmart: Syslog (RFC 3164) =

Cepeep: localhost

MNopt: 514

Puc. 75. dkcnopT uHumaeHToB 6e3onacHocTtu B SIEM




Ecnu npouecc npowen ycnewHo, 4epe3 HEKOTOpoe Bpems MHuugeHTbl 6esonacHocTn OyayT
3KCMOPTUPOBaHLI B BbibpaHHOM chopmaTte Ha SIEM-cepsep.

4.8 MeHenxep AOMEHOB

[na obecneyeHnss BO3MOXHOCTU perncrTpaumm y4yeTHblx 3anucen gomeHa Active Directory,
FreelPA, ALD PRO, Peg AOM, Samba B [JomeHe 6e3onacHoctu ELY Dallas Lock,
pasBepHyToro Ha MK ¢ OC Linux, Heo6xoanmo ykazaHue NofiHOCTbIO ONpeaeeHHOro UMeHN
OOMeHa.

[na npocmoTpa MHOpMauun O TOM, K kakomy aomeHy npuHagnexut ELY Dallas Lock, Heobxoaumo

OTKPbITb rNaBHoe MeHto KoHconun ELLY > — MeHemxep [OMEHOB.

OTkpoeTca cTpaHuua CnMCoK NOAKMYEeHHbIX AOMeHOB (puc. 76). CTpaHuua mMeHegkepa OOMEHOB
npeacrtasnseT n3 cedbsa Tabnuuy ¢ Tpemsa ctonduamu:

e [lonHocTblo onpegeneHHoe nvsi gomeHa (FQDN);
e Cnocob pobaBnenus:

e ABTOMaTUYECKU;

e BpyuHyio;
e KommeHTapui.

MeHemKep AOMEHOB

CnWcoK NOAKNKYEHHBIX AOMEHOB

Meremxep oBecneunBaseT BOIMOXHOCTE perncTpauni 8 JlomeHe GezonacHocti ELLY yueTHbix 2anvcel, cozganHbx NocpeacTEOmM
AoMeHHBIX cyxB Active Directory, FreelPA, ALD PRO, Peg ALM, Samba

AepTomaTHuecKoe o6aBneHNE AOCTYNHLIX AOMEHOR NpPKU cTapTe cny6Gul ELLY

Monnocrbro onpepenennoe nua gomena (FADN) < Cnocob pobasnenns Kommenrapwi

Puc. 76. CtpaHuua «Cnucok noaknioYeHHbIX JOMEHOB»

Ona aBTomMaTuyeckoro pAobaBneHUs [OOMEHa HyXHO MNocTaBuUTb 4YeKOOKC HanpoTuB  CTPOKK
Asmomamuydeckoe dobaerneHue docmyrHbix doMeHo8 npu cmapme ciyx6bi ELJY.

ABTOMaTM4eckoe fobaBneHne JOMeHa AOCTYMHO TOMNbKO Npu ycnosuu, 4to MK, Ha koTopom
ycTaHoBneHa cnyx6a ELY, BBegeH B OOMEH WnM SBMNSETCA KOHTPOMMEpPOM OOMEHa.
Mpu cobniogeHny JaHHOrO YCIoBUSI BO3MOXHO Takke U pyvyHoe fobaBrneHne goMeHa.
Mpn HecobniogeHun [aHHOro ycnoBus AobaBneHve [oMeHa TpebyeTcs BbIMOMHATb
NCKIMIOUYUTENBHO BPYYUHY!IO.

[ns Toro 4yto6bl 406aBNTb HOBbLIN JOMEH BPY4HYH0, HEO6X0AMMO:

1. HaxaTtb Ha kHonky [Jo6aBUTbL HOBbLIN AOMEH. Ha aKkpaHe MOABUTCA OKHO MOAKIIOYEHMSA K OOMEHY
(puc. 77).



U MogknrYeHKE K A0MEHy bes

Beeamte uma gomeHa
KarmerTapri
Monezoeatens AOMEHA

Mapoas

OTMEHE

Puc. 77. NoaknioyeHne K AOMEHY

2. BeecTu nmda JOMeHa U ykasaTb KOMMeHTapui (MpyM HeobxoauMOCTM), a Takke nonb3oBaTens JoMeHa
W ero napornb.

3. HaxaTb kHonky lo6aBuUTb.
4. Y6eauTbes, YTO AOMEH NosiBUNCS B Tabnuue.

B okHe GyaeT ykasaHO nonHocTbo onpeaeneHHoe nvsa gomeHa (FQDN). Ecnu cnyx6a ELLY pa3ssepHyTa
Ha K ¢ OC Linux, none ¢ uMeHemM JOMeHa MOXHO OTPeaaKkTUpOBaThb.

4.9 TlMapameTpbl paboThl
MapameTpbl pabotel ELY Dallas Lock HactpauBatotca B rnaBHoM meHio KoHconu ELY —
MapameTpsbl (puc. 78).

MapameTtpsl

O6wme

Cnocof NoAKHYEHKUA K CEpEEDY:

O MonHoe goMEHHOE MMA O IP-agpec @ Qfa cnocoba

OnoBeLeHnA HeAOCTYNHOCTH 00BeKTa

OnoBeLueHne NpW OTCYTCTEMK CBAZM ¢ 08bekToM (B gHaAx): 90
[] Cumxpormzauns eucremmoro epemeni & aomere GezonacHocTk

Mcnonk2yenslid Uacoeoid Nosc:
@ Cepeepa / Mogyna O Koncomm () 3adaHHbli

MokazblBaTe Y3COBOW NOAC B OTMETKEX EpemMeHn

MpeaynpexaeHua:

MNpegynpexaenuii ckpemo: 0 BoccranosuTe npeaynpesxaenna

m Ormeria

Puc. 78. Ctpanuua «MapameTpbi»

4.9.1 O6wue napameTpbl paboThbl

Ha Bknagke Obuwue HacTpavBalTCs napameTpsbl, obwme ans Bcex obwektos b (puc. 78).
Ha paHHow Bknagke goctyneH BeIGop ncnonb3yemoro cnocoba nogkntoyeHus kK cepsepy ELLY Dallas Lock:

e [ONHOE JOMEHHOE UMS;
e |P-agpec;



e 06a crnocoba ¢ NPMoOPUTETOM NOAKMHYEHUS NO:

e  MOSHBbIM AOMEHHBIM MEHaM;

e |P-agpecam.
Ha Bknagke npom3BOAMTCS HacTpoka napameTpa OnoBeweHue HeOOCTYMHOCTU OOBEKTa
C BO3MOXXHOCTbIO OTKIMIOYEHUSA/BKITIOYEHNST AAHHOMO NapamMeTpa M YCTAHOBKW 3HAYEeHUSI CpOKa B AHSX,
Nno NCTEYEHUN KOTOPOro NOCTynaeT onoseLleHne o6 OTCYyTCTBUM CBSA3M C OO BbEKTOM.
YcTtaHoBKa ¢hnara gns napameTpa CUMHXPOHM3aUMA CUCTEMHOro BpeMeHU B AOMeHe 6e30nacHOCTHU
BKMOYaEeT CUHXPOHM3ALMIO CUCTEMHOrO BPEMEHM Ha BCexX Moaynsax, Bxogawmx B coctas OB ELYY
Dallas Lock.
MapameTp Ucnonb3yemMbin YacoOBOM NOAC NO3BONSAET BblOpaTb MCTOYHMK YaCOBOro Mosica C NOMOLLbIO
paguokHonknm co 3HadeHuamun: Cepsepa/modyns, KoHconu w 3alaHHbil. Takke napameTp
MUcnonb3yembil 4acoBOM MNOSAIC MO3BONSET 3agaTb BuA OTOOpaXeHWss BpeMeHUM B KypHanax
Konconu ELLY.
Takke eCTb BO3MOXHOCTb BOCCTAHOBUTb CKpbITble MpeaynpexaeHus, HaxkaB Ha KHonky BocctaHoBUTBL
npegynpexaeHus.

4.9.2NMapameTpbl ceTeBOro ooopyaoBaHus

Ha Bknagke Cemeeoe ob6opydosaHue 3apaeTcsi NepuvoaMyHOCTb MPOBEPOK CETEBOro 0BGOpyAOBaHUS
no npotokony SNMP n SSH (puc. 79).

MNapamertpbl

CeteBoe obopyaoBaHmne

MeprodMueckan NPOBEPKE AOTYMHOTK

MeproAMYHOCTE NPOBEPKW ACCTYNHOCTH (B MuHyTax): |60 v

MeprodMueckan NPOEEPKa LENOTHOTH

MeproAMUHOCTE NPOEEPKM LENOCTHOCTH (B MUHyTax): 360 <

OBHOBNEHHE KOHPHTYPALKOHHEIX (3fN0E CeTeBLIX YCTPOCE

Syslog-cepeep:

(33

Mprer LDP-cooBeHnid, nopr: 514
|:| Mprer TCP-cooBweHmid, nopt: 1460
QHAETRALMA COOBLLEHNIA N0 BaXHOCTH
[¥poeeHt 0] YpesebidaiiHan cuTyaums
MpoeeHe 1] Tpeeora
[¥poeeHtb 2] KpuTideckoe coBeiTne
[poeeHe 3] Qwmbka
[¥poeeHt 4] MNpesynpeskieHie
[¥poeeHe 5] ¥eedomAaeHWe
|:| MpoeeHe 6] MHd opmalmoHHoe coobleHme

|:| [¥poeeHe 7] OTRa40UHOE COOBLLEHME

Puc. 79. NapameTtpbl SNMP 1 SSH

JocTynHbl cnegyowmne napameTpsl:
e MEPUOAMYHOCTb NPOBEPKU AOCTYNHOCTU (B MUHYTax). [JaHHbIW napameTp NpUHUMAaET 3HaYeHUs
oT 10 MuHyT o 31 gHa (44 640 MuHYT), 3Ha4YeHUe No ymon4yaHuo: 60 MUHyYT;
e MEepPWOAMNYHOCTb MPOBEPKU LIENTOCTHOCTM (B MUHYTax). [aHHbI napameTp NpuHMMaeT 3HayYeHus
oT 10 MuHyT o 31 AHA (44 640 MUHYT), 3Ha4YeHUe no ymon4daHuto: 360 MUHYT.



MononHut Basy koHdurypauun ELLY Dallas Lock, To ecTb o6aBuTh He ykasaHHble B ELLY Dallas Lock
COOTBETCTBUSI NOEHTUDMKATOPOB CeTEBbLIX YCTPOMCTB (SysObjectiD OID) n ux mopeneni MOXHO
cnegywowummn cnocobamum:

1. OTpepakTmnpoBaTtb Bpy4Hyto chbain extra-ids.ucNetworkCfg, KOTOpbIN pacnonaraeTcs:

e B OC Windows: C:\Program Files\UCC\share\snmp\extra-ids.ucNetworkCfg;
e B OC Linux: /opt/UCC/share/snmp/extra-ids.ucNetworkCfq.
2. o 3anpocy B cny6e TexHnveckon nogaepxku (helpdesk@confident.ru) MoXxHO nony4YMTb OGHOBMEHMS
Bbasbl koHurypaumn ELLY Dallas Lock. [0ns npumeHeHUsa nofy4eHHbIX OOHOBIEHUN, Heobxoammo
yKasaTtb K HUM NyTb B pasgene ObHoereHue KoHguaypayUuoHHbIX ¢halifiog cemesbix ycmpoucme.

Hwxe JocTynHbI cnegytolme HacTponkn Syslog-cepsepa:

e  BKIOYEHME/BbLIKMIOYEHNE C NMOMOLbI Yekbokca npuema Syslog-coobuieHnin no UDP-npoTokony
N Ha3Ha4yeHVe COOTBETCTBYHOLLEro nopTta. o ymMonyaHuio YekOOKC BKITKOYEH, NOME 1opm akTUBHO,
yctaHoBneH 514 nopr;

e  BKIOYEHMNE/BbLIKIMIOYEHNE C MOMOLLLIO Yekbokca npuema Syslog-coobuieHunii no TCP-npoTokony
M Ha3HayeHve cooTBeTCcTByOWero nopta. [lo ymonyaHuio 4ekBOKC BLIKMKOYEH, none ropm
HeaKkTUBHO, ycTaHoBreH 1468 nopT;

e HacTpoVika ypoBHeW BaXHOCTM cooblieHun (Tabnuua 4), obpaboTtky kotopbix ELLY Dallas Lock
OOIMKEH ocyLlecTBNATh. [0 yMonyaHuio BKINOYEHbI YekOOoKehl AnsA ypoBHen 0-5.

Ta6nuua 4. Knaccudukaumsa ypoBHen BaxXHOCTU cobbiTun B Syslog
3HavyeHue YpoBeHb cepbLe3HOCTU OnucaHue

UpesBblvanHasa cutyauus

0 . Cuctema He pabotocnocobHa
(emergencies)
1 Tpesora (alerts) Heobxoanmo cpoyHOoe BMeLaTensCcTBo
Kputundeckue cobbiTus
2 v Kputnyeckune cobbiTnsi o coctosiHum CY
(critical)
Coob6LeHuns 06 owmbkax
3 i YcnoBust ownbkm
(errors)
BceBo3MOXHbIEe
4 . Ycnosusa npegynpexneHunst
npegynpexaeHus (warning)
HopmanbHble, HO BaxHble yCrioBusi (He sIBNSOTCA
BaxHble yBegomMneHns
5 e OLWNBOYHBIMU COCTOSIHMAMM, HO TpebyT ocoboro
(notifications)
BHMMAaHWNS)
6 WHpopmaLmoHHbIe WHble MHOPMaLMOHHbIE CcoOo0LLIeHMs,
coobuieHus (informational)  He TpebytoLme ocoboro BHUMaHUA
7 OTnagoyHble coobLLeHns CoobuieHns cogepxat MHOPMaLIO,
(debugging) NCNonb3yemyto TONbKO NpU oTnagke

4.9.3NMNapameTpbl paboTbl Mmogynen

Ha Bknagke Modynu 3apaetcs nepuognyHocTb cbopa XypHanoB u cuHxpoHusaumm ELY Dallas Lock
¢ mogynsimu (puc. 80).

CyuiecTtByeT BO3MOXHOCTb Bblbopa HEOOXOOMMbIX TUMNOB OOBLEKTOB Ansl paboTbl B JAHHOM 3K3eMnsipe
KoHconu. B 6noke Beibop omobpaxkaembix Modyriel HeOOXOAMMO NpocTaBuTb doriarv pSaoM ¢ 06bekTamu,
C KOTOpbIMM NpeanonaraeTca pabota B KOHCONM.

Mpn BbIGOpe yHKUMM Asmomamudeckuli pexum B MeHlo Bblibop oTobpaxaembix
Moaynen 6yayT BKIOYeEHbI doniary ToNbKo BBeAEHHbIX B 1B Mmoaynen.


mailto:helpdesk@confident.ru

MapameTpbi

Moaynu

BuiGop oTo6paxkaeMbIX Mogynen

Bblﬁepme HeOﬁXO,ﬂ,MMbIE Mogyau anAa ClTClﬁpa)KeHHﬂ WX HAacTpOeK B KOHCOAM! o

L]
» [ pallas Lock 8.0 K8
+ [ ] Dallas Lock 8.0 1Ko
» [] Dallas Lock 8.0 MK10
, Dallas Lock 8.0 MK11
, Dallas Lock 8.0 MK12
» Dallas Lock 8.0 MK13
, Dallas Lock 8.0 MK14
CA3 Dallas Lock MK4

D ABTOMATUYECKMIA pexmm

MapameTphbi

Mepwoa cbopa xypHanoe ¢ MOAYNeR:
Meproa CUHXPOHWMIALMM

D PaBoTa c oTyeTamm

epUOAWYHOCTE MPOEEPKK LIEAOCTHOCTA: | 5 MUH.

Puc. 80. NapameTpbl mogynen

B 6noke lMapamempsi HacTpauBaloTca nepuod cbopa >KypHarnos ¢ MOAYNEN U Nepuog CUHXPOHU3aLMMN.
MonuTMKM MOTYT NPUHUMATbL 3HAYEeHNA OT 5 MUHYT A0 1 Hegenu u Hukozda. 3Ha4YeHne No yMOMYaHUI —
Hukoeoda.

3HayeHuns gaHHbIX napameTpoB AVB gomkeH 3agjaBaTb B 3aBMCUMOCTM OT Harpysku CeTu, 4acToTbl
BHOCUMBbIX U3MEHEHUN N KONMYECTBA NOOKIIOYEHHBbIX MOAYEN.

Mocne ycTtaHoBku ¢onara Paboma ¢ om4yemamu BO3MOXHO HACTPOUTb MEPUOOMYHOCTb MNPOBEPKM
LernoctHocTu otyeToB Moaynen AreHt ELLY. NMepuoa npoBepku MoXeT NPUHUMAaTb 3HAYEHUS OT 5 MUHYT
0o 1 Hegenw. No ymonuyaHuio pyHKkuns Paboma ¢ omyemamu OTKIIOYEHa.

4.9.4TapameTpbl XypHarnos

Ha Bknagke XXypHanbl (puc.81) B 6noke Bbibop cucmembl xpaHeHusi XypHaros oTobpaxaetcs
uHdopmaums o Tekywem cnocobe XxpaHeHUs XypHanos, BbiIbpaHHOM B MpoLecce YCTaHOBKW, a Takke
BO3MOXHOCTb peAakTupoBaHus cnocoba xpaHeHus XXypHanoB yxxe Ha yctaHoBrneHHom ELLY Dallas Lock.
Mpw BbIOOPE Ucnonb3oeamb eHewHO 6a3y OaHHbIX HEOHOXOAMMO 3anoSNIHUTL NOIS:

appec cepsepa;

NopT NOAKIMIOYEHNS;

nMs 6a3bl AaHHbIX;

UM NoNb3oBaTenNs;

napone.

I'Ipvl Bbl60pe Ucnonb3oeame BHYMPEHHIO cucmemy XpaHeHUs 3an0NHATb NOJiA He HYXXHO.



EgouHbin ueHTp ynpaeneHus Dallas Lock
UHCTpYKUMA NO nCnosib3oBaHUIO

Mo ymonuaHuio BbiGpaHo 3HadYeHue Mcronb3oeams 8HYMPEHHIOK CUCMEMY XPaHEHUS.

MNapamerpbl

HKypHane

BLIGOP cMCTeMbI XPAaHEHHA HYPHAAOB v

@ Kcnonezoeare EHYTPEHHHIHK CHMCTEMY XPaHEHMA

(O WMenenbsosart sHelHow Basy 4aHHLIX

Adpec cepeepa: ‘ |

MopT NegkaioqeHna; ‘ |

KA Bazkl 4aHHBIXG ‘ |

KA nonbzoEaTend: ‘ |

Mapont: ‘ |

Puc. 81. MapameTpbl XpaHeHUst XKypHanos

B 6nioke lNapamempbi apxusayuu xypHanos (puc. 82) nponsBoaMTCS HACTPOWKa napameTpoB apxmBaLum,
KOTOpasi akTUBUPYETCS NyTEM YCTaHOBKW donara Mcrnonb3o8amp apxusayuro XypHamnoe — Mo yMOonyYaHuo
conar He yCTaHOBIEH, apXMBaLUs OTKIOYEHA.

Mapamerpbl apXUBaLIMK HYPHANOE v

D ecnonezoeate APAME LMD HYPIHAN0oE

PacriacaHwe APEMEALAK

MH BT Cp Yr nr Ch Ec

00:00

0200

0400

06:00

0s:00

1m0o

12:00

1400

16:00

1&:00

20:00

2200

APXMEMPOEATE XYPHAML! Taplie | B Mecaues

] Paznep apxwmea

MpumeruTa | _. CTheHa
Puc. 82. NMapameTpbl apxuBaLum XXypHanos
Mo ymonuaHuMio apxXvMBUPYKOTCA BCE 3anvMcyu B XKypHanax crapwe 6 MecsiueB B 3aBUCMMOCTU

OT YCTaHOBMNEHHOIO pacnucaHusi, HacTpanBaemoro B Tabnuue PacrniucaHue apxusauuu (N0 YMOMYaHMUIO
B Tabnuue BbIbpaHbl S4elrikn co 3HaveHuamMmu «1my», «20:00»).
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Mapametp PacnucaHue apxuBauum sBnseTca ob6s3aTenbHbIM —ANS  3anofIHEHUS.
[Mpn nonbiTke NpUMMEHEHUA HacTpoek apxvBauun 6e3 BblboOpa pacnucaHus BbIBOOMTCSA
cooTBeTCTBYIOLas owwmnbka (puc. 83).

U Owwka x

HeoBxogumo 33437 pacnucanne apxmeaumni. JanHeii
napameTp ABNAETCA 0OAZaTENLHEIM ANA 33MNO0AHEHWMA,

OK
Puc. 83. Coo6lieHune 06 oumnbke

CpoK XpaHeHMUs XKypHanoB MOXHO M3MEHUTb MyTeM Bblbopa HEOOXOAMMOro 3Ha4YeHUs1 U3 BbiMagatoLLero
cnucka napameTpa ApXMBUMPOBaTh XYpPHanbl cTaplue.

[lna npocMoTpa 3anncK 13 apxvBa HeobxoOMMO ykasaTb B ouIbTpax XKYpPHamoOB HYXHYIO
aary.

JononHnteneHo, BO u3bexaHune nepenoriHeHWs CUCTEMbl XPaHEHWSl, MOXHO HAacTpPOUTb OrpaHuyeHue
no pasMmepy apxmea, Ans 4ero Heobxoaumo yctaHoBuUTb chnar Pasmvep apxusa (ecnu drnar yCTaHOBIMEH,
none sBnseTcs obsA3aTenbHbIM Afs 3anofiHeHWs1), nocrne 4yero BBecTu Tpebyemoe 3HadeHue (B [B)
B TEKCTOBOM MOSie — Npw AOCTMKEHUM NIMMUTA CTapble 3anvcy B apxmee OyayT yaansTbes.

Ecnu B none Pasmep apxuea BbiICTaBUTb 3Ha4YeHUe 0, To 3anucu apxXnBMpoBaTbCA HE 6y,u.yT
(Bce 3anncun apxmea 6yp,yT yAaaneHbl, Aaxe ecri TOJIbKO 4YTO ObInK 3anuncaHbl HOBbIe).

Ecnn Ha APM, Ha koTopom ycTtaHoBneHa cnyxba ELY, ceo6ogHoro mecta meHee 20 b,
TO reHepupyeTca UHUNAEeHT 6e3onacHocTu lNepenonHeHue ducka, ecnm cBob6oAHOro MmecTa
mMeHee 5B — reHepupyetca wuvHuugeHT 6GesonacHocTn [lepenonHeHue Oucka
N OTKIMIOYaeTcs cOop XKypHarnoB ¢ MOAYNEN.



5 [OOMEH BE3OINACHOCTHU ELLlY

Ha ypoBHe b B aepeBe o6bektoB KoHconu ELY dopmupyeTcs Habop BkNagok ans obLiei HacTponKu
napameTpoB 6e3onacHocTh Ansa Bcero b n ons Bcex nogynHeHHbIx 06bekToB ganHoro OB. MNpu BeiGope
ONpedeneHHon BKMagkM MNOSIBNSAETCA BO3MOXHOCTb MpocMaTpvBaTb W pefakTMpoBaTb napamMeTpbl
6esonacHocTu. lNpu BblgeneHun Bknagok 4vepes Ctrl/Shift moxHO coBepwunTb rpynnoBble onepauun
OBHOBIEHNS UNK yaaneHus.

5.1 Csopka pnsa b

[ns ynobctea paboTbl BO3MOXHO y3HaTb obLiee cocTosiHue Beero [1b, AaHHble cBeaeHus oTobpaxaroTcs
Ha Bknagke Ceodka (puc. 84).

=

Q v @ Ceopxa

: JlomeH BezonacHocTu 2

. v
HEPACTIPELEAEHH.. 1 Ol ermedcieEss

Cepeepet omena Gesonaciocru fga-win-uce.dliocal17900 Buirpyswit CIMCOK KAUEHTOS

Qs . v

PoaHTENBCKII AoMeN Her Mepeumeriosars

TAPAMETPbI /IMLLEH3MA Moapobnee
Coeprymn
APM 0/999
CerensieycTpoiicrea 0/9%9
MoaHMHEHHBIE AOMEHS! 0799 Caeprym ace
0
0

@

BEdeda

Arerrol ELIY 7999
. Canwposars cets

AKTUEHBIE YARNEHHBIE NOAKNIOHEHUR 7999

fobasuTs cerenoe ycrporictao

EAMHb\ﬁ UEHTP YNPABNEHWA

DALLAS LOCK Cospatt npodmab cerenoro Aocryna

[

TEPMWUHANBHBIE CEPBEPBI Noppobree

TepuuHansHbIc cepeeps! 0/999
AKTUBHEIE TEPMIHANBHbIE CECCHM 07999

MposepuTs gocrynHocT
Nposepus uenocHocts

NALEH3NOHHAA

WHDOPMALLMS MNoapotree

NPOLLECC MUTPALIMKA Noapobhee
OMEPATUBHOE YNPABNEHWE

Boikniounts
WMHumgenTbl 6esonacHocTi & MepesarpysuTs

32 nepuoa: 19.05.2026 00:00 - 19.05.2026 23:59 Becnop PasGaoKmposars nonbsosarenedi

CobpaTh XypHanb!
(] Tonsko Henpovvmantsie paTe Xyp

Mo konuuectsy 33 neputoa Curxponmzuposars

5 —
BrorosyTe anapmiinsi pexi

4 C6pocwTs Gnoxmposicn

3 Caenats macrepom

Puc. 84. «<Ceoaka» [lomeHa 6e3onacHocTu ELLY

HocTynHbl cnegytowmne aenctens ¢ 1b Ha naHenu UHCTPYMEHTOB:

1. O6HOBUTL MHOpMaumio 06 06bekTe Ha Bknaake Ce00Ka;

2. CospgaTb HoBYto rpynny oobekToB B [1B5;

3. BbIrpy3uTb CMMUCOK KIUEHTOB;
Mpu BbIGOPE OencTBUS BbIrpy3uTb cNUCOK KIMMEHTOB OTKPLIBAETCH OKHO, B KOTOPOM HEoOXoanmo
BbIOpaTb nanky Ansi COXpaHeHWst U BBECTU uUMSA aina, a Takke BblOpaTb Mons, Kotopble OyayT
BKITHOYEHbI B OTYeT (puc. 85).

D BbirpysuTE CAWMCOK KAMEHTOE X

AdobaeuTe nona

Tun Qc Bepcua Aspo IP-appec I:' MAC-aapec

CoXpaHWTe ¢ ain Kak...

Myte:  Felients_list 2025_10_23_18_05_32.htrol

Puc. 85. OkHO HacTpoWku oTyeTa «CNMCOK KNMUEHTOB»




B otuete Cnucok KnueHTOB Bcerda OyayT 3anofnHeHbl 3HaveHus ana nonsa KnueHm,
NS ocTanbHbIX NONen 3HaYeHne MOXeT OTCYTCTBOBAThb, ECIIN AaHHbIE C KNWEHTa Nofy4YeHbl
He ObInu.

Ina OC cemerictea Windows none 50po 3anonHATbCSA He OyaerT.

MepenmeHoBatb Tekywmi [b;

CBepHyTb;

Pa3BepHyTb BCE;

CBepHyTb BCE;

CkaHvpoBaTb CeTb Anst 0bHapyXeHnst Moaynemn n ceTeBbIX YCTPOUCTB;
. [Jo6aBunTb HOBOE CETEBOE YCTPONCTBO;

10 Cos3paTtb npounb ceTeBoOro 4oCTyna;

Mpu BbIGOpE pencTBMa Co3paTb Npocdunb ceTeBOro AocTyna oTkpbiBaeTcs okHO MacTtep cospaHus
npodunsa ceteBoro goctyna (puc. 86), B KOTOpOM HeOBXxoanMo:

e Bsectu ums Hosoro APM, koTopbi ByaeTt co3gaH nocne pabotel mactepa. B Hem ByaeTt co3gaH
MOZYNb-NYCThILLKA.

e B none 3ona Odosepusi BbibpaTb ogHy 3[, koTopass OyaoeT npucBOeHa MOAYIO-MYCThIWKE,
nogpobHee B pasgene 5.11.3 3oHbl AoBEpUS.

e B none JloeuH IPsec BBECTU NOTUH, KOTOPLIN OyaeT oTobpaxatbcst Ha WAF B pasaene ¢ Tekywmmm
coeguHeHusaAMN. JTornH AoMmKeH BbiTb YHUKaNbHbBIM.

e B nonax CekpemHbili kmod wn [loOmeepxdeHue BBeCTU Krod npeobpasoBaHus. Takke
peanv3oBaHa BO3MOXHOCTb CreHepupoBaTh KN4 CryYyamHbIM NyTEM, ANA 3Toro Heobxoammo
HakaTb kHonky CreHepuMpoBaThb.

e HaxaTtb kHonky BblGpaTb, NOCHe Yero OTKPOETCA OKHO MPOBOAHMKA C 0ObekTamu PC, KNUKHYTb
no AMpeKkTopum coxpaHeHus npoduns. MNyTb BoiGpaHHON AnpekTopun otobpasutcd B none [Mymes.

e Haxatb kHonky danee.

e [lpoBepuTb BBEAEHHbIE AaHHbLIE N NOATBEPANTL CO34aHue Npodunsi, HaxaB KHOMKy FoToBoO.

©CoNoa M~

CospgaHne npoduns ceTeBoro goctyna ukcmpyeTcs B XypHane ELLY.

O Mactep cozganmna Tukera ELLY Dallas Lock >

MapameTpbl Nnpoguna ceTeBOro gocryna

YKaWMWTE NapaMeTpel Npoduas CeTEEOrD A0CTyNa

Kraa Hosoro APM
3oHa ACEEpPUA Mouck... W

Norud IPsec

CEKpEeTHBIA KrY CreHepupoBaTts

MoaTeepA#aeHne

MyTe BriGpate
Otmena

Puc. 86. Mactep co3naHus npochuns ceteBoro gocryna



B pesynbTaTte cosgatoTcs:

npounb CeTeBOro A0CTyna, COXPAHEHHbIN MO YKazaHHOMY MyTu;
MOZyb-NyCTbiLLKa, KOTOPOMY MOCIE NEePBOro NOAKMIOYEHNS NPUCBaNBAETCA KOHKPETHbBIN TWM.

Mpodunb ceTeBOro 4ocTyna MoXeT ObiTb MCMOMB30BaH TOMbKO OAVH pas.

UTtobbl yaanuTe npocunb, HEO6X0OUMO yAanuTb CBSA3aHHbIV C HUM MoAynb B Aepese B[.
AKTMBHOE coeanHeHue OyaeT pas3opBaHO, a YY4ETHbIE AaHHbIE Ha cepBepe — yaarneHsbl.

11.MpoBepnTb 4OCTYNHOCTb CETEBLIX YCTPOWCTB;
12.MpoBepuTb LENOCTHOCTL CETEBBLIX YCTPOUCTB.

[MepeuyncneHHble Bbie [EWCTBUS Takke AOCTYNHbl M3 KOHTEKCTHOro MeHio ys3na [b B gepese
obvekToB [1b.

KomaHabl onepaTvBHOrO ynpaBreHUs Ha naHenu MHCTPYMEHTOB (Habop KomaHa 3aBMCUT OT OBBLEKTOB,
Bxogswmx B coctas [B):

CoNooaR~wWN=

BblknounTb;

Mepesarpy3nTb;

CobpaTtb XypHanbl;

C6pocutb 6NOKMpoBKY;
BKMOYNTL/BBIKITIOYNTE aBaPUNHBIN PEXNM;
PasbnoknpoBaTtb nonb3oBaTenem;
CWHXpOHM3MpOoBaTh;

MepecunTath LENOCTHOCTb;

. BknounTb/oTKNIOUNTE aBapUHBIV PEXNM;

10.Coenatb macTepom.

B pabouen obnactu Bknagkn Ceodka pacnonoxXeHbl criegytoLlime pasgensi:
1. Unpopmayus 06 ob6vekme (puc. 87).

B naHHOM pasgene BbiIBOAUTCA MHpOpMaLus:

0 cepBepax, BBeAEeHHbIX B Knactep AomeHa 6e3onacHocTy;

O Hanu4nyn pPoAUTENbLCKOrO AOMEHa;

0 cocTosiHUM U napameTpax nuueHsum Ha ELLY Dallas Lock (onncaHve HacTponkn napameTpos
nvueH3nn npuBeaeHo B pasaene «lapameTpbl AULEH3UUY);

O COCTOSHUM M MapameTpax IULEH3UM Ha MOAYMHEHHbLIX AOMeHax (ornuMcaHue HacTPONKU
napameTpoB NMUEeH3ny npusegeHo B pasgene «JIMueH3nm NogYnNHEHHbIX JOMEHOBY);

Mpu otcytctBum B OB nog4uHEHHbIX AOMEHOB Ge3onacHocTu 6rmok HacTpoek JluueH3uu
noO04YUHeHHbIX doMeHo8 oTobpaxaTbcs He byaeT.

O TepMUHarnbHbIX cepBepax U aKTUBHbIX TEPMUHAlbHbIX CECCUAX;

O COCTOAHUM N napamMeTpax nNUeH3nn KIneHToB b (OFIMC&HMe COOTBETCTBYHOLLEro Onoka
HaCTpOEK nNpmnBegeHo B pasgene «JlmueH3noHHas nHopmauma»);

O COCTOAHUN MuUrpauun.

Ons o6HOBREHNUs MHOPMaLMK, NPELACTaBNEHHOW B JaHHOM pa3fene, cnefyeT HaxaTb pacronoXeHHYHo
Ha naHenu Jelicmeusi kHonky OGHOBUTBL UMW NEPENTU Ha NoBYIO Apyrylo BKNaAKy U BEPHYTbCA Hasag.
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Poanteneckwii gomed Her
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Puc. 87. Paspen «MHdopmaumus o6 obbekTe»

2. UNHyudeHmsl 6e3onacHocmu (puc. 88).

B pasgene BbiBOoAuTCA MHGOPMAaUMS O KONUYECTBE MHUMAEHTOB 6E30MacHOCTN Ha BCEX MOAYMHEHHbIX
obbektax [1b 3a BbiOpaHHbIN Nepuof B dopmaTe: He NpoyMTaHo / BCEro MHUMOEHTOB Ge3onacHocTu.
Mpwu akTMBHOM (pnare mosbKO HernpoyYumadHbie Ha WHPOPMAUMOHHOW naHenu byaet oTobpaxaTbes
WHOPMaLMSA TOMBbKO O HEMPOYMTaHHbIX MHUMAEHTax 6esonacHocTu.
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Puc. 88. Pazpgen «<MHUnpeHTbl 6e3onacHOCTU»

lMepnog BpemMeHM MOXHO W3MEHUTb B BEpXHEW YacTu MHgopMauuoHHon naHenn MHyudeHmesl
6e3onacHocmu ¢ NOMOLLbIO BbinagaroLero cnucka 3a nepuod. BosmoxHbl cnepytoLlme BapuaHThbl:

CerogHs;

BYEpa;

Hegens;

mecs,;

roa;

3a BCe BpeMms;

BblIbpaTh CBOM — Mpu BbIOOpe AaHHOrO NyHKTa B NosiBUBLLEMCS OKHe (puc. 89) BO3MOXHO 3agaTtb
HeobXoaMMbIN OTPE30K BPEMEHM.

@ BelGepuTe nepuog BpemMern x
Mepuog
(s 20.05.2025 ﬂ 11:49 v
Me:  20.05.2026 ﬂ 11:49 s

Puc. 89. Bbi6op nepuoaa BpemeHu

B ueHTpanbHOM 4YacTm WHOPMAUWOHHOM NaHenu MWHuudeHmsbi 6e3ornacHocmu  pacnofnoXxeHa
rmcTorpamma, Kotopasi otobpaxaeT KONM4YeCTBO MHUUAEHTOB ©0€30MacHOCTU BCEX TUMOB 3a BblOpPaHHbIN



nepvoa BpeMeHu C onpegeneHHbIM warom (puc. 88). Mpu HaxkaTum Ha 3NIeMEHT r’McTorpaMMbl, B Tabnuue
oTOOpaxaloTCs MHLUMAEHTLI 33 BbIGpaHHbIN LWar BpeMeHMU.

Moa FMCTOFpaMMOVI pacnonoXeHbl Kpyroeble anarpamMmmbl:

e Mo TUnNy — oTobpaxaeT KONMYECTBO MHLMAEHTOB 6€30MacHOCTM onpeaeneHHoro Tmna;

e MO NpuopuTETY — OTOBpaxaeT KONUYEeCTBO UHLNAEHTOB 6e30nacHOCTU Mo UX NpuopuTeTam.
MoapobHee 0 HacTpolike oTobpaXeHnss MHPOPMaLMOHHOW NaHenn MHyudeHmsl 6e3ornacHocmu onMcaHo
B pa3gene «HacTpoka nHumMaeHToB 6€30MacHOCTUY.

B HwkHen 4yactM paHHoOW WHGOPMAaUMOHHOW MaHenu pacnonoxeHa Ttabnvua ¢ coobWeHuUs MK
06 nHumaeHTax 6esonacHocTU. C MOMOLLbIO KOHTEKCTHOIO MEHIO MOXHO yNpaBnsTb CIUCKOM MHLUMAEHTOB
6e3onacHocTu (puc. 88):

e He KBUTMPOBATb MpU MNpPOCMOTpe (ecrnm 4ekbBOKC yCTaHOBMEH — MNPOCMOTPEHHbIA WHUWOEHT
He BygeT aBTOMATMYECKN MOMEYEH Kak KBUTUPOBAHHbIN);
yOanuTb BblOENEHHOE;

NMOMETUTL BblAeNeHHOEe NPOYUTAHHBLIM;

NOMETUTb BblAENEHHOE HEMPOUYNTAHHbBIM;

BblOENUTL BCE;

CHATb BblOeneHune.

[BOMHOM KNWUK MO COOBLLEHNIO C UHLMAEHTOM OTKPOET OKHO C AaHHbIMM 06 3TOM MHUMaeHTe (puc. 90),
B Tabnuue BbiOpaHHOe cooOLEeHNe KBUTUPYETCA KaK npoyuTaHHoe (Mpu OTCyTCTBUM Yekbokca
B KOHTEKCTHOM MeHI He ksumuposamp rnpu rpocmMompe). Haxunmasi Ha KHOMKN BBEpPX U BHU3, MOXHO
oTMeuYaTb COODOLLEHNsI KakK NpoYMTaHHble, MpocMaTpuBas MNpeablaylme Unu crnegyrolme MHUMAEHTDI.
Mo kHonke MepenTH K MOAYNIO — MOXHO NEpenTn K MOAYI0, ANA KOTOPOro 3aperncTpmpoBaH AaHHbIN
MHUMOEHT 6e30MacHOCTW.
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Puc. 90. MpocMoTp AaHHbIX 06 MHLMAEHTE

PeanunsoBaHa BO3MOXHOCTb 3KCMOpTa oT4eTa 06 MHUnaeHTax 6e3onacHoCcTM B hansi No KHoMke KCNOpT
(puc. 91). Mocne HaxxaTua AKCNOPT, B NOABUBLLUEMCH OKHE, HYXXHO yKa3aTb NyTb AN COXpaHeHusa otyeTa
C AaHHbIMU U3 Tabnuubl ¢ MHUMAEHTaMu 6e30nacHOCTH.
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Puc. 91. AkcnopT nHumMaeHToB 6e3onacHocTu B chann

B BbIr'PY3Ky OT4e€Ta BXOAUT CMNCOK MHUMOEHTOB 6e3onacHocTy, KOTOprVI 6yp,eT COXpaHeH B Bnae Tabnuubl

C YKasaHnem cobbITusi, BpEMEHM, pe3yrnbTaTta U mogyns. [loctynHele popmathl Ans Bbirpy3ku: TXT, HTML
n CSV.

B Tabnuue ¢ coobuweHnammn o6 nHumaeHtax 6esonacHocTr BpemMA cobbITusA NnpocTaBAEeTCA
B 3aBUCUMMOCTU OT Mo,uyneﬁ, KOTOpble AaHHOe cobbITne npucnann — wnn BpemM4a

BO3HMKHOBEHUS Camoro cobbITusa Ha Moayne, UM BpeEMS NoslyyeHnsi CoobLLeHNs O COBbITUN
Ha ELLY Dallas Lock.

5.2 Tlonb3oBarenu Ab

Bknapgka Monb3oeameru Ha yposHe [1B no3sonset ynpaBnsaTte rnobanbHbIMM 1 MOSYMbHBIMU YHETHBIMU
3anmcamm, 3abnoKkMpoBaHHbIMK y4eTHBIMK 3anncamu, rpynnamu nones3osatenen A6 ELY Dallas Lock
W annapaTHbIMK ngeHTudukatopamm (puc. 92).

NonssosaTtenn
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COXPaHMTH CMCOK N0AbI0BaTENET

Puc. 92. Cnucok y4eTHbIx 3anucen OB ELLY

5.2.1MapameTpbl nonb3oBaTenen

Kateropus Monb3oBaTtenu Ha ypoBHe [1b cogepuT cnncok rnobanbHbIX U MOAYIbHbIX YY4ETHbIX 3anucen

Ob.
Cnncok y4eTHbIX 3anucen nonb3oBarternen Ha yposHe [1B6 npeacTtaenseTt cobon Tabnmuy ¢ nonsmu:

1. CocmosiHue — coaepxnT cbnar BKNIOYEHNA/BbIKITIOYEHMWS yquH0|7| 3anncu nonb3oBartend Ha JaHHOM
YPOBHE. Mone CocmosiHue npuHNMaeT CﬂG,E],yIOLLI,VIVI Buna:

OTMeYeHHOoe hriarom none o3HavaeT, YTO faHHas y4YeTHasi 3anucb Nonb3oBaTensa MMeeT J4OCTyn
Ha ypoBHe [b;

| — nycroe none oaHauaet, 4To y4eTHas 3anuch OTKMOYeHa ans paboTbl Ha yposHe [B;



3HayeHne nons CocmosiHue He OTpaxaeT COCTOAHME YYETHOW 3anucu nosfib3oBaTtenen
Ha BMOXeHHbIX obbekTtax [B. Hanpumep, yyeTHas 3anucb MOXET ObiTb OTKIHOYEHa
ans pabotbl Ha ypoBHe b (none CocmosiHue — nycToe), HO UMEeTb AOCTYN Ha YpOBHE
BKIOYEeHHOro B Hero APM (ctout cdonar B none CocmosiHue).

Ecnu nsMeHuWTb COCTOSIHME YYEeTHOW 3anucy Ha ypOBHE Bhllle B AEPEBE, HA BIOXEHHbIX
00beKkTax — COCTOSIHUE W3MEHWUTCS MpuHyauMTenbHo. Hanpumep, nocne OTKMoYeHUs
ana paboTbl y4eTHON 3anucy Ha ypoBHe [1b, paboTa y4eTHOM 3anucu oTKIo4aeTcst Ans BCexX
BNoXeHHbIX rpynn, APM (mogynen B coctaee APM), moagynen 6e3 APM 1 nHbix 001EKTOB.

YuemHas 3anucb — CoOOepPXuUT nva yquHon 3anmncu;
Kameaopun — COAEePXKNT MH(bOpMaLlMPO 0 TOM, rge Obina cosgaHa y4yeTHaa 3anuchb. BoaMoOXHble

3Ha4YEeHNA:

nobanbHas — y4eTHas 3anucb, co3gaHHas B [1b ELLY;
ModynbHass — y4eTHas 3anucb, Nnpuwewas Ha ELLY ¢ mogyns;

Tun yyemHodu 3anucu EL]Y — cogepXuT nHdopMauuio o ToM, 418 MOAYNen Kakoro Tuna npuMeHseTca

OaHHaA ydyeTHada 3anucob. Bo3MOXHble 3HaYEeHUS:

Bce — y4eTHas 3anucb npumeHnma ansa scex mogynew (kpome mogyns WAF);

Cuctema — yyeTHas 3anunce npuMmeHuma k Cnyxbe ELLY;

DL8.0 — yueTHas 3anuce npumeHuma ansa mogyns C3U Dallas Lock 8.0 (cm. «MOYIb C3U
DALLAS LOCK 8.0-C/K»);

DLL — y4eTHas 3anuce npumeHnma ang mogyna C3U HCL Dallas Lock Linux (cm. «MOYIb
C3 HCO DALLAS LOCK LINUX»);

C3M B — yueTHas 3anucb npumernmuma ana mogyna C3U BU Dallas Lock (cm. «MOOYIb
C3W B/ DALLAS LOCKD»);

CO3 — y4yeTHas 3anucb npumeHuma ana mogyns CA3 Dallas Lock (cm. «MOAYNb CAO3
DALLAS LOCKD»);

CO3 Yb — y4eTHas 3anucb npumeHuma ana mogyns CA3 YbB Dallas Lock (cm. «MOOYIb
CO3 Yb DALLAS LOCKb»);

5. Bnadeney — ykasbiBaeT, Ha kakoM ypoBHe aepeBa ELLY Dallas Lock 6bina co3gaHa ydeTHas 3anuch;

Y4yeTHble 3anuMcu He oTobpaxalTcs Ha Bknagke [Jonb3ogamesiu B KaTeropum
Monb3oBaTenu Ha ypoBHE Bbille, YeM YpPOBEHb, Ha KOTOPOM Obina co3gaHa yyeTHasi
3anucb. Hanpumep, Ha ypoBHe [B Henb3s MOCMOTPETb yYeTHble 3anvcu, Cco3faHHble
Ha ypoBHe rpynnbl 0O HLEKTOB.

Ecnu y4dyeTHasA 3annucb Oblna co3gaHa Ha ypoBHE b, To:

e Ha ypoBHe 16 — none Bnadeney 6yaet nmeTb 3HadeHune JlokasibHbIl, U B CIUCKE
y4yeTHada 3anncb 6y,u,eT BblgeNneHa XUpHbIM Ha4YepTaHnewMm;

e Ha yposHe rpynnbl (nogrpynnsl) OB, APM (mogynen B coctaBe APM), mogynen
6e3 APM 1 nog4vMHeHHbIX JOMEHOB — none Bnadeney OyaeT uMeTb 3Ha4YeHue
«db *Umsa_[O6*».
AHanornyHo, ecnv y4yeTHas 3anvch Obina co3gaHa Ha YpOBHE rpynnbl 06 bEKTOB, TO:
e Ha ypoBHe rpynnbl none Brnadesney 0ynet nmetb 3HaveHue JIokasbHbIU;

e Ha YpOBHE MoAyrien 3TOW rpynnbl, HA KOTOPOW ObiNna co3gaHa ydeTHas 3anuchb,
none Bradeney 6ynet nmeTb 3HaveHune «pynna *“Ums_epynnbi*.

6. Ponb adMuHucmpupoegaHusi (cM. «PoneBas Mofernb y4eTHbIX 3anucen [Ob»);

7. llorHoe uMsi — COAEPXMUT NONHOE NMSA Y4ETHOWN 3anucu;

8. OrnucaHue — copepXuT onncaHne y4eTHOW 3anmcu.

[nsi NpMeHeHNs1 N3MEHEHUIA CMMCKa YYETHBIX 3anMcen Ha MOAYNsIX He0OXoaAMMa CUMHXPOHM3AUUSI.



YyetHble 3anucn ¢ mogynen C3U Dallas Lock 8.0, ycTaHOBREHHbIX Ha KOHTponnepe
JomeHa, otobpaxatTca B ELLY Ha ypoBHe kopHA agepeBa [ABb M Ha ypoBHe moayns
B kaTeropuu Nonb3oBaTtenu Ha Bknaake MNonb3oBaTenu ¢ orpaHMYeHHbIMU aTpUbyTamMm:

e  OTCYTCTBYET YeKOOKC HacnegoBaHus;
e HasHayeHwe y4yeTHOW 3anucu kateropun [106anbHasi HEAOCTYMHO;
e TuN ydeTHom 3anncu — DL8.0;

e Bragenbuem MoxeT aBnaTbca Tonbko APM ¢ C3WU Dallas Lock 8.0,
YCTaAHOBMEHHbIM Ha KOHTpONsiepe JOMEHa.

Ha naHenu ynpaeneHusi B 6rioke @usibmpb! NpeaycMoTpeHa BO3MOXHOCTb (hUbTpauum nornb3oBaTeneit
B COOTBETCTBUM C BbIGPaHHbLIMM NapameTpamu.

B kateropun Nonb3oBaTtenu Ha Bknagke ons308ameriu [OCTYMHO TOMNbKO:

co3faHuve 1 yaarneHue nonb3oBaTenen;
penakTMpoBaHMe CBOMUCTB MNonb3oBaTenen;
NU3MeHeHne Tvuna, BnagenbsLa 1 ponu nonb3oBaTenen;
COXpaHeHMs cnucka nosib3oBaTenen.

Onsa yyeTHbix 3anucen knueHtoB C3U Dallas Lock 8.0, ycTaHOBMEHHbIX HA KOHTponnepe
OOMeHa, NpedyCMOTPEH TONbKO MNPOCMOTP MapamMeTpoB Y4YeTHOW 3anucu (puc. 94)
Ha ypoBHe kopHs/mMoayns. B okHe PegakTupoBaHue nonen nosib3oBaTtens Ansd AaHHbIX
Y3 Oypmet BbiBeAeHO cooblieHne «PedakmuposaHue ampubymoe y4yemHoU 3anucu
HedocmyrnHO. YyemHas 3aruck yrnpasnisemcsi ¢ KOHmporsinepa OoMeHa».

Mpu HaxaTum Ha KHONKy CoXpaHUTbL CMUCOK NONb30BaTerien OTKPbIBAETCS ANanoroBoe OkHO, B KOTOPOM
HeoOxoaMMo BbIOpaTh Nanky Ansi CoxpaHeHust u BBeCTU nMs cpanna (puc. 93). B BbIrpy3Ky BXOAWT MOJHbIN
cnucok nonb3oBaTenen ns ELY, koTopbii OyageT coxpaHeH B Buae Tabnumubl ¢ ykazaHMeM MMEHU YYETHOM
3anvcu, tvna u IP-agpeca. lNpu akTMBauMM B OKHE COXpaHEHUs Chnucka Monb3oBaTtenen 4dekbokca
Jobasumb 8 omyem uHgbopmayuro O epynnax u ux ydYacmHukax B COXpPaHEHHOM oTyeTe Takke OyayT
yKasaHbl rpynnbl, B KOTOPbIX COCTOWUT KaxAbld Nonb3oBatenb, M pobaBneHa oTaenbHas Ttabnuua
€O cnuckoMm rpynn. floctynHble Ansa Beirpy3ku dopmatsl: TXT n HTML.
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Puc. 93. OKHO coxpaHeHusi cn1ucka nonb3oBartenen

[MpocMoTp 1 HacTporka napamMeTpoB Nonb3oBaTenen JOCTYMHbI:

e M0 ABOMHOMY LUEMYKY FIEBOW KHOMKOW MbILLW Ha MONb30BaTeNs B CMUCKE;

e npu Bblbope nyHkTa CBOMCTBA M3 KOHTEKCTHOrO MEHI0, BbI3BAHHOIO LLENYKOM NMPaBOW KHOMKM
MbILLW Ha Nonb3oBaTene B CNUCKE;

e  Npu BblAENEHMN YYETHOM 3anncu B CnNMcke 1 Boibope nyHkTa CBOMCTBA Ha NaHeNn UHCTPYMEHTOB
Onepayuu ¢ nons3osamensamu (puc. 92).

HaCTpOVIKa napameTpoB nonb3oBaTenemn LOOCTYyMNHa TOJIbKO Ha ypOBHE BliafernbLa yquH0|7|
3anuncum norfib3oBartens.



[Nocne BbINOMHEHUS OAOHOrO U3 3TUX AOEUCTBUN
nonb3oBartens (puc. 94).

O PegakTMpoBaHMe NONER NONES0BATENA

Ima nonesosatena test

(] e o
D ANNapaTHBIA waeHTHKEaTOp

MNaponw

MaHaaTHeIH gocTyn

CeaHcbl pacnucaHue

Janper paboTel
Cnwcok rpynn

CocToaHue

Ha Bknagke Obuwue npeanaraeTcd 3anojiHUTb Yy4YeTHble [OaHHble WU NapamMeTpbl

(Tabnuua 5).

3anonHseMble faHHble U NapamMeTpbl

Mone AnnapamHbili udeHmugukamop no3BonsieT BblOpaTb

Onucanue

MonHoe KMa

Twin yueTHOA 3anKck Windowes

Coywefnelil nonssoeatent Windows
BanpeT Ex0da NpW HapyleHKUK LenoCTHOCTM
KaTeropua nonezoeatensid Cf3

AeToexog 6 C3HCO

(QCHOBHEA rpynna

CUCTEMHEIN NoAEs0BaTeNE Linux
WHTepnpetatop

AoMaLLHAA AHpeKTOpHE

Co343Tk AMpEKTOpKID

Aaren gna Linux

[GIAES

Darnna

OT4ecTsn

Ponke agmunuctpupoeadua C3 Dallas Lock Linux
e-mail

Thn yHeTHOH 3anKcK igna T3 B K4S
Pone nonesosatens konconn C3A BIA
PazpeluunTe nokaneHeld exoq 8 OC o LY C3K B
Twin ywHeTHOA 3anKMcK (gna T3 B KKS)

Pone nonesosatens web-koncoan 3 B

OTKpbIBaAe€TCA OKHO

aI'II'I.M,\’J,EHTHdJHKaTDp HE FadaH

He ykazaH
Her

Her
Monezoeatens

MapameTphl HE 3383HbI

Her
Shinfbash
fhomeftest

Aa

Monezoeatens

MNonezoeatens Windows (Dallas Lock)
Her gocmyna

Het

Ayautop

OTmena

CoxpaHuTe

Puc. 94. PepaktupoBaHue noneu nonb3oBarens

annapaTHbIn MAeHTUMKaTop Nonb3oBaTtens.

B none OnucaHue MOXHO BBecTU NobOo KOMMeHTapui. OnvHa
KOMMeHTapus He Gonee 95 cumBonoB. BBoguTe KOMMeHTapui

He obsa3aTenbHo.

PepaktupoBaHue nonen

X

nonb3oBaTenemn

Ta6nuua 5. O6wWwme napameTpbl Nonb3oBaTenen

MpumeHeHue

ELY Dallas Lock;
C3W Dallas Lock 8.0;
CA3 Dallas Lock;
CO3 YB Dallas Lock;

C3W HCL Dallas Lock Linux

ELY Dallas Lock;
C3W Dallas Lock 8.0;

CA3 Dallas Lock;
CO3 Yb Dallas Lock;
C3WM BW Dallas Lock

C3M HC[L Dallas Lock Linux;



B none llonHoe ums YKa3blBaeTCA MOJSIHOE MMA NoJib3oBaTesd.
3anonHaTb HeobsizaTenbHo. Mo YMOJ1HaHUIO nosne nMmeet nycroe
3Ha4eHune.

AtpubyT Tun yyemnol 3anucu Windows nossonsieT BblGpaTb
OOMH M3 TWNOB YYETHbIX 3anucen: BHYTPEHHWUIN, BHELUHWUN,
CUCTEMHBIWA, NPUNOXEHWE, FOCTEBON (AHOHMMHbLIN), BPEMEHHbIN.
Ons Tuna «BpemeHHbIU» 00a3aTenbHbIM YCNOBUEM SIBNSETCSA
HacTpomka pacnucaHusa paboTbl nonb3osartensd. 1o ymonyaHuio
TUN Yy4YeTHOW 3anucu nonb3oBatensd OydeT umeTb 3HayYeHue
«He yka3zaH».

3Havenne «[a» B none CnyxebHbil nonb3oeamesnb Windows
npenocTaBnsieT JaHHOW YYeTHOW 3anncu nornb3oBaTerns ocobbii
cratyc. Tpebyetca Ansg KoppekTHom paboTbl nporpamm, npwm
YCTAHOBKE KOTOPbIX CO34alTCA CBOM  Y4YETHble  3anucu
nonb3oBaTenen 1 OCYLLECTBMASIETCS aBTOMATUYECKUIA BXO4 Mpu
sarpy3ke OC. Hanpumep, Takom cTatyc Heobxogum mnpu
ucnonb3osaHum nporpamm VipNet unn VMware. o ymonyaHuto
none nMmeeT 3HaveHne «Hemy.

Cuctema 3awmTbl obecneumBaeT MpPOBEPKY LENOCTHOCTM
nporpaMmHo-annapatHon cpegpl MK, ob6bektoB ®C 1 peectpa.
Ecnu gna nonb3oBatens onuust 3anpem exoda npu HapyweHuu
uyerlocmHocmu  akTMBM3MpOBaHa, TO Mpu  oBHapyxeHuu
HapyleHus  LEeNOCTHOCTM  BbIOAETCS  COOTBETCTBYHOLLEE
npegynpexaexHne n Bxog B OC 6nokmpyetcs 4o Tex rnop, noka
agMUHUCTPaTop He pa3broknpyeT y4eTHyIo 3anuck. Ecnm xe ata
onuMs He BKIIOYEHa, TO nNpu OBHapyXeHMn HapyLlueHus
LenocTtHoctn OypeT oTobpaXeHO TOMbKo npedynpexaeHue.
Mo ymon4yaHuto none uMmeeT 3HavyeHne «Hem».

B none Kameezopus nonb3oeamerieti C3 MoxHO BbiGpaTb pornb
nones3osartens: [lons3oBartens, Ayautop nnn AgMUHUCTPATOP.
3Ha4veHue nons no ymondaxHuo — «llons3o08amersnb».

LWtaTHble nonb3oBaTenu, [AONyLleHHble K paboTte
Ha 3alUMLLEHHOM KOMMbIOTEPE, HE [OOMKHbl MMETb
kaTeroputo AOMUHUcmpamopsb! unu Ayoumopsi.

ATtpubyTt Aemoexod e C31 HC/] no3sonseT HaCTPOUTb aBTOBXOA
B C3U Dallas Lock 8.0. 1o ymonyaHuio napameTpbl aBTOBXOAa
He 3a4aHbl.

[aHHbIN aTpubyT MpPUMEHMM TOMbKO ONs BapuUaHTOB
ucnonHeHna wusgenua  MPOHA.26.20.40.140.001-01,
M®HA.26.20.40.140.001-02 n NPHA.26.20.40.140.001-
03 (nnatel CO3 Dallas Lock bopmata PCle «KT-500»,
miniPCle-HS «KT-521» n M.2 «KT-550»).

B none OcHosHas 2apynna ykasblBaeTcs HauMeHOBaHWe
OCHOBHOM rpynnbl Nonb3oBatens. MNone 3anonHsieTcs BO Bpemsi
co3faHus y4yeTHol 3anucu. Mo ymonyaHuio nomne MmeeT nycroe
3HayeHMe.

3HayeHne «[Ja» B none CucmemHbili ronb3ogamerns Linux
yKa3blBaeT Ha TO, YTO y4eTHas 3anucb nornb3oBaTenst ABNAeTCH
cuctemHom. No ymonyaHuio none nmeet 3HadeHne « Hemy.

ELLY Dallas Lock;

C3W Dallas Lock 8.0;

C3W HC[L Dallas Lock Linux;
C3W BW Dallas Lock

C3W Dallas Lock 8.0;
C3WM BW Dallas Lock

C3W Dallas Lock 8.0;
C3W BW Dallas Lock

C3W Dallas Lock 8.0;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3W/ BW Dallas Lock

CA3 Dallas Lock;
CA3 Yb Dallas Lock

CA3 Dallas Lock

C3M HC[L Dallas Lock Linux

C3M HC[L Dallas Lock Linux



Mone WHmepnpemamop ykasblBaeT Ha UHTepnpeTaTrop
KoMaHgHow cTpokun. ObsasaTtenbHbli aTpubyT y4YeTHOW 3anucu
nones3oBatens. [1o ymonyaHuio nmeet 3HadyeHune «/bin/bash».

B none fomawHss dupekmopus ykasbiBaeTCs NyTb K AOMaLUHEN
AvpekTopun nonb3osartens. o ymonyaHuio none nMeet nycroe
3HayeHue.

3HauyeHne «[a» B none Co3damb OupeKkmopuro yKasbiBaeT
Ha HeobxoaMMOCTb co3gaHuns AoMallHel aVpexkTopun
nonb3oBatens. Ecnn npu co3gaHuM  y4eTHOM  3anucu
nonb3oBaTenss He OygeT co3gaHa AOMAalLHAS AUPEeKTopus,
TO BXOJ B CUCTEMY AN 3TON Y4eTHON 3anucy 6yaeT HEBO3MOXKEH.
Mo ymonyaHuio napameTp UMeeT 3Ha4yeHne «a».

B none [omeH 0na Linux ykasbiBaeTcs ums gomeHa Active
Directory, FreelPA, ALD PRO, Peg ALOM, Samba. ATtpubyt
obszaTteneH Ans JOMEHHbIX YYETHbIX 3anvMcen Nnorb3oBaTenen.
Mo ymonyaHuio none umeeT NycToe 3HaYeHune.

B none Wmsa vykasbiBaeTca wMsA nonb3oBaTens, arpuoyT
HeobxoouMM Ons cuHXpoHmsaumm n Beoga mogynsa B ELY. lo
YMOSYaHM1IO Nosie UMeeT NycToe 3HaYeHune.

B none ®amunus ykasbiBaeTca amunns nonb3oBaTens,
aTpmbyT Heobxoanm Ans CMHXpPOHM3aumn 1 BBoga moayns B ELLY.
Mo ymon4yaHuto none nmeeT NycToe 3Ha4YeHve.

B none Omuecmeo ykasbiBaeTCcs OTYECTBO MNornb3oBaTens,
aTpubyT HeobX0aMM ANA CUHXPOHM3aLMK 1 BBoAa moayns B ELLY.
Mo ymonyaHuio nomne nmeeT NycToe 3HaveHue.

B none Ponb admuHucmpuposaHusi C3U Dallas Lock Linux
MOXHO Ha3HauuTb KaTeroputo nonb3oBatens: [lonb3oBaTens,
AyanTtop unm AoMmHUcTpaTop. 3Ha4YeHre Noss No yMonyYaHuio —
«lMonb3oeamernb».

LWtatHble nonb3oBaTenu, AonylleHHble K paboTe
Ha 3alUMLLEHHOM KOMMblOTEPE, HEe [JOMXHbl UMETb
kaTeropuio AdMuHucmpamops! unn Ayoumopei.

B none e-mail MOXHO ykasaTb agpec SMNEKTPOHHOW MoYThbl
nornb3oBaTens. 3anonHATb none Heobs3aTenbHO.

B none Tun yyuemmnod 3anucu (0ns C3U BU MK4) moxHo BbIOpaTh
nonb3oBaTenen runepeusopa. [lo ymonyaHuio none umeet
3HaveHue «[lonb3osamernb Windows (Dallas Lock)».

B none Ponb nonb3oeamerns koHconu C3U BU yka3biBaeTcs
ponb nonb3oBatens B koHconun C3U BW. Mo ymonyaHuio none
umeeT 3HayeHne «Hem docmynay.

Bce nonb3oBartenu, cosgasaemble nocpeactsom ELLY
B LleHTpe YnpaBnenuns C3U BWU no ymonyaHuio
BblkMnoyeHbl. C uenbto Hactpovikm LY C3U BU
(Hanpumep, pacnpegeneHnss Nonb3oBaTeNnen Mexay
knueHtamm C3U BWU) HeobxogMmo ucnonb3oBaTb
nonb3oBaTenen, pAns KOTOpbIX 3HAYeHMe nons
AdmuHucmpamop C3U BU nmeeT 3Ha4yeHune «a».

Mone Paspewums nokaneHbil 6xod 6 OC ¢ Ly C3/ BU
No YMOSTYaHUIO UMeeT 3HaveHne «Hemy.

C3M HC[L Dallas Lock Linux

C3M HC[L Dallas Lock Linux

C3W HC[L Dallas Lock Linux

C3W HCL Dallas Lock Linux
C3M HC[L Dallas Lock Linux;

C3W BW Dallas Lock

C3W HC[O Dallas Lock Linux;
C3WM BW Dallas Lock

C3W HCL Dallas Lock Linux

C3W HC[L Dallas Lock Linux

C3W BW Dallas Lock

C3W BW Dallas Lock

C3W BUW Dallas Lock

C3W BUW Dallas Lock



B none Tun yyemnod 3anucu (dns C3U BU UK5) MoxHO BblIGpaTb
nonb3oBatenen runepsu3opa. [lone wvmeeTr  3Ha4yeHue
«llonb3osamens web-koHconu LY C3UM BU (scmpoeHHbie)»
W HeOOCTYNHO NS peaakTMpOBaHUS.

C3W BW Dallas Lock

B none Posnb nonb3oeamerns web-koHconu C3U BU ykasbiBaeTca
ponb nonsb3oBatensa web-koHconu C3U BU. Mo ymonyanuio none  C3U BU Dallas Lock
UmeeT 3HayeHne «Ayoumopy.

Ha Bknagke [laponu npepnaraetcs 3anofHUTb YYETHble AaHHble UM napamMeTpbl Monb3oBaTenew,
OTHOCSILLIMECS K HacTpoikam napornen (Tabnuua 6).

Ta6bnuua 6. MapameTpbl naponen nonb3oBaTenen

3anonHsieMble AaHHbIe U NapaMeTpbl MpumeHeHune

3Hauenune «[a» B none [lpu cnedyrwwem exode mpebosamp C3U Dallas Lock 8.0;
CMeHy naposisi 03Ha4yaeT, YTo eguHoBpeMeHHo OypeTt HanpasneH C[3 Dallas Lock;

3anpoc Ha CMeHy napons npu Bxode nonb3oBatens B cuctemy. CL3 YE Dallas Lock;
Mo ymon4yaHuto none MMeeT 3HavyeHne «Hemy. C3W BU Dallas Lock

C3W Dallas Lock 8.0;
Mone 3anpem usmeHeHus napons. Mo ymonyaHuio none nveet CO3 Dallas Lock;
3Ha4yeHne «Hemy. CA3 Yb Dallas Lock;

C3W BU Dallas Lock

3HaueHne «[a» B none [laponb 6e3 oegpaHU4YeHUs] CPOKa
Oelicmeusi OTMEHsIeT nencTeune NOMUTUKA BXoaa
MakcumanbHbIN CPOK AEeNCTBUS Naponen, pacnpocTpaHsemMom
Ha Bcex nonb3oBaTenen. 1o ymonyaHuio none uMeeT 3HayYeHune
«Hem».

C3W Dallas Lock 8.0;
CA3 Dallas Lock;

CO3 Yb Dallas Lock;
C3W BW Dallas Lock

Mone MakcumarnbHbili cpok Odelicmeusi napons (8 OHsx)

ykasbiBaeT Ha MakCMMarsbHbI CPOK OENCTBUSI Mapons B AHSIX.

O6si3atenbHoe none. lNMpuHUMaeT 3HayveHusa ot «T» go «7180».

YcTaHoBKa 3HayeHust «He ucnonb3yemcsi» obo3HavaeT, YTo Ans

[aHHOW y4eTHOW 3anvcu Nonb3oBaTensi orpaHUYeHniA Ha nepuos

ee HenCronb30BaH1s HaknaabiBaTbCs He GyAeT. M0 ymonuaHumo  c3)1 Dallas Lock 8.0:
nUMeeT 3HayYeHue «He ucrnonb3yemcsi». Cn3 Dallas Lock:

Ecnu HapyweHo cooTHoweHne makcumansHoro —CH3 YB Dallas Lock;

W MUHMManbLHOro cpokoB devicteuss napons  C3W BU Dallas Lock;
(MUHUManbHBI cpok Gonblue MakcumansHoro),  C3M HC[ Dallas Lock Linux™
TO MPY CUHXPOHM3ALMM CrCKA MONb3oBaTeren

c mogynamm C3U HCQO Dallas Lock Linux

BO3HMKaeT olwunbka, cosgaHve /| U3MeHeHue

napameTpos TaKnx YHETHbIX 3anucen

He OCYLLeCTBNAEeTCS.

C3WM Dallas Lock 8.0;

CA3 Dallas Lock;

CA3 Yb Dallas Lock;

C3W BW Dallas Lock;

C3M HCO Dallas Lock Linux!

Mone Hama nocnedHeli cmeHb! napons. o ymonyaHuio none
nMeeT 3HaveHne «He onpedeneHoy.

11 Cnucok napameTpoB MOXET MEHSATLCHA B 3aBMCMMOCTM OT BEPCUW KITMEHTA.



Ha Bknagke ManOGamHsbiti docmyn npefanaraeTcsi 3anofiHUTb YYETHbIE AaHHble U NapaMeTphbl, OTHOCSLLME
K paboTe nonb3oBaTens C YpPOBHAMW [OCTyna M MaHZaTHbIMM MeTkamu B [JomeHe ©GesonacHoOCTM
(Tabnuua 7).

Tabnuua 7. ManaaTHbIN AoCTYNn nonb3oBaTenen

3anonHsieMble AaHHbIe U NapaMeTpbl MpumeHeHune

Heobxoanmo BbibpaTb MaHOamHsbil yposeHb (Tonbko ans Dallas
Lock 8.0 pepakumn «C»), nog koTopbiM nonb3oBaTenb cmoxet C3U Dallas Lock 8.0
paboTtartb.

Heobxogumo ykasatb MaHdamHbie memku (Tonebko ans Dallas
Lock 8.0 pepakumm «C»), ¢ koTopbiMu nonb3oBaTenb cmoxeT C3WU Dallas Lock 8.0
paboTtartb.

Ha Bknagke CeaHcbl U pacnucaHue TNpeanaraeTcs 3anofiHWTb YYeTHble [aHHble UM NnapameTpbl,
OTHOCALLMECS K OrpaHuyeHnsIM paboTbl Mosib3oBaTens no BpeMeHu (Tabnuua 8).

Ta6nuua 8. CeaHcbl 1 pacnucaHue nonb3oBaTenen

3anosnHsaemble JaHHble U napameTpbl anMeHeHVIe

Onpegenutb Yucno paspeweHHbIX ceaHcos. Mpwm

YCTaAHOBIEHHOM 3HAYeHUW Ons Kaxgow yveTHon 3anucy 6ypetr C3U Dallas Lock 8.0;
NpoBEPSATLCS KONMMYECTBO OAHOBPEMEHHbIX MHTepaktuBHbix M C3W HC[ Dallas Lock Linux;
ceTeBbIX ceccui (BxogoB) Ha mogyrne. o ymonyanuio none C3U BU Dallas Lock

umeeT 3HauyeHne «He ucrnonb3yemcs».

Heobxogumo 3apaTb PacnucaHue pabombel nonb3oBaTens,

BblbpaTtb nepuog un Bpems. BHe ykasaHHOro nepwoga

nonb3oBaTenb He CMOXeT 3anTu Ha mopaynb. 1o okoHYyaHwuM

BpemeHn paboTbl K nonb3oBatensa 6yget 3abnokvpoBaH npu

yCroBun BKNOYeHUa nonntukn NMpuHyautTenbHoe 3aBepweHne C3U Dallas Lock 8.0;

paboTbl no pacnucaHumo  (Monutukm —  MpaBa C[13 Dallas Lock;

nonb3oBatenen). [lo ymonuaHuio umeeT 3HauveHve «be3 C[13 YB Dallas Lock;

O2paHuU4YeHUs». C3W HC[ Dallas Lock Linux;
C3W BU Dallas Lock

PacnucaHue pabombl nonb3oBaTtend MOXeT ObiTb
onpeernieHo ¢ AUCKPETHOCTbH 30 MUHYT.

Ykasatb gonyctumblin [lepuod Heucnonb3oeaHusi (8 OHsx). Ecnn

nepuoa, B KOTOPbIV NOA yY4ETHOW 3annCbio He MPOU3BOAMIICH BXO4

B cucTemy, npeBsbilaeT BblOpaHHbIA OOMYCTUMbIA nepuog —

yyeTHas 3anucb 6nokupyetca. ObsasatensHoe none. MpuHumaeT

3HauyeHnss oT «T» pgo «180». YcraHoBka 3HadeHna C3UW HC[ Dallas Lock Linux
«He ucnonb3yemcsi» o6o3HayaeT, 4TO AOMS OAHHOW YYeTHOW

3anMcuM  nonb3oBaTend  OrpaHWyYeHMn Ha  nepuog  ee

HEencnonb30BaHUA HaknagpiBatbcs He byget. Mo ymonyaHuio

nmeeT 3HauveHune «He ucronb3yemcs».

Bapatb paty McmeyveHue cpoka Oelicmeusi yd4emHoU 3arucu.
Mo ymon4yaHuio none wumeeT 3HadeHue «be3 ozpaHuyeHul».
Mpu cHaToM cnare be3 ogpaHUYyeHUU CTaHOBUTCS aKTUBHbIM
none pns Bblbopa gatbl. B none ykasbiBaeTca pata, Koraa
JaHHas yyeTHas 3anucb OyneT 3abnokupoBaHa CUCTEMOW.
Batom cnyyae none o06s3aTenbHO  ANA  3aMNOfHEHWS.
Mpu akTMBHOM dhnare none Ans ycTaHOBKM AaTbl HEaKTMBHO,
BpeMs 4ENCTBUS YH4ETHOWN 3anncu He orpaHUYeHo.

C3M HC[L Dallas Lock Linux



Ha Bknagke 3anpem pabomsi NpegnaraeTcs 3anonHWTb YYeTHbIe AaHHble M MapameTpbl, OTHOCSALMNECs
K OrpaHuyeHnto  paboTbl MoJib30BaTeNst NpW  HACTYMNeHUW OnpedeneHHbiX cobblTMii B cucTeme
WnW yCTaHOBKM 3anpeTta agMuHUcTpaTopom (Tabnvua 9).

Tabnuua 9. 3anpeT paboTbl nonb3oBaTenen

3anosnHsemMble gaHHble U NapaMeTpbl MpumeHeHue

3HayeHne «/[Ja» B none YuyemHas 3anucb omkmodyeHa paeT C3WU Dallas Lock 8.0;
BO3MOXXHOCTb OTKITUUTbL YYETHYH 3anucb ntoboro nonb3oBatens, CO3 Dallas Lock;

nocrie 4ero nosib3oBartenb He cmoxeT BonTn Ha APM po tex nop, C[HA3 YbE Dallas Lock;

noka agmuHuctpatop ELY He peaktmBupyer a1y onuuio. C3U BU Dallas Lock;

Mo ymon4yaHuio none numeeT 3HaveHne «Hemy. C3M HC[, Dallas Lock Linux

3Hauenne «[a» B none briokupoeamps 3agpy3ky HeuwimamHou OC
yCTaHaBnMBaeT 3anpeT Ha 3arpy3ky OC ¢ HocuTensi, oTnn4yaroLLerocst
OT yKasaHHOro B none 3agpy30oyHoe ycmpolcmeo BKNagku
lMapamempsl obonoykn apgmuHuctpatopa CO3 Dallas Lock.
Mo ymonyaHuio none umeet 3HadveHune «a».

CO3 Dallas Lock;
CO3 Yb Dallas Lock

Mpn 3HauyeHnn «[a» nons Banpemums pabomy npu cobbimusix
8CKpbIMUS Kopnyca BXOZ B cuctemy 6rokmpyeTcs
npu cpabatbiBaHun [OBK. Ha akpaHe npurnaweHus B cuctemy
oTobpaxaeTcsa cooTBeTCTBYOLWEee cooblieHne. Mo ymonyaHuto none

nmMeeT 3Ha4veHne «Hemy.
CO3 Dallas Lock

HaHHbii aTpnbyT npvMeHMM TONbKO AN BapuaHTa
MCNOMNHEHUsI n3penuvs NM®HA.26.20.40.140.001-01
(nnatel CA3 Dallas Lock chopmata PCle «KT-500»).

Mpw 3HaveHun «ax» nons Sanpemums pabomy npu CrAOMaHHbIX Unu
HeHacmpoeHHbIX 4Yacax Bxog B cuctemy Onokupyetca npwu
HencnpaBHOCTM 4YacoB. Ha 9kpaHe npurnaweHnss B CUCTEMY
oTobpaxkaeTcsi cCooTBeTCTBYIOLEe coobLieHme. 1o ymonyaHuto none

nMmeeT 3HaveHne «Hemn».
CO3 Dallas Lock

HaHHbIi aTpnbyT npvMeHMM TONbKO ANA BapuaHTa
MCNOMNHEHUsI n3penuvs NM®HA.26.20.40.140.001-01
(nnatel CA3 Dallas Lock chopmata PCle «KT-500»).

Mpu 3HauveHnmn «Ja» nonsa Sanpemums pabomy npu HeucrnpasHocmu
JCY Bxon B cuctemy OGnokvMpyeTcs npu HEWCNpPaBHOCTU AdaT4yuvka
cnyyaHblix uyucen nnatel C30 Dallas Lock. Ha skpaHe
npurnawieHnss B cuctemy oTobpaxaeTcd COOTBETCTBYyHLLEE

coobueHue. Mo yMOJT4aHuo noJie nmeet 3HavyeHne «Hem».

. CO3 Dallas Lock
[aHHbIi aTpMbyT NPMMEHUM TOJNBKO Afsl BapWaHTOB

ucnonHenuss um3pgenuna  NOHA.26.20.40.140.001-01,
NM®HA.26.20.40.140.001-02 n MNPHA.26.20.40.140.001-
03 (nnatel CA3 Dallas Lock cdopmata PCle «KT-500»,
miniPCle-HS «KT-521» n M.2 «KT-550»).

Ha Bknagke Cnucok epynn € NOMOLWbI KHOMKM [o6aBUTb... afMWUHWCTPATOp MMEeeT BO3MOXHOCTb
BKITIOYMTb NOfb30BaTens B onpeaernieHHyto rpynny. B ocHoBHOM paboyen obnactu otobpaxeHbl Ha3BaHUS
rpynn, B KOTOpble BKMOYeH nonb3oBatenb (puc. 95). Npwu BeIGOpe rpynnbl M3 OCHOBHOW paboyen obnactu
€e BO3MOXHO yAdanuTb 13 CNrcKa C MOMOLLbIO KHOMKM YaanuTb.



O PegakTuposanie nonel NoAE30BaTENA >

ma noncaosatena test_user

Obwue Hasganme rpynnsi*  OnMcaHme rpynnei

MNaponau AAMMHACTPATOREL A MUHMCTRETOPE! HMEKDT NOAHEE, HWYEM HE OFPaHMUEHHEIR NPEES ADCTYNE K KOMIEHITERY AW ..,
= Monesoeatent MoAEZOEATEAN HE MMEKIT MPAE HA M3MEHEHWE NaPAMETOE CHCTEMED W MOTYT SAMYCKATE ...
MaHaaTHEIA 4ocTyn

HuTaTenn XypHaNE . HARHE! 3TOR MPYNNE! MOTYT HATaTE ¥yPHAAB COABITUA C NOKZNBHOMD KOMNBIOTERS
CeaHCEl M pacnHeaHte

Janper paboTthl

Cnncok rpynn

CocToaHue

AobaeuTh... ¥aanuta
CoxpaHuTh OThena

Pwuc. 95. Cnucok rpynn nonb3oBatens

Ha BKnagke CocmosiHue npeanaraeTcd yka3aTb NPUHaONEeXHOCTb NnoJib3oBaTtena K obbekTam nepesa
HomeHa 6e3onacHocTu (puc. 96). OnpegeneHsl criegyolme MHaUKaTopbl COCTOSIHUA:

—  yYeTHas 3anucb NOMb30BaTENs akTUBHA;
—  yyeTHasl 3anucCb aKkTUBHa, COCTOSIHNE HacneayeTcs C BepxXHero ypoBHs aepesa [b;
] —  y4YeTHas 3anucb NOMb30BaTeNs OTKIOYEHA;

— y4yeTHadA 3anncb OTKIMKYEeHa, COCTOAHME HacneayeTCd C BepXHEro ypoBHA AepeBa 0b.

Oepeso b Ha Bknagke CocmosiHUe CTPOUTCSA C YYETOM YPOBHSI CO34aHWNs MOorfb30BaTens
N MPUBA3KM K KOHKPETHBLIM TUMNam Mogyren (ecrv oHu ecTb):

e [lepeBo [1b oTobpaxkaeTcd HaunmHas C YPOBHS, HA KOTOPOM HaxogouTCH OOBLEKT,

KOTOpPbIN ABMASETCA BNagenbLem y4eTHOW 3anmMcu pegakTMpyemMoro nonb3oBartens.

o Ecnu nonb3oBaTtens umeert NPUHAANEeXHOCTb K KOHKPETHbIM TuUnam Mo,u,yne|7|,

TO B gepeBe OyayT oTobpakaTbCsl TONMbKO MOAYNM C TaKUM >Ke TUMOM.

[Ona nonb3oBaTenen, CO30aHHbIX Ha ypoBHe Moayns, Bknagka CocmosiHue
He oToOpaxkaeTcs.



O PeazkTHpoBaHMe NONER NONE:0EATENA X

lma nonesoeaTens test_user

Obume

Mapoan
5 flomeH BelonacHodm
ManaatHeIR goeTyn
HEPACMPEAEMNEHHEIE ORHEKTHI
CeaHckl M pacnucaHue
test group
Janpet paboTel
W APM_DLL
Cnwcok rpynn )
) Dallas Lodk Linue 1ES

CocToaHke

W ApM-DLED-C
@ Dallas Lock 5.0 MK12
W 5P SZV
@ Dallas Lack C31 BIA LIKE
M snm-dll-uccagent
€D Aren ELLY Dallas Lock Linux
M 507 _client
© a3 Dallas Lock WKé
W ADM-DLED-C (MK13)
@ Dallas Lock 8.0 1K13
¥IAMEHHBIE OFLEKTHI

© JomeH HezonacHocTH (MoA4MHERHEIA J1E)

CoxXpaHuTh OTMeEHa

Puc. 96. NprHapnexxHocTb Nonb3oBaTens K oobekram gepesa b

5.2.2MapameTpbl 3a6NOKMPOBaAHHbLIX NOJfIb30BaTeNen

Kateropus 3abnokupoBaHHble Mornb3oBaTenu Ha ypoBHe [B cogepXwuT CnMCOK 3abroKMpOBaHHbIX
rnobanbHbIX 1 MOAYNbHBIX y4eTHbIX 3anucen Ob ana mogynen C3WU Dallas Lock 8.0 (HaumHas ¢ UK13)
n C3U HCA Dallas Lock Linux (HaunHas ¢ UK6).

Cnncok 3abnokMpoBaHHbLIX YYETHbIX 3anvMcel nornb3oBaTtenen Ha ypoBHe [B npepctaBnsieT cobon

Tabnuuy ¢ NnonsiMu:

1. YuemHas 3anucbe — COOEPXUT NMSA YYETHON 3anucu;

2. Tun 6rokuposku — onpeaenset obnactb pacnpocTpaHeHns 6rIOKMPOBKN y4eTHOW 3anucu. BoamoxHble
3Ha4YeHus:

e JlokanbHasi — y4yeTHas 3anucb 3abnokMpoBaHa Ha KOHKPETHOM KIMEHTE, Ha KOTOPOM
npon3oLLo cobbITre GNOKMPOBaHNS;

e [nobanbHass — y4eTHasi 3anucb 3abnokMpoBaHa Ha Bcex knueHTax Ob ELY, nmetowmnx tmn
moayns C3U Dallas Lock 8.0 n C3U HC[ Dallas Lock Linux;

nobanbHas 6MoKMpoBKa MMEET BbICLLMIA MPUOPUTET: ECNM yYEeTHas 3anuck 3abnokupoBaHa
B ELLY rmobanbHo, TO BCe nokanbHble 61TIOKMPOBKM C Mogynen 6yayT MTHOPUPOBATLCA.

B cnyyae rnobanbHon GrOKMPOBKM OOMEHHbIX YYETHbIX 3anucen, gaxe Mpu OTCYTCTBUM
OaHHbIX Y3 Ha Moaynax, oHM OyayT 3anucaHbl BO Bkagke 3abnokupoBaHHbIe
nonb3oBaTesin, HO He ByayT 3aperMcTpMpoBaHbl B CUCTEME.

L d

KnueHm — oTobpaxaeT HauMeHOBaHMWE KIMEHTA, Ha KOTOPOM Mpou3oLLna 6110KUPOBKa;
Bpewmsi 6510KUpO8KU — MNoka3sblBaeT BpeMsi 1TIOKMPOBKM YYETHOM 3anuncuy, NpulleLlee ¢ KNMeHTa;

5. Bpemsi pa3briokupoeku — yKa3blBaeTCsd Bpems pa3briokMpoBkM yyeTHom 3anucu. [lone moxet
npuHMUMaTb 3Ha4YeHue, nosfiy4yeHHoe C KnneHTa, 3HaveHune Eeccpquo, Unn octaBaTbCA NYCTbIM.

6. llpuyuHa — copepXuT nHopMaLmo 0 NPUYMHE GIIOKUPOBKU YYETHOM 3anucu.
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YyeTHble 3anncu, 3abroknpoBaHHbIE MO NpuynHe cpabaTbiBaHUA NpaBuia aBToOMaTU4ECKOro
pearMpoBaHusi, Bcerga OnokupylTCs Ha HeonpedeneHHblin cpok (B none Bpewms
pa3b/10KupoBKU 3aHOCUTCA 3HaYeHne beccpoyHO) C BOSMOXHOCTbIO pa3brnoKMpoBKM TONbKO
n3 KoHconu ELLY. Takke Ana AaHHbIX YYETHbIX 3anMcen AoCTynHa HacTpomrka rnobansbHou
BGrnokupoBku Ha ypoBHe Bcero [1b npu nomolum nonutukn BnokupoBatb Y3 Bo Bcem [1B,
ecnu Ha mopayrne Y3 3abnokupoBaHa NpaBUNIOM aBTOMAaTM4e€CKOro pearupoBaHuA
(cm. «HacTtporika nonuTnk aBTopmusaLmm» ).

Ecnn y4yeTHasA 3annchb yxe 3a6J'IOKI/IDOBaHa Ha CTOPOHE KIneHTa no nosfimnTuke 1 rnpon3oLuso
cpabaTbiBaHMe npaBuna aBTOMaTUY4eCKoro pearmpoBaHus, To npuynHa 6nokMpoBku Gyaet
nepesanucaHa, a atpmbyTbl B Tabnuue o6HOBMEHDI.

Ons NnpUMEeHeHuaA M3MEHEHNN cnncka 3861'IOKVIDOBaHHbIX YY€THbIX 3anucen Ha mMoaynax Heobxoamma
CUHXPOHU3aLUuA.

B cnyyae rnmobansHon 6noknpoBkn yyeTHon 3anucu Bo Bcem b ELLY 6yaet BbinonHeHa
NpUHYAUTENBHAA CUHXPOHM3aUUSA MOAYMHEHHbIX KMMEHTOB, BO BCEX OCTambHbIX Cry4vasx
CYHXpOHM3auusa ByaoeT npon3BOANTLCS COMMAacHO HAaCTPOEHHOMY pacnUCaHuo UKW OOJPKHA
ObITb 3anyLleHa agMUHUCTPaATOPOM 6e30NacHOCTM BPYYHY!O.

Ha naHenu vynpaBnenwnsa B Onoke @uabmpbl NpegycMOTpPeHa BO3MOXHOCTb  unbTpaumm
3abMOKMPOBaHHbIX MoONb3oBaTenen no Tuny OMOKUPOBKUM WM B COOTBETCTBMM C  BbiGpaHHbIMU
napameTpamu nNpv NOMOLLM NMOMCKa NO KMNoYeBbIM CrioBaMm.

B kateropun 3abnokupoBaHHble NONb3OBaTeNiIM Ha BkNagke [lonb3o08amesiu OOCTYMHO TOMbKO
pa3bnoknpoBaHne BbiOpaHHbIX Monb3oBaTenen no komaHae Pasbriokuposams uUnNu pasbriokMpoBaHue
BCEX NoNnb3oBaTenen No komaHae Pas3briokupogams ecex rnosb3ogamersiel.

ATpnbyT Bpemsi pa3briokuposku xpaHutcs otaenbHo Ha ELLY v otgenbHO Ha moayne,
AN NPUHATUSA HE3aBUCUMOTO APYr OT Apyra pelleHns o pa3bnokMpoBKE YY4ETHOW 3anuchu.

Py4Hasa pasbnokupoBka norb3oBaTens BO3MOXHa Kak Ha ctopoHe ELY, Tak n Ha cTopoHe
MoZy”ns, HO Npu cuHxpoHu3auun ¢ ELLY 6yayT npumeHsTecs HacTponku ELLY.

5.2.3MapameTpbI rpynn nonb3oBaTeneun

Kateropus pynnsi Ha ypoBHe [1b cogepXmT cnmcok rnobanbHbIX 1 MOOYIbHbIX YY4eTHbIX 3anucen Ob.
Pabouyas obnactb kaTeropum pynnsl npeacTaenseT cobon Tabnuuy ¢ NonsiMu:

1. CocmosiHue — cofepXuT cprar BKIIOYEHUS/BLIKIMIOYEHMS TPYNMbl NONb3oBaTene Ha JaHHOM YPOBHE.
Mone CocmosiHue NpuHUMAaEeT cneayoLni Bua;

OTMeYeHHoe draroMm Mone o3HayaeT, YTO AaHHas rpynna nonb3oBaTenen umeeT [OCTyN
Ha yposHe [b;

D — NyCTO€e noJjie 03Ha4aeT, YTO AaHHaaA rpynna nonb3oBaTenen He nveeT 0ocTtyna Ha ypoBHe 0b.

3HayeHne nonsa CocmosHUe He oTpaxaeT COCTOSHWEe [pynnbl  Nonb3oBaTenemn
Ha BNOXeHHbIX B rpynny obbektax. Hanpumep, yyeTHas 3anncb MOXET ObiTb OTKMNOYEHa
ans pabotbl Ha ypoBHe rpynnbl (none CocmosiHue — nycToe), HO UMEeTb AOCTYN Ha YPOBHE
BKItoyeHHoro B Hee APM (ctouT conar B none CocmosiHue).

Ecnv namMeHuTb COCTOSIHME YYETHOW 3anncu Ha ypoBHE Bbille B JepeBEe — Ha BIOXEHHbIX
obbekTax COCTOSIHME W3MEHWUTCS MpuHyguTenbHo. Hanpumep, nocne OTKYeHus
Onst paboTbl rpynnbl NOMb30BaTENEN Ha YpOBHe rpynmnbl, paboTa rpynnbl Nofb3oBaTenen
OTKIMYaeTcsa AN Bcex BNoXeHHbIx nogrpynn, APM (mogynen B coctase APM) n mogynen
6e3 APM.

2. HaseaHue apynmbi — CooepPXXUT UMS TPYNNbl NoNb3oBaTeneil.
Kamezopusi — cofepxuTt nHgopmMaumio o Tom, rae Gbina cosgaHa rpynna.

4. Tun — cogepXxuT MHopmaumio, 0 TOM Ans MOAYNEW Kakoro Tuna npuMMEHsieTcs faHHas rpynna
nosnb3oBaTenen.

5. Brnadeney — ykasbiBaeT Ha kakom ypoBHe pgepeBa ELY Dallas Lock Gbina cosgaHa rpynna
norib3oBaTesnen.
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6. OnucaHue epyrinbl — COQEPXKUT ONUCaHKe rPynbl NoNb3oBaTeneil.

[pynnbl nonb3oBaTenenm He oTobpaxaiwTcs B kateropum [pynnbl Ha Bknagke
lMonb308amesiu Ha ypOBHE Bbille, YeM YPOBEHb, Ha KOTOPOM Obina cosgaHa rpynna
nons3oBartenen. Hanpumep, Ha ypoBHe b Henb3si NOCMOTPETh rpynmnbl NOMb30BaTENEMN,
co3gaHHble Ha ypoBHe rpynnbl AB.

Ecnu rpynna none3oBartenen 6bina co3gaHa Ha yposHe [b, To:
e Ha ypoBHe [1Ib — none Bnadesney 6ynet umeTb 3HayeHne JSlokanbHbIl, N B CINCKE
rpynna nonb3oBartenen byaeTt BolaeneHa XMpHbIM HavyepTaHuemMm;
e Ha ypoBHe rpynnbl (mogrpynnsl) 4B, APM (mogynen B coctaBe APM), moaynen
6e3 APM 1 nog4mHeHHbIX JOMEHOB — none Bradeney 6yaet umeTb 3HaYeHue:
«db *Nmsa_[B*».
AHanornyHo, ecnu rpynna rnofnb3oBartenen obina co3gaHa Ha ypoBHe rpynnbl 06bekTos [1B,
TO:
e Ha ypoBHe rpynnbl [16 none Bradeney 6ynet umeTb 3HadeHue JlokanbHbIU;

e Ha YpOBHe MoZynen 3TOM rpynnbl, Ha KOTOPOM Oblna co3gaHa rpynna
nonb3oBatenen, none Bnadeney 6yoetr wumeTb 3HauveHue  «[pynna
*Yims_epynnbr™s.

Ons npuMeHeHnd N3MEHEHNIN CNucka rpynn nonb3oBaTenemn Ha mMoaynax Heobxoamma CUHXPOHM3aUnA.

B KaTteropumm I'pynnbl Ha Bknagke lNonb3oeamernu AOCTYMHO TOJIbKO!:

co3faHue 1 yaaneHue rpynn (yaaneHne HEBO3MOXHO Ars rPynn Mo YMOMYaHuIo);
penakTMpoBaHWe onMcaHus rpynn (HEBO3MOXHO ANs rpynn No yMOMYaHuio);
M3MeHeHue Tuna rpynmbl.

Ha naHenun ynpaeneHuws B 6noke @unbmpsl NPefyCMOTPEeHa BO3MOXHOCTb unbTpauuy rpynn
nonb3oBaTenen B COOTBETCTBUM C BbIOpaHHbIMM NapameTpamMu 1 MogynsamMu.

MpocMOTp 1 HacTporika NapameTpoB rPynn AOCTYMHbI:

Nno ABOWHOMY LLEMNYKY NEBOW KHOMKOW MbILLIW MO Fpynne B CNWCKE;
npu Bblbope nyHkTa CBOMCTBA M3 KOHTEKCTHOMO MEHIO, BbI3BAHHOMO LLENYKOM MpaBOW KHOMKM
MBILLW Ha rpynne B CMUCKE;

npu BblgeneHun rpynnbl B cnucke M BbiGope nNyHkTa CBOMCTBA Ha naHenuM WHCTPYMEHTOB
Oniepayuu ¢ epyrnnamu.

[Mocne BbLINOMHEHUS OOHOrO U3 3TUX AEWUCTBUI OTKpPbIBAETCS OKHO PedakmupoeaHue rnonel 2pyrnbl

(puc. 97).

O PegaxtupoBanne noneit rpynnel x

Hasganne rpynner Test:

m Onucanue rpynns:

Dallas Lock Linux Agrwnncrpatoper C3M BM Her

Tun yueroi sannen (ana C3K BIY) | Tpynna Windows (Dallas Lock)

Puc. 97. PegaktupoBaHue nonew rpynn



Ha Bknagke Obwue npepgnaraeTcs OCTaBUMTb KOMMeHTapwuin B none OnucaHue epynrbl, 0603HaYUTb,
ABMSOTCA N y4acTHUKU rpynnbl AaMuHuctpatopamn C3UM BWU, u BbiGpaTb TN y4yeTHOW 3anucu
(ana C3U BU).

Ha Bknagke Dallas Lock Linux npeanaraetcs BblbpaTtb 3HaueHue atpmubyta CucmemHas epynna.

CuctemHasa rpynna — 3TO rpynna, KOTOPOW NpucBavMBaeTCHa YHuKanbHbld mnaeHTudumkatop (GUID —
Globally Unique Identifier), uncnoBoe 3HauyeHune koToporo He npeBbiwaeT 100012,

ATpUBYT NpuHUMaEeT 3HadeHus «Ja» n «Hemy. Mo ymonyaHuio 3HayeHne atpubyTta «Hemy.

Bknagka Dallas Lock Linux [ocTynHa TOMNbKO ANs rpynn nonb3oBatenemn, NpUMEHSIIOLLNXCS
Ha mogyne C3U HC[ Dallas Lock Linux (none Tum MoXeT NpuHMMaTh 3HayveHuns «DLL»
nnm «Bcey).

HasHauutb Bce HGO6XOLI,VIMbIe nonuTukn 6es3onacHoCcTU ana rpynnbl MOXHO, pefakTupya noJINTUKU
©6e30nacHOCTU pasnnyHbIX KaTEropun.

BkrtoyeHMe M UCKMYeHMe nonb3oBaTenen U3 rpynn OCYLIECTBRSIETCA B napameTpax
nonb3oBaTtenei Ha Bknaake Criucok epynn.

5.2.4 Co3pnaHue nonb3oBatenen [1b

Cnincok ydeTHbix 3anucen b Ha Bknagke Monb3oBatenu — Monb3oBaTtenu hopMmpyeTcs U3 y4eTHbIX
3anMcen No yMornyaHuio u 3apernctTpuposaHHbix Yepes KoHconb ELLY.

Mo ymonuanuto B ELLY Dallas Lock Bcerga npucyTcTBytoT cnegytowme rnobanbHble y4eTHble 3anucu:

e anonymous — Yy4yeTHas 3anuCb WUCNONb3yeTca [Ofs CETEBbIX BXOO4OB C He3aLULLEHHbIX
KOMMbIOTEPOB;

e aAMMHMUCTPATOpP MO YMOMYAHUK — Yy4YeTHas 3anncb, permcTpupyemasi B npoLecce yCTaHOBKU
ELLY Dallas Lock.

B ELY Dallas Lock Bo3moxHa perncrpaumnsi nonb3oBaTenen criefyoLwmx BMaoB:

1. MobanbHble Nonb3oBaTenu, cosgaHHble cpeacteamu Konconu ELY.

2. [lomeHHble nonb3oBaTenu, co3gaHHble cpeacTBamu cnyxbbl AD (ecnu OB Haxogutca B JIBC
noA ynpasneHneM KOHTpornnepa goMeHa) (cM. «Pernctpaums gomeHHbIX nonb3oBartenen B 16»).

Yucno 3apeructpupoBaHHbIX Mornb3oBaTernen Ha kaxgom APM orpaHudMBaeTcs TONMbKO pasMepoM
€cBOOOAHOro AMCKOBOro MNPOCTPAHCTBA.

[ns co3gaHusa rmobanbHbIX Nnonb3oBaTtenen ¢ nomoLubo KoHconu ELY Heobxoaumo:
1. OTkpbITb BKNagky Mons3oeamenu B KoHconu ELLY.
2. BuibpaTb kaTeroputo Nonb3oBaTenu.

3. Ha naHenu WHCTpyMEeHTOB B onepauusix C nonb3oBaTensMu HaxaTb Cos3paTb unu BbIGpaTb
COOTBETCTBYIOLLUIA MYHKT U3 KOHTEKCTHOFO MEHH0.

4. Ha skpaHe NosiBUTCSA OKHO co3faHusa nonb3oartens (puc. 98).

O Co3aaTe Nnonk3oeaTens = X

WeTounnk: Tum:

c

ma nonesoeatens Tun yueTnoi sanuck ELLY

|I"IEI"I"IE |

Puc. 98. CosgaHue nonb3oBarens

12 Ha AnbT JlnHyke 3HaveHne GUID He npesbiwaeT 500.



5.
6.

B none ncrouyHuk Buibpate BcmpoeHHbIU.

B none Uwms nonb3oeamernsi BBECTU NOrMH (MUMS) perncTpypyemoro nons3osartens. [pu BBoge MMeHu
B CUCTEMe CYLLEeCTBYIOT cneaytowime npasuna:

e MakcumanbHas AnvHa umeHn — 20 CMMBOOB;

* VMS MOXET coaepXxaTb NaTUHCKME CMMBOMbI, CUMBOSIbI KUPUIAWLUbl, uudpbl U crneynansHble
cnmBosbl (KpoMe 3anpeleHHbix OC: "/\[]:|<>+=;,?7 @ *);

e uMeHa OOBLEKTOB [epeBa He YyBCTBUTENbHbl K PErMcTpy CUMBOMOB, 4YTO MO3BOMsSeT
NCnonb30BaTb pasnunyHble PErncTpbl KNaBmaTypbl 6e3 yyeTa ux pasnuumn (User n user sBnsaoTca
O[IMHaKOBbIMW MMEHaMM).

Mpwn Hanuunn B JJomeHe 6e3onacHocTtu lNK, paboTtatowmx nog OC Linux, He pekomeHayeTcs
NCMonb30oBaTh KUPUINIMYECKME CUMBOSMbI B MMEHaxX MNONb3oBaTenei M rpynn B CBs3U
C OTCYTCTBMEM rapaHTumn obecnevyeHns KOppeKTHOM paboThl.

Nms yquHon 3arnmcu cHnTaeTcqa yHnKanbHbIM B paMKax o4HOro [omeHa ©e3onacHoCTH.

lMocne cosgaHua HOBOro nonb3oBaTens M3MeHWUTb ero nms nocpeactsom KoHconu ELYY
HEBO3MOXHO.

Bbl6paTb Tun yqemHoE/ 3arnucu B 3aBUMCMMOCTK OT TOro, Ansa Mop,yne|7| KakKoro tuna npumMmeHaeTca
OaHHaA ydeTHada 3annchb nosib3oBartens.

M3meHuTb Tun yquH0|7| 3annucm MOXHO, UCNonb3yA KHOMKY CMeHUTb TN Ha naHenu MHCTPYMEHTOB
Onepauuu C rnosib3ogamersiamu nnn Bb|6paB JaHHOe OeNCTBUE U3 KOHTEKCTHOIrO MEHIO.

Mpn co3gaHmm y4yeTHoOM 3anucu agmuHuctpatopa KoHconu ELY pekomeHgyetcs
BbICTaBMATb €OMHCTBEHHbIA TUN y4yeTHoW 3anucn — Cucmema, B MHOM Clny4vae yvyeTHasd
3anucb ByaeT akTMBHA U Ha OPYruxX ykasaHHbIX B AaHHOM nMapamMeTpe MOAyNsAX, YTO MOXET
NMPMBECTM K HEKOPPEKTHOMY W3MEHEHMIO €€ MapamMeTpoB MOMb30BATENAMU OaHHbIX
Moaynewn.

Mocne HaxaTns MpPoOAOMKUTBL NOSIBUTCA OKHO ANsi PeAaKTUPOBAaHWS NapamMeTpoB YYETHOW 3anucu
none3osaTtens (cM. «[lapaMeTpbl nonb3oBaTeNemny).

N3meHnTb napamMmeTpbl yquHOVI 3arnnucm MOXHO, UCMNOJIb3yA KHOMKY CBoucTtBa Ha naHenu
MHCTPYMEHTOB Onepauuu C rosib3oeamersiamu nnn Bbl6paB AaHHOe OeNCTBUE U3 KOHTEKCTHOMO MEHIO.

3aBepluatoLieii onepauueit No cosnaHWio YYeTHOM 3anucu nonb3oBaTens SBMASETCA HasHadeHue
napons (cMm. «HasHayeHnve naponsy»). HasHaueHue napons npegnaraeTcs nocne 3anoSIHEHUs BCEX
HeoBX0AUMbIX MapaMeTPOB B OKHE CO3AaHUs YYETHON 3amnmcy U HaxaTusl KHOMK CoXpaHUTb.

YyeTHasa 3anunck OyaeT co3gaHa Ha mogyne nocne cuHxpoxusaumm ¢ ELLY Dallas Lock.

5.2.5MNapameTpbl annapaTtHoro naeHTudukatropa

KaTteropusa AnnapaTHble wuaeHTUdUKaTopbl Ha YypoBHe [Bb cogepXuT CAMCOK —annapaTHbIX
naeHTMdrKkaTopoB, NoakmoYeHHbIX kK OB (puc. 99).

Pa6oyas obnacTtb kateropuy AnnapaTtHble aeHTUdUKaTopbI NpeacTaBnaeT co6ol Tabnumuy ¢ NonsMu:

1.
2,
3.

CepuliHbil HOMepP — COAEPXKNUT MHPOPMALINI0 O CEPUNHOM HOMEpPE naeHTuduKaTopa;
Tun — coaepXXvUT MHAOPMaLUIO O TOM, KaKOW TUM UMeeT AaHHbIN naeHTudukaTop;

CocmosiHue — nokasbiBaeT cTaTyc nogkntodeHus AU B pexume peanbHOro BpemeHu. [onyctumble
3Ha4YeHnA.

o [loOKno4yeHo — 0To6pa>|<aeTc;|, ecnm I/Iﬂ,EHTM(bI/IKaTop NOAKITHOYEH;

e He nodknwyeHo — oTODOpaxaeTcs, ecnu WaeHTUdUKAToOp He MNOoOKMNYEeH, HO Ha3HadeH
nonb30BaTento;
Bnaderney — ykasbiBaeT Ha kakoM ypoBHe pgepeBa ELY Dallas Lock 6bina cosgaHa rpynna

nonb3oBaTenen;



5. YuemHas 3anuck — vMs nonb3oBaTtend, KOTopomy HasHavyeH A. [lonycTumble 3Ha4YeHns:
e ecnu A/ HasHauyeH, To nonb3oBaTento oTobpaxaeTcs Mms nonb3oeamers,
e He onpedeneHo.

6. Criucok epyrnn — Ha3BaHWe rpymnmn, B KOTOPbIE BKIOYEHa y4eTHasa 3anucb Nonb3oBaTens.

Q v o NMonkzoeatenn

5 [lomes GesonacHoct
Mons3osarenn I

Tpynne ] ANnapaTHbie MIEHTMGMKATOPSI [ zabnoknposasiuie nonsaosarenn |

Cepuiinbiii Homep = Tun Cocrossme  Brapenen Yueran sanuce  Cnucok rpynn

{ M HEPACMPELE/NEHHBIE OBbEKThI

| B CETEBbIE YCTPOVICTBA

L YAANEHHBIE OB BHEKTHI
* 3 Moaymm
v DL8.O

+ @ wio-Di8

Puc. 99. Cnucok annapaTHbIX MAEHTUUKATOPOB

Mo yMonuyaHuio MOAKMOYEHHbIE anmnapaTtHble WAEHTUUKATOPbl OTOOpPaXaloTCs BblLLE
B CNWCKE, YEM HE MOAKIIHOYEHHbIE.

[ns npyuMeHeHns naMeHeHn annapaTHoro naeHTnudukaTopa Ha Mogynsax Heobxoguma CUHXPOHU3aLmS.
B kateropun AnnapatHble ngeHTudukaTopbl Ha Bkragke 1onb308amersiu [OCTYMHO TOMbKO:

e HasHauntb / CHATb Ha3HayeHue;

e dopmaTupoBaThb;

e CoxpaHuTb OTYeT;

e CwmeHuTb PIN-kop;

o [lepentn K y4eTHOWM 3anucu.
Ha naHenu ynpasneHus B 6noke Q@usibmpbi NpegycMOTpeHa BO3MOXHOCTb (hunbTpaumm annapatHbIX
MOEHTUNKATOPOB B COOTBETCTBUM C BblIOpaHHbIMM NapaMeTpamMu 1 KaTeropusimu.
MpocMOoTp 1 HacTporka NapameTpoB annapaTHOro naeHTudukaTopa AOCTYMNHbI:

e [0 ABOWHOMY LLIENYKY SIEBOM KHOMKOW MbIwn no AU B crivcke;
e npwu BblIbope nyHkTa CBOMCTBA M3 KOHTEKCTHOIO MEHIO, BbI3BAHHOIO LLENYKOM MPaBOW KHOMKM
MbILLW Ha rpynne B crucke.

5.2.6 HasHauyeHMe annapaTHoro naeHTudnkarTopa

lMepen HasHaveHvem annapaTHOro uaeHTUdUKaTopa pekoMeHOyeTCcs ycTaHaBnuBaTb [ApaunBepbl,
noctaensieMble B KOMMNMEKTE C MAEHTU(PUKATOPOM, UMM cKayaTb MX C cauTa npousBoauTens. Takke
pekomeHayeTca opmaTtuposatb AW neped ero HasHavyeHWem Monb3oBaTento, Kak npu HOBOM
Ha3Ha4YeHun, Tak U Npu n3MeHeHun cnocoba 3anuncu B namsaTb AU Anst TOro e nonb3oBaTtens.

PaboTta annapaTtHbiX ugeHTucrkaTopoB 4vepe3 nogkmoyeHne Tuna shared k KY ELY
B BUpTyanbHbix MawwmHax VMWare Workstation He rapaHtupyetca. Heobxoaumo
ncnonb3oBaTb 06bIYHOE nogkntoveHne unu KY ELLY 3anyckatb ¢ nokanbHbix APM.

[nst Ha3Ha4YeHUs annapaTHOro naeHTUdmMKaTopa nonb3oBaTento HeobXxoanUMo:

1. OTkpbITb OKHO PepgakTupoBaHue noren nonb3oBaTens.

2. BuiGpaTb Bknagky Obuwue.

3. [Baxabl WEerKHYTb JIEBON KHOMKOW MbilIW MO napameTpy AnnapaTHbIn uaeHTudukaTop.
4. OTkpoeTcsa okHo HaszHauyeHue annapatHoro uaeHtudukatopa (puc. 100).



D HazHa4eHue annapaTHOro MAEHTHMgMEATOpa NoAL3oBaTents "admin” X

MpestaeneHHbE MAEHTHGHEATOpEL i} MogknroqnTeca K yaaneqHomy APM

Maenmidikatap: Ann.uaeHTHUEaTOP HE BRIBpaH
Tian:

CepuiiHeli Homep:

heTka

MonksosaTent:

D Mapone *paHUTEa B WgeHTUgMKATOpE B Mapone sawgawes PIMN kogom

HazHadeHue AETOPMZALUMOHHEIX AaHHBLX AeicTEMa © M,\’J,EHTl'IqJVIKaTDpDM

MprmeruTa OTmena

Puc. 100. OkHo Ha3Ha4YeHUs annapaTHoro naeHTudukaropa

5. MNpegobsBuTb annapaTHbii  MOeHTUdUKATOP, BCTaBMB e€ero B cooTtBeTcTBylowmin  USB-nopt
W MPUKOCHYBLLMUCb K CYATBLIBATENO (B 3aBMCMMOCTM OT TUMNa uaeHTudumkaTopa).

6. B ctpoke coctosHus [lpedbseneHHble udeHmugukamopsl OyaeT yKasaHO  KONMYecTBO
NpeabsBreHHbIX B AaHHbI MOMEHT WAEHTUMMKATOPOB, a B CMUCKE BbINAAAMWEro MEHH
UNdeHmucbukamop NosIBATCH UX HAVMEHOBaHWUS.

7. BbibpaTb HeobxoaMMbIN MAEHTUGUKATOP U3 CNnNCKa.
8. Janee B nonsax ¢ napameTtpamy AU nosBsaTca: TN, CEPUNHBLIA HOMEP, U ANs HEKOTOPbIX BUOOB

NMOEHTUUKATOPOB CTaHYT AOCTYMNHbI AONONHUTENbHbIE YHKUMKU (puc. 101). KHonka nossonset

OTKPbITb OKHO C MHbOpMaLmen o0 napaMmeTpax BbIbpaHHOro ngeHTudukaTopa.

D HasHa4eHne annapatHoro WAEHTMGNKATOpa NoNb30EATEND "user” X

MpesbaeneHHbIe MaeHTUDMKATOpEL 1 MoaknrounTsca k yaanestsomy APM
F— o

Tun: Rutoken
CepuitHeid Homep: 40DBT352
MeTka: Rutoken
Monbsoeatent:
D Mapone xpaHuTca B naeHTMdUKaTOpE D Mapone zawmwen PIN kogom
HasHaueHne aBTOPU3aLMOHHBIX A3HHBIX JeiicTena ¢ ngeHTuduKaTopom

m OT'\"EHH

Puc. 101. MNapameTpbl Ha3Ha4YeHHOro naeHTudUKaTopa

9. [Ina HasHa4yeHMs nonb3oBaTento Bbl6paHHOFO annapartHoro I/IﬂeHTVI(*)I/IKaTopa HeobxoaMmMo
HaXaTb anMEHMTb n ganee COXpaHMTb.



Mocne Ha3HaueHus AW yueTHon 3anucu (ons Bxoga B OC Ha Mogynsix unu Ans NOAKMYEHNs: K cepBepy
ELY Dallas Lock), nomMmo BBOAa aBTOPM3ALMOHHOW WHGOPMauuK, noTpebyeTca npeabsiBUTb
Ha3HaYeHHbIN annapaTHbIA naeHTUduKaTop.

Ecnnm annmapaTHbil MaeHTUGVMKATOpP He MNOAAEPKMBAETCS Ha MOAyNsX rMornb3oBaTerns,
L TO NporpaMmMa BbIBOAUT COOTBETCTBYIOLLEE NpedynpexaeHue.

an NpUCBOEHUN nosib3oBaTesilo Ha3Ha4YeHHOro annapaTtHoro MﬂeHTM(bMKaTOpa ELlY
L BblBE4eT coobLieHne c npeagnoxeHnem o rnepeHasHavyeHnn M,El,eHTMCbI/IKaTopa 3TOMY
Nnornb30BaTertio.

Mpun nameHeHun napameTpos goctyna AU n cuHxpoxusauum yepes ELLY Ha C3U HC Dallas
Lock Linux BbinonHsieTca cbpoc «Ttuna poctyna» AW po 3Havenus ELY: UCC
l- ans rpaduyeckon obonovkn u SET FROM UCC ansi KOHCOMbHOM.

Mpn nocneaytowen asTopusaumn nons3opatens B Linux B C3U HCL Dallas Lock Linux
npuceavBaeTCcs COOTBETCTBYOLUIN TUMN AoCTyna, 4To u Ha ELLY.

HasHauyeHune aBTOPU3ALUMNOHHbIX AaHHbIX

3anucaTtb B namATb annapaTHOro naeHTudukaTopa aBTopm3aUmMOHHbIE AaHHbIE (MOMMH U Naporb) y4ETHOW
3anvcum nonb3oBaTens, KOTOPOMY OH Ha3HavaeTcs, MOXHO TpemMsi cnocobamu:

1. 3anucaTb B namsATb MaeHTUdUKaTOpa S102UH U Naposib NOMb30BaTEeNs, U XpaHeHe AaHHbIX 3auumuma
PIN-kodom.

[nsi aToro Heo6xo4UMO BbIMONHUTL CriegytoLlee:
e BblOpaTb B BbiNagawoLwemM Cnmcke HeobXxoaMMbI UAEHTUAUKATOP;

e oTMeTuTb donarom none [llaponb xpaHumcs 8 udeHmudpukamope. MNMone [Mapons 3awuuweH
PIN-kodom BbligenuTca aBToMaTudecku. [lanee HaxaTb KHOMNKy 3anucatb (puc. 102);

O HasHa4eHne annapaTtHoro MAeHTMGUKATOpa NONL30BATEND "user” x

MpegsaBneHHbIE MAEHTUdMKATOPBI 1 Mogkntountbea k yranenHomy APM
SRS o
Tan: Rutoken
Cepuiieni HoMep: 40DB7352
MeTka: Rutoken
Monesoearens:

Mapone xpaHnTca B naeHTndukatope Mapone sawmuwien PIN kogom
HazHaueHne aETOpNIaLMOHHBIX JaHHBIX JeiicTena © ngeHTudukatTopom

Puc. 102. 3anucb aBTOpM3aLMOHHOM MHOPMaLMK B uaeHTUdmkaTop

e B nosiBuBlIEeMCA oOkHe BBecTu PIN-kog wvaeHTuUdukaTtopa W naponb nonb3oBaTens
¢ nogreepxgeHuem (puc. 103), HaxaTb NMpUMeHNTD;



O Beoa gaHHBIX 4n8 WAEHTHGUKATOPA *

PIN-00 WAEHTUDMKATOPE ||

Mapons nons3oeaTens

MoATEEHAEHWE NAPONA

Puc. 103. BBog gononHuTtenbHOM MHdopmaumm

e B OKHE NMapaMeTpoB Y4YEeTHOW 3anncy cucTemMsbl 3allmTbl HaxaTb MpumeHuTb 1 OK.
Mocne aToro B NamsATb AAHHOMO UAeHTUdMKaTopa ByaeT nponucaH NorvH 1 Naponb y4eTHoW 3anucu
nonb3oBaTtens, npudyemM napons 6yaeT 3awmiieH PIN-kogom camoro ngeHtudgukaTopa.
Tenepb ana Bxoga B OC, nocne npenbsABreHUs WaeHTUdMKaTopa, MNomnb3oBaTento HeobxoaumMo
3anonHWTL Tonbko none BBoga PIN-koga (MorMH M naponb  cuMTaloTcs  aBTOMaTUYECKM,
Ans cunTbiBaHUS napons notpebyetcs Beog PIN-koga).

2. 3anncatb B NnaMsaTb MaeHTUdUKaTOpa SOrMH U Naposib y4EeTHOM 3anucu.
[nga aToro HeobxoaAMMO BbINONHUTL CneaytoLlee:

e cHATb conar gns nonsa Mapone 3awuweH PIN-kodow;

e 3anucaTtb aBTOPM3aLMOHHbIE AaHHbIE (KHOMNKa 3anucaTthb).
B atom cnyyae naponb y4eTHOW 3anucu B MAEHTUUKATOpEe — HesallWleH, U cucTtema BblgacT
npegynpexagexHuve.
Takum obpasom, ans Bxoga B OC nonb3oBaTento CTaHET AOCTATOYHbIM TOMbKO MpeabsBrieHue
naeHTudumkaropa (MorvH 1 Naposib CYUTAKTCA aBTOMAaTUYECKH).

3. 3anucatb B namsaTb I/I,El,eHTVI(bI/IKaTOpa TOJNbKO NOrnH yquH0|7| 3annmcun nonb3oBaTesnA.

Ins atoro He TpebyeTcs BblaeneHve noreil xpaHeHusi naponei. [JocTaToyHO HaxkaTb 3anucarhb.
Cuctema notpebyeT BBecTM [JononHuTenbHO Tonbko PIN-kog nonbsoBaTtenss  gaHHOro
naeHtTudMkaTopa.

I'IpM Bxoge B OC nocne npenbaBlieHUA M,El,eHTVI(bVIKaTOpa y4yeTHada 3anncb 6yp,eT OQHO3HAa4YHO
l/I,D,eHTI/I(*)VILI,I/IpOBaHa C JIOTMHOM OaHHOIo KOHKpETHOro nosnb3oBaTtenid, oCTtalibHble aBTOPU3aUNOHHbIE
nons nonb3oBaTtento Heobxoanmo 6yp,eT BBECTN CaMOCTOATEJIbHO.

Ona Toro, 4YTOObI yAanntb aBTOPU3AUMOHHYHO VIH(*)OpMaLI,I/HO N3 namMdaTun Vlﬂ,eHTVICbI/IKaTOpa, HY>XHO
BOCNOJIb30BaTbCA OAHUM U3 CrefyrLunx cnocoboB:

e HaxaTb OYMCTUTBb B Norie HasHaYeHNs aBTOPU3aLNOHHBLIX AaHHbIX;

e oOTdopmaTMpoBaTb UOEHTUUKATOP METOAOM, OnucaHHbIM B NyHKTe «[leiicTBua €
naeHTudurkaTopomy». B aToM cnyyae noMMMo yaaneHusi CUCTEMON 3alLnTbl aBTOPU3aLNOHHBIX
OaHHbIX 13 NamMATU ngeHTndmrkaTtopa agMMHUCTpaTopy 6e30nacHOCTM HeoBXO0ANMO M3MEHUTb
PIN-koabl naeHTudukaTopa.

ABTOpI/I3aLJ,I/IF| C 3anncaHHbiIMX OaHHbIMW BO3MOXHa Mpun BXode B OC nocne BK4YeHUs KoMnbloTEpPA,
a TakKkxke npu pa36ﬂ0KI/|DOBKe KOMMNbOTEPA N TEPMUHAINTBHOM NOAKITHOYEHNN.

HenctBna c nuaeHTUPMKaTopom

Ona paboTbl C HEKOTOpbIMM annapaTtHbiMKU naeHTUdMKaTopaMn HeobOXOAMMbl UX aBTOPU3ALNOHHLIE
PIN-koabl: PIN-kog agmuHuctpatopa n PIN-kog nonb3oBaTtensi, KOTOpble yXXe YCTaHOBMNEHbl B NaMsaTu
caMnx UOEHTUPUKATOPOB NO YMOMN4YaHUIO (Tak HasblBaeMble «3aBOACKME HacTponku»). WHdopmaumio
0 HUX MOXHO MOMNy4MTb M3 JOKYMEHTaLUW, NOCTaBMsiEMOW BMECTe C annapaTtHbiMU uaeHTudmkaTopamm
1 gpaniBepamu.



Ona obecneyeHna Tpebyemoro ypoBHA 6e3onacHoctM PIN-kogbl no  ymonyaHuio
ONs annapaTtHbIX WOEHTUUKATOPOB CreayeT U3MEHUTD.

M3meHnTb naponb annapaTHOro MAeHTUMUKATOpa MOXHO C MOMOLLLIO YTUNUTBLI ANA uaeHTudukaTtopa
(ckavaTb C canTa npousBoauTeEnsd), MO0 MCMOMb3ys OKHO MapamMeTpoB HA3HAYEHHOrO MONb30BATENHO
noeHTndpukatopa (puc. 101). ins atoro B none Jeticmeusi ¢ udeHmughukamopom Heobxoanmo BblOpaTb
kHorky CmeHa PIN-koga nnu kHonky ®opmaTtupoBaTth.

Mo HaxaTtuio kHomkn CmeHa PIN-kopa OTKpOeTCsi OKHO, B KOTOPOM HeOoBXoaAMMO BBECTU 3HaYeHwust
PIN-koga nonb3oBaTensi: crtapoe (TeKylee) 3HavyeHwe, HOBOE 3HA4yeHWe M MOBTOP HOBOMO 3HA4YeHwus.
JononHuTtenbHble KHOMKW psSAoOM C MONSIMU BBOAA MO3BOMSAT U3MEHWTb CKPbITbIE CMMBOJSbI Ha SIBHbIE,
nosTop BBoAa PIN-koga B aToM crnyvae He notpedyetcs (puc. 104).

O Beog PIN kopa ot
CTapeii PIN | | 5
HoBeIA PIM | | 5

MosTop PIM kKoga | |

Puc. 104. OkHo cmeHbI PIN-kopa

Ons dopmatupoBaHMs annapatHOro uaeHTudukaTopa Haxatb dopmaTupoBaTb OTKPOETCA
OKHO (puc. 105), B KOTOPOM HEOBXOAMMO 3aMONHUTL CriefytoLwme nons:
o Tekywul PIN-k0d admuHucmpamopa AaHHOro annapaTtHOro naeHTudgukatopa, Heobxoanmblni
Ans neransHoro hopMaTupoBaHusa ngeHtudurkaropa.
BBecTu HOBble AaHHbIE:

o  Memka — nioboe HanmeHoBaHMe.
e Hoenlili PIN-k00 agMUHMCTpaTopa 1 NoBTOP.
e Hoenili PIN-k00 nonb3oBaTens 1 NoBTop.

Ecnu gBa paHHbix PIN-koga coBnagatot, To donar B none PIN-k0d adOmuHucmpamopa u rionb3o08amerns
cosnadarom no3sonut BeecTn PIN-kog Tonbko B 04HO none.

MapameTtpbl cumBonoB PIN-koga ons voeHTudukaTopa (Hanuuue umdp, 6ykB u gpyrue)
ONpeaensaTCa HAaCTPONKOM NapameTpoB B YTUIMTE COOTBETCTBYIOLLErO uaeHTMdukaTopa.
Mpexge 4Yem wu3amMeHATb PIN-kogbl wugeHTUdMKaTopa, cnegyetr HaCcTpPoUTb [daHHble
napameTpbl B yTUNuTe (Mo YMOMYaHWIO 8bIKITHOYEHDI).



U DopmaTpoBaHKE aNNapaTHOrD MAEHTUGUKATOpa X

Tekywmii PIN-koa agmuHncTpatopa

Hoekle gaHHEbIE

Merka
PIN-koa agMuHKcTpaTopa PIM-koa nons3oeatens
PIM-kog PIN-kog
Moetop PIN-koaa Moetop PIN-koaa

D PIN-koa agMHUHNUCTRATOpA M NONB30BATENA COBNALAHIT

Puc. 105. OkHo chopmaTupoBaHusa naeHTudmukaTropa

[ns annapaTtHbIX ngeHTudgmrkaTopos PyTokeH:

1) PopmatvmpoBaTb MAEHTUMUKATOP HYXHO B yTunuTe npoussogutens (MNaHenb
ynpaBneHus PyTokeH).

2) Ecnun Ha PytokeH paHee 6binn 3anucaHbl kakve-nnbo AaHHble Ans annapaTHoW
ayTeHTMduMKauum, nepeg TeM Kak 3anucaTtb Ha AWM ayTeHTUMKaunoHHY0
uHdopmaumio B KY ELLY, Heobxoanmo npomssectu hopmatmpoBaHue gaHHoro AU
B YTUIMTE NPON3BOANTENS.

CHATMe annapaTHou naeHTudpmukaumm

Ons Toro, 4yTobbl CHATL Ha3HadYeHue annapaTHOro MaeHTudUukaTopa OIS YYETHOM 3anucu OTAENbHOro
nonb3oBaTtensi, HEOOXOAMMO B OKHE MapameTpoB y4yeTHOW 3anucu B none MoeHmuguxkamop (puc. 101)
BblOpaTh 3HavYeHne AnnapamHsil udeHmugukamop He Ha3HaqyeH, HaxaTb NpumeHnTb 1 OK.

Cam ngeHTuduKaTOp ANS NOCneayLwero NpMMeHeHNs peKkoOMeHAYeTCs OYUCTUTb OT aBTOPU3ALMOHHbBIX
AaHHbIX, ecnn OHM ObiNnM  Ha3HayeHwbl (cM. «HasHayeHwe aBTOPM3AUMOHHBLIX  AaHHbLIXY»),
unu otpopmartmposaTsb.

5.2.7 YpaneHHasn peructpauua annapaTtHbiX naeHTucpukaTopon

B ELY peanusoBaHa BO3MOXHOCTb YyOarieHHOW perncrpaumm annapaTHbiX WOAeHTUUKaToOpoB
ans mogynen C3WU Dallas Lock 8.0 n C3U HC[O Dallas Lock Linux. [JaHHas @yHKLMOHanbHas
BO3MOXHOCTb MOfie3Ha B pacnpefernieHHbIX CeTsX, Korga HeT BO3MOXHOCTU (hU3MYECKU NpuBesTu
annapaTtHbIv ugeHTudukaTop k TC, Ha KOTOPOM pacnonoxeHa koHconb ELLY.



[nsa Toro, yTo6bI NOAKMIOUNTLCA K yaaneHHomy APM, Heob6xoanmo:

1. HaxaTb kHonky MogknounTbes K yaaneHHomy APM (puc. 106).

O Hasnauenme annapatiero naentudnkartopa nonssosatento "secServer” *

I il |

MpegbABNEHHBIE MAEHTUNKATO LI 0 1 MNogkntounTecs K yaanennomy APM I
|

Waertudukatop: Ann.ngenTndukartop He BuiGpan !

Tum:

CepuiiHelii Homep:

Metka:
Monezoeatens:

D Mapone xpaHKToR B ASHTUGMKATOpE D Mapone sawmed PIN kogom
HazHaueHne aETOPMIALMOHHBIX JAHHBIX JeficTBnA ¢ geHTUdUKATOpOM

m OTNIEHH

Puc. 106. OkHO Ha3Ha4YeHUsA annapaTHOro naeHTudukaTopa

2. Tlocne HaxaTus Ha kHornky MogknounTbeA K yaaneHHoMy APM oTkpbiBaeTcst OKHO, oTobpaatoLee
hepeBo goMeHa ©OesonacHocTu. B Hem HyxHO BbibpaTb APM, k koTopomy OyaeT npou3BeneHo
noakmntoveHune. NMonck MOXHO OCYLLECTBNATbL BPYYHYHO MO0 BOCMOMb30BaTbCS MOMCKOBOW CTPOKON
BBepXy okHa (puc. 107).

O BeiGop APM, k koTopony ByAET NPOWZBEAEHD NOAKIHYEHNE X
BuiGop APM, c KoToporo Hy>XHO 3anNpocHUTb ann.uaeHTUGHUKaTOpbI

BufepuTe B gepese gomeHa APM, K KoTopaomy NogkaoqeH TpeByemelil annapaTHEIi MaeHTMdUKaTop

Mownck...

7 Nlomen BesonacHocTh
HEPACMPEAENEHHBIE OBBEKTHI

™ DESKTOP-1BGEAPZ

MogrnoYnTECA OTtmeHa

Puc. 107. OkHO noaknto4eHus, yaaneHHoro APM

3. Tocne nogkniodeHus k yganeHHomy APM OTKpoeTCca OKHO, Mmelollee BWA aHaNoOrmyHbIi OKHY
NoKanbHOro HasHa4YeHus annapaTHoro wuaeHTudukaTopa. B okHe oToOpaxaeTcsi KONMYecTBO



NOAKIMOYEHHbIX K yaaneHHoMy APM annapaTtHbIX naeHTudgukatopos, a Takke umsa APM, k koTopomy
ObIf10 BbINONTHEHO NoakntoyeHne (puc. 108).

O HazHaueHne annapaTHoro MAEHTUGMKATOPE NoMB30EATENN "secserver” X

MpeseAENEHHBIE MAEHTURNKATO DB 1 OTkntounTecs o7 yaanentoro APM

APM «DESKTOP-1BGEAP2»

P T
Tur: Rutoken
CepuitHelid Homep: 40DET352
MeTia: Rutoken
Moneszoeatens:
D Mapone xpaHuTcA B naeHTMgNKaTope D Mapone saupen PIN kogom

HazHaueHune AETOPUZaUMOHHBI AaHHBIX ,ﬂEﬁCTEMR C HAEHTMC‘JHKETDFIDM

Pwuc. 108. OkHO noaknto4yeHus, yaaneHHoro APM

BoamoxHa pernctpaumsa Ttonbko Tex AW, koTopble yaoBneTBopstoT nonutukam Hactpoek AW Ha APM,
TO eCTb OOIMKHbI OblTb BKIMOYEHbI COOTBETCTBYHOLME cuuTbiBaTENU. [MOMMMO 3TOro, HE AOMMKHO ObITb
npoTusopeyunn ¢ Hactporkamu goctyna C3U HC[ Dallas Lock.

I'IpM HeobXxoOMMOCTU BHECTUM M3MEHEHUs Ha yﬂaﬂeHHblVl al'll'lapaTHbIVI VID,eHTVI(bI/IKaTOp,
KOTOprVI yxXe OblNT Ha3Ha4YeH Monb3oBaTerto, TpeGyeTCﬂ 3aHOBO YCTaHOBUTb CcoeaunHeHune
C 3TUM annapaTHbIM VI,D,eHTI/I(bVIKaTopOM.

5.2.8 YpaneHue nonb3oBartenen A1b

CnepgyeT BHMMaTENbHO OTHOCMTLCA K yaaneHuio nons3osatener B 6. Ecnv Ha kakoM-nmbo
n3 ypoBHen [domeHa 6Ge30macHOCTU He OCTaHEeTCA HWM OAHOro Monb3oBaTens C ponbko
AdmuHucmpamop (cm. «PoneBas mMogens ydeTHbix 3anucen [OB»), 4OCTyn K HacTpovkam

Ha 3TOM YpOBHe OydeT orpaHMYeH OO MOMEHTa MOSBMEHWs Nob30BaTenNsi ¢ 4OCTaTOYHbIM
HabopoM NpUBUMETUN.

Ons yoaneHus none3oBatens n3 JomeHa 6e30mMacHOCTU BHE 3aBUCUMOCTM OT TOrO, KaKUMu cpeactsaMmu
OH CO3[aH WUnu 3aperncTpupoBaH B camom [B, Heo6xoaMMo BbIOENUTL €ro MMs B CMUCKE Ha YpPOBHE
Bnadernbya, HaxaTtb KHOMKY YaanuTb unv BelopaTe COOTBETCTBYHOLLEE AENCTBME U3 KOHTEKCTHOTO MEHIO.
Y4yeTHas 3anvcb byaeTt yaaneHa ¢ mogyrnen nocne cuHxpoHm3auum ¢ ELLY Dallas Lock.

5.2.9 HasHauyeHue napons

[ns HasHa4yeHus napons nonb3oBaTentd HeOOXOAMMO BbIAENUTb €r0 UMS B CMUCKE W HaXaTb KHOMKY
3apatb naponb. MosBUTCA OKHO, rae TpebyeTca BBECTW HOBLIN Naponb v noaTBepauTb ero (puc. 109).



D ¥cTaHoEMTE Napone ana Test >

Hoewll napone:

MogTeepxaeHne napona:

CoxpaHuTb Ctmena

Puc. 109. Popma BBoaa napons

Mpw BBOAE Naponst HEO6X0AMMO PYKOBOACTBOBATLCH CreayloLWuMn NpaBunamu:

e MakcuMMmanbHas gnuHa napons coctasnset 31 cumBson;

e naponb MOXeT coaepxaTb NaTUHCKME CUMBOISIbl, CUMBOMbI KMPUNNULbI, UMMPbLl 1 cneunanbHble
CYMBONbI;

e CIOXHOCTb Mnapons (Hanmuyve OnpedeneHHbIX CUMBOMOB, ANMHA, CPOK AENCTBMS U npoyune)
perynupyeTcsa crneuuanbHbIMU MONUTMKaMK, KOTOPble YCTaHaBNMBAKOTCA aAMUMHUCTPATOPOM
(cm. «HacTpolika nonunTuk naponem»).

Mocne BBOAA HOBOMO NApOMA BO3HUKHET AoMOnHMTenbHas kHonka * . Ukonka “* u3aMeHMT ckpbiTbie
CMMBOIbI Ha SiBHble. [oaTBepXaeHne napons B 3TOM criyyae He noTpebyeTcs n cooTBETCTBYOLLEE None
OyaeT cKkpbITO.

Mpu 3agaHun napons rnobanbHon yyeTHonm 3anucu OB Heobxogmmo, 4TOBblI Maponb COOTBETCTBOBAN
naponbeHbIM nonutukam 6GesonacHoctn OC Windows Ha mopgynsax. Ecnm TpeboBaHue He Oyger
cobntogeHo, TOo BO3HWMKHET owwubka «Onepauyuss 3abnokuposaHa OC Windows» B npouecce
CVMHXPOHM3aUUn y4eTHbIX 3anucen. N3-3a gaHHon owmnbkn MoxeT HabnogaTbcsa cneayollee:

e npobrema cosnaHns y4eTHOM 3anncy ¢ He4OCTaTOMHO CMOXKHBIM Maponem;
e npobrema CUHXPOHM3aLUM Naponsi y4EeTHOW 3anucu, ecrv nofb3oBaTtesb Obin cCo3haH paHee.

Bo wm3bexaHne oOwWWOKM CUHXPOHM3ALUWN YYETHbIX 3anucen, PeKOMeHOyeTCs OTKMIYUTb NaposibHble
nonutukn OC Windows. [laHHas dyHKLMOHanbHas BO3MOXHOCTb peanu3oBaHa B C3U Dallas Lock 8.0
He3aBuncumo oT mexaHnsmos OC.

5.210 Peruncrtpauusa oOMeHHbIX nonb3oBateneu B [1b

O4yeHb 4acToO KOMMbIOTEPLlI C YCTAHOBMEHHOMW CUCTEMOMW 3awuTbl OObEAWHEHbl B JOKamnbHYK CeTb,
PU3NYECKYID N FOTMYECKYIO CTPYKTYPY KOTOPOW OObeauHAeT cnyxObl kaTanoroB. OTO Mo3BonseT
LleHTpann3oBaHHO afMWHUCTPUPOBATL BCE pecypchl, BKITlOYas nons3osartenen, dannel, nepupepuinHsie
YyCTPOWCTBa, OOCTyn K crnyxbam, ceTeBbiM pecypcam, Beb-ysnam, 6aszam gaHHbiXx 1M npoumve. [pynna
KOMMbIOTEPOB, COBMECTHO MCMOMNb3yHoLLMX 06LLyto 6a3dy gaHHbIX KaTanora, obpasyeT JOMEH.

Takum obpasom, C y4eTHbIMM 3annCsMK MONb30OBaTENen, Co3A4aHHbIMU B AOMEHE, MOXHO MPOBOAUTH
onepauun Ha pabounx CTaHUMSX, 3aperMCTPpUPOBaHHbLIX B 3TOM JOMEHE, U B TOM YMCIEe perncTpupoBatb
B ELlY Dallas Lock.

[ns 6e30Wwmbo4YHON paboThl perncTpauum goMeHHbIX y4eTHbIX 3anucen B ELLY Dallas Lock,
yctaHoBneHHom B OC cemenctBa Linux, Heobxogmmo Ha DNS-cepBepax, K KOTOpbIM
obpawaercas APM c ELY Dallas Lock, koppekTHO HacTpouTb 06paTHyk 30HYy (TO ecTb
OOImKHa MpucyTcTBOBaTb ObpaTHas 30Ha, copepxalwias PTR-3anucu Bcex KOHTPOMMepoB
AD).

Ons npoBepku aaHHoro TpeboBaHus AUB HyxHO Ha APM ¢ ELY Dallas Lock BbinonHuTb
crnegyLine KomaHabl:

e nslookup <umsi_OomeHa> — ybeguTbcs, YTO BbiBOaUTCH |IP-agpec;

e nslookup <nony4yeHHbili IP-adpec> — ybepguTbCs, YTO BbIBOOAUTCS KOPPEKTHOE
FQDN-nmsa koHTponnepa AD.



Mpun pernctpaumm B ELLY Dallas Lock OOMEHHbIX yYeTHbIX 3anMceri Heobxoaumo, YTobbl

Bpemsi cepBepa ELIY Dallas Lock 6bino CMHXpOHW3MPOBaAHO C BPEMEHEM KOHTpornepa
AoMeHa.

Ons pernctpaumm B [JomeHe GesonacHoctn ELLY Dallas Lock gomMeHHbIX nonb3oBaTenen B Ka4yecTtBe
rnobarnbHbIX HEOBXOANMO BbINONHUTL CReaytoLLlee:

1. Y6eantbes, yto [omeH GeszonacHoctn ELLY Dallas Lock npuHagnexut gomeHy (cM. «MeHemkep
OOMEHOBY).

2. |_|OJ'Iy‘-IVITb CNNCOK OMEHHbIX Nornb3oBaTenen. [nsa atoro npwn co3gaHnn Nnonb3oBaTesid B Bbllagarolem

cnvicke nonsi )cmoyHuUK Heo6xoanMmo BblbpaTb UMsi JOMEHa M HaxaTb KHOTMKY noucka Q (puc. 110).
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®mpp xmpp

xmpptest narre i, snarne

Puc. 110. 3anonHeHue y4eTHON 3anucu nonb3oBaTens

I'Ile perncrpaunn OOMEHHOM yquH017| 3anucu HeobxoaMMo HaxaTb Ha KHOMMKY O6HOBUTbL

c

anga BBoAda aBTOPU3aLUMOHHbLIX AAHHbIX, Aanee Bbl6paTb B none YICmMoYyHUK UMs AoMeHa
N Npon3BeCTn MNOUCK YYETHbIX 3anucen Bbl6paHHOFO AOOMeHa.

Ona  nonydeHuss cnucka Y4YeTHbIX 3anucerr [OOMeHa HeobXoOuMO  OOMONTHUTENbHO  BBECTU
aBTOpM3aLMOHHbIe JaHHble agMUHUCTPaTopa AOMEeHa B NosiBMBLLEMCS OkHe (puc. 111).

D BB0A AaHHBIX 4NA NOAKAKIYEHMA K A0 MEHY — *
Homen gna nogentodeHaa BB w

A nonesoeatens

Mapone

Puc. 111. ABTopu3aLMoHHble AaHHble agMUHUCTpaTopa aomeHa AD

3. Bbl6paTb YYETHYIO 3annCb MoJ1b30OBaTeIA N HaXaTb I'Ipo.qon)KMTb. MoXHO BbIAENUTb HECKOSLKO
YYETHbIX 3anucen, numetowmxcs B OC, n 3aperncrtpupoBaTtb X OAHOBPEMEHHO.



B 16 aBTOMaTmnyeckn chopmMmpyeTcs yyeTHas 3anucb nosib3oBaTesnis ¢ TeM XXe UMeHeM AoMeHa, FIOTMHOM
MU naponemM. Y4YeTHasi 3anvcb MONb30BAaTENsA B CMNWCKE YYEeTHbIX 3anucen OyaeT MMeTb BuUA «UMS
domeHa/uMsi os1b308amerssi».

Mpn pernctpaumm B ELLY Dallas Lock p[oMeHHble y4yeTHble 3anucu [obaBnsaoTcs
BbIKIMOYEHHBIMW.

Mmerowmxca AoMeHHbIX nonb3oBaTenen MoXHO 3apernctpuposaTb B ELY Dallas Lock, HO nx Henb3s
co3paTb cpeacteammn KoHconn ELLY. Ecnn Hy)XeH HOBbIM JOMEHHbI NOoSib30BaTeNb, €ro NpuaeTcs co3gatb
CpeAcTBaMn aaMUHUCTPUPOBAHUS Ha KOHTPOJEpe AOMEHA U TOSMbKO MOCNEe 3TOro 3aperMcTpupoBaTth
B ELlY Dallas Lock.

Cnncok gOMeHHbIX nonb3oBaTenen un rpynn kawmpyetcsa KoHconbio ELLY B cBoen namsitu. MoaTtomy, ecnm
HOBbIV MOMb30BaTeNb CO34aH Ha KOHTPOMNnepe AOMEeHa, OH MOXeT nosiBuTbcs B cnvcke KoHconm ELYY

c .

He cpa3y. Heobxoaumo oGHOBUTL CMIMCOK C MOMOLLIbIO KHOMKM OBGHOBUTBL

lMpouecc nomy4yeHus cnmMcka OOMEHHbIX Monb3oBaTene MOXeT ObiTb [OCTAaTOYHO
anutenbHbiM. Bo Bpemsi 3Toro npouecca BO3MOXHO MOSIBIIEHWE [OManoroBoro OKHa
C Npocb0boW BBECTU MOEHTUDMKALMOHHYIO MHCpOpMaLMIO agMUHUCTpaTopa.

C 3apeructpupoBaHHbiMu B ELLY Dallas Lock goMeHHbIMKM Monb3oBaTensiMyM MOXHO MPoOBOANUTL Ntobble
onepauum No peanusauum nonuTuK 6e30nacHoCcTM, O4HAKO Hemnb3s MEeHATb naponb cpeactsamu ELLYY
Dallas Lock. [Npu nonbiTke nameHnTb naponb 6yaeTt BbiBe4EHO NpeaynpexaeHne.

AnnapaTtHbll MAEHTUMUKATOP MOXET OblTb Ha3Ha4yeH TONbKO Ans OTAENbHO B3ATON
AOMEHHOW y4eTHOM 3anucu, 3apernctpmposaHHon B [1b 6e3 macku.

Takxke cpegctsamu ELLY Dallas Lock HEBO3MOXHO N3MEHUTbL CAUCOK Py, B KOTOPble BXOAUT JOMEHHbIN
nonb3oBaTenb.

5.2.11 Perncrtpauusa oOMeHHbIX Nonb3oBaTesrien no macke B 1b

B cuctreme ELY Dallas Lock peanu3oBaH MexaHU3M peructpauuu AOMEHHbIX YYeTHbIX 3anucen
nonb3oBaTenen CUCTEMbI C UCMOSb30BaAHMEM MAaCOK Mo CUMBOSTY «*». B 3TOM KOHTEKCTE CMMBOI «*» UMeeT
3HauyeHue «ecex». YueTHas 3anuck «Mmsi_O0omeHa\*» o3HadaeT Bcex rnorb3oBaTenei 4aHHOro AoOMeHa.

Mo Takom macke BO3MOXHa permcTtpauua TOJIbKO OOMEHHbIX Y4YeTHbIX 3anucen, Ond nokanbHbIX
3TO HEBO3MOXHO, U Kaxkaas 3anncb AofmkHa ObiTb co3gaHa OTAerNbHO.

Ecnu npu pernctpaumm SOMEHHbIX YYETHbIX 3anvMcen No Macke HeEKOTOPbIE YYeTHbIe 3anmcu
yXe Obinu paHee 3apernctpupoBaHbl B b ELY, 10 gaHHble Y3 6yayT nponyLieHbl
npu gobasneHny ¢ BbIBOAOM COOTBETCTBYHOLEro coobueHus, otcyTereytowme B b ELLY
yyeTHble 3anvucu npu aTom ByayT gobaBneHsl.

MexaHu3am permctpaumm OOMEHHbIX YYETHbIX 3anmMcert CUCTEMbI C UCMOMbL30OBAHMEM MacoK MO3BONAEeT
NPUBECTM CUCTEMY BXOAa K CTPOroMy Buay.

Ons paspelleHns Bxoda B CUCTEMY BCEX LAOMEHHbIX Monb3oBaTenen (B TOM 4ucre nonb3oBaTenem
AoBepeHHbIx goMeHoB) B ELLY Dallas Lock gomkHa 6bITb 3apernctpMpoBaHa yyeTHas 3anuck «*\*».

[na atoro Heob6xo4MMO NpuU CO34aHMM HOBOTO MOSb30BaTENsl yKa3aTb UCTOYHMK «*» U HaXaTb KHOMKY
Mpoaonxkuntb.

YyeTHasa 3anucb «*\*» co3pgaetca Ha mogyne C3U Dallas Lock 8.0 Ha lK, sBnswowemcs
yneHom goMmeHa Windows, npu ycTaHOBKe C KOHUrypaumnein no yMon4aHuio.

Kaxpas y4yeTHadA 3annucb MoXxeT ObITb B COCTOSIHUM 8X00 pas3peweH n 8x00 3aripeweH. YTto0bbI 3anpeTnTb
BXo4 noa COOTBeTCTByPOU.LeVI yquH0|7| 3anncbio HeobxoamMmo, 4YTOObI B CBOWCTBAaX yquHon 3anucu



Ha BKragke 3anpem pabomesi ons napaMeTpa YYyeTHas 3anmcb OTKIOYeHa Obino BbiOpaHo 3HadeHne [a
(pnc. 112).

U YuETHaA 3aNMCE OTEAMIYEHA pod

® ga
'i::' HeT

MpHMEHKTRE OTMEHA

Puc. 112. YyeTHas 3anucb OTKOYEHa

Ecnn ana cyuwecteylollen yyeTHoW 3anucu Buaa «*\*» 3anpeTmtb BXOA4 B CUCTEMY WU OOHOBPEMEHHO
paspeLlnTb BXOA ANs yYeTHbIX 3anucen tuna «ZCB\*», To B cuctemy 3awuTbl nonb3oBaTteny JOMEHOB
BXOOUTb HE CMOTyT, HO CMOrYT BXOAWUTb TOMbKO nonb3oBaTenu gomeHa ZCB. [pyron npumep: ecnu
3anpeTuTb BXoA B cuctemy ans 3anmcu «ZCB\*» n paspewmnts gna «ZCB\admin1», «ZCB\admin2», 10 310
OypeT 03HayaTtb, 4YTO M3 goMeHa ZCB Ha 3alyWLeHHbIN CUCTEMOW KOMMNbIOTEP CMOryT BXOAWUTb TONBKO
none3osateny admin1 n admin2.

Takum oBpasom, cuctemy MpPOBEPKM MONb30OBaTENEN MOXHO JIErKO NMPUBECTU K «CTPOrom» CUCTEME,
OOCTaTOYHO OTKIMIOYMTb YYETHYIO 3anuck «*\*» n, fanee, B ABHOM BUAE PErMCTPUMPOBATb YYETHbIE 3anncu
HeobXoaMMbIX AOMEHHbIX Nonb3oBaTenen.

Ecnn B ELlY 3apeructpvpoBaHa AOMeEHHasi ydeTHas 3anucb «*\*» unun «Mmsi_oomeHa\™»,
TO Ha3Ha4yaTb MNapaMeTpbl MOMb30BaTENe MOXHO KakK [AOnsi YYeTHoOM 3anucu  «*\*»
(vn «Mms_OomeHa\*»), Tak U Ona KaKOOW VMHOUBMAYanbHOW YYETHOW 3anvcu OOMEHa,
BblOpaB ee 13 crucka.

5.212 Co3paHue rpynn nonb3oBartenen [1b

pynnbl NpeaHasHaveHbl Ans o6beanHeHMs Nonb3oBaTenen, y KOTopbix NpaBa 6€30nacHOCTU MOryT 6bITb
CXOXMMU. Takoe 0ObeaVHEHNE MOXET ynpocTUTb paboTy agMmHMCTpaTopa Mpu BbINMOIHEHUN HACTPOEK
[omeHa 6e3onacHocTu.

Mpynnel 6e3onacHOCTU yNpoLLatoT ynpaBneHne JOCTynoMm K pecypcam. MoxHo fo6aBnaTe nonb3oBaTtenen
K rpynnam 6e3onacHocTv, a 3aTeM NpeAoCcTaBnsATb 3TMM rpynnam npasa AoCTyna, U yaanaTe ux oTTyaa
B COOTBETCTBUM C NOTPEOHOCTAMM 3TUX NOSIb30BaTENEN.

[nst npocMoTpa 1 pefakTMpoBaHus cnmncka rpynn cuctembl 6esonacHoctn B KoHconn ELLY Heobxogmmo
BbliOpaTb Bknagky Monb3oBartenu — lpynnbl. B okHe KoHconu ELY aBTOMatuuecku nosiensieTcs psig
npefBapuUTeNbHO CKOHUIYPUPOBAHHBIX FPYyMn B fiokanbHon OC, B KOTOPbIE MOXHO BKIHOYaTb rnobanbHbIx
nones3oBatenewn (puc. 113).
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OMEPATWUBHOE YMPABAEHWE

ChHxpoHMsMpoBaTE

BHoBb co3gaHHble ¢ nomouwbio ELLY Dallas Lock rnobanbHble rpynnbl aBTOMaTMYecKn co3gagyTcs
W B MOAYUHEHHBIX MOOYMSIX NOCIE CUHXPOHM3aLMKW. YaaneHHble rnobanbHble rpynnbl NponaayT U3 CMCKOB
rpynn Ha MoAynsax nocrne CUHXPOHU3aLMM.

B paHHble rmobanbHble rpynnbl, cdoopmmnpoBaHHblie B ELLY Dallas Lock, moxHO go6aBnsitb

TOJTbKO

rnodanbHbIX U

MOAYIbHbIX

norib3oBaTenen.

[lomMeHHble

nonb3oBaTtenu

pobaBnsTcs B rpynnbl Ha KOHTposnepe AOOMeHa. Takke npu HaCTpOVIKe NOJNTNTUK
©Ge3onacHocTH npu nobaBneHumn rpynn nodasndeTcA BO3MOXHOCTb Bbl60pa rnobanbHbIX
M MOAYIbHbIX rpynm.

[nsa cosgaHua rmobanbHbIX rpynn ¢ nomoLbto KoHconu ELY Heobxoammo:
1. OtkpbiTb BKkNagky Mons3oeameriu B KoHconu ELLY.

2. BbibpaTtb kaTeropuio Fpynnbi.
3. Ha naHenu WHCTpyMEHTOB B onepauusix C rpynnamuM Haxatb kHonky Cos3pgatb wunu BblbpaTtb

COOTBETCTBYHOLLYI U3 KOHTEKCTHOIO MEeHI0, HakaB NnpaBy KHOMKY MbILLUW.

4. Ha akpaHe nosiBUTCS OKHO co3gaHus rpynnbl (puc. 114).

D Co3gaTe rpynny Nons3osaTencn

HaseaHWe rpynnsi

[

Tin:

Tun yueTtHoi 3anuen ELLY

Otmena

Puc. 114. Co3paHue rno6anbHou rpynnbl

5. B none HaseaHue 2pyrnrbl HEOOXOAMMO BBECTU Ha3BaHUE PErmcTpMpyemMon rpynneoil.

Mpu Hannumm B [lomeHe 6e3onacHocTy MK, paboTtatowmx nog OC Linux, He pekoMeHayeTcs
NCMNonb30BaTb KUPUIINIMYECKME CUMBOSBbI B WMMEHaX MNONb3oBaTene M rpynn B CBs3U
C OTCYTCTBMEM rapaHTum obecneyeHns KOppPeKTHOM paboThbl.



HasBaHue rnob6anbHOW rpynnbl CYATAETCH YHUKanbHbIM B pamMkax opHoro [omeHa
©e3onacHocTu.

6. BbiGpaTb Tun yyemHou 3anucu EL]Y B 3aBMCMMOCTH OT TOrO, ANA MOAYfen Kakoro Tuna npumeHaeTcs
AaHHasa rpynna nonb3oBaTenen.

M3MeHuTb Tun yquH0|7| 3arnmcm MOXHO, UCNOJ1b3yA KHOMKY CMeHUTb TUN Ha naHenu WHCTPYMEHTOB
Onepauuu C epyrninamu nnn Bbl6paB JaHHoe JencTBME U3 KOHTEKCTHOMO MEHIO.

7. MNMocne Haxatns [MpooonNXuTb MNOABUTCA OKHO ANs pPefakTMpoBaHWs MapameTpoB  rpynnbl
nonb3oBaTtenen (cM. «[lapameTpbl rpynn nonsb3oBaTenemn»).

N3mMeHnTb napaMeTpbl Fpynnbl MOXHO, UCMOMNb3ys KHOMKy CBOMCTBA Ha NaHenu MHCTpymeHToB Onepayuu
C epyrnnamu vwnv BolbpaB faHHOEe AeCTBNE U3 KOHTEKCTHOrO MEHIO.

5.213 YpaneHue rpynn nonb3oBateneun 1b

Ons yoaneHnus rmobanbHonm rpynnbl M3 [JomeHa Ge3onacHOCTM HeoBXoAMMO BbIENUTbL €€ Ha3BaHue
B CMMCKe Ha ypoBHe Briadesibya, HaxaTb KHOMKY YAanuTb unu BbiOpaTb COOTBETCTBYOLLEE AENACTBUE
13 KOHTEKCTHOro MeHto. 'pynna nonb3oBaTtenen 6yaeT yaaneHa ¢ Moaynen nocne cuHxpoHunsaumm ¢ ELLY
Dallas Lock.

5.3 PoneBas mopgenb y4YeTHbIX 3anucen [1b

HacTpoviku no npaBam agMuHUCTpMpoBaHus B [B ocyulecTBnswTcs B paboyen obnactv gns BKNagku
lMonb3osamenu B kateropumn Monb3oBaTtenu B none Posib admuHucmpuposaHus (puc. 115).
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Puc. 115. Ponb agMuHucTpupoBaHus

Ponb npeacraensiet cobo COBOKYNMHOCTb NPUBUIErMIA — MOSTHOMOYUIA MO BbINOMHEHNIO AEWCTBUIA B 4acTu
agmMuHucTpupoBaHuna [1b.

Ha ocHoBe rpynn npusunermn B ELY Dallas Lock cdopmupoBaHbl cnegytlowue ponu
agMWUHUCTPUPOBAHWS:

o  AdMuHUCMpamop — MaKCMMarbHble npvBUNErMM Ha ynpaesneHne [OBb wnuM ero 4yacTtblo,
B 3aBMCMMOCTU OT YPOBHS HasHa4YeHWs ponu;
e Aydumop — B 3aBUCUMOCTU OT YPOBHS HadHa4YeHusi ponu, AyauTop MOXeT UMETb OonpeaerieHHbIN
Habop npuBunern Ha NPocMoTp UHdopmauun o b nnu ero yactu:
e  COCTOSIHME 3alUULLEHHOCTY;
e NPOCMOTP Cnucka nonb3oBartenemn, UX NnapaMeTpoB N Ha3HaAYEeHHbLIX poren;
e NPOCMOTP 3HAYEHWI NONUTUK Be3onacHoCTy;
e YTeHue XXypHarnos.
e Hem ripase — nonb3oBatenu 6e3 Npas Ha agMUHUCTpMpoBaHue n ayaut Ab;
e He HasHayeHo.

Mo YMO4aHNK HOBbIM NoJib3oBaTeNnidM Ha3HavyaeTCqd posib He HasHaueHo.

Y Ha3zHauyeHus Ha ponb ecTb NapameTp Bradesney — ypoBeHb, Ha KOTOPOM bblnia HasHayYeHa gaHHasi posb.
Ecnn Ha ypoBHe Brnadenbuya y4eTHOW 3anucu nonb3oBaTens onpegeneHa ponb He Has3HavyeHo,
TO MO YMOMYaHWIO Takow nonb3oBaTenb He OyaeT obnagaTtb NpvBUNErMSMU Ha agMUHUCTpUpoBaHue b
Ha AaHHOM ypOBHe, NpW 3TOM, €CMx Ha NOAYNHEHHbIX Y3rax:

e ponb He NepeonpeaeneHa (3HayeHne He HazHavYeHo), To Nonb3oBaTenb 6yaeT HacnegoBaTh Poslb
c Gonee BbICOKOro ypoBHs aepesa [b;



e posib Nonb3oBaTens nepeonpeaeneHa (3HaveHme, oTNNYHoe oT He HasHavYeHo), TO Nonb3oBaTerb
OyaeT MeTb Ha 9TOM MOAYMHEHHOM YPOBHE M YPOBHAX HUXE STOr0 NPUBUMErM B COOTBETCTBU
C HasHa4YeHHOW POrbio.

CnegyetT BHMMAartenbHO OTHOCUMTBCS K CO34aHWI0O W yOarieHUo HasHa4yeHwun ponew
nonb3oBarternien Ha agMmuHucTpmpoBaHue [Ob. Ecnn Ha kakom-nubo u3 ypoBHen [domeHa
6e30nacHOCTW He OCTAHETCH HM OQHOTO MONb30BaTENs C ponbo AGMUHUCMpPamop, AOCTyN
K HacTpovkam Ha 3TOM ypoOBHe OydeT opraHvyeH OO MOMEHTAa MOSIBNIEHMS MOSib30BaTens
C JOCTaTO4HbIM HAabopoM NpUBUNErUN.

5.4 TMonutuku b

Mocne ycTaHOBKM CUCTEMbI YrnpaBlieHWsi, HeOOXOAMMO MNPOM3BECTM ee HacTpouKy. lMond HacTpomkoi
CMUCTEMbl MOHUMAETCH YCTaHOBKa 3HayeHun nonutuk [omeHa 6e3onacHOCTW, YAOBMETBOPSOLLNX
nonutMkaMm 6e30nacHOCTV opraHv3aumu.

Bknapka lMonumuku no3BonsieT pegakTMpoBaTh napameTpbl 6e3onacHocTu Ha ypoBHe Bcero [B, nocne
CMHXPOHM3ALUMN Ha BCeX NOAYMHEHHbIX obbekTax B [OB npumeHsioTcs ycTaHOBREHHblE HacTponku'?
(puc. 116).

Monntukmn

€3 Dallas Lock VIKs

[ TEANTHKM ABTOPM3ALIAN ] [ Mot ayauTa ] [ Mpaea nonk30Batened ]

[ MOAHTUKN KOHTROAA LEN0CTHOCTH l [ Pexam pabotel C31 ] [ OUNCTKS OCTATOUHON MHGOPM LMK ] [ Noantikn ACH l AEMCTEWA
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o 3anper Ha usmenenne TMoautkika ~ 3nausHue Tun magyan

o ESXi: MUHMMAAEH D2 KOAHHECTED KAZCEHE CHMEOATE He wenonesyerca C3W BK (VK4 WKS, LIKE)

o ESXi: HANOMUHATE 6 CMEHE Nap0ng 53 He wenonesyerea C3W BK (K4, KS, LIKG)

Yy olirts KomiiecTen npedsiiy Ly N3poneii, KoTopbIe NOAE38aTeNb He MOXET HENOEIDESTE 5 3V B (UIKS, UKEY

o aVirt; MakcumansHeii cpor aeficTans napons BHea San C3VBM (KS, WIKE) GUSETPEI

o oWirt: MUHMMENEHE A7HHE Napana 3 IV B (IKE, UIKE) bt e |

o olirt; MUHMManEHOE KOARYECTSD NPONKCHES ByKs He nenonesyerca G3M B (VKS, AKE)

o ovirt: M KOMMuECTED Cn cumBnoE He ncnonesyercs C3M B (VIKS, 1KE)

o oWirt: MUHMMANEHGE KGARYECTED CTROHHBIX Byks He wenonesyerea C3M B (VKS, LKE) Cucrema

o olitt: MUHUMAREHE KOARECTED LGP He wenonesyerea C3M B (VKS, AKE) Dallas Lock 8.0 HKLL

o olfirt: HanommHats o cmene napons 3a 1an €U B {(UIKS, UKE) Dallos Lock 8.0 K12

o wCenter: KDAWMECTED NPEABIAYLLME NAPOER, KOTOPLIE NOME30EATE N HE MOKeT MCNONES0BATE 5 31 B (1K, LIKS, K6} 13 Dallas Lack VK
allas Loc

o wCenter: MEKCHMaNEH3A AniHE N3pona W CIV B (K4, VIKS, WKE)

Puc. 116. Bknagka «Monutuku» Ab

OTKpbITb peaakTop NONNTUKM MOXHO crnegytowumm cnocobamu:
e  [OBaXAbl LENKHYTb NIEBOW KHOMKOW MbILLM MO U3MEHSIEMOWN MOSNUTUKE;
e  BbI3BaTb KOHTEKCTHOE MEHIO U3MEHAEMOW NONUTMKN N BbiIDpaTe CBOMCTRBA;
e HaxaTb kHonky CBoMcTBa Ha naHenwu [elicmeusi.

Ecnu B none 3anpem Ha u3ameHeHue Ans NONMUTUKN ONPeLeneH 3akpbITbI 3aMOK KpacHOro
LBeTa, TO Ha AaHHY MONUTUKY YCTaHOBIEH 3anpeT Ha U3MEHEHWeE, NOoNuTUKa HeJOCTyNHa
ONa  pefakTUpoBaHMsl, MpU STOM Ha HWkenexawmx ypoBHsx [B aBTomaTuyecku
ycTaHoBuTCs donar Hacriedyemcsi, 6€3 BO3MOXHOCTU OTKIOYEHNS JAHHOIO COCTOSIHUS.
OTKpbITLIN 3eMeHbI 3aMOK 0603HaYaeT OTCYTCTBME 3anpeTa Ha UBMEHEHUE ANs NOSNUTUKN.
3aKpbITbli OpaHXEeBbli 3aMOK MCMonb3yeTcs TOMbKO B 3arofioBke cTonbua 3anpem
Ha UsMeHeHuUe W yCTaHaBNMBaEeTCsl, eCrnv ANs MNonuTuK B Tabnuue onpeaeneHbl pasHble
3Ha4YeHUst NnapameTpa.

5.4.1 Hactponka nonuTtuk naponen

HaCTDOIZKVI, KacatoLmecs 3Ha4YeHNi NapoJibHbIX NOJIUTUK, PETYITUPYIOTCA B KaTeropum MonuTtunkn naponeﬁ
Ha BKnagke lMonumuku.

B cootBeTcTBUM C TpeGOBaHMﬂMI/I NoNUTUKM Ge3o0nacHOCTU opraHunsauunmn HeobxoaMmo HacTpouTb BCe
napamMeTpbl, pacnosfioXXeHHble B CMUCKe NMOJINTUK napone|7|.

13 Cnuncok NOMUTUK MOXET MEHATLCS B 3aBMCUMOCTM OT BEPCUN KINNEHTA.



Cnepyet yyectb, 4to B OC Windows ecTb CBOW, HE3aBUCUMbIE MOSINTUKA CIIOXKHOCTU
naponsi. 1 B HEKOTOPbIX Cryyasx naponb MoXeT ygoBrneTBopsaTb nonutukam Dallas Lock,
HO He yaoBneTBopATb nonutukam Windows. B gaHHOM cnyyae Takon naposib YCTaHOBUTb
He yaacTcs.

Ta6nuua 10. MaponbHbie NOUTUKKN

ESXi: MMHUManbHOe KONMMYecTBO KIaccoB CUMBOJIOB

HaHHas nonuTuka onpegensieT KoNMYecTBO KNaccoB CUMBOSOB (BYKBbI B BEPXHEM U HUXHEM PErUCTpE,
LUMdpbI U cneuunanbHble CMMBOSbI), KOTOpbIE AOSMKHbI MPUCYTCTBOBATL B Naporsie, Ans y4eTHOWM 3anucu
Cepaepa uptyanusauum B LIY C3U BU Dallas Lock.

Monutuka npuHuMaeT 3HaveHus oT 1 4o 4 n «He ucnonb3yemcs». 3HadeHue « T» 03Ha4vaeT, YTo Naponb
MOXEeT cofepXaTb nobble CUMBOSbI, HAaNpUMep, TONbKO UMdpbl. 10 ymMonyaHuio nonuTuka umeet
3HayeHwue: «He ucrnonb3yemcs».

Monutuka npumeHsietcst Ha mogynsix C3U BU Dallas Lock.
ESXi: HanomunHaTb 0 cMeHe napons 3a

C nomoubto AaHHOro napamMmeTpa cucrtemMma 3awunTbl NO3BOJINT HaANoOMWUHaATbL MOJib3OBaTEsIl0 O TOM,
YTO Yepes onpeanernieHHoe Konin4ecTteo AHel HeobXoaNMO CMEHUTL napornb.

MonuTtuka npuHumaeT 3HadveHus ot 1 go 180 gHen u «He ucnonb3yemcs». 1o ymonyaHuio nonuTuka
nveet 3HadeHne «3 OH.». Ecnu BbiOpaHO 3HaveHue «He ucrionb3yemcs», TO HaNOMWHAHWUA
0 HEODXOAMMOCTM CMEHbI Naporns He OyaeT.

HanomwuHaHue o npeacTosiien cmeHe napons byaet nosaBnsaTbCS Ha akpaHe npu 3arpy3ke C3U gaHHbIM
nonb3oBaTeneM, HauMHas C TOr0 MOMEHTa, Korga A0 CMeHbl napons (aktmyecku A0 UcTeyeHus
MaKCUMarnbHOro BPEMEHU AeNCTBUS Mapons) OcTanocb KONMYECTBO AHEN, paBHOE YCTaHOBIEHHOMY
3HAYEeHUIo AN 3TON NOMUTUKN.

[MapameTpbl, yCTaHaBNuBawLWMEe CPOK OEWUCTBUSA Napons, AEWCTBYIOT He3aBUCUMMO
oT aHanornyHbix napametpoB OC Windows. B Windows [enCTBYIOT CBOW MOMUTUKU
©e3onacHOCTU, KOTOpbIE Takke MOryT NnoTpeboBaTk CMeHbI Napons He3asmcmo ot C3U
Dallas Lock 8.0.

B C3U Dallas Lock 8.0 n OC Windows coBnagatoT crneayoLne naposibHble NOSIUTUKK:

MaKcMMarbHbI CPOK AEUCTBUSA Napons;

MUHUManbHas AnNuHa Napons;

MWHUManbHbIN CPOK AENCTBUS Napons;

naporsb OOMKEH OTBeYaTb TPEBOBAHNSIM CITOXKHOCTH.

Utobbl He BO3HUKaNO KoHdnukTa naponbHbix nonutuk OC Windows wn C3MU
Dallas Lock 8.0, HyxHO coenaTb AaHHble NONUTUKKA uaeHTudHbiMM B OC n C3WU, nnbo
OTKMO4YMTL nonntukm B OC.

MonuTtunka npumenHseTca Ha moaynsx C3U BU Dallas Lock.
vSphere: MMHumanbHasa gnvHa napons

[daHHOW  MNONWTMKOW  YCTaAHaBNUBAETCA  OFPaHUYEHUE HA  MUHUMAnNbHYK  ONWHY  napons
ans runepsusopos vSphere.

MonuTtuka npuHumMaeT 3HadvyeHus ot 1 go 30 cumBonos. Mo ymonyaHuo 3HadeHne: 6 cumMeosios.

Mpwn perncrpaumnm HoOBOM y4eTHOM 3anucu 1 npu nsameHeHum ctaporo napons s LIY C3U BU Dallas Lock
KOHTPONMPYETCs ANIMHA BBOAUMOTO naporns. Ecnv yMcno cMMBonoB B Napore MeHbLUE YCTaHOBIIEHHOIO
3Ha4YeHus, TO Ha 3KpaHe MOSABUTCA npeaynpexneHne «Beod naporns: esedeH CrUUWKOM KOPOMKuUL
rnaposib».

CnegyeT MeTb B BMAY, YTO €CNM B Npolecce paboTbl USMEHUTb 3HaYeHWe ANUHbI Napons (Hanpumep,
YBENUYNTBL), TO Y 3aperncTpMpoBaHHbIX YYETHbIX 3anMceil OHa OCTaHeTCs NPeXHen 00 NepBON CMEHBI
naponsi.

MonuTtunka npumenseTca Ha moagynsx C3U BU Dallas Lock.



vSphere: MakcuManbHbIM CPOK AENCTBUS Napons

Monntuka ycTaHaBnNMBaeT MakCUMarnbHbIA CPOK OENCTBUS napond nonb3oBaTenen. o ucredeHum
CpoKa [OencTBus MOMb30oBaTenio aBTomatMdeckn OyoeT  MpensiokeHo CMEHWTb  Maporb.
He pacnpocTpaHseTcd Ha ydeTHble 3anucu nonb3oBaTene C  yCTAHOBMEHHbIM  aTpubyToMm
Beccpo4HbIi naponb.

MonuTunka npuHUMaeT 3HadeHus oT 1 aHA Ao 25 Hegenb 1 5 gHen (180 gHen) n «He ucnons3yemcs» —
MaKCUMarbHbI CPOK AENCTBUS Mapons He yCTaHoBreH. [10 yMonyaHuio nonutuka mmeeT 3HayveHue
«180 OH.».

MonuTtunka npumeHseTca Ha moaynsx C3U BU Dallas Lock.

MuHumanbHas gnuHa naponsa

[aHHOWM MONMWTMKOM  YyCTaHABNMWBAaETCA OrpaHUMYeHMe Ha  MUHMMAnbHYH ANUHY  [apons.
Mpuv perncTpaumMm HOBOTO MOSb30BaTeNst M NPU U3MEHEHWU CTaporo Mapossi cMcTeMa KOHTPONUpyeT
ANVHY BBOAMMOro napons. Ecnu uncrno cMMBOMOB B Maporie MeHblUe YCTaHOBMEHHOIro 3Ha4eHwus,
TO Ha 3KpaHe NosABMTCA NpeaynpexaeHne «Beod naporis: 68edeH CrIUWKOM KOPOMKUL Maporsiby.

MonuTtuka npuHmmaeT 3HadeHmns ot 1 o 30 cumBonoB u «He ucnons3yemcs». [10 yMOn4aHuio nonuTuka
nmeeTt 3HadeHune: 8 cumonos. [pu Beibope 3HayeHns «He ucrnonb3yemcs» ycTaHaBnuMBaeMbli Naporb
MOXET MMETb MyCTOE 3HaYeHMeE.

[lencteme NONNTUKN pacnpocTpaHseTcsa Ha 3HavyeHus naponen, PIN-KogoB u Knoyen.

CnegyeT MeTb B BMAY, YTO €Cni B npolecce paboTbl M3MEHeHO 3Ha4YeHre AnvHbl napons (Hanpumvep,
YBENNYEHO), TO Y 3aperncTpMpoBaHHbIX MOJSib30BaTeNieli OHa OCTaeTCs MpEeXHen 40 NepBON CMeHbI
3HayYeHus.

Mpun HacTpovike NONUTUKN ANS BEPCUIN MOAYIen, Ha KOTOPbIX 3HaYeHne NonuTMkn Buino
orpaHnyeHo 14 cumBonamn, BbicTaBrieHHoe Ha ELY 3HayeHve Bblwe 14
Mpy CUHXPOHM3aLUMM OyaeT 3aMeHeHO Ans AaHHbIX moaynen Ha 714. ogpobHyto
WHopMaunMo O guanasoHe 3HAYEHMI MOSIUTUKA MOXHO HaWTu B OOKyMEHTauuun
Ha Mcnonb3yemblii Moy b.

Monutrka NpuMeHseTcs Ha:

o cnyxby ELLY;

o MOAynsAX:

e C3MU Dallas Lock 8.0-K/C;

CAO3 Dallas Lock;

CAO3 Yb Dallas Lock;

C3U HC[ Dallas Lock Linux;

C3U BU Dallas Lock.

MuHMManbHbIN CPOK AEUCTBUA Napons

[aHHoM nonnTNKon ycTaHaBnMBaeTCcs MUHUMAanbHbLIN CPOK 4eNCTBUS Napons Ans BCeX Nonb3oBaTenen.
[o ncteveHust yctaHoBreHHoro cpoka C3U He No3BONWT Nofb3oBaTeNo CMEHUTL CBOW Naporib.

MonuTtunka npuHumMaeT 3HadveHus oT 1 gHa go 30 gHen n «He ucnons3dyemcs». MNpu BoiIbope 3HaYeHus
«He ucrnone3yemcsi» MUMHUMAarbHbLIA CPOK AENCTBUSA MNaporis He OrpaHnYeH.

Mo yMon4yaHuio NoNIMTuKa MMeeT 3Ha4vyeHune «He ucriosib3yemecs».

3agaHHbIN napameTp He dABnAeTcda NMPpUOPUTETHbIM. OH ﬂeﬁCTByeT TONbKO ecnn Onda nojib3oBaTend
Heé yKa3aHO HUKaKMX NUHbIX 3Ha4YeHunn CpoOKa DencTeus napon4a.

MuWHMManbHbBIA CPOK AEUCTBUA Naponis ANS KaKAoro KOHKPEeTHOro nonb3oBaTtend onpefensercs
no crnegytoLlen cxeme:

o Ecnu agMuHucTpaTtop yctaHoBMI AN KOHKPETHOO NOMb30BaTEeNs NPUHYAUTENbHYIO CMEHY Naponsi
npuv cregyoLlem Bxoge Ha KOMMboTep, TO B MPOLeCCe 04epeaHON 3arpy3ku KOMnboTepa nog atum
nonb3oBaTteneM cucTtema 3awuTbl 00sA3aTenbHO MOTpebyeT CMEeHWTb naponb (HavBbICLUNIA
npuopwuTeET).

e Ecnu otcytctByeT TpeboBaHne cmeHbl napons npw criegyowem Bxoge, To C3U He nossonuT
CMEHUTb Naposib ECNN HE UCTEK YCTAaHOBMEHHbIA MUHUMarbHbIA CPOK AencTBUA napons. MNpu aTom
Ha aKkpaHe o0Tobpa3utcs cooblueHmne «l1aposb He Moxem 6bimb USMEHEH».

e ®nar B none lMaponb 6e3 ozpaHu4yeHuUs1 cpoka delicmeusi, yCTaHOBMNEHHbIN B HAaCTPOMKaX Y4ETHOM
3anMcu B Kateropum [laporu, He [OacT BO3MOXHOCTM CMEHUTb Mapoflb [0 OKOHYaHuWs



YCTaHOBMEHHOr0 MMHMMASbHOMO CPOKa AeNCTBUA Naposis.

Ecnn HapylleHO COOTHOLIEHWE MaKCMMasbHOrO U MWHWMAanbHOIO CPOKOB AENCTBUS
naponsi (MMHMManbHbIN CPOK AencTBus maponst Gonble MakcumanbHoro), To C3U
NMPOUrHOPUPYET 3HAYEHME MUHMMANbHOMO CpoKa AEeNCTBUA Naporsi.

Monntrka NpuMeHsieTcst Ha:
e cnyxby ELLY;
e MOAynaX:
e C3WU Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CAO3 Yb Dallas Lock;
C3U BU Dallas Lock;
C3U HCA Dallas Lock Linux.

Heob6xoaumMo nsmeHeHue napons He MeHbLle, 4YeM B

[laHHOW NOMMTMKON 3a4aeTCa KONMMYeCcTBO CMMBOMOB, HA KOTOPOE, Kak MUHUMYM, OOMKEH OTNNYaThCs
HOBbI MapOsib OT CTAPOro MpU ero CMeHe.

MonuTtuka npuHMmaeT 3HadveHus ot 1 go 10 cumBonos n «He ucrnosnb3yemcs». 1o ymonyaHuio nonuTumka
nmeeT 3HaueHne «He ucrnonb3yemcsi».

Ecnn paHHas nonutuka BkioveHa ans OC Windows (3HayeHue, OTNMYHOE OT
«He ucrionnb3yemcsi»), TO nNpU CMEHe napons 4epe3 KOMOMHAUMIO  KhaBuLL
Ctrl + Alt + Del, HOBbI Naponb AOMKEH OTNMYaTbCs OT CTaporo He MeHee, YeM Ha
yKasaHHOe Konm4ecTBO cMMBOISIOB. CBEpka CTaporo u HOBOMO NMaposis OCYLLEeCTBSIETCA
NOCUMBOJTbHO.

Mpn cmeHe napons 4Yepe3 obonoyky aammuHuctpatopa C3U Dallas Lock 8.0 gaHHbIn
napameTp He y4YUTbIBaAETCS.

Mpumep. Y nonb3oBaTens umeeTcs Naponb «password1», ecnv B BbILLEONUCAHHON OMLUUKN KONTUYECTBO
CYMBOJIOB YKa3aHo 2, TO Npu cMeHe naponsi «password1» Ha «password2» BblBegeTcs cooOLieHne
«Maponb [omkeH cunbHee oTnMyaTbCca OT npedbiaywiero». [lpaBunbHOM GydeT cmeHa napons
¢ «password1» Ha «Password2».

MonnTrka NpUMeEHsiIeTCA Ha MoLYyNAX:

e C3WU Dallas Lock 8.0-K/C;

e C[O3 Dallas Lock;

e C[O3 Yb Dallas Lock;

e C3M BM Dallas Lock'.

Heo6xoaumo Hanuyme cneucuMBOSIOB

Ecnu paHHas nonmutuka BKhoYeHa (3HadveHue «[a»), TO npu co3gaHuM naponsi B HEM [OJSIKHbI
NpUCYTCTBOBAThL CcreumanbHble CUMBOSIbI M3 criedytowero cnucka: ™", "~", "I", "@", "#", "$", "%", """, "&",
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Mo ymonyaHuio nonuTuka UMeeT 3HavyeHne «Hemy.
[enctere NONUTUKN pacnpocTpaHsaeTcsa Ha 3HadeHns naponen, PIN-kogoB u knoyen.
Mpumep. Y nonb3oBatensas uMmeeTcss naponb «password1», ecnu BblWeonucaHHas onuus
aKTMBMpPOBaHa, TO MNPV CMeHe Naponsi Ha «password2» BbiBedeTcs coobuieHne «B napone 00mKHbI
codepxambcs crieycumsosibiy. MNpaBunbHon Byaet cmeHa napons ¢ «password1» Ha «password#».
MonuTtuka npumeHsieTca Ha:
o cnyxby ELLY;
e MOAOynAaX:

e C3WU Dallas Lock 8.0-K/C;

e CAO3 Dallas Lock;

e C[O3 Yb Dallas Lock;

14 Cnucok napameTpoB MOXET MEHSATbLCHA B 3aBMCMMOCTM OT BEPCUW KIIMEHTA.



e C3U HCQO Dallas Lock Linux;
e C3U BM Dallas Lock.

Heo6xogumo Hanuune CTPOYHbIX U NPONUCHbIX GYKB

Ecnvn paHHas nonutmka BkrodeHa (3HadeHve «[a»), TO npu co3gaHuyM naponst B HEM [OOJIKHbI
NPUCYTCTBOBAaTb CTPOYHbIE U MPONUCHbIE BYKBbI.

Mo ymonyaHuio nonuTuka MMeeT 3HavyeHne «Hemy.
[encteme nonnTUKM pacnpocTpaHsaeTcsa Ha 3HavyeHns naponen, PIN-KogoB u Krtoyen.

Mpumep. Y nonb3oBatenss uMmeeTcss naponb «password1», ecnu BblWeonucaHHas onuus
aKTUBMpPOBaHa, TO NpU CMeHe napons Ha «pacsword1» BbiBegeTcs coobuieHne «B naporne QosmKHbI
codepxxambCsi U CMPOYHbIe, U NpornucHsie bykebix». MNpaBunbHOM 6yaeT cmeHa napons ¢ «password1y
Ha «paCsword1».
MonuTunka NnpumeHsieTcs Ha:
o cnyxby ELLY;
o MoAynsx:

e C3WU Dallas Lock 8.0-K/C;

e CO3 Dallas Lock;

e C[O3 YBb Dallas Lock;

e C3U HCQO Dallas Lock Linux;

e C3U BM Dallas Lock.

Heo6xogumo Hanuume uudp

Ecnv paHHas nonutmka BkrodeHa (3HadeHue «[a»), TO npu co3gaHuyM naponst B HEM [OOJDKHbI
npuCcyTCTBOBaTb LUUMpLI.

Mo ymonyaHuio nonuTuka MMeeT 3HavyeHme «Hemy.
[lencteme NoONUTUKN pacnpocTpaHseTcsa Ha 3HavyeHus naponen, PIN-KogoB u Krnoyen.

Mpumep. Y nonb3oBartenst UMeeTcs Naporib «passwordy, eCnun onucaHHas Bbille OMLuMsa akTUBUPOBaHa,
TO Npu MomMbITKE CMeHbl napons Ha «passwordd» BbiBegetca coobuieHne «B naporne OOmKHbI
codepxambcs yughpel». NpaBunbHOM BygeT cMeHa napons ¢ «password» Ha «password12».
MonuTuka NnpumeHsieTcs Ha:
o cnyxby ELLY;
e MoAynsx:
e C3MU Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CAO3 Yb Dallas Lock;
C3U HCQ Dallas Lock Linux;
C3U BU Dallas Lock.

Heo6xogumo oTCcyTCTBMUE LWICbpr B NepBOM U nocriegHemM cMmmMmBoIJiax

[aHHOM NONUTUKOW yCTaHaBNMBaETCHA OrpaHMyYeHne Ha Ucnonb3oBaHne UMgp B NepBoM 1 nocrnegHem
cumBoOsax napons.

Ecnn paHHas nonutuka BkMioyYeHa (3HaveHve «/[a»), TO Npv co3gaHuM naponsi B HEM He [OSHKHO
cooepxaTtbcsi Undp B NEpPBOM U NOCNegHEM CUMBOIAX.

Mo ymonyaHuio nonuTuka UMeeT 3HavyeHne «Hemy.
[encteme NoNUTUKN pacnpocTpaHsaeTcsa Ha 3HadeHns naponen, PIN-kogoB u krnoyen.
Mpumep. Y nonb3oBaTensa MMeeTcs Naposib «password», eCnun onncaHHas Bolle OMNuUus akTMBUpPOBaHa,
TO Mpy nonbiTke CMeHbl napons Ha «password1», «1password» unmM «1password1» BbiBegeTcs
coobuweHne «Heobxodumo omcymcecmeue yughpbl 8 repeom u rnocredHemMm cumeosiax». [paBunbHON
OygeTt cmeHa napons ¢ «password» Ha «passwordd».
MonuTtuka npumeHsieTca Ha:
e cnyx6y ELY;
e MOAynAX;

e C3U Dallas Lock 8.0-K/C;

e C[3 Dallas Lock;



e CQO3 Yb Dallas Lock;
e C3U BU Dallas Lock.

PaspeleHa reHepauus napons

Ecnu gaHHasa nonutuka BbIKMOYEHa (3HaYeHne «Hemy), TO NOnb30oBaTernb He MOXET CreHepupoBaTb
Cny4variHbIi Naponb, eMmy HeobXxoaAnMo caMoMy 3aaBaTb Naponb.
Mo ymonyaHuio nonuTuka nMeeT 3HadeHue «/a».
Monntuka npumeHsieTcs Ha moaynax CO3 Dallas Lock n CO3 YbB Dallas Lock.
PaspelueHa reHepauusa napons

Ecnn naHHas nonuTuka BbIKNoYeHa (3HaveHue «Hemy»), TO Nonb3oBaTtenb HEe MOXET CreHepupoBaTh
CryyaiiHbI naponb, eMy Heo6XxoauMo caMoMy 3afaBaTb Naposib.

Mo ymonyaHuio nonuTuka nMeeT 3HadeHue «/a».
Monutuka npumeHsietcst Ha moaynsix C3U BU Dallas Lock (HaumHas ¢ UKS).

vCenter: konu4yecTBoO npeabiaywnx naponeﬁ, KOTOpbIe noJyib3oBaTesib He MOXeT UCMNOoJ1Ib30BaTb

[aHHOV noOnUTUKOM yCTaHaBMMBAETCA KOMMYECTBO MpeablayLimx Napofien Kaxaoro nonb3oBaTens,
KOTOpble He MOryT ObiTb BblOpaHbl UMM NpU CMeHe napons, Ans ydyetHou 3anucu Cepsepa
BupTyanusaumm B LIY C3U BU Dallas Lock.

Monutuka npuvHumaet 3Hadenusa ot 1 go 10 n «He ucnons3yemcs». Hanpumep, 3HadeHue «5»
3anpellaetr MCMNonb3oBaTb NATb  MNpeabligyluyx naponen Ans  BblbpaHHOro  nonb3oBaTens.
Mo ymonyaHuio 3Ha4YeHne NonnTUKN: «5».

Monutuka npumeHsietcst Ha moaynsix C3U BU Dallas Lock.
vCenter: MakcMmanbHas AnvHa napons

[aHHOW NONUTUKON yCTaHaBNUBAETCS OrpaHMYeHUEe Ha MaKCMManbHYK OMVMHY naponsd Ansd y4yeTHown
3anucu Cepsepa BupTtyanusauum B LIY C3U BU Dallas Lock.

Monutuka npuHumaeT 3HavyeHus oT 1 oo 40 cumBonoB u «He ucnons3yemcs». 1o ymonyaHuio 3HayeHne
[OAHHOW NONUTUKK: «20».

Monutuka npumeHsieTcs Ha moaynax C3U BU Dallas Lock.

vCenter: MakcMmanbHO AonycrtuMmoe Kosfim4ectBO OAMHAKOBbLIX CAMBOJIOB, CTOALWUX pAAOM

[laHHOW NONMUTMKOWN yCTaHaBNUBAETCS MaKCUMarbHO JOMYCTMMOE KONMYECTBO OAMHAKOBBIX CMMBOJIOB,
KOTOpblEe MOTyT NPUCYTCTBOBATb NPW 3aaHuuK Napons, Ansa ydyetHom 3anncu Cepsepa BUpTyanusaumm
B LlY C3U BU Dallas Lock.

MonuTuka npuHMMaeT 3HavyeHus oT 1 o 5 cMMBonoB u «He ucnonb3yemcs». 1o yMonyaHuio 3HavyeHvne
JaHHOW MOJIUTUKU: «3».

Monutuka npumeHsieTcs Ha moaynax C3U BU Dallas Lock.

vCenter: MUHMManbLHOE KONIM4EeCTBO NMPOMUCHbIX 6yKB

[aHHOW NONUTUKON yCTaHaBNMBAETCS MMHUMAIbHOE KONMYECTBO NPOMUCHbIX (6onbLumnx) 6yks, KOTOpble
OOIMKHbI MPUCYTCTBOBATL MpU 3adaHum naponsi, Ans yvyeTHon 3anmcu Cepsepa BupTyanusauuun B LIY
C3U BU Dallas Lock.

MonuTtuka NnpuHMMaeT 3HayveHnsa ot 1 Ao 9 cumsonos n «He ucrons3yemcsi». 1o ymonyaHuo 3HadeHne
OaHHOW NoONUTUKK: «He ucnonb3yemcsi».

Monutuka npumeHsietcs Ha moaynax C3U BU Dallas Lock.

vCenter: MMHUManNbLHOE KONIMYECTBO CUMBOJIOB andaBuTa

[aHHOM nonnTUKOM ycCTaHaBNMBaEeTCA MUHMMAarbHOE KONMYEeCTBO CUMBOMOB and)aButa, KoTopble
OOIMKHBI MPUCYTCTBOBaTbL NPU 3adaHnn napons, Ans yyeTHon 3anucu Cepsepa BupTyanusaumm B LIY
C3U BU Dallas Lock.

MonuTtuka npuHumaeT 3HavyeHusa oT 1 o 15 cumeornos u «He ucrnonb3yemcsi». [1o0 ymonyaHuio 3HayeHne
OaHHOW NonNUTUKK: «He ucrnonb3yemcsi».

Monutuka npumeHsietcs Ha moaynax C3U BU Dallas Lock.



vCenter: MMHMManbHOe KONMMYECTBO chneunanbHbIX CUMBOJIOB

[aHHOV NoNWTMKOW yCTaHaBNMBaETCs MUHMManNbHOE KONUYECTBO creLmanbHbix cumsonos (", "~", "I",
ll@ll’ ll#ll’ ll$ll’ ll%ll’ “A", Il&ll’ ll*ll’ ll(ll’ ll)ll’ ll_ll’ ll_ll’ ll+ll’ ll{ll, Il}ll’ ll[ll’ |l]ll’ ll\ll’ Il|ll n.n n.n nmn mn Il<ll Il>ll nn nn IIfPII
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"/"), KOTOpble [OJKHbI MPUCYTCTBOBaTb MpW 3adaHUM napons, Ans ydeTHon 3anucum Cepeepa
BupTyanusaumm B LIY C3U BU Dallas Lock.

Monutuka NnpMHMMaeT 3HaveHnsa ot 1 Ao 9 cumeonoB n «He ucnons3yemcsi». 1o ymonyaHuo 3HadeHne
OaHHOW NoNUTUKN: «He ucronb3yemcs».

Monntuka npumeHsietcst Ha mogynsix C3U BU Dallas Lock.

vCenter: MMHMMaNbHOE KOJINYECTBO CTPOYHbIX OYKB

[aHHOV NoONMUTMKOWN yCTaHaBNUMBaETCH MUHUMATbHOE KONMYECTBO CTPOUHbIX (ManeHbkux) BykB, KOTopble
OOJIMKHBI MPUCYTCTBOBATbL NPU 3agaHnn napons, Ans yyeTtHow 3anucu Cepsepa BupTyanusaumm B LY
C3U BU Dallas Lock.

Monutrka NnpuHMMaeT 3HaveHnsa ot 1 Ao 9 cumBonoB u «He ucnons3yemcs». 1o ymonyaHuo 3HadeHne
OaHHOW NonNuTUKN: «He ucrons3yemcs».

Monutuka npumeHsietcst Ha moaynsix C3U BU Dallas Lock.

vCenter: MUHUManbLHOE KONM4ecTBo Ludp

[daHHOW nonuTMKOW yCTaHaBNMBAETCSH MWHUMANbHOE KONMYECTBO YMCIOBLIX CUMMBOMOB, KOTOpblE
OOMKHbI MPUCYTCTBOBATL MpU 3adaHun napons, Ansa yvetHoun 3anmcu Cepsepa BupTyanusauuun B LIY
C3U BU Dallas Lock.

MonuTuka npuHMMaeT 3HavyeHus ot 1 0o 9 cumBonoB un «He ucnone3yemcs». 1o yMonyaHuio 3HavyeHne
OaHHOW NonuTUKN: «He ucronb3yemcs».

Monutuka npumeHsieTcst Ha moaynsix C3U BU Dallas Lock.
HanomuHaTb 0 cmMeHe napornb 3a

C nomolLbio AaHHOro napaMeTpa cucTema 3allnThbl MO3BOMUT HANOMUHATL MOMb30BaTENo O TOM, YTO
Yepes onpeaeneHHoe KonmM4ecTso AHel Heo6xoanMO CMeHUTb Naporb.

Monutuka npuHumaet 3HayveHnsa ot 1 oo 15 gHen u «He ucnonb3yemcs». 1o ymon4yaHuio nonuTuka
nveet 3HayeHue «3 OHs». Ecnu BbIBpaHo 3HadeHue «He ucrnonb3yemcsi», TO HaNOMWHAHWUA
0 HEODXOAMMOCTM CMEHbI Naporns He GyaeT.

HanomwuHaHue o NnpefcTosiLen cMmeHe napons OyaeT NosBNATLCS HA 3kpaHe npu 3arpy3ke C3U gaHHbIM
nonb3oBaTeneM, HauMHas C TOr0 MOMEHTa, Korga A0 CMeHbl napond (akTudecku OO0 UCTeYeHus
MaKCVMMarnbHOro BpeMeHU OEeNCTBMSA Napons) ocTanocb KONMMYECTBO AHEWN, paBHOE YyCTaHOBIIEHHOMY
3HaYeHM o AN 3TOWN NONUTUKMN.
Monutrka NnpuMmeHseTcs Ha:
o cnyxby ELLY;
o MOAynsAX:
e C3MU Dallas Lock 8.0-K/C;
CAO3 Dallas Lock;
CO3 Yb Dallas Lock;
C3U HC[ Dallas Lock Linux;
C3U BU Dallas Lock UK4.

MakcumanbHbIN CPOK AEUCTBUA Napons

MonuTuka ycTaHaBNMBaeT MaKCUMarbHbIA CPOK OeWCTBUsi Mapons nonb3oBaTenei. Mo ncreyeHum
CpoKa [elcTBuMs MOMb3oBaTenio aBTomMatMdeckn OyoeT  MpenniokeHo CMEHWTb  Maporb.
He pacnpocTpaHsieTcs Ha Yy4eTHble 3anucu nonb3oBaTene C  YCTaAHOBMEHHBIM  aTpUOyTOM
BeccpoyHbIn naponb.

Monuntuka NnpuHMMaeT 3HaveHus ot 1 aHa Ao 25 Hepenb 1 5 gHen (180 gHen) n «He ucnonb3yemcsi» —
MaKCMMarbHbI CPOK AEWCTBUA MApPONsl He YCTaHOBIEH. 10 yMonyaHuio nonutvka MMeeT 3HadveHue
«6 Hederb».

MonuTunka NnpumMeHsieTcs Ha:
e cnyxby ELLY;



e MoAynsaX:

e C3WU Dallas Lock 8.0-K/C;
CA3 Dallas Lock;
CA3 Yb Dallas Lock;
C3U BU Dallas Lock UK4;
C3U HCA Dallas Lock Linux.

oVirt: KonunyectBo npeabiaywmnx naponeﬁ, KOTOpbI€e NoJib3oBaTesib HEe MOXeT UCNOoJIb30BaTb

[aHHOV nonuTUKOM yCTaHaBnMBaEeTCA KOMMYECTBO MpeablayLimx naponen Kaxaoro nonb3oBaTens,
KOTOpble He MOoryT ObiTb BblOpaHbl UMM NpU CMeHe napons, Ans ydyetHou 3anucu Cepsepa
BupTyanusauuu B LIY C3U BU Dallas Lock.

Monutuka npUHNMMaeT 3Ha4YeHud oT 1 oo 10. Hanpmmep, 3Ha4veHne «5» 3anpewaeT ncnonb3oBaTtb NATb
npenbigywmnx naponeﬁ and BbI6paHHOFO nonb3oBarens. o YMOJTHaHNIO 3Ha4YeHne NoJINTUKN. « 5».

Monutuka npumeHsietcst Ha moaynsix C3U BU Dallas Lock (HaumHas ¢ UKS).

oVirt: MakcumanbHbIN CPOK AeUCTBUA Napons

MonuTrka ycTaHaBnMBaeT MakcuMarbHbIi CPOK AEWCTBUS napons nonb3oBateneit. o ncreyeHunm
cpoka [eicTBMS  MOJb30BaTeNlilo  aBTOMaTWYecku OydeT NpeanoXeHo CMeHWTb  Naporib.
He pacnpocTpaHsieTcss Ha Yy4yeTHble 3anuMcu Mosfb3oBaTesied C  YCTaHOBMEHHbIM — aTpubyTOoM
BeccpouHbii Naponb.

MonuTtunka npuHMMmaeT 3HadeHus oT 1 gHA ao 25 Hegenb u 5 gHewn (180 gHewn) n «He ucnonb3yemcs» —
MaKCMMarnbHbI CPOK AENCTBUSA Mapons He yCTaHoBreH. [10 ymonyaHuio nonutvka mmeeT 3HayeHue
«42 OH.».

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock (HauuHas ¢ UKS).
oVirt: MMHMManbHaa agnuHa napons

[aHHO  noNUTMKOM  yCTaHaBMMBAETCA  OrPaHWYEHUE Ha  MUHUMAnbHYK  ANWHY  napons.
Mpwn peructpauumn HOBOro nonb3oBaTeNs U NpY U3MEHEHUW CTaporo Mapons cuctemMa KOHTPOonupyeT
ONuHY BBOAMMOro napons. Ecnv uncno cumBOonoB B napone MeHblUe YCTaHOBIIEHHOrO 3HaveHus,
TO Ha 3KpaHe NosBUTCA NpeaynpexaeHne «Beod naposs: egedeH CUWKOM KOPOMKUL naporsiby.
Monutuka npuHnmaeT 3HaveHus oT 1 go 30 cumBonoB U «He ucnonb3yemcs». 1o ymonyaHuio NonuTuka
nmeeTt 3HadeHune: 6 cumsonos. [Mpu Beibope 3HayeHns «He ucrnonb3yemcsi» ycTaHaBnuMBaeMbli Naporib
MOXET UMETb MYCTOE 3HAYEHNE.

[encteme noNnTUKN pacnpocTpaHseTcsa Ha 3HavyeHus naponen, PIN-KogoB u Krnoyen.

CnepnyeT umeTb B BUAY, YTO €CNu B npouecce paboTbl M3MEHEHO 3HAYeHWE ANvHbI Napons (Hanpumep,
YBEMMYEHO), TO Yy 3aperncTpMpoBaHHbIX MOMb30BaTENEN OHA OCTaeTCs MPEeXHEeW A0 NMepBOWM CMEHBbI
3HaYeHus.

MonuTtunka npumensetca Ha moaynsx C3U BU Dallas Lock (HauuHas ¢ UKS).

oVirt: MMHUManbHoe KONM4YecTBO NPONUCHBLIX OYKB

[laHHOW NONUTMKON yCTaHaBNMBaETCA MUHMMAIbHOE KONMMYECTBO NPOMUCHBIX (60nbLumnx) GyKB, KOTOpbIE
OOJDKHBI MPUCYTCTBOBATb NpU 3agaHnn napons, Ans yyeTtHow 3anucu Cepsepa BupTyanusauumm B LIY
C3U BU Dallas Lock.

Monutuka NPUHNMaET 3Ha4YeHnA oT 1 8o 9 cumeonoB u «He ucriosib3yemecs». Mo yMOn4yaHuio 3HavyeHune
OaHHOW nonuTukKn: «He UcCriofnib3yemecs».

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock (HauuHas ¢ UKS).

oVirt: MMHMManbHOEe KOJIM4YecTBO cneuuaribHbIX CAMBOIOB

,D,aHHOIZ NONNTUKON yCTaHaBmMBaeTCA MMHUMAlbHOE KOJNIM4eCTBO cneuunarbHbIX CMMBOJ10B (
ll@ll ll#ll ll$ll ll%ll nAn |l&l| nikn ll(ll ll)ll LU R L ll{ll |l}ll ll[ll ll]ll ll\ll |l|ll WL nen e non

"), KOTOpble [OMXHbl MNPUCYTCTBOBATb NpW 3adaHun napons, Ansa ydyeTHon 3anucu Cepsepa
BupTyanusauuu B LIY C3U BU Dallas Lock.

MonuTtuka NnpuHMMaeT 3HayeHns ot 1 Ao 9 cumeonos n «He ucrons3yemcsi». 1o ymonyaHuioo 3HadeHne
OaHHOW NonNUTUKK: «He ucrnonb3yemcsi».

Monutuka npumeHsieTcs Ha moaynax C3U BU Dallas Lock (HaumHas ¢ UKS).



oVirt: MMHMManbHOe KONM4YeCTBO CTPOUHbIX OYKB

[aHHOM NoNMTMKOWN yCTaHaBNUBaETCH MUHUMATbHOE KONMMYECTBO CTPOUHbIX (ManeHbkMx) BykB, KOTopble
OOJIMKHBI MPMCYTCTBOBATbL NpU 3adaHnn napons, Ans yyeTtHon 3anucu Cepsepa BupTyanusaumm B LIY
C3U BU Dallas Lock.

Monutuka NPUHNMaET 3Ha4YeHnA oT 1 8o 9 cumeonoB 1 «He UcCriosib3yemecs». Mo YMOJ14aHuio 3Ha4yeHne
OaHHOW nonuTukKn: «He UCTI0JIb3yemecs».

Monutuka npumeHsietcst Ha moaynax C3U BU Dallas Lock (HaumHas ¢ UKS).

oVirt: MMHuManbHoe KonuyecTtBo uudp

[aHHOM nonUTMKOW ycTaHaBNMBAETCS MWHUMANbHOE KONMYECTBO YMCIOBbLIX CMMBOJSIOB, KOTOpblEe
OOMKHbI MPUCYTCTBOBATL MpU 3adaHuK napornsi, Ans yyeTHou 3anvcu Cepeepa BupTyanusauuu B LIY
C3U BU Dallas Lock.

Monutuka NnpMHMMaeT 3HavyeHnsa ot 1 Ao 9 cumBonoB n «He ucnons3yemcsi». 1o ymonyaHuo 3HadeHne
OaHHOW NoNUTUKN: «He ucronb3yemcs».

MonuTnka npumensieTca Ha moaynsix C3U BU Dallas Lock (HauuHas ¢ UKS5).
oVirt: HanomuHaTb 0 cMeHe naponsa 3a

C nomoLlbo AaHHOro MapamMeTpa cucTeMa 3almTbl MO3BOMUT HanoMuHaTb MOMb30BaTENO O TOM,
YTO Yepes onpeaeneHHoe KonM4ecTBo AHEN HeODXO0ANMMO CMEHUTbL Naporb.

MonuTtuka npuHumaeT 3HaveHus ot 1 go 180 aHen n «He ucnonsb3yemcs». o ymonyaHuio NonuTuka
uveet 3HayeHume «3». Ecnu BbIGpaHo 3HaveHue «He ucrionib3yemcsi», TO HanOMWHaHWM
0 HeoBX0AMMOCTU CMEHbI Napons He byaerT.

HanomunHaHve o npeacTosiei cMeHe napons 6yaeT NosBNATLCS Ha aKkpaHe npw 3arpy3ke C3U gaHHbIM
nosib3oBaTerieM, HauyMHasi ¢ TOr0 MOMEHTa, Korga A0 CMeHbl nmaponsi (pakTuyecku 00 UCTEYeHUs
MaKcUMaribHOrO BpeMeHWU OEeWCTBUS Napornisl) OCTanock KONMMYECTBO AHEW, paBHOE YCTaHOBMEHHOMY
3HaYEHMIO A1t STON NONUTUKN.

Monutuka npumeHsietcst Ha moaynsix C3U BU Dallas Lock (HaumHas ¢ UKS).

5.4.2 HacTponka nonuTuk aBTopmusaumum

Ha Bknagke lMonumuku B KaTteropumm Monutunku aBTopusaunmn HactpamBaroTCA NapamMmeTpbl, Kacalolmnecq
BXO4a B CUCTEMY.

B cooTteeTcTBMM C Tpe6OBaHI/IF|MI/I nonuTukn 6e3onacHocCTn opraHusauunun Heo6xoaMmMo HaCTpouTb BCe
napamMeTpbl, pacnoJyioXeHHble B CMUCKe NOJINTUK aBTOPU3aUnn.

Ta6nuua 11. MonuTnku aBTOpPU3aLUM

KVM/oVirt: BnokupoBatb goctyn k Cockpit Web Interface

Bo3moxxHoe 3HauyeHune nonutukn: «Ja/Hem». No ymoOnyaHuto 3HayeHne gaHHoM NonuTukn: «Jay.
[laHHasa nonuTrka No3BONSET HACTPOUTL paspelleHmns Bxoga Ha Web-knneHT Cockpit Web Interface.
MonuTtuka npumenseTca Ha moaynsx C3U BU Dallas Lock.

KVM: BnokupoBaTtb 3anyck BM B npocTpaHcTBe nonb3oBarens

Bo3moxxHoe 3HauyeHne nonutuku: «Ja/Hem». No yMOn4YaHuto 3HayeHne JaHHoM NoNuTuKK: «Jay.

[aHHas nonutunka no3eonseT 6rnoknpoBaTh 3anyck BM B npocTpaHcTBe nonb3oBaTens, To ecTb paboTta
¢ BM moxeT BbINOMHATLCS TONLKO ANs root-nonb3oBaTens.

Monutuka npumeHsieTcs Ha moaynax C3U BU Dallas Lock (HaumHas ¢ UKS).
KVM/oVirt: BnoknpoBatb npotokon SSH

Bo3moxxHoe 3HauyeHune nonutukn: «Ja/Hem». o ymonyaHuioo 3HayeHne AaHHOM NoNUTUKK: «a».

3HaveHne «[a» paHHOM nonuTuku OnokupyeT yaaneHHbin goctyn Kk CepBepy BupTyanu3auuu
no npotokony SSH.

Monutuka npumeHsietcs Ha mogynax C3U BU Dallas Lock.



vCSA: BnokupoBatb npotokosn SSH

BoamoxHoe 3HauyeHune nonutukn: «Ha/Hemy». o ymonyaHuio 3HaveHne AaHHOM NONUTUKN: « Hemy.
MonuTunka koHTponupyeT yaaneHHsl goctyn B VCSA no npoTtokony SSH.
MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.

VvCSA: Paspewuntb Bxoa Ha Web-knnenHt VCSA Management Interface (VAMI)

BoamoxHoe 3HauyeHune nonutuku: «Ja/Hemy. Mo ymon4yaHuio 3Ha4yeHne AaHHON NONUTUKK: «Jax.

[aHHas nonutMka NO3BONSIET HaAcTpouTb paspelleHne Bxoga Ha Web-knmeHT VCSA Management
Interface.

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.
VvCSA: Pa3peluunTb JNlIOKanbHbIN BXO4 C KOHCONU

Bo3moxxHoe 3HauyeHne nonutukn: «Ja/Hem». [lo ymonyaHuio 3HayeHne aaHHOM NonuTukn: «a.
[aHHas nonuTnka NO3BOSSIET HACTPOUTL paspeLleHne NoKarlbHOro BXxoda ¢ KOHCOMMW.
MonuTtuka npumenseTca Ha moaynsx C3U BU Dallas Lock.

vSphere: 3anpet Ha paboTy Yyepe3 Web-knueHT

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHOW nonuTukn: «Hemn.

HaHHas nonuTuka no3sonseT 3abrokMpoBaTb BO3MOXHOCTb NoAkntodeHus kK CepBepy BMpTyanusauuu
unu runepeusopy ESXi uepes Web-knueHt VMware vSphere.

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.

ABTOMaTU4eCKUI BbIGOP annapaTHOro uaeHTudukKaTopa npu asTopmMsaumm

BoamoxxHoe 3HaueHune nonutukn: «Ja/Hem». No ymonyaHuto 3Ha4yeHne gaHHOM NonuTukn: «Hemy.
BkntovyeHne [aHHOW MOMUTMKM MO3BOMUT aBTOMAaTMYECKM BbIOpaTh NOAKIIOYEHHbIA annapaTHbIN
noeHTncmkaTop Npu asTopmsauuu.

Monntuka NpUMeEHsieTCa Ha MoLYNAX:

C3U Dallas Lock 8.0-K/C;
CA3 Dallas Lock;

CAO3 Yb Dallas Lock;

C3U BU Dallas Lock (UK4).

ABTOMaTnyeckoe 6NMOKMpPOBaHME HEAKTUBHbIX YYETHbIX 3anucemn

Monutuka npuHumaeT 3HadveHus ot 1 go 90 gHen u «He ucnonb3yemcs». Mo ymonyaHuio 3HayeHne
OaHHOW NonuTuKN: «He ucrnonb3yemcs».

[aHHas nonuTuka noO3BONAET HACTPOUTb M BbIMNOMHUTL aBTOMAaTUYECKYH) ONOKMPOBKY HEAKTUBHbIX
(Hemcnonb3yeMbix) y4eTHbIX 3anucen Nnonb3oBaTenen nocre nepuoga BpeMeHn Heucnonb3oBaHus. MNMpu
akTMBauum fgaHHon nonutukn Ha ELY BbinonHaeTcs OGnoOKMpoBKa HEAKTUMBHOW YYETHOW 3anucu
nonb3oBartenen Ha otgensHom mogdyne C3U Dallas Lock 8.0-K/C.

MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
BnokupoBaTb KOMNbIOTEP B Crly4yae BBOAA HenpaBUIlbHbIX Naposien

Bo3moxxHoe 3HauyeHune nonutukn: «a/Hemy». [No ymonyaHuio 3Ha4yeHne AaHHOW NONUTUKK: « Hemy.

[aHHasa nonuTmka no3sonseT HaCTpOUTb 6J'|0Kl4pOBaHI/le KOMMbKOTEPa B Cliy4ae BBO4a Nnosb3oBaTterniem
HenpaBWUJlbHbIX naponeﬁ.

Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.



BnokupoBatb Y3 Bo Bcem [16, ecnu Ha moayrne Y3 3abnokupoBaHa npaBUiiom
aBTOMaTU4eCKOro pearmpoBaHus
BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW NonuTukn: «Hemn.

[aHHaa nonutuka nossonser HacTpouTb 6J'IOKVIpOBaHVIe y‘-IeTH017I 3anucu Bo BCcem [1b B cny4yae ee
6]'IOKVIDOBKVI Ha KInneHTe no npunynHe CpaGGTbIBaHVIﬂ npasuna aBTOMaTn4eCKoro pearmpoBaHus.

Mpun akTMBaLUMM NONUTUKN ydYEeTHasi 3annck, 3abNOKMPOBaHHas Ha KNMeHTe Mo NpuyYnHe cpabaTbiBaHMA
npaBuia aBToMaTU4YeCKOro pearmpoBaHus (ToMnbKo A58 npaBun ¢ gencrteuem briokuposams Y3), 6yget
beccpoyHo GrokmpoBaTbcs Ha Bcex knueHtax ¢ mogynsmu C3U Dallas Lock 8.0 (HaumHas ¢ UK13)
n C3U HCA Dallas Lock Linux (HaunHas ¢ UK6) Bo Bcem [JomeHe 6e3onacHocTu, pa3brokuposka Y3
OygeT AocTynHa Tonbko no KomaHnae Pasbriokuposams | Pasbnokuposamb ecex n3 KoHconu ELY
(cm. «[NapameTpbl 3a6M0OKMPOBAHHbLIX _MNofb3oBaTenern»). Ecnv nonuTuka HeakTuBHa, TOo Y3,
3abnoKMpoOBaHHas npaBUIIOM aBTOMaTUYECKOrO pearnpoBaHusl, OyaeT Takke 3abnokvpoBaHa
6eccpoYHO, HO TOMBLKO Ha TOM KITMEHTE, Ha KOTOPOM Mpou3soLuna 6nokupoBka.

Monutuka NPUMEHAETCA Ha MoayNnAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

Bpems 6e3nencTBus, nocrne KOTOporo 6yaeT 3abnokupoBaH ceaHC JocTyna

[aHHas nonuTuka onpeaensieT Bpems 6e30encTBUA Nonb3oBaTens, No NPOLIECTBMM KOTOPOro ceaHc
AoCTyna gaHHOro nonb3oBartens yaeTt 3abnokmpoBaH.

B03MOXHO yCTaHOBUTL BpeMsi 6e34eACTBUS OT 1 MMHYThI A0 5 4YacoB. [1o ymonyaHuio 3HadeHre gaHHoro
napameTpa: «He ucrnonb3yemcs».

Ecnu paHHas nonutuka wucnonb3dyetcs pgnsa OC  Linux (3HayeHue, OTnM4YHOE
oT «He ucnonb3yemcsi»), cnegyeT yuuTbliBaTb, YTO BrokMpoBKa rpacuyeckont ceccum
TakKe JOCTYMNHa K UBMEHEHUIO C MOMOLLbIO CTaHAAPTHBIX YTUNUT HacTporikn OC. Takoe
n3MeHeHne He oTobpasuTcs B 06onoyke agmuHuctpuposaHus C3U HCL Dallas Lock
Linux n ELLY Dallas Lock.

MonuTuka NnpumMeHsieTcs Ha MoaynsaX:

e C3U Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

Bpems 6nokMpOBKM YYE€THOM 3anucu B criyvyae BBoAa HeNpaBUIIbHbIX Naporen

[JaHHaa nonuTuka nNo3BonsieT YCTAaHOBUTL, CKOMbLKO BPEMEHU yyYeTHas 3anucb OyaeTt 3abnokupoBaHa
nocrne TOro, kak Mofib3oBaTeNlb BBEN HEBEPHbIN maponb Gomnblie AonycTumoro uucna pas. B aTtor
BPEMEHHOI MHTEpBar Nonb3oBaTeNlb HE CMOXET 3arpy3uTb komnbioTep u OC, gaxe npu BEpHOM BBOAE
naponsi.

Mo ncteyeHnn ykasaHHOro BpeMEHM y4eTHas 3an1cb aBTOMaTU4ECKM pa3brnokupyeTcs, 1 nonb3oBaTenb
CHOBa MONy4YUT BO3MOXHOCTb BBECTU Naposb. COpocuMTb aBTOMaTUYecKyld BGrOKMPOBKY AOCPOYHO
MOXET TONbKO agMuHWcTpaTop 6Ge3onacHOCTM WnM  nonb3oBaTenb, obnajalowmin  NpaBoMm
penakTMpoBaHWS Y4ETHbIX 3anvcen.

Bo3moxHoe 3HavyeHue napametpa: oT 1 MUHYTbI 0o 5 yacoB n «He ucnonb3yemcs». Ecnn BbibpaHo
3HauyeHne «He ucronb3yemcs», TO pa3bnokMpoBaTh YYETHYIO 3anMMCb MOXET TONbKO agMUHUCTPaTop
6e3onacHocTy. Mo ymMmonyaHuio 3HayeHe JaHHON MNONMUTUKK: « 10 MUHY.
Monntrka NpuMeHsieTcst Ha:
e cnyxby ELY;
e MOAynAX;
e C3WU Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CO3 Yb Dallas Lock;
C3U BU Dallas Lock.

Bpems oxuaaHus aBTop13auum nonb3oBaTterns

Monutuka npuHumaeT 3HaveHus oT 1 go 10 MURYT 1 «He ucrnons3yemcs» — BpeMsa OXuAaHusa BBoAa
aBTOPM3aLMOHHBIX AAHHBIX HE orpaHnyeHo. o ymonyaHuio 3Ha4yeHne JaHHOW MOMUTUKN: 2 MUHYTHI.



3HayeHne [aHHOM  MOSIUTUKU onpegendetr Bpewmd, O0TBOAMMOE Ha BBO4 MOJib3oBaTenemM
aBTOPU3AUMNOHHBIX OaHHbIX (OT Ha4ana Ha60pa OaHHbIX 00 Ha)XXaTua KHOMKU OK) Ecnu nonb3oBaTenb
He ycrnen 3aBepwnTb BBOO aBTOPU3ALUMOHHBIX AaHHbIX, TO BB€AEHHblEe AaHHble O4YULLaoTCA.

Monntuka npumeHsieTcs Ha moaynax CO3 Dallas Lock n CO3 YbB Dallas Lock.
ESXi: BnokupoBatb npotokon SSH

BoamoxHoe 3HadeHune nonutukn: «HJa/Hemy. Mo ymonyaHuio 3HavyeHne AaHHON NOoNuTUKK: « Hemy.

Ecnn paspeweHo wucnonb3oBaHne ESXi Shell, 10 ero MoxHO 3anycTutb HeNnOCPeACTBEHHO
Ha runepeusope ESXi uwepes DCUI wnu yganeHHo no SSH. [daHHas nonutuka ONOKMpYyeT Takyko
BO3MOXHOCTb.

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.
ESXi: BknounTb oTNpaBKy CUCTEMHOrO XXypHana no SSL

BoamoxHoe 3HaueHune nonutukn: «La/Hemy. Mo ymonyaHuio 3HavyeHne AaHHON NONUTUKK: « Hemy.

[aHHaa nonuTuka no3BonseT BKNOYaTh LWMpoBaHUE MHGPOPMAaLMK, nepeaaBaeMor nNo NpoTOKoNy
syslog.

[aHHas nonutuka paboTaeT Tombko C A06GaBMNeHHbIM KOPHEBLIM CEPTUGUKATOM
C3U BM B noBepeHHble kopHeBble cepTudukatbl VMware PSC.

MonuTtunka npumeHsaeTca Ha mogynsix C3U BU Dallas Lock (UK4).
ESXi: Bpems, B Te4eHMe KOTOpOro AonyckaeTcs BbIMONHUTL OAHY NONbLITKY BBOAA Napons

Monutnka npuHumaet 3HadveHms oT 1 mMuH. go 300 muHyT (5 yacos). 1o ymon4aHuio 3Ha4veHwue:
1 MuHyma.

[daHHas nonutvka NO3BOMSET YCTAHOBWUTb KONMMYECTBO BPEMEHW, B TeYEHME KOTOPOro AonyckaeTcs
BbINOMHUTE OAHY MONbITKYy BBOAa napond Ha mogyne C3U BU Dallas Lock. Ecnv npousowna
HeydayHas nonbiTka BBOAA Napons, TO BbINOMHWTL HOBYIO MOMbITKY BBOAA Napons BO3MOXHO OyaeT
TONbKO Yepes yKasaHHbIN Nepuog BpeMeHN.

Monutuka npumeHsieTcs Ha moaynax C3U BU Dallas Lock.

ESXi: 3anpeTutb BO3MOXHOCTb aBTOpU3auum (Lockdown Mode)
[aHHas nonuTrka No3BonseT HacTPOUTb 3anpeT BO3MOXHOCTU aBTopusauun. Bo3aMOXHO yCcTaHOBUTL
3anpeT npu yaaneHHoM NoAKMYeHnn, Npu NpsMoM 1 yaaneHHoM nOoAKNIOYeHNUN.
Mo ymonyaHuio 3HavyeHne faHHoW NonuTuKkKn: He 3anpewams.
MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.

ESXi: konn4yecTBO NONbLITOK BBOAA HOBOIO NMaposisi, yaoBleTBOPSOLEro TEKYLUM NaposfibHbIM
nonuTuKam

3HayeHue, ycTaHOBMNEHHOe ANs 3TOW NONMTUKW, perfnaMeHTUpyeT, CKONbKO pa3 nonb3oBaTteflb MMeeT

npaso olwmnbaTtbcs Npy BBOAE HOBOro Naporsisi.

MonuTtuka npuHumaeT 3HavyeHus ot 1 go 10. Mo ymonyaHuio 3Ha4YeHne JaHHOW NOMUTUKK: « 3».

Monutuka npumeHsietcs Ha moaynax C3U BU Dallas Lock.

ESXi: Nepuoa Heucnonb3oBaHUA

MonuTtuka npuHumaeT 3HadveHusa ot 1 go 180 gHen n «He ucnons3yemcs». [0 yMOnYaHuIO 3Ha4YeHne
JaHHOW NONUTUKN: « T OH.».

[daHHOM nonuWTUKOW YycCTaHaBnMMBaeTCs Mepuod BPEMEHW, 4epe3 KOTopbll OyayT OTKIOYEHb
Heucnonb3yeMble y4eTHble 3anucu runepemusopa Ha mogyne C3U BU Dallas Lock. C6pocutb
aBTOMaTU4eCKyto 6OKMPOBKY AOCPOYHO Ha MOAYIe MOXET TOMbKO aAMUHUCTpaTop 6e3onacHoOCTH unu
nonb3oBarternb, 0bnagalLwnii NpaBoM pefakTUPOBaHNS YYETHbIX 3anuncei.

MonuTtunka npumenseTca Ha moagynsx C3U BU Dallas Lock.



Hyper-V: Bnokuposats SC VMM

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW NonuTukn: «Hemn.
JaHHas nonuTuka no3sossieT 3abrnokMpoBaTb BO3MOXHOCTb NOAKMUMTLECSA K cepepy VMM.
Monutuka npumeHsietcst Ha mogynsx C3U BU Dallas Lock (UK4).

3a|1peTVlTb BbIXOA4 U3 cnsdLwero pexumnmMma

[aHHas nonuTnKa No3BOSSIET BKIOYMTL/BbIKIIOUMTD 3anNpeT BbIXOA4a M3 CMSILLIErO peXxuma.
Mo ymonyaHuio 3Ha4yeHne faHHOW NONUTUKKN: «Hem».
Monntnka npumeHsieTcst Ha mogynsax CA3 YB Dallas Lock.

3a|1peTMTb ncnosrfib3oBaHue napoJsyibHoro MHTepd)eFlca BXoga

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoOW NonuTukn: «Hemn.

Mpy ncnonb3oBaHuM cmapT-kapT Ans aBTopusaumum B OC BO3MOXHO OTKMHOUUTL UHTepdeic Bxoada
Mo MMEHU Nosb3oBaTens v Naposto, BKIOYEHMEM AAaHHON NONMUTUKKM (3Ha4YeHne «Jay).

MonuTuka npuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

[na HasHayeHust nonuTukn TpebyeTcd, YToObl KOMMbIOTEP C MOoAyfnem Obin BBEAEH
nog ynpasneHune gomeHa: Active Directory, FreelPA, ALD PRO, Peg AM, Samba.

3al1peTI/ITI: NMOBTOPHOE UcnoJsib3oBaHne UMeHu nosib3oBaTesriad B Te4eHune

MonuTtuka npuHumaet 3HadeHus 1-10 net, 15 ner, 20 neT, 25 ner, 30 neT, 40 neT, 50 net, «Hagcezda»
n «He ucnonb3yemcs». 1o ymonyaHuio 3HaYeHne aHHOro napameTpa: «He ucrnonb3yemcs».

BknoyeHne paHHOM MOMMTWKM  yCTaHaBnuBaeT 3anpeT Ha MOBTOPHOE MWCMONb30BaHUE VMEHU
nons3oBartens Npu perncTpaumm HoBOW y4eTHOWN 3arnucu.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

3anpeTuTb CMeHy nornb3oBaTens 6e3 nepesarpy3ku

Bo3moxxHoe 3HavyeHune nonuTukn: « Bk./Beika.». 10 ymon4aHuio 3HavyeHne — «Bbikii.».

[aHHaa nonuTnka no3sonser npenoTBpaTtuTb TeOPETUYHECKYH0 BO3MOXHOCTb MU3BJ1€4YEHUA Kakomn-nnbo
VIHCbOpMaU,VIVI n3 OﬂepaTMBHOVI namsatu [K, OCTaBLIYHCA TaM Nnocne 3aBeplleHndAa ceaHca pa6OTbI
OpPYyroro nofnib3oBaTersnd.

Mpu BKMHOYEHUI AAHHOW NONUTUKM (3HAYEHNE « BK/.»), akKTUBMPYETCSA 3anpeT Ha OCYLLIECTBEHNE CMEHbI
nonb3oBaTens 6e3 nepesarpy3ku komnbioTepa. [pu BKMHOYEHHOM 3HAYEHWUU MONUTUKM MpU Bblibope
nyHkTa 3aBeplueHne paboTbl B okHe 3aBepluieHne paboTbl Windows, KoMnbloTep aBTOMaTUYECKN
yioeT B nepesarpysky.

MNonntuka npuMeHdaeTCA Ha MoAaynax:

e C3U Dallas Lock 8.0-K/C;
C3U1 BU Dallas Lock (UK4).

Ucnonb3oBaThb aBTOpPU3aUuMOHHYHO VIH(*)OpMaLIMIO U3 annapatHoro VI,CI,eHTM(pVIKaTOpa
(PE[] OC, LightDM)

Bo3moxHoe 3HayeHune nonuTukn: «Bki./Beika.». [0 ymMonyaHuio 3Ha4yeHne — «Bbiki.».
HdaHHas nonutyka oTBeYaeT 3a BbIOOp Nonb3oBaTens no ymonyaHuio npu ctapte LightDM.
Monutuka npumeHsieTcs Ha moaynax C3U HCA Dallas Lock Linux (UK6).



Ucnonb3oBaTb aBTOpM3aLmMoHHY0 nHpopmauuto ot C3 Dallas Lock

BoamoxHoe 3HadeHune nonutukn: «LJa/Hemy. Mo ymon4yaHuio 3HavyeHne AaHHON NoNuTUKK: « Hemy.

Mpu BKMOYEHUM JAHHOW MONUTUKM (3HaYeHue «/Ja») aBToMaTUYecKu UCNomb3yeTcs aBTopu3aLoHHas
nHpopmaums ot CO3 Dallas Lock. lMNonutnka npumeHsieTcst TONbKO NpU YCTAHOBMEHHOW annapaTHomn
nnarte. [Anga padotbl nonutnkn Heobxogmmo B OC ycTtaHoBuTh Apaneep ana CA3.

MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.
MakcumanbHOe KonmM4yecTBO OLIMOOK BBOAA Napons

3HayeHue, YCTaHOBMEHHOE Ans 3TOW MOMUTUKK, PEernameHTUpyeT, CKOMbKO pa3 nosb3oBaTternb NMeeT
npaBo owmnbaTbcs Npu BBOAE Napors.

Ecnun uncno owmnbok Gonblue AonycTUMOro, yyeTHasi 3anuck ByaeT 3abrnokMpoBaHa, U nosib3oBaTesb
He CMOXeT 3arpy3nTb komnbtoTep n OC.

BoamoxHoe 3HavyeHune napameTtpa: oT 10010 n «He ucriosib3yemecs» — nonb3oBaTeslb MOXET BBOOUTb
HeBeprIVI napoJib HeorpaHM4eHHoe 4Yncrio pas. Mo YMOJT4aHNO 3Ha4YeHne OaHHOW NONNTUKN: «5».

MonuTuka NnpumeHsieTcs Ha:
e cnyxby ELLY;
o MoAynsx:

e C3WU Dallas Lock 8.0-K/C;
C3U HCA Dallas Lock Linux;
CO3 Dallas Lock;

CO3 YB Dallas Lock;
C3U BU Dallas Lock.

MakcumanbHOe KOfIu4ecTBO cCeccum

[laHHaa nonuWTuka ycTaHaBNMBaeT MaKCUMMaribHOe KOSIMYEeCTBO aKTUBHbIX ceccuii Ha gaHHom [K.
BoamoxHble 3HaveHua ot 1 oo 20 ceccuii U «He ucnonb3yemcsi» — 03HadaeT, 4YTo napameTp 6yaet
OTKIoYeH. Mo yMonyaHuio ycTaHoBMEHO 3HadeHne « 10».

MonuTtunka npumenseTca Ha moagynsx C3U HC Dallas Lock Linux.

Bknountb cuHxpoHusauuro BpemeHu no NTP

BoamoxHoe 3HauyeHune nonutukn: «a/Hemy». o ymonyaHuio 3HavyeHne AaHHOW NonNuUTUKK: « Hemy.

[aHHasa nonuTtuka nossondeTt ucnonb3oBatb NTP-cepBepa n3 3agaHHOro cnucka Ang CUHXpoHM3aunm
BpemeHn mexay cepsepom Y[ n areHtamm C3U BU.

Monutuka npumeHsieTcs Ha moaynax C3U BU Dallas Lock (UK4).
OTobpaxaTb UMsA nocriegHero BolleLlero nosb3oBarens

Bo3moxHoe 3HauyeHune nonutuku: «Ja/Hem». o ymonyaHuioo 3HayeHne gaHHoM NonNuTuKK: «Ja».

B 3HaveHun «[a» B okHe aBTOopu3aumu none llons3oeamesib 3anoriHAETCA UMEHEM yYeTHOW 3anucu
nornb3oBaTerns, OCyLEeCTBMBLLEro NocrneaHni ycnewwHsii Bxod. Mpu 3HaveHnn « Hem» none ocraetcs
MyCTbIM.

MonuTuka NpuMeHsieTca Ha MoayNAX:

C3U Dallas Lock 8.0-K/C;
CAO3 Dallas Lock;

CAO3 Yb Dallas Lock;

C3U1 BU Dallas Lock (UK4).

OTob6paxartb MH(pOopMaLIMIO O NOCIieAHEM YCMELWHOM Bxoae

Bo3moxxHoe 3HauyeHune nonutukn: «Ja/Hem». o ymonyaHuio 3HayeHne AaHHOM NoNUTUKK: «a».

Mpw BktoueHnn gaHHow nonutuku anst mogynst C3U Dallas Lock 8.0 1 C3U BU Dallas Lock (3HaueHne
«[a») nocne 3arpy3km OC B obnactun yBegomnexnmin Windows Ha naHenu 3agad OygeTt nosiBnsTbCs
coobLLeHne ¢ MHpopMaumen o gate nocnegHero BXo4a rnofb30oBaTensl Ha AaHHbIA KOMNbloTep, Tune
BXO/a: CEeTEBOW, NOKanbHbIA, TEPMUHASbHbBINA, HEYCMNELLHbLIX NOMbITKAX BXOAA U COCTOSIHUM NapaMeTpoB
Y4Y4eTHOW 3anucu nonb3oBaTersi.



Mpwn BkNtoveHun gaHHown nonutuku gns mogyns CA3 Dallas Lock (3HaueHne «/[a») npu ovyepegHoOM
BXOOE MOMb30BaTeENs BO BPEMS BbIMNOMHEHUS NpoLedypbl KOHTPONS LIENOCTHOCTM OGBLEKTOB
oToGpaxaeTcs aarta v Bpemsi NoCreaHero yCrewHoro Bxoaa A4aHHOro nonb3oBaTens.

Mpwn 3Ha4YeHun «Hem» — nHdopmaums He oTobpaxaeTcs.
MonuTunka NnpumeHsieTca Ha MogynsAX:

C3U Dallas Lock 8.0-K/C;

CA3 Dallas Lock;

CA3 Yb Dallas Lock;
C3U BU Dallas Lock (UK4).

MpuHyauTensHoe 3aBeplueHue paboThkl No pacnucaHuio (Linux)

D,aHHaﬂ NoNMTMKa MO3BOMSET  BKIOYUTL/BLIKMOYNUTL npunHygnTenbHoOe 3aBeplueHune pa6OTbI
nonb3oBaTesid No pacrnncaHuto.

Mo ymonyaHuio 3Ha4YeHne JaHHOW NOMUTUKN: «BbIK.».
MonuTtunka npumenseTca Ha moaynsx C3U HC[ Dallas Lock Linux.

Paspewntb aBTOpM3aLmio BCEM NOJb30BaTeNIAM AOMEHa

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4yeHne nonutukn — «Hemny.

Mpun ycTaHoBRNeHUN 3Ha4YeHus «ja» y4eTHble 3anvcy, 3aperMcTpupoBaHHble Ha KOHTPOIepe AoOMeHa:
Active Directory, FreelPA, ALD PRO, Peg AIOM, Samba, ans paboTbl C KOTOPbIM HaCTPOEHO
C3U HCA Dallas Lock Linux, noka He 3apeructpupoBaHHble B C3UM HC[ Dallas Lock Linux, 6yayt
perncTpnpoBaTbCs B HEM MO Mepe NpoxoxaeHusa npouecca astopusauun B C3U HCL Dallas Lock
Linux.

Monutuka npumeHsieTcst Ha moaynsx C3U HCA Dallas Lock Linux.

Pa3peLLIVITb ncnonb3oBaHWe cMapT-KapT

BoamoxHoe 3HadeHune nonutukn: «Ha/Hemy. Mo ymonyaHuio 3HavyeHne AaHHON NONUTUKK: «Hemy.

BknoyeHne OaHHOWM MOMWUTMKM paspellaeT MCMoNb30BaHUE MMUKPOMPOLIECCOPHbIX CMapT-KapT Ans
aBTopusaumm B OC Windows npu pabote NK B kopnopaTMBHOM AomeHe. CmapT-KapTbl MPUMEHSOTCS
BMECTE C NIMYHbIMU UAEHTUUKALMOHHBIMU HoMepamu (PIN-kogamn).

MNonntuka npuMeHdaeTCA Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
C3U BU Dallas Lock (UK4).

VvCSA: Bpewmsi, B Te4UeHUe KOTOPOro NoAcUYMTbLIBalOTCA OLIMOKM BBOAA naponsi

MonuTnka NnpuHUMaeT 3HavyeHnst oT 1 MUHYTBI 40 4 YacoB 59 MUHYT. Mo ymMOnYaHuio 3HayeHne gaHHON
nonuTukn: 1 MuHyma.

[daHHas nonnTtuka No3BonsieT yCTaHOBUTb KONNMYECTBO BPEMEHW, B TEHEHUE KOTOPOro NoACHMTHIBAKOTCS
owmnbkn BBoAa napons Ha moagyne C3U BU Dallas Lock. Ecnv 3a gaHHbIN neprog BpeMeHU KONMyYecTBo
HeyAayHbIX NOMbITOK BXoAa AOCTUrHET MakCMMaribHOro Konmyectsa ownbok BBoga Naponsd, yvyeTHas
3anucb byget 3abnokmpoBaHa Ha BpeMsi, 3afaHHoe B nonutuke Bpemsa 61oKMPOBKM y4eTHOM 3anucum
B Clly4yae BBoAa HenpaBUIibHbIX Naponemn.

B cnyyae, ecnu 3a ycTaHOBMIEHHOE BPEMSI KONMWYECTBO HeyAdauHblX MOMbITOK BXOAa He AOCTUMMOo
3a0aHHOr0 MakcuMarbHOro Konuyectea oWWBOK BBOAA Mapons — CYETYMK HeydauHbIX MOMbITOK
obHynseTcs.

Monutuka npumeHsietcs Ha moaynax C3U BU Dallas Lock.
CoxpaHATb UMeHa AOMeHHbIX nonb3oBatenen (PEL OC 7.3.5, GDM)
Bo3moxxHoe 3HavyeHune NonunTukn: « Bkr./Beik.». 10 ymon4aHuio 3HavyeHne — «Bbikii.».

HdaHHas nonuTuka oTBevaeT 3a 0ToOpaxeHne BXOAUBLLMX JOMEHHbIX MONb3oBaTenew.
MonuTtunka npumensetca Ha moaynsx C3U HCL Dallas Lock Linux (UK6).



CunTbIiBaTb aBTOPU3aLMOHHYIO MH(PbOPMaLMIO C annapaTHOro Krkya

Bo3moxxHoe 3HauyeHune nonutukn: «Ja/Hem». [lo ymonyaHuto 3HayeHne aaHHOM NonuTukn: «a.

B 3HayeHun «[a» BO BpeMsi aBTOpuM3aLun MHdOopMaLmns aBTOMaTUYECKN CYUTLIBAETCS C annapaTHoro
naeHtndukaTopa. B 3HauyeHun « Hem» 3TOro He NPOMCXOANT.

[aHHas nonuTuka QOCTynHa TonbKo B 6a3oBoM pexunme paboTbl mogynsa CO3 Dallas Lock n CA3 YBb
Dallas Lock.

TekcT coobLieHus npu Bxoge

B okHe pepakTMpoBaHWsi OAHHOW MOMUTUKN UMEETCA BO3MOXHOCTb MpOCTaBuTb ¢nar Bbigodums
coobujeHue rpu exode, BBECTU 3arofioBOK M TEKCT npeaynpexaeHus, kotopoe byaeTt otobpaxatbes
nons3osarento Ao Bxoga B OC. CMbiCn AaHHOIO TEKCTa JOIMKEH Npeaynpexaatb 0 peanv3auuu mep no
obecneyeHnto 6e3onacHoOCTM MHbOpMaLUK, N 0 HeOBXOAUMOCTM COBNOAEHNS YCTAHOBMEHHbIX NPaBu
obpabotkn uHpopmauun. Haxatme OK nonb3oBatenem OyoyT o3HavaTb NoOATBEPXKAEHUE
03HAKOMITEHWSI.

Mo ymonyaHuio AaHHas MonUTMKa He UCTOSb3yeTCs.
Monntuka npumeHsieTcst Ha moagynsax C3U Dallas Lock 8.0-K/C.

5.4.3 HacTtponka nonutuk ayauta

Ha Bknagke [lMonumuku B KaTeropmu MonuTtnkm ayauTa HacTpamBakTCA NapaMeTpbl, Kacakolwunecad
BeaeHNA XypHalioB, B KOTOPbIX OCYyLWEeCTBNAETCA pernctpaumna CcoObITUI, CBA3aHHbIX C 6€30NacHOCTbLIO.

B cootBeTcTBUM C TpeGOBaHMﬂMI/I NoNUTUKM ©e3o0nacHOCTU opraHunsauunmn HeobxogMmo HacTpouTb BCe
napamMeTpbl, pacnosfioXXeHHble B CMUCKe NMOJIMTUK ayauTa.

Ta6nuua 12. MonuTtukn aygura
vSphere: ESXi Shell

BoamoxHoe 3HadeHune nonutukn: «Ja/Hemy. Mo ymonyaHuio 3HavyeHne AaHHON NONUTUKK: « Hemy.

[aHHas nonuTuka No3BonisieT BKMOYUTL Ha runepBusope vSphere pervctpaumio cobbiTUiA U 3anucen
Bcex BBeAeHHbIx komaHg B ESXi Shell.

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.
vSphere: USB-ycTponicTtBa

Bo3moxHoe 3HaveHne nonutuku: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHOW nonuTukn: «Hemy.

[daHHas nonuTuka nO3BONSAET BKMOUUTL (3HadeHne «[a») perncrpauuio cobbITMI, CBA3AHHbLIX
¢ nogkntodaembiMn USB-ycTporcTBamu K runepsusopy vSphere.

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.
vSphere: AreHT ESXi

Bo3moxHoe 3HaveHne nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHOW nonuTukn: «Hemy.

[aHHas nonuTrka No3BONAET BKMOUUTL (3HaYeHue «/[a») pernctpaumio CBeaeH O OENCTBUSAX areHTa,
KOTOpbIN ynpaBnsieT n KOHPUrypmpyeT runepsusop vSphere BMpTyanbHble MaLLWHbI, @ TaKKe BKITOYUTb
permcTpaumio cobbiTum ayteHTndukaumm Ha runepemsope vSphere.

Monutuka npumeHsietcs Ha moaynax C3U BU Dallas Lock.
vSphere: AreHT CB vCenter

Bo3moxHoe 3HaveHune nonutuku: «Ja/Hem». o ymonyaHuio 3Ha4eHne JaHHOW NonNuTukn: «Hemy.

[aHHas nonutrka No3BoNAeT BKMOUYUTL (3HadYeHue «[a») pernctpaLmio ceegeHnii 0 AENCTBUSAX areHTa,
KOTOpbLIN ynpaBnsieT n KOHPUrypupyeT runepeusop vSphere BUpTyanbHble MallUHbI, @ Takke BKIIOYUTb
pervcTpaumio cobbITMin ayTeHTUmKaumm Ha runepeunsope vSphere.

Monutuka npumeHsieTcs Ha mogynax C3U BU Dallas Lock (UK4).



vSphere: AyteHTudunkauyums
BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW NonuTukn: «Hemn.

[aHHasa nonuTMka no3BOMSET BKNOYUTL (3HayveHue «[a») perucrtpaumio coObITUA, CBA3AHHbIX
C ayTeHTudUKaLumen Ha rmunepeusope.

Monutuka npumeHsieTcst Ha mogynsix C3U BU Dallas Lock.
vSphere: BuptyanbHble MaliKHbI

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW NonuTukn: «Hemn.

[aHHaa nonuTvka Mo3BOMNAET BKMIOYUTL (3HadeHne «/[Ja») pernctpaumio cobbiTUiA, CBA3AHHBLIX
C BMpPTyarnbHbIMW MalUMHAMKW U TUNEPBU30OPaMU.

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.

vSphere: 3auuctka PC

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW NonuTukn: « Hemn.

[daHHas nonuTuka nO3BONSAET BKMOYUTL (3HadeHwe «[a») perncrpaumio CcOObITUI, CBSA3aHHbLIX
C 3a4MCTKOM PannoBomn cucTemsl runepensopa vSphere.

Monutuka npumeHsietcst Ha moaynsix C3U BU Dallas Lock.

vSphere: CuctemHble cOObITUS

BoamoxHoe 3HadeHune nonutukn: «Ha/Hemy. Mo ymonyaHuio 3HavyeHne AaHHON NONUTUKK: « Hemy.

[aHHas nonuTMka no3BonsieT BKMOYMTL (3HauveHue «[a») Ha runepsusope vSphere peructpauuio
o6wmnx cooblieHni xypHana (Syslog), koTopble MOryT ObiTb WCMOMb30BaHbl ANS YCTPaHeHus
Henonaaok.

MonuTtuka npumenseTca Ha moaynsx C3U BU Dallas Lock.

Ayaut USB-HakonuTtenen

Bo3amoxxHoe 3HauveHue nonutukun: «He ucnonb3yemcs», «3apeaucmpupogaHHbie USB-Hakonumenu»,
«HeszapeaucmpuposaHHbie USB-Hakonumenu», «Bce USB-Hakonumenu». 1o ymon4aHuio 3HayeHne
OaHHOW NonuTukn: «He ucronb3yemcs».

[daHHas nonuTuka Mo3BOMsieT BECTU perucTpaumio cobbiTUi, CBA3aHHbIX C nogkniovaembimm USB-
yCTponcTBaMu.

Mpn nonbITke N3MEHUTb 3HaveHue NONIUTUKMN Ha OTNMYHOE
oT «He ucrnonb3yemcs» NpoBepsSeTCs 3Ha4YeHMe NonNuTkn BriokMpoBaTb nogknovYeHne
He3aperncTpupoBaHHbIx HakonuTtenen USB Flash:

e  €CMNM YCTaHOBNEHO 3HayeHue «/Ja», TO U3MEeHEHNE NPON3BOANTCH YCNELLIHO;
®  €eCNnW YCTaHOBMEHO 3HayeHne «Hem», TO UIBMEHEHMS He BHOCSATCS, NosiBNsSeTcs
OKHO C npeaynpexaeHuem (puc. 117).

OwnBka X
&

Bo Bpema npoBepkn 3Ha4eHNA GbLKM 0BHApYHEHBI CAELYIOLME OLUNBKW:
AnA paspelleHna pejakTUPOBaHMA HACTPOEK BRAKYNTE NOAUTHKY "BNOKNPOBATE NOAKNHOYEHWE
HEIAPErMCTPMpOBaHHbX HakonuTeneid USB Flash”,

OK
Puc. 117. Owmnbka pefakTUpoBaHUA MONUTUKN

Monuntuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.
AyauT CUCTEeMHbIX NMoNnb3oBarternen

Bo3moxxHoe 3HayeHne NonuTUKN: «Bki./Bbiki.». 3Ha4YeHue No yMonyaHuio: « Bbiki.».

BkritoyeHre gaHHOW MOMUTUKM NO3BOSISIET BECTU yYeT AEeNUCTBUMIA CUCTEMHbIX MOoNb3oBaTenen moayns
(SYSTEM, LOCAL SERVICE, NETWORK SERVICE wn np.) B XypHane pecypcoB (npu yCrnosuwu,
YTO XXypHan pecypcoB BkIOYeH). B 6onbluMHCTBE cryyaes, ayauTt 3TMX Nonb3oBaTtenen He TpebyeTcs.



Monutuka npuMeHdeTCA Ha Moaynax:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

AyauT coGbITUI 3a4YUCTKU

Bo3amoxxHoe 3HaueHune nonutukn: «Bks./Bbeikn.». o YMOJ14aHuio 3Ha4yeHne 0aHHOW NONUTUKN: « BKr1.».

BkntoyeHve OaHHOWM NONUTUKM NO3BONSIET PErMCTPUPOBaTb Ha Moayrne COBbITUS 3a4MCTKM OCTaTOYHOM
MHcbopMaLMK B crieytoLmx cryyasix:

®  MpW BKIKOYEHHBLIX NapamMeTpax 3a4mMCTkM ocTaTouHOM MHdopmauum B C3U moayns;
®  Mpu 3a4MCTKE OCTATOYHOWN MHGOPMaLMM Ha MoZyne no 3anpocy norb3oBaTens;
e [pM 3a4UCTKE HAKOMUTENHA Ha mogyre.

Monutuka NPUMEHAETCA Ha MoayNnAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

AypuT ycTponcTB

Bo3moxHOe 3HavyeHune NoNUTUKN: « BKr./Bbiki.». 3Ha4eHe No YMOMYaHuI: «BbIKi.».

BknoyeHrne gaHHOM NONWUTMKWM MO3BOMSET PEerncTpupoBaTtb COBLITUA MO AOCTYNy K NOAKMYaeMbiM
Ha mogyne ycTporcTBam B XKypHane pecypcoB (Mpu YCNoBUM, YTO XXypHan pecypcoB BkroveH). Camu
coBbITMA HacTpavBalTCA HEeNOCPeACTBEHHO B KOHCONMWM agMmuHucTpupoBaHus C3U mogynsa B OkHe
pedakTMpoBaHWsi NnapameTpoB AECKPUNTOpa YCTPOUCTBA (Knacca YCTPOWCTB).

Monutuka NPUMEHAETCA Ha MoaynAX:

e C3W Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

Bbirpy3ka xypHarnoB

HaCTpOVIKa [aHHOM NONUTUKM B AOMNOSNTHUTENTbHOM OKHE MO3BOSISIET:

e 9kcnopTuposatb XypHansl C3U Dallas Lock 8.0 B xypHan cobbitnin Windows;

e akcroptupoBatb xypHanbl C3U Dallas Lock 8.0 B SIEM-cuctemy ¢ BO3MOXHOCTbIO BbiOOpa
13 BbinagawoLwmx cnuckos copmata Bbirpy3kn (Syslog, CEF wnu LEEF) n kogmpoBku BbIrpy3ku
(UTF-8 unn CP1251).

Ons oboux TUMOB 3KCnopTa BO3MOXHO 3adaTb CMNMCOK 3KCMOPTUPYEMBIX XYypPHanoB M OonpeaenvTb
nepuoa BbIrpy3Ku XXypHanoB B AnanasoHe oT 10 cek. 4o 24 yacos.

Mo ymon4yaHuio NonnMTruka MMeeT 3HavyeHue «Bbikr.»
Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.

XKypnan M3

Bo3moxxHOe 3HaveHune NoNUTUKN: « BKr./BbiKr.». 3Ha4eHe No YMOMYaHuIo: «BbiKi.».

MonuTuka no3sonseT ynpaBnaTb BegeHneM XypHana naketos MO Ha knveHTax C3U BU Dallas Lock
(BKMOYEHME/OTKNIOYEHME XypHana).

Monutuka npumeHsieTcs Ha mogynax C3U BU Dallas Lock (UK4).
XypHan ayteHTUdUKaumm

Bo3moxxHoe 3HavyeHune NonuTukn: « Bk./Bbiki.». 3Ha4YeHre No yMonyaHuio: «BKi.».

BkntoveHune xxypHana (3HaveHve «Bkr1.») no3BonseT NpoTOKONMPOBaTh HAa MoAyIe B XXypHane cobbiTus
ayTeHTudukaumu.

Monuntuka npumeHsieTcs Ha moaynax AreHnt ELLY Linux.

XypHan 6e3onacHocTu

Bo3moxxHOe 3HavyeHune NonuTukn: « Bkr./Bbiki.». 10 yMON4aHuio 3HavyeHne JaHHOW NOMNUTUKN: « BKr.».

BkrnitoueHue nonumTmku (3Haqu|/|e «BKJ'I.») NO3BOJIAET NMPOTOKOJTINPOBATb CcobbITMSI UBMEHEHUST NONNTUK
Ge3onacHocT B XypHane.

MonuTtuka npumeHsieTca Ha mogynsx AreHT ELLY Windows.



XypHan BxonoB/BbIXOAOB

Bo3moxxHoe 3HauyeHne nonuTukn: «Bki./Beikn.». 10 yMON4YaHUio 3Ha4YeHne AaHHOW NONUTUKN: « BK/1.».

BkntoyeHne nonuTukn (3HayeHne «Bk/i.») N03BONSAET NPOTOKONUMPOBATb COObITUSA, CBA3AaHHbIE C BXOLAOM,
BbIXOAOM M pa3bnokmpoBkom nonb3osaTenen Ha K.

Monutuka NPUMEHAETCA Ha MoayNnAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux;
e C3U BM Dallas Lock (UK4).

XypHan runepBusopa Hyper-V

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHOW NonuTukn: « Hemn.

JdaHHasa nonutvMka no3BOMsieT BKMYMTb PErMCTPaLuio COObITMI, MPOUCXOASALMX Ha rurnepsm3ope
Hyper-V.
MonuTtunka npumeHsaeTca Ha mogynsix C3U BU Dallas Lock (UK4).

XypHan gocTtyna K ycTpoMcTtBam

Bo3moxHoe 3HavyeHne NonuTukN: « Bk./Bbikr.». 3Ha4YeHne No yMonyaHuio: «Bki.».

BkrloueHWe [OaHHOW MONUTUKM (3HauYeHue «Bk/i.») Mno3BonsieT akTUBMPOBAaTh UKCALMIO COBLITUNM,
CBA3aHHbIX C HacTpoWkaMu MpaBwui pasrpaHuWYyeHuss JocTyna, M obpalleHusi K MNOAKIYaeMbiM
yCTpOMCTBaM B XXypHare AOCTyna K yCTPoWicTBaM Ha Moayre.

MonuTtuka npumenseTca Ha moaynsx C3U HC[ Dallas Lock Linux.
XypHan 3anycka/3aBepLueHUs npoLeccoB

Bo3moxHoe 3HavyeHune NnonuTukn: « Bkr./Beiki.». [0 yMONYaHuoo 3Ha4yeHne 4aHHOW NONUTUKN: « BKr.».

BkroyeHme ypHana nossossieT NpoToKoNMpoBaTk B HEM COObITUS 3amnycKoB/3aBepLUeHMs NPOLIECCOB
B OC Ha moayrne.

Monutuka NPpUMEeHAETCA Ha MOoAYIAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

XypHan koHTponsa npunoxexHun COB

Bo3moxHoe 3HavyeHune NonuTukn: « Bkr./Beiki.». 10 yMONYaHuoo 3HavyeHne JaHHOW NONUTUKK: « BKr.».

BkrnitoueHue XypHana no3BondeTt (bVIKCVIpOBaTb BCce COObITMS 00 aKTUBHOCTU ﬂpVIJ'lO)KGHVIVI, nx
LEJTOCTHOCTU N Ha60pe 3arpyxaembiX UM KOMIMOHEHTOB.

MonuTtunka npumenseTcsa Ha moaynsax C3U Dallas Lock 8.0-K/C.
XypHan naketos M3

Bo3moxxHoe 3HayeHue NoNUTUKK: «Bkr./Bbikn.». 1o ymon4yaHuio 3HayeHne AaHHOW NONUTUKW: « BbIK.».

BkntoueHne >xypHana no3BonsdeT MpPOTOKONMPOBaTb B HEM WHOpMauMio O BXOAALMX/MCXOOALLMUX
naketax MO.

Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.
XypHan neyatu

Bo3moxxHoe 3HayeHne NonuUTUKN: «Bk./Bbiki.». 3Ha4YeHUe No yMonyaHuio: « Bbiki.».

BknoyeHmWe xypHana no3sonsieT NpoTOKONMPOBaThL B HEM COOLITMS NevyaTn Ha NnoKarnbHbIX U CETEBbIX
neyaTaroLLmx ycTponctaax (npuHTepax, MOY, nnotrepax u np.) Ha mogyne.

MonnTrka NpUMeEHsIETCS Ha MOLYNAX:
e C3U Dallas Lock 8.0-K/C;

e C3U HCQO Dallas Lock Linux;
e AreHTt ELY Dallas Lock Linux.



XypHan nonb3oBaTenbCKUX COO0LWeHUn

Bo3moxHOe 3HaveHne NoNuTUKN: « Bkn./Bbikr.». 3Ha4YeHe No yMonyaHuio: «BKi.».

BknoyeHmne xypHana (3HayeHue «Bksi.») No3BonsdeT NpoTOKONMpoBaTh Ha MOAYME B XXypHane cobbiTus
Nonb30BaTENbCKUX COOBLLEHMN.

MonuTtuka npumeHsietTca Ha moaynsx AreHT ELLY Linux.

XypHan npunoxeHun

Bo3moxHOe 3HaveHne NoNUTUKN: « Bkn./Bbikr.». 3Ha4eHe No yMonyaHuio: «BKi.».

B maHHOM >xypHane ¢uKcupyoTcs cobbiTUs 06 aKTMBHOCTU NMPUIIOXKEHWIA, UX LIENIOCTHOCTM U Habopa
3arpykaemMbIX UMW KOMMOHEHTOB.

Monutuka npumeHsieTcst Ha moaynsax AreHt ELLY Windows.

XypHan pesepBHOro KonNnupoBaHuUs

Bo3aMokHOe 3HadeHne NonUTUKKU: « BKki1./BbiKi.». 3Ha4YeHne no YMOJTHaHUIO: «BKn.».

BkntoueHune xxypHana no3sonsieT MKCMpoBaTh B HEM CODbLITUA NO YNpaBneHMo 3agaHNAMN pe3epBHOIo
KOMMPOBaHMWs, a Takke Mo 3anycky u 3aBepLUEHNI0O BOCCTAHOBMNEHMS U3 PE3EPBHbIX KOMUIN 1 yaaneHuo
pe3epBHbIX KOMUHA.

MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.

XypHan pecypcoB

Bo3amoxxHoe 3HaueHne nonutukn: «Bki./Beikn.». o yMOs4aHuio 3Ha4eHne 0aHHOW NONUTUKN: « BKr1.».

BknioueHne >xypHana nosBonsieT NpoTOKONMPOBaTb B HEM COObITMA Mo AocTyny k pecypcam PC,
nporpamMmmHo-annapaTHON cpedbl U K yCTponcTBaM (Mpu BKMOYEHHOM napameTpe AyauT yCTPOWCTB
CM. HKe). A Tarke COObITUA OYMCTKM OCTaTOMHOW MHpopMauun (Npu BKNIOYEHUN AyauT: cOObITUN
3a4ynmcTku). BosmoxeH ayauT OencTBuiA nonb3oBaTener Kak C floKanbHbIMW - pecypcamu, Tak
n ¢ ceteBbiMu. Ctoga e 3aHOCATCH COObITUS HEeNoCpPeACTBEHHO MO yNpaBneHnto AOCTYNOM K pecypcam
(8 cnyyae, korga Ha o6bekT HasHavaeTcda nwboM AeckpunTop AocTyna, ayauTta, KOHTpons
LenoCTHOCTH).

Monutuka NPpUMEeHAETCA Ha MOoAYIAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux;
e C3UM BM Dallas Lock (UK4).

XypHan cobbiTuin 6esonacHoct M3

Bo3moxHoe 3HauyeHne NonuUTuKN: «Bki./Beiki.». 3Ha4YeHUe No yMonyaHuio: «Bkn.».

BkntoueHve xypHana nosBonsieT uMKcupoBaTb B HEM cOObITUS O AEWCTBUSAX, MPeAnpUHUMaeMbixX
B OTBET Ha BO3MOXHbIE HapyLUeHus 6e3onacHoOCTw.

MonuTtuka npumenseTca Ha moagynsx C3U HC[ Dallas Lock Linux.
XypHan coeguHeHun M3

HacTpolika gaHHOM NONUTUKM B JOMNOSTHUTENBHOM OKHE MO3BOMAET:

e yKasaTb nepeyeHb NPUNOXEHWUI, ONA KOTOPbLIX ByAeT NPUMEHSATLCS NPaBUIo;
e yKasaTb HanpasfieHue nepeaaqu, Habop NopToB;
e yKasaTb pacnucaHvie v nonb3oBaTesien.

BkntoueHue xxypHana no3BonsieT NpoTOKONMpoBaTh B HEM MHpOpMaLIMI0 O coenHeHNsIX M3.
Mo ymonyaHuio nonuTrnka UMeeT 3HayYeHne « Bbiki.».
MonuTtunka npumenseTca Ha moagynsx C3U Dallas Lock 8.0-K/C.



XypHan cpenctBa o6HapyXXeHUs U pearupoBaHus

Bo3moxHOe 3HaveHne NoNuTUKN: « Bkn./Bbikr.». 3Ha4YeHe No yMonyaHuio: «BKi.».

BknioyeHne XypHana nosBonseT @UKCupoBaTb BCe COObITUS, CBSAI3aHHbIE C WHAUKaTOpamu
KOMNpoMeTaLuumu 1 npaBunamm asTomaTtudeckoro pearnposaHua COP Ha nx obHapyxeHue.

Monutuka NPUMEHAETCA Ha MoayNnAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.
XypHan Tpaduka COB
Bo3moxHOe 3HauyeHne NonuTukn: «Bki./Bbiki.». 10 yMONYaHUIo 3Ha4YeHne AaHHOW NONUTUKN: « BK/T.».

BkntoyeHune xxypHana no3sonsieT (hUKCMpoBaTb NPOXOASLLNA CEeTEBOM TpadhuK Yepes KOHTponupyemMble
COB y3nbl ceTu.

Monutuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.

XypHan Tpacduka punbTpauumn MJI
Bo3moxHoe 3HaveHne nonuTukn: « Bkr./Beik.». 10 yMON4YaHuoo 3HavyeHne 4aHHOW NONUTUKN: « BKr.».
BknoyeHme XypHana no3BossieT NPOTOKONMPOBaTh B HEM MHGOPMaLMIo 0 Tpadumke dounsTpauum M3.
Monntuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

XypHan ynpaBneHua M3

Bo3moxxHoe 3HavyeHune NnonuTukn: « Bkr./Beiki.». [0 yMONYaHuoo 3HavyeHne 4aHHOW NONUTUKN: « BKr.».

BknioyeHne XypHana noseonisieT ukcupoBaTb cobbiThs 0 moaudukaumn npasun MO, aaHHbIx M3,
pesynbTatax ynpasneHuss npodunsMu npoBepok MO, pesynbTatax camoTecTupoBaHus M3,
moandukaumm 3HadeHuin aTpubyToB 6Ge3onacHOCTW, O [AeNCTBUSIX, MPEeANPUHUMAaeMblX B OTBET
Ha BO3MOXHble HapyLLeHUsi 6e30MacHOCTH.

MonuTtunka npumenseTca Ha moaynsx C3U HC[ Dallas Lock Linux.
XypHan ynpaBneHus nonutukamm 6e3onacHocTu

Bo3moxxHoe 3HavyeHune NonuTukn: « Bkr./Beiki.». 10 yMONYaHuio 3HavyeHne JaHHOW NONUTUKK: « BKr.».

BknoyeHne nonntukn (3HadeHne «Bkii.») NO3BONSET NPOTOKONUPOBaTb COBLITUS U3MEHEHUS MOMUTUK
BesonacHoCcTK B XypHarne.

Monutuka NPpUMEeHAETCA Ha MOoAYIAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux;
e C3UM BM Dallas Lock (UK4).

)XypHan ynpaBneHusi nonib3oBaTensAMu1 1 rpynnamm

Bo3moxHoe 3HavyeHune NonuTukn: « Bkr./Beiki.». 10 yMONYaHuoo 3HavyeHne JaHHOW NONUTUKN: « BKr.».

KypHan cogepxut cobbiTusl, CBA3aHHbIE C HACTPOMKaMu, CO3A4aHMEM U yaaneHneM y4eTHbIX 3anucen
nonb3oBaTenen, rpynn ydeTHbiX 3anucen. BknwoyeHve nonutuku (3HadeHue «Bka.») nossonser
NPOTOKONUPOBATh B XXypHane AaHHble COBbITUS.

Monutuka NpUMEeHAeTCA Ha MoA4ynAaXx:

e C3WU Dallas Lock 8.0-K/C;
e C3U HC[ Dallas Lock Linux;
e C3U BU Dallas Lock (UK4).
XypHan yctaHOBOK

Bo3moxxHoe 3HayeHne NonuUTUKN: «Bk./Bbiki.». 3Ha4YeHUe No yMonyaHuio: « Bbiki.».

B paHHOM >xypHane duKCUpyoTca cobbiTUSl, CBA3aHHble C WMHcTannsuunenn obHosneHun Windows,
OONONHUTENbHbBIX NPUIOXEHUIA.

MonuTtuka npumeHsieTca Ha mogynsx AreHT ELLY Windows.



3abnokupoBaTb BbIFPy3Ky XXypHanoB syslog B SQL

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW NonuTukn: «Hemn.

3HaveHne «[a» OaHHOM MOMMTUKW Mo3BonseT OnokupoBaTb BLIFPY3KYy XypHanoB syslog B SQL
ANs npefoTBpalleHns nepeaayn crnyxebHbIX JaHHbIX.

Monntuka npumeHsietcst Ha mogynsx C3U BU Dallas Lock (UK4).
3aHoCUTb B XXypHan ucxoasiime nonbITKA BXxoAa Ha yaaneHHble KOMNbIOTepPbI

BoamoxHoe 3HadeHune nonutukn: «La/Hemy. Mo ymonyaHuio 3HavyeHne AaHHON NoNuTUKK: « Hemy.

BkntoyeHne gaHHOW nonuTukn (3HadeHue «/[a») no3sondeT permctpupoBaTb Ha Moayrne cobbiTus
UCXOAsILLEen NONbITKM BXOA4a NoNb3oBaTeNs Ha yaaneHHbI komnbloTep Yepes JIBC B xypHane BXxoaoB
(Npw ycnosmK, 4TO XypHarn BXOAOB BKITHOYEH).

Monutuka NPUMEHAETCA Ha MoayNnAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

3aHOCUTb B XXypHarn cob6bITUA 3anycka U octaHoBku OC

Bo3moxxHoe 3HauyeHne nonutukn: «Ja/Hem». [lo ymonyaHuto 3HayeHne gaHHoM NonuTukn: «ay.

BknoyeHne gaHHoOM monuTuku (3HaveHue «[a») Mo3BonsieT perucTpupoBatb Ha Moayne cobbiTus,
CBsi3aHHblE C 3anyckom/3aBepLueHnem pabotbl OC, cobbiTns 3anycka/octaHoOBKM fapa 3awmtel C3U
Dallas Lock, B >xxypHane ynpaBneHust nonutmkamu (Mpu ycnoBumu, YTO OaHHbIN XYpPHaI BKITHOYEH).

MonuTuka NnpumMeHsieTca Ha MoaynsaxX:
e C3WU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).
3aHOCUTb B XypHarn cobbITUs 3anycka U OCTaHOBKU Mogynen agMUHUCTpupoBaHusa DL

Bo3moxxHoe 3HauyeHne nonutukn: «Ja/Hem». [lo ymonyaHuto 3HayeHne gaHHom NonuTukn: «ay.

BknoyeHne gaHHOW MOMUTUKM (3HadveHue «[a») No3BONseT perncTpupoBaTb COObITUSI, CBSi3aHHblE
C 3anyckom/3aBeplueHnem pabotel mogynen agmuHuctpupoBaHuss C3U Dallas Lock B xypHane
yrpaBneHust nonuTukamm (Npv yCroBun, YTO AAHHbIN XypHar BKITHYEH).

Monntuka NpUMeEHsieTCa Ha MoLYNAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

3aHocuThb B XypHanbl ownbku OC

Bo3moxxHOe 3HavyeHune NoNUTUKN: « BKr./BbiKi.». 3Ha4eHWe No YMOMYaHuIo: «BbiKi.».

BkntoveHne [aHHOW MOMMTMKU MO3BONsieT BecTu yyeT owubok goctyna OC Windows B >xypHane
pecypcoB (npu ycrnoBmK, YTO XXypHan pecypcoB BkntoveH). Tak kak C3U Dallas Lock 8.0 He nogmeHsieT
MexaHu3Mbl KOHTpOMsi AgocTtyna kK pecypcam OC, a pobaenseT csou, To noboe gencteue Hag OC
BHavarne nonagaet Ans Nnposepku B Apamsep 3awmntel C3U, n, ecnn aToT gpariBep paspellaeT gaHHoe
Aenictene, oHo nepepaetca ganble OC Windows. OC mMoxeT oTkasaTb y>Ke N0 CBOUM MPUYMHaM — 3TU
0TKa3bl M NPOTOKONMPYHOTCH. B BonblUMHCTBE CnyvaeB ayauT 3TUX ownbok He TpebyeTcs.

Monntuka npuMeHdeTCAa Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).



Ucnonb3oBaTtb Yacbkl nnatbl C3U Dallas Lock

BoamoxHoe 3HadeHune nonutukn: «LJa/Hemy. Mo ymon4yaHuio 3HavyeHne AaHHON NoNuTUKK: « Hemy.

BkntoveHune gaHHOM NONUTUKK (3HaYeHne «/Ja») no3BonsieT ncnonb3oBath Bpems n3 yacoe CA3 Dallas
Lock. lNonuTtuka npumeHsieTca TONMbKO Npu ycTaHoBreHHon Ha APM annapaTHon nnate. [ns paboTbl
nonutnkn Heobxogmmo B OC Moaynsa yctaHoBUTbL apanBep anst CAO3.

MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.

MakcumManbHOe KOnM4ecTBO 3anncen B XXypHanax
HacTpovika pQaHHOMW NOMUTUKM NO3BOMSIET YCTAaHOBUTb MaKCMManbHOE KONMMYECTBO 3anucen
B OnpeaeneHHoM XypHane mMoaynsi.
MonuTtuka MoXeT NpUHUMaTL 3HadeHne «He ucrionb3yemcs» nnn «1000-20 000».
Mo ymonyaHuio B JaHHOW NONUTUKE AN KaXAoro xXypHana 3agaHo 3HadveHue 20 000 3anucen.
MonuTunka NnpumeHsieTca Ha MogynsaX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

MakcuManbHoe KONnM4ecTBO 3anucen B XXypHanax
HacTpovika pQaHHOM MNOMUTUKM NO3BONSIET YCTAaHOBUTb MaKCMMarnbHOE KONMMYECTBO 3anucen
B OnpeaerneHHoM XypHane mMoaynsi.
MonuTtunka moxeT npuHMMaTh 3HadeHne «He ucrnonb3yemcsi» nnn « 10 000—100 000».

Mo ymonyaHuio B OaHHOW MOMUTUKE ONs KaXOoro XypHana 3agaHo 3HadeHue 100 000 s3anucen,
BbICTaBIeH Yekbokc He ucrnonb3yemcs.

MonuTtuka npumenseTca Ha moaynsx C3U Dallas Lock 8.0-K/C (HaunHasa ¢ UK12).
O6bem xypHana B MO

Monutnka yctaHaBnMBaeT OrpaHMYeHUst obbema XypHanoB B amanasoHe oT 100/M6 go 10000/M6
Ana apxuBaumu.

Mo ymonyaHuio nonuTunke yctaHoBNeHO 3HadeHne « 2800 Mb6».
MonuTtunka npumenseTca Ha moagynsx C3U HC[ Dallas Lock Linux.
MNMepuoanyeckan apxuBauus 3anmcen B XXypHanax
paHnubl BO3MOXHOINO BPEMEHHOrO WHTEpBana apxvsauuu BapbupylTca oT 1 vaca go 1 roga.
Mo ymonyaHuio nonnTuke 3agaHo 3HaveHne «He ucronb3yemcs».

BknoyeHve [aHHOM MNOMWTUKMA MO3BOMSET YMNpaBnsTb MepuogamMyM aBTOMaTUYECKOW apxuBauuu
XypHarnoB. locrne HacTpoWku JAaHHOW MONUTMKU BCE >XypHarbl NO pacrnucaHuio apXuBMPYHOTCHA, BCe
3anucu M3 HUX CcOXpaHswTca B dann B cucteMHon nanke Ha APM ¢ ycTaHOBMEHHbIM
C3WU Dallas Lock 8.0 «C:\DLLOCKS80\Logs», 3anncu xypHanoB O4MLLAIOTCS, U OHXU HAaYMHAKOT BECTUCH
3aHOBO.

Monutuka NPpUMEeHAETCA Ha MOoAYIAX:

e C3U Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

MNevaTtaTtb/pepakTMpoBaTh WITaMnN

Bo3moxHoe 3HauyeHune nonutukn: «a/Hemy». No ymonyaHuio 3Ha4yeHne AaHHOW NONUTUKK: « Hemy.
MonnTrka No3BonseT BKITUNTL 0OaBNEHNE WTamMna Ha pacneyaTbiBaeMblx JOKYMEHTaX.
Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.
MyTb K apxuBam XXypHasnos
Bo3moxxHoe 3HauyeHue NnonuTukn: «He ucrnons3yemcs» | «[nyme Kk apxueam]». [NyTb K apXuBy XypHanos

nueTcs B O4HY CTPOKY, OTAENSSA KaXayto Nanky 3HakoM «/», 3HavyeHue no ymonyanuto: «/dllix/backup/».
BkrntoueHne AaHHONM NONUTUKM MO3BONSET (OUKCUPOBATL NYTb K apXuBam XXypHaros.

Monutuka npumeHsieTcs Ha mogynax C3U HCA Dallas Lock Linux.



CucTteMHbIN XXypHan

Bo3MoxHOe 3Ha4YeHne NoNUTUKKU: « Bki1./BbiKi.». 3Ha4YeHne no YMOJTHaHUIO: «BKn.».

BkntoyeHve AaHHON NONUTKKK (3HaYeHMe « Bk/1.») NO3BOMSIET MPOTOKONMPOBATL HA MoAyIe B XypHane
COObITUS CUCTEMHOTO XXypHarna onepauuMoHHon cuctemsl (SysLog).

MonuTuka NpuMeHsieTca Ha MoaynaX:
C3MU Dallas Lock 8.0-K/C;

C3U HCQ Dallas Lock Linux;
Arent ELY Linux;

AreHT ELLY Windows.

Cnyxe6HbI xxypHan M3 (nakeTbl B hopmaTte Pcap)

Bo3moxxHOe 3HavyeHune NONUTUKN: « BKr./BbiKi.». 3Ha4YeHe NO YMOMYaHuIo: «BbIKi.».
BkntoyeHne gaHHOWM NONUTMKU NO3BONSIET BECTM yYeT 3abnokMpoBaHHbIX NakeToB B oopmate Pcap.
Monntuka npumeHsieTcs Ha moagynsax C3U Dallas Lock 8.0-K/C.

CobupaTtb TONbKO yKa3aHHble COObITUS

Bo3moxHoe 3HauyeHue nonutukn: «He ucrnons3dyemcs» | «[ko0 cobbimus]». 3Ha4YeHne No yMONYaHuIo:
«[k0d cobbimus]». BknioyeHne AaHHOW NOMNMUTMKM MO3BONSET PMKCMPOBaTb TOMbKO Te CobbITHSA, Koapbl
KOTOPbIX YKa3aHbl B CNUCKe COBLITUIA.

MonuTtunka npumenseTca Ha moaynsx AreHt ELLY Windows.

CobupaTtb TOJNbKO YKa3aHHbIe YPOBHU COOOLEeHUn

BoamoxxHoe 3HayeHue nonutuku: «He ucnonb3yemcs» | «[kod cobbimus]». Cnucok npaeun otbopa
MULIETCA B OAHY CTPOKY, 3NEMEHTbl CMucKa pasfensiioTcs 3ansaTbiMu, 3HAYeHUe MO YMONYaHuio:
«He ucrnonb3yemcsi». BknioyeHne OaHHOW MOMMTMKM MO3BONSIET (PUKCUMPOBATb TONbKO Te CobbITUs,
KOZbl KOTOPbIX YKa3aHbl B CUCKE CODbLITHIA.

Monntuka npumeHsieTcs Ha moaynax AreHt ELLY Linux.

Co3paBaTtb TeHeBble Konuun pacnevyaTbiBaeMbIX JOKYMEHTOB

BoamoxxHoe 3HauyeHune nonutukn: «a/Hemy». [No ymonuyaHuio 3Ha4yeHne AaHHOW NonuTuKK: « Hemy.

JdaHHasa nonutuka NO3BOMSET BKMHOUUTL (3HayYeHue «[Ja») COXpaHeHue KOonuii pacrnedaTbiBaembix
JOKYMEHTOB B OTAENbHYI0 Nanky Ha mogyrne no nytn « C:\DLLOCKB80\Logs\PrintCopy». B gaHHol nanke
npu KaXxgon neyaTtn 6yayT co3gaBaTtbes nognanky ¢ davinamm, HasBaHWs KOTOPbIX COCTOSIT U3 BPEMEHU
nevaTy M MMEHW nevyaTaloLLero ycTponcTaa.

MonuTtunka npumenHsetca Ha moaynsax C3U Dallas Lock 8.0.

CpoK XpaHeHUs XXypHarnoB B MecsiLax

[aHHaa nonutnka nossonsaet ynpaendaTb CPOKOM XpaHEeHUA XKypHanoB Ha MoaynAx. Mo ucreyeHuu
3agaHHOro B MOJINTUKE CpOKa (*)OpMVIpyeTCFI apXuB, N XypHalibl HA4YMHAKT 3anoJIHATbCA HOBbLIMU
AOaHHbIMW.

Monutuka nNpuHUMaeT 3HadeHna oT 1 go 6 mecdueB. 1o ymonyaHuio AnsS AaHHOW MOMUTUKK
YCTaHOBMEHO 3HayeHre 3 mecsua.

Monutuka npumeHsieTcs Ha mogynax C3U HCA Dallas Lock Linux.
YBepomneHus: XypHan cobbitun BU Hyper-V (onepauvmn VMM)

Bo3moxxHoe 3HauyeHune nonutukn: «a/Hemy». No ymonuyaHuio 3Ha4yeHne AaHHOW NONUTUKK: « Hemy.

[aHHaa nonuTvka no3BONAET BKMOYUTL (3HayeHne «[Ja») pernctpaumio cobbiTUiA, CBA3AHHBLIX
C ynpaBrieHnem XxocTamu, Knacrepamm 1 061adyHbiM CepBUCOM BUPTYarnbHOW MHAPacTPyKTypbl Hyper-V.

MonuTtunka npumensaeTca Ha moaynsx C3U BU Dallas Lock (UK4).
YBegomneHus: U3ameHeHMe obOLLMX HACTPOEK cepBepa BUpPTyanusauum
Bo3moxxHoe 3HauyeHune nonutukn: «a/Hemy». No ymonuyaHuio 3Ha4yeHne AaHHOW NONUTUKK: « Hemy.

JaHHbIi NnapaMeTp NO3BONSET BKIOYUTL PErMCTPaLMIO COObITUIA, CBA3AHHBbIX U3MEHEHMEM HACTPOEK
cepBepa BMpTyanusauuu.



Monutuka npumeHsieTcst Ha mogynsx C3U BU Dallas Lock (HaumHas ¢ UKS).
YBegomneHus: Onepauum ¢ BUpTyanbHbIMA AUCKaMKU
Bo3moxHoe 3HaveHune nonutuku: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHOW NonuTukn: « Hemy.
[aHHbI NnapaMeTp NO3BOMSET BKMOUYNTb PErMCTPaLMIO CODBITUN, CBA3aHHbIX BUPTYanbHbIMU OUCKAMMU.
Monutuka npumeHsietcst Ha moaynax C3U BU Dallas Lock (HaumHas ¢ UKS).
YBegomneHusa: Onepauum ¢ BUpTyanbHbIMU MalIMHaAMM
Bo3moxHoe 3HaveHune nonutuku: «Ja/Hem». o ymonyaHuio 3Ha4eHne JaHHOW NonNuTukn: «Hemy.

[aHHbIn napameTp MO3BONSET BKMOYMTL PErMcTpauuio  COObITUA, CBSA3aHHbLIX BUPTYanbHbIMU
MaLlMHaMM.

Monutuka npumeHsietcst Ha moaynsix C3U BU Dallas Lock (HaumHas ¢ UKS).
YBepomneHus: Onepauuu c o6bekTamMmu BUPTYyanbHOM ceTu
BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHOW NonuTukn: «Hemn.

[daHHbI napameTp NO3BONSAET BKITYNUTL PErncTpaumio CobbITuI, CBA3aHHbIX C 06bekTaMm BUPTYyarnbHON
ceTu.

MonuTuka npumensieTca Ha moaynsix C3U BU Dallas Lock (HauuHas ¢ UKS5).

YBepomneHus: Onepauum o cHanwoTamm
Bo3moxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHOW nonuTukn: «Hemn.
JaHHbI napameTp NO3BONSET BKIHOYUTb PErMCTPaLMI0 COObITUIA, CBA3AHHbIX C CO3AaHNeM CHanLOoTOB.
MonuTtunka npumensetca Ha moaynsx C3U BU Dallas Lock (HauuHas ¢ UKS).

YBegomneHusi: CobbiTua ynpaBneHua BM

Bo3moxHoe 3HaveHune nonutukn: «Ja/Hem». 1o ymonyaHuio 3Ha4eHne gaHHOW nonutukn: «Hemn.

[aHHas nonuTMka nNO3BOSSET BKMOUUTL (3HA4YeHne «/[a») perucrtpaumio coObITUA, CBSI3aHHbIX
c ynpasneHuem BM.

MonuTtunka npumeHsetca Ha moaynsax C3U BU Dallas Lock (UK4).
YBegomneHusi: CobbIiTUA ynpaBneHnsa KkoHdpurypaumen BM

Bo3moxHoe 3HaveHune nonutuku: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW nonuTukn: «Hemy.

[daHHas nonuTuka nO3BONSAET BKMOUUTL (3HadeHne «[a») perncrpauuio cobbITUIR, CBA3AHHbLIX
C ynpasrneHuem KoHdurypaumen BM.

Monutuka npumeHsieTcs Ha moaynax C3U BU Dallas Lock (UK4).
YBegomneHusi: Co6bITUA ynpaBrneHnUsa KoHdurypawumen runepemusopa

Bo3moxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW nonuTukn: «Hemn.

[daHHas nonuTuka nO3BONSAET BKMOYUTL (3HadeHwe «[a») perncrpauuio COObITUIN, CBA3AHHbLIX
C ynpasrneHuem KoHdurypauven BM BuptyansHon uHdpactpyktypbl Hyper-V.

Monutuka npumeHsieTcs Ha moaynax C3U BU Dallas Lock (UK4).
YBegomneHusi: CobbITUA ynpaBrieHUA CeTbio

Bo3moxxHoe 3HauyeHune nonutukn: «a/Hemy». [No ymonyaHuio 3Ha4yeHne AaHHOW NONUTUKK: « Hemy.

[daHHas nonutvka No3BONSET BKIYUTL PerncTpauunio cobbiTUn, CBA3aHHbIX C yNpaBfeHUEM CeTbio
BUPTYyanbHOW nHgpacTpykTypbl Hyper-V.

Monutuka npumeHsietcs Ha mogynax C3U BU Dallas Lock (UK4).
YBepomneHus: CobbiTusa ynpaBneHusa coctosHnem BM

Bo3moxxHoe 3HauyeHune nonutukn: «a/Hemy». No ymonyaHuio 3Ha4yeHne AaHHOW NONUTUKK: « Hemy.

[daHHas nonmuTuka nO3BONSAET BKMAYUTL (3HaveHne «[a») perncrpauuio COObITUMI, CBSA3AHHbLIX
C ynpasrneHuem coctosaHusa BM BupTyanbHon nHdpactpykTypsl Hyper-V.

Monutuka npumeHsieTcs Ha mogynax C3U BU Dallas Lock (UK4).



YnpaBneHue xpaHunuiieM TeHeBbIX KOMUM OTYyXaAaemMoun nHcpopmaumm
Mo ymonyaHuio 3Ha4YeHne JaHHoOW NONUTUKN « He ucrnonb3yemcs».
HacTpolika gaHHOM NONUTUKN NO3BONSAET:
e 3a7aTb pasMep XpaHunuMLa TeHeEBbIX konui (No ymonyanuio —150 M6anT);
e 3agaTb BPEeMS XU3HU TEHEBOW Konuu (no ymonyaHuo 1 mecau);
e  BKIIOYMTb aBTOMAaTUYECKYIO Nepesanncb Npu nepenoriHeEHNN XxpaHunuwa.
Monutuka npumeHsieTcst Ha mogyne C3U Dallas Lock 8.0-K/C.

®duKkcupoBaThb B XKypHarne HenpaBUIlbHbIe Naposiv

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoOW NonuTukn: «Hemn.

Mpn 3HauyeHun «/[a» HeBepHbIN Naponb, BBEAEHHbLIN Monb3oBaTenem, oTobpaxaeTrca B KypHane
B cTonbue HesepHnil naposs. Mpun 3HaveHnn «Hemy» — He oToGpaxkaeTcs.

Mpn 3HayeHUn nonuTUKM «[a» BO3HUKAET pPUCK UCNONb30BaHUA WHAOPMaLUK,
cogepxallencs B ctonbue HesepHnbili naporsib, ANs CKPbITOM KOMNPOMETaLUun naponen
nonb3oBatenen. OwunbkM monb3oBaTenen npu BBOAE Napofis HEMUMHYEMO MpuBeayT
K pPacKpbITWIO YacTW Naporsisi, YTO MOXET 3HAYMTENbHO 06NeryvTb ANS 3N0yMbILUNEHHUKA
3agadvy ero nogbopa.

MonuTunka NnpumeHseTca Ha MogynaxX:

C3MU Dallas Lock 8.0-K/C;
CA3 Dallas Lock;
CO3 YBb Dallas Lock;
C3U BU Dallas Lock (MK4).
®PoHOBOE BbINONHEHUE Pe3epPBHOro KONMPOBaHUA

Bo3moxHOe 3HavyeHune NoNUTUKN: « BKr./Bbiki.». 3Ha4eHe No YMOMYaHuI: «BbIKi.».

BkritoueHne gaHHoro napamMmeTpa (3HaquV|e ((BKH.») NOo3BOJIAET MOHU3UTb A4 3aJdad pe3epBHOIo
KOnMpoBaHuA NpUoOpUTET BbINOJIHEHUA NOTOKOB, 06pa6aTbIBaPOLLI,VIX 3aga4un pe3epBHOro KonmnposaHu.

Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.

5.4.4HacTtponka nonuTuUK npas nosib3oBatenen

Ha Bknagke lNMonumuku B KaTteropumm I'IpaBa nonb3oBarenen HacTpanBalTCA NapamMeTpbl, KacarLlinecsa
NOSTHOMOYMA NONb3oBaTeNen Ha aAMUHUCTPUPOBaHME CUCTEMbI 3allUTbl, a TaKke ynpasndwowine
paspelweHmem n 3anpeTtomMm MHTEPaKTUBHOIO 1 yaarieHHoOro Bxo4oB B OcC.

B cooTteeTcTBMM C Tpe6OBaHI/IF|MI/I nonuTukn 6e3onacHocCTn opraHusauunun Heo6xoaMmMo HaCTpouTb BCe
napamMeTpbl, pacnosfioXXeHHble B CMUCKe NOJNMUTUK npas nonb3oBarenen.

[ns Toro, 4Tobbl HEKOTOPLIN Nofb3oBaTenb N UMen BO3MOXHOCTb NPefoCcTaBnsaTb APYrMM NoNnb3oBaTensm
NOSIHOMOYMS Ha aAMUHUCTPUPOBAHNE CUCTEMbI 3aLLUTLI, He0bXoauUMO cobrntogeHne ABYX YCIOBUIA:

1. Monb3oBaTtenb N gomkeH ObiTb HaAENEH NOMHOMOYMEM Ha U3MEHEHNE NapaMeTpoB 6€30NacHOCTY.

2. MNonb3oBaTenb N gomkeH cam obnagaTb TEM NMOSTHOMOYMEM, KOTOpO€e Xo4eT npenocCtaBuUTb OPYTIUM
noJsib3oBaTenam.

B cucreme 3awuTbl peann3oBaH MeXaHU3M KOHTPOJIA 3a pacrnpocTpaHeHUEM NOSTHOMOYUIA.
OcyI.I.LeCTBJ'IeHI/Ie 9TOr0 KOHTPOJIA MNO3BOJIAET NMOJSib30OBATENO NPeaoCTaBNATb APYyrMM nonb3oBaTesnam
TONbKO T€ [MMOJIHOMO4YKNA, KOTOPbIMKA OH HaAeneH cam. Hanpvlmep, eCcnn nosfib3oBaTtesib He HageneH
nonmHOMo4YnemM Ha YynpasneHne ayautomM, TO U HUKaKOMY [pyromy nosnb3oBaTtesito OH He CcyMmeeTtT
npenocTaBuUTb 3TO NOJTHOMOYUKE.

Mpy nonbITKe NPEAOCTaBUTb APYroMy NONb30BaTEN0 NONTHOMOYME, KOTOPLIM AAHHbIA MONb30BaTENb CaM
He obnafaeT, cuctema 3aluThbl BeiBeAET npeaynpexaeHue. MNonb3oBatenb He CMOXET Ha3Ha4YUTb cam
cebe foMoNHUTENBLHOE NOTHOMOYUE, NMOBLICUTL YPOBEHL AOCTYNA, BKIOYMTL cebs B rpynny, obnaaatoLLyo
pacLUMpPEHHbIMI MO CPaBHEHUIO C AaHHLIM NONb30BaTeNeM NnpaBamMu.



HasHayaTb NMonmuTWKM M NpaBa crieqyeT OoYeHb BHMMaTenbHO. Ecnv npu npepoctaBneHun
no6oro nonHomoums BbibpaTh rpynny Bce, To AaHHbIM NonHOMo4YMem byayT obrnagath Bce
nonb3oBaTenun, B TOM YWCHE U TOT NOSIb30BaTESb, KOTOPbIA YCTaHOBWUI AAHHbIA NapameTp.
Tak, Hanpumep, ecnu agMUHUCTPATOP NPY 3anpeTe NoKanNbHOro (MHTEPaKTUBHOIO) BXoAa B
OC BbibepeT rpynny Bce, To cam OH Takke He CMOXeT Oornblue ocyulecTBuTb Bxoa B OC.
WUcknioyeHne 6GygeT cocTaBnsATb TOMbKO y4veTHas 3anucb cynepagmuHucTpaTopa
Ha mogynsix C3U Dallas Lock 8.0-K/C.

Takke crnegyeT  yyecTb, YTO  Monb3oBaTenb, ObGNagawWuUin  MNOSIHOMOYMEM
Ha pedakTupoBaHWe MapameTpoB 6e30nacHOCT, MOXET NUWKTL MobbIX nonb3oBaTenen
No6bIX MONHOMOYMIA, Aaxe TeX, KOTOPbIMKU OH caM He obnagaet. Ecnv nonb3oBatens cam
cebs NULInM Kakoro-nMbo NOSIHOMOUUSI, TO BOCCTAHOBUTb STO MNOSIHOMOYME OH HE CMOXET.

[MpaBuno paspelueHns n 3anpeta 4ENCTBMIN CyOBHEKTOB creayoLlee:
YcnoBue PesynbTtat
HeT HuKkakmx 3anpeToB 1 paspelwleHun  [Jenctesune 3anpeLleHo

Ectb 3anuce o paspeweHun u HeT [enicTBue paspelleHo
3anucu o 3anpete

EcTb 3anuck o 3anpeTte HenctBne 3anpelieHo, HecMoTps Ha
Hanunyne wunm OTCyTCTBME 3anmMcn o
paspeLueHnm

B cnuncke CY6'beKTOB, Ona  KOTOPbIX YCTaHaBIIMBaAaeTCA 3arnpeTt wWlin paspelleHune,
onpegendaeTca mepapxma B NOopAAKe BO3pacTaHuUd: rpynna Bce — nHanBuayanbHas
rpynna — y4yeTHas 3anucCb (D,OMeHHaFI y4yeTHasa 3anncb «no MaCKe») — NoNnb30BaTesb.

Takum obpasom, 4Tobbl cybbekTy (Hanpumep, Nonb3oBaTento) AencTBne BbINo paspeLleHo,
TO OH He [JOIPKEH BXOAMTb B COCTaB CybObekTa (Hampumep, rpymmnbl), AN KOTOPOro 370
OencTBne NMEET ABHbIN 3anper.

Mpumep:

Tpebyetca HacTpouTb 3anpeT Bxoga B OC ansi nokanbHbIX Nonb3oBaTtenen (B 4OMEHHON
apxuTeKType).

[Ona 3anpeta Bxoda JoOKamnbHbIX MOMb3oBaTenen HeobxoaMMO MWM3MEHUTb MapamMeTp
MHTepakTMBHbIN BXoA: paspelleH ybpaTb yyeTHyk 3anucb Bce n O06aBuTb YYETHYIO
sanuce «*\™. EcnvM ecTb HeoGXOAMMOCTb paspelleHus Bxoda Ans Mnonb3oBaTtenen
ONpeAeneHHoro AoMeHa, TO MpeaBapuTENbHO HY)XHO co34aTb YYETHYK 3anucb B BuAe
«Mms_domeHa\*».

Ta6nuua 13. MonuTuku npaB nonb3oBarenen
AyauT: NMpocmoTp XXypHanos
C nomoLLbio JaHHOW MOSMMTUKM MOXHO AaTb MpaBO ofnpeAeneHHbIM Nonb3oBaTensam unu rpynnam
Ha NPOCMOTP TOMbLKO XypHanos B obonoyvke agMmuHmucTpatopa C3U.
Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.
Ayaut: NpocMoTp TeHeBbIX KONUW pacnevyaTbiBaeMbIX AOKYMEHTOB
C nomoLLbio JaHHOW MONMTUKM MOXHO AaTb MpaBO OnpeAernieHHbIM MoNb3oBaTensam unu rpynnam

Ha NPOCMOTpP TeHeBbIX Konumn pacnevyaTbiBaeMbIiX OOKYMEHTOB (KOI'II/II/I co34akTcda npu ycrnosuwn,
YTO BKIHOYEH NapamMeTp ayauTa Cos3paBaTtb TeHeBble KOnuun pacnevyaTtbiBaeMbiX noxymel-rroa).

MonuTtunka npumenseTca Ha moaynsx C3U Dallas Lock 8.0-K/C.
AyawuT: NMpocMoTp TeHeBbIX Konuin cannos
C nomoLLbio AaHHOW MOMUTMKM MOXHO AaTb MpaBO onpedenieHHbIM MOoNb30BaTeNndAM WMAv rpynnam
Ha MPOCMOTP TEHEBbIX KONUIN annos.
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.



AyauT: YnpaBneHue
C nomoLLbio AaHHOW MOMUTMKM MOXHO AaTb MpaBO onpederieHHbIM MONb30BaTeNaAM WMAM rpynnam
Ha ynpaBneHue ayauMToM (Ha3Ha4YeHue 1 peJakTMpoBaHMe Ha3HavYeHHbIX NapaMeTpoB).
Monutuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.

[eakTnBaumsa cucrtemMbl 3aWwmThbl

B 3HayeHWe gaHHO NONUTUKX NPOMNUCLIBAETCA UMS YYETHOW 3anucK Nonb3osaTtens, UMetoLLero npaso
Ha ynpaBneHue [eakTuBauuMel cucTeMbl 3aluMTbl (CMeHa nuueHsuu, yaaneHne C3WU,
BKIMIOYEHUE/BBIKIIOUYEHNE «MSITKOTO» PEXNMa, «PeEXnma oBydYeHUsI» 1 «HEaKTUBHOIO pexuman).

MonuTuka NnpuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

A3meHeHne cucrtemHoro BpeéMeHU U 4HacoBOro nosica
C nomoLLbo AaHHOW NOMUTUKN MOXHO 3anpeTnTb nNonb3oBaTtesiaM yCTpOVICTB, Bxoadwwmx B coctas [1b,

N3MEHSITb YCTaHOBIEHHbIE ATy U BPEMS.
Monutuka npumeHsieTcst Ha moaynsax C3U Dallas Lock 8.0-K/C.

UHTepakTMBHbLIN BXoA: 3anpeLleH
C nomoLbi0 AaHHOW MNOMUTMKM BO3MOXHO 3anpeTuTb BO3MOXHOCTb WHTEPaKTUBHOIO BXoAa
onpeaeneHHbIM nonb3osatensaMm u rpynnam B OC.
MonuTunka NnpumeHsieTca Ha MogynsaX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

MUHTepakTuBHbIN BXxoAa: PaspelwleH
C nomowpbl OaHHOW MOMWUTUKM BO3MOXHO paspeLllnTtb BO3MOXHOCTb WMHTEpPaKkTMBHOroO BXxoAa
onpeaeneHHbIM nonb3osatensaMm u rpynnam B OC.
MonuTnka NnpumMeHsieTca Ha MogynAX:

e C3U Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

MapameTpbl 6e3onacHocTu: MpocmoTp

C nomMoLLb JaHHOW MOMUTUKM MOXHO AaTb NpPaBO OnpedefieHHbIM MOoNb30BaTensM Unum rpynnam
Ha NPOCMOTP YCTaHOBIEHHbIX NApamMeTPOB ayauTa (B TOM YMCre XypHanoB) n 4ocTyna.

Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.

MapameTpbl 6esonacHocTu: YnpaBneHue

C nomouwbio [aHHOW MNOMUTUKA MOXHO [OaTb onpeaeneHHbIM nonb3oBarendaMm wunun rpynnam
NOJNTHOMOYNA Ha ynpaBlieHne napamMmeTpamm ©e3onacHoCTMW.

Ecnu nonb3osatento (rpynne rnonb3oBaTeneil) paspeLleHo U3MeHeHne napameTpoB 6e30nacHOCTH,
TO OH MOXeT [JernerMpoBaTb BCE CBOW MOMHOMOYMSA APYrM MOMb30BaTeNsM C yY4eToM OeicTBuS
KOHTPOIS 33 pacrnpocTpaHeHNem NoTHOMOYUIA (CM. BbilLe).

Ecnun nonb3osaTesnto nNpeaoCTaBneHo npaso Ha ynpaeneHve napamMetpamu 6e30nacHoCTy, TO Npaso
Ha NPOCMOTP YCTaHOBMEHHbIX HACTPOEK NPEJOCTaBIIAETCA aBTOMATUYECKN.

Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.
MevaTb 3anpelyeHa

C nomowlblo OaHHOW MOMUTUKM MOXHO TMOKO HacTpOWUTb CMMUCOK YYeTHbIX 3anucer, KOTOpbIM
3anpeLleHa neyaTb C AaHHOro KOMNbloTepa.

Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.
MeuyaTb paspeLueHa

C nomoulblo OaHHOW MOMUTUKM MOXHO TMBKO HAaCTPOUTb CIMNUCOK YYeTHbIX 3anucen, KOTOpbIM
paspelleHa ne4yatb C JaHHOro KomnbroTEpPa.



Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
MpuHyauTenbHOE 3aBepLlieHne paboThbl MO pacnucaHuo

[aHHas nonuTMkKa NO3BONSET HACTPOUTL CMUCOK YYETHbLIX 3anucer 1 rpynn, ANs KOTOPbIX COrnacHo
HacTpoinke «PacnucaHue pabombi» NO OKOHYaHWKO BpemMeHu paboTtbl MK nonb3oBatens 6yaet
3a0/10KMpPOBaH.

MonuTuka NnpuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

Pecypcbl: YnpaBneHue AUCKPELMOHHbIM JOCTYNOM
C nomoLpblo JaHHOW NONIMTUKN MOXHO Ha3Ha4YUTb YYeTHbIE 3anncy Nornb3oBaTernen ans ynpasneHms
ONCKPELMOHHBIM JOCTYMOM.
MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.
Pecypchl: YnpaBreHne KOHTPOSeM LieNTIOCTHOCTHU
C nomoLLpblo AaHHOM NOMUTUKN MOXHO Ha3HauMTb yYYeTHble 3anucu nonb3oBaTenen Ans ynpasneHus
KOHTPONEM LeNOCTHOCTH.
Monntuka npumeHsieTcst Ha moagynsax C3U Dallas Lock 8.0-K/C.
Pecypchbl: YnpaBneHne maHoaTHbIM SOCTYNOM
C nomoLblo 4aHHOW NONIMTUKN MOXHO Ha3Ha4YUTb YYETHbIE 3anncK Nornb3oBaTenen ans ynpaeneHus
MaHZaTHbIM OOCTYMOM.
Monntuka npumeHsieTcs Ha mogynax C3U Dallas Lock 8.0-K/C.
YpaneHHbIW Bxoa: 3anpeLyeH
C nomowplo [aHHOW  NOMUTUKM  BO3MOXHO  3anpeTuTb BO3MOXHOCTb yAarieHHOro BxoAa
onpeaeneHHbIM none3osatensaMm u rpynnam B OC.
MonuTunka NnpumMeHsieTca Ha MogynsaX:

e C3U Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

YpaneHHbIn Bxoa: PaspelueH

C nomoLWbi0 [AaHHOW MNOMUTUMKM BO3MOXHO paspelinTb BO3MOXHOCTb yAaneHHoro Bxoga
onpeaeneHHbIM nonb3osatensaMm u rpynnam B OC.
MonuTunka NnpumeHseTca Ha MogynsaX:
e C3MU Dallas Lock 8.0-K/C;
e C3UM BM Dallas Lock (UK4).

YyetHble 3anucu: NMpuHyauTenbHas AByxdakTopHasa ayTeHTUdMKaums
Ecnu B 3HayeHWM OaHHOM NMOMUTMKM CTOWUT OMpedeNieHHas ydeTHas 3anucb Wnu rpynna, To npwu
peructpaumMmM HOBOW YYeTHOW 3anucy (B cocTaBe [AaHHOW rpynnbl WM WHAMBUAOYANbHO) WU

penaktupoBaHun B C3U npucBoeHne wgeHTUdukaTopa 6yaeT obsisaTenbHbIM, MHadve 6yaeT
BblBeAEHO NpeaynpexaeHne ob owmntke.

Monntuka npuMeHdeTCAa Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

YyeTHble 3anucu: YnpaBneHue

Ecnu B 3HayeHWM [OaHHOW MOMWUTUKM CTOMT Yy4yeTHas 3anucb MInM rpynna, TO OHa obGnagaet
MOSTHOMOYMSIMU MO CO34aHMI0, yAANeHWI0 N U3MEHEHMIO YYETHbIX 3an1celt nonb3oBaTenen B cucteme
3aLmnThI.

Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.



5.4.5 HacTponka nonMTUK KOHTPOSIA LeNIOCTHOCTHU

Ha Bknagke lMonumuku B kateropun MonUTUKM KOHTPOMS LIENIOCTHOCTM HacTpauBaloTcs napameTphl
NPOBEPKW LIENOCTHOCTN OTAENBHO ANS:

e obbekToB PC;
e 00BLEKTOB NpOrpaMMHoO-annapaTHoON cpeapbl;
e peecTpa.

Mo YMOJ1HaHUIO NMpoBepKa LeJIoCTHOCTU yCTaHOBJ1€Ha TOJIbKO Npwu 3arpys3ke Mmoayns.

B ocTanbHbIX crnyyasx, Ons KOppekTHOM paboTbl MOMUTUK, HEOBXOAUMO HACTPOUTb KaxAblii nmapameTp
MOSNUTUK KOHTPOJSA LIeIOCTHOCTM B COOTBETCTBMM C TPEBOBAHUSIMU NONUTUKN GE30MaCHOCTM OpraHM3aunm:

e YCTAHOBWUTb PpeXWUM NpPOBepkn (Npu 3arpyske, MNEPUOOUNYHBIA KOHTPOMb WM KOHTPOIb
Mo pacnucaHuio);
e yKasaTb anropuTm pacyeTta KOHTposnbHon cymmbl (CRC32, xaw FOCT P34.11-94 unu xaw MD5).

MMonMTNKN KOHTPOMS LIENOCTHOCTU MpOrpaMMHO-annapaTHOW Cpedbl SABMSOTCH 06LwuMun
ansa mogynen C3U Dallas Lock 8.0 K/IC n C3U BU Dallas Lock, HO anroputm pac4yeTta
KOHTpomnbHoW cymMmbl Xaw OCT P 34.11-94 He 6yget pabotatb ana mogynen C3U BU
Dallas Lock UK4.

Ecnum Ona npoBepku OGHLEKTOB MpoOrpamMMHO-anmnapaTHOW cpedbl He BbiGpaH amnropuTm
pacyeTa KOHTPOSIbHOM CyMMbI, TO MPOBEpKa LENOCTHOCTU AN AAHHOTO Tuna OGbEeKToB
BbINOMHATCS He OyaerT.

ABTOMaTMYeCcKkMn BbIOOp anroputMa pacdeTa KOHTPOSIbHOW CyMMbl MO  YMOMYaHuIo
He NpeayCMOTPEH.

Ta6nuua 14. MONUTUKN KOHTPONSA LEeNTOCTHOCTH
ABTOMaTM4YecKoe pa3aMOHTUpOBaHUe HenoaaepxmBaemMmbix USB-ycTtponcts

Bo3moxHoe 3HayeHve NonuTukK: «Bki./Bbikn.». o ymonyaHuio 3HayeHne AaHHOW NONUTUKN: «BKI1.».

BknoyeHne gaHHOM NonuTUKK (3HadeHue «[ay) no3BonsdeT aBTOMaTUYECKN pa3MOHTMpoBaTh Noboe
USB-yCTpoOWCTBO, KOTOPOE He MOAAepXUBaeTCcsa BCTPOeHHbIMU cpeacTtBamm OC w/unu gna paboTol
C KOTOPbIM HE YCTAHOBIIEHO HEOOX0AMMOE NporpammHoe obecneyeHue.

Monutuka npumeHsieTcs Ha moagynax C3U HCA Dallas Lock Linux.

FeHepaumsa co6bITUIA ayauTa annapaTHOW LeNTOCTHOCTHU

Bo3moxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW nonuTukn: «Hemn.

BkntoueHne paHHOM MONMTUMKKM (3HadveHune «/[Ja») MOo3BONSAET OTCrexuBaTb COObITUS HapylleHUus
annapaTHOW LLeNoCTHOCTU.

Monutuka npumeHsieTcs Ha moagynax C3U HCA Dallas Lock Linux.
MN3meHeHne pannoB ¢ Ha3sHaYeHHbIM KOHTPOJIEM LLeSIOCTHOCTU
[aHHas nonuTuka NO3BONSET yNpaBnsaTb BO3MOXHOCTbIO U3MEHeHUsa (annos € HasHayYeHHbIM
KOHTPOJSIEM LIENTOCTHOCTM.
MNonuTtuka MoXeT NPUHUMATL O4HO U3 3HAYEHUM:

e «Paspewumb» — npu HapyweHun uenoctHocTn C3U He GnokupyeT OocTyn K oGbekTy, Ans
KOTOPOro HasHa4YeH KOHTPOJSIb LIENOCTHOCTY;

e «3anpemumb» — Npw HapyweHumn LuenoctHocTn C3U 6rioknpyeT 0oCcTyn K 06beKTY, AN KOTOPOro
HasHa4eH KOHTPOSIb LLENOCTHOCTY;

o «[lposepssmb yugposyto noOnNUCsL UCMOMHAEMbIX ¢hbaliog» — OCYLLEeCTBNseTcs MpoBepka
3NEKTPOHHOW MOAMUCUM AN MUCMOoMHSeMbIX dannos (CNMCOK pacluupeHnin ¢annoB MOXHO
AOMNOSHUTB).

Mo yMOn4yaHuio 3Ha4eHne OaHHOW NOMUTUKM: «Paspewumb».
Monntuka npuMeHdeTCAa Ha Moaynax:

e C3MU Dallas Lock 8.0-K/C (UK8);
e C3U BU Dallas Lock (UK4).



MU3meHeHne pannoB ¢ HasHaYeHHbIM KOHTPOJIEM LLeSIOCTHOCTU
Bo3amoxHoe 3HadeHve nonutukn «Paspewums»/«3anpemumpy». 3Ha4YeHUME MO YMOMYaHWUIo:
«Paspewumsb».

[laHHaa nonuThka MNO3BONSAET KOHTPONMPOBATb BO3MOXHOCTb MOJSIb30BaTENsl U3MEHSATb (halsbl
C Ha3Ha4YeHHbIM KOHTPONieM UenocTHocTU. [lpu  3HayeHun «Paspewumb» TNpU  HapyLIEHWU
uenoctHocT C3M He GnokunpyeT AOCTyn K 06beKTY, AN KOTOPOro Ha3Ha4YeH KOHTPOJSIb LIeNIOCTHOCTMY.
Mpy 3HaveHun «3anpemumb» NpU HapyweHun uenoctHoctu C3U GnokupyeT OOCTyn K OOBLEKTY,
AnNs KOTOPOro Ha3Ha4YeH KOHTPOJSIb LIENOCTHOCTMU.

Mpun NonbITke UBMEHUTL 3HAYEHME NONUTUKN Ha «Pa3pewumsy NPOBEPSETCS 3HAYEHNE
nonutuku NMpoBepka LM POBON NOANUCU UCTIOSTHSAEMbIX (panoB:

e  €CIM YCTaHOBINEHO 3HAYeHWe « BbIK/.», TO UBMEHEHWE NMPOU3BOAUTCS YCIELLHO;
e  €CINM YCTaHOBIEHO 3HAaYEHUE « BK/1.», TO UISMEHEHWSI HE BHOCATCS, NMOSIBRSETCS
OKHO C COOTBETCTBYIOLLUM MNpeaynpexaeHnem.

Monntuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
KoHTponb ®C no pacnucaHuo
[aHHas nonuTuka No3BosSAET BKIMHOYUTb KOHTPOMb LIENOCTHOCTM (hairioBO CUCTEMbI NO pachimcaHmio
N HACTPOUTb pacnucaHue KOHTPOrs.
Mo ymonyaHuio AaHHas MoNUTMKa He UCTOSb3yeTCs.
MonuTuka NnpumMeHsieTcs Ha MoaynsaX:

e C3W Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

KoHTponb nporp. ann. cpeabl Mo pacnucaHuio

ﬂ,aHHaﬂ NONMUTUKa NO3BOJNIAET BKIHOYUTb KOHTPOJ1b LIE€NTOCTHOCTU nporpaMMHo—annapaTHon cpeabl
no pacnmcaHuto N HaCcTpouUTb pacnnucaHme KOHTpon4.

Mo yMOn4aHuio aaHHaa NoJfInTUka He UCNOoJb3yeTCA.
MNonntuka npuMeHdAeTCA Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

KoHTponb peecTpa no pacnucaHuio
JaHHas nonuTMKa No3BonsieT BKMIOYMUTb KOHTPOSb LEenocTHocTn peectpa Windows no pacnucaHuio
1 HACTPOUTL pacnncaHme KOHTPOS.
Mo yMon4yaHuio aaHHaa NnosfinTuka He UCnosnb3yeTcA.
MonuTuka NpMMeHsieTcs Ha Moy nsix:

e C3U Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

KoHTponb uenoctHocTu nporp. ann. cpeabl: BIOS

[aHHas nonuTuka NO3BOMSIET BKIOUYUTL KOHTPOSb M3MeHeHUn napameTtpos BIOS.
Mo ymonyaHuio AaHHas NonnTMKa BblKNOYeHa.
Monuntuka NpuMeHsieTcs Ha MoayNAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

KoHTponb uenoctHocTu nporp. ann. cpeabl: USB-ycTponcTBa
[aHHas nonuTMka No3BONSAET BKMUUTH KOHTPONb M3MeHeHun B USB-KoHTponnepe, nogknoveHus
n otknoyeHns USB-nopTos.
MonuTtuka MoXeT NPUHUMATL 3HAYEHUS:

BbIknto4veHo;

CRC32;

Xew NOCT P 34.11-94;
Xew MD5.



Mo yMOn4aHuio AaHHaaA NofmMTuKa BbIKIKo4YeHa.
Monutuka NPUMEHAETCA Ha MoayNnAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).
KoHTponb wuenoctHocTu nporp. ann. cpeabl: USB-ycTporicTBa

[aHHaa nonuTuka no3BonsieT BKNIOYUTL KOHTPONb MameHeHun B USB-koHTponnepe, nogknoyeHus
n otkntoyeHns USB-nopTos.

Mo ymonyaHuio gaHHas NonmTrKa BbIKMOYeHa.
MonuTtnka npumenseTca Ha moayne C3U Dallas Lock Linux (UK6, UK7).

KoHTponb LenocTHOCTM nporp. ann. cpeAabl: [Aucku

[aHHaa nonuTMka no3BoONsieT BKOYNUTL KOHTpPOIJ1b N3MeHEHNI KOHTpO1epoB rMMOKNX OUCKOB,
ANCKOBOAOB U ONCKOBbIX yCTpOVICTB.

MonuTtuka moxeTt NPUHNMATb 3HAYEeHNA:

Bblkno4eHo;

CRC32;

Xew NOCT P 34.11-94;
e Xew MDS5.

Mo YMOJ4aHUo AaHHaaA NoyIMTUKa BbIKITKO4YEHA.

MonuTuka npuMeHdAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).
KoHTponb LenocTHOCTM Nporp. ann. cpeabl: AUCcKu

[aHHaa nonuTMka no3BONSIET BKOYUTL KOHTpPOIJ1b N3MEHEHNI KOHTpO1epoB rMMOKNX OUCKOB,
ANCKOBOJOB U ONCKOBbIX yCTpOVICTB.

Mo ymonyaHuo gaHHas nonuTrKa BbIKMOYeHa.
MonuTtnka npumensetca Ha moayne C3U Dallas Lock Linux (UK6, UK7).
KoHTponb LenocTHoCcTK nNporp. ann. cpeabl: [ipansepbl
[daHHas nonuTuka ynpasnseT KOHTPOMEM LeNOCTHOCTY YCTaHOBKU U yaaneHust opanBepos.
Mo ymonyaHuio gaHHas nonmTrKa BblKMYeHa.
MonuTunka NnpumeHseTca Ha MoaynsaX:

e C3U Dallas Lock 8.0-K/C;
C3U BU Dallas Lock (UK4).

KOHTpOﬂb LeJIOCTHOCTU nMporp. anmn. cpeAabl: Kopeku
[aHHasa nonuTtrka ynpasndeT KOHTpOJ1eM YCTaHOBKMN UMK yaaneHua Ko4eKkoB Ha MK.
Mo yMOn4yaHuio aaHHaaA NnofmiMTuka BblKIo4YeHa.
Monutuka NPpUMEeHAETCA Ha MOoAYIAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

KOHTpO.ﬂb LeJsIOCTHOCTU nMporp. anmn. cpeAabl: OﬂepaLl,VIOHHaﬂ cucrema

[aHHas nonutuka ynpaBnsaeT KOHTponem nameHeHui ceoncte OC gaHHoro MK: nameHeHnin nmeHwm,
IP-agpeca v np.

Mo ymonuyaHuio AaHHas NonnTUKa BblKNOYeHa.

[NonuTtuka npuMeHsieTca Ha MOaynsX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

KoHTponb wenocTtHocTu nporp. ann. cpeabl: Manku obwero gocryna

[aHHasa nonutuka ynpaBndeT KOHTPOJ1eM CO34aHNA Unn yaaneHnsa nanok obuero 40CTyna Ha AaHHOM
MK.



Mo YMOIN4YaHU aHHadA NosfiuTUKa BbIKIHOYeHa.
MonuTuka NnpuMeHAeTCA Ha MoAaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

KoHTponb uenoctHocTu nporp. ann. cpeabl: NMpuHTepbI
HdaHHas nonutuka ynpaeBnsieT KOHTPONEM ChucKa BCeX YCTaHoBMeHHbIX Ha MK npuHTepos, dakcos,
M®Y un gp. neyataroLmx yCTPONCTB.
Mo ymonyaHuio gaHHas NONUTUKa BbIKIHOYEHA.
MonuTunka NnpumMeHsieTca Ha MogynsaX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

KoHTponb LenocTtHocTu nporp. ann. cpeabl: MporpamMmmbi

JaHHas nonuTuka ynpaenseT KOHTPONEM YCTaHOBKM UNu yaaneHus nporpamm Ha gaHHom [K.
Mo ymonyaHuio AaHHasi NONUTHKA BbIKIOYEHa.
Monutuka NnpuMeHsieTcA Ha MOAYNAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

KoHTponb LenocTtHocTM nporp. ann. cpeabl: Pasgens! gucka
[aHHas nonuTtuka ynpasnsieT KOHTPONIEM M3MEHEHUI pa3aenoB XEeCTKOro Avcka, dopmaTMpoBaHuii
AVcKa, NOAKIMHYEHUIA HOBbIX OUCKOB.
Mo ymonyaHuio AaHHas NoNUTMKa BbIKITHYeHa.
MonuTunka NnpumMeHsieTcs Ha MoaynaX:

e C3W Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

KoHTponb LenocTHOCTU nporp. ann. cpeabl: CeTb

[aHHasa nonuTtrka ynpasndeT KOHTpPOJ1eM CeTeBbIX NOLKIOYEHWI U CETEBBIX KapT.
Mo yMOn4aHuio AaHHaaA NnofmmMTuKa BblKIo4YeHa.
Monutuka NPpUMEeHAETCA Ha MOoAYIAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).
KoHTponb uenocTtHocTu nporp. ann. cpeabl: Cucrema
[aHHaa nonutnka nosBonsieT BKIMIOYUTL KOHTPOSb MOPTOB, MOHUTOPOB, LUMH, 3BYKOBbLIX YCTPOWCTB
N OPYrMxX CUCTEMHbIX YCTPOMNCTB.
MonuTtuka MoXeT NPUHUMATL 3HAYEHUS:
BbIknto4eHo;
CRC32;

Xew MNOCT P 34.11-94;
Xew MDS5.

Mo yMoOn4aHuio aaHHaaA NnofiMTuka BblKIo4YeHa.
Monutuka NpUMEeHAeTCA Ha MoA4ynAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).
KoHTponb uenocTtHocTu nporp. ann. cpenbl: Cucrema

JdaHHas nonuTrka No3BONSET BKMHOYUTb KOHTPOSb MOPTOB, MOHUTOPOB, LUWH, 3BYKOBbLIX YCTPOWCTB
N APYTUX CUCTEMHbBIX YCTPOWCTB.

Mo ymonyaHuio gaHHas NonuTrKa BbIKMOYeHa.
MonuTtunka npumensetca Ha mogyne C3U Dallas Lock Linux (MK6, UK7).



KoHTponb LenocTHoCcTM nporp. ann. cpeabl: Cnncok nonb3oBaTtenen

[aHHas nonutrka ynpaBnsieT KOHTPOJIEM CrcKa rnonb3oBaTenen, co3aaHHblx B nokansHon OC.
Mo ymonyaHuio AaHHas NoNuTMKa BbIKITHOYeHa.
MonuTuka NnpuMeHsieTcs Ha MoaynaX:
e C3MU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).
KoHTponb LenocTHOCTK Nporp. ann. cpeabl: YcTponucTBa BBoAA
[aHHas nonutuMka ynpaBnsieT KOHTPOSIEM MOAKIOYEHHbIX YCTPOWCTB BBOoAa Ha AaHHom [1K:
KrnaBuaTypbl, MbiLLW.
Mo ymonyaHuio AaHHas NoNuTMKa BbIKITHOYeHa.
MonuTunka NnpumMeHsieTcs Ha MoaynsaxX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

KoHTponb uenoctHoctu pansioB No U3SMeHeHUo
[daHHas nonuTuka No3BoMseT BbINOMHATL KOHTPOSb LIENOCTHOCT NPY U3MEHEHUN KOHTPOIMPYEMBbIX
06bekToB PC — BbIYUCTIEHNE KOHTPOMNBHOW CYyMMbI U CPaBHEHWNE C 3TanoOHOM.
Mo ymonyaHuo gaHHas nonuTrKa BKITHOYeHa.
MonuTtunka npumenseTca Ha moaynsx C3U HC[ Dallas Lock Linux.

Mepunoaunyecknmn KoHTponb PC

MonuTrka NpuHUMaeT 3HaveHuss oT 1 MUHYTbl 00 5 yacoB U «He ucronb3ayemcs». Mo ymonyaHuio
3HaYeHue AaHHOW NOMMTUKKN: «He ucronb3yemcsi».

[aHHaa nonnTtnka Nno3BonseT BKIHYNTD I'IepI/IOD,VI‘-IeCKVIﬂ KOHTPOJ1b cba|7|n030|7| CUCTEMbI U HACTPOUTb
nepnoanyHOCTb NPOBEPKN.

Monutuka NnpuMeHAeTCA Ha Moaynax:

e C3WU Dallas Lock 8.0-K/C;
C3U HCQ Dallas Lock Linux;
e C3U BU Dallas Lock (UK4).

Mepuoanyecknini KOHTPOIb NPOrp. ann. cpeabl

MonuTtnka npvHumaeT 3HadeHns oT 1 MuHYTbl Jo 5 vacoB n «He ucrnionb3yemcs». 10 ymonyaHuio
3HavYeHue JaHHOW NonNuTUKK: «He ucronb3yemcs».

JdaHHasa nonuTrka No3BONSAET BKIOYUTb NEPUOAMNYECKUA KOHTPOIb NPOrpaMMHo-annapaTHoOn cpeapl
N HACTPOWUTb NEPUOANYHOCTb MPOBEPKY.

Monutuka NPpUMEeHAETCA Ha MOoAYIAX:

e C3U Dallas Lock 8.0-K/C;
e C3UM BM Dallas Lock (UK4).

Mepuognyecknini KOHTPOIbL peecTpa

Monutuka NPpUHNMaeT 3Ha4YeHnAa OT 1 MUWHYTbI 00 5 vacoB n «He ucriosib3yemecs». Mo yMon4yaHuo
3Ha4YeHne gaHHOM NONUTUKK: «He Ucriosfib3yemecs».

[aHHaa nonuTmka nNo3BonseT BKMIOYMTL Nepuoanyeckuin KoHTporbe peectpa Windows 1 HacTpouTb
NepuoANYHOCTb NPOBEPKMU.

MonnTrka NpUMeEHsIETCS Ha MOLYNAX:
e C3MU Dallas Lock 8.0-K/C;
e C3M BM Dallas Lock (UK4).
MpoBepka uncppoBon NnoANUCHU UCNOJTHAEMbIX (hannos

Bo3moxxHoe 3HayeHne NonuTUKN: «Bki./Bbiki.». 3Ha4YeHUe No yMonyaHuio: « Bbiki.».

HdaHHas nonmuTMka no3BoNseT onpegenatb HeobxoaMMOCTb MpPOBEPKM ULUpoBON NOAMUCHU
ucnomnHsiemblx cannos. lNMpu 3HavyeHUn «Bksi.» HEOOGXOOUMO ykasaTb PACLUMPEHUS MCMOMHAEMbIX
drannoB Ansa NpoBepKy LMpoBON Nognucu.



Mpu MONbITKE W3MEHWUTb 3HA4YEHWE MONMUTUKM Ha «Bka.» npoBepsieTcs 3HaYeHue
nonutukn M3meHeHune pannoB ¢ Ha3Ha4€HHbLIM KOHTPOJIEM LIeSTIOCTHOCTHU:

e ECNnV YCTaHOBMEHO 3HauveHue «3ampemumb», TO U3MEHEHWE MPOoU3BOANTCS
YCNELLHO;

e eCnv YCTaHOBMeHo 3HauyeHue «Paspewumb», TO U3MEHEHUSI He BHOCHATCH,
NOSABMNAETCA OKHO C COOTBETCTBYIOLLIMM MpeaynpexaeHeM.

Monutuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.

MpoBepatb uenoctHocTb ®C npu 3arpyske OC

Bo3moxHOe 3HavyeHne NoNUTUKN: « Bkn./Bbikr.». 3Ha4YeHne No yMonyaHuio: «BKi.».

[daHHas nonuTvka MNo3BOMSET YNpaBnsATb BKITHOYEHUEM/OTKIMIOYEHNEM aBTOMaTUYECKOW MPOBEPKU
LenocTHoCTK annoBor cuctembl npu 3arpyske OC.

Monutuka NPUMEHAETCA Ha MoayNnAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux;
e C3U BM Dallas Lock (UK4).

MpoBepATb LENOCTHOCTbL Nporp. ann. cpeabl Npu 3arpy3ske OC

Bo3MokHOe 3Ha4YeHne NonUTUKKU: « BKi1./BbiKi.». 3Ha4YeHne no YMOJTHaHUIO: «BbIK.».

[aHHas nonuTuka Mno3BOMsieT YNpaBnsATb BKIOYEHNEM/OTKIIOYEHNEM aBTOMaTUYECKOW MPOBEpPKU
nporpaMmHo-annapaTHON LuenocTHocTu npwu 3arpyske OC.

MonuTuka NnpumMeHsieTcs Ha MoaynsaX:
e C3WU Dallas Lock 8.0-K/C;

e C3U HCQO Dallas Lock Linux;
e C3U BU Dallas Lock (UK4).

MpoBepATb LENOCTHOCTL peecTpa npu 3arpy3ke OC

Bo3moxHoe 3HavyeHune NonuTukN: « Bk./Bbikr.». 3Ha4YeHne No yMonyaHuio: «BKi.».

[daHHas nonuTvka MNo3BOMSET YNpaBnsATb BKIHOYEHUEM/OTKIMIOYEHUEM aBTOMaTUYECKOW MPOBEPKU
uenocTtHocTu peectpa Windows npu 3arpyske OC.

Monutuka NPpUMEeHAETCA Ha MOoAYIAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

5.4.6 HacTponka nonutuk pexuma pa6otbl C3U

Ha Bknagke lMonumuku B kateropun Pexum pabotbl C3U HacTpauBalTCca napaMeTpbl HEAKTUBHOrO
pexuma C3U ons moaynsa C3U Dallas Lock 8.0 n C3U BU Dallas Lock.

B cooTtBeTcTBUM C TpeGoBaHUSAMU MONMUTUKM GE30MacHOCTM OpraHM3auuM HeoGXoOMMO HacTpouTb Bce
napameTpbl, pacnofioXeHHble B CMCKe NONMUTUK pexuma pabotel C3U.

Ta6nuua 15. MNonutuku pexnma padotsl C3U

HeakTUBHbIN pexum

C nomMowpbo [aHHOM MOMUTMKM MOXHO YMpaBnATb BKIHOYEHMEM/BbIKMoYeHneM HeakmueHo20
pexuma C3M B C3U Dallas Lock 8.0, a Takke npousBectM rmbkylo (TOYEYHYK) HaCTPOMKY
HeakTUBHOrO pexuma. B okHe HacTpoNKM HaxoauTCst YeKOOKC HeakmueHbIl PeXUM 8KITHOHYEH U CIIUCOK
dyHkumn C3WU, onsa koTopbix 4OCTYMNHA GNoKMpoBKa.

Monntuka npumeHsieTcs Ha mopynsax C3U Dallas Lock 8.0-K/C.
HeaktuBHbIn pexxum C3U BU Dallas Lock

Bo3moxHoe 3HayeHne NonuTuKN: «Bk./Bbiki.». 3Ha4YeHUe No yMonyaHuio: « Bbiki.».

[aHHas nonuTyKa No3BONSAET yNpaBnsiTb BKOYeHMeM/BbiktodeHnem HeaktuBHoro pexuma C3U
B C3U BU Dallas Lock.

Monutuka npumeHsieTcs Ha mogynax C3U BU Dallas Lock (UK4).



Cucrtema obHapyXeHUsi BTOPXXEHUMN

Bo3MoxHOe 3Ha4YeHne NonUTUKKN: « Bki1./BbiKi.». 3Ha4YeHne no YMOJTHaHUIO: «BKn.».

JdaHHast nonuTvka TMO3BOMSIET yYMNpaBnsATb  BKMHOYEHMEM/BbIKIOMEHMEM Moayns Cucrema
ob6HapyxeHus BTopxxeHun C3U Dallas Lock 8.0.

MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.

5.4.7 HacTponka nonMTUK OYUCTKU OCTaTO4YHOM MHcpopmaLum

BonbwunHcTBo OC npu yganeHun panina He yoansioT COAepXuMMoe danna, a yaansioT Nulb 3anucb
o hanne ns gupekropumn ®C. Tak caenaHo Ansa yckopeHus paboTbl CUCTEMBI.

PeanbHoe cogepxumoe hanina oCcTaeTcsi Ha 3anoMuHaroLLeM YCTPOWCTBE, U ero MOXHO MPOCMOTPETb
0o Tex nop, noka OC 3aHOBO He UCNOSb3YeT ATO NPOCTPAHCTBO A5 XpaHEHUS HOBbIX AaHHbIX. OcTaToyHas
WHpopMaUmMss MOXeT nNpuBECTU K HenpeaHaMepeHHOMY pacnpOCTPaHEeHU KOHUAeHUnansHon
N CeKpeTHON uHdopmaumm.

Ha Bknagke lNonumuku B kaTeropum O4ucTka ocTaTOuHOM MH(pOpMaLIMN HacTpanBalTCsa napameTpbl
OYUCTKM OCTaTOMHOW WHcopMaumm, KoTopble MpefHasHaveHbl [Ansi  obecneyeHuss rapaHTumn
no NpeaoTBpaLLEHNIO BOCCTAHOBMNEHUS YAANEHHbIX Ha MOAYNAX AaHHbIX.

B cooTtBeTcTBMM C TpeboBaHMsSMM MOMUTMKM 6€30MacHOCTM OpraHusaumm HeobxoaMmo HacTpPouTb BCe
napameTpbl, PacnosiIoKEHHbIE B CMUCKE MOMUTUK OYUCTKM OCTaTOYHOM MHGbOpMaL .

Ta6bnuua 16. MonuTMKM oYMCTKM ocTaTtouHOM MHbopmauumn
3aTuparwas nocnegoBaTeribHOCTb

[daHHoWn nonutukown onpegenseTcd MeToq 3aTvpaHuMs OCTaTOMHOW MHAOpMauMn nyTeM YyCTaHOBKU
yncnoBbIx 6anToBbIX 3HadeHun (o1 0 oo F) ans kaxgoro n3 YeTbipex UUKMNOB 3aTupanud. Ecnm atu
3HAYeHNs He YCTaHOBMEHbl WM YCTAHOBMEHbl He AN KaX4oro uukna, TO M0 YMOSYaHUio
ONs 3aTvpatoLlen nocneaoBaTenbHOCTH LMKIOB ucnonb3yeTtcs nocrneaoBaTernbHOCTb,
yctaHoBneHHasa B C3U Dallas Lock 8.0.

YCTaHOBMNEHHbI METO4 3aTUpaHusl UCMOSb3yeTcss MpuM BCEX YCTAHOBMEHHbIX BUAAX OYUCTKM
OCTaTOMHOM  MHdopMauMu: Mo KOMaHge agMUHUCTpaTopa, B aBTOMAaTMYECKOM  pexume,
N NpK 3a4nNCTKe HaKonuTens.

MonuTuka NpUMeHsieTC Ha MoAyNAX:

e C3U Dallas Lock 8.0-K/C;
e C3UM BM Dallas Lock (UK4).

KonunyecTtBO LuKNoB 3aTn paHuA

Monutuka KonnyectBo LMKNOB 3aTupaHua Mno3BondeT Bbl6paTb OT OA4HOro OO 4YeTblpex LUKIOoB
3aTnpaHnga VIH(*)OpMaLI,I/II/I Ha mogyne. 3Ha4yeHune no YMOJTHaHUIKO: «T».

YCTaHOBNEHHOE KONIMYECTBO LUKIOB 3aTnpaHuna UCNOJNb3yeTCA Npu BCEX YCTAHOBJIEHHbIX BuOax
O4YMCTKM OCTaTOYHOM I/IHq)OpMaLI,VIVIC Nno KoMaHge agMUHUCTpaTopa, B aBTOMaTU4E€CKOM pexunme, 1 npu
3a4YNCTKEe HaKonuTen4d.

MNonntuka npuMeHdeTCAa Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

Ouuwatb ocBo6OXAaeMmoe AUCKOBOE NMPOCTPaHCTBO

Bo3moxxHoe 3HauyeHune nonutukn: «a/Hemy». No ymonyaHuio 3Ha4yeHne AaHHOW NONUTUKK: « Hemy.

BkroyeHne [aHHOW MONMUTMKM (3HadveHne «[a») nosBonseT aBTOMaTWYeCcKW 3aTupaTtb BCHO
OCTaTOYHY0 MH(OPMaLMIO Npu ocBoboXAEHNM obGnacTel Ha anckax, To eCTb Npu yaaneHun cainos
WM MpU  yMEHbLUEHUWM pa3MepoB alfioB Ha Mopyrne. 3aTupaHMe Mpov3BOAMTCS 3amnuCbio
MackupyioLleid nocregoBaTensHOCTU (MonvMTMka 3aTuparollas nocriefoBaTeNbHOCTL) MOBEPX
0CBOGOXAaEMOro NPOCTPAHCTBA 3a4aHHbIM KONMYECTBOM LIMKIOB 3aTupaHus (nonutrka Konuyecteo
LUMKNOB 3aTupaHusl). BkniouyeHve paHHoOro napameTpa MOXET 3aMeTHO CHU3WUTb CKOPOCTb
BbINOSHEHWS! halNOBbIX OnepaLmii, o0cOGEHHO NPU KONMYECTBE LIMKIOB 3aTUpaHus 6orblLue eAnHULbI.



MonuTunka NnpuMeHsieTcs Ha MoAysX:
e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

OuunwaTtb AaHHble B KOHMAEHUMNANbHbIX ceaHcax gocTyna

BoamoxHoe 3HadeHune nonutukn: «Ha/Hemy. Mo ymonyaHuio 3HavyeHne AaHHON NoNuTuKK: « Hemy.

BkntoyeHve AaHHOM NONMTUKK (3HaYeHne «/Ja») No3BOMSIET OCYLLECTBNATL aBTOMATUYECKYHO 3a4UCTKY
ocBO6OXOaeMOro AMCKOBOIrO MNPOCTPaHCTBA TOJIbKO MpW  yAaneHun/nepemMeLlleHnn/yMeHbLLeHN
pa3mepa o6bekToB C npu paboTe nog MaHAATHON METKOW MU YPOBHEM A0CTyna Gonblue Hyns Ha
moayne. [aHHas nonuTuka YHKUMOHMPYET MpU YCIIOBMU BKMHOYEHHOW MONMTMKM OuunwiaTb
ocBoGoXxaaemMoe AUCKOBOE NMPOCTPAHCTBO.

MonuTtnka npumenseTca Ha mogynsax C3U Dallas Lock 8.0-C.
OunwaTtb chann nogkayku BUpTyaribHOM NaMATU

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW nonuTukn: «Hemn.

Bknoyenne paHHOM nonutukn (3HadveHve «[a») no3BonsieT aBTOMaTMYECKU 3atvpatb BCHO
OCTaTouYHyl0 UHopmaumo B ¢amne nogkadkm Windows Ha mopyne. 3aTtupaHve Npou3BOAUTCS
3anvcbio MackupyLlen nocregoBaTensHOCTU nosepx danna nogkadkn. OuncTka Npov3BOAWTCA
npu 3aBepLueHnn paboTsbl (3akpbITMKU hanna NoAaKayku) n, ecnv o4mcTka bbina npepsaHa, npun ctapTe
cucTembl (OTKPbITUM banna NogKaykm).

MonuTtuka NnpuMeHsieTcA Ha MOAYyNAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

MpoBepATb 04UCTKY MHOpMaLKn

Bo3moxHoe 3HaveHune nonutukn: «Ja/Hem». 1o ymonyaHuio 3Ha4eHne gaHHOW nonuTukn: «Hemn.

Ecnv paHHas nonutuMka BKIlOYMEHa, TO Mocre npoBedeHust o4mcTkum obbektoB OC Ha mopyne,
OONOMHUTENbHO BbIMOSHAETCA MpOBEpKa TOro, YTO O4YMCTKA OEWCTBUTENbHO OCYLLECTBIEHa.
B Tom cnyyae, ecnv npoBepka BbisiBUNA, YTO OYUCTKA HE OCYLLECTBIIEHA UMK 3aBepLUEeHa C OLLIMOBKON,
TO B XXypHan pecypcoB MOAYIsl 3aHOCUTCHA COOTBETCTBYHOLLEE CODbITHE.

lMpoBepka OCyLWeCTBNSAETCHA MPU OYUCTKE OCTaTOYHOW MHOPMaUUK, BbINOMHAEMOW MO KOMaHae
agMVHUCTpaTopa, B aBTOMATUYECKOM pexumMe, U Npyu 3a4nCTKe HakonuTens uenukom (dyHKuus
«3auncTka gnckar).

MonnTuka NpuMeHsieTcs Ha MoayNAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

5.4.8 Hactpownka nonutuk ACH

Ha Bknagke [Monumuku B kateropuv Monutukum OCY HacTpamBaioTca napameTtpbl paboTbl gaTymka
cnyyvanHbin yncen ana mogynen CO3 Dallas Lock.

Kateropus nonutuk Monutukun ACYH npumeHnma ToNbKO Ans BapuaHToB ncnonHexdms CO3
Dallas Lock M®HA.26.20.40.140.001-01, MN®HA.26.20.40.140.001-02
n NMNoHA.26.20.40.140.001-03 (nnatel CO3 Dallas Lock dcopmata PCle «KT-500»,
miniPCle-HS «KT-521» n M.2 «KT-550»).

B cooTtBeTcTBUM C TpeboBaHWAMM MOMUTUKM GE30MacHOCTU OpraHm3aumm HeoOXOAMMO HACTPOUTb BCe
napameTpbl, pacnosioXeHHble B cnucke nonutuk JCY.

Ta6nuua 17. Nonutukmn ACH

TectnpoBatb [1ICH npu Bxoge

Bo3moxxHoe 3HauyeHune nonutukn: «Ja/Hem». 1o ymonyaHuioo 3HayeHne AaHHOM NoNuUTUKK: «a».

B 3Hauenun «[a» ocywecTtBnsetca TectupoBanve [OCY npu Bxoge. [pu 3HaveHun «Hem»
TectupoBaHue [1CY npu BXxoge OTKMOYEHO.

Monutuka npumeHsieTcs Ha moaynsax CO3 Dallas Lock.



Yucno nonbiTok camotecTupoBaHua [1CY
Bo3moxxHoe 3HauyeHne napameTpa: oT 1 go 3. 3HavyeHme No ymonyaHuio: « 7».

YCcTaHOBNEHHOE 3Ha4YeHWe AaHHOW MOMNMUTUKN pernaMmeHTUpyeT YMUCro nonbITOK CaMOTeECTUPOBaHUA
ACH.

Monutuka npumeHsietcst Ha moaynsx CO3 Dallas Lock.

5.4.9 HacTtponka nonuMTUK MaHgaTHoOro goctyna

CornacHo maHgaTHOMY MPUHLMMY YNPaBeHUs OCTYMNOM, KaXaoMy 06BbeKTy MOXHO MPUCBOUTb YPOBEHb
AOCTyna v maHaaTHyto MeTKy. [Ins y4eTHOW 3anncu nosib3oBaTens Takke HasHayaeTcsl ypOBeHb A0CTyna
M MaHOaTHasi MeTKa, KOTopble OnpeaenstoT OObeKTbl, K KOTOPbIM MOXeT ObiTb AocTyn. MaHgaTHbIN
NPUHLMN YNpaBreHusl 4OCTYMNOM AeNUTCS Ha ABe KaTeropuu:

1. Uepapxuyeckasi KaTeropusi — OCYLUECTBMSIETC CpaBHEHME YpOBHeW pgoctyna obbekTa
n nonb3oatens. B mogyne C3WU Dallas Lock 8.0-C ypoBHM goctyna mmetoT Homepa ot 0 go 7.
Yem Gonblue HOMep, TEM BbilIe YpoBeHb AocTyna. Ecnun He ykasaH ypoBeHb JOCTyna, TO cHATaeTCs,
4yTO 06bEKT umeeT ypoBeHb goctyna 0 («OTkpbITble AaHHble»). Ecnu ypoBeHb gocTyna npucBouTb
poauTenbckoMy O00beKTy (nanke, AUCKY), TO BCE 0OBbEKTLI, HaxogsLWmecs BHYTpKU, byayT uMeTb TOT Xe
YPOBEHb AOCTYMA, 32 UCKIIOYEHNEM TEX CIlyYaeB, Korga UM siBHO NMPUCBOEH APYron ypoBeHb JOCTYyNa.
Onst ypobcTBa paboThl, YypOBHSIM JOCTYMNa MOXHO NpucBavMBaTb MMeHa. o ymonyaHuio nepBbiM NSTU
ypoBHAM gocTyna (ot 0 o 4) NpMCBOEHbI HAUMEHOBAHWS:

e 0 (OTKpbITblE Aa@HHBIE);

1 (KoHdwmaeHumanbHble AaHHbIE);

2 (MepcoHanbHbIe AaHHbIE);

3 (CekpeTHble AaHHbIE);

e 4 (CoBepLUEHHO CEKPETHO).

CornacHo [aHHOMY MPWUCBOEHUIO YPOBHEW [0CTyna, Mofb3oBaTeflb, MMEKLWNUA [OMNYyCK YPOBHS

«KoHdmaeHumaneHble OaHHbIE», HE MOXET MONy4YMTb [OCTyn K ODObEeKTy C ypOBHEM JocTyna

«CekpeTHble AaHHble». B TO e Bpemsi, nonb3oBaTenb C AOMYCKOM YpoBHS «CeKpeTHble AaHHble»

UMeeT NpaBo AoCTyna K 06beKTy ¢ ypoBHEM «KoHpUAeHUManNbHbIE AaHHbIEY.

2. Henepapxuyeckass KaTteropuss — OCYLUECTBSETCA CpaBHEHWE MaHAaTHbIX MeTOK obbekTa
n nonb3oBatens. B cnyyae coBnageHus MaHaaTHbIX METOK OBbekTa M Monb3oBaTens, NonbL30BaTernb
nomnyyaet A4oCTyn K 06bekTy. B cnyyae HecoBnageHns MaHOaTHbIX METOK O6beKTa 1 nonbL3oBarTens —
pocTtyn 6nokupyetcs. Hanpumep, nonb3oBaTtenb, UMM MaHgaTHyo MeTky «MeTka 1», He MoxeT
nony4nTb JocTyn K obbektam € MaHdaTHbiMM MeTkamn «MeTka 2», «MeTka 3» u T. 4. JaHHbIN
nonb3oBaTenb MOXeT NOfyyYnTb AOCTYN TONbKO K oObektaM C MaHgaTHon meTkon «MeTka 1».
Mo ymonyaHuio Ha mogyne C3U Dallas Lock 8.0-C MmaHOaTHblEe METKU OTCYTCTBYIOT.

Ha Bknagke [Monumuku B kateropum MaHpaTHbIA AOCTYN HacTpamBalTcA napameTpbl paboTbl
C YPOBHsIMUW AOCTyNa U MaHaaTHbIMU MeTkamu B [lomeHe 6e3onacHocTu.

B cooTteeTcTBMM C Tpe6OBaHI/IF|MI/I nonuTukn 6e3onacHocTn opraHusauunun Heo6xoaMmMo HaCTpouTb BCe
napamMeTpbl, pacnoJyioXXeHHble B CMUCKe NOJINTUK MaHOaTHOro AocTtyna.

Ta6nuua 18. MonuTtukn maHpgaTHOro gocTyna

Bbi6op maHpgaTHoM meTku npu Bxoge B OC

Bo3moxxHOe 3HavyeHune NoNUTUKN: « BK./BbiKi.». 3Ha4YeHWe NO YMOMYaHuI: «BbIKi.».

BkntoyeHne gaHHONM NONUTMKN paspeLlaeT Ucrosfb3oBaHne MaHOaTHbIX MeToK Ans aBTopusauun B OC
Windows.

Monntuka npumeHsieTcst Ha mogynsx C3U Dallas Lock 8.0-C.

3anpeT oAHOBpPEMEHHOW paboThbl NoNb3oBaTernien ¢ pas3fiMiHbIMU YPOBHSMMU UITM METKaMM
MaHOaTHOro gocryna

Bo3moxxHOe 3HavyeHune NoNUTUKN: « BKr./BbiKi.». 3Ha4YeHe NO YMOMYaHuI: «BbIKi.».

I'Ipw BKIMIOYEHUN 3anpeta OﬂHOBpeMeHHOVI paGOTbI nonb3oBatenen c pas3nnyHbIMKU  YPOBHAMU
nnn meTkamm MaHgaTHoro pnocrtyna Ha [OaHHOM MK 6y,u,eT BO3MOXHa oOJHOBpeMeHHadA pa60Ta
HECKOJTIbKUX WNHTEePaKTUBHbIX nonb3oBaTtenen, 3awealmx ToNbKo nog O4HUM ypoBHEM O0OCTyna unu



MaHZaTHOW MeTku. [MpuyeM daHHbIN ypoBeHb OyaeT onpefensiteCs Mo YPOBHIO MIU METKE NepBOro
nosib3oBaTens, 3alledLero Ha AaHHbI KOMMbITEp.

Ecnu npu BKkIOYEHWN 3anpeTa ecTb Y)ke 3arnyLLEeHHbIe CECCUM C Pa3IMYHbIMU YPOBHSIMU
JocTyna Wnu MaHZaTHbIMU MeTKaMu, PEeKOMEHAYETCH BbIMOJIHUTL Nepesarpy3ky
komnbloTepa. Ecnu He crnegoBaTh OaHHOW peKOMEHZauMW, MOXET MOMyYUTbCH, YTO
cynepagMyHUCTpaTop Npu BrOKMPOBaHUM CBOEW 3amnyLLEeHHON CECCUN HE CMOXET ee
pa36nok1poBaTh B BUAY BCTYMNEHUS B OENCTBUA MMEIOLLLETOCSH OrpaHNYEHNS.

MonuTtnka npumenseTca Ha mogynsax C3U Dallas Lock 8.0-C.
MaHaaTHble MeTKu

D,aHHaﬂ NoONNUTUKa npeagHasHa4vyeHa aAna peaaktmpoBaHUA Cnmcka MaHaaTHbIX MeTOK AnA opraHn3aunmn
Henepapxm4eckoro npuHumMna ynpasneHma MmaHaaTtHbiM 4OCTYMNMOM B ﬂ,E B penakTope NoNMMTUKMN MOXHO
co3faBaTb HOBble MaHOATHbIE METKMN U yOanATb CyLlecTBytoLime.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-C.
YpoBHM focTyna

JaHHasa nonutuka npegHasHavyeHa onsg peaakTMpoBaHMs Crucka ypOBHEW AOCTyna Ans opraHusaumm
nepapxmM4ecKkoro npuHuMna ynpaeneHuss MaHaaTHbIM goctynomM B [16. B pepaktope nonuMTukn MOXHO
npucBOUTL/OTPENAKTUPOBATL UMsi, COOTHOCMMOE C OrnpeaerneHHbIM ypoBHeEM AocTyna. Bcero goctynHo
8 ypoBHewn goctyna (0T «0» 8o «7»).

MonuTtunka npumenseTca Ha mogynsax C3U Dallas Lock 8.0-C.
[Jo6aBnATb WTamMn Npu nevyaTu noa ypoBHAMU

HaCTpOVIKa OaHHOro napameTpa B AOOMNOJIHUTENIbHOM OKHE MNO3BOJIAET Bbl6paTb YPOBHN MaHAaTHOro
aoctyna nonb3oBaTesnen, npu pa60Te noag KOTOpbIMUM Ha pacnedaTtbiBaeMble [OOKYMEHTbI 6y,qu
nobaBnaATbLCA WTamnm.

MonuTtunka npumensetca Ha moagynsax C3U Dallas Lock 8.0-C (HaunHasa ¢ UK11).
Paspewntb neyatb U3-noa ypoBHen goctyna

HaCTpOVIKa OaHHOro napameTpa B AOOMNOJIHUTENIbHOM OKHE MNO3BOJIAET Bbl6paTb YPOBHN MaHOATHOrO
gocrtyna, pa60Ta;| noA KOTOpPbIMU, NOJNIb30OBATESIN MOTYT OCYLLECTBIATbL NevYaTb JOKYMEHTOB.

MonuTtunka npumenHsetca Ha moagynsax C3U Dallas Lock 8.0-C (HaunHasa ¢ UK11).

5.4.10 HacTpouka nonuTuk goctyna

Ha Bknagke [llonumuku B kateropun MonuTukM pocTyna HacTpavMBaloTCA napameTpbl OrOKMPOBKM
paboTbl ¢ hannamm onpeaeneHHbIX paclumMpeHuii u 610KMPOBKY aBTO3anycka NOAKMHOYEHHbIX YCTPONCTB.

B cooTteeTcTBMM C Tpe6OBaHI/IF|MI/I nonuTukn 6e3onacHocTn opraHusauunun Heo6xoaMmMo HaCTpouTb BCe
napamMeTpbl, pacnosyioXeHHble B CMUCKe NOJNIMTUK AoCTyna.

Ta6nuua 19. MonuTtukn gocrtyna
BnokupoBaTb aBTO3anycK NOAKNIOYEHHbIX YCTPOUCTB

Bo3moxxHoe 3HauyeHune nonutukn: «a/Hemy». o ymonyaHuio 3Ha4yeHne AaHHOW NONUTUKK: « Hemy.

Mpuv BKMIOYEHUM aHHOW NONUTUKN aBTOMATUYECKM BrOKMpyeTCst BO3SMOXHOCTL 3anycka 6e3 komaHapbl
nosib3oBaTens (aBTo3anycka) yCTPOWCTBa Npwv NOAKMIOYEHNM.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

BJ'IOKVIpOBaTb KOMNbHTEP NpU OTKINMHOYEeHUU annapaTtHoro VI,D,eHTMCbMKaTOpa

Bo3moxxHoe 3HauyeHune nonutukn: «a/Hemy». o ymonyaHuio 3HavyeHne AaHHOW NONUTUKK: « Hemy.

Mpy BKNIOYEHMU [aAHHOW MNOMUTUKM BCEM MOoNib3oBaTeNAM, KOTOPbIM Ha3Ha4eH annapaTtHbIn
naeHtudpmkatop, pabora Ha gaHHom (1K npu oTknmoveHun naeHTudunkaTopa bygeT 3abnokMpoBaHa.
MonnTtuka He pacnpocTpaHaeTcs Ha NAeHTUdUKaTopbl, NpeabaBNAeMble No KacaHuio.

MonnTrka NpUMeEHsIeTCs Ha MOLYNAX:
e C3W Dallas Lock 8.0-K/C;



e C3U BU Dallas Lock (UK4).
BnokupoBaTb KOMNbIOTEP MNPU NOAKMTHYEHUM HE3APETrMCTPUPOBAHHbLIX HaKONUTENewn
USB Flash
Bo3amoxHoe 3HaueHune nonutuku: «Ha/Hemy». Mo ymonyaHuio 3HavyeHne AaHHOW NONUTUKK: « Hemy.

[aHHas nonuTuka no3sonsieT 6rnokupoBaTts MK npu nogkntoveHun HesapernctpmpoBaHHbix USB-Flash
Hakonutenemn.

Monuntuka npumeHsieTcs Ha mogynax C3U HCA Dallas Lock 8.0-K/C.
BrnoknpoBaTb nogknovYeHne He3aperncTpupoBaHHbIX Hakonutenen USB-Flash

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». 1o ymonyaHuio 3Ha4eHne gaHHoW NonuTukn: « Hemn.
[aHHas nonuTuka no3sonsieT 6roknupoBaTh HesapernctpupoBaHHble USB-Flash HakonuTenu.
[Mpn nonbiTKE WM3MEHUTb 3HAYeHWe MOMWUTUKM Ha «Hem» npoBepsieTca 3HavyeHue
nonutukn Ayaut USB-Hakonutenem:

e ecnu YyCTaHOBNEHO 3HayeHune «He ucnonb3yemcsi», TO WU3MEHeHue
NMPOV3BOAUTCS YCMNELLHO;

e  eCInM YCTaHOBMEHO 3HaYeHne, OTIIMYHOE OT «He ucnonb3yemcsi», TO USMEHEHWS
He BHOCSATCS, MOABMASETCH OKHO C npeaynpexaeHvem (puc. 118).

D Ouwmbka *

Bo epema npoBepky 3HaYEHUA BbINK 0BHAPYHEHE! CAEAYHOLLME OLUMBKM:
He aonyckaetca oTkntoqate Gnokuposky HesaperncTpuposande USE-Hakonutenel npu sknoqenHoil
noantrke "Aygut USB-nakonuteneid”,

OK
Puc. 118. Owmbka pepakTMpoBaHUA NONMUTUKN

Monntuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
BnokupoBaTtb (hain-guCcKn Npu OTKINOYEHUM annapaTHOro naeHTUdukaTopa

Bo3moxHoe 3HayeHune nonutukn: «Ja/Hem». o ymonyaHuio 3HayeHne nonutukn: «Jax.

Ecnv npu cosgaHuu pann-amMcka noMMMO Naporns UCMonb3yeTcs annapaTHbIn naeHTudgukaTop, To npu
oTKMNoYeHnn ngeHtudmkartopa ot MK, dann-guck Takke byget oTknoyeH. CTOUT yunTbiBaThb, YTO NpU
N3MEHEeHNW HacTpoeK annapaTHOro uaeHTudukatopa HeobXoAUMMO HavaTb HOBbI CeaHC paboTbl
nonb3oBaTensd [Ans BbIMOMHEHWS KOPPeKTHoW Onokuposku. [lonmTvka He pacnpocTpaHsieTcs
Ha naeHTUdUKaTOPBLI, NpeabaBnseMble No KacaHuio.

MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.

Brnokupyemble paclumpeHus

HdaHHas nonutuka mcnonb3yeTcs Ans paboTbl CO CMMCKOM 3anpeLleHHbIX pacluvMpeHuii gainos
(nocnepoBaTenbHOCTM  CUMBOMOB, [fob6aBnsiemMbix K WMeHM anna W npegHasHadeHHbIX
ansa ngeHtndukauum opmata gaina). Mo ymonyaHuio JaHHas NONMTUKA HE UCMOMnb3yeTcs.

Cnuncok 6n1oKMpyembIx pacLunpeHuii hainos NULLETCS B OAHY CTPOKY, 3NIEMEHTbI CMUCKa pa3gensaoTcs
TOYKOW C 3anATON.

®yHkuma Bnokupyemblie pacwmpeHus Gygoet pacnpocTpaHsTbCA Ha BCeX Mofb3oBaTenen Kpome
cynepagmuHuctpatopa. [lpy nonbiTke MOnb3oBaTens OTKPbITb ann ¢ 3abnoKMPOBaHHbLIM
paclmpeHuem, NoSIBUTCA COOTBETCTBYIOLLEe NpeaynpexaeHue.

CnepnyeT yyecTb, YTo AobaBneHne B CIMCOK BrOKMPYEMbIX PACLLUMPEHWIA, TaKUX Kak exe,
dll, sys, moxeT npuBecTn k HepaboTtocnocobHocTn OC (McknoveHne coctaBuT padoTa
noa y4eTHOW 3anncbto cynepagMmuHmncTparopa).

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

Bpems oxupgaHus nogkntoveHusi no VNC (cekyHa)

MonuTtuka nossonsaet YCTaHOBUTb BpeMA OXuOaHuA yganeHHoOro nogkni4eHua K pa60qemy cTony



KoMnbioTepa no ceTu. Bo3amoxHble 3HayeHus napametpa oTr 5 go 600 cekyHa. 3HadeHue
no ymosnyaHuo: «120».

Mo ucteyeHnn ycTaHOBEHHOIO BpEMEHM 3anpoc NpepbIBaeTCs.

Mpn nHmummposaHun nogknoyeHnsa no VNC koHconbe ELLY 6nokvpyetca 0o MOMEHTa
NoAKmntoYeHus / oTkasa B NOLKITHOYEHUM.

Monutuka npumeHsieTcs Ha moaynsax AreHt ELLY Windows.

Ucknio4veHns ansa npunoxeHun
[aHHaa nonuTuka No3BONSAET HAaCTPOUTb CNCOK hannos, Anst KOTOPbIX HE MPOU3BOANTCS KOHTPOIb
NPUNOXEHNN, NeYaT N N30NIMPOBaHHbIX NPOLLECCOB.

Cnncok coaepXnt MMeHa M Ha3BaHUS UCKIMIOYEHUN, NepeyYUcrieHHble Yepes «;». VIMeHa MoryT He
copgepxatb nyTn, Nnbo BkMoyaTe B cebs NOCNEOHIo YacTb NYTU UMK NOMHbIA NyTb (3TOT BapuaHT
Hanbonee 6e3onaceH). Popmar 3HaYeHUs napameTpa: «Mms (MyTb), UCKIIOYEHNE;».

CnnCcoK UCKIMOYeHNIA;
— Bce;
—  KoHTponb npunoxeHuin;
— 3awmTa oT BUPYCOB UM POBAsIbLINKOB;
—  KoHTponb nevaty;
—  KOHTpOnb u3ameHeHnsi CUCTEMHOrO BPEMEHU U 4aCOBOrO MOSICa;
— W3onuposaHHble NpoLeccsl;
— CpenctBo 0bHapYXeHUs 1 pearmpoBaHust.

Ecnn B ntobom anemeHTe cnmcka B Ka4yecTBe MMEHU YKasaHo «» — HaCTpOVIKa 6WJ,eT aKTUBHOWN
OIS BCEX UCKIIOYEHUIA,

Mo ymonyaHuio 3HaveHne — «He ucnonb3yemcs».
Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.
MpuHyauTenbHoOe 3aBepLUeHUe ceaHca NoJfib30BaTesnsl NPU OTKIIOYEeHUU annapaTHoOro
naeHTudmkaTopa

Bo3moxxHoe 3HauyeHne nonutukn: «Ja/Hem». No ymonyaHuo 3HayeHne gaHHoM NonuTukn: «ay.
[laHHaa nonuTrka 3aBepLlaeT ceaHe Npu OTKNKYEHUN annapaTHOro naeHTudukaTopa.
Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.

Pa3prBaTb ipsec coeaAuHeHue nNpu oTCyTCTBMU NOAOKINKOYeHUA areHTa

[aHHas nonuTuka No3BonsAT ykasbliBaTb 3HAYEHVEe TalmayTa, No UcTedeHnmn koToporo 6yaeT o6opBaHo
yaaneHHoe MNoaktoYeHne npu oTcyTcTBuM coeanHeHus ¢ ELLY. BosMoxHoe 3HayeHne nonuTukn ot 5
cekyHa Ao 1 MUHYTbI C LWarom B 5 cekyHa.

Mo ymonyaHuio 3HavyeHne — «He ucrnonb3yemcsi», «10 cek.».
Monutuka goctynHa npu Hannuuu nuueHsun NAC.

5.4.11 HacTpouka nonmTuKk cetum

Ha Bknagke [lonumuku B kaTeropum CeTb HacTpauMBalTcsa MapamMeTpbl paboTbl CETEBOro
B3aUMOOENCTBUS.

B cootBeTcTBUM C Tpe6OBaHMﬂMI/I NoNUTUKM Ge3onacHOCTU opraHunsauunmn HeobxoaMmo HacTpouTb BCe
napamMeTpbl, pacnosfioXXeHHble B CMUCKEe NOJINTUK CeTU.

Ta6bnuua 20. MonuTnkn cetn

Bpems xpaHeHus ceTeBOro Kalia

Monutuka NpvHMMaeT 3HayveHus oT 5 MuHyT Ao 14 aHen n «He ucnons3yemcs». o ymonyaHuio
3HavYeHue JaHHOW NonNuTUKK: «He ucronb3yemcsi».



Insa yBenuueHus ckopoctn padotbl no cetn C3U Dallas Lock 8.0 npegoctaBnseT BO3MOXHOCTb
COXpaHeHUs1 CeTEBOro Kalla C MHGopmaumen ob MMELMXCS B CETU TEX KOMMbLIOTEPOB, KOTOpPbIE
3awmieHsl Dallas Lock 8.0, 1 k koTopbIM y>xe 6bino nponseeneHo obpalleHne ¢ gaHHoro MNK. JaHHas
NonnTMKa No3BosisieT BoiOpaTb BpeMS XpaHEHNSI TAKOro CETEBOTO KaLLa.

MonuTtnka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.
Cnuncok He3alMLEeHHbIX CEPBEPOB

C nomoLllblo OaHHOW MOMUTUKM ONs YBENMYEHUs CKOPOCTM paboTbl Mo ceTu, 4ToObl COKpaTUTb
konudecteo obpalueHnin, C3U Dallas Lock 8.0 npegoctaBnsseT BO3MOXHOCTb COXPaHUTb MOCTOSIHHbIN
cnuncok K, kotopble He 3awueHbl C3U. Beogarca nmena MK n cepsepoB unu mnx IP-agpeca 4epes
TOYKY C 3ansiTon.

Monntuka npumeHsieTcst Ha moaynsx C3U Dallas Lock 8.0-K/C.

5.4.12 HacTpouka nonMTUK annapaTtHoOM uaeHTudukauum

Ha Bknagke [lonumuku B kaTeropum AnnapaTHas uaeHTUdMKauus NpPoOM3BOAMTCH BKIMOYEHME
cumTbIBaTENEN annapaTHblxX naeHTudukatopor ans moaynen C3U Dallas Lock 8.0-K/C.

B cootBeTcTBUM C TpeboBaHWAMM NOMUTUKM Ge30MacHOCTU opraHu3aumm HeobXoAMMO HAcTpouTb BCe
napameTpbl, pacrnosioXeHHbIE B CMINCKE NOMUTUK annapaTHOM uaeHTudmKaumm.

MonuTrku annapaTHOW MAeHTUMKaALUN NPUHUMAIOT 3HAYeHUS «Bk.» n «Bbikn.».

[ocTynHa HacTpolika cneayrowmx TUNOB annapaTHbIX OeHTUMKaTOPOB:

NFC-meTku n cMapT-KapTbl;

USB flash drive;

CuutbiBaTenn ESMART;

CuutbiBatenu Guardant ID;

CuutbiBaTenu HID lronLogic Z-2;

CuutbiBatenu JaCarta;

CuutbiBaTenu KT-TM;

CuutbiBaTenu TM COM-A (DS9097U);

CuutbiBatenu TM COM-P (DS9097);

CuunTbiBaTEnM PyTOKEH.

B ELY WUK5 nonutuka CuutbiBaTtenu JaCarta obbegvHsaeT crefyrolime ucnonb3yemble
paHee nonutuku: CuutbiBaTtenu JaCarta PKI, CuntbiBaTtenu eToken n CuutbiBaTenu
JaCarta GOST.

Ecnv B b ELY BkntodeHa nonutuka CumtbiBaTtenu JaCarta, 1o ana mopynen C3U
Dallas Lock 8.0 Bepcumn c UK8 go UK12 6ynet BkntoyeH cuntoiBatens JaCarta GOST.

Ha npoBepky wuaeHTUUKaUNOHHON WHOPMaLMM MOMb3oBaTens HacTponka MNONUTUK annapaTtHoun
naeHTndrkauum He BnusaeT. Noatomy, ecnm, Hanpumep, HACTPOUTb CYUTbIBATENb, 3a4aTb MOMbL30BATEN
annapaTtHbIi MAeHTUdUKAToOP, a Nocrne U3MEHUTb 3HAYEeHUe MONUTUKN ANs OaHHOro Tuna annapaTHbIX
cuuTbiBaTenewn Ha «BbIkn.», TO Npy BXo4e AaHHOro Nonb3oBaTens annapaTtHbIi naeHTugmrKaTop Bce paBHO
OyneT npoBepsiTbCs, U, COOTBETCTBEHHO, OH HE CMOXET BOWTU B cuctemy. Ecnm nonb3oBaTtento 3agaH
annapartHbIi uaeHTUduKaTop, cucTtema 3alimTbl 06s3aHa ero NpPoBepuTb, @ ECNN NPOBEPUTL HENb3S,
TO JOMYCTUTb NONb3oBaTENS 40 MHPOPMALMOHHBIX PECYPCOB CUCTEMA 3aLLMThl HE UMEET NpaBga.

5.5 MexceTteBou 3KpaH

Mocne HacTpoWKkM CUCTEMbI yNpaBrieHusl, HEOOXOAMMO MPOU3BECTU HACTPOMKY MEXKCETEBOro 3KpaHa.
[Mog HacCTPOMKOM MeXCeTeBOro aKpaHa MOHMMAaeTCs YCTaHOBKa 3HavyeHu NOMAUTUK ANA MEeXCeTeBOro
3KpaHa, yAOBMEeTBOPSOLMNX NONUTUKaM 6€30nacHOCTM OpraHn3aumm.

Bonee nogpobHo o mexceTeBoM akpaHe B PykoBoacTee no akcnnyartaumm C3U Dallas Lock 8.0 rnasa 15,
B PykoBoacTtee no akcnnyatauumn Dallas Lock Linux pasgen 4.12 u B PykoBoacTBe no akcnnyataumu
C3U BU Dallas Lock rnaea 8.

Ons nepexogja K pasfgeny HacTpoek YnpaBneHue KOMMoHeHToM M3 HeobxogMmo Ha BkKnagke
KomnoHenmsi BblOpaTh Mexcemesoli akpaH. Ha cTpaHuue YnpaBneHue KOMMOHeHTOM M3 MoXHO
pegakTupoBaTb napameTpbl M3 Ha ypoBHe Bcero [B, mocne CMHXpoOHM3auum Ha BCeX MOOYUMHEHHbIX
o6bekTax B [1b npumeHsitoTca ycTaHOBNEHHbIe HacTporkn (puc. 119).



KomnoHeHTs!

——————————— ~

YMNPABNIEHUE KOMMOHEHTOM M3 | Mexceresoii axpa 1 b
L e I - BEVNCTBMA
CUCTEMa KOHTPONA HaKonuTened | RS Tl
O6uwpe HacTpoiikK M3 [ Tipoduan M3 ] P OuabTpH

[ Be6-KOHTPONL [ CermenTs cem ] KOHTPO/E pecypcos

CucTema OGHAPYKEHHA BTOPXEHNI
of 3anper na usmenenve MMonnmuxa Tun Mo

be3zonacHan cpeaa COB (necounnua) OUNLTPBI

CpeACTB0 0OHAPYKEHHA W DEarnpOBaHNA Vo Doni

Asapwiteisiit pexuns: 3anper sretuero Tpagika K runepensopy/CB KOHTPO CETeB0ro A0CTYNa Can By Buibpats Bce Oumerums

Dallas Lock8.0 VIKIL
’ Dallas Lock 8.0 VK12

Dallas Lock 8.0 K13
Dallas Lock 8.0 VK14
Dallas Lock Linux K4
Dallas Lock Linux MIKS
Dallas Lock Linux UK6
Dallas Lock Linux VK7
Dallas Lock C311 B1 VK6
Dallas Lock C3V1 BV VIK6.1
o Sulibtay " el Dallas Lock C311 BU VKT

OMEPATUBHOE YTPABJIEHME

Curnxponusmnposars

L8, 8,0,8,0,8,0,0,8,80,0,0,80,80,80,80,0,0,85,0,8,8
1

Puc. 119. Bknagka «MexceTteBoun aKkpaH»

YnpaBneHve wmexceteBbiM 3dkpaHom B ELY peanusoBaHo ans mogynen C3U HCO
Dallas Lock 8.0, C3U HC[L Dallas Lock Linux n C3U BU Dallas Lock, nepekntoyeHune
ynpaBneHnss mexagy MoaynsMy OCyLLeCcTBNAeTca B paboyen obnactu BKNagky ¢ MOMOLLbIO
BbiNagatowero cnucka (BolgeneH Ha pwuc. 119). CoctaB [AONyCTUMBIX KaTeropun
1 napameTpoB Ans ynpaeneHus 6yaet BapbuMpoBaTbCA B 3aBUCUMOCTW OT MOAyns, Ans
KOTOPOro Mpou3BoaUTCH HaAcCTpoKKa.

5.5.1 O6bwme HacTponku MI

HacTpowiku, kacawowmecss 3HadeHun nonutuk M3, perynupytotca B kateropum O6wme HacTponku MO
Ha Bkrnagke KomnoHeHTbl — MexXceTeBoM 3KpaH.

Cnucok nonutuk M3 B kateropum O6Gwme Hactponku MO oOgHOBpEMEHHO codepXuT
napameTpbl Ang moaynen C3U Dallas Lock 8.0, C3U HCA Dallas Lock Linux n C3U BU
Dallas Lock, He3aB1CUMO OT TOro, ynpaBfieHVEe KakumMm MOAYMeM BblIOpaHO B BbiNagaloLiemM
cnvcke ynpaeneHns MO.

B cooTBeTcTBMM C TpeboBaHUSIMU MONMUTUKN GE30MacHOCTM OpraHusaumm HeobXoAMMO HACTPOUTb Bce
napameTpbl, pacnosioKeHHble B cnucke nonutuk M3.
Ta6nuua 21. O6wme HacTponku M

ABapuiHbIN pexumMm: ABToOMaTM4eckas akTuBauua npuv HapyweHum KL M3

Bo3moxxHoe 3HayeHne NonuUTuKN: «Bk./Bbiki.». 3Ha4YeHUe No yMonyaHuio: « Bbiki.».

Ecnn OaHHaa MNoJInTUKa BKIKOYeHa, TO Npu HapyleHUM KOHTPOIA LUeNoCTHOCTM aBTOMaTUYeCKu
cpaboTaeT aBapuHbIA PEXNM.

MonuTtnka npumenHseTca Ha moaynsx C3U BU Dallas Lock.
ABapuiiHbIN pexxuMm: ABTOMaTH4YecKkas akTuBauus nNpu HegocTynHocTtu AreHta BU
CO CTOPOHbI LY

Bo3moxHoe 3HayeHwe nonuTukn: «5 MuHym», «10 MuHym», «30 muHym», «1 4yac», «1 OeHb»
n «He ucnonb3yemcs». 1o ymonyaHuio 3Ha4eHne JaHHOW NONUTUKN: «He ucrnonb3yemcs».

[aHHaa nonuTuka no3BONAET YNpaBnsaTb aBTOMAaTUYECKOW aKTUBaUMEN aBapuUMHOIO pexuma
npu notepe cBA3n ¢ AreHTom BU co ctopoHbl LienTtpa ynpasneHus C3U BU Dallas Lock.

MonuTtnka npumenseTca Ha moaynsx C3U BU Dallas Lock.



ABapuiHbIn pexnm: ABTOMaTnYeCKas akTUBaLMA Npu npoBasie caMoTeCTUPOBaHUSA

Bo3moxHOe 3HavyeHune NoNUTUKN: « BKr./BbiKi.». 3Ha4YeHWe NO YMOMYaHuIo: «BbIKi.».
Ecnu gaHHasa nonuTuka BKNoYeHa, TO Npu npoBarne camoTeCTUpOBaHUSA cpaboTaeT aBapuUNHbIA PEXUM.
MonuTtunka npumeHsieTca Ha moaynsx C3U BU Dallas Lock.

ABapuUWHbIN pexuMm: 3anpeT BHewHero Tpaduka Kk runepeusopy/CB

Bo3moxxHOe 3HavYeHune NoNUTUKN: « BK./BbiKr.». 3HaYeHWe No YMOMNYaHuI: «BbIKi.».

[aHHas nonuTMka No3BOMNsEeT yNpaBnATh 3anpPeToM BCeX BXOAALLMX U UCXOOALLMX COEQUHEHUN MeXay
rmnepsu3opom/CB 1 BHelwwHuMK ceTsamu (UHTepHeToMm).

Monutuka npumeHsietcst Ha moaynsix C3U BU Dallas Lock.
ABapuiHbin pexum: 3anpet Tpadmka mexagy AreHtom BU n LIY

Bo3moxHOe 3HavyeHune NoNUTUKN: « BK./BbiKr.». 3Ha4YeHe No YMOMNYaHuIo: «BbIKi.».

[aHHas nonuTMKa No3BOMNSIET YNPaBMSATb 3aNpeToOM BCEX BXOOALUMX U UCXOAALLMNX COEANHEHUA MEXAY
AreHtom B/ 1 Agpom LIY C3U BU.

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.
ABapunHbIn pexxum: 3anpet Tpacdmka mexay BM

Bo3MokHOe 3HauYeHne NonUTUKKU: « BKki1./BbiKi.». 3Ha4YeHne no YMOJTHaHUIO: «BbIK.».

[daHHas nonutvka MNO3BOMSET YNpaBnsaTb 3anpeToM BXOAALUMX W UCXOAALMX COEOVHEHWA Mexay
BMPTyanbHbIMY MHTepdericamy BM B npegenax BupTyansHON ceTu.

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.
Benbin 1 YepHbIA CNUCKU NPUITOXEHUN

[aHHas nonuTuka ncnonb3yeTcs A1 BKNIOYEHUSA/BbIKNIOYEHMS 6EMoro M YepHOro CrmncKoB MPUMOXEHUN.
OQHOBpPEMEHHO BKMHOYMTbL M YEpHbIM, U Benbil CIMCOK HEBO3MOXHO. 3HayeHue Mo yMONYaHuio
«Bbikmoyumb  6enbili U HYepHbIt crnucku». [oCTynHble 3HavyeHus: «Bkmoyums 6enbili CriucoKy,
«Bkrtoqums YyepHbIl CriuCoK».

Monutuka npumeHsieTcs Ha moaynax C3U HCA Dallas Lock Linux.
BnokupoBatb npotokon QUIC

Bo3moxHoe 3HauyeHune nonutukn: «Ja/Hem». o ymonyaHuioo 3HayeHne gaHHoM NonuTukK: «Jay.
Mpu BkNOYEHUW gaHHoW nonutukm M3 BrokmnpyeT npoTtokon QUIC.
MonuTtuka npumeHsietca Ha moagynsix C3U Dallas Lock 8.0-K/C.

BrnokupoBka agpecoB

MonuTuka noO3BONAET OCYLWECTBUTb OMNOKMPOBKY afpecoB Mpu YCTAHOBMIEHHOM KONMUYEeCTBE
cpabaTbiBaHU NpaBUST MEXCETEBOrO 3KpaHa B TEYEHWM YCTAHOBIIEHHOINO MNepuoda BpPEMEHMW.
MpuHMMaeT 3HayeHne konmdecTBa cpabaTbiBaHmin: oT 2 Ao 10; npuHMMaeT 3HaveHne cpabaTbiBaHWN
npasun M3: ot 5 go 60 MuHyT. Mo ymMonyaHuo NonNuTUKa ocyLlecTenaeT 6nokMpoBKy agpecos npu 10
cpabatbiBaHuax npasun M3 B TeyeHne 60 MUHYT.

Monutuka npumeHsieTcs Ha moaynax C3U HCA Dallas Lock Linux.
BknioyaTb yBegomMmrieHne B Tpen Npu 6110KMpoOBKe coeauHeHUs
Bo3moxxHoe 3HauyeHne nonutuku: «Ja/Hem». No yMon4yaHuto 3HayeHne gaHHoM NonuTukK: «Jay.
Ecnu BKNOYMTb JaHHYO NONUTUKY Npu BITOKMPOBKE COeAMHEHUS ByayT NPUXOAMTL YBEOOMIEHMS.
MonuTtunka npumenseTca Ha moaynsx C3U Dallas Lock 8.0-K/C.
Bknountb ¢punbTpauuio
Bo3moxHoe 3HaveHune nonutuku: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHOW NonuTukn: «Hemy.
BkntoyeHne faHHOW NONUTUKK BKItoyaeT unbTtpaumio SSL(TLS) Tpaduka.
Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.

JoBepeHHble npaBuna M3

Bo3moxxHoe 3HayeHne NonuUTUKN: «Bki./Bbiki.». 3Ha4YeHUe No YMOnyaHuio: « Bk.».
BknoyeHne gaHHOWM NONUTUKX paspeLuaeT MCnonb3oBaHne A0BepPeHHbIX npasun M3.



Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.

Ucnonb3oBaTtb 6e3onacHbIN Be6-cepuHr
[aHHas nonuTuka ucnonb3yeTcsa Anst HacTporku BesonacHoro Beb-cepdumHra. o ymonyaHuio aaHHas
NONNTMKa He NUCMNONb3YeTCH.

B Hell MOXXHO NMPOU3BECTM YCTAHOBWUTb, YTO AenaTb C BpedoHOCHbIM MO, KOHTEHTOM Ans B3pPOCIbIX
1 pMLLIMHTOM (GNOKMPOBATD, XKYPHaNMpPoOBaTb, OTKIHOUYNTD).

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
MakcumanbHbIn pa3mep http-3aronoska
MonuTuka nosBoMsieT YCTaHOBWUTb MakcumanbHbIi pa3mep http-saronoska. Bo3amoxHble 3HaveHus
napameTpa oT 128 go 16384. 3HaueHne nNo ymonyaHuio: « 2048».
MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.

MexceTeBoW 3KpaH

Bo3moxHoe 3HaveHne NoNuTUKN: « Bkn./Bbikr.». 3Ha4YeHe No yMonyaHuio: «BKi.».
BkntoveHne gaHHOWM NONUTUKKM BKToyaeT pabdoty MO.

Monutrka NpUMeHsieTcs Ha MoayNaAX:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux;
e C3U BU Dallas Lock.

Otkntovatb GZIP ana aHanu3a HTTP Ttpacuka

Bo3moxHOe 3HavyeHne NonNuTUKN: « BKr./Bbiki.». 3Ha4YeHne No yMmonyaHuio: «BKi.».
BblknoueHne gaHHOM NONUTUKK paspeluaeT ucnonb3oBaTtb GZIP ansa aHanusa HTTP Tpadwuika.
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

OTknioyaTb NoKanbHble npaBuna M3 npu aBTonepekntoveHn npocdpuna MO
Bo3moxxHoe 3HauyeHne nonutukn: «Ja/Hem». [lo ymoOnyaHuto 3HayeHne gaHHom NonuTukn: «ay.

BbiknioyeHne  OaHHOW  MOMMTWKM  paspellaeT  Mcnonb3oBaTb  fokanbHble npasuna M3
npu aBTonepeknoveHnn npogpuna M3.

MonuTtnka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.
OT1o6paxaTb coobLieHne 0 3a6roKMpOBaHHOM coeguHeHun (camnTe)
Bo3moxHoe 3HaveHne nonutuku: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHOW nonuTukn: «Hemy.
BknoyeHre gaHHOWM MNONUTUKN paspeLlaeT yBe4OMIIEHNS O TOM, YTO JaHHbIN CaiT 3abrokMpoBaH.
MonuTtuka npumeHsietca Ha moagynsix C3U Dallas Lock 8.0-K/C.
MepuoAnYHOCTL NPOBEPKU 3aLULLEHHOCTU CUCTEeMbI

[daHHas nonuTuka ncnonb3yeTcs Ans HaCTPOMKN NePMOAMYECKON NPOBEPKM 3aLLUNLLEHHOCTU CUCTEMbI.
MeproamyHOCTb NpoBEpPKM NO ymonyaHuo 1 pas B yac. [loctynHble 3HavyeHusa ot 10 MyuH go 1 gHs.
Takke MOXHO HacTpOUTb OMOBeLleHMe 00 OTCyTCTBUM OOHOBMNEHWMI ONns Takux obbekToB, kak OC
(mo ymonyaHuio 20 gHen), aHTUBUPYChbl N ceTeBble curHatypbl (no ymonyaHuio 20 gHent). Ang OC u
ceTeBbIX CUrHATYp AOCTYNHble 3HadYeHus oT 1 ao 60 aHew.
MonuTtunka npumenseTca Ha moaynsx C3U Dallas Lock 8.0-K/C.

MpoTokonupoBaHue cobbiTun MJI

[daHHas nonutuMka Mcrnonb3yeTcs AN HacTPOWKM MPOTOKonupoBaHus cobbitun M3. o ymonyaHuio
B 3TOW MOMUTMKE BblIOpaHbl BCe anemMeHThl. [Ana Toro 4tobbl BbIOpaTh COObITUS HEOOXOAMMO 3anTu
B OKHO MPOTOKONMMPYEMbIX COObITUIN M BbIOpaTb U3 [ETEPMUHUPOBAHHOIO CrMcka (yCTaHOBKa
napameTpoB HEAKTMBHOIO pPeXnMa, n3MeHeHne HacTpoek M3 n np.)

Monuntuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.
MpoTtokonupoBaHue cobbiTUn M

[daHHas nonutuka MCNonb3yeTcs AN HAaCTPOWKU MPOTOKONMpPoBaHUA cobbitnii M3. Mo ymonyaHuio B
3TOM NONMTUKE BbIOpaHbl BCe anemMeHTbl. [nst Toro 4tobbl BoiOpaTh COObITMS HEOOXOAUMO 3aTH B OKHO
NPOTOKONMPYEMbIX COObITUN UM BbIOpPATh M3 OETEPMUHUPOBAHHOIO CMMCKa (yCTaHOBKA MapameTpoB



HEeaKTUBHOIO pexuMa, M3MeHeHne HacTpoek M3 n np.)
Monutuka npumeHsieTcs Ha mogynax C3U HCA Dallas Lock Linux.

Pexum obyyeHus M3

[aHHas nonutMka ncnonb3yeTcs Ans HACTpoWku pexmnma obyveHus MO. 3HayeHne no ymonyaHuio:
«Bbiko4yeHO». B OKHe HaACTPOMKM NONMUTUKM MOXHO BblOpaTb aBTOMATUYECKUA WU UHTEPAKTUBHbIN
pexuMm obyyeHus.

[ns aBTomaTnyeckoro Heob6xoaUMo HacTpPoUTb Nepuog obyveHusi, Bpems 1 JaTy OKOHYaHus 00y4yeHus,
a Takke pexum nocne oby4veHus: nponyckaTb UMM 3anpewartb naketbl. Kpome TOro, B 9TOM OKHE
HacTpamBaeTCA MakCcMmarbHOEe KONMYecTBO MopToB B opHom npaswune (10-100), makcumanbHoe
KonnyecTBo agpecos B ogHoMm npasune (5-100) n MakcumanbHOEe KOMNMMYecTBO CO3[aBaeMblX NpaBun
(10-1000). Ecnu B KY ELY BBECTM MeHbLUEe 3Ha4YeHne B Mnorfe BBoAa, TO NPU COXPaHEHUW 3HaAYeHMe
He CoXpaHuUTCS, a BepHeTcs K ucxogHomy. Ecnun ato caenath Ha knneHTe C3U Dallas Lock 8.0, To none
NpMMET MUHUMarbHO BO3MOXHOE 3HaYeHue (C MakCMMarbHbIM 3HaYeHMeM NoBedeHne aHanornmyHo).

[na uHTepakTUBHOrO pexmma Heobxoanmo BbIOpaTb OENCTBME MO YMOMYaHWIO ONs COeAMHEHMS:
paspellaTb MM 6nokupoBaTb COeaUHEHNE.

Monntuka npumeHsieTcs Ha moagynsax C3U Dallas Lock 8.0-K/C.
Pexxum paboTbl hunbTpauum
[daHHas nonutrka ncnonb3yeTcs AN HaCTPOWNKN pexnma paboTbl punbTpauun. JocTynHble 3HAa4YEHUS:

«@unbmposamb 8ce, KpOMe UCKMoYeHuUl», «@uabmpayusi akmueHa mosibko O X0Ccmos-
uckmoYyeHuly . o ymonyaHuio 3HadeHne gaHHON NONNTUKN: « uribmposamsb 8ce, KPOME UCKITIOHYEHUL .

Monutnka npumeHsieTcst Ha moaynsax C3U Dallas Lock 8.0-K/C.
CoxpaHATb NnokanbHbie npaBuna M3 npu cuHxpoHusauum ¢ ELLY
Bo3moxHoe 3HaveHune nonutuku: «Ja/Hem». o ymonyaHuio 3Ha4eHne AaHHOW NoNUTUKN: «Jax.

BbiknioyeHve gaHHON MOMUTUKN OTKMNOYaEeT COXpaHeHne fnokanbHbIX npasun M3 npu crHXpoHu3aumm
c ELY.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
Cnucok nepexsaTbiBaeMbIX UCXOASLMX MOPTOB

MonuTuka nos3BonseT ynpaBnATb CMMCKOM WCXOAAWMX nopToB, paboTa C KoTopbiMu Oyaet
dunbTpoBaThecd. 3HayeHne no ymonyaHuio: «80,8080,3128,443».

MonuTtunka npumenHsetca Ha moaynsax C3U Dallas Lock 8.0-K/C.

YBegomMreHusi N0 COGLITUSIM OTCYTCTBUSI aHTUBUpYca U o6HoBrneHun OC u DL

HdaHHaa nonuTuka mcnonb3yeTca AN onpedeneHns mecrta, kyaa OyoyT mpuxoavTb yBeOOMIeHUs
no cobbITUAM OTCYTCTBUSA aHTMBMpyca M ob6HoBneHun OC u DL. 3HadeHue no ymon4aHuio:

«YsedomrieHue 8 xypHas». JoCTynHble 3Ha4YeHUs: « YeedomrieHue 8 cucmeMHbIl tray», « YeedoMmneHue
8 ELIY», «YsedomrieHue 8 XypHas».

MonuTtuka npumeHsietca Ha moagynsix C3U Dallas Lock 8.0-K/C.
PunbTpauma SSL
Bo3moxHoe 3HauyeHune nonutukn: «Ja/Hem». o ymonyaHuioo 3HayeHne gaHHoM NonuTukK: «Jay».
BkntoveHne gaHHOW NONUTUKKM BKIToYaeT omnbTpaumio SSL.
Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.
YacrtoTa peructpauum cobsitua HC[ ‘HapyweHue npasuna M3’

Bo3moxHoe 3HayeHue nonutukun: «5 muHymy», «10 muHym», «15 mMuHym», «30 mMuHym», «1 4ac»
n «1 0eHby. [1o ymonyaHuio 3Ha4YeHne AaHHON NOMUTUKK: «& MUHYmM».

,U,aHHaFI NONNTUKa NO3BONIAEeT 3aaBaTb AUana3oH, B Te4eHne KOTOPOoro AOSMKHO CpaGaTblBaTb cobObITne
HCL. [enicTtByeT Ha 3anpeLyatoLine npasuna.

Monutuka npumeHsietcs Ha moaynax C3U BU Dallas Lock.

5.5.2Mpocmunn MI

Ha cTtpaHuue YnpaBneHue komnoHeHTom M3 B kateropum Mpodmnu MI npomssBognTca HacTpoiika
npocdunen ans mogynen C3U HCO Dallas Lock 8.0 n C3U HCL Dallas Lock Linux.



lMepeyeHb npodunen M3I sBnseTca eanHbiM ans Bcero gomeHa ELLY B pamkax mogynewn
C3U HCA Dallas Lock 8.0 u B pamkax moaynen C3U HC[ Dallas Lock Linux.

Mpocdmnu M3 gna moaynen C3U HCL Dallas Lock 8.0-C/K

B paboueit obnactu kateropmm Mpocunu M3 (puc. 120) otobpaxaeTcs Tabnuua, cogepkallasi nepeyeHb
npocuneir u npasun MO B BuOe [BYXYPOBHEBOrO CMMUCKA: MEPBbIA  YpOBEHb —  CMMCOK
npeaycTaHoBMEHHbIX U Aob6aBneHHbIX agMuHucTpatopoMm WB npodwmnen, BTOPON ypoBEHb — CMMCOK
npasun M3, MHAMBMAYANbHO HACTPOEHHBIN AN KaX4oro npoduns.

KomnoHeHTs

=
YTIPAB/IEHWE KOMIOHEHTOM M3 Dallas Lock 8.0 v =
LEACTBUA C MPOBUAAMMI

[ OBue HacTpoiikn M3 npoguan M3 Mpagsna M3 Il QuATpEl ] Cosgam

) [
[ Beb-koHTROAE Il CermenTd cemn ]

AtueHeii npoduas o ymonuaHi

Astopsibap npodmna
Unslnpoguasinpasiao) * Ycaosme sxaro... Hanpasaenme .. Tunnpasuna  Mapamerpeinp.. Mackunyrn  Janyexnpuao... Monbsosarers  Ypomens goctyna Pacnmcanue pa... Cermentsi cem

NEL Vaonsuus yata Orcyreroyer an..
AEACTBMA C MPABUAAMM

OMEPATUBHOE ¥TIPAB/IEHWME

00000000

Besonackas cpeaa Chrxponmanposart

Mo yuonarinio

Puc. 120. Kateropus «Mpocdwunu M3» ansa moaynen C3U HCA Dallas Lock 8.0

Cnucok npodmnen npegcrasnsaeTt n3 cebsa Tabnvuy co cneaylowmMmmn Nnonamu:

o Ums (npocbunb/npasusio) — none UMeeT cneayoLmn popmar:
o Ne<llpuopumem npogpunsa> <ms npogbunsa> — ons npodunemn ¢ yCrioBUeEM BKIOYEHUS;
o <Ums npogpunsg> — Ansa pydHbIX npodunen.

Mpodunb C ycnosnem BKOYEHUS — Mpodusb, ANS KOTOPOro HAaCTPOEHO XOTS Obl OAHO
ycroBuve BKoYeHns. Takum npodunam npuceaveBaeTcs HOMep npuoputeTa, Heo6XxoanMbI
Onsi aBToBblbopa (nonutvka ABTOBLIGOP npodunen). Takke Takon Mpouib MOXHO
aKTMBMPOBAaTb BPY4HYI0 agMmuHucTpaTopom UB.

PyyHon npodunb — npodunb, ANA KOTOPOro HEeT YCMOBUS BKIIOYEHUS, U KOTOPbIA
agMuHucTpaTop Vb MOXeT BKNIOYMTb TOMBKO BPYYHYH KOMaHaon Ha naHenu feticmeus.
PyyHon npodune MOXHO caenaTb nNpoduneMm C YCroBWEM BKIIOYEHUS, AN 3TOro emy
HeobxoAMMO 3agaTb XOTH Obl OOHO YCNOBWE BKMAOYEHMS (MO YMOMYaHUIO Mocre 3Toro
Npoduno NpUcBanBaeTCsa CaMblil HU3KUIA NPUOPUTET).

e Ycnosus ekrroveHUs  npoghursisi — None CoAepPXXUT CNMCOK YCITOBUIA BKIKOYEHMS Npoduns.
[na akTuBHbIX Npodhunen Ha yposHe KopHsa b onpeaeneH cneayrowmin UHANKATOP COCTOSAHUSA:

I —  npodunb aKkTUBMPOBAH.

HeakTuBHbIE NPOOMNN HE UMEIOT CneLmanbHON MHAMKALMK.

B cnvcok npasun M3 gns npodwmnent Bxoaat obwme npasuna M3 v npasuno M3 no ymonyaHuto.

Ona kaxporo npodunga cnucok npasun MO oauHakoBbl (Kpome npodunga Msonayus ysna). Chvcok
npasun MO € KX HacTPOEHHbIMW 3HaYeHUSIMU COOTBETCTBYET cnucky npasun MO, 3agaHHbiMu AWB
B kateropuu MpaBuna M3 (Bknagka KomnoHeHTbl — MexceTeBoM aKkpaH — BblGpaHHbIi Mogynb Dallas
Lock 8.0 — MNMpaBuna MJ).

Cnncok npasun npegcTaensaeTt n3 ceda Tabnuuy co cnegyowmmmn ctonbuamu: Mvs (npoghuns/npasurio),
HanpaeneHue nepedayu, Tun npasuna, lNapamempsl npomokosios, Macku nymu, 3arnyck npunoxeHus,
lNonb3oeamenu, YposeHb docmyna, PacriucaHue pabomei, CeameHmsbl cemu.



B kateropuu Mpocdunu MO gna obmnx npaBun MOXHO yNpaBnsTb TOMbKO COCTOAHUEM
aKTMBHOCTM W HacnepoBaHua npasBun MO, wusmeHeHve napameTpoB npasun MO
HEBO3MOXHO.

Mpun BbIGOPE NpaBuna M3 n HaxxaTum kHonku NMpocmoTp Ha naHenwu [eldcmeus ¢ npasunamu
OOCTyNHa TONbKO MHOpMaLIMsl O HACTPOEHHbIX Ang npasuna M3 napameTpax.

Ons npaBuna no ymoONYaHWO BHYTPU MpPOMUAS MOXHO PpedakTMpoBaTb AEWCTBUE:
paspeLuatoLLee nnm sanpeLuaroLlee.

Cronbew Mms (npocpuns/npasuno) nmeet dopmat <MHOukamop cocmosiHus npasuna> <[lpuopumem
npasuna> <Wmvs npasuna>.

YnpaBneHue coctosHvem npasuna MO (akTvBHO/OeakTMBMPOBAHO W HacnegyeTcsl / He HacnegyeTcs)
ocyLLecTBnseTca NMbo nyTeM nepekntioveHns NKOHKKN, Nnbo kHonkamu AKTuBMpoBaTh/[leakTUBUPOBaTb
n HacnegoBatb / He HacnepgoBaTb Ha naHenu [elicmeus ¢ npasunamu.

Ons npaBun M3 Ha ypoBHe kopHsi 1B onpeaeneHsl cneaytolime MHAMKATOPbl COCTOSHUS:

o
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—  NpaBWro akTMBUPOBaHO, AEVCTBME YCTaHOBIEHO B Pa3peweHo;

—  NpaBWmo akTUBMPOBAHO, AEWCTBUE YCTAaHOBMNEHO B 3anpelyeHo;
npaBuno [eaKkTUBMPOBaHO, AECTBME YCTAHOBMEHO B Pa3peweHo (ToNbko Ans obLimx
npasun M3);

npaBuno OeakTUBMPOBaHO, AeCTBME YCTAHOBMNEHO B 3arnpeuweHo (Tonbko Ans obLimx
npasun M3).

Mo ymonyaHuio B Tabnuue ¢ npodwmnamu npasun MO copepxaTcs criegytowmne npegycTaHOBIEHHbIe
npochunu:

U3onayusi y3ana — npepocTaBnseT BO3MOXHOCTb NOrMYEecKM OTOAENUTb KOMMbIOTEP OT CeTu
nepegaym faHHbIX C COXpaHeHuMem ynpasneHus co cTtopoHel ELY. lNpodwunbe ¢ ycnosuem
Bkntovenuss (Omcymemeyem aHmusupyc, HapyweHue yernocmHocmu v 3awjuma om eupycos-
wiugposanbuukos), npuopmteT Ne1, BbIKMOYEH N0 yMonyaHuio. MOXHO akTMBUMPOBaTb BPYUHYHO
M NOMEHHATb NPUOPUTET;

Mo ymonyaHuto — pyyHOW nNpodunb (OTCYTCTBYIOT YCMOBWUS BKMOYEHUS U MPUOPUTET),
aKTMBMPOBAH MO YMOMYaHWIo;

be3sonacHas cpeda — 0cobbIn py4HON NPodunb (OTCYTCTBYHOT YCIOBUS BKIKOYEHNUS N MPUOPUTET),
KoTopbln aktuBmpyetcsa Ha knueHTe C3U Dallas Lock 8.0 Tonbko aBTOMaTUyecky npu 3anycke
nto6oro NnpunoxeHus B pexvume besonacHol cpedpl, BbIKIOYEH N0 yMonyaHuioo. Henb3s BKN4MTb
BPYYHYIO 1 MOMEHSITb NPUOPUTET.

B oTnuyune ot octarnbHbIx npodunen, npodunb U3o154us y3na coaepXnt UKCUPOBaHHbLIN
Habop npaBun M3, koTopble HEe COOTBETCTBYIOT cnucky npaswn M3, 3agaHHbiMu AUB B
kateropuun MNMpaBuna M3 (Bknagka KomnoHeHTbl — MexceTeBOM 3KpaH — BblOpaHHLIN
monynb Dallas Lock 8.0 — kateropus MpaBuna M3), n KOTOpble HENBb3A OTPEAAKTUPOBATb.

Mepen Tabnuuen c npodgunamm M3 B kateropum Mpodmunu M pacnonaraetca obnacTtb, cogepxallasi
HaCTPOWNKM ANs ynpaBneHus npodunsMu:

napameTp AKmueHbIl Mpoghusib — COAEPXKUT Ha3BaHNE TEKyLLero akTuBupoBaHHoro npoduns M3
Ha ypoBHe kopHs [b;

nonutuka ABTOBbIGOpP npodmna — npegHasHayeHa AnS aBTOMATUYECKOrO BKIHOYEHMWSA
npodunen Ha knneHTax ¢ mogynsmm C3U HCL Dallas Lock 8.0 B cooTBeTCTBUM X NpUOpUTETAM
1 yCrOBUAM BKMoYeHuMs. [py BKNOYEHHON nonutuke ABTOBBLIGOP Npoduna pydyHas akTMBauums
NPoMUns Ha KNMeHTax CTaHOBUTCA HeQOCTYNHOW. 10 yMonyaHuio nonuTuka oTKIoYeHa.

Monutnka ABTOBBLIGOP Npochuns He BNUSAET Ha NoOble N3MEHEHMS CNMMCKOB npodmnen MO
n npasun M3 Ha camom ELLY.

B «karteropun [Mpodmnu M3I MOXHO ynpaBnATb CAUCKOM npodunen, a MUMEeHHO: co3aaBaTb,
pefakTupoBaTb, NpocMaTpMBaTb CBOWCTBA, yaansaTb M KonuposaTb npodunm M3, a Takke noBblwatb



UK MOHWXaTb UX npuoputeT. [aHHble AeNCTBUSA BbIMOMHAKTCHA C NMOMOLLBI COOTBETCTBYHOLUMX KOMaHg
Ha naHenu [elticmeus ¢ npoghusismu.

Takke B kateropun Mpocdmnu MO MOXHO ynpaBnsiTb CNMCKOM MpaBun ans npodunen, a UMEHHO:
npocMmaTtpuBaTb CBOWCTBA, aKTMBMPOBATb, AEaKTMBMPOBATb M YNPaBMsATb COCTOSHWEM HacnegoBaHWs
npaswn. [JaHHble OencTBUSA AOCTYNHbI Ha NaHenu [Jeldcmeus ¢ npasunamu.

[na npumeHeHnsa nameHeHnin Ha MoaynsAx HeobxoamMmMa CUHXPOHM3aLUMS.

Bce komaHgbl, oTnpasnsemble koHconbio ELY nocpeaoctBom naHenen uHCTpymeHToB [Jlelicmeus ¢
npogpunsamu v Jeticmeus ¢ npagunamu, oyb6nupyroTcs B KOHTEKCTHOM MeHI0 paboyen obnactu Tabnuupl
npocounen u npaswun.

Ona cosgaHus HoBoro npoduna HeobxoouMmMo HaxaTb KHomky Co3gaTb Ha NaHenu MHCTPYMEHTOB
Helicmeus ¢ npogpunsmu, nocne 4ero B oTKpbiBLIEMCS okHe Co3paHue npoduna M3 (puc. 121) ykasatb
Ha3BaHue npoduns, 3anonHUB TekctoBoe none OnucaHue npogurs (06s3aTenbHbIN NapameTp, MoXeT
ObITb HEYHMKANbHLIMMO YMONYaHUIO None nycroe), 1 BbibpaTb YCNOBUS BKMOYEHUS.

D CozgaHue npoduna k43 X

Onucanme npoding

¥enoBMA BRAKIYEHMA Npoduna
D Tpebyerca ofHoBAEHKWE OC

D OTEyTCTEYET aHTHENPYT
D ¥CTapen CUrHaTypbl aHTHEMpPYCa
D ¥eTapenu curHatypel COB

D HapyleHne LenocTHoCTH

CTMEHA

Puc. 121. OkHo co3pgaHus npocduna M3 ansa moaynen C3U HCO Dallas Lock 8.0

lMpn BbIGOpPE HECKOMBbKMX YCNOBUWM BKMOYeHMsA npodunsa gencteyeT npasuno «UJW», 1o
€eCTb Mpodounb Ha KIMEeHTe aKkTMBMPYeTCs npu cpabaTbiBaHWM NOOOro M3 BblIOPaHHbLIX
YCIOBUNA.

Kaxgoe ycrnoBve BKIOYEHWS  MOXET NpuHagnexatb HEeCcKONbKUM  Npodumnsam,
HO MpW OOWHAKOBBIX YCMOBUAX Y pasHbiX npodunert cpaboTtaeT Npodunb C HauBbICLUNM
NPUOPUTETOM.

Ons pegaktmposaHus npodunsg Heobxoanumo BelbpaTh ero B Tabnuue n HaxaTb kHonky PeaaktupoBaTb
Ha naHenu feticmeus ¢ npogunsamu. OKHO pedakTopa aHanorM4yHo OkHy cosgaHus npoduns (puc. 121).
Ona npodunen beszonacHas cpeda v 1o ymondaHuo pefakTupoBaHue HeJOCTYMHO.

B okHe pefakTupoBaHusa npoduns M30194us y3na LOCTYNHO AOMONTHUTENBHOE U YHUKaNbHOE (MPYMEHUMO
TONbKO K fAaHHOMY Mpochurito) ycrnosme BkNoYeHns 3awjuma om supycos-wughposarbUujuKos.

Mpodunu MI ana moaynen C3U HC[ Dallas Lock Linux

B paboueit obnactu kateropum Mpocmunu M3 (puc. 122) otobpaxaeTcs Tabnvua, cogepkallasi nepeyeHb
npocwmnenn u npasun M3 B Buae [ABYXYpPOBHEBOrO ChUCKa: MEpBbIl  YpOBEHb — CMUCOK
NpenyCcTaHOBMNEHHbIX U [06aBneHHbIX agmuHucTpatopom WB npocdunen, BTOpPoW ypoBEHb — CMUCOK
npasun M3, KoTopble BXOAAT B AaHHbIV Npodunb.



KomnoHeHTb!

1y

YMPABJEHWE KOMMOHEHTOM M3 Dallas Lock Linux v
JBEACTEWA C MPOGUAAMK

OBiLe HacTpOiikn M3 ] MPOGHAN M3 [ Mpaeuaa M3 QHALTPL Congame
Beb-KoHTPOAE Ceruentsl cer
Arrueneii npodune He 33aan
Mms(npodmas/npasmo) “ Ycroeme ecaro... OmicanvedTlpu... Hanpas nenme ... Tnnpasna 11 np... Ml 17w Apgar ABToBnoKuposkca

Ne 1 Safelode Safe mode rules.. EACTBMSA C MPABMAAMM
© 12255 Orenonate nrobbie nakeTs 255 Miatioe IP-npasinn Nokanerbili -, He wenonesyerea He wenonesyerea Bionodeno BenioueHo

Ne 2 Default Diefautt rules pr.
© Me2cern 2 Tioboe TCP-npasuna  Jlokancreii TC... Mpuknagioi n.. He wenonesyerca Binoueno Brixnrauenn
@ N2 3 FTP-ganmee 3 Mofioe TCP-npaswno  flokaneweii TC.. Mpuknagnoii n.. He wcnonesyerca Brarouso BeiknroueHo OMEPATWBHOE YMNPABAEHWE
@ N2 4 Ompasra CoobLUEWi N0 271 4 Niaioe TCP-npaswne  Jlokenseii TC.. Mpknaanod n.  He nenonssyerca Bromroseno BriknoveHO

ChxponM3MpaBath

@ N2 5 CHHpOHH3ALAR IAEKTPORHD .. 5 Moo TCP-npasuno  Nokanekiii TG, Mpueraanoii . He wenonesyerca Boaaueno Briknioveno
@ N2 6 flocTyn k 3nekTpORHON ROUT. 6 Mioboe TCP-npasuns  Nokanckbili TC.. Mpuknagofi n.  He wenonssyerea Bionodeno Briknioveno

Puc. 122. Kateropus «Mpocunu M3» ana moayneu C3U HCO Dallas Lock Linux

Cnucok npodunen npeacrasnseT us cebsa Tabnuuy co cneayrowummn NoNsMm:
e Umsa (npogpune/npasuno) — none nmeet dopmaTt Ne<UdeHmuukayuoHHbIlU HOMEp npogusis>
<Ums npocpuns>;
e Ycrosus ekodeHUs Npoghusiss — cogepalluee Cn1coK yCnoBui BKNIOYEHNS Npodunns;
e  Onucanue/llpuopumem — pgononHuTensHas nHdopmMaumsa o npodune.
[ns akTmBHbIX Npodunen Ha ypoBHe kopHa 1B onpegeneH cnegyowmii MAHONKATOP COCTOSHUSA:

I —  Npodunb aKTUBMPOBaH.

HeakTnBHblE NPOUNIM HE UMEIOT CneumnanbHON HOMKALNN.

B npodunb Bxogat Tonbko Te npasuna M3, KoTopbie K HEMY MpuBsi3aHbl. HacTponka npvHagnexHocTu
npaswuna K npodwunio ocywectensaetcsa B kateropum Mpasuna MI ans mogynen C3U HCL Dallas Lock
Linux npu cosgaHuu unn pegaktupoBaHun npasun (Bknagka KomnoHeHTbl — MexceTeBon akpaH —
BblIGpaHHbI Moaynb Dallas Lock Linux — kaTteropus Npasuna M3).

Cnmncok npasun npeacraBnsaeT ns cebsa Tabnuuy co cnegyowmmm crtonbuamun: Mvs (npogbuns/npasurio),
OnucaHue/[lpuopumem, HanpasneHue nepedayu, Tun npasuna, lNapamempsl npomokorios, lNapamempsi
L7, ®unbmpauyus, Ayoum, Aemobriokuposka. 3HavyeHns nonen npasun M3 COOTBETCTBYIOT 3HAYEHUSIM,
3agaHHbiMn AUB B kateropuu MpaBuna M3.

Cronbeu Ums (npocpuns/npasunio) nmeet crnegyrowmn dopmat: <UHOuKkamop cocmosiHus npasuna>
Ne<MdeHmugbukayUuoHHbIU HOMeEpP npasuna> <Wms npasuna>.

B kateropun Mpodmnu M3 ana npasun M3 mopgynen C3U HC[L Dallas Lock Linux
HEBO3MOXXHO M3MEHEeHMEe napamMeTpoB Npaswuil. AKTUBaUWS UK JeakTuBauus npasun M3
NMPOUCXOOUT TOMbKO TOrda, Korda akTMBUPYETCA WU  OeakTMBUpPYeTCcss npodunb C
npaBunamMu.

==

Onsa npaBun M3 onpeaeneHbl cneayolmMe NHANKAToOpbl COCTOSIHMSA:

—  MNpaBWo aKTUBMPOBAHO, AEWCTBME YCTaHOBMNEHO B PaspeweHo;
—  NpaBwmo akTMBMPOBAHO, OENCTBUE YCTAHOBMNEHO B 3anpeuwieHo;
npasunro AeakTMBMPOBaAHO, AENCTBME YCTaHOBIEHO B Pa3peweHo;

—  nNpaBwmno AeakTUBMPOBAHO, AeVCTBIE YCTaHOBMEHO B 3anpeuweHo.

0000

Mo ymonuaHuio B npocunax npaeun M3 copepxaTtcs criedyolive npedycTaHOBMEHHble Npodunm
(No yMon4YaHuio BbIKMHOYEHbBI U HE coepyKaT YCIOBUIA BKITIOYEHUS):

e Default — BkntovaeT B cebs NsiTb NONb30BATENLCKUX NPABWI MO YMOYaHWUIO;
e Safe Mode — BkntovaeT B cebs ogHo npasuno M3, 6rokupytoLlee Tpaduk Npu Kputuyeckom cboe

paboTtbl MO. [aHHblil Npodunb AOCTYNEH ONA akTMBauuMM U OeakTMBaLUMMW, HO HedoCTyrneH ans
yOoaneHvsl u peaakTupoBaHus.



Mepen Tabnuuen c¢ npodunamm M3 pacnonaraetcsa obnacTtb, cogepxawas napametp AKTUBHbIN
npocunb, B KOTOPOM YKa3aHbl Ha3BaHMS TEKYLLMX aKTUBMPOBAHHLIX Npodunen MO Ha ypoBHe kopHS Ob.
Ecnu aktvBHbIM Npodunb He 3afaH, TO NapamMeTpy NpucBavBaeTcs 3HadveHne He 3adaH.

B kateropum [Mpocdmnu MO MOXHO ynpaBnsATb COMCKOM npodunen, a MMEHHO: co3gaBaTb,
pefakTupoBaTb, MpocMaTpMBaTb CBOWCTBA, YAanATb, aKTUBMPOBaTb M AeaKkTuBuMpoBaTb npodunu M3.
[aHHble [e’cTBUS BBIMOMHSAOTCS C MOMOLLBbI COOTBETCTBYIOLMX KOMaH4 Ha naHenwn [edcmeusi ¢
npogunsamu.

Takke B kaTeropum Mpodunu M3 BO3MOXHO NpocMaTpuBaTb CBOWCTBA BXOAALLMX B COCTaB npodunen
M3 npaswn npu nomoLum komaHabl MpocMoTp Ha naHenu [Jelicmeus ¢ npasunamu.

[na npumeHeHnsa nameHeHnin Ha MoaynsAx HeobxoamMmMa CUHXPOHM3aLUMS.

Bce komaHgbl, oTnpaBnsemble koHconbio ELY nocpegoctBom naHenen uHCTpymeHToB [lelicmeus ¢
npogpunsamu v Jeticmeus ¢ npagunamu, oyb6nupyroTcs B KOHTEKCTHOM MeHI0 paboyen obnactu Tabnuupl
npocounen u npaswun.

Ona cosgaHua HoBoro npoduna HeobxoouMmo Haxatb kHonky Co3gaTtb Ha naHenu [Jelicmeusi ¢
npogunamu, nocne 4ero B oTkpbiBLlEMCH okHe CospaHme npodmna MI (puc. 123) ykasatb Ha3BaHue
npocouns, BBeAs €ro B TeKCTOBOM none Mms npogpunsa (obasaTencHbld napameTp, mMoxeT ObiTb
HeyHuKanbHbIM), @ Takke, npy HeobxogAMmocTu, BBeCTM ero onucaHwe B none OnucaHue npoghuss
(Heobs3aTenbHbIN NapamMeTp, MOXET BbiTb HEYHWUKaNbHbLIM) U BbIOpaTh YCIOBUS BKITHOYEHUS.

O Cozganune npodwmng bz *

Arma npadiang

JnMcaHue npodikng
¥CNOBKMA BEAKIYEHMA Npoduag

D OTCyTCTEYET AHTUBUPYC
OTMEHS

Puc. 123. OkHo co3paHus npocduna M3 ansa moaynen C3U HCL Dallas Lock Linux

[ns pegakTMpoBaHns npodunsa Heobxoaumo BeliGpaTh ero B Tabnuue n HaxaTb kHONKy PeaakTtupoBaTb
Ha naHenu Jelicmeus ¢ npogunsamu. OKHO pefakTopa aHanorMyHo OkHy cosfaHus npoduns (puc. 123).

5.5.3MpaBuna M3

Ha ctpaHvue YnpaBneHue KoMnoHeHToM M3 B kaTteropuu lMpaBuna M3 npou3BoauTca HacTpoKka
npasun M3 gna moagynen C3U HCQA Dallas Lock 8.0 1 C3U HCA Dallas Lock Linux, B 3aBUCUMOCTUN OT
BbIOpaHHOW BIIOXXEHHOW KaTeropumn.



MpaBuna M3 ana moaynen C3U HC[ Dallas Lock 8.0-C/K

Ha Bknagke Mexcemesol akpaH B kateropun MNMpaBuna M3 npu Bbibope Dallas Lock 8.0 B BbinagatoLLem
cnucke ynpasneHus M3 npoussoautcs HacTpoinka npasun MO ansa mogynen C3U Dallas Lock 8.0-K/C
(puc. 124).

KomMnoHeHTHl
YMNPABNEHWE KOMMOHEHTOM M3 Dallas Lack 8.0 v
AENCTBUA
l OBLWne HacTpOkM M3 l l Mpoguan M3 ] [ DHALTPLI ] G
[ Beb-koHTpoL l [ CerMeHTEl CeTH ]
Axrasneii npoune Mo ymonuaso
AetoseiBop npodmas BKAKOYEH
Ne iaa npasiaa Hanpasaenve nepejaunn Tan npasuna Maparaerpsi npoTokoaos
1 DMS enment Sioboe TCP/UDP-npaeno fokaneHsie TCP-nopte: Bee; Brewnwe TCP-nopTe:: 53;
10 DL ynaneHoe ynpapnerie (sxogaiee) BxoAALUMe NaKeTsl TCP/UDP-npasina fokaneHeie TCP-nopTer 17430; Brewwtme TCP-nopTe: B
11 DL yganeHHoe ynpasnerme (cxosauee) Micxoaauye nakeTe! TCR/UDP-npasuan Noxaneee TCP-noptes Bee; Brewnie TCP-nopre: 174 Coxpanurs
1 DL npogepka gocTynHacTA kAenTas (ICHP ping) Nicbioe ICMP-npaenne  ICMP- coofuenia: 0,8; Mlokaneneii IP-aapec: Bee; Breu Jarpyanms
13 DL CE (pxoaawze) Bxogame nakeTsl TCP/UDP-npasmuno MokankHsie TCP-nopTer 17490,17491,17492,17493; Brew It CroAGiyB Ta6TMyE!
14 DL CE {Mexoaawee) Mlixoaame nakeTel TCP/UDP-npaemino Mokankdse TCP-nopTer Bee; BHewnwe TCP-nopTe: 174
15 DL €1 (sxoases) BroAaLlme NakeTsl TCP/UDP-npasuna fokanssie TCP-nopTer 17408,17495; Brewnume TCP-no|
16 Dallas Lock ELLY Soboe TCP/UDP-npaewno fokanedsie TCP-nopTer 17490,17900,17901,17902,17903;
17 ICHP o yraansani (rcxoasueel Vicxogaie nakete: TCMP-npasvino TCMP- coofiuerins: 3,8,10; okansnei IP-sapec: Bee; Br
18 ICHIPYS N ymoAuaHIM (MCKoawLee) VlcxogaLupe nakeTel ICMPYE-npaemno  ICMP- coofugenma: 1,141,143 136; Nakaneneii IP-agpec:
13 ICHWP no ymonHanmm (Eoaaes) Brogame nakeTsl ICMP-npaeiao ICMP- coofienia: 3,8,10,1% NakansHeii IP-aapec: Bee;
2 ARP Niabioe ARP-npasnna  IP-aapec omnpasmtens: Bee; IP-aapec nomydatens: Bee; b
2 ICKPYS N ymo nsanmio (Bxopaues) BroAaLlme NakeTsl ICMPuE-npasuno  ICMP- confiuenis: 3,133,135,129,136; Mokanseii IP-ag
21 MSRPC Soboe TCP/UDP-npaemno fokanedsie TCP-nopTer 135; Brewnue TCP-nopTer 135;
22 LDAR Niofioe TCP/UDP-npasino Nokanersie TCR-noptes 389; Brewnne TCP-nopTer 389;
El DHCP knnent Niofioe TCP/UDP-npaemuno MokankHes TCR-nopTer Boe; BHewHWe TCP-nopTe: Boe
4 HTTPf HTTPS kanenHT Mlixoaame nakeTel TCP/UDP-npasmuno Mokanedsie TCP-nopTer Bee; Brewnme TCP-nopTen: 80,4
5 Internet Explorer HTTR/ HTTPS Sioboe TCP/UDP-npaeno fokaneHsie TCP-nopter: Bee; Brewnwe TCP-nopTe:: 80,4
6 1GhP Niokioe 16MP-npassna  OreyTerepar; flokansHei IP-aapec: Boe; Brewnmii P-a;
7 yandex.ru Vicxogatme nakets P-npasunn MokaneHei P-agpec: Bee; Brewsmi P-agpec wawsyan
8 BHewkme ceTeseie nankm Niofioe TCP/UDP-npasino MNokanersie TCR-nopter: Bee; Brewnme TCP-nopTen 139,
9 JoKaNEHEIE CETEBEIE NANKKH Niofioe TCP/UDP-npaemno MokankHee TCR-nopTer 139,445,135; BHewHre TCP-nop
© Mo ywonarie defcTene © NAKETaMM, HE NONABLIMMA HA MDA DAHG 13 NPaEHA [Tobae

Puc. 124. Kateropus «MpaBuna M3» ana moaynen C3U Dallas Lock 8.0

Heobxoanumo HacTpouTb BCe npaBuna, PacrnosioXeHHble B crnucke npasun MO, B COOTBETCTBUM C
TpeboBaHNsIMN NONUTUKK 6E30MacHOCTM OpraHu3auumn.

B aToM KaTeropum MOXHO co3daBaTb, pPedaKkTMpoBaTb, YAaAnsATb, akTMBUPOBATb, AeaKTMBUPOBATb,
KOMMpoBaTh, NOBLICUTb UIM MOHU3UTbL NMPUOPUTET, COXPaHATb U 3arpyxaTb npasBuna M3. Takke MOXHO
CKpbIBaTb OTOOpaXXeHMe HEKOTOPbIX CTONOLIOB HACTPOWMKM NpaBusl.

Mo ymonyaHuio nponyckaklTcs Bce nakeTbl. HO B OkHe AaH CMMCOK OCHOBHbIX npaBun MO, koTopble
HaxoasiTCa B 4eaKTUBMPOBAHHOM COCTOSIHUW.

Cnncok npeaycTaHOBMNEHHbIX AeaKTMBUPOBaHHbIX nNpasun M3:

e DNS knueHT;

ARP;

DHCP knueHrT;

HTTP /HTTPS knueHT;

Internet Explorer HTTP /HTTPS;

IGMP;

yandex.ru;

BHellHMe ceTeBble nanku;

JlokanbHble ceTeBble Narnku;

DL yananeHHoe ynpaBrneHue (BxoasLiee);
DL yganeHHoe ynpaBneHue (Mcxogsiiee);
DL npoBepka goctynHocTu knneHToB (ICMP ping);
DL Cb (Bxogsuiee);

DL CBb (ncxopsiwee);

DL CIl (Bxogsiuee);

ICMP no ymonuaHuio (ucxogsuee);
ICMPV6 no ymonyaHuio (ncxogsiee);
ICMP no ymonuaHuio (BxoasiLiee);
ICMPV6 no ymonuyaHnutio (Bxogsiee);



e MSRPC;
o LDAP.

Cnuncok npaesun M3 gns moagynein C3U Dallas Lock 8.0 Ha ypoeHe 16 npeacTtaBnsieT cobon tabnumuy ¢
nonsiMu:

1. Ne — ctonbeu ¢ naeHTUMMKALNOHHBIM HOMEPOM CTPOKM MpaBuna M C WHOMKATOPOM aKTMBHOCTU
npasuna. None Ne npuHumaeT crneayoLwni Bua;

® — paspellaioLlee NPaBUmo akTUBHO;
€ — 3anpelaroLiee npaBuno akTMBHO;

— 3anpeujarwiee nnm paspeliarouiee npaBuniio HeaktnBHoO.

2. Uwms npasuna — 3agaHHoe AVB npousBonbHoe ums npasuna M3 npu co3gaHum.

3. HanpaeneHue nepeda4yu — oTOOpaxaeTca HanpaBneHne ceTeBoro Tpaduka, Anst KOTOPOro AencTeyeT
npaswuno.

4. Tun npasuna — oTobpaxaeTcs TMN NPOTOKONa, Ha OCHOBaHMM KOTOPOIO OCYLLECTBNAETCH hunbTpauus
CEeTEeBbIX MaKeTOB.

5. OcHoOBHble AaHHble Mo pecypcamMm K1 nosnb3oBaTesidM, OJ1A KOTOPbIX OHM Ha3Ha4e€Hbl: MackKu nyTu,
nonb3oBartenn, ypoBeHb goctyna n 1.4.

Cnucok npasun M3 B kateropum lNMpaBuna M otobpaxaeT COCTOsSIHME MpaBuil BHYTPU
aKTMBHOro npocunsa Ha BelbpaHHOM ypoBHe aepesa [b.

Mpn wncnonb3oBanmm moaynenn C3U Dallas Lock 8.0 mo UK13 cnucok npasun MO
oTobpaxkaeT COCTOsHWE npaBui BHYTPU npodwuns 1o ymonyaHuro Ha BblIBpaHHOM YpOBHE

nepea [b.
Mepen Tabnuuen ¢ npasunamu M3 HaxoamTca obnacTtb, cogepxallas cregyroLime craTycbl:
e AKmueHbIl npochunib — oTobOpaxaeT HaMMEeHOBaHWe akTMBHOrO nNpoduns, BKIHOYEHHOro
Ha BblbpaHHOM ypoBHe gepesa [b;
e Asmosnibop rnpoguns — oTobpaxaeT cocTosHMe nonuTukM ABTOBBbIGOP npodunsa,
HaCTPOeHHON Ha BbiOpaHHOM ypoBHe AepeBa [OB. MoxeT npuHumMaTh 3HadveHus BK/IFOYEH w
BBIKJTTFOYEH.

[nsa npumeHeHusa nameHeHni cnucka npasun MO Ha mogynsx Heobxoauma CUMHXPOHM3aUUS.

B kateropun MpaBuna M3 ana suibpaHHoro Dallas Lock 8.0 B cnucke ynpaeneHns MO MOXHO Ha3HauuTb
OENCTBUSA, KOTopble OyayT BbINOMHATLCA C NakeTamMu, HE MONaBLUUMM HU MOA OAHO NpaBurio (NpornyckaTb
uUnu 3anpeLlartb nakeTbl). Takke MOXHO yKa3aTb, Kyaa OyayT npuxoouTb yBEOOMIIEHUS O OEWCTBUSAX
C TakuMu nakeTamu: «YesedomreHue & cucmemHsbil tray», «YeedomneHue e EL|Y», «YeedomneHue
8 XypHarl nakemosy.

Mpasuna M3 ana moaynen C3U HCA Dallas Lock Linux

Ha Bknagke Mexcemeeol akpaH B kateropuu [lMpaBuna MI npu Bbibope Dallas Lock Linux B
BblNagatoLemM cnucke ynpasneHns M3 npoussogutcsa HacTpowvika npasun M3 gna mogynen C3U HCL
Dallas Lock Linux (puc. 125).

KomMnoHeHTkl

=
YMNPABAEHWE KOMMOHEHTOM M3 Dallas Lock Linux v
AEACTBUA

OBLIMe HACTPGKkW M3 l l Mpograa M3 ] Mpaguna M3 DHAETPE Cosgars

Beb-KoHTPONE CermMeHTEl CeTh

Axtviskbii npoduas  He sagan

N&  ~ Mpropurer Wra npasnna Mpodmas npasnna Hanpasaenne nepejaun Tin npasmna Mapametpsi npotokoac
55 OTEAOHATL NHoBble NaKeTbl SafeMode Troboe IP-npasuno JNoxansrbni IP-agpec: Bi

Cee Default raboe TCP-npaswno Jokanesend TCR-nopr |

FTP-ganHEl2 Default Mokioe TCP-npaenno Nokanerend TCR-nopr |

1

2 2

LR Coxpanmns
44 Ompaka casbLusHiii N 3neKkTpaHHOH nauTe Default TNroéoc TCP-npacwne  Jlokamerien TCP-nopri |

) )

§ 6

Jarpyauie
CUMXPOHUEALMA 3NEKTROHKDH NONTHI Default Miaboe TCP-npaswna  Jlokansrsni TOP-nopr: £

. . CKPBITE CTOABLE! TA6AMY B!
AlBCTYN K 3NERTROMKDH NONTE Ms NOKEAEHOrD NO4TaB0rD kMenTs Default Niaboe ToP-npaswna  Moxansses TCP-nopr [ P = -

Puc. 125. Kateropus «Mpaeuna M3» mogynein C3U HC[ Dallas Lock Linux



Heobxoaumo HacTpouTb BCe MpaBwuria, PacrnofioKeHHble B crnucke npasun M3, B COOTBETCTBMU
C TpeboBaHNSIMN NONUTUKN 6E30MacHOCTM OpraHn3aunmn.
Cnu1cok npeaycTaHOBMNEHHbIX AeakTMBUPOBaHHbIX npasun M3:
e CerTb;
FTP-paHHbIg;
OTnpaBka coobLLEHNI MO SNIEKTPOHHOM MOYTE;
CUWHXpOHM3aUNSA 3MNEKTPOHHOM MOYThI;
[ocTyn K 3NeKTPOHHOW NoYTe U3 NOKarlbHOro NOYTOBOrO KIIMEHTA;
OTKNOHATL Nobble NakeThbl.
Cnucok npasun M3 ana moagynen C3U HCL Dallas Lock Linux Ha yposHe [b npeacrasnsieT cobon
Tabnuuy ¢ nonamu:

1. Ne — crtonbeu ¢ naeHTUMMKALNOHHBIM HOMEPOM CTPOKM MpaBuna M C WHOMKATOPOM aKTMBHOCTU
npasuna. MNone Ne npuHumaeT crneayoLwni Bua;

@ — paspelatolee NPaBUIO aKTUBHO;
€ — szanpewarouliee npaBuo akTUBHO;

— 3anpeujarwwiee nnm paspeliatouiee npaBuniio HeaktnBHO.

2. [Ipuopumem — cTonbeL, ¢ HOMEPOM MpuopuTeTa Npasuna.
3. Uwms npasuna — 3agaHHoe AMB npounsBonbHoe ums npasuna M3 npu co3gaHum.
4. [lpogpurnb npasuna — otobpaxaeTtca npodunb MO, B cocTaB KOTOporo Ao6aBneHo NpaBuIio;

MpaBuna, cosgaHHble Ha ELY ¢ npodwmnem Safe Mode, He moryT ObiTb yaaneHbl
nonb3oBatenemM Ha mogyne C3U HCL Dallas Lock Linux. [nsa yaaneHua npasuna M3 Ha
Mogyrne agMUHUCTpaTopy Heobxoanmo n3meHnTb npocuns Ha ELLY.

He pekomeHayeTca ypoansaTb Bce npaBuna u3 npodwuns Safe Mode, nockomnbky OH
HeobxoAMMm NS KoppeKkTHon 06paboTkm Tpaduka B criyvae Kputuyeckoro cbost pabotsl M3.

5. HanpaeneHue nepeda4yu — oToGpaxaeTcsa HanpasrieHne ceTeBoro Tpaduka, Ans KOToporo AeicTeyeT
npaewuo.

6. Tun npaguna — oToBpaxaeTcsa TUN CeTEBOrO UMM TPAHCNOPTHOIO NPOTOKONA, Ha OCHOBaHWUMN KOTOPOro
OCYLLECTBNAETCA (UIbTpauus CETEBbLIX NaKeToB.

7. OcHoBHble AaHHbIe MO pecypcam: unbTpauus, ayamT, aBToGnokMpoBKa 1 T.4.

Mepen Tabnuuew ¢ npasunamu MO HaxoguTcsa obnacTb, KOTOpas COAEPXKUT CTaTyC AKMUSHbIU npoghusis,
oToDOpaxkatoLL M HaMMEHOBaHNE aKTUBHbIX NPOdUNEN, BKMOYEHHbIX Ha BbiIGpaHHOM ypoBHe aepesa [b.
[nst npMeHeHns naMeHeHu cnucka npaemn M3 Ha Mogynsax Heobxoouma CUHXPOHU3aLMS.

B aToM KaTeropum MOXHO co3daBaTb, pPedaKkTMpoBaTb, YAaAnsATb, akTMBUPOBATb, AeaKTMBUPOBATb,
KONupoBaTb, MOBLICUTb UMK MOHU3UTL NPUOPUTET, COXPaHATb U 3arpyxatb npasuna MO. Takke MOXHO
CKpbIBaTb OTOOpakeHne HEKOTOPbLIX CTONOLOB HACTPOWKU MpaBus.

PeanunsoBaHa BO3MOXHOCTb 3kcnopTta npasun M3 B dann no kHonke CoxpaHutb (puc. 126). MNMocne
HaxkaTuss CoXpaHUTb, B NOSIBMBLLEMCS OKHE, HY)XHO yKa3aTb NyTb A1 COXPaHEHNsI OTYeTa C AaHHbIMU 13
Tabnuubl ¢ npasunamu M3. daiin coxpaHsieTcst B popmarte *.fweonf.



O CoxpaHeHle cincka npasun b3 X

CoxpaHWTe ain Kak..

CoXpaHHTh OTmeHa

Puc. 126. QkcnopT npaBun M3 B dann

Ansa npumeHeHusa npasun MO Ha moaynax Heob6X0AMMO Ha NaHenNu eNCTBUN HaXaTb KHOMNKY 3arpy3uTb.
B nosiBuBLLEMCS OKHE, HEOBXOAMMO YyKa3aTb NyTb K dhanny, Ansi 3TOro HyXHO:

e HaxaTb KHONKy BbiGpaTb;
e HanTu 1 BbiBpaTb COXpPaHEHHbIN paHee ann npasmn M3;
e HaxaTb KHOMKy MpUMeHUTb.

MpumeHeHne npaBun MO u3 KOHGUrypauuoHHOro danna npuBedeT K yOaneHuo Bcex
TekyLwmx npasun M3.

Co3pnaHue npasun M3

Insa cosganns Hosoro npaeuna M3 Ha ypoeHe [1b Heobxoanmo:

1. Boibpatb b B AepeBe koHCcONM 1 nepentu Ha Bknagky KomrnoHeHmsl — Mexcemegol KpaH.

2. TlepenTtu B kateropuio MpaBuna M3, BbIGpas B BbinagatoLwem cnucke ynpasneHua M3 Dallas Lock 8.0
unu Dallas Lock Linux, v Ha naHenu MHCTPYMEHTOB HaxaTtb kHonky Co3aathb.

3. Ha akpaHe nosiBUTCA OKHO MacTepa co3gaHus npasun M3 (puc. 127). BeibpaTtb, Ha kakue moaynm
OyaoeT pacnpocTpaHAaTbCs AaHHOE NMPaBuMo: MOXHO CO3[aTb YHMBEpCanbHOe NpaBuino UavM Npasuno
Ansi KOHKpeTHoro moayns. MNMocne Haxatb kHornky Oanee.

O Mactep cozgasma npasnn M3

Tvun mogynei

BriGEpWTE, Ha KaKWe MoynK BYeT PacNpoCTPaHATECA CO3A3EaEMOE NPaBUND

)
(®) YuusepcaneHoe npasunc M3

O Mpaeunc M3 ana moayneil Dallas Lock 8.0

': :' Mpaewnc M3 ans meayneit Dallas Lock Linux

Nanee Otmena

Puc. 127. Mactep co3paHus npasun M3

4. BeecTu Ha3BaHue npasuna u TMn genctsus. Nocne HaxaTb kHonky [anee.
Mpu cospaHum npasun M3 gna moaynen C3U HCQO Dallas Lock Linux Ha gaHHOM aTane Takke
Tpebyetcs BbiOpaTb npodwunb, B cocTaB KOTOporo OydeT BXoAWTb co3fgaBaemoe npasuno. [lo
ymon4yaHuto BelbpaH npodpune Default.



5. BbibpaTb 0O0beKkTbl AepeBa JOMEHaA, A1 KOTOPbIX NpaBunio 6yaeT akTMBHO, MO0 OCTaBUTbL MPaBUIIo
BbIKIMIOYEHHBIM 1 HaxkaTb Janee.
6. BbiGpaTb HanpaBneHus nepegayun u ykasatb napameTpbl Nnpasuna. lNocne HaxaTb Janee.
7. BbiGpaTb TN npaBuna, onpeaensaowmin Habop NPOTOKONOB AN AanbHENLLEN HAaCTPOWKU, N HaxaTb
Oanee. 3anonHnTb HeobxoaMmble Nons 1 HaxaTtb Janee.
8. lMocne oTKpoeTCcs OKHO 3HA4YeHUr NapameTpoB CO34aBaeMoro npasuna. [Ans 3aBeplleHus HaxaTtb
kHonKy MoToBo.
CospgaHHoe npaBuiio nosiBMTCA B Tabnvue npaBun Mogynen, Ans KOTOpbIX OHO ObiNo HadHavYeHo. OTKPbITb
pefakTop npasuia MOXHO criegyrolwmmm cnocobamm:
e  [OBaXAbl WENKHYTb NIEBOW KHOMKOW MbILLM MO U3MEHSIEMOMY Npasuny;
e BbI3BaTb KOHTEKCTHOE MEHIO M3MEHSAEMON NOMNUTUKK 1 BbIOpaTb CBOMCTBA;
e HaxaTb kHonky CBoMcTBa Ha naHenwu [elicmeus.

Mpn cosgaHun yHMBepcanbHOro npaeuna Bce cneumduumpoBaHHblie ana moayrnen C3U
HC[L Dallas Lock 8.0 n C3U HC[ Dallas Lock Linux napameTpbl yCTaHaBnMBalTCs B
3HaYeHWs NO YMOSYaHuIo.

5.5.4 PuUnbTpbI

Kateropusa ®unbTpbl (puc. 128) Ha cTpaHuue YnpaBneHue komnoHeHToM M3 no3sonseTt HacTpanBaTb
OBHapyXeHne W3BECTHbIX CETEBbIX MPOTOKONOB M MOOMMLHOrO koga B unbTpylowemcs Tpaduke
ana mogynen C3U HC Dallas Lock 8.0.

KoMnoHeHTs!

YNPABAEHWE KOMMNOHEHTOM M3 Dallas Lock 8.0 v ;
AEACTBUA

[ OBue HacTpoiicn M3 ] [ Mpodun M3 ] [ Mpaswna M3 l

l Beb-koHTpONb ] [ CermeHThl ceTh ]
o 3anper wa usmene...” Moawtmka  3wawenme  Tun mopyns
o HitpProx Aedicreme: O.. DLB.O (MKL3, MK14) OUNLTPbI
o JSeript 3, WK14)
o OpenVPN 3, WK14) Wwn noauriicn |*
o Flash 3, VK14
o DNS =1 3, UK14 Dallas Lock 8.0 MKI1
o PDF Aeiicreme O.. 3, VK14 Dallas Lock 8.0 UK12
o FTP Aesicren 3, VK14 Dallas Lock 8.0 VK13
o RDP Neicren 3, VK14 Dallas Lock 8.0 VK14
o S5H Neiicren 3, VK14 Dallas Lock Linux VK4
o PostScript  Jeiicten 3, VK14 Dallas Lock Linux VK5
o VBScript Aeitctene: O... 3, VK14 Dallas Lock Linux VK6
o TELNET Nedicreme: O.. 3, VK14 Dallas Lock Linux VK7
o IFrame Nedicreme: O.. 3, VK14 Dallas Lock C314 BV UKS
') IMAP Meiictene: O... 3, WK14; Dallas Lock C211 B K.
') POP3 Neicten 3, VK14, Dallas Lock C31 B VKT
') HTTP Neicten 3, WK14;
'y SMTP Neicten 3, VK14,
') Java Neicten 3, WK14;
o HTTP:Heade... Jeficreme: O.. 3, VK14 OMEPATWMBHOE YMPABNEHWE
o HTTP:Referers Jeficrene: 0. DLB.O (MK13, NK14,

Puc. 128. Kateropus «®unbTpbi»

B pabouer obnacTtu kateropmm ®PunbTpbl OTOOpaxaeTcs Tabnvua, cogepallas nepedeHb QUbTPOB U
UX HACTPOEHHbIX 3HauyeHwn. [laHHas Tabnuua npeactaBneHa nonsmu llonumuka, 3HavyeHue v Tun
MOOyris.

Cronbeu 3HaveHue nmeeT criegyowmn dopmat Jelticmeue:<Obuwee delicmeaue Onsi 8cex ceameHmos /
3HayeHue [lo npoghuno 8 criydae pasnuyHbix 6blbpaHHbIx Oelicmeuli>; KomaHdbl:<HaumeHo8aHUs
KOMaHO>.

Ha ypoBHe kopHs [0Bb [ONONHUTENBHO AOCTYNHO none 3anpem Ha U3SMeEHeHue, KOTOpOe COOepXuT
aTpubyT, MoKasblBalOWMA, BO3MOXHO fM MEHSITb 3HayYeHue unbTpa Ha HUXKenexawmnx YpPOBHSIX
aepesa [b.

lMepeyeHb BO3MOXHbIX hnbTpoB hrKCUpoBaHHbIN. HanmeHoBaHMA UNbTPOB, X BO3MOXHbIE KOMaHAbI
1 OencTBUsSt NpuBeaeHbl B Tabnuue Huxe (Tabnuua 22).



PunbTp

ActiveX
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FTP

Flash
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HTTP:
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JScript

Java

Ta6nuua 22. Hactporiku comunbTpoB M

Ha6op komaHA

KomaHObI omcymcmeyrom

A, AAAA, CNAME, SRV, TXT, SOA, NS, PTR

ABOR, ACCT, ADAT, ALLO, APPE, AUTH, CCC,
CDUP, CEL, CLNT, CMD, CONF, CWD, DELE, ENC,
EPRT, EPSV, ESTA, ESTP, FEAT, HELP, LANG, LIST,
LPRT, LPSV, MACB, MAIL, MDTM, MIC, MKD, MLSD,
MLST, MODE, NLST, NOOP, OPTS, PASS, PASYV,
PBSZ, PORT, PROT, PWD, QUIT, REIN, REST, RETR,
RMD, RNFR, RNTO, SDUP, SITE, SIZE, SMNT, STAT,
STOR, STOU, STRU, SYST, TEST, TYPE, USER,
XCUP, XCRC, XCWD, XMAS, XMD5, XMKD, XPWD,
XRCP, XRMD, XRSQ, XSEM, XSEN, XSHA1,
XSHA256

KomaHObI omcymcmeyrom

GET, POST, PUT, SEARCH, MKCOL, COPY, MOVE,
LOCK, UNLOCK, NOTIFY, POLL, BCOPY, BDELETE,
BMOVE, LINK, UNLINK, OPTIONS, HEAD, DELETE,
TRACE, TRACK, CONNECT, SOURCE, SUBSCRIBE,
UNSUBSCRIBE, PROPFIND, PROPPATCH,
BPROPFIND, BPROPPATCH, RPC_CONNECT,
PROXY_SUCCESS, BITS_POST, CCM_POST,
SMS_POST, RPC_IN_DATA, RPC_OUT_DATA,
RPC_ECHO_DATA

KomMaHObI omcymcmeyom

KomMaHObI omcymcmeyom

KomMaHObI omcymcmeyom

KomMaHObI omcymcmeyom

APPEND, AUTHENTICATE, CAPABILITY, CHECK,
CLOSE, COMPARATOR, COMPRESS,
CONVERSIONS, COPY, CREATE, DELETE,
DELETEACL, DONE, EXAMINE, EXPUNGE, FETCH,
GETACL, GETMETADATA, GETQUOTA,
GETQUOTAROQT, IDLE, LIST, LISTRIGHTS, LOGIN,
LOGOUT, LSuUB, MYRIGHTS, NOOP, NOTIFY,
RENAME, SEARCH, SELECT, SETACL,
SETMETADATA, SETQUOTA, SORT, STARTTLS,
STATUS, STORE, SUBSCRIBE, THREAD, UID,
UNSELECT, UNSUBSCRIBE, X

KomMaHObI omcymcmeyom

KomaHObI omcymcmeyom

HaGop gencreun

brokupoBaTb, BbipesaTb,
XKypHanuposatb, OTKNIOYEHO

brnokupoBaTb, BbipesaTb,
XKypHanuposatb, OTKNOYEHO

BnokupoBartb,
KypHannpoBaTtb, OTKMOYEHO

BbrnokupoBaTb, BbipesaTb,
XKypHanuposatb, OTKNOYEHO

BnoknpoBaTb, Beipesats,
XKypHanuposatb, OTKNIOYEHO

BrnokuposaTb,
KypHanunpoBaTtb, OTKIOYEHO

bnokupoBaTb, BbipesaTb,
KypHanunpoaTtb, OTKIHOYEHO

BrnokuposaTb,
KypHanunpoaTtb, OTKIOYEHO

BbnokupoBaTb, BbipesaTb,
KypHanunpoBaTtb, OTKIOYEHO

Bnokuposarts,
XKypHanuposatb, OTKNIOYEHO

BnokupoBaTb, BbipesaTb,
KypHanunpoBaTtb, OTKOYEHO

Bnokuposarts,
XKypHanuposatb, OTKNIOYEHO



dunbTp Ha6op komaHg Habop gencrtBumn
Bbrnokuposartsb,
OpenVPN KomaHObI omcymcemeyom JKypHAMPOBATb, OTKAIUYEHO
PDF KomaHObI omcymcmayom Briokuposars,
XKypHanuposatb, OTKNIOYEHO
POP3 APOP, AUTH, CAPA, DELE, LIST, NOOP, PASS, Bnoknpoeartb,
QUIT, RETR, RSET, STAT, STLS, TOP, UIDL, USER KypHanunpoaTtb, OTKIIHO4YEHO
. BbrnokuposaTsb,
PostScript «komaHObI omcymcemeyom YKypHANMPOBATH, OTKMIOHEHO
RDP KomaHObI omcymcmayom Briokuposars,
XKypHanunposatb, OTKNIOYEHO
ATRN, AUTH, BDAT, CHUNKING, DATA, DEBUG,
EHLO, EMAL, ESAM, ESND, ESOM, ETRN, EVFY,
EXPN, HELO, HELP, IDENT, MAIL, NOOP, ONEX,
QUEU, QUIT, RCPT, RSET, SAML, SEND, SOML,
BnoknpoBartb,
SMTP STARTTLS, TICK, TIME, TURN, TURNME, VERB, SKVDHANMDOBATL. OTKIIOYEHO
VRFY, X-ADAT, X-DRCP, X-ERCP, X-EXCH50, X- yp P ’
EXPS, X-LINK2STATE, XADR, XAUTH, XCIR,
XEXCH50, XGEN, XLICENSE, XQUE, XSTA, XTRN,
XUSR
SSH KomaHObI omcymcmeyom Briokposare, Beipesar,
XKypHanuposatb, OTKNOYEHO
BbrnokupoBaTb, BbipesaTb,
Telnet KomaHObI omcymcmeyom
XKypHanuposatb, OTKNOYEHO
VBScript KomaHObI omcymcmeyom Briokiposare, Beipesar,

KypHanunpoBaTtb, OTKIHOYEHO

B kaTeropun ®unbTpbl MOXHO NMpoCMaTpMBaTh U pefakTnposaTh MUNbLTPLI, @ Takke ycTaHasnmMBaTh UIn
CHMMaTb 3arnpeT Ha naMeHeHue Ans Hwxenexawux yposHen [Bb ELY ¢ nomMolbio COOTBETCTBYHOLLMX
KomaHz Ha nanenu [eticmeusi.

Bce komaHngpbl, otnpaensiemble koHconbio ELLY nocpegctsom naHenu [elicmeus, gybnupytTtcs B
KOHTEKCTHOM MeHI0 paboyen obnactu Tabnuubl GuUnNbTPOB.

[nst NnpMeHeHNst N3MEHEHUI B HAaCTponkax unnbTPOB Ha MOAYIsIX HeoBXoanMa CUHXPOHU3aUUS.
AOMVHMCTPATOPY Takke OOCTyNHa bunbTpauus cnmncka napameTpoB B PEXMME pearibHOro BPEMEHU C
NoMoLLbto NaHenu @ubmpel.

Ons pepaktupoBaHusa unbTpa Heobxoammo BbibpaTb ero B Tabnuue u HaxaTb kHonky CBoMcTBa
Ha naHenu [elicmeus, nocne Yero NOSIBUTCSA OKHO A5151 HACTPOMKN CBONCTB chunbTpa (puc. 129), B KOTOpOM
MO>HO NPOW3BECTM HACTPOWKY (PMIbTpa C MOMOLLBIO CreayLWNX 3NIEMEHTOB YNPaBNEHUSI:

e [lone KomaH0a — npegHasHa4yeHoO AN HACTPOVKM puUnbTpauumn ceTeBOro Tpadumka ¢ yyeTom
KomaH npoTokonos. [locTynHo Tonebko Ana ¢gunstpos HTTP, SMTP, FTP, IMAP, POP3 1 DNS.
Mo ymonuaHutio He BblOpaHa HWM ogHa komaHaa. KHonka Habop komaHA OTKpbIBAeT OKHO,
B koTOpoM AUB MoxeT BbiGpaTb NPOM3BONbHLIN HAbop koMaHA. KHomMka akTMBHA TOMNbKO B Cryyae,
ecnn ansa cdunbTpa B napameTpe [elicmeue Orsi 8cex ceaMeHmos cemu BblOpaHO OencTeue
BrnokupoBaTtb nnun XKypHanmpoBaTtb.

e Buinagatowwmit cnucok fedicmeue 01151 ecex ceameHmos cemu — NO3BONSAET yCTaHOBUTb ENCTBUE
dunbTpa cpady Ans BCEX CEerMeHToB ceTu. BoamoxeH BbIOOp cnefylowmux 3HayeHui:
briokupoeams, Bbipesamb, XKypHanupogamb n Omko4YeHo (3HadeHne no ymorndanuio). Ecnm
YekDOKC HanpoTMB [aHHOrO napameTpa OTKMYEH, TO BbiNagatoWwUin CNUCOK CTaHOBMTCS
HEaKTUBHbLIM W NPUHUMAET 3HadyeHue 1o ceameHmam.

e Tabnuua c HaCTPOEHHbIMW CEerMeHTaMU CeTM — MO3BONISIET YCTAHOBUTbL AEWCTBUSA (unbTpa
ANsi KaXXO0oro cerMeHTa CeTu uHaMBuayansHo. [JocTynHa Ansi peaakTupoBaHusl, Koraa OTKIYeH
yekbokc pOna napametpa [elicmeue 0ns ecex ceameHmos cemu. Copepxumoe Tabnuupbl
COOTBETCTBYET HACTPOEHHbIM CErMeHTaM B Kateropun CermeHTbI ceTu.



O TELMET

lAmMa daeTpa: TELMET

Komanga

OTentoqeHo

AeRCTEME ANA BCEX CEMMEHTOE CETH

Hazganuwe cermenta flokansneii agpec IPvd flokansheiia agpec IP¥6 Jlendcrsme

MMpKMMEHNTE OTheHa

Puc. 129. OkHo HacTpounku unbTpa M3

5.5.5Beb6-koHTpONb
Kateropus Beb6-koHTponb (puc. 130) Ha cTpaHuue YnpaBneHue KomnoHeHTom MO nossonser
ynpaBnsaTb npasunamu seb-koHTponsa ans moaynen C3U HCA Dallas Lock 8.0.

KomnoHeHTs!

¥NPABAEHWE KOMMOHEHTOM M3 Dallas Lock 8.0 v ~
AEACTBAA
[ OBLuve HaTPOFikn M3 Il Mpoguan M3 Il Mpaeuna M3 ][ QHAETpH ] Cosgame
Tanbi gonHbix  KAroueBbie A0, Tonb3oBaten  YpoBeHh A0CTYNa CermenTbi ceru  CeTenbie MHTEp..
Viswenserca nor.

Mackinyn  Caiter
Yposru He o6

PacTACaHIE Pa.., aNYCK NPAND ..
Bugeo; Joyrce..

Ne * Mma npasina

(8 test_rule

@ Moymonus... Moymonuarme

Bes orparureriu

Puc. 130. Kateropus «Be6-kOHTponb»

B pabouyelt obnactu kateropum HaxoAMTCH CMUCOK MpaBun BeBG-KOHTPONS M OCHOBHbIE [aHHble
no pecypcam 1 Nonb3oBaTensaM, AN KOTOPbIX OHW Ha3HayeHbl: pacnucaHne, NPUNOXeHUs, canTbl, TUMbI

AaHHbIX, KNioYeBble Crosa 1 T. A.
B tabnuue ¢ npaBunaMu BeG-KOHTPOMA COAEPXUTCA Npasuno 1o ymonyaHuto, koTopoe 6yaeT npuMeHeHo,

€Clmh HM OOHO M3 CylecCTBYWLMX npasun He cpa60Tano. [na paHHoro npasuna OOCTYNHO TOJ1IbKO

N3MeHeHne OeNCTBUSA U ynpaBneHme XypHanmpoBaHueM cobbiTuii cpabaTtbiBaHus npasuna (puc. 131).
x

D Npocmotp npaswna no ymondaHui

AeiicTewme
@ Paspewate

O Brokmposate

l:‘ AoBaBnATE 3aNMCK B KypHan Tpaduka

[MpMMEHKTE OTmEHa

Puc. 131. OkHO CBOMCTB NpaBuna Be6-KOHTPOISA MO YMONYaHUI

B KaTeropun Beﬁ-KOHTpo.ﬂb MOXHO CO3aaBaTb, KOMMpOBaTb, yAandTb, NpocMaTtpuBaTb cBoucTBa U
OOHOBNATb npasuna BeG-KOHTpOJ'Iﬂ, a TakKkKe Ha3Ha4aTb Ha HUX MNpUOpPUTET. [aHHble pencTeus

BbINOJTHAKTCA C NOMOLLbIKO COOTBETCTBYHOLKMX KOMaHA Ha NaHesnum Leticmsus.



Bce komaHgbl, oTnpaBnsiemble koHconbto ELY nocpeactBom naHenu [eldcmeusi, ayonvpytoTcs B
KOHTEKCTHOM MeHto pabouei obnacTtu.

Ana cosgaHusa npaBuna Beb-KOHTPONs HEOOGXoAMMO HaxaTb kHonky CospaTtb Ha naHenu [elicmeus,
nocre 4ero nosiButcst okHo CosaaHue npaBuna Beb6-koHTpons (puc. 132).

U CozgaHue npasnna Beb-koHTpoaa X

OBwme Mma npasmaa

URL-agpeca
PE— AKTHEHOE MPABMAD () B

AeAcTene
Pacnucanue

™y
L) 3anpermiTe
)

flonszse e (®) PaspewmTe

AENCHATEN BHO MpunoxeHua, N9 KOTOPEE NPUMMEHAETCA NPAEMAD (MO¥HO YK33aTe MacKy MyTH)!

Myt [Mapamerpbi sanycka

AobaEuTe

MpuAaokeHne, KoTopoe ByaeT IETOMATHHECKW 3ANYCKATEEA NpK CpaBaTolBaHMKM NpaEunal
Bribparth

D AoBaEnaTe 3aNMCK B ¥ypHaN ThadiMka

MprMeEHHTE OTMEHS

Puc. 132. OkHO co3paHua npaBuna Be6-KOHTpons

Ha Bknagke O6uwue (puc. 132) npeacraBneHbl OCHOBHbIE HACTPOMKK NpaBuia BeO-KOHTPONs.

Ha Bknagke URL-adpeca moxHo 3agatb URL-agpeca BeG-pecypcoB, K KOTOpbIM OyaeT MpUMeEHSTbCS
AaHHoe npaswuso. URL-agpec  poskeH ObiTb  3apaH B  (popmate <xocm>[/<URL-
nyme>J[?<napamempbi>]<sKopb>.

HonyckaeTcsi UCNOMb30BaHWE CUMBOMA MacKuM «*», KOTOPbIA 3ameHsieT nobyl nocnenoBaTenbHOCTb
cumBonos, Hanpumep, «mail.ru*». Cnucok URL-agpecoB BO3MOXHO 3arpysutb w3 danna, ecnu
npeaBapuUTENbHO OH ObINT COCTaBIEH Y COXPAHEH.

Ons 3arpy3ku u3 darvina coctaBneHHbin cnucok URL-agpecoB OoSmKeH ObiTb COXpaHeH
B kogmpoBke UTF-8 6e3 mapkepa nocnegosartensHocTn 6antos (Byte Order Mark).

Bknagka KoHmeHm no3BonsieT HacTpOUTb KOHTPOSb AOCTYNa rnosfb3oBaTtenen k Beb-pecypcam no tunam
OaHHbIX N KIK4YeBbIM CIlloOBaM. CnncoK KnoyeBbIX CIOB BO3MOXHO 3arpys3ntb U3 cpa|7|na MO KHOmMKe
3arpysuTb, ecnv npeaBapuTenibHO OH GblNn COCTaBMEH U coXpaHeH. BoamokHa ounbTpaumsi o KnioYeBbIM
cnoBsam 6e3 yyeTa perucrpa.

Mpu cbunbTpaumm No TMNy OaHHbIX (BUOEO, 3BYKOBbIE dhainbl U T.4.) NPaBUMO Ha KNMeHTe
C3U HC[ Dallas Lock 8.0 npumeHsieTcs ko BceM BeG-pecypcam, KoTopkle coaepar nobon
13 BbIOpPaHHbIX TUMOB.

Mpu cdunbTpaumm No KnyeBbIM crioBam npasuro Ha knveHte C3U HCL Dallas Lock 8.0
NPUMEHSIETCS KO BCeM BeB-pecypcam, koTopble cogepXat noboe n3 BBEAEHHbIX KMoYeBbIX
cnoB. Hanpumep, npy Hanuumm KNHOYEBLIX CIIOB OMKPbIMbIE 8aKaHCUU W KaseldocKor
Onst 6noknpoBaHusa OydeT AOCTAaTOYHO HaXOXAEHMSI CrioBa KaseldoCKOn WU MOSHOro
CoMeTaHuUst OMKPbIMbIe 8aKaHCUU.

Ha Bknagke PacriucaHue MOXHO HaCTpOUTb pacnnucaHne pa6OTbI npasuna Be6-KOHTpOJ'IF|.



Ha Bknagke [lonb3oeamesiu MOXHO HacTpPOUTb CNWCOK MoONb3oBaTenen W rpynn, K KoTopbiM byaet
NPUMEHNATLCS co3aaHHoe MpaBwuro. PeanusoBaHa BO3MOXHOCTb Bblbopa MaHAaTHbLIX YPOBHEW AOCTyna
nonb3oBaTenen, aAna KoTopbix OyaeT npMMeHeHo npaBusio (NnapameTp AocTtyneH Tonbko ans C3U Dallas
Lock 8.0-C).

Ha Bknaake JononHumensHO peann3oBaHa BO3MOXHOCTb HACTPOWKM MPUMEHEHUS CO34aHHOMO NpaBuna
TONbKO ANs onpeaeneHHbIX CEFMEHTOB CETU.

Ana pepakTupoBaHusa npaBuna Be6-KOHTPONsS HEOOXOOMMO HaxaTb KHOMKY PepakTMpoBaTb Ha naHenu
Heticmesusi, nocrne 4ero oTkpoeTcs okHO PepakTupoBaHue npaBuna Be6-KoHTpons, aHanorMiHoe OkHy
co3aaHusa npaeunia Beb-koHTpons (puc. 132).

5.5.6 CermeHTbI CceTu

Kateropus CermeHTtbl cetu (puc. 133) Ha cTpaHuue YnpaBneHue koMmnoHeHTom M nossonser
npuMeHaTb npasuna M3 n dunbTpaumm B 3aBUCUMOCTU OT NapaMeTpPoB CETU, Yepe3 KOTOPYH MonydeH
ceteBon nakeT, ana mogynen C3U HCO Dallas Lock 8.0.

KomnoHeHTs!

YMPAE/EHWE KOMMOHEHTOM M3 Dallas Lock 8.0 v
AEACTBMA

[ OBUMe HACTROWKN M3 ] [ Npoguam M2 ] [ MNpaeuna M2 ] [ DUNLTRE ]
——

Ne Haspanke cermenta Mlokanbren agpec Pv4 flokanbniid agpec IPv6 Cereoo mntepdeiic

[fosepennan cets  He wenonesyetca He ucnonsayerca 3343€TCA NoKaNbHO
Heaosepentas cete  He wcnonesyerca He ucnonsayerca 3343eTCA NoKanbHO

He wenanesyerca He wcnomssyeten sapaeTca nokaneRa

He wenanesyerca He ncnonssyeren sapaeTca nokaneHa
He wenanesyetca He wenamsayerea S3A3ETCA NOKAMEHE

1
2
3
4 He wenanesyerca He wecnonesyeren sapaeTca noKaneHa
5
§
7 He wenanesyetca He wenamsayerea S3ARETCA NOKAMEHE
8

Mo yronyaHug Mrobioid Neoboii 33A3ETCA NOKAEHD

Puc. 133. Kateropus «CermeHTbl ceTu»

B pabouen obnactu kateropum CermMeHTbl ceTu OToOpakaeTcsa Tabnuua, coaepxalias nepeyeHb
CErMEHTOB CETU N NX HACTPOEHHbIX 3HA4YeHMIN. [JaHHbIV CMNCOK NpeacTaBneH criegyowmmm ctonbuamum:

e No— coaepXuT MHOUKATOP COCTOSIHUSA U MOEHTUUKALMOHHbBIA HOMEpP cerMeHTa ceTu. Ha ypoBHe
KopHsi 16 onpegeneHbl crefyoLmne MHONKaToOpbl COCTOSIHUSI CErMeHTa CeTu:

o — CerMeHT akKTuBMpoOBaH;

— CerMeHT AeaktnBmnpoBaH.

e HasgaHue ceameHma — COOEpPXUT 3aaHHOE Ha3BaHME CerMeHTa.
o JlokanbHbili adpec IPv4 v JlokarnbHbil adpec IPv6 — nons MoryT UMeTb crneayowmne 3HavyeHus:
o He ucnonb3yemcs — ecnu IP-agpec He BbiGpaH;
o Jloboli — ecnu IP-agpec nmeet nioboe 3Ha4YeHue;
o <8adaHHble napamempsbi adpecos>.
e Cemeeoli uHmMepghelic — HepeOakTUpyembld napameTp, COAEPXMUT 3HavyeHue 3adaemcs
JIOKaJIbHO.
MepeyeHb BO3MOXHBLIX CEIMEHTOB ABMAETCH (QUKCMPOBAHHLIM U COAEPXKUT CEMb BO3MOXHBLIX CETEBbIX
CErMEHTOB CETU, ONpeaensemMblX No 3agaHHbIM BPY4YHYHO agpecaM, a TakKe CerMeHT ceTu 1o yMondYaHur.

Ecnun pns ceteBoro nakeTta He NOAXOAUT HU OAWH N3 aKTUBHBIX CETMEHTOB CETU, TO MaKeT
6yp,eT CHMTATbCA NpuHagneXxawjnm K ceTn, onpe,qeneHHO|7| cermeHTom cetu o YMOrIn4aHur.

B kaTeropvn CermMeHTbl CeTM MOXHO NpocMaTpvBaTb U peaakTUpoBaTb HACTPOMKU CEFMEHTOB CETU
npu NOMOLLM COOTBETCTBYIOLLMX KOMaHA Ha naHenu Jelicmesusi.

Ons npuMeHeHnqa N3MEHEHNI B HaCTpOVIKaX CerMeHToB CeTu Ha MoaynaAx Heobxoauma CUHXPOHM3aLUun4.

Bce komaHngpl, otnpaBnsiemble koHconbto ELLY nocpeactBoMm naHenu [Jelicmeus, nyonupytTtcs B
KOHTEKCTHOM MeHto paboyelt obnacTv Tabnuubl GUNLTPOB.



[ns pegaktupoBaHusa cermeHTa Heobxoammo BbIbpaTh ero B Tabnuvue n HaxaTb kHonky PeaaktupoBaTb
Ha naHenu [elicmeaus, Nocne 4Yero NosiBUTCS OKHO AJ1S1 HACTPOWKM CBOWUCTB cermeHTa (puc. 134), B KOTOpOM
MOXHO CKOpPpPEKTMpOBaTb HauMMEHOBaHWe CerMeHTa, BBeAs 3Ha4yeHne B TEKCTOBOM none HasgaHue
ceameHma (obsa3aTenbHbI NapameTp), a Takke 3agatb IP-agpec unu nogceTb B nonsx IPv4 nivnun IPV6.

O PesakTmpoBaHMe CerMeHTa CETH x
H33BEH|J1E CEMMEHTE HE,;'J'DBEFIEHHER CEThE
[ ] 1pus 0.0.0.0 /[0
[ ] 1pws :: £ o

CeTesod MHTepdeic 33A3ETCA NOKAEHD

MpHMEHKTE OTreHa

Puc. 134. OkHO pefakTUPOBaHUsA CerMeHTa ceTu

CermMeHT cumTaeTcs akTMBMPOBAHHLIM TOJIbKO B Crlydae, ecnv BKAOYEH XOTs Obl oauH
yekbokc IPv4 vinn IPv6. Ecnn 4ekboKc ¢ agpecom akTUBMPOBaH, HO He 3aaHoO 3HayYeHne, To
TOorga napameTp NpMHUMaeT 3HadveHue Jlrbod.

5.6 Cwucrtema KOHTpPONA Hakonurteneu

Ons nepexoga Kk pasgeny Hactpoek YnpaBneHue komnoHeHTom CKH Heobxogumo Ha Bknagke
KomnoneHnmsbi BbibpaTb Cucmema KoHmMpossi Hakornumersied. Ha cTpaHvue YnpaBneHne KOMMOHEHTOM
CKH moxHo pepaktupoBaTb napameTpbl CKH Ha ypoBHe Bcero [b, nocrne CUMHXpOHM3aUMW Ha BCeX
NOAYMHEHHBIX 06bekTax B [1b NpMMEHSIIOTCA yCTaHOBMNEHHbIE HAacTporikn (puc. 135).

Bonee nogpobHo o CuctemMe KOHTpons HakonuTernem B PykoBOACTBE MO 3KCnnyaTauuu
C3WU Dallas Lock 8.0 rnasa 13 u B PykoBoacTtee no akcnnyaTtauuu Dallas Lock Linux pasgen 4.5.

KomnoHerTel

=
YNPABNEHWE KOMMOHEHTOM CKH MexceTeBoil 3xpan
AEWNCTBUA
CMCTEMa KOHTPONA HAKONWTENeR

KOHTpO/b pecypcos
[J * Wmapecypea Mapamerpm  Bnapeney, Tunmogynn  Onucanve
Cucrema oGHAPYKEHHA BTOPXEHWI
BezonacHaa cpega COB (necouHnua)

CpeactBo 0BHAPYXEHNA W DESTNPOBAHNA OUNLTPLI

KoHTponk ceTesoro goctyna

OMEPATUBHOE YMNPAB/IEHWE

CuHXpOHMIHpOBATL

Puc. 135. Bknagka «Cuctema KOHTpoOnsi HaKonuTenem»

5.6.1 CheMHble HaKonuTenu

B kaTteropun CbeMHble HakonuTenu Ha cTpaHuue YnpaBneHue komnoHeHTom CKH copmupyetcs
CMUCOK BCEX YCTaHOBMEHHbIX AECKPUNTOPOB Ha CMEHHbIE HakomuTenu, B TOM 4Yucrne npasa Aoctyna u
HasHa4veHHbIn ayanT (puc. 136).



KomnoHeHTkl

¥MPABJ/IEHWE KOMMOHEHTOM CKH
AEACTBUA

CEEMHEIR HAKOMWTEAN [ K.noun npeoBpasceaHua [efferrars

¥ Mma pecypca Mapamerpoi Baageney Tun mogyna OnucaHue

Flashi3460-5678-FCO21D1874864)  Ouckpeuuonnuli goctyn  fdomed - Jomed Gesonachoctd DLED (MK, MK12), DLL (AK4, KD}

QUALTPbI

OMEPATMBHOE ¥TPABNEHWE

Puc. 136. Bknagka «CbeMHble HaKonuTenny»

YUTto6bl Ha3HauNTbL NpaBa AOCTYMNa K KOHKPETHOMY HaKoMUTEr, He06X04MMO:

1. TNogknoynTb 3TOT HAKONUTENb K cOOoTBETCTBYloWwEeMy nopty [MK.
2. Ha naHenu gencrBun HaxaTb KHOMNKY [lo6aBUTb.
3. Ha akpaHe nosiBuTCS OKHO MacTepa gobasneHuns CbeMHbiX HakonuTenewn (puc. 137).

O MacTep goGaenenna cbemHbIx HakonuTenei - ELLY Dallas Lock X

Tun moayneid n cnocob NogKnYeHna

BrifepuTe TMMN AeCKPUNTOPE W CNOCOB MOAKAKYEHNA ChEMHEIX HAKOMUTENER

@ Y¥HMBEpPCANLHBIA decKkpunTop 0

O Jeckpuntop gna mogynei Dallas Lock 8.0

@ USB-HakonuTenw nogentovedsl K APM c koHconets ynpaenenuna ELLY

O LUSB-Hakonutenn nogrkntouensl k APM e gomere BesonacHocTi

Danee OtmeHa

Puc. 137. Mactep no6aBneHusi CbeMHbIX HakonuTeneun

4. BbibpaTb TUN AeckpunTopa 1 cnocob NoakmnioyYeHns CbeMHbIX HakonuTenen. Haxato Oanee.

Ecnu Hakonutenb noakntoveH k ELLY, paboTtatowemy Ha OC Linux, 1 4ocTyn K ero dhannosom
cuUcTeME OTCYTCTBYET, HE0O6XOOUMO YCTaHOBUTL HEAOCTAOLWMIA NakeT nifs-3g.

5. BbibpaTb CbeMHbIN HakonuTenb 1 00BLEKT hannoBon CUCTEMBI.
6. HacTtpouTb npaBa goctyna v ayaut. [1ns 3aBeplieHus HaxaTb FoToBoO.

[loGaBneHHbIN HakonuTenb NosIBUTCS B crnincke. OTKPbITb PeaakTop AECKpUNTopa MOXHO CreaytoLmmMm
cnocobamu:



e [BaXAbl LLENKHYTb NEBON KHOMKOM MbILLN MO U3MEHSEMOMY HAKOMUTENHD;
e  BbI3BaTb KOHTEKCTHOE MEHIO U3MEHSIEMOTO AeckpunTopa 1 Bbiobpats CBOUCTBA;
e HaxaTb kHonky CBoMcTBa Ha naHenwu [elicmeus.

B cnmcok KoHTponnpyembix OObEKTOB HAKOMWUTENM 3aHECYTCA B chneuuanbHom dopmarte,
B KOTOPbIA BXOAUT TUM HaKOMUTENst M €ero YyHuKanbHbii Homep («Flash(XXXX-XXXX-
XXXX XXX XXXXXXXXXXXXX):\»).

Ina USB-Flash HakonuTenen HoMep BbICYUTBLIBAETCS KaK: MAEHTMAUKATOP NPOU3BOAUTENS
(VendorID), ugeHtndpmkatop npoaykra (ProductlD) n cepuiiHbin Homep (Serial Number).

5.6.2 Knroumn npeobpasoBaHua

B kaTteropuu Kntoum npeo6pasoBaHus Ha cTpaHuLe YnpaBneHue komnoHeHToM CKH ocyliecTensieTcs
LieHTpan13oBaHHOe yrpaBrieHne KItoyamm npeobpasoBaHnst CbeMHbIX Hakonutenen (puc. 138).

KomnoHeHTb!
=
YMNPABNEHWE KOMMOHEHTOM CKH

AEACTBUA
D ¥ HWma waroua Anroputm Bnapeney Tun mopgyna
D KMNCH (1) Dome - Jomed BezonacHocTi Dallas Lock 8.0 ME12
D test_key Jomen - Jomen GezonacHooTk Dallas Lock 8.0 K12

DUNBTPBI

OMNEPATUBHOE ¥YMPABJIEHWE

CyHXpOHW3MPOBaTh

Puc. 138. Kateropus «Kntoum npeobpasoBaHusi»

B aTon kaTeropun MOXHO co3faBaTtbh, peakTMpoBaTh, YAansaTb, akTuBupoBaTb U AeakTusuposaTtb KIMNCH.
CnpaBa pacnonoxeHbl NaHenb WHCTPYMEHTOB Q@usibmpbl U NaHenb MHCTPYMeHToB [eldcmeusi (KHOMKU
AaHHOW NaHenu Takke Oy6nmpyroTCa B KOHTEKCTHOM MEHIO).

Ons cosganns KMNCH Heobxoanmo HaxaTb KHONKy [lo6aBuTb Ha naHenu MHCTpymeHToB [eticmeus (Mnu
BblOpaTb JaHHY KOMaHAy B KOHTEKCTHOM MeHio Tabnuubl KINCH), nocne yero oTkpoetcs okHO Knroy
npeobpa3oBaHUA CbeMHbIX Hakonutenen (puc. 139).



O KAy npeofpazoeaHKua CEEMHBR HakonuTened x

Lra katoya
KMCH (1)

D Koy oTkAHIYEH

D AoCTyn K HAKONWTEAK N0 Napoal

AnropuThi

MogknrynTaca K yaaneHHomy APM

ANnuaeHTHEKEATOR HE BbIBpaH

Maponk karoya

MogreepxaeHue

OTmena

Puc. 139. OkHo «Kntoy npeobpa3oBaHNA CbEMHbIX HaKonuTenem»

OkHO BBOAA NapaMeTpoB Kro4a Npeobpa3oBaHUs COQEPXKUT crieayloLue napaMmeTpbi:

Nms kmoya — none seoga umenu KMNCH.

WMs kntova OOMmKHO ObiTh YHMKANbHBIM, CO34aHMe ABYX KIHOYen ¢ 0ANHaKOBbIMU MMEHaMM
HEBO3MOXXHO.

Knroy omknoyeH — 4ekbokc, KOTOprIZ onpegendaeT akTMBHOCTb Krto4a rlpeo6pa303aHV|$|.
ﬂocmyn K Hakonumersnkn 1o rnaposjn — YekboKC, KOTOprVI onpependeT HeobxooMMOoCTb
npeaocTtaBiieHna napona Oanda AoCTyna K HakonuTternto.

®PyHKUMOHaNbHas BO3MOXHOCTb JJocmyn K Hakonumesito o naposito AOCTYMNHA TOMbKO npu
Hanuuun nuueHsum Ha mogyne CKH ypoBHSA oTuyxaeHus (nepeHoca) uHdopmaumm.

Anzopumm — BbINnagawoLwWwmn Cnucok Ans Bblbopa anropuTma npeobpasoBaHus. JonycTumble
3Ha4veHus: XOR32 (3HayeHune no ymonuvanuio), FOCT 28147-89 v BHewHul kpunmornpoesautdep.
Mpu BbIGOPE 3HAYeHus BrewHuli Kpunmornposgaldep Takke CTaHOBATCH aKTMBHbIMU NapameTpbl
Kpunmonposatidep, Bbibop anzopumma ripeobpasosaHusi n Beibop aneopumma xewuposaHUs.
NdeHmucghukamop.

lMaponb kno4da v NodmeepxdeHue — nonsa Anst BBoga v noarsepxaeHus napons KMNCH.

Ons npuMeHeHna BBeAEHHbIX HACTpOoeK U co3gaHuna Krro4da ﬂpeO6p83088HMﬂ HeobXxooMMO HaxaTb Ha
KHOMKY anMEHMTb. I'Ipvl HaXXaTthn Ha KHOMKY OtmeHa okHO Kniou npeoﬁpasoBaHMﬂ CbEeMHbIX
HakonuTenemn 3aKpbIiBaeTCA, KoYy npeo6pasoBava HEe co3aaeTcA.



PepaktupoBaHne napametpoB KICH npoussBogutcsa B aHamormyHom okHe Knrouy npeo6pasoBaHus
CbeMHbIX HakonuTenen (puc. 139) ana BbidpaHHoro KICH. OtkpbiTe pepaktop KIMCH moxHOo
cnegywowummn cnocobamum:

e [BaXAbl LLENKHYTb JIEBOW KHOMKOM MbILN Mo nameHsiemomy KINCH;

e  BbI3BaTb KOHTEKCTHOE MeHI0 uameHsiemoro KINCH n BbibpaTte CBOMCTBA;

e HaxaTb kHonky CBoMcTBa Ha naHenwu [elicmeus.

PepaktupoBaHne napametpos KIMNCH goctynHo Tonbko Ha ypoBHe aepesa [b, Ha koTopom
6bin co3pgaH KMNCH, unu Ha ypoBHe [OB. Ha Hwxenexawmx ypoBHSAX B BO3MOXHOCTb
pegakTnpoBaHusa napameTpoB KINCH nckntodeHa, paspeLleH ToNbKo MPOCMOTP CBONCTB.

Ona yoaneHus KINCH Heo6xoaumMo ncnonb3oBaTts koMaHay YAaanuTb, nocre Yero noaTsepavTb yaaneHue
HaxaTuem kHonku Aa (puc. 140). 3a pa3 BO3MOXHO yaaneHue Kak ofHOro Krnova npeobpasoBaHus, Tak 1
HECKONMbKMX Cpasy Npu MHOXECTBEHHOM BblAEMNeHUN.

O ¥npaeneHne komnoHedTom CKH >

Bel yBEpEHEI, YT XOTUTE YIANWTE ERIBPAHHEIE KAHIYN
& npecBpaszoeanua (1 wr)?

Puc. 140. NoarsepxpeHne yaaneuunsa KMNCH

Insa yno6etea paboTthl co cnuckoM KIMCH mMoxHO BOCMONb30BaTbLCA COPTUPOBKON 1 omunbTpaLnen:

e CopTupoBKa NPOU3BOOUTCH HaXaTMeM Ha nosne, coaepxallee HasBaHue cTonbua, Nno KoTopomy
Heobxogmma copTupoBka. CopTMpoBKA MOXET ObiTb BbIMOMHEHA Kak MO yObIBaHUIO, Tak U MO
BO3paCTaHuIo.

e OdunbTpaumss HacTpamBaeTCs Ha MaHenuM WHCTPYMEHTOB Q@uibmpbi, [OCTYNHa unbTpauus
no Bcemy copepxmmomy cnmcka KINCH. C6poc HacTpoeHHoro ¢unbTpa OCyLLecTBNAETCA MO
komaHge CopocuTb.

5.7 KoHTponb pecypcoB

Ona nepexoga K pasgeny HacTpoek YnpaBneHWe KOHTPONeM pecypcoB HeoOXOAMMO Ha BKragke
KomnioHeHmbi BbIbpaTe KoHmporss pecypcos. Ha cTpaHuue YnpaBneHne KOHTPOSIeM peCypcoB MOXHO
peLaKkTupoBaTb MapameTpbl KOHTPONS pecypcoB Ha ypoBHe Bcero [B, mocne CMHXpoHM3aummn Ha Bcex
NOAYMHEHHBIX 06bekTax B [1b NpMMEHSIIOTCA yCTaHOBMNEHHbIE HAcTpolkn (puc. 141).

KomnoHeHTbl

YNPABNEHUE KOHTPOJIEM PECYPCOB MexceTesoil 3kpaH
AENCTBUA
CUCTEMa KOHTPONIA HaKonuTeneil
KOHTPO/b pecypcos
o 3anper wa wsmene...” Noantuia 3ua
o CHcTema 06HapyKeHnA BTOPXeHHii
o besonacHan cpega COB (necounnua)
3 : OUNBTPLI
o
o CpeAcTBO OGHaPYXEHNA i PearHpOBaHUA e
o
& KOHTpO/b CeTeBoro 4ocTyna
L] " 8
ONEPATUBHOE YNMPABJ/IEHUE
o pil u A
o MHXPOHM3MPOBATH
&
o

Puc. 141. Bknagka «KoHTponb pecypcoB»



5.7.1'mobanbHble HaCTPONKHU

Hactpoliku, kacarowmecst 3Ha4deHmn nonutnk CKH, perynupytotcsi B kKateropumn MobanbHble HaCTPOMKU
Ha CTpaHuLe YnpaBrneHne KOHTPOJieEM PecypcoB.

Ta6nuua 23. HacTtpoiku CKH
Bkntountb MTP/PTP ycTtponctBa

Bo3moxHOe 3HavyeHune NoNUTUKN: « BKr./BbiKr.». 3HaYeHe No YMOMYaHuIo: «BbIKi.».
[aHHas nonuTnka No3BOMSIET HACTPOUTL paspelleHne ans BknoveHna MTP/PTP yctponcTs.
MonuTtnka npumenseTca Ha moaynsax C3U Dallas Lock Linux.

MapameTpbl PC no ymonyaHuro

MonuTuka nO3BONSIET HACTPOUTL AOCTyn K napametpam @PC, npegocTaBnss onpefeneHHbIM
nonb3oBaTensM UNu rpynnam npaeso Ha paboTy.
Monutuka npumeHsieTcst Ha moagynsax C3U Dallas Lock 8.0-K/C.

Mapametpbl CD-ROM guckoB no ymMosn4aHuio

MonuTka nosBonsieT HacTpouTb AocTyn K napametpam CD-ROM guckoB, npenocTaBnss
onpeaesieHHbIM Nonb3oBaTeNsM Unv rpynnamM npaeo Ha paGoTy.

MonuTtnka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.
MapameTpbl OTKPbITbIX FDD-AUCKOB Mo yMOn4YaHuo

Monutuka nossonser HaCTpoOuUTb AOO0CTyn K napamMeTpaM OTKPbITbIX FDD-guckos, npenocTtaBiidada
onpepeneHHbIM noJib3oBaTenam unu rpynnam rnpaso Ha pa60Ty.

MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.
MapameTpbl oTKpbITbIX USB-Flash HakonuTenen no ymonyaHuto

Monutnka no3BonsieT HacTpOMTb [OOCTyn K mnapameTpam OTKpbiTbix USB-Flash Hakonutenen,
npenocTaBnas onpeaeneHHbIM Nofnb3oBaTeNsiM UK rpynnam npaeo Ha paboTy.

MonuTuka NnpumMeHsieTcs Ha MoaynsaX:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

B cny4yae, ecnu Ha knueHTckom APM ¢ C3U Dallas Lock Linux He npumeHunuch
KOppeKkTHO paspelwlaowme npasuna ana USB-Hakonutenen (MOXHO NpoOBEpPUTL B
obonoyke agmunHucTpupoBaHusa Dallas Lock Linux Ha Bknagke KoHmporsib pecypcos B
kaTeropun BnoyHble ycTporcTBa B none Tun KOHMPOsis), HeobXxooMmMo Mpoaenatb
cnepgywoLine AenNcTBUS:

B koHconun EUY pana paHHoro APM (wnu ang rpynnbl, MnNu Ons BCero JoMeHa
6e3onacHOCTW) HaCTPOUTb JAHHYO NONUTUKY criegylowmM obpa3om: JNCcKpeuMoHHbIN
poctyn — Bce — yctaHoBUTL 3HayeHwe [lonHbit docmyrn. Ha naHenu MHCTPYMEHTOB
OnepamusHoe yripasrieHue WCnonb3oBaTb KHOMKY CUMHXPOHU3MpPOBaTb, 0OXOATbCSH
coobLeHus «KomaHOa CUHXPOHU3ayUU UHULUUPO8aHa Orisl 8II0XKEHHbIX MOOyiel».

B koHconu EUY pana paHHoro APM (unu ang rpynnbl, MnNu Ans BCero JoMeHa
6e30nacHOCTM) HaCTPOUTL JAaHHYKO NONUTUKY criegyloLwmm obpa3om: AINCKpeMoHHbIN
poctyn — Bce — ycTtaHOBUTL 3HayeHue 3anpemumpb 6ce. Ha naHenn MHCTPYMEHTOB
OnepamusHoe yripasrieHue WCnonb3oBaTb KHOMKY CUMHXPOHU3MpPOBaTb, 4OXAATbCS
coobLieHus «KomaHOa CUHXPOHU3auUU UHULUUPO8aHa Orisl 8II0XKEHHbIX MOOyiel».

MpoBeputb Ha APM KOppPeKTHOCTb YCTaHOBIEHHbIX HACTPOEK.
MapameTpbl OTKPbITbIX CbeMHbIX HaKonuTernen No yMon4yaHuio

Monutuka no3BONSIET HACTPOMUTL AOCTYN K MNapameTpaM OTKPbITbIM CbEMHbIM HaKOMUTENSsIM,
npefocTaBnssi onpeaeneHHbIM Nonb3oBaTeNsM UM rpynnam npaeso Ha paboTy.

Monntuka npumeHsieTcs Ha mopynsax C3U Dallas Lock 8.0-K/C.



MapameTpbl npeobpa3oBaHHbIX FDD-AMCKOB N0 yMoOn4yaHuio

MonnTrka No3BONSET HACTPOUTL JOCTYN K NapameTpam npeobpasoBaHHbix FDD-anckos, npegoctasnas
onpeeneHHbIM Nonb3oBaTensM Unm rpynnamM npaeo Ha paboTy.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
MapameTpbl npeo6pa3soBaHHbIX USB-Flash HakonuTenen no ymonyaHuto

Monntrka no3BonsieT HAacTPOUTb AOCTYN K napameTpam npeobpasoBaHHbix USB-Flash Hakonutenen,
npenocTaBnsas onpeAeneHHbIM Nofnb3oBaTeNsiM UM rpynnam npaBo Ha paboTy.

Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.
MapameTpbl Npeo6pa3oBaHHbIX CbEMHbIX HAKONMUTENEeN No yMONM4YaHuo

MonuTuka no3BonsieT HacTPoOUTb AOCTYN K napameTpaM npeobpas3oBaHHbIX CbEMHbIX HakonuTenew,
npenocTaBnsas onpeAeneHHbIM Nofb3oBaTeNsiM UK rpynnam npaeo Ha paboTy.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

MapameTpbl Npeo6pa3oBaHHbIX han-gUCKOB NO YMOJTYaHUIO

MonuTnka no3BOMSIET HaACTpoUTb [JOCTyNn K napaMeTpam npeobpasoBaHHbIX  hann-gnckos,
npenocTaBnas onpeAeneHHbIM Nofnb3oBaTeNsiM UK rpynnam npaeo Ha paboTy.

Monntuka npumeHsieTcs Ha mogynax C3U Dallas Lock 8.0-K/C.

Ypanartb HeonpeapesrieHHble KN4 KrnneHTa

MonuTtuka No3BoNseT HAaCTPOUTL yaarneHue HeonpeaeneHHbIX KIYen KneHTa.
Bo3moxHoe 3HavyeHune NonuTukN: « Bkn./Bbikr.». 3Ha4YeHne No yMonyaHuio: «Bki.».

Ecnu Ha knveHTe MMeTCsa NnokanbHO CO34aHHbIE KMouM nNpeobpal3oBaHus, KOTOpbIE He cCoBnagaktT
C KnoYamu, co3gaHHbiMu B 1B ona gaHHOro KnneHTa:

e  EeCnu NofuTUKa BKIMOYEHA, TO B NMPOLECCe CUHXPOHM3AaLUN KIMMEHTOB 3TK KNtoumn ByayT yaaneHsl;
e ecnu TMofuMTUKa OTKMoYeHa, TO B MPOLEcCe CUMHXPOHM3AUUW KIMEHTOB 3TU  KIOYK
3abnokupytotca (byayT nepeBefeHbl B HEAKTMBHOE COCTOSIHME).

Ecnn ums nokanbHOro kniova cosnagaet C UMEHeM Kroya, npucnaHHoro ¢ ELY, 1o
NPUOPUTETHLIM SBMSETCA KoY, npucnaHHein ¢ ELLY, n, cooTBETCTBEHHO, NOKasnbHbIN
Kknoy BygeT 3aMeHeH Ha KoY, npyucnaHHbeii ¢ ELLY.

MonuTtunka npumenseTcsa Ha moaynsax C3U Dallas Lock 8.0-K/C.

5.7.2KoHTponb yCcTpOUCTB

LleHTpann3oBaHHOe ynpaBrieHWe KOHTPOMEeM YCTPOWCTB ocyulecTBnsieTca B Kateropunm KoHTponb
YCTPOMCTB Ha CTpaHuLe YnpaBneHue KOHTporemM pecypcoB (puc. 142).

KomMnoHeHTs!
YMPABJIEHUE KOHTPOJIEM PECYPCOB

AENCTBMA
l TnoBaneHsle HACTP CHKY l l KonTpone npuHTepoe

o 3anper na nsmenenne Mms u napamerpe: * Twun korpons Tun moayns

XocT-KorTponneps! wuws! [EEE 1304 DLB.O (WKL2, MKL3, VK14,

Creurisie HakonmTenn DLB.O (WK12, K13, VK14,
[Lpyrue ycTpoiicTsa AnckpeuonHsiii gocTyn DLL (WKS, VIK, KT
USB-Flash ancin JnckpeuonHsiii gocTyn DL8.0 (WK12, K13, MIK14), DLL (MIKS, WIK5, NKT ©UNBTPLI

3, K14, DLL (MK, WIKS, UKT.

3, VK14, DLL (MK, 1IKS, UKT.
3, WIKL4 Tan korpona Bee

FDD-gucn Anckpeuonssii aocyn
CD-ROM gwckn IMckpewmonHif goctyn (o
CuureissTeny cuapT kapt

Ciamzpst v upossie hoToannapats: 3, VK1)
Ceressiz aganmepes ) (K12, VI3, kL4
Cercopel DLB.O (WK12, VK13, MK14, OMNEPATMBHOE ¥TPAB/IEHME
PagonrTepdeice Dnckpewnonnsii ocyn DLL (K5, WIS, UK7)

PCMCIA yerpoiicrea DIS. (MK12, VK13, K14

3, MIKL4), DLL (WIKS, VIS, VKT
3, Mk

Mpurmepst D
MpeobpazoBaHHisle CLEMHEIE HakonvTEM D
USB-Flash ancin D) 3, WIKL4
FDD-anckn DL8.O (MKI2, NKI3, MK14)
Mopre (COM u LPT Aunckpeunenisi aocryn DL8.O (MKI2, NKL3, MIK14), DLL (K5, WK, KT

Puc. 142. Kateropusa «KoHTponb ycTponcTe»

8,805599495535858155080080,



YnpasneHne KOHTPOMeM YCTPONCTB OCYLLECTBIIAETCA NPU NOMOLLM KHOMOK Ha naHenu [elcmaeus, a Takke

npy MOMOLLM KHOMOK, AyOnupyembix B KOHTEKCTHOM MeEHI0 Tabnuvubl, coaepaller OepeBO KracCoB
YCTPOWUCTB.

5.7.3 KOHTpOsnb NpuUHTEpPOB

Ha cTpaHvnue YnpaBneHue KOHTpoJieM pecypcoB B kateropun KoHTponb npuHTepoB (puc. 143)
dopmMUpyeTCcsi CMMCOK BCEX YCTAHOBMEHHbIX JECKPUNTOPOB Ha OTAENbHbIE MPUHTEPbLI, B TOM YUCre npasa
OOCTyna 1 HazHaJYeHHbIN ayauT.

KomnoHeHTEI

YNPAB/EHWE KOHTPONIEM PECYPCOB -
BEACTBUA

TnobansHele HACTPOikN ] [ KoHTponk ycTpoiicTs I KoHTpone npuHTepos JoGaswTe

Mpuntepn Mapamerpb ~ Bnapeney Tun mogyna Onucanne

Microsoft Print to PDF Jlnckpeumonneii gocryn APM (w1123H2-3) - Dallas Lock 8.0 MK13  DL8.0 (MK13: BupTyaneHeii npunTep
CUPS-BRF-Printer Juckpeynonneii gocryn APM (ubnt2004-ecu?) - Dallas Lock Linu... DLL (M1KG) Ceresoii npuHTep
DUNBTPBI

Mownck

Mapametpel  EBce

Dallas Lock 8.0 MK13

Dallas Lock Linusx K5

OMEPATUBHOE YNPABNEHWE

Cvnxponmsuposate

Puc. 143. Kateropusa «KOHTponb npuHTEPOB»

YT106bI HA3HAUUTL NpaBa AOCTYNa K KOHKPETHOMY MPUHTEPY, HEOOBXOANMO:

1. Buibpatb OB B AepeBe koHconu ELY v nepentn Ha Bknagky KomrnoHeHmsbl — KOHMposib pecypcos.
2. Tepentun B kaTeropmto KOHTpONb NPUHTEPOB 1 Ha NaHENW AENCTBUIA HaXaTb KHOMKy [lo6aBUTb.

3. Ha oakpaHe nosiBUTCA OKHO MacTepa pJobaeBneHust npuHTepoB (puc. 144). Bbibpate cnocob
nogkntoveHusa nob6asnsiemMoro npuHTepa:

e JlokanbHble npuHmepbl (ModkmnyYeHel kK APM e domeHe be3onacHocmu) — pna gobaeneHus
3anpalLvBaloTCsa BCE NOKarnbHble Y BUPTYarbHble NPUHTEPDI;

e Cemesnle npuHmepbl (nodkmodeHbl K APM 8 domeHe 6e3onacHocmu) — pnsa pobaBneHust
3anpalumBaloTCs BCE CETEBbIE MPUHTEPDI.

Ons wnaeHTuduKaumm ceTeBbIX MPUHTEPOB MNPUOPUTETHBIM SABMASETCA WCMNONb30BaHWe
npoTtokona SNMP, koTopbIn 4OmKeH ObiTb BKITKOYEH B HAcTponkax yctponctea. Ecnn SNMP
OTKIMOYEH, OyAeT NpMMEeHeH OOCTYMNHbIN METOA MAEHTUMUKaALUN NPUHTEPA.

Ons ToyHOW wmaeHTUdMKaLMM CEeTEeBOro MpuHTEpa Heo6XOOMMO NPOBEPUTb MOAAEPXKKY
npotokona WSD'® 1 oTKMo4YMTb ero B HacTporKax NpuHTepa, ecrnv 3To BO3MOXHO. B criydae

HEBO3MOXXHOCTU OTKMOYEHMST OydeT MpPUMEHEH [OOCTYMHbI MEeTOoA WAEeHTUdUKauum
npuHTEpPa.

15 wsb (Web Services for Devices) — 3TO NpOTOKON aBTOMAaTUYECKOro OOHapyXeHWS MPUHTEPOB B CETU, KOTOPbIV
He npegocTasnsieT MAC-agpec 1 MoXeT AMHaMmnyeckn MeHsTb IP-agpec.



O Mactep aoBaenenws npunTepos - ELY Dallas Lock *

Cnocob NoAKAKOUYEHUA NPHHTEROB

AobasAeHHBIE NPKMHTERB ByayT A0CTWNHBEL Ha APM C mogynasi Dallas Lock Linuwx v Dallas Lock 8.0

=
®) MakaneHee npuaTepenogeamyeds £ AP B aomede BesonacHocTi)

e
]

L/ CeTegble nprHTepei(noAknkYeHsl K APM B gomede BezonacHooTk)

OTM Sa

Puc. 144. Mactep ao6aBneHusi npuHTEpPoOB

[ns nepexopa Ha cneayloLWwun Wwar Haxkatb KHoMKy [danee.
4. BbibpaTb B AepeBe AOMEHA KOMMbIOTEPbI, K KOTOPbIM MOAKM0YEHbI NPUHTEPBI, U HaxaTb Janee.
5. BbIbpaTb NpuHTEpbI, ANA KOTOPbIX HEOOXOAMMO YCTaHOBWTL NpaBa JocTyna, U HaxaTb [Janee.

[Mpn ogHOBpeMeHHOM BbIGOpe HECKOMbKMX YCTPOMCTB B MacTepe AoGaBrneHus NpuHTEPOB
ONs Kaxgoro npuHTepa byaeT co3gaH n otobpaxeH B Tabnuue oTaenbHbIA 4eCKpUnTop.

6. Hactpoutb npaBa goctyna v ayauT. [ina 3aBeplueHus HaxaTtb FoToBo.

Heckpuntop Ha fobGaBneHHoe ycTponcTBoO nosiButcsa B Tabnuue. PopmaT 3HaveHus B none [IpuHmMepsbi
(voeHTndUKaTOp NpuHTEpa) OydeT onpedensATbcs TUMOM MpUHTEPaA W UHOPMaUMEN, MNOMYyYEHHON
C AaHHOro npuHTepa:

Ecnun nogkntovyaemoe yctponcteo asnsetca USB-npuHTepom, 3HadeHne GyaeT npvHumaTth B4
<ma_npuHTepa>|VID:<XXXX>|PID:<XXXX>|SN:<OKpaHMPOBAHHHN CEPUIHEN HOMep>,
Hanpumep, Xerox|VID:04B8|PID:1146|SN:ET%2D123%5F456.

Ecnu gnga ycTtpoincteBa He onpegeneH CepunHbI HOMep, TO BMECTO Hero OyaeT ykasbiBaTbCs
3HayeHne Hash(DevicelnstancelD+Port) gna mogynen C3WU Dallas Lock 8.0 n Hash(ID_PATH)
ana moaynenn C3U HCQO Dallas Lock Linux. NgeHTudmkatop npuHTepa B nogobHOM criyvae
OyaeT BbirnsaaeTb, Hanpumep, kak Xerox|03F0%2A4A|8D7E3F21|Hash:8D763144.

Mpy HEBO3MOXHOCTM NOMYYEHUS KAKUX-NTMOO AaHHbIX, MOMUMO UMEHMW NPUHTEpPA, MAeHTUdUKaLms
6yaeT NponsBOANTLCSA TOMbKO MO MMEHW MPUHTEPA U UMETb BUA <VMsa mnpuHTepa>, Hanpumep,
Xerox.

Ecnun nogkniovyaemMoe yCcTPOWCTBO SBMSETCSA CETEBLbIM MPUHTEPOM, 3HayYeHe OyaeT NpuHMMaThb
BUA <VMmsa nprHTepa> | IP: <XXX . XXX . XXX . XXX>|MAC: <XX:XX:XX:XX:XX:XX>, Hanpumep,
HPLaserJet|IP:192.168.1.100|MAC:00:11:22:33:44:55. [lpn HeBO3MOXHOCTU nony4yeHus |P-
n/vnn MAC-agpeca maoeHTUdUKauus 6yaeT Npou3BOAMTBECA MO MMEHW MPUHTEpa U UMETb BUA
<Mwmsi_npuHTepa>, Hanpumep, HPLaserJet.

Ecnn nopgkniovyaemoe yCTPOMCTBO SBMASIETCA BUPTyanbHbIM MNPUHTEPOM, 3HaveHue Oyget
npuHUMaTh BUA ID = <Vima npuHTepa>, Hanpumep, ID = Microsoft Print to PDF. NHble dopmaTbl
naeHTUdrKaumm K BUpTyansHbIM NPUHTEPAM HE NPUMEHUMBI.



MpuHTEPBLI, MOEHTUDULNPOBAHHBIE UCKIYUTENBHO MO MMEHW, MOryT ObITb AoGaBnEHbI

TONbKO Ha YPOBHE MoAyns. YnpaBrneHWe MpUHTEPOM B
NMPOU3BOAUTLCA TaK Xe, TONMbKO Ha YPOBHE MOAYIS.

OTKpbITb peaakTop NapaMmeTpoB NPUHTEPA MOXHO CrieayloLwyMu cnocobamu:

OaHHOM cnyvae 6Gygert

OBaxnbl LWWENKHYTb NEeBOW KHOMKOW MbILLN MO N3MEHAEMOMY NPUHTEPY,
BbI3BaTb KOHTEKCTHOE MEHI0 N3MEHAEMOWN NONTUTUKN U Bbl6paTb CBoWCTBa;

e  HaXaTb KHOMKY CBoiicTBa Ha naHenu [elcmeus.

Pe,El,aKTVIpOBaHVIe napameTpoB NpuHTepoB BO3MOXXHO TOJIbKO Ha TOM YypOBHE, Ha KOTOPOM

ObIn co3aaH AeckpunTop, NMGo Ha ypoBHE KopHs Aepesa [b.

5.8 Cucrema o6HapyXeHUs1 BTOpPXXeHUN

Ons nepexopga k pasgeny HacTpoek YnpaBrneHue komnoHeHTom COB HeoGxogumo Ha Bknagke
KomnoneHnmebi BeiOpaTb Cucmema obHapyxeHus emopxeHul. Ha cTpaHuue YnpaBneHne KOMMNOHeHTOM
COB MoxHO pepakTupoBaTb napameTpbl COB Ha ypoBHe Bcero [b, nocrne CMHXPOHW3aLUKM Ha Bcex
NOAYMHEHHBIX 06bekTax B [1b NpMMEHSIIOTCA yCTaHOBINEHHbIE HACTPOVKM (puc. 145).

Bonee nogpobHo o Cucteme obHapyxeHUs1 BTOpPXKeHU onucaHo B PykoBoacTtee no akcnnyataumm C3U
Dallas Lock 8.0 rnaBsa 16 n B PykoBogcTtee no akcnnyatauuun Dallas Lock Linux pasgen 4.13.

KomnoneHTsl

¥NPABNEHWE KOMNOHEHTOM COB

Mexcereeoil 3xpax e
- CHCTema KOHTPONA HakonwTeneil
Ceoaxa COB O6wwme nactpoin COB Cwi TV
Aosepennsie agpeca Kontpons npuaoxcermit Kowry KOHTPOAL pecypcoe
CrcTema 0GHapYKeHWA BTOPXEHHA
OcHoBHaAa uHdopmaumna w
Besonackan cpeaa COB (necouHuua)
CurHaTypsl Tpaguxa: AKTYANbHBI
CpeacTeo 0BHAPYKEHIA W PEarnpoBaHHA pobtee
WHankatopel komnpomerauun:  AKTYATIbHbBI
KoHTponk ceTesoro goctyna
XKypran coBbiTuii v
@) Curvarypet tpaduia () Ceressie aran () Mopospurensmas akrusHocs
Kommecrso sanpaumsseunic sanuceil 100 | TS
DunsTp N Bpemenn m 3a nepenio 3amecsy Mepwoa

Aaanepems  APM  Tunataxm  Agpecwcrounmka  PID  Monwsosarens  Kommerrapwii

Puc. 145. Bknagka «Cuctema o6HapyXeHuWsi BTOPXKEHUN»

LEACTBUA
Janycrums npouecc obnomnenia COB

JarpysuTs obnoanennn COB us daiina

J6HOBMTE

ONEPATUBHOE YMPAB/MEHUE
CobpaTh MypHant!

Cumxponmsuposats

YnpaBneHue cuctemon obHapyxeHusi BTopKeHun B ELIY peanusoBaHo ans moaynen
C3U HCQO Dallas Lock 8.0 1 C3U HCA Dallas Lock Linux, nepeknoyeHme ynpasneHus
Mexay MoAyrnsiMu OCyLLecTBsSeTCs B paboyen ob6nacTu BKnagky ¢ NOMOLLbIO BbiNagatoLwLero

Cruncka.

CoctaB [onycTUMbIX KaTeropu U napamMeTpoB Ans ynpasneHus Oyget

BapbnpoBaTbCA B 3aBUCUMOCTU OT MoayJ1A, ANnA KOTOPOro npon3soanTcA HaCTpOVIKa.

5.8.1 CBoagka COB

Ha ctpaHuue YnpaBneHue komnoHeHTom COB B kaTeropun CBogka COB oTobpakatoTcs uHdopmaums

06 o6HoBneHun COB u xypHanbl cobbitun COB ¢ knneHToB (puc. 146).

Ha ctpaHuue YnpaBneHue komnoHeHToM COB B kaTeropun CBogka COB BbigeneHo 2 pasgena:

e  OcHoBHas MHdopmaums;
e KypHan cobbiTui.



KomnoHeHTHI

=
¥MPABAEHWUE KOMMOHEHTOM COB Dallas Lock 8.0 ~
DEACTBMA

Ceopaka COE OBwme HacTpokikk COB Curnatypel - Hactpoliky 2BpHETHKM Zanyciue npoyecc obHoBAeHua COB

floBepenteie agpeca Kontpone npraoxemi Kontpone pesctpa JarpyauTb 06HoBAEHMA COB 13 daiina

ObnoBMTL

OcHoBHaA UHopmaL 1A ~
OMEPATUEHOE ¥MNPABAEHWE
CHTHaTYPEI TRA(HKA: AKT¥AMBHBI
MAPAMETPEI OBHOBIEHIA Moapotinee Cobpate HypHae!
WHaukaTops komnpomeTtag:  AKT¥AABHB]
CHHXPOHHUEMPOEBATE

XKypHan cobbITHA ~

‘= ~ s
® CHrHaTypel Tpaduka (O Ceresee araru () MogospuTensHaa AKTHEHOCTE
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Konuuecrteo sanpawmneaemescsanuced | 100

DAETP N0 BPEMEHK 3a Heageno 3a mecay, Meprog
20012026 200 MpumeHmTE
20012026 18:51
Jara v Epema APM Tun arakm Ajpec UCTOYHMKA PID Mo Ab K pUA

Puc. 146. Kateropus «CBogka COB»

Pasgen OcHosHasi uHghopmayusi, a Takke OencTBUs 3anyCcTUTb npouecc o6HoBMNeHus
COB 1 3anyctutb o6HoBneHne COB u3 danna naHeny MHCTPYMEHTOB AOCTYMHbI TONbKO
Ha ypoBHe KopHsi [lomeHa 6e3onacHocTu.

C nomoLbio KOMaHAbl onepaTuBHOro yrnpasneHns CuHxpoHusupoBaTb B kateropum CsBopgka COB
NPON3BOANTCSH CUHXPOHM3ALMSA BCEX MPOM3BEAEHHbIX HA CTpaHuue YnpaBneHue komnoHeHTom COB
HaCTpOeK.

Ha nanenu [Jelicmeusi [OCTYNHbI criedytoLlimne KoMaHabl OnepaTMBHOMO YNpaBneHus:

e 3anyctutb npouecc obHoBneHns COB — nossonsieT 3arpy3antb obHoBneHusa ¢ FTP-cepsepa
Unn 13 nokanbHoOM nanku Ans 6a3 pewatowmx npasun (ganee — BPI1) komnoHeHta COB B B
ELLY cornacHo 3agaHHbIM napametpam obHosneHus (puc. 148). MNpu nHMUuMMpoBaHMn KoMaHgbl
nosiensieTca okHo O6HOBNEeHWe 6a3bl pelwarowmx npasun komnoHeHta COB (puc. 147).



O QBHOBNEHWE Baskl PELUAKILLME NPaBMA KomMnoHerTa COB X

OBHOBAEHME 3ABEPLUEHD

Bpema Onepanua Tun mogyaa Paiin Pesynabrar
11:30:41 OfHoeAeHME 3anyLLEHD Ok
11:30:43 OBHOEARHME HACTRORK IEPMCTHKM Dallas Lock 2.0 HeuristicsParams.json  OK
11:30:43 OFAHOENEHME CUMHATYD KYPHANOE Dallas Lock 8.0 JournalSignatures.json OF
11:30:45 OEHOBAEHME CHIHaTYp Tpadkka Dallas Lock 8.0 TrafficSignatures json  OF
113057 OfHosAeHME CUrHaTyp Tpaduka Dallas Lock Linux weaf-brp-currenttangz OK
11:30:57 OfHoeAEHME NepeMeHHBE Tpadika Dallas Lock 2.0 SignatureVariables json OK
11:31:05 OfHoeneHMe MHAMKaTOpoE KoMnporeTauui Dallas Lock 8.0/Dallas Lock Linwe UeclocUpdate.zip Ok
11:31:05 OBHOEAEHWE SaEERLLIEHD Ok

Wrdoprauma 06 obHoeaeHMM

JofaeneHo curHatyp Tpadika: 0

OfBHOBNEHD CHrHaTyp Tpaduka: 17061
MPUAOAHEHIE Dropbox desktop software in use
MPUNOAEHIE GoTakdyPC startup
BLACKLIST URI snoymbIlLAeHHaA cobinka - MGBER. phpfo=TestUrl
BLACKLIST URI snoymblLneHHaa cobinka - gate.phpfguid=
BLACKLIST URI snoymbIlLAEHHEa CCBINKE - countaspimac=
BLACKLIST LRT 2 navmabineiuaa cokines - nesnlld1h sve =

3aKpEITE

Puc. 147. O6HoBReHue 6a3bl pelarolmnx npasun komnoHeHta COB

e 3arpy3utb o6HoBneHmsa COB u3 danna — nossonseTr BbiOpaTb NOKaNbHY AWPEKTOPUIO
Ons pasoBon 3arpy3ku obHoeneHuss BPI COB B B[ ELY. lMpu uHUUMMpOBaHUM KOMaHAbl
OTKpbIBAETCS OKHO 4115 Bbibopa gupektopuu ¢ hannamm obHoOBNEHUS.

B pabouenn obnactn pasgena OcHosHasi uHgopmauusi BblaeneHol nonsa CuzHamypbl mpaguka
n MiHOukamopbl KoMMpoMemayuu, KOTOpble MNO3BOMSAT MNOMy4YnTb MHdOpMauuio o6 akTyanbHOCTU
curHaTyp Tpaduka 1 MHOMKaTopoB KoMnpomeTauuu, nmetowimxea B 6 ELLY. lNMons umetoT ABa cOCTOAHUSA:

o AKTYAJIbHbl — Habop curHaTyp Tpadumka / MHOMKATOPOB KOMMpoMeTauun o6HOBWIICS,
C MOMeHTa OB6HOBMEHNSA NPOLUNO MeHbLUe, YeM ABe Heaenu;

e YCTAPEJIM — c moMeHTa nocrnegHero obHoBneHns Habopa curHaTtyp Tpaduka / HANKaTopoB
KoMmnpomeTauun npowno 6onbwe, Yyem ase Hegenu. lNpu Haxatum Ha kHonky YCTAPEIA
WHMLMMPYEeTCH KOMaHAaa onepaTMBHOIO ynpasrneHns 3anycTutb npouecc ooHoBneHuns COB.

Mpn HaxaTum kHonkn MopgpobHee nons [Mapamemps! 06HosneHus1 B pa3gene OcHosHas uHgopMmauus
OTKpbiBaeTca OokHO CocTtosiHMe OOHOBMNeHus 6a3bl pewarowmx npasun COB (puc. 148), B koTOpoMm
MOXHO HacTpouTb napameTpbl obHoBneHus BPI1 komnoHeHTta COB B B[ ELLY, a Takke nocmoTpeTb
uHdopmaumio o nocnegHem obHosnexHumn BPI1.



Paboyas obnactb pasgena KypHan cobbimuli COAEPXUT CNNCOK COBLITMI NO cpaboTaBLINM CUrHaTypam
W npousowewnm CeTeBbIM aTakam, a Takke 3apermcTtpMpoBaHHble COObITUS MOA03PUTENBHON
aKkTMBHOCTMW. Bbibop oTobpaxaemMoro cnvcka cobbiTui OCYLLECTBNAETCH C NOMOLLIbIO NepekrovaTens:
ecnu ansa ynpasfeHus KOMMOHEeHTOM CuctemMa OOHapyXeHus BTOPXEHWM BbibpaH MOAyrb
C3U HCA Dallas Lock 8.0 — pocTynHbl XXypHanbl kateropu CugHamypbsl mpaghuka, Cemesbie
amaku v lNodospumeribHas akmusHOCMb;
ecnu Ansa ynpaeneHusi KOMMoHeHTOM Cuctema oOHapyXeHWs BTOPXKeHMW BbibpaH Moaynb
C3U HCA Linux — gocTynHbl XypHanel kateropui CueHamypbi 1 Cemeabie amaku.

O CoctoaHne oBHOBNEHKA Baskl pellakouy: npasun COB
KHopmaLig of obHosAeHMKM Bassl peLuaroLLx Npasia A8 Moayael Dallas Lock 8.0

Hazsanue mogyaa COB Bperaa n gara Bepcua Cocroanwe Kommentapui

(JIBHOBAEHME HACTROEK IEPMCTHEN 200012026 15:53:31 1 Brntodeno  Basosoe
ORHOENEHME CHIHATYD ®YPHANOE 20.01.2026 15:53:31 10 BenrodeHo  3Hadumele ofiHOBNEHWA
QfHOBEAEHWE CHMHATYp Tpadiuka 20012026 13::53:33 197 Brnroueno  PergnapHoe ofiHoeAeHKE
(BHOEAEHKE NepEMEHHBE TpadKa 20.01.2026 15:53:33 1 Brntodeno  Basosoe

ORHOEAEHME MHAWKITOROE KomnpomeTauui 20012026 15:53:39 1 Benroueno  Basoeoe

KHopmaLia of obHoBARHMKM Baskl peLLaroLLx NpaBra A8 Mogyael Dallas Lock Linux

Hassanue mogyaa COB Bperaa n gara Bepcua Cocroanwe Kommenrapumi

OBHOBEAEHKE CHIHATYP Tpaduka 20.01.2026 15:53:33 101 Brntodeno  Basosoe

ORHOENEHME MHAWKATOROE KomnpomeTauui 20012026 15:53:39 1 Benroueno  Bazoeoe

HacTpoiiki 06HoBAgHIA Daskl pewarowyn: npasia COB, 1 B Tom umcne Gassl MHAMKATOPOE KOMIMPOMETALMN

PeryaapHocTe 0BHOBAEHMA

~
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HTTPS |updates.dallaslock.ru

JaKpeITh

Puc. 148. OkHo «CocTosiHue o6HOBMeHUA 6a3bl pewarwmx npasun COB»

5.8.206wme HacTponku COB

Ha ctpaHuue YnpaBneHne komnoHeHtom COB B kateropum O6wme Hactpounkn COB perynupytotcs
HaCTpoOWKK, kacawuwmecs 3HadeHuin nonutuk COB, a Takke HekOoTopbliX napameTpoB obHoeneHus COB

ansa cuctembl ELLY.

Bo3moxxHoe 3HayeHne nonuTukn: «Bki./Beikn.». [0 yMon4yaHuio 3Ha4YeHne JaHHOW NONUTUKN: « BKIT.».
MonuTuka No3BonsAeT BKMOYaTb U OTKNIOYATb CUrHATYPHBLIN U 3BPUCTUHECKMI aHanns, NCNonb3yoLwmin

MapameTpbl, KoTOpble ynpaBnstoT o6HoBneHnem BPI1 B B[ ELLY, oTobpaxaeTcs Tonbko Ha

ypoBHe KopHsa [b.

Ta6bnuua 24. O6wue HacTpoiku COB

AHanu3s xypHanos OC

XypHarnbl OC 1 NpunoxeHun.



MonnTrka NpUMeHsieTCs Ha MoAYNAX:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.
AHanus3 curHaTtyp atak B ceTeBoM Tpadmke
Bo3moxxHoe 3HauyeHne nonuTukn: «Bki./Bbikn.». [0 yMOn4YaHuio 3Ha4YeHne AaHHOW NONUTUKN: « BK/T.».

MonuTuka no3BonsieT BKIOYATb U OTKMOYATb CUrHaTYpPHbIA 3BPUCTUYECKMIA aHanu3, UCMOMb3yOLMNA
KypHan Tpacdwmika.

MonuTunka NnpumeHseTca Ha MoaynaxX:
e C3MU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.
Ayaut: loC
Bo3moxxHOe 3HavyeHune NoNuTUKN: « BKr./Bbik.». 10 yMOnN4aHuio 3Ha4yeHne 4aHHOW NOMNUTUKN: « BKi.».
Monntuka npumeHsietcst Ha mogynsx C3U HCA Dallas Lock Linux.
AyaunTt: nsmeHeHue napametpos COB
Bo3moxHoe 3HaveHune NnonuTukn: « Bkr./Beik.». 10 yMONYaHuoo 3Ha4yeHne JaHHOW NOMNUTUKN: « BK.».
Monutuka npumeHsieTcst Ha moaynsx C3U HCA Dallas Lock Linux.
AypuT: cpabaTrbiBaHMe XXypHalibHbIX CUTHaTYyp
Bo3moxHoe 3HaveHune nonuTukn: « Bkr./Beiki.». 10 yMONYaHuoo 3Ha4YeHne 4aHHOW NOMNUTUKN: « BKr.».
MonuTtunka npumenseTca Ha moagynsx C3U HC[ Dallas Lock Linux.
AyauT: cpabaTtbiBaHMe curHatyp Tpaduka
Bo3moxHOe 3HaveHune NonuTukn: « Bkr./Bbiki.». 1o yMONYaHuio 3HavyeHne gaHHOW NOMNUTUKN: « BK.».
Monutuka npumeHsieTcst Ha moaynsx C3U HCA Dallas Lock Linux.
AypuT: cpabaTbiBaHMe 3BPUCTUK
Bo3moxHOoe 3HaveHune NonuTukn: « Bkr./Bbiki.». 1o yMONYaHuio 3HavyeHne gaHHOW NONUTUKN: « BK.».
MonuTtunka npumenHseTca Ha moagynsx C3U HCQ Dallas Lock Linux.
BnokupoBaTb CHATUE CKPUHLLOTOB No Knasuwe PrintScreen
Bo3moxHoe 3HaueHve NonuTukK: « Bki./Bbikn.». 10 yMOnYaHuio 3Ha4yeHne JaHHON NONMUTUKN: « BbiK.».

BknoyeHne nNOMMTUKM MNO3BONSET ONOKMpoBaTb NPOLLECC KOMMPOBaHMSA W300paXeHus TekyLlero
COCTOSIHMSA 3KpaHa B Oydep obmeHa npu HaxxaTum knaeuwwim Print Screen.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
BnokupoBka oTnpaBku Tenemetpumn Windows

Bo3moxHoe 3HayeHue nonutuku: «7 cymok», «10 cymok», «30 cymok» wn «He ucnonb3yemcs». o
YMOMYaHu1Io 3Ha4YeHe AaHHOW NONUTUKKU: «He ucronb3yemcs».

Monntuka npegHasHayeHa AN orpaHuMdeHus cbopa AMarHOCTMYECKUX OaHHbIX M UX OTMPaBKM Ha
cepBepbl Microsoft, ¢ BIGopom nepnognyHoCT aBTOMaTUYeCKoro 0OHOBNEHUS ¢halnos.

MonuTtuka npumeHsietca Ha moagynsix C3U Dallas Lock 8.0-K/C.

Bknountb cucteMy o6HapyXeHUsA BTOPXKeHUM
Bo3moxxHoe 3HayeHne nonuTukn: «Bki./Beikn.». [0 yMon4yaHuio 3Ha4YeHne JaHHOW NONUTUKN: « BKIT.».
MonnTtrka no3eonseT BktoyaTb U oTkmoyaTe COB.

MonuTunka NnpumeHsieTca Ha MoaynaX:
e C3W Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

3aHOCUTb B XXypHar NOsINTUK NPOBEPKU HaNU4YnMsi OGHOBMNEHUN
Bo3moxHOoe 3HaueHve NonUTUKK: « Bki./Bbiki.». 10 yMOnYaHuio 3Ha4yeHne JaHHON NONUTUKN: « BbiKri.».

BkrloyeHMe MONUTUKM MNO3BONSIET BECTM YYET MPOBEPOK Ha Hamnuume OOHOBMEHUA B XypHane
ynpaBneHusi NONUTMKaMW.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.



3awumTta oT BUpPYCOB W pOBanbLMKOB

BoamoxHOe 3HauveHue MONUTUKU: «Pexum ayduma», «AKMUBHBLIU Pexum», «AKMUBHbIU Pexum ¢
oyucmkoli», «AKMUBHbIU pexum ¢ eoccmaHogneHuem» W «He ucnonb3yemcsi». o ymonyaHuio
3HaYeHVe AaHHOW NOSNUTUKN: « AKMUBHBIL PEXUMY .

MonuTuka No3BONSIET OCYLLECTBMATL HACTPOMKY MeXaHW3Ma 3aliuTbl OT BUPYCOB-LUMGPOBANbLUNKOB,
KOTOpLIN HaleneH Ha obHapyXeHNe HEN3BECTHbIX aHTUBMPYCHbIM B6aszam BpegoHOCHLIX NporpamMm Mo
NX NOBEAEHUIO.

MonuTtnka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

UcTo4yHuK oGHOBNEHUN
Monntuka nossonseT 3agatb UCTOYHMK 0B6HOBREeHUsA BPI. MoXHO yCTaHOBUTbH MCTOYHUK OGHOBNEHNS C
cauvta (tun HTTPS) nnn n3 nanku (tun lanka).

Mo ymonuyaHuio Ansa gaHHOM NONMTUKM yKa3aH UCTOYHKK updates.dallaslock.ru/Update ¢ Tunom HTTPS.
Ons Tuna [Marnka agpec NCTOYHMKA NO YMOMYaHWIO He 3adaH.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
UcTo4yHuK oGHOBNEHUN

MNMonutnka no3BonseT 3agaTb UCTOYHUK oOHoBReHus BPI. B kayecTBe UCTOYHMKA OOHOBMEHUS MOXHO
yKasaTb Kak MyTb K NlOKanbHOMY apxuBy, Tak n Beb-agpec.

Mo ymonuaHuMio Ona paHHOW NoNUTMKM ykasdaH agpec updates.dallaslock.ru/WafUpdate/waf-brp-
current.tag.gz ¢ Tunom HTTPS. [Ina Tuna Apxug no yMOMn4YaHuio agpec UCTOYHMKA He 3adaH.

Monutuka npumeHsietcs Ha moagynsax C3U HCA Dallas Lock Linux (MK5).
UcTo4YHUK OGHOBNEHUM

Monutnka nosBonsieT 3agaTtb UCTOYHMK OOHOBREHUS CUrHaTyp Tpacbvn(a. B kayecTBe WCTOYHMKA
0OHOBNEHNST MOXHO YKa3aTb KaK NyTb K JIOKaJiIbHOMY apXuBy, Tak 1 Be6-ap,pec.

Mo ymonyaHuio Ans 4aHHOW NONUTUKKU yKa3aH agpec Ans 3arpysku curHatyp Tpaduka ¢ oduumnansHOro
canta OO0 «KoHdumaeHT»: https://updates.dallaslock.ru/WafUpdate/waf-brp-current.tar.gz.

Bbibop nokanbHO pacnonioXeHHOro apxvmBa ANs 3arpy3ku Habopa curHaTyp Tpadmka
(Mo HaxxaTUo KHOMKM YKa3aTb pacnosioXXeHue B OKHE HACTPOWKW MOMUTUKMA) BO3MOXEH
TOnbKO Npu paboTte ¢ koHconbto ELLY, yctaHoBneHHon Ha OC cemencTea Linux.

MonuTtnka npumensetca Ha moaynsax C3U HCL Dallas Lock Linux (UK6).
KoHTponb npunoxeHumn

Bo3moxHoe 3HavyeHune NonuTukn: « Bkr./Beik.». 10 yMONYaHuoo 3HavyeHne 4aHHOW NONUTUKN: « BKr.».
MonuTunka no3sonseT BKNoYaTb N OTKNOYaTb PYHKLUNOHMPOBAHNE KOHTPONS NPUINOXEHWNN.
MonuTtunka npumenHsetca Ha moaynsax C3U Dallas Lock 8.0-K/C.

MacknpoBaHue gatumka COB

Bo3moxHoe 3HaueHve NonuUTUKK: « Bki./Bbiki.». 10 yMOnYaHuio 3Ha4yeHne JaHHON NONMUTUKN: « BbiK.».

MonuTnka nosBonsieT CKpbiTb Hanuyine pgatdnka COB anst nonb3oBaTenen, He WMMEKLWUX Mnpa.
Ha NPOCMOTP M u3MeHeHne HacTpoek COB. [ns Takux nonb3oBaTenenm He OyayT NOSBNATHCS
yBegomneHus COB, a Takke B MeHI0 3Ha4vka 6nokupoBku ckpoetcsa nyHkT COB.

Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.
HacTpoiikn onoBelleHnsi KOHTPONA NPUITOXKEHUN

[nsa ynpaBneHus OOCTYMHbI crneaytoLlimne anemMeHTsl (puc. 149):

e yekDOKC Bkmoyumb orogewjeHUe KOHMPOsS [MPUIOXEeHUU — BKMAYaeT HaCTPOWKY
onoBeLlleHus B Tabnuue Hxke (Npu OTKMOYEHHOM YeKOOKCe OcTanbHble NapamMeTpbl NOMUTUKK
HeZOCTYNHbI ANa pefakTnpoBaHus). Mo ymonyaHuio 4ekbOoKC He aKTUBUPOBaH;

e Tabnuua c npaBunNamu Ans KOHTPOMNS NPUNOXEHUA N MOPOrOBLIMU 3HAYEHUAMMU:

e cTonbey CucmemHble ChyHKUUU MPUMIOXKEHUST — COOEPXUT (PUKCUPOBAHHLINA CMUCOK
CUCTEMHbBIX (PYHKLMI, a Takke YeKOOKChbl AN BKIHOYEHMA/BBIKITIOYEHMS onoBeleHuns. Mo
YMOJTYaHMIO BCE YEKDOOKCHI BbIKITHOYEHbI;

e ctonbel [lopoe Onsi UHOPMaUUOHHO20 OroseweHUss 8 OeHb — TMofe Ans BBOAA
YMCIOBOrO 3HAYEHUA, JONYCTUMbIE 3Ha4YeHUs: OT «O0» 00 «9997». 3HauyeHre NO yMOnYaHmto
ansa Bcex pyHkunn: «50»;


https://updates.dallaslock.ru/WafUpdate/waf-brp-current.tar.gz

ctonbeu lNopoe Onsi onoseweHull 06 onacHol akmugHocmu 8 OeHb — none Ans BBoAa
YMCNOBOrO 3HAYEHUS, AOMYCTUMbIE 3HAYEHUS: OT « T» A0 «9998». 3HayYeHMe No yMon4aHuio
onsa scex dyHKumn: «700y;

ctonbeu [lopoz Onsi UHOPMaUUOHHO20 OrogeuwleHUs 8 Hedenno — MNofe Ansa BBOAA
YUCMOBOMO 3HA4YeHus, JAOMYCTUMbIE 3Ha4yeHus: OT «2» A0 «99999». BHayeHue
no ymMonyaHuio ans Bcex pyHkumi: «350»;

cton6el lNopoe dns onoseuw,eHull 06 onacHolU akmueHOCMU 8 Hederto — none Ans BBoaa
UMCIIOBOrO 3HaYeHusl, OOMyCTUMble 3Ha4yeHus: oT «3» go «710000». 3HaveHue no
yMOM4YaHuio ans Bcex yHKUumn: « 700».

Peﬂ,aKTMpOBaHMe NOpPOroBbIX 3Ha4YeHun OocyulecTBndAeTCd no E,BOVIHOMy KIMMKY Ha FIHGVIKy.

O HacTpoikm 0NoEeLEHA KOHTPOAA NPUADXEHME s

B BRAKIHUTE ONOBELLEHME KOHTPONA NPHADKEHWE

D Mpaeuna AnA KOHTPONA NPKADKEHWE MNopar gna und... Mopor gna ono... MNopor ana wei... Mopor ana onose..
D Fogndukanma namatk 8apa © NOMOLERD 50 100 350 Tno
D Bomos diyHkumm SetinEventHook ana sneapenm., | 50 100 350 oo
D Bezos dyHkyr SetWindowsHook ana snegpedn.,. 50 100 350 ion
D Beos diyrkumm SetThreadContext gna sHegpenm.,, | 50 100 350 oo
D B0 diyHKUMKM AN pafioTel ¢ namATel Syxoro .., | 50 100 350 oo
DBbBDB tyHkumn DupHandles gna pafiote c.. 50 100 350 Ton
D Beos diyHKUMM AN COZAaHMA NOTOKE & dykom ... 50 100 350 oo
DBbIBDB YHKLMM NOTOKE B Yy 0M NpOLecce 50 100 350 oo
D ¥NPEABAEHME Yy MM APOLECCOM © NOMOLLBH ... 50 100 350 oo
D lHCTannaumra gpaieepa 50 100 350 oo
D anyck Apadeepa 50 100 350 oo
D Muctannsuua cryxfol 50 100 350 oo

—i. : . - S -

MprmMeHKTE OTmena

Puc. 149. Hactpoiika onoBeLleHWsi KOHTPONSA NPUINOXEHUN

3HaveHns B ctonbuax ¢ NOPOroBbIMK 3HAYEHUAMU 3aBUCAT APYr OT Apyra: 3HayeHue B
Kaxgom cTonbue AOIMKHO MpeBblllaTb 3HayeHue neBoro cronbua, HO He npeBbiwaTtb
3HayeHve npaBoro cronbua. HapyweHwe paHHOro npaBunia MNpu BBOAE 3HaAYEHWUN
npvBeaeT K oLumbke.

MonuTunka No3BoNseT NPOU3BECTU HACTPOWKY OMOBELLEHUI A1 KOHTPOS NMPUITOXKEHWIA.
MonuTtuka npumeHsietca Ha moagynsix C3U Dallas Lock 8.0-K/C.

HacTtpownkn cnucka 61noKMpoOBOK

[nsa ynpaBneHusa OOCTYMHLI crieayowme anemeHTsl (puc. 150):

YekbOKC Bkmoyumbs  ucronb3ogaHue ¢halinnoe brOKUPOBKU —  BKIHOMAET HaCTPOWMKY
MCnonb3oBaHua annos OMOKMPOBOK (MPM OTKIOYEHHOM 4Yekbokce napameTpbl MOMUTUKK
He[oCTYNHbl AN peaakTupoBaHus). 1o ymonyaHuio YekGOKC He aKTMBUPOBaH;

BbliNagawoLlwmin cnnucok Yacmoma onpoca — COAEPXMUT 3HaveHus « 1 yacy, «2 4acay, «3 Jyacay,
«6 Yacoe», «8 yacoe», «12 yacoe», «1 cymku» n «2 cymok». 3HadeHue No ymonyaHuwo «17
Cymku»;

Tabnuua ¢ agpecamu dannos ONOKMPOBKM:

ctonbeu Adpec ¢halina — copepXut agpeca hannoB OMNOKMPOBKM, a Takke 4eKOOKCbI
Ons akTMBauuu;
MoxHo gobaBnaTb cnegyoLlme TUnbl agpecoB annos:

e [ans (hannoB Ha cepBepe B ceTn MHTepHeT http(s)://<Site>/<fileName>.txt;

e [ns ¢annoB Ha xecTkoM ancke <Drive>:\<Path>\<fileName>.txt;

e Onsa gannoB Ha ceTeBomM aucke \\<Server>\<Path>\<fileName>.txt.

ctonbey AyOum — no3BONSIET BKMAOYATb ayauT C MOMOLLBI YeKBOKCOB ANsl YKasdaHHbIX
hannos 6NOKMPOBOK;

kHonka U3MeHuTb, No3BoNAIOLWLAas UBMEHUTb aapec BoiOpaHHOro ganna;
KHOMKM YAaanuTb 1 Yaanutb Bce, NO3BOMSIOWME YAANUTL OQUH UK cpa3y Bce agpeca;



e «kHonkn [o6aButb URL u [do6GaButb chamn, nosponsowme [obaBnATb HOBbIA agpec B
Tabnuuy.

O Hactpodkn cnkcka BRokWposok X

D BKAMHWTE MCNOABEIDBaHKE hadn0E BAOKMPOEKK

YacToTa onpoca:

B Agpec paidna * M Ayqen Aotaswre URL
httpedfupdates.dallaslock.ru/BlockList/dshieldbl bt fobaeuTts dakin
httpe/fupdates.dallaslock.ru/BlockList/etcomprormised tt
httpeffupdates.dallaslock.ru/Blocklist/shdrop.tt
httpeffupdates.dallaslock.ru/BlockList/shedrop bt

hittpe/fupdates.dallaslock.ru/BlockList/sslabuseiplistbd

MpumeHKTE OTmMera

Puc. 150. HacTpoiika cnucka 6110KMpOBOK

MonuTuka nos3BondeT BKMYATb W OTKMAKYATb WCMOMb3oBaHWe (annoB OGMOKMPOBKKU, YNPaBnATb
cocTtaBoM pannos 6MOKMPOBKM M HYACTOTOM MX onpoca.

Monntuka npumeHsieTcs Ha moagynsax C3U Dallas Lock 8.0-K/C.

He 3aHOCUTbL NOBTOPbLI B XXYypPHan KOHTPONS NPUIIOXKeHUN
Bo3moxxHoe 3HayeHne NonuTukn: «Bks./Bbikn.». 10 yMON4YaHUIo 3Ha4YeHne AaHHOW NONUTUKN: « BK/T.».

BknoyeHne nonuTukn nossonseT (punbTpoBaTb NOBTOPSIOWMECH OOHOTUMHbIE COBLITUS B XypHane
KOHTPONS NPUMOXEHNN.

Monutuka npumeHsieTcst Ha moaynsax C3U Dallas Lock 8.0-K/C.
ObOHoBNEeHMe geTeKkTopa aTak
Bo3moxxHoe 3HayeHue NoNUTUKK: «Bkr./Bbikn.». o ymon4yaHuio 3HayeHne 4aHHOW NONUTUKW: « BbIKI.».

BknoyeHne n oTknoyeHve OOHOBMEHUSA AeTekTopa aTtak (HacTPOWKU 3BPUCTUKM) MPU PYYHOM UIK
aBTOMaTU4ECKOM OBGHOBIEHUN.

MonuTtuka npumeHsietca Ha moagynsix C3U Dallas Lock 8.0-K/C.
O6HoOBMNEeHne HacCTPOeK IBPUCTUKU
Bo3moxHoe 3HayeHne NonuTukn: «Bki./Beikn.». 10 yMonyaHuio 3Ha4YeHne AaHHOW NONUTUKN: « BKIT.».

BkntoueHne u oOTKNOYeHMEe OOBHOBNEHUsI rnodarnbHbIX HACTPOEK 3BPUCTUKM MPU  PYYHOM UMK
aBTOMaTU4YEeCKOM OOHOBMEHUN.

Monutrka NpuMeHseTcs Ha:
o cnyxby ELLY;
¢ mogynsx C3U Dallas Lock 8.0-K/C.
OGHoBRNEeHMe nepeMeHHbIX Tpaduka
Bo3moxxHoe 3HayeHne NonuTukn: «Bki./Beikn.». [0 yMonyaHuio 3Ha4YeHne AaHHOW NONMUTUKN: « BKIT.».

BknoyeHne n oTknoyYeHre OOHOBMEHUSA MepeMeHHbIX Tpaduka npyv PyYHOM WM aBTOMAaTUYECKOM
OOHOBIEHUN.

MonuTtuka NnpuMeHsaeTCcH Ha:
e cnyxby ELY;
e mogynsx C3U Dallas Lock 8.0-K/C.
O6HOBREHUe cUrHaTyp XypHarnos
Bo3moxxHOe 3HavyeHune NonuTukN: « Bkr./Bbiki.». [0 yMONYaHuio 3HavyeHne JaHHOW NONUTUKN: « BKr.».

BknoyeHne n oOTKMOYeHMe OOHOBMNEHUS CUrHaTyp XXYpHamnoB MNpyv PyYHOM WM aBTOMaTMYECKOM
OOHOBIEHUN.



Monntrka NpuMeHsieTcst Ha:
e cnyxby ELLY;
e wmoaynsx C3U Dallas Lock 8.0-K/C.
O6HoBMeHne curHaTtyp Tpacpumka
Bo3moxxHoe 3HauyeHne nonuTukn: «Bki./Bbikn.». [0 yMOn4YaHuio 3Ha4YeHne AaHHOW NONUTUKN: « BK/T.».

BkroyeHne u oTkNtoYeHne OOHOBMEHUSI cUrHaTyp Tpadmka npyv PyYyHOM UMM aBTOMaTMYECKOM
obOHOBMEHUN.

Monutnka NpuMeHsieTcs Ha:
e cnyx6y ELLY;
e MOAynaX:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

Mepuop 6GNokupoBKU

[ns ynpaBneHusi JOCTYMHbI criegytolimMe 3reMeHTbl: nepekniovaTenn 3abriokuposamb Ha 8peMsi W
3abnokuposameb Hascezda. INpn Bbibope 3abnokmpoBaTb Ha BpeMsi AOCTYMNHa HacTpoOWKa BPEMEHU
6nokupoBku B hopmate Y4:MM, 3HauyeHne no ymonuyaHuo 3abriokuposaHo Ha 8pemsi — 15 MUHYT.

Monutuka oTBeyaeT 3a Bpems 61OKMPOBKM OOHAPYXEHHOIrO0 NCTOYHMKA aTaku.

MonuTuka NnpumMeHsieTca Ha Moaynsax:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

MpoTtokonupoBaHue cobbiTn COB

Ons ynpaBneHus [OCTynHbl cnegyowme anemeHTol: Cnncok cobbiTnii ANd NpPOTOKONUPOBAHMS C
Yyekbokcamu.

MonuTtuka no3sonsieT BbibpaTh pernctpmpyemble cobbiTnsi 06 nameHeHun koHdurypaumm COB.
Monuntuka npumeHsieTcst Ha moagynsax C3U Dallas Lock 8.0-K/C.

PacwmpeHHoe onpeaeneHue atak nogMeHbl agpecos
Bo3moxHoe 3HaueHve NonuUTuKK: « Bki./Bbiki.». 10 yMOnYaHuio 3HavyeHne JaHHON NONMUTUKN: « BbiK.».

BkrtoyeHve NonuTUKU NO3BONSET MUHUMU3NPOBATL NOXHbIE cpabaTbiBaHWs 06GHAPYXeHUS1 HEKOTOPbIX
atak npu nonyyeHuMM ceTeBbIM afanTepoM MNaKkeToB, aApeCcOBaHHbIX HE TOSIbKO HEMOCPEeACTBEHHO
JaHHOMY afanTepy.

MonuTtuka npumeHsietca Ha moagynsix C3U Dallas Lock 8.0-K/C.
PerynsapHocTb OOHOBNEeHUM

Bo3MoxHOe 3HaueHue NonuTUKKN: « BbIKTYeHo», «Pa3 8 cymxu» n «Pa3 e dge Hedesu». o yMonyaHuio
3HaYeHVE AaHHOW MOMUTUKU: « BbIKITIOYEHOY.

MonuTuka oTBeYaeT 3a perynsipHOCTb aBTOMaTUYECKOro 0GHOBNEHNUsI curHaTyp Tpadwmka.

MonuTuka NnpuMeHsieTcs Ha MoaynsaxX:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

CUHXpPOHM3UpPOBaTb CNUCOK AOBEPEHHbIX agpecoB
Bo3moxxHoe 3HayeHue NoNUTUKK: « Bk./Bbikn.». o ymon4yaHuio 3HayeHne AaHHON NOMNUTUKW: « BbIK.».

MonnTrka No3BoNSET BKIHOYATL/OTKIOYATh CUHXPOHM3aUUIo CNincka AOBEPEHHbIX agpecoB mexay ELY
n MOAaynsiMu.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
YpoBeHb GIIOKMPOBKHM
Bo3moxxHoe 3HayeHne nonutuku: ot 7 go 10. o ymonyaHuio 3HayeHne AaHHON NONUTUKK: « 10».
3HayeHne JaHHOW MOMUTUKMA OOJMKHO ObiTb HE HWKE YCTaHOBMEHHOrO 3HadeHus ans

NOMUTUKM YpOBEHb XypHanupoBaHus. [lpu HapyweHwM pfdaHHoro ycnosus 6yger
BbIBEJEHO COOTBETCTBYHOLLEE coobLleHne 06 oLnbke.

Monutuka oTBEYaeT 3a konnyecTso 6annos, npu Ha6ope KOTOpPbIX npowsoﬁp,eT pearnpoBaHMe Ha aTaky.



MonuTunka NnpumMeHsieTcs Ha MoaynsaxX:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

YpoBeHb XypHanupoBaHusA
BosmoxHoe 3HaveHne nonutuku: ot 1 go 70. Mo yMonyaHuio 3Ha4YeHne AaHHOW NONUTUKN: « 7».

3HayeHne OaHHOW MOMUTUKM He OOSMKHO NpeBblllaTbh YCTAHOBMEHHOE 3HayeHue Ons
nonuTUkM YpoBeHb BrnokmpoBku. Npu HapylieHum JaHHOro ycrioBust 6yaeTt BbiBe4EHO
COOTBETCTBYIOLLIEE cOOOLLeHMe 06 oLmbke.

Monntrka oTBeYaeT 3a Konm4ecTBo 6anmnos, NpPn KOTOPbIX npomsoﬂ,qu pearmpoBaHne Ha aTaky.

MonuTuka NnpumMeHsieTca Ha MoaynsaxX:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

3BpucTnyecknmm aHanms COB
Bo3moxHoe 3HavyeHune NnonuTukn: « Bkr./Beik.». [0 yMON4YaHuoo 3HavyeHne 4aHHOW NOMNUTUKN: « BK.».
MonuTuka no3BonseT BKOYATb U OTKIMIOYaTb GIIOKMPOBKY aTak Ha MPOTOKOSbl U CKAHMPOBaHWE MOPTOB.

MonuTuka NnpumMeHsieTcs Ha MoaynsaX:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

5.8.3 CurHartypbl

Ha cTtpaHuue YnpaBneHue komnoHeHToM COB B kateropuu CueHamypbl perynupyroTcs HacTPOMKM,
kacatowimecs curHatyp COB mogyneinn C3U Dallas Lock 8.0-K/C n C3U HC[, Dallas Lock Linux.
KaTeropvm peanu3oBaHa B Buae BbiNagakollero crnmcka, cocrtodAwero u3 crnegyrwmnx BIIOXEHHbIX
KaTeropun:

e CueHamypbl XypHaroe — npefHasHayeHbl ANs aHanusa >xypHanoB Windows u XypHanos
aHTuBupyca Kaspersky Endpoint Security;

e  CuzHamypbl mpacghuka;

e CuesHamypbl: rnepemeHHble mpaguka (ons wmogynen C3U Dallas Lock 8.0-K/IC) —
npegHasHaveHbl 4N HACTPOWVKM NepeMeHHbIX B curHaTypax Tpaduka.

lMonHoe ynpaBneHue curHatypamu (cosgadHue, yaaneHne, pegaktmpoBaHune 1 T.4.) AOCTYNHO
TONbKO Ha YpOBHe KopHA [b.

Ha ypoBHe rpynnbl, noarpynnel, APM n mMoagynen [OCTyrneH TONbKO MPOCMOTP ChMCKa
CUTHATyp C UX 3HaAYEeHUAMW, a TaKkKe YyrpaBreHne COCTOofHWEeM curHaTtyp (aktmeaums /
AeakTusauus) U HacnegoBaHWEM COCTOSIHUS.

Pabouyasa obnacte kateropum CusHamypbl COOEPXUT CMUCKM CUTHATyp AOMEHa C YCTaHOBMEHHbLIMU
3Ha4yeHuaAMK. CNNCKM cUrHaTyp SBNATCA eanHbIMU ANS BCEro JOMeHa.

YnpaBneHne CNMCKOM CUrHaTyp OCYLUEeCTBMASieTCA komMaHgamu Ha naHenu Jelcmeus wnu depes
KOHTEKCTHOE MeHI0 paboyen obnactu cnmcka curHaTyp.

Ons cnucka curHatyp [[OCTyneH MOWCK MO KMYEBbIM CroBaM MOCPEACTBOM NaHenu @uibmpbi.
Ans curHatyp Tpaduka Takke JOCTynHa unbTpaums No napameTpam.

Mpy uHMUMMpOBaHUM kOoMaHabl 3arnycmume npouyecc obHosneHus COB Ha Bknagke Ceodka COB
npoucxoguT obHoBneHue TUNOBbLIX wWwabnoHoB curHatyp COB pna Bcero OB, npepoctaBnsieMbix
komnaHnen OO0 «KoHduaeHT». OGHOBNEHNE NPOM3BOAUTCS CrieayoLmMM 06pasom:

e HOBble TUMOBLIE LWABMOHLI CUTHaTYp, NpuLealne ¢ 06HOBNEHEM, LOOABNAITCS;

e CO3[aHHble Nofb30BaTeNEM CUrHATYpbl HE YAANAKTCA U ocTaloTca 6e3 M3MEHEHUN;

e N5 CYLLECTBYIOLMNX TUMOBLIX LWABIOHOB cuUrHaTyp Tpadmka — 0GHOBNAETCA TONbKO MHpopMaLms
ckpbiToro pasgena Codepxumoe. Hactpoviku pasgena O6uwjue U COCTOSiHUE CuUrHaTypbl
(akTMBHa/OeakTUBMPOBaAHA) HE N3MEHSIOTCS;

e [ONS CYLWECTBYIOLMX TUMOBLIX LWAGMOHOB CUrHATYyp XXypHanoB — [00aBnstoTCs TOMNbKO HOBble
TUMNOBbIE CUTHATYPbI, NS YXKE CYLLECTBYIOLUX CUTHATYp HACTPOMKM HE U3MEHSIHOTCS;

e [ONS CyLIeCTBYIOLMX TUMOBbLIX LAOMOHOB NEpPEMEHHbIX Tpaduka — [o0aBnsAlTCA HOBble
nepemMeHHble, NS YXXe CYLLECTBYIOLLMX NEPEMEHHbIX HACTPONKM HE M3MEHSIIOTCS.



TunoBble WabnoHbl cMrHaTyp — LWabnoHbl TUMOBbLIX CUTHaTYpP, NOCTaBMSEMblE KOMNaHWEN
OO0 «KoHtmaeHT», KoTopble 6binM 3arpyxeHbl npu yctaHoBke ELLY unu nonyyeHbl c
cepBepa npu obHOBNEHNU (MMEIT YHUKanbHbIM naeHtudgukatop meHee 100 000).

Monb3oBaTenbckMe CUrHaTypbl — CWUrHaTypbl, CO3[AaHHble Monb3oBatenemM (MMerT
YHUKanbHbIM naeHTudmkatop 6onee 100 000).

CurHaTtypbl XXypHanoB ans moayneun C3U HCLl Dallas Lock 8.0-C/K

B pabodyeint obnactu BrnoxeHHow kateropuv CusHamypbl XypHamo8 CIUCOK CUrHaTyp >XypHanos
W CBEAEHMNs O HUX oToBpaxaloTcsa B BUAE APEBOBUAHON CTPYKTYpbI (puc. 151).

KomnoHeHThl

YMNPABAEHWE KOMMNOHEHTOM COB Dallas Lock 8.0 v =
DEACTBMA

Ceogka COB Obwme HaeTpokikn COB CUrHATYp bl YPHANOE HacTpokiku 3BpucTHicd

AobaeuTs

foeepeHHEIz agpeca KoHTpONE NpURoXeHMi KoHTpone peectpa

Onucaue ID curnatypel *  Craryc cobbitua ¥poseHs Tpesori  “actora cpal
@ rpynna npasan Windows 1 Bre
@ rpynna npasin KES 116 Bee
@ YCTapenu 117 Bee CoxpaHuis

@ o cineno WETapenu 118 Bee 3

arpysnIb
(] Janyck 0BHOEAEHKA 119 Bce
(] JaeepieHme oHOBNEHNA 120 Bce Coepryto cce

@ Camozaupra Nporparmmel BelkAHIHEH 121 Bre Pazsepnytb Bre

° BasHEe KOMMNOHEHTE! 33LLMTE! BEIKAMIYE,., 1332 Bce

@ Ofnapywen BpeARHDCHEI OfbekT (nnka.. 134 Bce GUNLTPbI

@ Otnapyxena akTueHan yrposa, Tpebyerc., 125 Bee
Mownck |*

@ Omvpuima onachas coonka 126 Bee
(] CpaboTtan komnoHeHT MNpegoTepalerne .. 127 Bee
° CeTeB0e CORAMHEHME 33BN0KMPOEIHD 128 Bce

@ Ofnapyxena cetesan araxa 129 Bre ONEPATUBHOE ¥TPABAEHWE

e e N

@ O6HoEREHE HE Bre KOMNOHEHTEI 130 Bce
CHUHXPOHM3MPOBATE

Puc. 151. Kateropusa «CurHatypbl xypHanos» ans moayneu C3U Dallas Lock 8.0

Ona curHatyp xxypHanos ana mogynen C3U HC Dallas Lock 8.0 onpeaeneHsl cnegyowmne MHAMKaTophbl
COCTOSIHUS:

° CUrHaTypa akTMBMPOBaHa, COCTOSIHME He HacneayeTca C BepXHero ypoBHS AOMEeHa;
o —  curHaTypa JeakTUBMpPOBaHa, COCTOSIHME He HacneayeTcsl C BEPXHEro YpoBHSl JOMEHa;
—  curHaTypa akTMBMpOBaHa, COCTOSIHME HacrneayeTcs C BEPXHEro YPOBHS JOMEHa;

— CUrHatypa geaktmempoBaHa, COCTOAHUE HacnenyeTcAa C BepXHero ypoBHA JOMEHa;

curHatypa akTUBMpOBaHa, HO He (YHKLMOHMPYET, Tak Kak poauTernbcKkas curHatypa
T [JeakTuBMpOBaHa.

Ons Opyrvx cTOnGUOB 3HaYeHUs curHatyp oToGpakaloTca B COOTBETCTBUMM C 3agaHHbiMn AUB
3HaYeHUaMM.

B paHHOM BRNOXEHHOW KaTeropum MOXHO [00aBnsATb, pedakTMpoBaTb, YyAansTb, akTMBUPOBAThb,
[eaKTUBMPOBaTb, COXPaHATb U 3arpyxaTb CUrHaTYpbl )XypHarnoB. Takke Ans Tabnuubl CUrHaTyp BO3MOXHO
cBopauMBaTb U pa3BopayvMBaTb BCE BIIOXKEHHbIE 3MEMEHTbl AepeBa CUrHaTyp XYpHanoB C MOMOLLbIO
kKHonok CBepHyTb Bce / PazBepHYTb BCe COOTBETCTBEHHO.

[ns npocmMoTpa HaCTPOEHHbIX NapaMeTpoB CUrHaTyp HeobXxoAnMOo HaxaTtb KHOMKy MpocMoTp Ha naHenu
Heticmesus.

Ons gobaBneHnss HOBOM CUTHATYPbI XXypHAaroB Ha ypoBHe [1b Heobxoanmo:

1. Boibpatb [1b B oepeBe koHCOMNM U NepenTy Ha Bknaaky Cucmema obHapyxeHusi emopxeHul. Pagom ¢



HanMeHoBaHMeM CTpaHuLbl BeibpaTe Moaynb Dallas Lock 8.0.

[MepenTtn BO BNOXeHHyo kateroputo CueHamypsl — CueHamypsbl XypHarnoe n Ha naHenun [eticmeus
HaxaTb kHornky [lo6aBuUThb.

Ha akpaHe nosiBUTCS OKHO mMacTepa AobaBneHus curHatyp >xypHanoB (puc. 152). BBectu kpaTkyto
WHdopmaumio 1 BbIbpaTb poaMTENBCKUE CUTHATYPbI:

TekcTtoBoe none /D cueHamypbl — YHUKamNbHbIA YMCMNOBOW MAEHTUdUKATOp curHaTypsl. None
HeJOCTYNHO ANnd  pedakTUpOBaHUS, HOMEp MpUCBavMBaeTCAd aBTOMATUYECKW, HadyuHasi Cco
3HayeHus 100 0017;

TekcToBoe none OnucaHue cugHamypbl — UMS CO3A4aBaeMoun curHaTypsl. [lapameTp moxeT ObiTb
He YHVKamnbHbIM;

TeKkcToBoOe none MHgpopmayuss — KOMMEHTapun Ans co3gaBaemon curHaTypel. [NapameTp MoxeT
ObITb HE YHMKamNbHbIM;
none nowcka Podumerbckue cugHamypsi C BbiNagaloWwmm CrnCcKOM pesynbTaToB novcka — none
Mo3BONSAET UCKaTb NO MMEHaM BCeX CYLLECTBYHOLUMX CUTHaTYp >KypHarios;
nore ¢ nepeyHem MmeH Jo6aBreHHbIX POAUTENbCKUX CUTHATyp — napamMeTp onpeaenserT, B Kakme
CyllecTBytOLIMEe CUrHaTypbl XypHanoB OydeT goGaBrneHa govepHen cosgaBaemasi CUrHatypa.
MoxeT cogepxaTb HECKOMbKO 3HadeHun. 1o ymonyaHuto none:
o MnycToe, ecnu nepeg Haxatuem kHonkn [lo6aBuTb (Ha MaHenw AENCTBMW KaTeropuu
CueaHamypbi XypHanos) He Bblno BbIBpaHO HYU OQHOW CUrHATYpPbl N3 CNUCKA;
O COAEPXWUT MMeHa CUrHaTyp, KoTopble bbinn BbibpaHbl N3 cnvcka nepes HaxkaTueM KHOMKK
[Dob6aBuTtb (Ha NnaHenu gencTBui kateropum CugHamypbl XypHaros).

D MacTep A003ENEHWA CHIHATYD KyPHAAOE >

OBLMe HaCTP oKW CUrHaTyphbl

BEEAMTE KPaTKYI0 MHBOPMALMID W BbIBEPHTE POAMTENBCKME CHIHATYREL

I curHaTypel
OnucaHKe curHaTypel: | CurHaTypa 100001

MHpopmauyma:

FoaWTenbCkMe CHIHATYREI Mauck.., hd

PoguTensckure CHIHAaTyPbl

Hanes OTraeHa

Puc. 152. MacTtep go6aBneHusi curHatyp xypHanos

Ons npoaonkKeHnd npouecca nobaBneHus CUrHaTyp HaXXaTb KHOMKY Danee.



4. YcTaHOBUTb HEOOX0AMMbIe NapameTpbl curHaTypbl (puc. 153) n HaxaTtb kHonky Oanee.

D Mactep qofiaeneHua carHatyp KypHanos X

Q6wmMe HacTPORKK cUrHaTypbl

YCTAHOBMTE HEOBXOAMMEIE NAPAMETHEl CHIHATYPEI

Cratyc cobbimua ¥poBEHE TPEEOTM: I ~
YacToTa cpabateiBaHuMa; WHTepBaN BpemMeHU!
Koabl coBbITHiA *ypHana:
MapameTpbl
D MR HHYEMTENEHI A CHIHAAKM3ALMA
Hazag, Hanee OTMEHS

Puc. 153. MacTtep no6aBneHusi curHatyp xypHanos

5. Boibpatb 06bekTbl AepeBa, AN KOTOPbIX co3gaBaeMasi curHatypa OydeT akTuBHa, nvbo ocTaBuTb
CcUrHaTypy BblKkntoueHHoW. Haxatb kHonky Oanee.

6. [lo6aBuTb KkmoYeBbIE CrioBa (MacKy), KOTOpble OOIMKHbI COAEPXKATbCA B TEKCTE OMMcaHus cobbITus
anga cpabartbiBaHus. HaxaTb kHonky Janee.

7. lNocne OTKPOeTCA OKHO 3HayeHWU MapamMeTpoB co3faBaemoro npasuna. [ng 3aeBeplueHns HaxaTtb
kHonky FoToBo.

[ns pegakTvpoBaHUsi curHaTypbl Heobxogumo BbiGpaTb curHatypy B pabodyeri obnactu kateropum u

HaxaTb KHornky PegaktupoBatb Ha naHenu [elicmeusi.

Ons ynaneHus curHatyp Heobxoaumo BblIbpaTb OOHY MM HECKOMbKO CYLLECTBYHOLUMX NOMb30BaTENbCKUX

curHatyp us Tabnuubl M HaxaTb KHOMKY YAanuTb Ha naHenu [elicmeusi, nocne 4Yero noarBepauTb

yoaneHue.

YpaneHvue TMNoBbIX LWAGMoOHOB CUrHaTtyp XypHarnoB HeOoCTyrnHo, npu HeobxoaMMOoCTU Ux
MOXHO TOJIbKO eaKTNBNPOBaTb.

Ona sarpysku curHatyp XypHanoB K3 daiina HeobxooMMo HaXaTb KHOMKY 3arpy3uTb Ha naHenu
Helicmeus, nocne 4Yero B NosIBUBLLEMCS OKHe BblOpaTb HeobXoauMbIA chaiin cUrHaTyp >ypHarnos.

@} Mpu 3arpyske cUrHaTyp XypHamoB K3 chaiina Bce TEKyLUMe CUrHaTypbl XypHanoB OyayT
yAaneHsbl.



CurHaTtypbl XXypHanoB gnsa mogynen C3U HCL Dallas Lock Linux

B pabodyeint obnactu BrnoxeHHow kateropuv CusHamypbl XypHamo8 CMIUCOK CUrHaTyp >XypHanos
W cBeAEeHNs 0 HUX oTobpaxatoTcsa B Buae tabnuubl (puc. 154).

KomnoHeHTsI
=
¥MPABAEHWE KOMMNOHEHTOM COB Dallas Lock Linux v
DEACTEMA
Ceoaka COB Q6w ke HacTpokike COB CHrHaTypbl XYpHaN0E HacTpoiikk 3BprCTHKK
Onucaiune ID curHatypel = YpoeeHb TpeBorv AelicTBre
@ Npuocranoska sawwtel Kaspersky 1 5 HypHanuposaTe
@ Moncmks BBINCARKTE onepaumio © root 2 4 HypHanmposaTe CoxpaHWib
P ¥P P P
@ 3anyck cepeepa 53H 3 2 *ypHanuposaTe Jarpysurs
@ Heycnewnas nonbimka sxoaa no npotokaay SSH 4 4 *KypHanmposaTe
@ cnewnan nonsimka Bxoga no npoTakony $5H 5 2 HypHanvposaTe SUALTPBI
@ vuethas zanuce cosgana i 2 HypHanuposaTe
@ vuethas zanuce yanena T 5 HypHaauposaTe Mamck ™
@ uethas sanuce nonesoeaTens safnokMpoeada 8 4 HypHanupoEaTe
(] Mpaeuna auditcti Belnm MzMeHeHE 9 7 HypHanMpoeaTe
Q CHCTEMHOR BREMA MEMEHEHD 10 4 HypHanMpoEaTe OMEPATWBHOE ¥TMPABJEHWE
@ Orenouena CHHxpOHMzaUMa © NTP cepeepom 1 2 HypHanMpoeaTe
@ Naponk nonesoBaTena wsmMeHEH 1z 5 HypHanMpoeaTe (BT
@ sudo failed atternpts 13 fi HypHanuposaTe
@ Ocranosxa cuoTemAOi Cyx el 14 1 HypHanupoeate

Puc. 154. Kateropusa «CurHatypbl xXypHanos» ansi moayneu C3U Dallas Lock Linux
,D,J'Iﬂ CUrHaTyp TakKkxke onpeaeneHbl cneayrwmne NHAnKaTopbl COCTOAHUA:

° —  curHaTypa akTMBUPOBaHa;

o — CuUrHatypa geaktmBmpoBaHa.

Ona ppyrmx cTonbuoB 3Ha4YeHUs curHatyp oTobpaxkatoTcsl B COOTBETCTBMM C 3afaHHbiMu AWB
3HAYEeHUAMM.

B gaHHOM BrOXEHHOW KaTeropuv MOXHO pedakTMpoBaTb, akKTUBUMPOBaTb, A€aKTUBMPOBATb, COXPaHSTh U
3arpyaTtb CUrHaTypbl XypHaroB.

Ana akTBaumu / geaktmBauumM CUrHaTypbl UMM HECKONbKUX CUrHaTyp HeobxoaumMo Ha naHenu Jelicmeus
HaxaTb KHOMKY AKTMBUpOBaTL / [leakTUBMPOBaTb COOTBETCTBEHHO.

Ons NPOCMOTP HACTPOEHHbIX NapamMeTpoB CUTHATYpP HeobXxooMMOo HaxaTb KHOMKY npOCMOTp Ha naHemnn
Leticmeus, nocne 4ero OTKpPOETCA OKHO peflaktopa CUrHaTtyp.

PepakTtupoBaHue curHaTyp ocyLlecTBNAeTCH No HaxaTuio KHonkv PegaktupoBaTb Ha naHenu Jedcmeus.
B oTkpbiBleMca okHe PepakTupoBaHue curHatypbl XypHanoB (puc. 155) moxHO aktuBmpoBaTtb /
AeaKTMBMPOBaTb CUrHaTypy C NOMOLLbIO Tymbnepa AKmueHasi cugHamypa, a TaKkke BbICTaBUTb YPOBEHb
Yyrpo3bl AN CUrHaTypbl C MOMOLLbLIO MON3yHKa YposeHb mpegoau (coaepXut 3Hadvenua ot 1 go 10).
TekctoBble nons ID cueHamypbi n OnucaHue cueHamypbl HEQOCTYNHbl ANA pegaktuposaHus. [lone
Helicmeue copepxvuT [OewcTBue, BbINOMHAEMOe npu cpabaTblBaHUM CUrHaTypbl, W COAEPXUT
eOVHCTBEHHOe 3HayeHne — XKypHanuposams.



D PepaktipaBanie cPHaTYpE KypHANGE x

OhLme
ID Curnatype

ONKMCAHKWE CHIHATYPbI

AKTMEHAA CMIHATYpa (:)

Vo
¥poBeHb TPEBOTH = 2

AedcTene HypHANMpoEaTE

MprmermTs OtmeHa

Puc. 155. PegaktupoBaHue curHatypbl XypHanoB ansa moaynen C3U HCA Dallas Lock Linux

[nsa coxpaHeHns BHECEHHbIX N3MEHEHUIN HEODXOOANMO HaxaTb KHOMKY MPUMEHUTb, NO HaXaTUI0 KHOMKM
OTMeHa OKHO pefakTopa curHaTypbl OyaeT 3aKpbiTo 6€3 COXpaHEeHUS BHECEHHbBIX U3MEHEHUA.

Ona akcnopta curHatyp >XypHanoB B pain Ha naHenu Jlelicmeusi HeoOXoOUMO HaXaTb KHOMKY
CoxpaHuTb, NOCIe Yero B NOSIBMBLUEMCS CUCTEMHOM OKHE BbIOpaTb AMPEKTOPUIO OIS COXpaHeHus danna
CUrHaTYp XXypHaros.

lMpu coxpaHeHWn curHatyp B ann 3KCNOPTUPYIOTCA BCE CUrHaTypbl C Y4eToM
YCTaHOBIEHHOIr0 COCTOSIHUSA aKTUBHOCTU M HacneaoBaHus.

Ona 3arpy3ku curHaTyp >XypHamoB u3 dainna HeobxooMMO HaxaTb KHOMKy 3arpy3uTb Ha naHemnu
Helicmeus, nocne 4ero B NOSBUBLLEMCS OKHE BblOpaTh He06XoauMbI harin CurHaTyp XXypHanos.

Mpu 3arpyske curHaTyp >XypHamoB M3 anna BCe TeKyLlMe CUrHaTypbl >XypHanoB OyayT
yAaneHsbl, nocne Yero 6yayT NPUMEHEHbLI HOBbIE CUrHATYpbl U3 dhanna.

CurHaTtypbl Tpaduka ana mogynen C3U HCA Dallas Lock 8.0-C/K

B pabouen obnactn BnoxeHHon kateropum CusHamypbl mpacghuka oTobpaxkaeTca nepeveHb cUrHaTtyp
Tpachmka n cBegeHnss 0 HUX B BMAe ABYXYpOBHEBOro cnucka (puc. 156): nepBbii ypoBEHb Cnucka —
PUKCMPOBaHHbIN HAabop rpynn curHaTyp; BTOPOM YPOBEHb CMUCKA — CUTHaTYpbl, BXOZALLME B rpynmny.



YMPABNEHWE KOMMNOHEHTOM COB

Ceogka COB Obwme HacTpoikk COB

AoBepeHHEIR agpeca KoHTpoAs Nprnom eHKi

Curnarypa [rpynnafID)
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@ B0 c noaozpUTENBHEIM MMEREM
Q@ s
O us
Q@
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@ Vcnonnaemei ko
(] Hapyierme koHduasHLMANEHOCTH
@ Hewssectrui Tpadimk
& 605
@ w7
Q@ 62
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(] HeyaaduHas nonemka NoTyHeHMA NOAES 0BATENBCKME NP HEMAETKE

@ Otrapyken cucTeMHBIR BEI0E
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Lop
Lop

Lop
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Dallas Lock 8.0 v
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FHTTP_SERVERS

nl
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BEACTBMA

Aobasuis

CoxpanuTb
Jarpysuvie
CBephyTb BCE

Passepnyis sce

PUALTPLI

Mouck -

Mopr wetounuka  Beifpanel Bce sHaqeHng =

MopT HasHauenua  BrifipaHel Bce sHaYEHKA v

Puc. 156. Kateropusa «CurHatypbi Tpacdmka» ans mogyneu C3U Dallas Lock 8.0

B cton6bue CueHamypa (2pynna/ID) noMMmMo Ha3BaHWS rpynnbl CUrHATyp U ngeHtTudurkaTopa curHatypsl
oTobpaxkaeTcsl Tawkke WHAMKATOP COCTOSHWS curHatyp / rpynn curHatyp. BoamoxHble vHAuKaTopbl

COCTOAHUA:

o —  curHaTypa Wnu Bcs rpynna curHatyp akTMBMpOBaHa;

—  curHaTypa unu Bcs rpynna curHaTyp AeakTUBUPOBaHa;

o
o -
!

B pOaHHOM BNOXEHHOW KaTeropMm MOXHO [00aBnATh,

aKTMBUPOBaHbI HE BCE€ CUrHaTYypbl, BXOoAdALlMe B rpynmny.

penakTMpoBaThb,

Cronbey VMHgopmayuss 06 ys38uMocmuU COAEPXKUT MHAOPMALMIO TOMbKO ANS TUMOBbIX
LWAaBMOHHbIX CUTHATYpP, HEAOCTYNEH Ansi peAakTUPOBaHMS.

yOansaTb, akTMBMPOBATb,

[eaKTUBUPOBaTb, COXPaHATb U 3arpyxaTb CUrHaTYpbl Tpaduka ¢ NOMOLLIbIO COOTBETCTBYHOLLMX KHOMOK Ha
naHenu [elcmeusi. Takke Anst Tabnuubl cUrHaTyp BO3MOXHO CBOpayvMBaTb WM pas3BopadnBaTtb BcCe
BMNOXEHHbIE 3NeMEHTbI IepeBa CUrHATYp XXYPHanoB C NOMOLLLIO KHOMok CBepHYTL Bee / PasaBepHyTb Bce

COOTBETCTBEHHO.

Ons nobasneHns HOBOM curHaTypbl Tpaduka Ha yposHe [b Heobxognmo:

1. Buibpatb [b B AepeBe KOHCOMM 1 NepenTn Ha Bknagky Cucmema obHapyxeHusi amopxeHud. Psgom ¢
HaVMeHOBaHWeM CTpaHuLbl BeibpaTb Moaynb Dallas Lock 8.0.

2. lepentn B kKaTeroputo CueHamypbsl — CugHamypbl mpaghuka n Ha naHenu [elicmeusi HaxaTb KHOMKY

[dobaBuUThb.

3. Ha skpaHe nosiBUTCA OKHO Mactepa AobaBneHusi curHatyp Tpadwuka (puc. 157). BBecTun kpatkyto
UHdopmaLmo 1 BbIbpaTb poAMTENBCKUE CUTHATYPbI:

e TekcToBoe norne ID cuzHamypbl — YHUKanNbHbLIN YACITOBOW nAeHTUuKaTop curHatypsl. None
HeJOCTYNMHO AnA  pefakTMpoBaHWus,

3HavyeHunsa 100 0017;

HOMEpP npucBamBaeTCA aBTOMaTU4ECKU,

Ha4ynHaa Cco

e TekcToBoe none CoobueHue — TEKCT, KOTOpbIi OydeT cofepXaTbCA B WHUMOEHTE Mpu
cpabaTbiBaHuM co3faBaemMoin curHaTtypbl. [lapamMeTp MOXeT BbITb HEYHUKAMbHbBIM;
e BbiNagawowmii cnucok [Jelicmeue — coOepXuT criegywolme 3HaveHus: XKypHanuposams,

Pasopeamb coeduHeHue, Pasopeamb coeduHeHue u b6rokupogsams adpec. 1o ymonyaHuto

yCTaHOBEHO 3HadYeHune JKypHanupogame;



e BbIMAfaKLWUN CNNCOK HarnpasreHue — COOEpPXUT crnegylowme 3HadeHuns: Bxodswul mpaguk
coeOuHeHusi, Bxodsawul u ucxodsuwuld mpaguk coeduHeHusi. o yMON4YaHuio YCTaHOBJIEHO
3HauYeHue Bxodswuti mpaguk coeQUHEHUsT,

e BbiMagalLWUN CNUCOK pyrnna ¢ BO3MOXHOCTbIO MOMCKa WM BbiNaalolUM CrIMCKOM pe3ynbTaToB
novcka — rnone no3BonseT HanTn unu BblIbpaTh U3 BbiNagatoLLero Cnmcka poanTenbCKyo rpynny
Ansi co3gaBaemMon curHatypbl (Habop rpynn curHatyp OUKCMpoBaHHbIN). Mone obAsaTensHo
AnNsi 3anoSfiHeHWs, MO YMOMYaHUWIO Nofe COAEPXUT Creayomne 3HavyeHust:

o [lpoyue amaku — ecnun nepen HaxaTnem kHoMku [lo6aBUTb Ha naHenu OEeNCTBUN
kateropun CueHamypbl mpacghuka He Obino BbIOpaHO HWM OOHOW TFPyMMbl CUTHaTyp M3
crucka;

O WMS Tpynnbl curHatyp, Kotopasi Obina BbiOpaHa w3 chnucka nepeq HaXaTuem KHOMKU
Ho6aBuTb Ha NaHenn AencTBui kateropun CuegHamypbl mpadghuka.

D bacTep gobaenenna curnatyp Tpaduka X

Q6LWMe HaCTPOWKM CUrHaTYPbI

YEARMTE 0BILME NAPAMETRE CHTHATYIEN M BEIBEMTE POAWTEABCKYD MYy
ID curnaType

CoobuieHme;

JeiicTeme: AYpHANMPOEATE

Hanpaenenue: BxoAaLumi Tpad Mk coeAMHEHKA

Mpeynnat Mpouke aTaku A

m s

Puc. 157. Mactep ao6aBneHus curHatyp Tpaduka

4. BbibpaTb MPOTOKON M YCTaHOBUTb Heobxoaumble nopTel M IP-agpeca, nocne 4ero HaxaTb KHOMKY
Oanee.

5. BbibpaTtb 06bekTbl AepeBa, AN KOTOPbIX co3faBaemMasi curHaTypa GygeTt aktMBHa. HaxaTb KHOMKY
Oanee.

6. [lo6aBuTb kMYeBble cnoBa, 6aMTOBYKD MOCNEAOBaTENbHOCTb WM MAcKy, KOTOpPblE [OIDKHbI
coepxaTtbCa B Npoxoadiwiem ceteBoM Tpaduke anga cpabartbiBaHus. [Ana nepexoga Ha cnegyloLwmn
war mactepa gobaBneHus curHaTypbl HaxaTb KHOMNKy [anee.

7. MNocne OTKPOETCA OKHO 3HaYeHW MapamMeTpoB CO3[4aBaemoro npasuna. [ns 3aBeplueHns HaxaTb
KHonky FoToBo.

[Ona pepaktnpoBaHusa curHaTyp TpebyeTtca BbiOpaTb B paboyen obnactu curHaTypy / rpynny curHatyp

W HaxkaTb Ha naHenu Jeldcmeus kHonky PegakTtupoBaThb, Nocne B OTKpbIBLLUEMCS OkHe PepgakTtupoBaHue

curHatypbl Tpadumka (puc. 158) npomssecTn HeobxoauMble HACTPOWKM U HaxaTb KHOMKY MpumMeHnTb.



D Pegaktuposanme curHatypel padmka >

fal:)
e ID curnatypel

CoofueHue ichoard.cqiinvalid user addition - aTaka

AKTUEHEA CUMHATYPA ()

AelicTeme ¥PHANMPOEATE

HanpagneHue Broagaw i Tpaduk COBAMHERKMA >

MopT wcTouHKka any b
MopT HazsHaveHKa $HTTP_PORTS v
IP - aapec ucTouHMea $EXTERMAL_MET ~
IP - agpec HasHaqenma | SHTTP_SERWERS v
Mpynna ATaku Ha Web npuaoxeHns v

MpumerHnTe OTMeHa

Puc. 158. OkHO pepakTopa curHatyp Tpadmka ansa moaynen C3U Dallas Lock 8.0

Pep,aKTI/IpOBaTb MOXHO KaK MoJib3oBaTeslbCkMe CUrHatypbl, Tak U TUNOBbIE LLIabnoHbI
curHaTyp, HO [Ons  TMNoBbIX WAabnoHoB curHatyp pasgen Codepxumoe [pns
penakTnpoBaHUA He4OCTYNEH.

CurHaTtypbl Tpadumka ana mogyneun C3U HCA Dallas Lock Linux

B pabouen obnactn BnoxeHHon kateropum CusHamypbi mpacghuka oTobpaxaeTca nepeveHb curHaTtyp
Tpadmka 1 ceegeHus o HUX B Buae tabnuubl co ctonbuamun OnucaHue, ID cueHamypsl, YpogeHb mpegoau
n [eticmsue (puc. 159).

KomnoHeHThI
=
YNPABAEHWE KOMMOHEHTOM COB Dallas Lack Linux
BEACTBMA
Ceogka COB OBuwme HarTpoiikn COB CurHaTyphl Tpadmka HacTpokiku 3EprETHIK PegakmpoBart
]
Onucanmne ID curHarypel * Ypoeelb 1pesoru  Jleiicisue SKIENPORITE
° L0202 HTML wreekwmna - Orpaxenne (GET) (AAFDL) 2ol 2
L£03:2021 SOL VHeekuma (GETSearch) (MAFDL) 2002 2 CoxpaHuTe
p
° £03:2021 Bregpenue Kommang OC (MEAFDLY 2nn3 2 Farpyauin
° £03:2021 PHP MHeekuna Koga (WAFDLY 2004 2
Brepaperie Ha Ctopone Cepeepa (S5 Tectosaa-MHeekumua (WAFDLY 2005 2 SWUALTPLI
° JHKE - Orpawenue (GET) (WAFDLY 2008 2
@ 2012021 Ofixoa Karanoros — Katanora (WAFDL) 007 2 Mg |
£01:2021 ¥aaneHnoe w Mokanedoe Benouenne Dainos (RFLLFD MAAFDLY 2008 2
° £05:2021 XML -ATaku Ha sHeluHWe oBbekTel DOKE) (WAFDL) 2nng 2
° ¥azeumocTe Shellshock (CGD) MeAFDL) 2010 2 OMEPATUEHOE ¥MPABAEHWE
© FCE 1Lbypass (WAFDL) 25000 2
© RCE 1.2 bypass (WAFDL) 25001 2 CET I
© RCE 2.1 bypass (WAFDL) 25002 2
© FRCE 2.2 bypass (WAFDL) 25003 2
© RCE 3.1 bypass (UAFDL) 25004 2

Puc. 159. Kateropus «CurHatypbl Tpacdmka» ansa moaynen C3U HCA Dallas Lock Linux



B cTtonGue OnucaHue MOMUMO OMUCaHWSI CUTHaTYpbl OTOBGpaXxaeTcs Takke WHAOWKATOP COCTOSHMWS
curHaTypbl. Bo3MOXHblE MHOMKATOPbI COCTOSHUS:

0 — CuUrHatypa aktTuBupoBaHa;,

o — CuUrHatypa geaktmsmpoBaHa.

B gaHHOM BROXEHHOWM KaTeropum MOXHO pedakTMpoBaTb, akTMBMPOBAaTb, OEaKTMBMPOBATb, COXPaHATb
W 3arpyxaTtb CUrHaTypbl Tpaduka.

[ns akTvBaumu / geakTvBaumm CUrHaTypbl MU HECKOSbKUX CUrHaTyp Heobxoaumo Ha naHenw felicmeus
HaxaTb KHoMky AKTuUBMpoBaTth / [leakTUBMPOBaTb COOTBETCTBEHHO.

[ns NpocMOTP HACTPOEHHbLIX NapaMeTpoB CUrHaTyp Heobxoanmo HaxaTb kKHonky MpocMoTp Ha naHenu
Jelicmeusi, nocne 4ero 0TKPOETCA OKHO pefakTopa CurHatyp.

PepaktupoBaHue curHatyp ocyLLeCcTBNAETCH No HaxaTuto KHonkv PepakTtupoBaTtb Ha naHenu Jeldcmeus
Uy No ABOMHOMY LUENYKY Ha BblOpaHHOW curHaType. B oTkpbiBLUEMCS OKHE PeaakTupoBaHue CUrHaTypbl
Tpaduka (puc. 160) MOXXHO akTMBMPOBATL / AeakTUBMPOBATb CUrHATYpy C NOMOLLbL0 Tymbnepa AkmueHas
CueHamypa, BbICTaBWUTb YPOBEHb Yrpo3bl AN CUrHATypbl C NMOMOLLbLIO MOM3yHKa YposeHb mpesozu
(copepxut 3HayveHus ot 1 go 10), a Takke onpegenutb AeWCTBME, BbINOMHAEMOe npu cpabaTbiBaHWM
curHatypebl, Boibpas ero B Boinagatowiem cnucke fJedcmeue. TekcToBble nons ID cueHamyps! n OnucaHue
cueHamypbl HeAOCTYMHbI ANS PeAaKkTUPOBaHMS.

D Pegaktiposanie curHaTypel Thadika x

QhWHe
1D Curnatypel

OnWcaHmKe CUrHaTypbl

AKTWEHZA CHIHATYPa ()

YpoBeHE TpeBOTW = L,

AeiicTene Bnokmposate IP-agpec

MprmMeHKTE OTrmens

Puc. 160. OkHo pepakTopa curHatypbl Tpaduka ana mogynen C3U HC Dallas Lock Linux

Ons COXpaHeHNA BHECEHHbIX N3MEeHeHNn HeobXxoaMMo HaxaTb KHOMKY anIMeHVITb, Nno HaXXaTUko KHOMKU
OTmeHa OKHO penakTopa CurHaTypbl 6yp,eT 3aKpbITO be3 COXpaHeHNA BHECEHHbIX N3MEHEHUN.

Ons 3KCNopTa CcurHatyp XypHanoB B d)aVIJ'I Ha naHenu Jeldcmeusi HeobBXoANMMO HaxaTb KHOMKY
COXpaHVITb, nocrie 4yero B nossMBLLeMcAa CUICTEMHOM OKHE Bbl6paTb ANPEKTOPUI0 ANA COXpaHeHnda cbaVlna
CUrHaTyp XypHarnos.



Mpu coxpaHeHun curHaTyp B bain IKCMOPTUPYIOTCA BCE CUrHaTypbl C  YYETOM
YCTaAHOBMEHHOrO COCTOSIHMSA aKTUBHOCTM U HacnegoBaHus.

Ona 3arpysku curHatyp XypHamnoB u3 cpanna HeobxoouMMo HaxaTb KHOMKy 3arpy3uTb Ha naHenu
Jelicmeusi, nocne cero B NOSIBUBLUEMCS OKHE BblOpaTb HEOOXO0AUMbIN (harin CUrHaTyp XXypHanos.

Mpu 3arpyske curHaTyp XypHamoB U3 chaina Bce TeKylue CUrHaTypbl >KypHaroB OyayT
yAareHsbl, nocne 4Yero 6yayT NPMMEHEHbI HOBbIE CUrHaTYpbl U3 dhaiina.

CVII'HaTypr . NepemMeHHble Tpadm Ka

B pabouen obnactn BnoxeHHoON kateropun CueHamypbl: nepemMeHHbie mpaghuka CMUCOK NepeMeHHbIX
Tpaduka n nx 3HadveHun otobpaxaerca B Buae Tabnuupl. [JaHHbIA CNUCOK NpeAcTaBrneH crneayloLwwmmm
cton6uamu NMepemeHHasn 1 3Ha4YeHMe.

Kateropusa CueHamypbl: nepemeHHble mpachuka NO3BONSET 3adaTb CeTeBble agpeca
BHYTPEHHEN M BHelwHewn ceTu, cepBepbl, TCP- n UDP-nopthbl, ncnonb3yemsle B ceTH, a
TaKKe rpynnMpoBaThb 3TV NEPEMEHHbIE, YTOObI 3aTeM MCMONb30BaTh B HACTPOMKAX CUTHaTYpP
Tpaduka. [pn nsMeHeHnn 3Ha4YeHNs NnepeMeHHon nbas curHaTypa, KoTopas UCronb3yeT
AaHHYI0 NepeMeHHyo, 0OHOBMTCS B COOTBETCTBMU C HOBbIM 3HAYEHUEM NepeMeEHHOMN.

MepemMeHHble GbiBalOT ABYX TUMOB — MEpPEMEeHHbIe AManasoHa afpecoB M MepeMEHHbIe
AManasoHa NnopTos.

I'IepemeHHble Aanana3oHa agpecosB 0T06pa)KaIOTCF| 3€l1eHbIM UBETOM TEeKCTa, nepeMeHHble auana3oHa
NnOopTOB — CMHUM LUBETOM TEKCTA.

Cnuncok nepeMeHHbIX N0 YMOMYaHNI0 COAEPXNUT TUNOBbIE LWabnoHblI NepeMeHHbIX Tpaduka:

HOME_NET — B gaHHOW nepemMeHHON 3agaeTcsa ananasoH BHyTpeHHux |IP-agpecos. lNepemeHHas
Haxo4uTCs NepPBOW B CMUCKE.

EXTERNAL_NETB — B pJgaHHOM nepeMeHHOW 3ajaetca auvanasoH BHelwwHux |P-agpecos.
lMNepemeHHas HaxooUTCHA BTOPOW B CMUCKE.

MepemeHHble SERVERS — rpynna nepemeHHbIX Ans HacTponku IP-agpecoB cepeepos.
MepemeHHble PORTS — B gaHHOW nepemMeHHON 3a4atoTcs nopThbl.

DL_SUSPICIOUS_PORTS — nepemeHHas aBpuctukm CkaHmpoBaHue nopgosputenbHbix TCP
NOPTOB, HAXOAMTCS B KOHLE CnnCKa.

DL_UNUSED_SERVICE_PORTS — nepemeHHas aBpuCTkM CKaHUpOoBaHNE HEUCNONb3yeMbIX
cnyxebHbix TCP nopToB, HAXO4UTCS B KOHLE Crmcka.

B gaHHON KaTeropum MoO>XHO nobaBnaTh, penakTupoBaTtb U yoandtb nepemMeHHble TpachKa, a TakKke
BOCCTaHaBIIMBaTb CMUCOK NepeMeHHbIX TpachKa Nno yMmoJn4aHuio.

Henb3s yaanatb nepeMeHHble, KOTOpble UCMOMb3YITCHA B 3HAYEHUAX APYrNX NEPEMEHHbIX,
a TaKke nepemMeHHble 3BPUCTUK DL_SUSPICIOUS_PORTS "
DL_UNUSED_SERVICE_PORTS. lNpu nonbiTke yaaneHnsa nogobHbIX nepemeHHbIX byaet
BbIBEJEHO COOTBETCTBYHLLEE coobLieHMe 06 oLunbke.

[na BOCCTaHOBMEHWs CMWCKa MepeMeHHbIX Tpaduka Mo YMOMYaHWio CneayeT HakaTb
kHomky Mo yMonuaHuio Ha naHenu Jelicmeusi, nocre Yero Ans WabrioHOB nepemMeHHbIX
OyOyT BbICTaBMNEHb! 3HAYEHUS MO YMOMYaHWio, BCE MONb30BaTeNbCkue nepeMeHHbie 6yayT
yAaneHsi.

Onst no6aBneHns nepeMeHHon Tpaduka cnegyeT HaxaTb KHomnky [lo6aBuTb Ha naHenu [Jedcmeusi, nocne
yero otkpoetTcsas okHO Co3gaHue nepemeHHoW Tpadmka (puc. 161), cogepxkalwiee cnegyrowme
napameTpbl 451 HACTPONKN:

TekcToBoe none [lepemeHHass — Ha3BaHWE NMEPEMEHHON, ABMSETCH YHMKANbHbIM NapameTpOM.
Mo ymonuyaHuio npucBamBaetca uma USER_VARIABLE#Ne, rpe Ne — nopsgkoBbI HOMeEp,
Ha4YnHaWmncsa ¢ 71;

nepeknoyatens Tun — BbIGOP TMNa NepeMeHHON Tpaduka, COAEPXUT 3HaveHus Adpec u lNopm;
nepekntoyatens Crucok nepeMeHHbIXx;



e TEeKCTOBOe nofie 3HayeHue C BbiNadatrowMM CMUCKOM — npeaHasHa4vyeHo OnAa BBoAa 3HAYeHUA
nepemeHHon mnun ana Bbl60pa 3Ha4YeHnA n3 Cnncka nepemMeHHbIX.

o CozaaHKe nepereHHoi Tpaduka X

CEwWme
MepermenHan LISER_WARIABLE#1

Tun

CNMCoK nepemeHHbL: HOME_MET

fobaeute

IHaueHHE

JHAYEHME HE BAAMAHO

MpHmMEHKTE OTmeHa

Puc. 161. OkHO co3pgaHusa nepemMeHHoN Tpadumka

[ns coxpaHeHust HOBOW NepeMeHHOon Tpadmka He06Xo0aANMO HaxaTb KHOMKY MPUMEeHUTb, Npu HaXxaTuun Ha
kHOMNKy OTMeHa OKHO CO34aHVs NoNnb30BaTeNbCKOW nepemeHHon Tpaduka bygeT 3akpbiTo 6e3 co3gaHus
HOBOW NepemMeHHON.

,D,O6aBJ'IeHHbIe HOBbl€ MNnepemMeHHble nonagarT B KOHEeL CrucKa, HO nepen nepemMeHHbIMU
3BPUCTUKN.

PenaktnpoBaHue nepemeHHbIX Tpaduka ocylecTBnsieTcs Yyepe3 okHo PepakTupoBaHue nepemMeHHOWM
Tpacdhmka. Pepaktop 3anyckaeTcs HaxaTuem kHonku PepaktupoBaTtb Ha naHenwn [fedcmeuss wnuv
ABOWHbIM KINWKOM MO BblGpaHHON nepemMeHHON Tpaduka.

PepaktupoBaTb MOXHO mobble MepeMeHHble Tpadmka, KpoMe MNepeMEHHbIX 3BPUCTUK
DL _SUSPICIOUS_PORTS n DL_UNUSED_SERVICE_PORTS.

5.8.4 HacTpoWkn aBpuUCTUKM

Ha ctpaHvue YnpaBneHue komnoHeHToM COB B kaTeropun HacTpoukn 3BPUCTUKU perynupyoTcs
HaCTPOWKM 3BPUCTUYECKOro aHanm3a. Paboyas obnactb kaTeropmm cogepXuT B Buge Tabnuubl CrMCOK
aTak u rmobarnbHble HaCTPOWKN 3BPUCTUKY, a Takke NX 3HavyeHus (puc. 162).



YNPABNEHME KOMMNOHEHTOM COB

Cooaxa COB

[Nlosepennsie anpeca

o 3anper na usmenenne

88555559555555855855855855858,8,5,

Obywe HacTpofikn COB

KowTpons npunoserwii

Moaumuia
Aaxa: ARP spoofing/poisoning

Araxa: DHCP-atain

Aaa: ICMP flood

Arara: IP sposfing

Araxa: Open Tear

Araxa: Short Headers

Avaxa: Smurf

Araxa: TearDrop (ana ICMP npotoxona)

Ataxa: AHOMansHaR CeTesan SKTMBHOCTS

Araxa: 3auwa or DDoS-aTaru (sauwma oT nyaa)

Araxa: Mepexpoitne saronoskos

KomnoHeHThI

Curvatypel

Korrpons peectpa

* 3nauenne

Araxa: Crannposarive Heucnionssyemsix cnykebrsn: TCP nopros

Aaxa: Cranmposarive nogospuTensmsn TCP nopros
Araxa: Crarmposarive nopTos

cknrouenun 4nn ckarmuposanin nopros (mepeviers

Ofuem pacduka sa 10 MuH, AR ONpeAENEHIS aHOMANEHOI CeTeR0i aKTHBHOCT

MpoaomkuTensHocTs ataxi (cex

Cranmposarine rencnonssyenso TCP nopros (nepeieris)

Cranmposarme noaospurensrsn TCP nopros (mepeviert;

UyscrauTensHocTs ckanmposania nopTos

Beicn
Beicn
Beicn
Beicn
Beicn
Beicn
Beicn
Beicn
Beicn
Beicn
Beicn
Beicn

Beicn

Beicn

80, 53, 21, 25, 110,
1080, 12345, 2773

5

Dallas Lock 8.0 v

| I

Tun mopynn

DLE.0 (MK12, K13, MK14

Al
DL8.0 (MIK12, LKI3, MK14)
DLE.0 (MK12, K13, MK14
DL8.0 (MK12, LKI3, MK14)
DLE.0 (MK12, K13, MK14
DL8.0 (MIK12, LKI3, MK14)
DLE.0 (MK12, K13, MK14
DL8.0 (MK12, LKI3, MK14)
DLE.0 (MK12, K13, MK14
DL8.0 (MIK12, LKI3, MK14)
DLE.0 (MK12, K13, MK14
DL8.0 (MK12, LKI3, MK14)
DLE.0 (MK12, K13, MK14
DL8.0 (MIK12, LKI3, MK14)
DLE.0 (MK12, K13, MK14
DL8.0 (MK12, LKI3, MK14)
DLE.0 (MK12, K13, MK14
DL8.0 (MIK12, LKI3, MK14)
8.. DLB.D (MK12, MK13, K14
DL8.0 (MK12, LKI3, MK14)

Puc. 162. Kateropusa «HacTponku aBpucTmkm»

AEACTBUA

SUNETPBI

Wma noawtukn | *

Dallas Lock 8.0 K12
Dallas Lock 8.0 WK13
Dallas Lock 8.0 MKL4

OMEPATUBHOE YMPABJ/IEHUE

Cnmncok HacCTpOeK 3BPUCTUKMN MEHAETCA B 3aBMCMMOCTWU OT TOrO, ynpaBlieHWE Kakmm moaynem ObIno

BblOpaHo.

[ns pegakTMpoBaHWs HacTPOEK IBPUCTUKN HEOBXOAMMO AN BblOpaHHOM B Tabnvue NONUTUMKN HaxaTb
kHonky CBoncTBa Ha naHenu Jedcmeus.

Mpn MHNMUMMpoBaHUK koMaHabl 3anycmums npouecc obHosneHusi COB Ha Bknaagke Ceodka
COB npoucxoant OOHOBNEHWE HACTPOEK 3BPUCTUKM (BCe MONMUTUMKM, kKpome aTtak) COB
moaoynen C3U Dallas Lock 8.0-K/IC ana Bcero [b, npegocTaBnsieMbiX KOMMaHWEWN

OO0 «KoHdumaeHT».

I'IpM 3TOM Ha YpOBHE 0B MeHATCca 3Ha4YeHUs MONUTUK, KOTOpble He Obinn HaCTpPOEHbI

nornb3oBaTesieM.

5.8.5[loBepeHHbIEe agpeca

Ha ctpaHunue YnpaBneHue komnoHeHtom COB B kateropuun [loBepeHHble agpeca aAng moagynen C3U
Dallas Lock 8.0-K/C oTobpaxatotcst foBepeHHble IP- u MAC-agpeca, a Takke cBegeHus o Hux (puc. 163).

Y¥NPABNEHWE KOMNOHEHTOM COB

Ceogka COB

foBepeHHEIE agpaca

Agpeca

@ 10.20.200.30
@ 101010091

“  Kommenrtapmia

test 1

Obwme HacTpokikk COB

KoHTpone npunoxceH i

Omaetka B 3ypHase

Beikn

Beicn

KomMmnoHeHTE

CurHatypel

KoHTpone peecTpa

Dallas Lock 8.0 v

AEACTBMA

HacTpodikn 2BpueTHIM

Jobagute

QMNEPATMBHOE ¥TMNPABJ/IEHWVE

Puc. 163. Kateropus «[JoBepeHHble agpeca»

IOna noGaBnenns [oBepeHHOro agpeca B T1abnuuy Heobxoaumo HaxaTb KHomnky [ob6aBuUTb Ha naHemnuv
Helicmeus, nocne 4yero B OTKpbiBLEMCHA OkHe [Jo6aBneHue poBepeHHoro agpeca COB 3anonHutb
HeobxoauMble AaHHble (puc. 164).



O foBaenedwe gosepedHoro aapeca COB

foBepeHHble agpeca

IPvd 0.0.0.0
[ 1pus
[ mac

HononHuTensHo

KarmeHTapKriA

L] DMKCMPOBATE B KyPHANE 0AHAPYKEHHBIE 3TAKK

[MpHMEHHTE

CTMEHS

Puc. 164. OkHo fo6GaBneHUs foBepeHHOro agpeca

PepaktnpoBaHue BbIbpaHHOrO agpeca 13 cnmncka ocyLecTBASeTCs Mo HaxaTuio KHonku PepaktupoBatb
Ha naHenu [elicmeus vwnn NO OBOMHOMY KNWKy Ha BblbpaHHbIV agpec. OkHO pegakTtopa AO0BEepeHHbIX
agpecoB aHanorM4yHo okHy gobasneHus (puc. 164).

Ons yaaneHna agpeca HeobxoaMmo Bbl6paTb agpec B Tabnuue 1 HaxaTtb KHOMKY Ypanutb Ha naHenu
Leticmeus, nocne 4ero noaoreepanTb yaaneHue. MoxxHo Bbl6paTb HECKOJ1bKO agpecoB O4QHOBPEMEHHO.

5.8.6 KoHTponb npunoxeHuun

Ha ctpaHuue YnpaBneHue komnoHeHToMm COB B kateropun KoHTponb npunoxenun ans mogynen C3U
Dallas Lock 8.0-K/C perynupytoTcs HacTpPOWMKM KOHTPONSA NPUMNOXeHUA Ans oOHapyXeHUsi aHomanuin B
nosegeHumn npunoxexuit u OC gna scero OB (puc. 165).
B paboueri obnactu kateropum otobpaxkaeTcs CNNCOK MpaBuIlT KOHTPONS NPUMOXEHNA U CBEAEHNS O HUX
B BUAe Tabnuubl.

YMPABAEHWE KOMMOHEHTOM COB

Ne
9:
9:
Q:
9

Cooaxa COB Obuwme HacTpodicn COB

KomnoHeHTel

Curnatypo

Losepenrie sapeca KoHTpos npwncxenmii Korpons peecrpa

“ Onucanne Macki nyr

CHCTEMHEIE MPUAGK MR Sy sternront2al Systerm3Tilsass exe; conhost exe; 7 Z

Web-Bpaysepel * Drives\Users\AppData\L ocal\ProgramshOpera\Opera.exe; %SystemDrivede\Usersh...
Ochmcneni maket npwnoenii %PROGRAMFILES?\Microsoft Office\raot\Office I0\EXCEL exe; %PROGRAMFILES?S\Micros..

Tonk30Bate/M U rpynNLI

Mporpammrnoe ofecnesenne  %PROGRAMFILESa\totalcrndXTOTALCMD64 EXE; %PROGRAMFILES(5)%\Adobe\acrobat ..
@ Noymoauarii MoanHEaHHsIE NpUAGKEHHA

@ Noymonuanie Henoanucankeie npunoxeria

@ Moymonuariea Npunokerna no yMonuaHMo

¥posens gocryna
Bee yposHu
Bee ypoorm
Bee ypoorm

Bee yposrin

Dallas Lack 20 v

Hacrpoiikm aspucrin

¥poBeHs HypHANMPOBIHUA
Hacnegyerca
Hacneayerca
Hacneayercs
Hacneayerca
YpogeHE: 5 AT yenes AyanT otkaa
Yposenk: 5 Myurycnea) Ay otkasa

VpoBer: 5; AT yenexs; AyauT oTkaza

Puc. 165. Kateropus «kKoHTponb npunoxeHum»

1)l

AEACTBAA

Aobasurn

ONEPATUBHOE ¥TPAB/EHWE

Cunxponnauposars

Cnuncok npaBu KOHTPONS NPUIIOXKEHWI COAEPXKMUT CNeaytoLmMe TUMbl NPaBuI:

e [nobGanbHble MpaBuna — npaBwuna, 3adalollee rnobanbHble HACTPOWKM Mo
YMOJTYaHUIO AN NPUNOXEHWI;

. nonb3oBaTesibCkne npasuna —

npasuna,

co3faHHble  agMUHUCTPATOPOM

Ge30nacHoOCTU, UMetoLLMe ToYeYHble HacTpoiiku. MoryT HacnegoBaTb napaMeTpsi
rno6anbHbIX NPaBu Mo YMOYaHUIO U UMET CaMblii BbICOKUIA NPUOpUTET. B rpynny
nosib30BaTeNbCKMX NPaBuIl Takke BXOOAT YeTblpe NpeaycTaHOBIEHHbIX NpaBuna,
HeobxoauMble ANA KOPPEKTHOM paboTbl onepauMoHHON CUCTEMbI U NPUKNagHOro
nporpaMmMHoOro obecneyYyeHunsi: CUCTEMHbIE MPUMOXeHUsl, web-6pay3epbl, 0OUCHBIN
nakeT NPUINoXeHWI, NporpamMHoe obecneyeHue.

B cTon6ue Ne ons nonb3oBaTenbCKUX NpaBui 0TobpaxaeTcs HOMep NpuopuTeTa 1 MHOUKATOP aKTUBHOCTU
npasuna. ViHgukaTopbl COCTOSIHWSA MOTYT NPUHUMATL CneayrLwuii BUA:

NnpaBuro akTUBMPOBAHO M BCE 3HAYEHUS] AN CUCTEMHbIX (OYHKLUMIA YCTaHOBMEHbI
B PaspeuwieHo;



npaBuno akTMBuMpoBaHO U BCe 3HaA4YeHUA O5A CUCTEMHbIX (byHKLLI/II7I yCTaHOBIEHbl B
3anpeuweHo;
npaBunno aktTneBmpoBaHo, HO He BCE 3Ha4YeHuUda OnA CUCTEMHbIX (byHKLI,I/II7I BblCTaBIeHbl

° B PaspeweHo vnn 3arnpeuwieHo;

— npasuno geaktmBnpoBaHo.

Homep npuoputeTa npucBanBaeTCsl KaxaomMy HOBOMY NpaBuiy aBTomaTudecku, obasnss
ero B KoHeL, cnucka, roe 1 — HauBbICLUMA NpuopuTeT npasuna. [oMeHATb npuopuTeT
npasura MOXHO MpY NOMOLUU KHOMOK YBENUYUTbL NPUOpUTET U YMEHbLWUTb NPUOPUTET
Ha naHenu Jeticmsus.

Ins rnobanbHbix npaBun ctonbel Ne otobpakaeT cocTosiHUe npasuna.

IOna ocTanbHbIX CTONOUOB Tabnuubl 3HayYeHWss oTobpaxaltTca B COOTBETCTBUM C  3af4aHHbIMU
aAMWHUCTPATOpPOM 0e30nMacHOCTM 3HAYEHUAMMU.

[na npMmeHeHnsa nameHeHnin Ha MoayNAx HeobxogMmMa CUHXPOHM3aLUMS.

B paHHOM kaTeropym MOXHO A006aBnATb, peAakTUpoBaTb, yOoansaTb, akTUBMPOBaTb, AEaKTUBMPOBATh,
MOHMXXaTb UK NOBbILWATbL NPUOPUTET NPaBUS KOHTPOIS NPUINOXEHUIA.

[MpropuTeTbl NpaBu KOHTPONSA NPUIIOXKEHUA NPeACTaBNAT COboV CReayIoLLYI0 nepapXuio:
e onb30oBaTenbCKMe NpaBuna MMEKT Camblil BbICOKUIA NPUOPUTET;

e rnobanbHble MNpaBuna MO YMOMNYAHMIO ANS MOAMUCAHHbIX W HenoanMCaHHbIX
NPUNOXEHUA UMEIOT CPEAHUIA NPUOPUTET;

e rnobanbHOe MpaBWMNoO ANS MPUIIOKEHWN MO YMOMYaHUIO UMEET CaMblii HU3KWN
npuopuTeT.

Mpu HaxaTum kHonkn [Jo6aBUTb OTKPbIBAETCA OKHO AnNs A06aBreHUs Nonb30BaTENbCKOro npasuna
KOHTpons nNpunoxeHuii lo6aBneHne npaBuia KOHTPOIsS NpunoxeHun (puc. 166).

O AoBaseHE NPABUAS KOHTPOAA NPHADXKEHMH *
QbWke Onucanne npaenna

Ayt AKTHEHOE NpaBKan

Nenesoes e
Mpunoxenus, AN KOTOPBE NPUMEHAETCA NPABUAD (MOXHE YKA33Th MaCky MyTH)

Mym  MMapamerpbi zanycka

Aobasute

¥ Aoctyn CUCTEMHBIE YHKUMM MPMACKEHUA I
Hacnegyerca Mogwbukalms namMaTi 44pa © NOMOLEHR NRAEKNEMME 0T134KM
Hacnegyerca Brizos dyHkumn SetWinEventHook gna eHeaperna dil & wyxoid npoyecc
Hacaegyerca Brizos dyHkumn SebWindowsHook ana sreapenna dil 6 wyxoi npoyecc
Hacnegyerca Boizos dyHkumn SetThread Context Ana sHegpeHwa B Syxod npouecc
Hacnegyerca Brizos dyHKUMK 404 paBoTel © NamMATER Yy 0ro Npolyecca

Hacnegyerca Brizos dyHkumn DupHandles gna paboTel ¢ oBbekTami dyKoro npoyecca

INEEEEE W

Harnenserca Bomns thadvindd Ang cozaadiad NoToea B s oel DRoLecce

MpKMEHKTE OmhaeHa

Puc. 166. OkHo «[lo6aBneHne npaBuna KOHTPONSI NPUNOXEHUN»

Ha Bknagke Obuwue npeanaraeTtca 3anoJIHUTb OCHOBHbIE [daHHble W MNMapamMeTpbl, OTHOCALUMEeCA K
npasunam KOHTpPOIA I'IpVIJ'IO)KGHMVIZ

e TeKkcToBoe none OnucaHue npasusa — HasBaHWe npasuna (napameTp ABNsSeTcs 0GA3aTenbHbIM,
MOXET ObITb HEYHUKAbHBIM);

e TymMGriep AKmueHoe rpasurio;

e Tabnuua ans noGaeneHus NPUIOXEHUIA, Ha KOTopble pacnpocTpaHAeTcs NpaBuio — CoaepPXKuUT



cnegywowue ctonbubl: MyTb, MapamMeTpbl 3anycka. ObA3aTenbHa NS 3anofiHEHUS, B paMkax
OHOro NpaBuna B Tabnuvue He MOXET codepXaTbCsl OOUHAKOBbIX AUPEKTOPUIN MPUINOXKEHWUN;
kHoMNkn [lo6aBnTb, U3MeHNTb 1 YaanuTb — No3BONSAIOT yNpaBnsaTb Tabnuuen ¢ NpunoXxeHMsamMu:

o kHonka [lo6aBUTbL — OTKpPbIBAET OKHO AN AobaBneHus nyTu 1M napameTpoB 3anycka
NPUNOXEHNS;

o KHOnka U3mMeHUTb — OTKpbIBAEeT OKHO AN M3MEHEHUs NyTM U napameTpoB 3anycka
BbIOpaHHOro NPUNOXeHMS;

o KHOMKa YaanuTb — MO3BONAT yAansATh Yyka3aHHOE NPUIOXEHUE;

Tabnuua ¢ HacTPOMKOW CUCTEMHBbIX (PYHKLMIA NPUNOXKEHUA — MNO3BOMSET ANS NEePeYUCIEHHbIX
CUCTEMHBIX DYHKUMIA NPUNOXEHNs yNpaensaTb AocTynoM. Coaepxut cnegyowme ctonoubl:

o cronbey c yekbokcammn — ynpaBnsieT 3HavyeHnsimMum B ctonbue foctyn. B wanke Tabnuubl
Ana  gaHHoro ctonbua  coaepXKuTcs  BbICOKOYPOBHEBLIA  YEKOOKC, MO3BONSAOLLMN
ynpaBnATb 3HAYEHUAMUN BCEX YEKOOKCOB Tabnuuibl;

o cTonbey foctyn — oTobpaxaeT 3HayeHUs B 3aBUCUMOCTU OT YCTaAHOBMEHHOMO
cocTosiHuA Yekbokca. CogepXuT creayloLmne 3HavyeHus:

»  PaspeweHO — N CUCTEMHON DYHKUMM NPUNOXEHNS OOCTYN paspeLleH, syenka
OKpalleHa B 3eMeHbIN LBET;

*  3anpeweHo — ONa CUCTEMHOMN PYHKLUN NPUMNOXEHUST OCTYN 3anpeLleH, syenka
OKpalleHa B KpacHbIW LiBET;

» Hacnedyemcss — pns CUCTEMHOW (PYHKUMWM MPUIIOXEHUS 3HA4YeHne JocTyna
HacnegyeTcss OOHOBPEMEHHO OT rrobanbHoro mnpasvna Anst NognMCaHHbIX
NPUNOXeHW 1 oT rnobaneHoOro Npasuna Anst HeNOANUCAHHBIX MPUITOXEHWIA;

Ecnu B ctonbue [octyn onpegeneHo 3HadeHue Hacmedyemcs, A4enka CO 3Ha4YeHUeM
MOXeT ObITb OKpalleHa B cregyoLue LBeTa:

e 3eneHbll — OT rnoGanbHbIX MpaBuil AN MOANMCAHHBLIX M HEMOAMUCAHHbIX
NPUNOXEHWUN OAHOBPEMEHHO HacneAyeTcs 3HaYeHne PaspeweHo;

e KpacHbll — OT rno6arbHbIX NpaBWn ANs MOAMUCAHHBLIX W HEMOAMUCAHHBIX
NPUNOXEHWUN OAHOBPEMEHHO HACcNeaAyeTCcs 3HaYeHne 3anpeueHo;

e CUHMA — oOT rnoGanbHbIX MpaBuUM AN MOAMUCAHHBIX W HEMOAMUCAHHBIX

NPUNOXEHWIN HacneayoTCs pa3Hble 3HaYEHMS.

o CucmemHble pyHKUUU MPUIoXeHUs1 — cTonbel ¢ (UKCUPOBaHHLIM HabOPOM CUCTEMHbIX
POYHKUUIA NPUNOXKEHUS.

Ha Bknagke Aydum npegnaraetcs 3anofHUTb NapameTpbl, OTHOCAWMECs K ayauTy CcobbiTun
6e3onacHocTy:

yekbokc Hacrnedosamb — nNO3BONSET OAHOBPEMEHHO HacrnegoBaTb napameTpbl AyauTta oT
rnobanbHOro npasuna ANg MOAMNWCAHHbIX MPUITOXEHWA K OT rnobanbHOro npaswna Ang
HenognucaHHbIX npunoxeHun. lpu BKMIIOYEHHOM Yekbokce ocTanbHble napameTpbl Ayauta
HeJOCTYMHbI ANa pedakTupoBaHus. 1o ymonyaHuioo YekBOKC akTMBMPOBaH;

NON3yHOK Ypo8eHsb XypHanupoeaHUsi — yCTaHOBMNEHHbIN YPOBEHb XypHanmpoBaHus AN cobbiTun
ycnexa un oTkasa npu cpabatbiBaHun npasuna. Cogepxut 3HaveHus ot 1 go 10, 3HayeHue no
ymonyanutio: 5;

yekbokebl Ayoum ycrexa n AyOum omka3a — MNO3BOMAT BbliOpaTh, kKakve cobbiTva nognexat
ayauty. Mo ymonyaHuio 4ekbOoKChbl aKTMBUPOBAaHbI.

Ha Bknagke [Monb3oeamernu oTtobpakaeTcs CNMCOK Mornb3oBaTenen, K KoTopbiM OyaeT npuMeHsiTbes
co3faHHoe npasuno. PeannsoBaHa BO3MOXHOCTb BbiOOpa MaHAATHbIX YPOBHEN AOCTyNa nonb3oBaTternew,
ANs KOTOpbIX OyaeT NpMMEHeHo NpaBuIo.

[nsi coxpaHeHns HOBOroO Npaswuia HeobxoanMo HaxaTb KHOMKY MPUMeHUTb, AN OTMEHbI BCEX BHECEHHbIX
n3meHeHunn 6e3 coxpaHeHus HOBOro npasunna — OTMeHa.

PyHKUMOHaNbHas BO3MOXHOCTb pPefaKTMPOBaHWs MpaBuil KOHTPOMS MpunoxeHun B koHconu ELYY
OCYLLECTBMAETCH 4Yepe3 OKHO pedakTopa MpaBuil KOHTPONSA npunoxeHun. Pegaktop 3anyckaetcd no
HakaTuio kHornkn PeaakTupoBaTb Ha naHenu Jelicmeusi unv no ABOWHOMY KIMKY Ha CTPOKY C NMPaBUIIOM.
WHTepdenc n Habop napaMeTpoB pedakTopa Mofb30BaTENbLCKOrO MpaBuiia aHanornyHbl MHTEPAENCY U
Habopy napameTpoB okHa [lobaBneHue npaBuna KOHTPONSA NpUIoxeHUn (puc. 166).



Ons npasuna CucremHble npunoXxeHud peaaktnposaHme He4OCTYNHO — NpaBusio Bceraa
aKTMBHO M OTKPbIBAETCA TOJIbKO OJ14 NpoCMOTpa.

[nsa pegakTupoBaHus rnodanbHbIX NpaBun gOCTynHbl pasgensl O6wue n Ayoum (puc. 167). B pasgene
O6ujue MOXHO ynpaBnATb AOCTYNOM A5l NEPEYNCIIEHHBIX CUCTEMHBIX (OYHKLMIA NpunoxeHusi. HacTpoiika
napameTpoB B pasgene Ayoum nNpOU3BOAMTCSH aHamNorM4HO HaACTpoOWke napameTpoB  Ans
Nonb30BaTENbCKUX MPUNOXKEHWN.

O HacTpoiika npracxkeHui no yMonqaHKm X

CELe ~ Joctyn CHCTEMHBIE YHIKLMH NpUAOsKEHUA

Ayt Paspeiiienn Mogudinkals MamaTi aApa © NOMOLLE NPMERAERNR TA3AKN
Pazpeweto Bezos dynkurn SetinEventHook gna sneaperna dil 6 wykoi npouecc

Pazpewero Bezos dynkumn SebindowsHook ana sreapenna dil & qyxoi npogecc

Paspeweno Besos dynkumi SetThread Context Ana sHeAperua B Wy ol npoyece

Pazpewweo Bemos dyHkuWi 4na paboTel © NamaTer Yy 0oro NpoLecca

Pazpewero Bezoe dynkumn DupHandles gna pafoTel ¢ oBbekTamu Sykoro npouecca
Paspeliern Bbmos diyHKUMM ANA CO343HMA NOTOKE B Yy KOM NpOUECe

Pazpeliero Beizoe deyHKUMM NOTOKE B 4yKom Npolecce

PaspelueHo ¥npagnesine Sy MM NpOLECCOM C NOMOWER 0TA3A04H0ro AP

Paspeweno HMHctannayua gpaiisepa

Pazpewero 3anyck gpafieepa

Paspewenn MHctannayua cayshil

Pazpewero 3anyce cayxbel

Fazpewero BzanmogeAcTENe © gpyrim NPOULCCOmM NOCPEACTEOM OTCEUIKM OKOHHEDX COOBLLEHIA
Paspewenn BsaumogeicTeme © Apyrim npougccom nocpegeTeom oTceiakn DOE confuerui

Pazpewero BzaumogeicTeme  apyrim npougccom ¢ nomowys OLE ofeektos

Pazpeweno Bezos dynkumn gna otnpaskn ICMP cooBugenma

Paspeweno Besos DMEAPT

Pazpeliero Janyce AoBepeHHED: (MOAMKCEHHEL) 404EpHIMX NPOLECCaE
Fazpewero Janyck He gosepeHHb (He NOANMCAHHER) ADHEPHUX NPOULCCOE

PazpeweHo MonydeHme KOHTEKDT ASCKTONE KMAW 3KTWEHOMD OKHA (BOSMOXHOCTE CHATHE CEPMHLLOTA)

I J QI JJ o JJ Qo J < Jo Q< Jo J< Q< Q< Q<<

Pazpewero MNMepexgat HaxaTna KasMw

MpumeruTh OTmens

Puc. 167. PegakTop rno6anbHbIX NpaBusl No yMoOT4aHUIo

YUekbokc Hacnedosamsb B pasaene Ayoum ons rnobanbHbiX NpaBui NPUMeHUM TOMbKO OIS
NnoAnNuUCaHHbIX U HENOAMUCAHHbLIX MPUIOXEHWA, ANna rno6anbHbIX NpaBu Mo yMonYaHuio
[aHHbIN YeKOOKC OTCYTCTBYET.

®PyHKUMOHaNbHas BO3MOXHOCTb PefAakTUpOBaHUSA MOMb30BaTENbCKUX MPaBUIT KOHTPOMSA MPUNOXEHNA B
koHconu ELY ocyuiectBnsieTca yepes okHO pegaktopa HacTpownku npaBuna KOHTPONS NPUITOXEHUN.
PepakTop 3anyckaeTcs no HaxaTuio kHomku PepakTupoBaTb Ha naHenu [elicmeust nnv no ABOWHOMY
KWKy Ha CTPOKY C npasuriom. MiHTepderic n Habop napameTpoB pedakTopa Nofb30oBaTenbCKOro npasumna
aHarnornyHbl uHTepdency n Habopy napameTpoB okHa [lobaBneHue nNpaBuna KOHTPOIS NPUNOXEeHUN
(puc. 166).

PepaktnpoBaHue rnobanbHbIX NpaBui KOHTPOMNsS npunoxeHun B koHconu ELY ocyulectenseTtcs yepes
oTAenbHoe OKHO pepakTopa (pwuc. 167), 3anyckaemoro npuv noMmowm kHonkn PepaktupoBaTb Min no
ABONHOMY LLENYKY Ha CTPOKY C MPaBUITioM.

5.8.7 KoHTponb peectpa

Kateropusa KoHTponb peectpa (puc. 168) Ha cTpaHuue YnpaBneHue komnoHeHTom COB nossonser
ans mogynen C3U Dallas Lock 8.0-K/C orpaHuumBath nonbiTku MO M3MeEHATb B CUCTEMHOM peecTpe
HacTponkM Kputudeckux obvektos OC.



KomMnoHeHTsI

Y¥MPABAEHWE KOMMOHEHTOM COB Dallas Lock 8.0 v
BEACTBMA

Ceoara COB Ofiwme HacTpodkn COB CurHaTypbl - HacTpoliky 3BpMcTHIM

Hoeepernbie agpeca KonTpoae npraoxcernii Kontpone peecrpa

KI]HTPI]H"PNEMI)IE KAHOUM peecTpa
@ Active Desktop
@ HEEY_USERSYMContral PanelDesktopt®
© HEEY USERS™SoftwareiMicrasoftinternet ExplorerDesktopiComponentsi®
@ HKEY_USERS™Software\Microsoftilnternet Explaret\DesktophGenerali* OMEPATMEHOE ¥TIPABAEHWE
© Bawneie ko peectpa
@ 2anucw aeTosanycka
@ HEEY LOCAL MACHINE\SoftwaretMicrosaffiWind ows NT\CurrentyersiontIniFileMapping\Autorun,inf*
@ HKEY_LOCAL MACHIMEYSoftwareiMicro s oftiind ows Currentyersion Explorer AutoplayHandlersiC anceldutoplayFilesy
© Knwoun peectpa - Internet Explorer
O Knioun peectpa - asTosanycka
[x]) Kputnqeckne obbektel 0bono4km
[ x] bogynn asTosanycka
© HKEY_LOCAL_MACHIME, SoftwaretMicros oftind ows NTLCurrentiersionyfind ows\Applnit_DLLs
© HKEY_LOCAL_MACHINE\SoftwaretMicrosoftyWindouws NTYC urrentyersioniind ows\lcon ServiceLib
© HEEY_LOCAL_MACHINE SoftwaretMicrosaffiWind ows NTHCurrentiersiontfind ows\LoadApplnit_DLLs
(] HEEY_LOCAL_MACHINE, Systernh Control Set*\ Services\*\PararmetershServiceDll
(<] HEEY_LOCAL_MACHINE, 3ysternhCurrentContral et Services\" Parameters\ServiceDIl
(%] HacTpoieu Internet Explorer
@ Hacrpoiicn WinLogon
© Hacrpoiicn Wkreprera
0 OFrert ABTO3ANYCKS
(%] OrpaHK4eHua NPMADHKEHHA
@ Cnachas akTreHocTE
© Nogenauaembie mogyam Internet Explorer
[ x ] Pacwmpenna ofonaukm
Q CHETEMHBIE 0BBEKTEI

@ Cucremnbie daine koHdurypaLmm

Puc. 168. Kateropus «KoHTponb peectpa»

Pabouas obnactb kaTeropum KoHTponb peecTpa coaepXut nepedeHb KOHTPONMPYEMbIX KItoven peecTpa
B BuAEe [OBYXYPOBHEBOrO CMUCKa: MepBbli ypOBEHb ChMcka — (UKCUPOBaHHbIA Habop rpynn
KOHTPONUpYyeMbIX Kroyen, BTOPON ypOBEHb CNMcKa — KIoYW peecTpa, Bxogswme B rpynny. OaHHbIv
CMUCOK COAEPXKMUT Has3BaHWe rpynnbl KOHTPONMPYEMBbIX KINoYen nnmn HassaHne o4MHOYHOrO KrtoYya peecTpa
C NHANKaTOPOM COCTOSAHUSA. HAMKaTOPbl COCTOAHUA Ha ypoBHe [16 MoryT npuHumaTs cnefyowun BUa:

o — KIHOY peecTpa uim BCA rpynna Kriroyen aKTBMpPOBaHa,
° — KIHOY peecTpa 1Uim BCA rpynna Krirouen OeaKTUBUPOBaAHa,
0 — aKTMBMPOBaHbI HE BCe KIo4uK, BXogdAllne B rpynny.

B paHHOM KkaTeropmm MOXHO npocmatpuBaTtb, 000aBnATb, pegakTupoBaTth, YAansaTb, akTUBUMPOBATb U
AeakTUBMpOBaTb KoUK peecTtpa. Takke Ha ypoBHe rpynnbl, noarpynnsl, APM 1 moaynen C3U DallasLock
8.0-K/C poctynHa HacTpoika HacrnenoBaHNSA COCTOSIHUSA akTUMBHOCTM Krtoya peecTpa C BEpPXHEero ypoBHS
OoMeHa.

Mpu Haxatum kHonkn [o6aBUTbL OTKPbIBAETCA OKHO A00OaBneHMs HOBOrO KOHTPONIMPYEMOrO KItoya
peecTpa, cofepxallee cnegyoume napameTpb:

TekcToBoe nosie Knro4 peectpa — BBOA MACKM KIto4a UNn BETKU PEECTPA;

Tymbnep AKTUBMpPOBAaTb KIHOY;

KHOMKa, NO3BOMAIOLLAA OTKPbITL NPOBOAHMK 4118 BbIOOpa BETKM peecTpa;

kHonka MpumeHnTb — no3sonsaeT o6aBUTb HOBbLIV BbIOPaHHbIN KITHOY;

kHonka OTMeHa — 3akpbiBaeT OKHO 6e3 COXpaHeHMs.

PepaktupoBaHue knoya peecTpa 3anyckaeTcd HaxaTueM KHonku PepakTupoBaTb Wnv Mo ABOWHOMY
KINWKY Ha KoY peecTpa, Nocre Yero oTKpbIBAETCSt OKHO, aHaNorm4yHoe okHy Ao0aBrneHus knova peecrpa.



5.9 Bbe3onacHasa cpepna COB (necoyHuua)

[na nepexona Kk pasgeny HacTpoek YnpaBneHue napametpamm 6esonacHon cpeabl COB Heobxoammo
Ha Bknagke KomrnoHeHmeb! BbibpaTh besonacHas cpeda COB (necoyHuua). Ha cTpaHuue YnpaBneHue
napameTpamu 6e3onacHom cpeabl COB MoXxHO HacTpamBaTb NapameTpbl 6e3onacHon cpeapl COB ans
moaynen C3U HCA Dallas Lock 8.0 n C3U HC[, Dallas Lock Linux (puc. 169).

Bonee nogpobHo o besonacHon cpege COB (necounuue) onucaHo B PykoBogcTBe Mo aKcrnyaTauuu
C3WU Dallas Lock 8.0 pasgen 16.6 n B PykoBoacTtee no akcnnyataumm C3U HCO Dallas Lock Linux
nogpasgen 4.13.5.

KomnoHeHTs!

YNPABAEHWE NAPAMETPAMM BE3OMACHOW CPEAbI COB MexceTeeoil 3kpaH =

AEACTBUA
o 3anper na usmenenve Monutuxa a 3uay CHCTEMA KOHTPONA HaKONMTENEH n Mogyns
o KOHTpOnbL pecypcos
) !
- Cuctema 0GHapYKEHHA BTOPXEHUI
d ACHAR Cf ) "
o = soladasiany OUNLTPLI
o CpeacTBO 0BHapYXeHNA U pearnposaHua i e T
o
& KowTpons ceresoro aocyna
[ Dallas Lock 8.0 VK12
- Dallas Lock 8.0 11K13
o Dallas Lock 8.0 VK14
o Dallas Lock Linux UKS
o

Dallas Lock Linux MK6
d

Dallas Lock Linux VK7
OMEPATVBHOE YTPAB/EHVE

Puc. 169. Bknagka «BesonacHas cpega COB (neco4yHuua)»

ELLY no3BonsieT HacTpauBaTh criefytoLme nonuTnki 6esonacHomn cpeapl:
Ta6nuua 25. HacTpoiiku 6e3onacHomn cpeabi COB

ABTOMaTM4ecKasi o4UCTKa Nno 3aBepLleHun Bcex rnpoueccoB

Bo3moxHoe 3HavyeHune NonuTukn: « Bkr./Beiki.». 10 yMONYaHuoo 3HavyeHne 4aHHOW NONUTUKN: « BK.».

MonuTuka no3sonseT onpeaenvTb, OydeT N NPOM3BOAUTLCH aBTOMATU4YECKasi OYUCTKA BPEMEHHbIX
KaTanoros OT COAEPXUMOro, CO34aHHOro NpPoLeccoM Unu npoueccamu, 3anyleHHsiM1M B 6e3onacHom
cpege.
MonuTtuka npumeHsietca Ha moagynsix C3U Dallas Lock 8.0-K/C.

ABTOMaTMy4eckum 3anyck npunoxeHun B 6C
Bo3moxxHoe 3HayeHue NoNUTUKK: «Bkr./Bbikn.». o ymonyaHuio 3HayeHne AaHHOW NONUTUKW: « BbIKI.».

MonuTnka nosBonsieT aBTOMATMYECKM 3anyckaTb B 0Ge3onacHow cpede ucnonHsemble gannbl K
NPUNoXeHnsi, acCoLMNPOBaHHbIE C HEUCMOoNHAeMbIMM dannamu, a Takke dannsl, 3anyckaemble 13
HeJOBEPEHHbIX WUCTOYHMKOB. [loBEpeHHble WCTOYHUKM YyKasblBalTCA B nonutuke [loBepeHHoOe
pacnonoxeHue.

MonuTtunka npumenseTca Ha moaynsx C3U Dallas Lock 8.0-K/C.
Be3onacHas cpena
Bo3moxxHOe 3HaveHune NonuTukn: « Bkr./Bbiki.». [0 yMONYaHuio 3Ha4yeHne 4aHHOW NONUTUKN: « BKr.».
Monntuka no3sonsieT ynpaBnsaTb BKNOYeHMEM U OTKNoveHeM besonacHon cpeasl COB.
MonuTtunka npumenseTca Ha moaynsx C3U Dallas Lock 8.0-K/C.
Bo3moXHOCTb nepeHecTn usmeHeHusa us 6C B cucremy
Bo3moxxHOe 3HaveHune NonuTukn: « Bkr./Bbiki.». [0 yMONYaHuio 3Ha4yeHne 4aHHOW NONUTUKN: « BKr.».

MonuTuka no3BonsieT MNONb30BaTENO OTKIHYNTL COXpaHeHne pe3ynbTaToB pa60TbI npouecca,
3anyweHHOro B ©e3onacHom cpepe. Ecnn paHHbIN napameTp BKIlOYEeH, nepea COoXpaHEHUEM
nonb3oBaTento 6yneT BblBE€JEHO AunarnoroBoe OKHO C BOMNPOCOM Ha COXpaHeHue M3MEHEHUN,
BbIMNOJIHEHHbIX 3aBepPLUEeHHbIM NPOoLIEeCCOM.



Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.
Bcerpa 3anyckaTtb B besonacHou cpene

Monutuka nossonser HacTpaumBatb Nyt A0 I'IpVIJ'IO)KGHVIVI, KOTOpbIE HeobxoaMmo NPUHYONTENbHO
3anyckaTtb B BesonacHomn cpene. Mo YMOJ14aHUO 3Ha4eHne OaHHOWN nonuTukK: «He UCTrIoJIb3yemecs».

He pekomeHgyeTcs 0o00aBnsiTb B AaHHbLIA CMUCOK CUCTEMHbBIE MPUIMOXEHUS, TakK Kak
NPUHyauUTENbHBLIA  3anyck B bBesonacHol cpede CUCTEMHBLIX MNPUMOXEHUA WK
NPUNOXEHWNA, KOTOPble 3aTparMBaloT KPUTUYECKME CUCTEMHblE YHKUMW, NpuBeneT
onepaumoHHy cuctemMy K HepaboTocnocobHoCTH.
Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.
[doBepeHHOe pacnosioxeHue

MonuTnka no3BoNsdeT 4Yepe3 COOTBETCTBYKOLME pas3fenbl HacTpauBaTb CMWCOK  LOBEPEHHbIX
OVPEKTOPUIA 1 CMUCOK AOBEPEHHBIX HOCUTENEN NHOoPMaLIMK.
Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.

KoHTponb npunoxeHun

MonuTunka no3BonseT HaCTPOUTL NpaBmIa KOHTPONs NpunoxeHun besonacHon cpeapl.

Mpn nHMUMupoBaHMm koMaHgbl [Jobasums OTKpblBaeTCA OTAenbHoe okHO [lo6aBneHue npaBuna
KOHTpPOJIs NpuroxeHun 6es3onacHon cpeabl COB, conepxallee 2 pasgena:

e OOwye — oTBeYaeT 3a ynpasneHne 4OCTYNOM AN CUCTEMHbIX (DYHKLWIA MPUNOXKEHWS;
e AyauT — oTBevaeT 3a HaCTPOWKY YpPOBHS >XypHanupoBaHus npu cpabaTtbiBaHuwM npasuna, a
Takke 3a Bblbop TOro, Kakne cobbiTva nognexat ayauty (Ayoum ycriexa n Ayoum omkasa).
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

HacTtpowkn aBpuctuku b6C
MonnTrka Nno3BonsieT HacTpavBaTb BECOBbLIE 3HAYEHMS NPaBUIT 3BPUCTUKM.

HaCTDOVIKa OaHHOMW MONUTUKN 3aBUCUT OT YCTaHOBJIEHHOIO 3Ha4YeHuUdA nNOJINTUKU
aBpVICTVI'-IeCKVIﬁ aHanun3 ans 6]10KVIpOBKVI pa6OTbI onacHbIX NpoueccoB:

e ecnu Ans MNONMMTUKN DBPUCTUYECKUM aHanu3 Ans OrIOKUPOBKM paboThbl
onacHbIX MNPOLECCOB YCTaHOBMIEHO 3HayeHue BkiwoyeH, TO nonuTuUka
HacTtponku aspuctuku BC HegocTynHa gaxe Ans npocMoTpa;

e ecnu Ana NonuMTUKN OBPMCTUMYECKUA aHanu3 Ansi GroOKMPOBKM paboThbl
onacHbIX MPOLLECCOB YCTAHOBMNEHO 3HayeHwe Pexum ¢ Hacmpolkamu o
ymonyaHuro, TO nonutuka Hactpownkum a3Bpuctukm BC poctynHa pans
NpoCMOTPa;

e ecnu Ans MNOMMTUKN DBPUCTUYECKUM aHanu3 Ans OrIOKUPOBKM paboThbl
onacHbIX MPOLIECCOB YCTAHOBMEHO 3HayeHne Pexum py4yHOU HacmpouUKu,
To nonutuka Hactponkn aspuctukm BC goctynHa Ans pegakTMpoBaHus.

MonuTtuka npumeHsietca Ha moagynsix C3U Dallas Lock 8.0-K/C.

OTyeT No 3aBepLUeHNU paboTbl npouecca BC
Bo3moxHoe 3HauyeHne NonuTukn: «Bki./Beikn.». 10 yMon4yaHuio 3Ha4YeHne JaHHOW NONUTUKN: « BKIT.».

MonuTunka No3BoNseT HacTPoUTb (PyHKLUMIO (hOPMUPOBaHMS OTYETa NO 3aBepLueHun paboTel Npouecca
B BC, a Takke ykasaTb kaTanor ansa xpaHeHus otyetos bC.

Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.

Mopor cpabaTbiBaHUS 3BPUCTUKU
BoamoxHoe 3HadeHune nonutuku: ot 0 go 1000. Mo ymonyaHuio 3HadeHne gaHHOW NONNTUKN: « 100».
Monutnka $BNSETCS HaKOMUTENbHbIM CYETYMKOM BeCOB cpabaTbiBaHWMIA NpaBuil  3BPUCTUKM,

Mo AOCTWKEHUM 3HAYEHMs KOTOPOro MpurioxeHue, 3anylleHHoe B BesonacHoii cpege COB, 6yget
NPUHYOUTENBHO 3aBEPLLEHO.

PepaktupoBaHue faHHOro napameTpa paspeLLleHo TONbKO B cryyae, koraa ans nonmTukun
OBpuCTUYECKUA aHanu3 pans O6NoKUpPOBKM paboTbl oOnacHbIX MNpPOLIeCCOoB
YyCTaHOBMEHO 3HayeHue Pexum pyyHoli Hacmpoliku. B vHOM cnyyae npu nonbiTke
OTKpbITb pepaktop nonuTuku [Mopor cpabaTbiBaHMA 3IBPUCTUKU  MOSABUTCSA
cooTBeTCTBYylOLLEE COObLLEHME 00 oLIMbKe.

Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.



Mpodmnu nsonaummn

MonnTrka No3BonsieT ynpaensaTe Npodunsamu nsonsauum BesonacHoi cpedbl, a UMEHHO: CO3f4aBaThb U
penakTMpoBaTb NapaMeTpbl, KONMPOBATb M yaansTe NPodunu.

Monutuka npumeHsieTcs Ha mogynax C3U HCA Dallas Lock Linux.
dannoBana cuctema u peecTtp

Monutuka nossonser HacTpanmBaTb HEOOCTYMHble Ha YTeHue n 3anncCb Kataroru, NOSHbIN AoCTyn K
Katanoram, HeaOoCTyMnHble Ha YTeHMEe U 3arnmcCb BETKUN peecTpa U NOSHbIN OOCTyn K BE€TKaM peecTtpa
nyTem nobaBneHus nyTm B COOTBG‘TCTByIOLLI,VII?I CMNUNCOK.

MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.

OBpUCTUYECKUIN aHanNU3 AnA 6NMOKMPOBKM paboThl onacHbIX NPoLeccoB
Bo3aMOXHOe 3HayeHue NONMUTUKK: «BbIKYeH», «Pexum pydyHoU Hacmpolkuy», «Pexum c
Hacmpoulkamu o ymonyaHutoy». 1o yMonyaHuioo 3HayeHne JaHHOW NONUTUKU: « BbIKoYeH».

MonuTuka nosBonseT paspelwnTb 6GesonacHoi cpede MNPUMEHSITb 3BPUCTUYECKUA aHanva ans
NPUHYOUTENBHOMO 3aBepLUeHNst pabGoTbl OMacHbIX MPOLIECCOB COMMacHO HacTPOWKaM 3BPUCTUYECKOro
aHanusa, ykasaHHblM B nonuTtuke Hactpoiku aBpuctukn BC.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

5.10 CpencTtBO OGHapyXeHMA U pearupoBaHus

Ona nepexopga K pasgeny Hactpoek YnpaBneHue KomnoHeHTom COP Heo6xoaMMo Ha BKknagke
KomnoHeHmb! BbibpaTb Cpedcmeo obHapyxeHuss u peazsuposaHusi. Ha cTpaHuue YnpaBneHue
komnoHeHToM COP moxHO pegakTmuposaTe napameTpbl COP Ha ypoBHe Bcero 15, nocne cMHXpoHu3aunm
Ha BCeX NOAYUHEHHbIX 06bekTax B [1b npuMeHsoTCa ycTaHOBNEHHbIE HacTporkn (puc. 170).

Bonee nogpobHo o Cpenctee oGHapyXeHUs U pearMpoBaHust onvcaHo B PykoBOACTBE MO 3KcnyaTauum
C3WU Dallas Lock 8.0 rnaBsa 17 u B PykoBoacTtee no akcnnyatauumn Dallas Lock Linux pasgen 4.14.

KomMnoHeHTs!

=
YNPABANEHWE KOMMOHEHTOM COP MexceTegoil 3kpaH
AENCTBUWA
CHCTEMa KOHTPONA HakonuTene
Caogxa COP Npasuna aetomarmeckoro pearuposanis | | Mkauwkaropt » JanycruTs npouect obnoanenns COB
» Kakrpork pecypcos Jarpysuve obnosnenna (OB w3 daiina
XKypHan co6biThi v
CucTema oBHaPYKEHHA BTOPKEHNi ObnosmTs
Konuuecteo sanpawneaentsix sanuceil 100 v Bezonackan cpesa COB (NecouHnLa)
HaA cpeda COB (necauhni OUNLTPLI
CpeacTBo OOHApYXEHHA W PpearnpoBaHnA T
DuALTP NO BpEMEHn m 3a nepenio 3a mecay MNepuog

Dallas Lock 80 WK12
Dallas Lock 80 K12
Dallas Lock 80 K14
Dallas Leck Linux MKS

Dallas Lock Linux MK6
| IP—— e,

ID  * Twnwmopyna Bpemn APM Nonssosatens Tun cobwitna Pesynerat KommenTtapui

OMEPATMBHOE ¥NPABNEHUE
Cobparb xypHans!

CMHXPOHH3MPOBaTh

Puc. 170. Bknagka «CpeacTtBo o6HapyXeHUsl U pearupoBaHUsA»



5.10.1 CBopka COP

Ha ctpaHuue YnpaBneHue komnoHeHTom COP B kateropum CBogka COP oToGpaxkaeTcsa uHgpopmauums
0 COObITUAX MO CKAHMPOBAHUIO CUCTEM HA WHOMKATOPbI KOMMpPOMETauuu C KnueHtoB Ans Bcero OB
(puc. 171).

KomnoHeHTe!

YNPABNEHWE KOMMOHEHTOM COP
LOEACTBUA
Coopaxa COP MpaBina JBTOMATMHECKOTO PEarMpoBaHMA Wrpuatopsi komnponerauua (1oC) Hacrpoiiiu COP e T GEE
_ 3arpysutb obroenenns COB us gaiina
XKypHan cobpiTui ~
O6noantn
Komuecreo snpatumeasyse sonwces 100 :
SUNBTPbI
Momck
P — Saveseno | awecns | Nepuon

Dallas Lock 8.0 MK12
Dallas Lock 8.0 MK13

ID * Tunmoayrs  Bpems  APM  Momusosarens  Tuncobuimma  Pesymorar  Komwermapwi [ Dallos Lock8.0 1K14
Dallas Lock Linux MKS

Dallas Lock Linux MK6
-

OMEPATUEHOE YMPABNEHWE

Puc. 171. Kateropus «CBogka COP»

Ha nanenu @unbmpsl ans cobmpaemMbix 3anvcen >KypHarnoB MOXHO HaAcTPOUTb UNbTPAUMIO NO MMEHU
napameTpa 1 no Tuny Moaynem.

Tawkke gna kateropum CBopka COP npegycmoTpeHa BO3MOXHOCTb ObHoBneHus 6asbl |0C-06bekToB
yepes KoMaHAabl 3arnycmume fipoyecc 0bHosneHuss COB n 3anycmumse ob6HoeneHue COB u3 ¢halina.
Mpu 3anycke komaHabl 3anycmumse npouyecc obHoeneHuss COB oTkpbiBaeTc okHO OB6HoBReHue 6a3bl

pewarowmx npaBun komnoHeHta COB (puc. 147) ¢ goGaBneHHon onepauven O6HosreHue b6a3bl
UHOukamopoe KoMmripomemauyuu (puc. 172).



D OfHOBNEHWE Basbl peLIAFOLLME NpaBMA kKomnoHeHTa COB X

OBHOBNEHME 33EEPLLEHD

Bpema Onepaumsa Tun moayaa Parn Pesynbrar
13:40:45 OBHOBNEHWE SAMYLLEHD Ok
13:40:46 OBHOBNEHME HACTPOEK IBEPMCTHEK Dallas Lock 8.0 HeuristicsParams json Ok
13:40:46 OBHOBNEHWE CHMHATYP ¥YPHANOE Dallas Lock 8.0 JournalSignatures jsan 0K
13:40:48 OAHOBNEHKME CMIHATYP Tpadka Diallas Lock 8.0 Trafficsignatures,json 0K
13:40:57 OBHOBNEHKE CHIHATYp TpadKa Dallas Lock Linws wiaf-brp-currenttangz  OK
13:40057 OBHOBNEHWE NEPEMEHHEL TPadKKa Dallas Lock 8.0 Signatureariablesjson Ok
13:41:04 OBHOBNEHHE MHAMEATOPOE KoMNpareTaumi Dallas Lock 8.0/Dallas Lock Linwx UeclocUpdate.zip (8]4
13:41:04 OBHOBNEHWE 33EEPLUEHD Ok

MHdoprmauma ob oBHOBAZHMK

AobasneHo curHatyp Tpadea: [
OBHOBNEHD CUrHATYp Tpadwea: 17061
MPANOHEHWE Dropbox desktop software in use
MPANOHEHME GoTokMyPC startup
BLACKLIST URI snoymeluaenran cocenka - MGEER phpfc=TestUrl
BLACKLIST URI snoymblluneHHad coblika - gate.phpfguid=

BLACKLIST URI znoymeIlLneHHad CobIIKE - countaspimac=
RIACKITST LIRT 2 ncwmariinaunsn conimes - oecnlld 16 avaft=

3aKpEITE

Puc. 172. O6HoBneHue 6a3bl pewwarowmx npaBun komnoHeHta COB ans kateropumn «Csoaka COP»

Mpu 3anycke komaHabl 3anycmumbs obHosneHue COB u3 ¢palina oTkpbiBaeTcs cuctemHoe okHo OC
Ansa Bbibopa NCTovHMKa OBGHOBEHUS.
O6HoBneHne 6a3bl Il0C-06BEKTOB MOXKET BKNOYaTh B cebs:
e oOHoBneHue cnucka loC-00bekToB: HOBble |0C-00bEKTHI [00aBMAOTCH, HeakTyalnbHble —
yOansTCs;
e obHoBneHune cogepxmnmoro loC-06beKTOB: MPU HEOOXOAMMOCTMN COAEPXKUMOE CyLlecTBYyHLLMX [0C-
06bEKTOB MOXET fopabaTbiBaThbCs;
e obHoeneHue cnmcka loC-o6bektos C3U Dallas Lock 8.0 1 C3U HC[ Dallas Lock Linux.

Ecnn npu obHoBneHnn 6asbl 10C-061eKkTOB HOBLIN 10C-00bEKT MMeeT Takon xe ID, 4yTo un
yXKe CyLLECTBYHOLLMI NoNb3oBaTeNbCkuin loC-06bEKT, TO HOBLIN I0C-06HLEKT 3aMeHAET cOBO0M
® VMEOLLMNNCA.

loC-06bekTbl U3 rpynnbl CmaHdapmHbie, KOTopble He Bbinn BKOYEHbI B 0GHOBMNEHUE (He
66N nony4deHbl ¢ cepeepa dallaslock.ru/Update npyu obHoBneHwuu), OyayT yoaneHbl Kak
HeaKTyasbHble.



5.10.2 TllpaBuna aBTOMaTU4eCKOro pearmpoBaHus

B kateropun lNpaBuna aBTOMaTU4YECKOro pearnpoBaHusi Ha Bknagke Cucmema ObGHapyxeHus U
peaauposaHusi NPOU3BOAUTCHA HAaCTpPOKMKa NpaBun aBTomatmnyeckoro pearmposaHma COB (puc. 173).

KomnoHeHTsl

¥NPAB/NEHWE KOMMNOHEHTOM COP =
LAEACTBMA

Csoaka COP MpaBnna aBTOMATMHECKOTO PEarpoBaHuA Whaukatopel komnpometaumi (loC) Hacrpoiiku COP (e
Ne ¥ Wmanpaowna  Ycnosna Jevicroue Tun mopyns T
1 Pearuposanne ... [Mroboii nHgui.. Bnokuposka AP.. DL8.0 (WK12, MK13, WK14), DLL (MK5, WKE, VKT Pepaituposare
92 test [Mpynna—-E04AL... Backupoeka AP.. DL8.0 (MK12, MK13, WK14) AxTMBENpoBaTL
By p p

Konwnposare

YB£AHYHTE NPHOPUTET

DUNETPRI

Ynusepcanshoe
Dallas Lock 80
Dallas Lock Linux

ONEPATMEHOE YMNPABNEHWE

Puc. 173. Kateropus «[lpaBuna aBTomaTu4ecKoro pearmpoBaHus»

Cnucok npasun aBToMatuyeckoro pearnposaHusa ansa mogynein C3U HCQA Dallas Lock 8.0 1 C3U HCL4
Dallas Lock Linux Ha ypoBHe [1b npeacraBnsaeT cobow Tabnuuy ¢ nonsmu:

1. Ne — cTtonbey C MAEHTUMUKALMOHHBIM HOMEPOM CTPOKM MpaBwna M C UHOMKATOPOM aKTUBHOCTU
npasuna. MoxeT cogepxaTb crneayoLiMe NHOUKaTopbl akTMBHOCTU NpaBuna:

° — NpaBunJ1O akKTUBHO;

€@ — npasuno HeakTMBHO.

2. Umsa npasuna — 3agaHHoe AUB npon3BoibHOE MMS NpaBuia nNpu co3gaHun.

3. Ycnosuss — wuwHOMkaTop (CMUCOK MHOUKATOpPOB, OOBLEOUHEHHBIX ornepaTtopamu), YKasaHHbIN
npv co3gaHum npasuna.

4. [lelicmeue — gencTeue, ykasaHHoOe Npu CO34aHum npasuna.

5. Tun modynss — Tvn Moayns, Anst KOTOPOro CO34aHo NpaBumno.

B paHHOM kaTteropum MOXHO CO3faBaTb, PedaKkTMpoBaTb, yAanATb, aKTUBMPOBATb, OEAKTUBMPOBATb,

KOMMpoBaTh, MOBbILATL N MOHWXKATb NPUOPUTET NpaBusia aBTOMaTUYECKOrO pearMpoBaHns Npu NoMoLLm

COOTBETCTBYIOLLMX KHOMOK Ha naHenu [elicmeus nnn kKoMaH4 KOHTEKCTHOIO MEHHO.

YnpaBrneHue Cn1ckom npaBui aBTOMaTU4eCKoro pearMpoBaHns AOCTYNHO TOMbKO Ha YPOBHE
kopHa OB ELY. Ha yposHe rpynnbl (nogrpynnel), APM n mogynei BO3MOXEH TOSbKO
NMPOCMOTP Y aKTUBaLMs/AeakTUBaLus npasuil.

[nsa npobaBneHus npaBuna aBTOMaTUYECKOro pearmpoBaHmst HeobxoaMmo:

1. B kaTteropun lNpaBuna aBTOMaTU4eCKOro pearMpoBaHUsA HaxaTb kHonky CosgaTtb Ha naHemnu
[eticmsusi.

2. B OTKpbIBLUEMCSI MAcTepe Co3[aHns NpaBuna BeldpaTb TN MOAYISA, AN KOTOPOro co3aaeTcs Npasurio.
MoxHo co3gatb npasuno ansg mogynen C3U Dallas Lock 8.0 1 C3U HC Dallas Lock Linux, a Takke
yHMBEpCcarnbHoe NpaBwuslo.



3. BsecTu B TekcTOBOM nosne Mms Co3gaBaeMoro npasuna, ykasaTb yCrioBue, BbiIopaB MHANKATOPbI
UNy Noarpynnbl MHOMKATOPOB B OTKPbIBLUEMCS MO HaXaTuo KHOMkM BbiGpaTb wHAUKaTOpbI
OKHe, a Takke BblbpaTb AeNCTBUE M3 BbiNagatoLlero cnucka (6nokuposka Y3, 6nokmposka APM,
BKMNtoveHne npoduns "Msonauma ysna", yganeHne annos, 3aBeplleHuMe npouecca,
GroKMpoBKa KOMaHZ, 3anyck cueHapws, BeikrnoyeHe APM).

Ecnu B kadectBe ycnoBus Obina BbiOpaHa MOArpynna WHAMKATOpPOB, TO MpY CO34aHWM
npaBuna aBTOMATUYECKOrOo pearMpoBaHus ans wmoaynen Dallas Lock Linux wnu
YHugepcanbHoOe AaHHoe ycrnosue 6yaeT npeobpa3oBaHo B NTOrMYecKoe BbipaXeHue, rae Bce
WHAMKATOPbI NoArpynnbl 06beanHeEHbI Yepes onepaTop MJIN.

Bbibop noarpynnbl B Ka4ecTBe YCMNOBMS AN MpaBuna aBTOMATUYECKOro pearMpoBaHus
HepocTyneH ans C3U Dallas Lock 8.0 UK12 n C3U HCA Dallas Lock Linux UK5. B gaHHoM
cnyyae HeobxoouMmo BbIGpaTb MHAMKATOPLI KOMNpOMETauun unm OBHOBUTH MOZYMNM Ha
Bonee HOBYO BEPCUIO.

Mocne Bbibopa MHAMKaTOpa / NMoarpynnbl MHAMKATOPOB B OkHe BbIGOp MHAMKaTOopa ero ums (Mnu
cTpoka «Jlrobol uHOUKamop», ecrnv NPoCTaBIEH COOTBETCTBYIOLLMIA YeKBOKC) 0TOOPasnTCA B KHOMKe
BbiGopa 1 NosiBUTCSA BbiNadaloLuii CIUCOK + CO crneayloLMMn 3HaYEHUSIMU:

e + — Moka BbIbpaHO AaHHOEe 3HayeHume, OKHO ocTaeTcsa 6e3 usMmeHeHui 00 Bbibopa OOHOro M3
onepatopoB « TN »;

o U/ UM — npwu BbIbOPE AaHHLIX onepaTopoB AobaBnsieTcst KHomnka BbIbopa HOBOro MHAMKaTopa u
BbINagaroLLMi CIMCOK oneparTopa;

[na co3paHung ycrnosus B ELLY BO3MOXHO ncnonb3oBaTh A0 3 MHAMKATOPOB BKOYMTENBHO.

e Ylanumb — ypanseT cneaylolWMn MHOMKATOpP (MHAMKATOpP crnpaBa OT [AaHHoro 6noka),
BblNagaloLLMi CNUCOK BbIBopa onepaTopa NpMHUMAaeT 3HaYeHWe CriegyroLero (Npy ero Hanu4un).
4. BbibpaTb 0ObekTbl AepeBa, ANS KOTOPbIX co3gaBaemoe npaswuno ByaeT akTuBHO. Takke MOXHO
OCTaBWTb NPAaBUIO BbIKITIOYEHHBIM, OCTABUB NapaMmeTpbl N0 YMOMYaHWIO.
5. lNpoBeputb 3Ha4YeHUs1 NapaMeTpoB npasuna, Nnocrne 4Yero NOATBEPAUTb CO34aHue HaxaTmeM KHOMKM
FoToBo. HoBoe npasuno 6yget AobaBneHo B KOHEL, CN1cKa, C MEHbLUMM NPUOPUTETOM.

[na pegakTMpoBaHus npasBuna HeobxoaAnMo HaxaTb KHonky PegakTupoBatb Ha naHenu Jelicmeusi nubo
BblIOpaTb AaHHYyl0 KOMaHAy U3 KOHTEKCTHOIO MEHI0, Mocrne Yero B OTKpbiBLUEMCH OkHe PepakTupoBaHue
npaBun pearnpoBaHus ELLY Dallas Lock (puc. 174) BHecTn Heobxoammble nameHeHus. [ins coxpaHeHus
naMmeHeHun Tpebyetca HaxaTb KHONKy MpumeHuTb. Mpu HaxaTun Ha kHomky OTMeHa OKHO pedaktopa
npaswn ByaeT 3aKkpbITO 6e3 CoOXpaHeHWs1 BHECEHHbIX U3MEHEHWN.



O PeaaktuposaHue npasun pearuposaHua ELLY Dallas Lock

Hraa npaeuna PearvpoeaHie Ha MHAWKATOP KomApomenTauru (ToC)

Tun mogyna: ( :_:' Dallas Lock 8.0 () Dallas Lock Linux ‘@:‘ ¥HueepransHeli

AETHEHOR NpaBKUAD

Yonogue:

MraBoi HankaTop oC

Aeiicteme Dallas Lock 8.0:

Aeiictene Dallas Lock Linwe  BEGECETRTE ERAEE|

MpumernTa OTmena

Puc. 174. PepaktupoBaHue npaBun pearnpoBaHus ELLY Dallas Lock

YpaaneHve BbIGpaHHOroO npasBuna OCyLLECTBSETCA NOCPEACTBOM HaXKaTUs KHOMKM YQanuTb Ha naHenu
Jelicmeusi unu Belbopa faHHOW KOMaHAbl B KOHTEKCTHOM MEHH0.

Ona konupoBaHus npaBuna HeobxoouMo HaxaTb kHOnky KonupoBaTtb Ha naHenu [elicmeusi, B
OTKPbIBLLUEMCS OKHE BBECTM MMs MpaBuna UM OCTaBUTb MPEANIOKEHHOEe MO YMONYaHuIo, NMocrne 4ero
HaxaTb KHOMKy MNMpumeHuTb. [pn HaxaTum Ha kHonky OTMeHa OkHO OyaeT 3akpbiTo 6e3 NpMMeHeHus
KaKNX-NMG0 N3MEHEHUN.

lMocne konmupoBaHWsi HOBOe npasuno 6yger pobasneHo B Tabnuuy C NpPUOPUTETOM,
MEHbLUUM Ha eaVHWLY OT Konupyemoro npaeuna. MNpuoputeTsl nocneayoLwmx npaemn 6yayt
nepecynTaHbl.



5.10.3 WupgukaTopbl kKomnpomeTtauum (lIoC)

Kateropusa WHgukatopbl komnpometauum (loC) Ha cTpaHuue YnpaBneHue komnoHeHTom COP
npegHasHadeHa ang ynpasneHus mexaHuamom loC (puc. 175).

KomnoHeHTEI

=
¥TPABAEHWE KOMMOHEHTOM COP
AEACTBMA
Ceoaka COP MpaBKna aETOMATHHECKOMD PearMpoBaHWA WHankaTopel komnpomerauun (oG HacTpotikn COP JNlobasyis
Mnjrkatop komnpometayam (loC) - D Onucanue Aeiicteyer c Aedcieyerno  Tun mogyns I AT
° CTaHgapTHENE
0 CoCTaEHOH
Q AeACTEME © yYHETHOR 3aNKUCEH ObroBub
@ feiicteue o peectpom
@ Epeaonochbii kaod peectpa Yindos anapkaTap--56.. Vngakarop ko, 2016-02-17 144.., DLED
(/] BpeanHooHBIR KAKY peecTpa Windows WHAMEATOP--56..,  MHgukatop ko, 2016-02-17 144, DLED
(/] BpeanHooHBIR KAKY peecTpa Windows WHAMEATOP--56..,  MHaukatop ko, 2016-02-17 144, [elR:11}
@ Epeaonocheii oy peectpa Windows uHavkaTop--56... Mhaukatop koo, 2016-02-17 144, DLED
@ Heiicreue ¢ AMPEETOpMER DQUNLTPEI

o BpeaoHOCHENA dakin
Mouek |*

@ Bpeacnockeii Tpadue

° BpeaoHocHENE npovece
Q BpeaoHOCHENE gomeH

@ BpeaoHockei seb-pecypc
Q BpeaoHocHeR MAC-agpec
@ Epeaorocheii P-agpec
@ Epeaoriocroe MO

@ nNonssosatensckme

Puc. 175. Kateropus «MHaukaTropbl komnpomeTtauuu (IoC)»

B pabouyen obnacTtu kaTteropmum pacnonaraetcs Cnmcok cyLiectaytowmx [0C-06beKkToB 1 CBEAEHUS O HUX B
BUAE APEBOBUAHON CTPYKTYPbI, COCTOSALWEN 13 rpynn, noarpynn un loC-o6bekTos.

Ona cnucka nogrpynn u loC-06beKTOB NpeayCMOTpeHa BO3MOXHOCTb COPTUMPOBKM MO cTOnbuam,
ocyluecTsnsiemas BHyTpu rpynn Cma+HO0apmHbie v [lonib308amersbCKue.

YnpaBneHue cnvuckom nogrpynn u loC-o6bEKTOB OCyLLECTBNAETCHA TONbKO Ha ypoBHe [1b.

Ha yposHe rpynnbl, APM 1 Mogyns AOCTYMNHbI TOMbKO NpocMoTp nogrpynn u loC-o6bekTos,

a TaKke akTMBauumsa/geakTmBauus n ynpasneHme coctosHneM HacnegoBaHnsi l0C-o06beKToB.
Bo BnoxeHHon kaTeropun MHaukatopbl komnpometauum (loC) B pamkax rpynnel [Tosb308amernbckue
OOCTYMNHO co3fdaHue, yaaneHue u npocMmoTp ceoncTe noarpynnbl [0C-06bekToB, a Takke gobaBneHue,
yoaneHue, NpocMoTp CBOWCTB, 0GHOBNEHME, akTnBaLms / geaktmauus n akcnopt [0C-o06bekToB.

CmardapmHbie coctaBnatoTca cneumanmctamm OOO «KoHMAEHT» M HegoCTyNHbI Ans
pedakTupoBaHusa. B gaHHOM crnydae BO3MOXHO TOJNIbKO ynpaerieHne coctosiHnem loC-

@ Moarpynnbl UM cogepXaluMecss B HUX WMHOMKATOpbl KOMMpOMEeTauuu Ons  rpynmnbl
00BLEKTOB (aKTUBALUA U OeaKTUBaLUS).

Ons co3gaHus NOArpynnbl MHOMKATOPOB KOMMpomeTauunm Heobxoammo HaxaTb kHomnky CospaTtb
nogrpynny Ha naHenu [elcmeusi nnn Bbi3BaTb KOHTEKCTHOE MEHHK rpynnbl [losib308amesibckue w
BbiOpaTb Co3pgatb noarpynny, nocrie 4Yero OTKPOETCsl OKHO, B KOTOPOM MOXHO yKa3aTb HauMeHOBaHue
co3iaBaeMon noArpynmnbl NN OCTaBUTb 3HAYEHWe Mo YyMonyaHuio (puc. 176). [ins 3aBepLueHnss co3gaHus
noAarpynnel TpebyeTcsa HaxaTb Co3paTthb.

U Cozganme nogrpynne >

Kma nogrpynne:

H|:|E=a:a noarpy!

OTmeHa

Puc. 176. OkHo «Co3gaHue noAarpynnbi»



CosnaHne noarpynn AOOCTYNHO TOJIbKO Ha YypOBHE rpynnbl lNonb3o8amerbcKkue, TO eCTb
co3faHune noarpynnbl BHYTpU noarpynnbl He4OoNMyCTUMO.

HaumeHoBaHve noarpynnbl B AanbHEMWEM MOXHO W3MEHWTb, ANS 3TOro HeobxoAumo BbIAENUTb

NOArpynny v HaxaTtb KHOMKYy CBOMCTBA B KOHTEKCTHOM MEHI0 Unu Ha naHenun [elicmeusi, nocne 4ero B

OTKpbIBLUEMCS OkHe PepakTMpoBaHWe noarpynnbl UHAWKATOPOB KOMMpPOMEeTauuu BBECTU HOBOE

HasBaHue noarpynnel 1 Haxatb OK.

Ona npocmoTpa loC-06bekta HeobxoauMO HaxaTb Ha KHorky CBomcTBa Ha naHenu [eldcmeusi unu

OBaXabl KNUKHYTb Ha CTPOKy B Tabnuue ¢ BbibpaHHbIM [0C-06bEKTOM, MOCNe 4Yero OTKPOEeTCH OKHO

MpocmoTtp wuHAukatopa komnpometauun (loC), cogepxailee json-obbekt 6e€3 BO3MOXHOCTU

pefakTMpoBaHMS N KHOMKY 3aKpbIThb.

[na nobasneHnsa Nonb3oBaTeNbCKUX MHAMKATOPOB KOMMNpoMeTaLun Heobxoanmo:

1. HaxaTtb kHonky [lo6aBuTb Ha naHenun [eldcmeus vnu BbIOpaTb KOHKPETHYIO MOATPYNny M HaxaTtb
[obasumb B KOHTEKCTHOM MeHi0 pabouew obnacTtu, mocne 4yero OTKpoeTcs OkHO [lobaBneHue
nonb3oBaTeNnbCKUX MHANKaTopoB KomnpomeTauum (loC) ELLY Dallas Lock (puc. 177).

O AofaEeHMe NONE30BATENBCKMX MHAWEATOPOE KoMAporeTadmi ([oC) ELY Dallas Lock b

3arpyska |0C-0B M3 AOKAALHOrO MCTOUHMKA

BLIEEpMTE NOKANEHYID NANKyY, M3 KOTOROA GYyayT 3arpys eHel IoC-1

D PacnpegentTs No rpynna © yyeTom nona ‘patkern’ dopmata IoC (ecnm rpynna He oyLLECTEYET, 0H3 ByaeT cosaana)

D CKaHMpDBaTb BEAOXEHHBIE NANKW

BriBepure nanky c IoC-dafnarm |Mowck..,
Dlu"lr.m ha.. ¥ Huguearop ko.. ID Peszyanrar nposepkr

AobaeuTh OTMeHa

Puc. 177. Jo6aBneHue nonb3oBaTenbCKUX UHAMKATOpPOB koMnpomeTtauuu (loC)

2. B oTKkpblBLUEMCSH OKHE yKkasaTb MyTb OO0 katanora ¢ loC-havnamu, B KOTOpbIX onpegerneHsl loC-
06bekThl, Nponucas NyTb B none Boibepume narky ¢ loC-ghalinamu nnv BelIbpas Kkatanor B NpOBOAHMKE
npv NnomoLuy KHomku BeibpaTth.

Mpu HEO6XOAMMOCTIN MOXHO TaKkKe akTMBMPOBaTh criegytolmne YekboKebI:

e Pacnpedennumb no epynnam c¢ yd4emom nons ‘pattern’ ¢popmama IoC (ecnu epyrnna He
cywecmgyem, oHa bydem co3daHa) — MNO3BONSAET MNPOM3BECTU pa3bueHue aobaBnsemMbix
Nnosb3oBaTeNbCKUX MHONKATOPOB KOMMpOMEeTaLMM Ha COOTBETCTBYHOLLME MOt pattern noarpynmbl
(Tabrnmua 26). Ecrnm 4yekboOKC [eakTMBMpoBaH, TO BCe [fobaBnsiemble MNONb30BaTENbCKME
MHOMKaTOpbl KOMMNpoMeTauun OyayT fobaBneHbl B BbIOpaHHYK MOArpynny, ecnu e B rpynne
lMonb3oeamerbckue He BbibpaHa HXU ogHa MOArpynna wunu HeT Hukakux nogarpynn, To 1oC 6yayT
[o0aBneHbl B aBTOMaTMYECKU CO34aBaemMyto noarpynny ¢ umeHem «Hoeast nodepynna N», raoe N
— HOMep noarpynnbl B cnucke ogHoumeHHbIX. Mpu gobasneHun 1oC anst BeIGpaHHOW noarpynnel
AaHHbIN Yekboke ByaeT 3abnokupoBaH;

e CkaHuposamb 8/10XKeHHbIe narku — MNO3BONSET CKAaHMPOBAaTb NoAnanky ykasaHHOro katasnora u
3arpyaTb [0C 13 Hux.



O61bekT nonsa ‘pattern’
directory
file
domain-name
ipv4-addr
ipv6-addr
mac-addr
network-traffic
url
process
software
user-account
windows-registry-key

Oornee ogHoro o6bEKTa

Ta6bnuua 26. ConoctaBneHue ob6bekTa nons ‘pattern’ n noarpynnesl Ans rpynn

[dob6aBneHne nHaMKaTopa KOMNpoMeTaLuuu B rpynny
[encteune c gupekropuen
BpenoHoCHbIN thann

BpeaoHOCHbIN OMeH
BpepnoHocHbin IP-agpec

BpenoHocHbin MAC-agpec
BpenoHoCHbIN Tpadumk
BpenoHocHbI BeG-pecypc
BpeaoHocHbIN npouecc
BpenoHocHoe MO

[lencteme c y4eTHON 3annCbio
[encTteune c peectpom

CocTaBHoOM

3. HaxaTtb kHOMKy CkaHupoBaTb [ANA NPOBEPKUM Hanmumyma B YykaszaHHOM katanore loC-channos
1 nocneayoLen NPoBepKM COOTBETCTBUSA coaepxalumxcs [0C-06beKkToB Kputepusam.

Kputepwumn toro, 4uto gann siensetcs loC-carnom:
e (pann umeet paclumpeHue .json;
e B havine ectb xoTa 661 0anH JSON-06BEKT, y KOTOPOro type paBeH indicator.

Mo pesynbTatam ckaHupoBaHus Bce |0C-06bekThl, 06HapyXeHHble B l0C-channax, 6yayT gobasneHsl B

Tabnuuy.

Ecnu dannel, ygoBrneTBOpsioME KPUTEPUSIM, B MNpoLlecce CKaHWpPOBaHWS He OyayT

HangeHbl, NOSABUTCSA cooTBeTCTBYHOLLEE coobuieHne 06 oLmbke.

4. B 1abnuue obHapyxeHHbIX l0C-00beKTOB ycTaHOBUTL B cTonbue Mms chalna 4ekGoKCbl HaMpoTuB
WHAMKaATOPOB KOMMpoOMeTaumm, KoTopble TpebyeTca gobasutb B 6a3y 10C-06bEKTOB.

5. Haxatb kHonky [lo6aBuUTb.

KHonka OTmMeHa no3BonsgeT 3akpbiTb OkHO [lobaBneHue nonb30BaTeNbCKAX WHAWKATOPOB

komnpomeTtauum (loC) ELLY Dallas Lock 6e3 coxpaHeHus niobbix U3MEeHEHNI.

Ons yoaneHusa Heobxoamnmo BbIOpaTh B TabnuLe OAMH UM HECKOSBbKO 3M1EMEHTOB rpynnbl (MOArpynmMbl U

MHOMKATOPbl KOMMPOMETauMu) U HaxaTb KHOMKy Ypanutb Ha naHenu Jelicmeus, nocrne 4ero B

OTKpbIBLUEMCSI OKHE NOATBEPAUTL YAarneHne.

Mpu BIOOPE ANa yaaneHus rpynnbl [Tonb3o08amernsckue byaoyT yaaneHbl BCe 31EMEHTbI BHYTPU OAHHOM

rpynnebl.

Ecnu ans yganeHus 6binv BbiOpaHbl 1 Nonb3oBaTernbekne, n ctaHgapTHble 10C-06bekThl, TO
npyu NOATBEPXAEHUN YyAaneHus BblOeNeHHble nonb3oBartesnbckme loC-06bekTbl OyayT
yAaneHbl, a BolgeneHHble ctaHgapTHble |0C-06beKkTbl — AeaKTUBMPOBaHBI.

Mpn ypaneHMn nonb3oBaTENbCKOM MOATPYNMbl BCE BXOASLIME B HEe MWHAMKATOpPbI
KoOMMpomeTauum Takke 6yayT yaaneHsbi.



5.10.4 Hactpoukn COP

Hactpoiku, kacatowmecs sHadeHun nonutuk COP, perynupytotca B kaTeropum Hactpounku COP Ha
Bknagke KomnoHeHTbl — CpeacTBO oGHapyXeHus n pearupoBaHus (puc. 178).

KomnoHeHTsI
=
YMPAB/IEHWUE KOMMOHEHTOM COP
AEWCTBMA
Csoaxa COP Mpasina aBTOMATHUECKOTD PearMpoBakma | | WHaukatops! komnpometatyu (1oC) Hactpoiiku COP
o 3anper va namere...” Monnnia 3uauenme  Tun mogyns
PaCUCaHIE CKAHUPOBHIA CHETEMBI ... BKN. DLB.O (WKL2, WK13, VK3, VK14, VK14
p
o WcToumm obosnermii updates.dall... K12, VK3, VIK14)
o TpaEnna aETOMATUHECKOTD PERTHPOE... BIN. 3, VIK14), DLL {1KS, WK6, VIKT RULIRHE
PerynapHocTb 06HOBAEHII BbikAtoUEHD 3, VIK14), DLL (1K, UIK6, VIK7
ynap Wuan nonmTikm
OGHoanerue Gasel nnankaTopos kom... Brn. WIKL3, WKL4), DLL (VIKS, VK6, WKT), Cuctema
siGpats Bee uncTnTe
o CKaHUPOBaHME HOBLIX HANos Ha MHA... He Hcnonks... , WL =
o Ofinacts ckannposaHia IoC DLB.0: 1)Cka... 0 {WIK13, K14, WK14), DLL (VIKS, VK, VKT Dallas Lock 8.0 MKL2
o HacTpoiika Komanarore cuenapus pe... He mcnonta... Dallas Lock 8.0 MKI3
o AHanu3 BpeAOHOCHOrD obbekTa 8 BC  Beikn. (%) Daliss Lock 5.0 K14
o BACKMPOBAHUE BLINOAHEHUA KOMEHA ... He MCnonb3... (MKT. Dallas Lock LinuE xS
o Bpema nepes 3asepLUEHIEM Ceakca He nenones... (KT, Dllas Lock Linue K
CBop aanHbix 06 APM He ucnones... (K7
o G Dallas Lock Linux MKF
o WeTourmk obnoenernii [oC updates.dall..
o PerynapHocTs ckarnposarua loC Crampoeati... DLL (VIKS, VIKS, VIKS, VKT, MKT)
o Aygur: IoC Bion. DLL (VIKS, WKS, NKT
o Brnrounts "Cpeacreo obHapyxenna n... Bin. OMEPATMBHOE YMNPAB/IEHWE
o AyawT: Wismenenne napamerpos COP Bin. 3
o erausmk obnosnermii IoC hitps://upda... DLL (K5, NKT Cobpars cypranst

CumxpoHMzMpOBaTh

Puc. 178. Kateropus «Hactpoiku COP»

Ta6bnuua 27. Hactporku COP

McToYyHUK 0OHOBRNEHUNn

3HayeHnem ans nonuTuMkM MoxeT Obltb HTTPS-agpec w/unun agpec nanku. [lo ymonyaHuto
Ans nonutuku BelopaH Tun HTTPS 1 HasHavyeH UCTOYHWK updates.dallaslock.ru/Update.

AKTMBaUua / geakTuBaumst UICTOMHUKA OOHOBIEHUI OCYLLECTBNAETCA NPM NOMOLLM Yekbokca B cTonbue
Ucnonbdyemcsi. C nomollbio kHOMOK BBepx v BHM3 MOXHO ynpaBnATb NPUOPUTETOM WMCTOYHMKA
OOHOBIIEHUN.

MonuTrka No3BonsieT ynpaBnsiTb UCTOYHMKOM 06HOBMEHUst 6a3bl I0C-06BbEKTOB.
MonuTtunka npumensetcsa Ha moaynsax C3U Dallas Lock 8.0-K/C.

UcTouyHuk ooHoBneHuu loC

3HaveHnem pansa nomuTukn MoxeT Obitb HTTPS-agpec w/vwnm agpec nanku. Mo ymonyanuio
Ana NonNUTUKN BblbpaH ™n HTTPS " Ha3HayeH WUCTOYHUK
updates.dallaslock.ru/Update/UcclocUpdate.zip.

MonuTtuka nossonseT ynpaendaTb ACTOYHUKOM obHoeneHnsa 6a3sbl |l0C-061HEKTOB.

MonuTtunka npumensetca Ha moaynsax C3U HCL Dallas Lock Linux UK5.
NcTouHuk obHoBneHumn loC

B kauecTtBe 3Ha4YeHUs1 MONMUTUKN MOXHO yKa3aTb pacnonoXeHne unn BCTaBUTb CCbIJIKY. Monutuka
no3BondAeT ynpaBiidTb NICTOYHUKOM 0o6HoBneHuns 6asbl loC-06BHEKTOB.

Monutuka npumeHsieTcst Ha mogynsax C3U HCA Dallas Lock Linux UK6, UK7.

O6nacTtb ckaHupoBaHus loC
Monntka wucnomnb3yeTcs [Onsi HaAcTpoOMKM o6nacTu CKaHUMPOBaAHUS CUCTEMbI Ha MHOMKATOPbI
KOMMpOMeTaLmu.

B kayecTBe 0GnacTM CKaHMpPOBaHWS MOXHO BbIGpaTb BCIO CUCTEMY, €CMU aKTUBMPOBAH 4YeKBOKC
CkaHupogame 8CH0 CUCMeMy, UMW YKa3aTb KOHKPETHbIE AUPEKTOPUM ANs CKaHUpoBaHus. Mpy ykasaHum
AMPEKTOPUIA Ha MoAy b NepefalTcsa TONMbKO Te NyTW, AN KOTOPbIX BbICTABMNEH YekBoKC.



Ecnu gna mogynen C3U HCA Dallas Lock 8.0-K/C aktnBupoBaH Yekbokc CkaHupogamb
8CH0 cucmemy, TO Ha MOAYNb AN AaHHOW NONUTUKM ByAeT pacnpoCTPaHATLCS 3HAYeHUe
He ucnonb3yemcs. [Ona aktuBauuMm MNONUTUKM B [AaHHOM cryvyae Heobxooumo
JeakTuBmpoBaTb YekOOKC W BblOpaTb XOTs Obl OOHY [OWPEKTOPUIO, YCTaHOBUB
COOTBETCTBYIOLMIA donar.

Ona wmogynen C3UW HCHO Dallas Lock Linux npu aktvBupoBaHHOM 4Yekbokce
CkaHupogamb 6Cto cucmeMy Ha MoLYfb PacnpoCTpaHSaEeTCsl 3HaYeHne agpeca KopHs (/).

HobaBneHve oupekTopumn AN CKaHMPOBaHMS MPON3BOANTCS B OKHE Nocre HaxaTtusa kHonkn [Job6aBuUTb
nyTb. [lyTb MOXHO yka3aTb 4Yepe3 (palnoBbIi MEHeKep MOCPeACTBOM HaxaTtus kHomku Bbibpatb
WNu BPY4HY0, BNUCAB €ro B COOTBETCTBYHOLLEE MOore.

KHonka BbiGpaTb A40CTynHa, ecrnu:

e OTKPbITO OKHO go6aBneHus nytu gns moayns Dallas Lock 8.0 n koHconb ELLY
yctaHoBneHa Ha OC cemenctea Windows;

e  OTKPbITO OKHO AoBaBneHus nytn ana moayns Dallas Lock Linux v koHcons ELLY
ycTaHoBneHa Ha OC cemenctsa Linux.

MonuTunka NnpumMeHsieTcs Ha MoaynsaX:
e C3U Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

Bkniountb «CpencTBo o6HapyKeHUA U pearmpoBaHUs»

Bo3moxHoe 3HavyeHne NonuTukN: « Bk./Bbikr.». 3Ha4YeHne No yMonyaHuio: «Bki.».

MonnTrka No3BonsieT yNpaBnsiTb BO3MOXHOCTbIO BKITIOYEHUS U BbIKIIOYEHNS cpecTBa OGHapyXeH s 1
pearmpoBaHusi.

Monutuka npumeHsieTcst Ha moaynsx C3U HCA Dallas Lock Linux.
ObHoBneHue 6a3bl UHOMKaTOpoB KomnpomeTauuu (loC)

Bo3aMokHOe 3HayeHne NonUTUKKU: « BKki1./BbiKi.». 3Ha4YeHne no YMOJTHaHUIO: «BKn.».

Monutuka nossonsiet ynpaBiidTb BO3MOXHOCTbHO obHoBneHnss 6asbl MHONKATOPOB KOoMMpomeTauunn:
obOHOBNEHne OCYyLUECTBJIAETCA TOJIbKO B TOM Clly4ae, eClim NoJINTUKa BKITI4YEeHa.

MonuTuka NnpumeHsieTcs Ha:
o cnyxby ELLY;
o MOAynsAX:
e C3U Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

AyanTt: UameHeHne napametpoB COP

Bo3moxHoe 3HauyeHne NonuUTUKN: « Bki./Bbiki.». 3HaYeHUe No yMonyaHuio: « Bkn.».
Monntrka No3BonseT ynpaensaTb BO3MOXHOCTbIO OTCNEXUBATbL U3MeHeHnst napameTpo COP.
Monutuka npumeHsieTcs Ha moaynax C3U HCA Dallas Lock Linux.

AyauT: loC

Bo3moxHoe 3HayeHne NonuUTUKN: « Bki./Bbiki.». 3Ha4YeHUe No yMOnyaHuio: « BK.».

Monutuka nos3Bonser ynpaendaTtb BO3MOXHOCTbH  OTClieXmBaTtb WU3MEHEHUA, CBA3aHHble C
MHOWKaTopamMn KoMmnpomMmeTauunn.

Monntuka npumeHsieTcst Ha mogynsax C3U HCA Dallas Lock Linux.

AHanu3 BpegoHocHoro oobekta B BC

Bo3moxxHoe 3HavyeHune NonuTukn: « Bk./Bbiki.». 3Ha4YeHne No yMonyaHuio: «BKi.».
MonuTtuka No3BonsieT ynpaBnsiTb BO3MOXHOCTbIO CKaHMpoBaTb 06bekThl B BC.

MonnTrka NpUMeEHsIeTCs Ha MOLYNAX:
e C3U Dallas Lock 8.0-K/C;
e C3U HCJ Dallas Lock Linux.

MNpaBnna aBToMaTU4YeCKOro pearmpoBaHUsA

Bo3moxxHoe 3HavyeHune NonuTukn: « Bkr./Bbik.». [0 yMONYaHuio 3Ha4yeHne JaHHOW NONUTUKN: « BKr.».



MonuTunka NnpumeHsieTca Ha MogynsAX:
e C3MU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

PacnucaHue ckaHMpoBaHUsA cucTeMbl Ha MHAUKaTopbl KomnpomMeTtauum (loC)
MonuTuka ncnonb3dyeTca ANns yrnpaBrneHus pacnucaHneM CKaHMPOBAHWS CUCTEMbI Ha HanuuvMe B Heu
nHaukatopoB komnpomeTauum (loC).
3HaveHne nonuTukmn no ymondanuio: «17: 00 MH BT Cp YT M.

Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.
PerynsapHocTb o6HOBREHUM
Bo3MOXHOe 3Ha4YeHue NOonUTUKK: «BbikroyeHo», «Pa3 8 cymkuy, «Pa3 8 0se Hedesnuy. 3Ha4YeHne no
YMOMYaHWIO: « BbIKITHOYEHOY.
MonuTuka oTBeYaeT 3a perynsipHoOCTb aBTomaTnyeckoro obHoBneHust 6a3 loC.

MonuTuka NnpumMeHsieTca Ha Moaynsax:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

PerynapHocTb ckaHupoBaHus loC

Ons nonuTtukn TpebyeTca BBoauTb 3HaveHne B popmate «A0 YY:MM», HO He pexe, Yem pa3 B 21 aeHb,
W He valle, yem pa3 B 15 MuHyT.

MonuTuka ucnonb3yeTcs AN HacTPOWKUA PerynspHOCTUM CKAHUPOBAHUS CUCTEMbl Ha WHOWKATOPSI
komnpomeTauum loC.

MonuTtunka npumenseTca Ha moagynsx C3U HC[ Dallas Lock Linux.
CkaHupoBaHuMe HOBbIX pansioB Ha MHAUKaTOpbl KoMmnpomeTtauum (loC)

Monutrka ucnonb3yeTcsa Ans HAaCTPOWKM aBTOMATUYECKOrO CKaHMPOBaHMST HOBbIX (PannoB B cucteme
Ha HanMyne UHONKaTOPOB KOMMPOMETAL M.

Mo ymMon4yaHuio anga nofiuTUKK yCtaHoOB1€HO 3Ha4YeHune He ucriosib3yemcs.

B HacTpoWkax MOMUTUKM MOXHO YyKasaTb 2 [OMPEKTOpMU, B KOTOPbIX OyOeT OCyLECTBNSTHCS
aBTOMAaTMYeCKOe CKaHUpoBaHve daiinoB. Ona fob6aBneHns OUPEeKTOpUU HEOBXOOMMO HaxaTb KHOMKY
Jo6aBuTb nyTb, nocne 4ero BbiGpaTb NyTb B haiifioBOM MEHeKepe NOCPeCTBOM HaXaTUsi KHOMKM
BbIGpaTh 1Ny BBECTU NyTb BPYUYHYIO B TEKCTOBOE norne [yme.

KHonka BblGpaTb akTMBHA TOSMLKO Ha onepaumoHHbIX cuctemax cemerictea Windows.

Mpu akTuBauum Yekbokca CkaHuposams 6/10XKeHHble OUPeKmMopuUU NPOU3BOAUTCA CKaHWpOBaHWe
noananok Ans BblOpaHHbIX AMPEKTOPUIA.

KHonka Ypanutb nyTb MO3BOJIAET yOallnTb Bbl6paHHYIO ONpeKkTopunto n3 obnactn aBTOMaTUYECKOro
CKaHMpoBaHUA.

MonuTtunka npumenHsetca Ha moaynsax C3U Dallas Lock 8.0-K/C.
Bpems nepen 3aBeplueHUeM ceaHca

Monutuka ncnonb3yeTcs AN HAaCTPOMKN BPEMEHU, KOTOPOE AAaeTcs NoNb3oBaTeNnto ANsl COXpaHeHUs
obpabaTbiBaeMbIX AaHHbIX.

Mo ymonyaHuo Ans nonMTuKM YCTAaHOBIEHO 3Ha4YeHne He ucrnonb3yemcs.
B HacTpoWkax NOMUTUKN MOXHO yKa3aTb 3HaYeHUs: 1 MUH., 2 MUH., 5 MUH.

MonuTnka NnpumMeHsieTca Ha MoaynaX:
e C3W Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.
C6o0p AaHHbIX 06 APM
Monntnka ucnonb3yeTcs LNsi HAaCTPOMKU OaHHbIX, KOTOpble HYXHO cobpatb. 1o ymonyaHuto gns
NMONUTUKN YCTAHOBIIEHO 3Ha4YeHne He ucronb3yemcs.

I'Iepequb npegnaraemMbiXx K cGopy OaHHbIX:



3anyLLeHHble NPOoLEeCcChl onepaLyoHHON CUCTEMbI;
aKTUBHbIE CETEBbIE COEUHEHNS;
aBTOPU30BaHHbIE YYETHbIE 3aMNNUCH;
cnncok aBTo3anycka [0;
AaMn namsTu npouecca;

e [Oamn onepaTUBHOWM NamsATy.
MonuTuka NpuMeHsieTcs Ha MoaynaX:

e C3WU Dallas Lock 8.0-K/C;

e C3U HCQO Dallas Lock Linux.

BnokupoBaHue BbINOJIHEHUA KOMaHA, B KOMaHOHOM CTPOKe

MonuTrka ucnonbayeTcst Ans 6rI0KMPOBaHUS BbINOMHEHWS KOMaH B KOMaHAHOW CTPOKe Ha 3adaHHbIN
MPOMEXKYTOK BPEMEHW.
Mo ymonyaHuio Ana NonuMTUKM YCTaHOBMNEHO 3HadYeHue He ucrnomb3yemcs.

B HacTpoikax NnonnTUKM MOXHO 3agaTb KOMaHAbl, BbINOMTHEHNE KOTOPbIX HE06X0AMMO 3abIOKMPOBaTb,
1 BbIbpaTb BpemMs GrokMpoBKM U3 BbinagatoLero cnucka (1 yac, 2 4yaca, 4 yaca, 8 yacos, 6eccCpoYHO).
Monutrka NpuMeHsieTcs Ha MoayNaAX:

e C3WU Dallas Lock 8.0-K/C;

e C3U HCQO Dallas Lock Linux.

HacTtpoika komaHOHOro cueHapus pearupoBaHus
B HacTponkax NoNnTUKM MOXHO BHECTW MHOPMaLUIO O:

e 3anyckaeMoW komaHge ¢ 3agaHHbiMu napametpamu B CMD;
e nyTu 3anyckaemoro 10 Ha APM.
Mo ymonyaHumio Ang nonNnTUKM yCTaHOBMNEHO 3HadeHne He ucrnonb3yemcs.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

5.11 KoHTponb ceTeBoro gocryna

Ons nepexoda K pasgeny HacTpoek YnpaBneHuMe KOMMOHEHTOM KOHTpPONb CeTeBOro poctyna
Heobxoommo Ha Bkragke KommnoHeHmbi BblbpaTb KoHmposnbs cemegoz2o docmyrna. Ha cTpanHuue
YnpaBneHne KOMNOHEHTOM KOHTPOJ/Ib CETEBOro AOCTYMNa MOXHO peAakTupoBaTh napameTpbl AreHToB
ELY, 3oH posepwus, PecypcoB m WAF Ha yposHe kopHa [OB, (puc. 179). C nomoLibio KomaHdbl
onepaTMBHOro ynpaeneHmss CUHXPOHMU3UPOBATb B KaTeropusx NPOM3BOAMTCA CUHXPOHM3aLUS BCEX
Npoun3BeAeHHbIX Ha CTpaHuLe YnpaBneHne KOMNOHEHTOM KOHTPOJb CeTeBOro 4OCTyna HacTPOeK.

Bce gencreus, BoinonHsemble Ha Bknagke KoHmporis cemego2o docmyna, UKCUpYoTCs B xypHane ELLY.
KomnoHeHTs!

MexceTesoi 3kpaH

CUCTEMA KOHTPONA HaKonuTened
KOHTpONb pecypcoe

Cucrema oBHapPYKEeHHA BTOPXEHNI
besonackan cpeaa COB (necoynnua)

CpeacTBO 0DHAPYXEHUA U PEArNPOBAHNA
y

Puc. 179. Bknagka «KoHTponb ceTeBoro gocryna»

MyHkT KoHmporsnb cemegoeo docmyna akTuBeH npy Hanuumm nuueHsum NAC.



5.11.1 AreHtbl ELY

Ha ctpaHuue YnpaBneHne KOMMOHEHTOM KOHTPOJib CeTeBOro gocrtyna B kaTeropum AreHtbl ELLY
oTobpaxaeTcsa CNUCOK areHTOB, AN1S KOTOPbIX BbiMyLLEHbI NPO(UNM ceTEBOro 4OCTYNa 1 npeanonaraercs
paboTa B pexume yganeHHoro nogkntodenus (Puc. 180).

O Kovcons ynpasaenen ELLY [Bowen Gesonacsecn Jowes Geonacuocn, Cepres: host.deckerintemak 17900]

v

KOMNOHEHTBI

- =
= YNPAB/EHUE KOMMOHEHTOM KOHTPO/Ib CETEBOTO AOCTYTIA
. aEACTBNA
Dallas Lock WAF
@
a5 W+ Mun  Cocommme P 30w avvcpnn
. assrns e et Mouce
- Jowa goecpia
3
Cocremme - .
»
Aren ELY Dallas Lock Windows VK2
[ Avenr ELLY Dallss Lock Android
Are ELLY Dl Lock Linu Wi

OMEPATUBHOE YMPABAEHWE

Coipe

Puc. 180. Kateropus «ArenTtbl ELLY»

Cnucok areHToB NpeacTaenseT cobor Tabnuuy ¢ nonsamMu:
1. llopsdkosbili HoMep 3arnucu.
2. Nvsi — nanmeHoBaHne APM c yctaHoBneHHbIM AreHTtom ELLY.

3. CocmosiHue — TeKyllee COCTOSIHME MOAKMOYEHUst (MOAKMIOYEH, OTKIOMEH, OXWAaeT NepBUYHOrO
NOAKITHOYEHUST).

Jlo2zuH IPsec — noruH, ykasaHHbI Npu co3gaHum npodmng ceteBoro ocTyna.
3oHa dosepusi — HaumeHoBaHue 3[.

. Jocmyn — yekbokc, 0603Ha4YaeT BO3MOXHOCTb NOAKINIOYEHMS areHTa no IPsec.
B 6noke [elicmeusi [OCTYNHbI cnefyoLlne AeNCTBUS:

1. Cosgatb npodunb ceTeBoro goctyna, pasgen 5.1 Ceogka ans [6;

2. HasHauuTb 30HY gosepus, pasgen 15.4.1 Ceoaka moayns AreHt ELLY;

3. BanpeTtuTb JOCTyNn — pa3pblBaeT Tekyllee yaaneHHoe NOoAKMYeHne areHTa.

Ha naHenu @unempsi ona areHtoB ELLY MOXHO HacTpouTb punbTpauuio no 3oHaMm JOBEPUS, COCTOSHUIO
n TMnam areHtoB ELLY.

[ocTynHbl KOMaHAbl ONEPaTUBHOIO YNpaBneHNss Ha NaHeNn UHCTPYMEHTOB:

1. Cobpatb XypHansl;
2. CVHXPOHM3MpPOBATb.

oo A

5.11.2 Pecypchbl

Ha cTpaHuue YnpaBneHMe KOMMNOHEHTOM KOHTpPOSib CeTeBOro pocTtyna B kaTeropun Pecypcbl
oTobpaxaeTcsa cnncok gobasneHHbIx pecypcoB (Puc. 181).

D Koncons ynpasnenus ELLY [Jomen Gesonacrocts: Jowen Gezonacrocty, Cepeep: fga-win-ucc.dllocak17900] - X

Q v o KoMnoHeHTb!
= JLomen BezonacHocTk 2
. _ YNPABAEHWE KOMMOHEHTOM KOHTPO/1b CETEBOIO AOCTYNA -
v [ HEPACMPEAENEHHBLIE OBBLEKTbI AE“CTBVIﬂ
© AM- Dallas Lock WAF

M CETEBLIE VCTPOWCTBA

Ne Wwspecypca ~ Appec  Bromouen £o sce somst gosepu  Llinros

~ O3 YAANEHHBIE OBBEKTH

1 EUY DallasLock 1010.41.. [a 31233-1:192.

OMEPATUBHOE YMPABMEHUE

CoBpars wyprans:

Curxponmsuposars

[T - I 4

Puc. 181. Kateropus «Pecypcbi»

Cnncok pecypcoB npefctaenseT cobon Tabnuuy ¢ nonsamMu:;



lNopsiOkoebIl HOMep 3anucu.

Uwms pecypca — HanmeHoBaHue pecypca.

Adpec — IP-agpec nnn agpec nogcetn B dopmate CIDR.

BkriroueH 80 8ce 30HbI 0ogepusi — MHAOPMaLMs, ykasblBatollas BKIMIOYEH NM Pecypc BO BCE 30HbI
AoBepus.

5. UlIno3 — cnucok agpecos Wwio3oB ang kaxgoro WAF.

B «kateropun Pecypcbl npegycMoTpeHa BO3MOXHOCTb CO3[aBaTb, YAanaTb, pedakTMpoBaTb MU
npocmaTpuaTtb 3anmcu «Pecypcy. o ymonuaHuio cogepxartcsa 3anucu «ELLY Dallas Lock» ¢ agpecom
cepepa ELY. [JaHHble 3anvcy Henb3s yaannuTtb, a pegakTupoBaHme JOCTYMNHO TOMbKO B none LUmwo3.

Pob-=

YnpaBneHue pecypcamu JOCTYMHO TOMNbKO Ha ypoBHe kopHA B ELLY. Ha ypoBHe rpynnbl
(moarpynnbl), APM 1 Moaynen BO3MOXXEH TOSNbKO MPOCMOTP PEeCYpCoB.

Ins po6asneHust pecypca Heo6xoanMo:

1. HaxaTtb kHonky Co3aaTb Ha naHenu Jelicmeus, nocrne 4ero oTkpoeTcsl okHo Co3paTb pecypc, (puc.
182).

0 Cozgame pecypc s

Mapametpel pecypca

YkaxwTe nMa W IP-agpec pecypca

Wiras:
Appec:
[_] Brntoums 8o ace sare: posepus

Waroz

‘WAF Wcnonezoeate waroz Wnroz
312331 192.168.60.1

Otmena

Puc. 182. OkHo co3paHusa pecypca

2. B none /ms BBECTU yHUKANbHOE UMS pecypca.

3. B none Adpec BecTtun IP-agpec unn agpec noacetun B popmare CIDR.

4. B none LWnwo3 pna WAF, ons koTopbix BKIOYEH 4YekOokc Ucnonb3oBaTb W3 MOXHO BBecTu IP-
agpec, nogpobHee B pa3gene 5.11.4 Dallas Lock WAF.

Ecnu npu coxpaHeHun pecypca none LUmo3 pnsa otgenbHoro WAF  octaétcs
He3arnosHeHHbIM, NMOACTaBMSAETCA 3HAa4YeHMe LN3a No ymonyaHuo ansi atoro WAF.

5. [na BKMoYeHWs pecypca BO BCE 30Hbl JOBEpPUS aKTMBMPOBAaTb 4ekOOKC Bknio4nTb BO BCe 30HbI
AoBepusA.
6. HaxaTb kHONKy COXpaHUTb.

Mpu oTcyTCBUM OLIMBOK NOSIBUTCSt HOBas 3anuchb pecypca. Ecnv ownbkmn obHapyXeHbl NOSBUTCS OKHO C
coobLLeHrem 06 oLunbke.

IOna yganeHus 3anucu «Pecypc» HeobxoomMmo BbiIOpaTh 3anucb U HaXaTb KHOMKY YAanuTb Ha nNaHemnuv
Jelicmeusi, nocne 4ero nosBMTCS OKHO C MOATBEPXAEHNEM OENCTBUS.

[na pegakTupoBaHMs CyLLECTBYHLIEro pecypca HeobxoouMmo BbIOpaTb 3anvMcb W HaxaTb KHOMKY
PepakTupoBartb Ha naHenu [elicmeusi, nocne Yero nosAsutca okHo PepakTtupoBaHue pecypca, (pvc.
183). Bce nons aHanormyHbl OKHy co3gaHust pecypca (pvc. 182) n gocTynHbl Ans pedakTMpOBaHMS.



O Pegakruposanue pecypca X

MapameTpel pecypca

Yraxwte uma n [P-agpec peqypca

Wnas:

Appec:
BRAHOMWTE BO BCE 3OHBI JOBEPUA

Wnkoz

WAF Wcnonbzoeate war:z Waroz

312331 19216860 1

Puc. 183. OkHO pegakTUpoBaHuA pecypca.

Mpu BbIGOpe kHoMkM MpocmoTp Ha naHenu [Jelicmeusi OTKPbIBAETCA OKHO aHanorMyHoe OKHY
PepakTupoBaHue pecypca (puc. 183), Ho 6e3 BO3MOXHOCTU BHECTU M3MEHEHMs B NOMs BBoAA.

5.11.3 30HbI noBepuna

B kaTeropun 3oHbl goBepua Ha Bknagke KoHmposb cemegoz2o docmyrna NpoM3BOAUTCA HACTPOWKa 30H
posepus (puc. 184).

© Koricons ynpaenenin ELLY [Zlomen BesonackocTu: lomen besonactoctu, Cepeep: fga-win-uce.dllocal:17300] - x
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@ 1AM-02 Dallas Lock WAF

M CETEBBIE YCTPOWCTBA

Ne Wms zonei aosepna  Pecypent “ MynIP-agpecos  [oT0EHOCTE K NCNOABIOEANHIO
1 1 ELLY Dallas Lock 1010.4.0/24 fa

S5 q - . OMEPATMBHOE YTIPAB/IEHVE
“““““ S = 2 2 ELLY Dallas Lock 10 0/24 Ja

Cobpat scypHant:

Cumxponnsmposars

Puc. 184. Kateropus «30oHbl foBepusi»

Cnincok 30H goBepusa nNpeacTaenseT cobor Tabnuuy ¢ nonsamu:

Ne — ctonbeL ¢ ngeHTndmrKaLumoHHLIM HOMEPOM CTPOKM 30HbI AOBEPUS.

Umst 30HbI Oosepusi — nMs 30HbI foBepus, 3agaHHoe AVB npu cosgaHuum.

Pecypcbi — cnUCOK pecypcoB, A00aBMNEHHbIX B 30HY JOBEPUS.

lyn IP-adpecoe — nyn IP-agpecos (src-ip) B dhopmaTte CIDR.

5. fomoeHOCMb K UCMO/Ib308aHUK — COCTOSIHNE 30HbI JOBEPUS, NpUHMMatoLLee 3HadeHus Ja/Her.

B paHHoWM KaTeropmm MOXHO co3faBaTtbh, PeAaKTMPOBaTh, yAanaTh U NPOCMaTpMBaTh 30HbI JOBEPUS MpU
NMOMOLLM COOTBETCTBYIOLLMX KHOMOK Ha naHenu Jelicmeusi.

Pob-=

YnpaBneHve 3oHamMu 0OBepust AOCTYMNHO TOMbKO Ha ypoBHe kopHs OB ELY. Ha yposHe
rpynnsl (moarpynnel), APM 1 Moaynen BO3MOXXEH TOSbLKO MPOCMOTP 30H.

IOnsa npobaBneHus 30HbI AOBepUs HE0BXOANMO:
1. B kateropun 3oHbl goBepust HaxaTb kKHOMNKy Co3aatb Ha naHenu Jelcmeus.

2. B oTkpbIBLIEMCS MacTepe co3faHug, (puc. 185), B none VmMs BBECTN UMS 30HbI JOBEPUS, HAXKaTb KHOMKY
Oanee.



O Macrep cozaanma somel gosepus ELLY Dallas Lock X

MapameTpel 30HBI fOBEpUA

YKEMKMTE MMA 30HE 40EEpUA

Kras: WMA 30HBI A0BEPWA

Otmena

Puc. 185. MacTtep co3panus 31, war 1

3. BBbIinagatowem cnucke Pecypchbl BbiIbpaTe HE0O6X0ANMbIN pecypc 1 HaxkaTb KHOMNKY [lobaButb. Haxatb
kHonky Oanee, (puc. 186).

O MacTep cosganna somel gosepua ELLY Dallas Lock X

MapameTpei 30HLI foBEpPHA

YKa®UTe PECypChl, BXOARIUME B 30HY AOBEPUA

Pecypcer: Mouck... ~
WMma pecypca IP-agpec
ELY Dallas Lock 1010112106

Puc. 186. MacTtep co3gaHus 31, war 2

4. B none [lyn IP-adpecos BeecTtu src-ip ans 3[ n cepsepoB WAF. HaxaTtb kHonky Oanee, (puc. 187).



D MacTep co3aanna seHel gosepna ELLY Dallas Lock X

MapameTpbl 30HLI OoBEpPUA

Yeaxute myn [P-ajpecoE gna 30HH JoEepus

Cepeep WAF O6wnii nyn IP-agpecoe Mya IP-agpecoe
312331 10.100.0/16

Hasag Ortmena
Puc. 187. MacTtep co3ganus 31, war 3

5. lNpoBeputb KOPPEKTHOCTb BCeX 3HayeHww, (puc. 188). Ecnv Bce 3HAYeHWs BEpHbl HaxaTb KHOMKY
FoToBoO, AN Nepexoa Ha nNpeabiaylme warn HaxaTb kHonky Ha3sag.

O Mactep cozganna sonen gosepun ELLY Dallas Lock X

MapameTpbl 30HEI A0BEpMA

MpoBepbTe 3HaYEHWA NAPAMETPOE CO! i 30HEI Ana HaXMWTe MOTOED

Mapametp 3HaueHHe
A 3oHBI AOBEPKUA nporpamMmMucTbl
Pecypcel ELLY Dallas Lock

Myn IP-agpecos 31233-1:1010.0.0/25

Hazag lotoBO OTmeHa

Puc. 188. MacTtep co3panusa 31, war 4

lMocne Toro kak HaxkaTa kHonka MoTOBO NOSBUTCSA HOBas 3annchb B KaTeropumn 30HbI AoBepusa.

Ons yaaneHunda anncu «30Ha aosepua» HeobxoaMmMmo Bbl6paTb HY>XXHYI0 3annCb U HaXXaTb KHOMKY Ypanutb
Ha naHenu [elicmeus, nocne 4ero nosBUTCS OKHO C noareepXxgeHnem DEencTBus.

[na pepakTMpoBaHuMs CyLLECTBYHOLLEN 30HbI JOBEPUS HEOOXOOMMO BbIOpaTb 3anucb U HaXaTb KHOMKY
PepakTupoBartb Ha naHenu Jedicmeus, nocrne 4Yero nosiBATCA OKHO PepakTupoBaHue 30HbI [OBEpPUS,
cogepxaulee Tpu Bknagku: O6wwme, Pecypcesl, MNyn IP-agpecos (puc. 189 - puc. 191). Bce nons goctynHbl
ANA pefakTMpoBaHus. YaaneHne pecypcoB C BKNIOYEHHbIM YeKBOKCOM Bkrioyume 80 ece 30HbI 008epusi
HEBO3MOXHO.



Eaunbii uenTp ynpasneHus Dallas Lock
MHCTPYKLMA NO UCMNONb30BaHUIO

1D Penaktuposatue 30mkl posepua x

O6wme

Pecypes

Myn IP-agpecoe

Npumenmrs Ormena

Puc. 189. OkHo pepakTupoBanusa 3[1. Bknagka O6wue

0 Peaacruposarne somel gosepus X

Obuye

o— Pecypcer: Mowuck.. v |

Myn IP-zgpecos | floBasuts I

Hmsa pecypca IP-agpec
ELLY Dallas Lock 1010112106

[ Y —

MpumennTs Otmena

Puc. 190. OkHo pepakTupoBaHusa 3[1. Bknapka Pecypcbl
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D Penakruposarme soms gosepun %

Obuyme Cepsep WAF  O6uywii nyn IP-ap Myn IP-appecos
312331 1010.0.0/16 1010.1.0/24

Myn IP-agpecos

m Omena

Puc. 191. OkHo pepakTupoBaHus 3[1. Bknaaka Myn IP-agpecoB

lMocne BHeceHMs u3MeHeHUn HaxaTb kHomky [MpumeHuTb. lpu oTcyTcTBMM owmboK 3anucb Gyaer
YCMELIHO N3MEeHeHa.

Mpn BbIGOpe kHomkM [MpocmoTp Ha naHenu Jelicmeusi OTKPbIBAETCH OKHO aHanorMyHoe OKHy
PepaktupoBaHue 30HbI goBepus (puc. 189 - puc. 191), Ho 6€3 BO3MOXHOCTM BHECTU U3MEHEHMS B NONS
BBOAA.

5.11.4 Dallas Lock WAF

B kaTeropuu Dallas Lock WAF Ha Bknagke KoHmposnb cemego2o docmyrna Npou3BOAUTCA HacTponka
WAF, nogaepxuBatowux paboty NAC (puc. 194).

© Korcons ynpaanera ELLY [Aomen Gesonacrocru: lomen Besonacroct, Cepaep: fga-win-uce.dllocal:17900]
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Puc. 192. Kateropusa «Dallas Lock WAF»

Cnucok WAF npegctasnset cobon Tabnuvuy ¢ nonsiMu:

1.
2,
3.

4.
5.

Ne — ctonbeu ¢ ngeHTndmrkaunoHHLIM HomepoM cTpokn WAF.

Nmsi — vma WAF, sagaHHoe AVB npu cosgaHun.

B pexume NAC — nokasbiBaeT, BkoyéH nn pexum NAC anda atoro WAF: «[Ja» (BKIOYEH) nnu «Het»
(BBIKITIOYEH).

Lino3 no ymonyaHuto — IP-agpec wno3a, ncnonb3yemsin no ymonyanuwo ana WAF.

O6bwud nyn IP-adpecoe — guanasoH IP-agpecos B oopmaTe CIDR, BblAeneHHbIN Kak obLwui nyn ans
WAF.

[na pegakTMpoBaHusi Heo6xoAuMO BbIOpaTh 3anncb U HaxaTb KHOMKy CBoMcTBa Ha naHenu Jelicmeus,
ABOWHbBIM KIMMKOM MO CTPOKE C 3anucblo UM B KOHTEKCTHOM MEHIO NPW KIKKe NO CTPOKE C 3anucblo, nocne
yero nosiButcs okHo PepaktupoBaHue Dallas Lock WAF (puc. 193).



U Penaktuposanne Dallas Lock WAF >

B pesume NAC

JEEET T A E LG IR TAM-02/1010101.174 e

Wnros no yMondanumo: 192168601

OBwwmi myn IP-agpecos: 10.10.0.016

Puc. 193. OkHo pepakTupoBaHus Dallas Lock WAF

Ona pepaktupoBaHusa Dallas Lock WAF Heobxoanmo:

1.

2.

AkTuBmnpoBaTb 4dekbokc B pexume NAC, cnyxuT ons onpegeneHusi pexuma pabotbl WAF. Ecnu
4YekDOKC HEe aKTUBMPOBAH, TO OCTarlbHble NOMs HEAOCTYMHbI ANS pe4aKTUPOBaHKS.

B Bbinagatowem cnvcke IP-adpec cepsepa asmopu3sayuu BblibpaTb nMsa Cepeepa aBTopusauuu, (Cm.
CEPBEP ABTOPU3ALINN).

B none LUnto3 no ymonyaHuto ykasaTb IP-agpec, oH MOXeT cogepxaTtb Undpbl U cneunanbHbii CUMBOST
«».

B none O6wudl nyn IP-adpecos yka3aTtb agpec nogcetu B oopmate CIDR.

lMocne BBOOa BCEX AaHHbIX HaxaTb KHOMKY anIMeHVITb. I'IpM OTCyTCTBUMN owmnbok 3anucb 6yp,eT
ycnewHo n3MeHeHa.

PekomeHnayeTtca 3anonHutb nons Tonbko ans tex WAF, kotopble 6yayt paboTtatb B
pexume NAC. [Ons 3anonHeHus nona O6wud nyn IP-aOpecos pekomeHOyeTcs
NCMoNb30BaThb CreayHLLMA NOAXOA:

o [Ins nepsoro WAF ykasatb 3HauyeHue: 172.30.0.0/16;

e [Inda nocnepyrowmx WAF ykasbiBaTb 3HayeHue: 172.N.0.0/16, rae N — 3HaveHwe,
nsHayanbHo pasHoe 30, M ymeHbllaemoe Ha 1 anga kaxgoro HosBoro WAF
(Hanpumep, crniepytowmii agpec bynet 172.29.0.0/16 n 1.4.).

IOnsa cmeHbl pexxuma paboTbl WAF HeobxoomMMo mcnonb3oBaTb OKHO peaakTupoBaHus Dallas Lock WAF

(Pwnc. 193).

PekomeHayembii nopsagok BktodeHus pexxuma NAC:

1. Ha Bknagke Dallas Lock WAF pans onpegeneHHbix WAF (ans KoTopbix
npegnonaraercs ucnonb3oBaHue B pexxume NAC) HacTpouTb pexxum paboTbl, LUM03
no ymonyaHuio n odwmin nyn IP-agpecos.

2. BbINOMHWUTL CUHXPOHU3ALMIO.

5.12 3apanuna Ob

KomaHgel, otnpasndemble ¢ ELLY Dallas Lock Ha moaynu, ¢ oxugaemblM pe3ynbTaToOM BbINONHEHUS
CO CTOpOHbI Moaynda HasbiatoTcs B ELLY Dallas Lock 3agaHuamu.

YnpasneHve 3agaHuaMn ocyllecTBnsieTcsa Ha Bknagke 3adaHus (puc. 194).

3agaHuna
=
Cozgano ¥ Bemoaneno Tun Astop APM Mogyae Craryc =
05.06,2025 14:40  1us 2 Mpoeepra uenocThocT admin APRA-DLED-K, &.. Dallas Lock 8.0 K12 Oxuganue sbinonHesus ¥MPABJIEHMWE 34 JAHWAMI
05.06.2025 14... Mpoeepra uenoctHoot  admin APh-DLED-C Dallas Lock 8.0 VK12 OxmaaHme BEInoAHEHNS
JoBaBmHTh 3ajaHMe
o 05.06.2025 14... 05.06.2025 1449 TMpoeepra yenocTHooTH  admin LPhA-DLED-K Dallas Lock 8.0 VK12 QK
@ 05.06,2025 1446 1wsl Monydenue koHguryp., admin APM-DLED-K Dallas Lock 8.0 MKLZ OK

@ 05.06.2025 14.. 05.06,2025 14:48  Monyuenie kondaryp... sdmin APM-DLED-K Dallas Lock 8.0 1K12 0K ¥1aauTE BEINOAHEHHBIE 33jaHAA

YAaauie Bre 3agaHna

Puc. 194. Bknagka «3agaHusa»



Cnncok 3agaHun Ha ypoBHe [1b npencraBnset cobow Tadnuuy ¢ nonsmu;
1. Co30aHO — copepXuT nHdopmaumo 0 gaTte u BPEMEHWN CO34aHUSA 3adaHus, Takke B AaHHOM none
COAEepPXNTCA MKOHKa, KOTOpasA yKa3blBaeT Ha CTAaTyC BbINOJNTHEHUA 3a4aHUA!
o _ 3aJaHue BbINOJSTHEHO;
— 3ajaHue OXMAaeT BbIMONTHEHMS;

o _ npwv BbINOSIHEHMM 3aaHUS MPOM3oLLISIa ownbka.

BbinosiHeHo — copoepXuT gaTy U BPEMS BbINONHEHUST 3a0aHUS.

Tun — cogepXuT Ha3BaHWe 3agaHus.

Asmop — cogepXuT nms ydeTHom 3anncu none3osatena ELY, cosgasluero sagaHue.
APM — copepxunt nms MK, onga BbinofHEHNS HA KOTOPOM CO34aHo faHHOe 3ajaHue.

Modynb — CoOepXuTt VIH(bOpMaLWI}O O Tne mMmoaynAa, And BbINOJIHEHUA Ha KOTOPOM CO34aHO AaHHOe
3agaHue.

7. Cmamyc — yka3blBaeT Ha CTaTyC BbINOMIHEHUS 3a4aHWUs.

2B

5.12.1 Co3aaHue 3agaHunn

[nsa co3gaHuns HOBOro 3agaHus Ha yposHe [1b Heobxoanmo:

1. Bbibpatb [1b B AepeBe KOHCONMU 1 NepeiTn Ha BKaaky 3adaHusl.

2. BbibpaTb nyHkT [Jo6aBUTL 3agaHue Ha NaHeny UHCTPYMEHTOB.

3. Ha akpaHe nosiBUTCS OKHO MacTepa co3gaHus HOBOro 3agaHus (puc. 195).

O MacTep Co3AaHWA 3343HMA x

BribepuTe TMN MO gyna

Dallas L

BrifepuTe TMN 3353HMA

OTueT o nokaneHER Fpynnas:

CozgaTh OTrmena

Puc. 195. MacTtep co3aaHua 3apaHus

4. BbibpaTb TN MOAYNS MU TUM 3adaHus.

5. Haxatb kHomnky Co3aath.

6. MNpn HeobxoaAMMOCTM yKa3aTb AONONMHUTENBHYO MHOPMaLMIO, HeOBX0AUMYIO AN CO3AaHUs 3afaHus.
Ouepeapb co3gaHHbIX 3a4aHnin 4OCTYNHa Npu Bbibope ob6bekTa B AepeBe 1 nepexoe Ha Bknaaky 3adaHus.
CosgaHHoe 3afaHne accoLmMmpyeTes C KOHKpeTHbIM ModyneM B JOMEHE, NO3TOMY MpU CO34aHUN 3a4aHns
Ha ypoBHe [1b B cnucke MOSABATCHA 3anucu O 3adaHusX No KONMMYecTBY B JOMEHe moAyren Toro Tuna,

KOTOPbLIN yKa3aH Npu co34aHum 3agaHus. Tunbl 3agaHni 4ns Kakgoro OTAeNbHOro MoAyns NepeyncrieHbl
B Tabnuue Huxe.

Ecnu 3apaHus 6binv co3faHbl OQHOBPEMEHHO AMsl ONpPeaEeneHHoro Tuna Mogynem, To OHU
aBTOMaTU4eCKV ByayT 06beanHeHbI B rpynny.

Ecnn B JomeHe 6e30MacHOCTV He 3aperMcTpUpoBaHO HU OOHOrO MOAYNA TOro TUMa, KOTOPbIM ykasaH
npu co3daHuu 3afaHuns, 3afaHne He co3naeTcsa U He nonagaeT B ovepeb.

Mpu cosgaHum aybnukaTa He BLINOMHEHHOrO 3ajaHus AN MoAyNs BO3HMKaeT npeaynpexaeHve
(puc. 196), nponcxoamT o6HOBEHME 3afaHus, NpU 3TOM CTapoe 3aJaHue yaansieTcs U ocTaeTcsl TONbKo
bonee HoBoe.
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Puc. 196. NpeaynpexaeHue o co3gaHum gy6nukaTta 3agaHus

Tabnuua 28. Tunbl 3agaHnn

HanmeHoBaHue moayns Tunbl 3agaHun

e [ONyYeHne OT4eTa O JoKanbHbIX Fpymnnax U BXOASLWMUX B HUX
nonb3oBaTensx;

e Mony4yeHne KoHdUrypauuu;

e PMMEHEeHMe KoHdUrypauuu;

® IPOBEpPKA LEeNOCTHOCTM;

e apxXmMBaLMs NoKanbHbIX XXYpPHAanoB;

e CKaHMpOBaHMe cUcTeMbl Ha MHAuKaTopbl komnpomeTaumm (loC);

e aHanu3 yctaHoBrneHHoro MO Ha ys3BuMoCTwY;

e ynaneHue DL8.0;

® 3MEHeHMEe NapaMeTpOB NMLEH3UUN (M3BMEHSAET HOMEP NULLEH3NN
N KOZ TEXHUYECKON NoaaEepKKN);

¢ (bopMMpoBaHMe oTyeTa MO XypHanam;

e camoTecTupoBaHue pyHkuni C3U;

e cbop aaHHbIX 06 APM

C3W Dallas Lock 8.0-K/C

® 3MEHEHME NapamMeTpoB NULEH3MUN (U3MEHSET HOMEP NULEH3UN
N KOO TEXHUYECKOWN MOALAEPKKM);

e apxMBaLMs NoOKasbHbIX XYPHAIOB,;

e CKaHMpOBaHMe CUCTEMbI Ha uHaukaTopbl komnpomeTtauun (1oC);

® ony4eHne KoHUrypauuu;

® MPMMEHEHMe KoHGUrypaumu;

e ynaneHune C3U HCL Dallas Lock Linux;

e camoTecTupoBaHue cyHkunin C3U

C3U HC[L Dallas Lock Linux

¢ U3MEHeHMe NapamMeTpoB NULEH3UN (M3MEHSIET HOMEP NULEH3NN
N KO TEXHUYECKON NOAAEPKKM);
e MoflydeHne KoHdurypauum;
C31 BU Dallas Lock e ONy4YeHue oTyeTa o KoHdurypauumn (gpopmam *.rtf);
® MPMMEHEHMe KoHGUrypauuu;
¢ NpoBepka 0OHOBNEHWIA;
e OTMNpaBka danna nuMueH3nm

e OUMCTKa XXypHana;
e NonyyeHne KoHdurypauuu;
e ony4veHue otyeTa 06 annapaTHom obecneveHuu;
C[O3 Dallas Lock e [Ofy4eHne oT4yeTa no KoHUrypaumm;
® NpMMeHeHne KoHurypaumu;
e cobpoc [BK;
e TecTupoBaHve pyHkumn CO3

e O4MCTKa XypHana;
e MonlydeHne KoHdurypauum;

e ony4veHue otyeTa o6 annapaTHom obecneveHuu;
e MoNly4YeHne oT4yeTa No KOHUrypauuu;

e TeCcTMpoBaHue yHkumn CO3;

¢ NPUMeEHEeHNe KoHdUrypaLmm

CO3 YB Dallas Lock



e BOCCTaHOBUTb PE3EPBHYH KOMWIO;
e 0bHOBrEeHWe 6a3sbl paspeLuaroLmx npasun;
e cOOp XXypHanos.;

e cOpOC K 3aBOACKMM HaACTpOMKamMm;

e CO37aTb PE3EPBHYIO KOMMIO;

e NipymeHeHne canna nmMueH3nn

WAF Dallas Lock

¢ oT4eT 06 annapaTHoM obecneyeHuu;
AreHT ELJY (Windows/Linux) e ynaneHue ArenTa ELLY;
e OTYET O NpPorpaMMHOM obecneyeHnn

¢ nHdopmaLmsa 06 yCTponCTBE;

Arent ELLY (Android) e OTYET O NporpamMHOM obecrneyeHnn

e OOHOBIEHNE aHTMBUPYCHBIX 6a3;

Kaspersky Endpoint Security e cKaHMpoBaHue knmeHTcknx APM

5.12.2 Pe3ynbTaT BbINOJSIHEHUA 3aAaHUA

Moaynu BbINOMHAT NOMyYEHHbIe 3a4aHns NpU NEepBON BO3MOXHOCTW M OTNPaBNsloT pesynsTtat Ha ELY
Dallas Lock.

,D,J'IH COXpaHeHuna pesynbTaTta BbINONTHEHUA 3adaHuUA Heob6xoaumo Bbl6paTb BbIMNOJNIHEHHOE 3aJaHue B
CMNCKe N HaXKaTb Ha NaHeNnn MHCTPYMEHTOB KOMaHay MokasaTtb pe3ynbTaT U ABaxabl LWENKHYTb nesomn
KHOMKOW MbILLW MO 3a4aHuio.

5.12.3 YpaneHue 3apgaHun

Ons vyoaneHna 3agaHnda U3 Ccrnncka HeobxoaMmMmo Bbl6paTb 3agaHne n HaxaTtb Ha naHenm MHCTPYMEHTOB
KOmMaHay YpanuTb BblaeneHHble 3afaHus, nocrne Yero noaoTrBepanTb yaaneHue.

Takke Ha naHenu MHCTPYMEHTOB OOCTYNMHbI KOMaHAObl ANda yaaneHna HeCKOJNbKUX 3agaHni:

e Yaanutb BbINOSIHEHHbIE 3a4aHUA;
e Ypanutb Bce 3agaHus.

5.13 OTyetbl OB

Bknagka Omyemsi Ha ypoBHe [JomeHa 6e30nacHOCTU NO3BONSAET NpocMaTpMBaTh BCE OTYEThI, COOpaHHbIe
¢ knueHTtoB b ELLY npu nomown mogynen AreHt ELLY (cm. «ATEHT ELLY»).

Ecnu B 1B HeT Hu ogHoro mopyns AreHT ELLY (ArenT ELLY Dallas Lock Windows n/unu
Arent ELlY Dallas Lock Linux u/wnn AreHt ELlY Dallas Lock Android), To Bknagka
Omyemsi oTobpaxaTtbcs He byaeT.

Ha yposHe [lomeHa 6e3onacHocTu Ha Bknage Omyemsi (puc. 197) AOCTYNHbI CReayoLmne KaTeropum:
e  Omuem 06 annapamHom obecrieyeHuUU — COOEPXKNUT MHAPOPMaLMIO O MaTepuHckon nnate, BIOS,
npoteccopax, onepatmeHon namatu, PCl-ycTponcTBax U 0 HaKoONUTeEnsx;
e Omuyem o0 npoepammHOM obecrieyeHUU — COAEPXUT MHopMauunio 060 BCEX YCTaAHOBIEHHbIX
nporpammax (ans moaynen AreHt ELLY Windows), naketax (gns moaynen AreHt ELY Linux)
unu npunoxexusx (onsa mogynen Arent ELLY Android).

Ona knnenToB 1B, Ha koTopbIx dyHKUMOoHUPYOT moaynu AreHT ELLY Dallas Lock Android,
oTobparkaeTcs Tonbko kateropua Omyem o npozpamMmMHOM obecreqyeHuu.



OTueTtsbl

OtuéT 06 annapatHom obecnedeHnn OTuéT 0 nporpaMmuom obecnedeHnm =

APM Moayne “  3ITanoHHLIA OT4ET Texywmii otuer Pesynbrar nposepku

AENCTBUA

nW-DL  Arent ELLY Dallas Lock Windows WK1 1212.2025 14:28 1212.202514:28 Hapywienwii Het

O6HOBMTE

Bribpars BCE

©WUbTPbI

D APM ¢ HapyLIEHMEM LENOCTHOCTH

Mownck |

Arent ELLY Dallas Lock Windows WKL

Puc. 197. Bknagka «OT14yeTbi» [lomeHa 6e3onacHoCTU

Cnucok oTyeToB Ha ypoBHe [1b npeacrasnsaet cobow Tabnuuy, otobpaxatowwyto cnucok APM ¢ mogynsimm
ArenT ELY, c nonamu:

o  APM — copepxut uma APM, Ha koTopom ycTtaHoBneH AreHT ELLY;
o  Modynb — copepxnt HaumeHoBaHe moayns AreHta ELY;

e OmarsnoHHbIl omyem — COOEPXUT Jaty u BpemMs OPMMPOBaHWS 3TaNOHHOrO OT4YeTa
(cm. «OT4eTbl Moayna AreHT ELLY») B popmaTte <DD.MM.YYYY hh:mm>;

e Tekywul omyem — COAEPXWT AaTy U Bpemsi POPMMPOBAHUS Tekyluero ot4yeTa B copmaTe
<DD.MM.YYYY hh:mm>;

e Pesynbmam nposepku — COOepXWUT pesynbTaT NPOBEepPKUN LEeNnoCTHOCTHU.
Ha naHenu nHcTpymeHToB Jelicmeus Bknaaku Omyemsb! AOCTYNHbI Criedytolime KomaHabl:

e [lpuMeHUTb M3MeHeHuA (coenaTb TeKyLWUA OTYET ITANOHHBbIM AN BbIOENEHHbIX B Tabnuue
APM);
e OOGHOBUTBL (MONYyYNTb TEKYLLME OTHETHI CO BCEX MOAYIEN U CPABHUTL C 3TANOHHLIMU OTYETaMM);
e CBomcTBa (OTKPbITb OKHO BbiOpaHHOro B Tabnuue APM);
o CoxpaHuTb B thann (CoXpaHUTb TEKYLLMI OTHET B chann, ecnuv B Tabnuue BbligeneHa ogHa CTpPoka,
U COXPaHUTb TEKYLLME OTYETHI B apXMB, €CINM B Tabnuue BblAEeNEeHO HECKOMNBbKO CTPOK);
e BbIGpaTb Bce (BblaenuTb Bce oTobOpaxaemble CTPOKM Tabnuubl B paboyen obnactu).
Ha naHenu wHCTpyMeHTOB B 6roke Q@uibmpbl NpegycMOTpeHa BO3MOXHOCTL unbTpauun APM
B COOTBETCTBUM C MOAYNSAMU W/unu BbIOpaHHbIMM NapameTpamu Mpu MOMOLLM MOUCKa MO KIHYEBbLIM
cnoawm. Mpu akTMBaumm Yyekbokca APM ¢ HapyweHuem yenocmHocmu B Tabnuue Ha Bknagke Omyemsi
OyayT oTobpaxxaTbCa CTPOKU TONbKO ¢ Temun APM, rae TeKyLMin OTYET MMEET OTNIUYMSA OT STANTOHHOTO.
OTKpbITb OTYET KOHKpeTHoro APM (puc. 198) MOXHO criegytowmmu cnocobamm:
e  [OBaxAbl LENKHYTb NIEBOW KHOMKOW MbILLM MO CTPOKe ¢ Heobxoanmbim APM;
e  BbI3BaTb KOHTEKCTHOE MEHI HyXHOro APM 1 BbibpaTs CBOMCTBA;
e BbibpaTb B Tabnmue APM n HaxaTb kHorky CBoMcTBa Ha naHenu Jelicmeus.
OxHo APM nosBonsieT otobpaxaTb U CpaBHMBATb 3TANOHHbBIN U TEKYLUMA OTYETHI, @ TakKe COXPaHATb

Tekywmn otyeT. B okHe APM oTueTbl oToGpaxalTcs B 3aBUCMMOCTU OT BbIGPaHHOWM KaTeropuv BKIagku
Omuyembai.



D APM - apm-dil-ucchgent, Mogynae - Arent ELLY Dallas Lock Linux

D MokazaTe ToNEKD OTAMYMA

2TanoHHBIA oT4eT (2025-07-31 11:20:49 {GMT +03:007)
27018 Oyt 0 nporpamMmHom obecnedermm
27014
27020 HaseaHue nakeTa : accountsservice
27021 Bepcua naketa @ 0.6.55-Oubuntuld~20.04.7
27022 Ofbem : 456 kb
27023
27024 HazpaHue nakeTa : acl
27025 Bepcua naketa :2,2.53-6
27026 Ofbem 1192 kb
27027
27028 HazeaHue nakeTa | acpi-support
27029 Bepcua nakera @ 0,143
27030 Cébem 161lkb
27031
27032 HazeaHue nakeTa : acpid

27033 Bepcua navera @ 1:2.0.32-1ubuntul

TekywA oT4eT (2025-07-3111:20:49 (GMT+03:00))
27018 Oyt 0 nporpammHom oBecnedern
27014
27020 HaseaHwe nakeTa: accountsservice
27021 Bepcua naketa ¢ 0.6.55-O0ubuntuld~20.04.7
27022 Ofbem HE 1
27023
27024 HazpaHuwe nakeTa : acl
27025 Bepcua naketa :2,2.53-6
27026 Ofber 1192 kb
27027
27028 HazgaHue nakeTa ! acpi-support
27029 Bepcua naketa @ 0,143
27030 Chbem 161lkb
27031
27032 HaseaHwe nakeTa : acpid

27033 Bepcua naketa @ 1:2.0.32-1ubuntul

27034 Oftem 1155 kb 27034 Oftem 1155 kb

CoxpaHuTe ZakpeiTh

Puc. 198. OkHo APM

Hap tabnuuewn ectb none lNokazame mosibKO omuyusi, yCTaHOBKa briara HanpoTyB 3TOro Nons NPMBOAUT
K nepexoay B pexvumM oTobpaxeHns OTANYNA TEKYLLEro oTYeTa OT 3TanoHHoro. dnar 6yaeTt aBTomaTnyeckm
ycTaHoBeH, ecnu B paboyert obnacty Bknagkm OTyeTbl Obln akTMBUpoBaH Yekbokc APM ¢ HapyweHuem
uesiocmHocmu Ha naHenu @unabmpsl. CHATVe chrara Bo3BpallaeT K NPOCMOTPY BCEX NapameTpoB.

MMonyyeHHbIV TeKylwMi OTYET CpaBHMBAETCA C 3TanoOHHbIM. PesynbTaT cpaBHeHus oTobpaxaeTrcs B
paboyen obnactu Bknagkm Omuemsi B ctonbue Pes3ynbmam rnposepku. Ecnv nonyyeHHbin oTyeT
OTNNYaeTCss OT ITaNOHHOMO, TO MPOMCXOAMT HapylleHWe LenocTHOCTU. B Takom cnydvae nossnseTcs
yBegomneHve ob nHuugeHte 6e3onacHoCTH, a oTnm4dmsa B oT4eTe ByayT BblAeneHbl LIBETOM.

Mpu BbIGOpPE Ha naHenu MHCTpyMeHToB [elicmeusi komaHAbl CoxpaHuTb B hain OTKPbIBAETCH OKHO
CoxpaHuTb oOT4YyeT 06 annapaTtHom obecneyeHun unM CoxpaHUTb OTYET O NPOrpaMMHOM
obecne4yeHum (puc. 199), B 3aBUCMMOCTM OT BbIOpaHHONM Ha Bkragke Omyemab! KaTeropuu.

B okHe HeobxoaMMo ykasaTb NyTb A1 COXPaAHEHWs U 3aaaTthb Ms hanna (No HeobxoaMMoCTH, 3anoSHNUTb
UHdOPMaUMIO O NoApasAeneHUsxX n aBTomaTu3mpoBaHHoOn cucteme). CoxpaHeHne oTyeTa BO3MOXHO B
dopmaTe TXT nnu HTML.

B wanke otyeta pgononHutenbHo OyaeTr 3admMkcupoBaHa uHopmauMsi O nonb3oBatene,
WHMLMMPOBABLLEM COCTaBMIEHME OTYETa, JaTa COCTAaBMNEHUS OTYETA N MMS KOMMNbOTEPA.



O CoxpaHuTe oTHeT X

MH$apmauma:
HazsaHue nogpasgeneHus
HaumeHoeaHue AC
OTBETCTEEHHEIE NMLA!

Haqansnuk nogpasgenetua
HauaneHuk nogpasaenesma T3

HauaneHuk Noapas4eNeHWa COnpoE0OXAEHHA

CoxpaHwTe (ain kak..

|_|3-'Tb: |13re_2025 10 22 11 55 17.html Bribpata

CoxXpaH|Th OTREHS

Puc. 199. KomaHnaa «CoxpaHuTb B chann»

5.14 XypHan [1b

Bknagka JKypHasibi Ha ypoBHe [lomeHa 6e30nacHOCTM NO3BONSET NPOoCMaTpmBaTh criefytoLme KaTeropmm
xypHarnos b (puc. 200):

e XypHan ELY — oToGpaxatotcsi permctpupyemble cobblTusi, CBA3aHHblE HEMOCPeACTBEHHO C
paboTton Tekywero 16 ELLY Dallas Lock;
e XypHan ceccun — oTobpaxaeTcs UHpopMaLnsa 0 co3aaHum 1 3aBepLueHun ceccum Ha APM;

e JypHan Syslog — oTobpaxalwTcs peructpupyemblie cObbITUS, CBHA3aHHbIE C W3MEHEHWEM
KOHdMrypaLmm ceTeBblX YCTPONCTB, 3aperucTpmpoBaHHbix B Ob.



HKypHanel

l SKypHan cecaii ] [ KypHan Syslog

OUALTPLI
Ne Hara uspens MNonbsosatens Cobbitue Ofnexr Pesynbrar ™ Kommenrapuit

m -
77 2025-06-05 16:19:30 (GMT+0200) admin MogkAHerme KoHEOMM yripaenern  Koncaas "UCC-TKA" oK B2 konasecren sampaumeneer sanuecei
T 2025-06-05 18:05:43 (GMT+03:00) Mpexpatuerme oficayxneanun Tepmir., APM *APM-DLEI-KY, Mogyne.. OK [eficTome MHMUMIPOBaHE Mogyner 100 RAY Ve B ieah =
30 2035-06-05 18:04:19 (GMT +03:00) Mpexpatuierme oficmyxeanina Tepm.. APM "APM-DLE0-K, Moyne... O [leiicTeme uHmLanpoBano mogynem [ s no spemenst
10 2035-06-05 18:04:19 (GMT +03:00) [oBasneHue ofwexra b I APM “ARM-DLBO-K, Momyme.. OK 15.06.2024 181051
10 2025-06-05 180419 (GMT +0300) LHoBasncrme obvexra b J5 AP BPM-DLED-K” oK 15.06,2025 181957
1 2025-06-05 17:30:37 (GMT 0300 LoBasnerme ofverra b 45 APM “APM-DLED-C", Moggpne., OK
16 2035-06-05 17:30:37 (GMT +03:00) loBasnenme ofmerra b 5 LPM "APM-DLS0-C" oK

DUAETP N0 NapaMETEaNM
15 2025-06-05 17:38:22 (GMT +03:00) [oBasneHue ofwexra s 5 APM "ARM DLL", Mogyms "D OK
14 2025-06-05 17:38:23 (GMT +03:00) NofasneHme ofbekTa 6 15 APM "8PR_DLL" ok s eeee
13 2025-06-05 16:48:37 (GMT+0300) adrmin Moaknruerme KaHeaAK ynpaenenia  Koncoms "UCC-IKA" 0K Obwexr "
1 2025-06-05 16:48:23 (GMT +03:00) PerHETpaLMA KOHEOAH YIpaEne A Kencons "UCC-IK4" oK Pesynurar T .
1L 2025-06-05 16:48:10 (GMT 0300} VirMunanszauna noackeTensl ayanta A6 “ower esonacroemn® O

KommenTapuii "
10 2035-06-05 16:48:10 (GMT +03:00) 3anyex caywbel ELY 116 "flomen besonachocTa®  OK
9 2025-06-05 16:48:10 (GMT +03:00) Pesxuit pabioTel cepsepa Cepsep "ucc-ikd.dllacal:17900" 0K CepBep ByHELMOHHpYET & COOTEETE Catiren
8 2025-08-05 16:48:10 (GMT +0300) Urenute dhaiina © auueHsmed Cepsep "ucc-ikddllacal: 700" OK Cepibep yeneLIHD NpoUUTan daiin «
6 2025-05-05 16:48:05 (GMT+0300) Urenie aiina c anuermed Cepoep "ucc-ikddllocal:L700" OK Cepbep yenewno npouuTan aiin ¢ I
Ay

3 2025-05-05 16:48:05 (BT +03:00) Ocranoska cayxBe ELLY 6 "fowen bezonacrocTn 0K PRIBILNA yprance
2 2025-06-05 16:48:05 (GMT +02:00) Vniupanusauna noacucrens aygwra 16 "flomen BesonacHocma oK Booa Qb o nodurznne apyrany A
1 2025-08-05 16:48:05 (GMT +03:00) Jamycr coybe ELY 1B "flomen besonacrocmn® 0K Brnkauerie KNCH
4 2025-08-05 16:48:05 (GMT +03:00) Pesxuit pabioTel cepsepa Cepsep "ucc-ikd.dllocal:17900" Ha cepeepe.. Cepsep paBioTast & pexcume orpah BrAKG eHve TepMAKANEHOD Ceprepa
T 2025-05-05 16:48:20 (GMT+0300) Mpopepka Tokena ¢ AMerzmed Cepoep "ucc-ikd.dllocaliL7A00" B okere oT.. Cepbep He GBHAPY.WA kAN € UL Bozoa B uz noa-uHeHHA
5 2025-06-05 16:48:05 (GMT+0300) TpoBepKa TokeHa ¢ Aueramed Cepoep "ucc-ikddllocaliL7A00" B Tokere oT.. Cepeep He GBHApyxwA KAIDM C AL Beteoa moayns e 16

Beisoa cepsepa us knactepa ELLY
Beiauenine KICH

BuIK/IiGHEME TEpRMHANEHOrD Ceprepa
Hobasneane I0C

Aobasnenue KICH

CopocyTs

feeeooeoeaan

[] Mpocmarpusats apats

AEACTBMA
OuMCTHIL HeypHa
JkenoprupoBath ypHan
0BHOBHTL sHYPHAN
OMEPATUEHOE YMPABNEHWE

CoBpath xypHanbi

Puc. 200. Bknagka «XKypHanbi» [lomeHa 6e3onacHocTu

[ns KOppekTHOM perucTpauum BpemeHu cobbiTui B XypHane [Bb pomkHa pabotatb
l. CVMHXPOHM3aLUWs BpeMeHMW, Kak Ha OTAEeNnbHOM CepBepe, TaKk M Ha KaxdoM cepsepe,
Bxogsiiem B knactep ELLY.

[Ons XxpaHeHus >XypHanoB BO BHelWHen 6ase AaHHbIX Heobxooumo UCMofb3oBaTb
l PostgreSQL Bepcuun 13 unu Beiwe, Jatoba, Proxima DB nnu Tantor.

CnpaBa pacnonoxeHbl NaHeslb MHCTPYMEHTOB CDUﬂbmpr M nNaHesib UHCTPYMEHTOB Leticmsus.

MapameTpbl UNbTPaLMK 3aBUCAT OT KaTeropum xypHana. Copoc 1 npumMeHeHue BbiGpaHHbIX (UNbTPOB
ocyLiecTensieTcs no komaHae C6pocuTb 1 NMPUMEHUTL COOTBETCTBEHHO.

OTpMnbTpOBaHHbBIE 3aMMCK XypHana MOXHO COXpaHWTb B BbibpaHHoM Tune danna (HTML, TXT, CSV)
C MOMOLLIbIO KOMaHAbl AKCMOPTUPOBATL XYPHan Ha naHenu MHCTpyMeHToB [elicmeaus. QKCNopTUPOBaTh
XYPHan MOXHO YYMTbIBasi TEKYLLYIO COPTUPOBKY, ANsl 3TOr0 He06XO0AMMO YCTaHOBUTL COOTBETCTBYIOLLMMA
dnar B okHe JkecnopT KypHana (puc. 201).

D IKENOPT KypHaNA X

D FUUTBIEATE TEKYLLYHD CORTHAOEKY

COoXpaHWiTE @ ain Kak..,

MyTe: |C:r’Usersffl\dminfucc_I09_2025_12_04_19_23_01.htm| |

CoOXpaHMTh OTheHa

Puc. 201. OkHO «3KCNoOpPT XXypHana»




Onsi ouncTkM BbIBPAHHOrO >XypHana moAynsd ucnonb3yeTcda komaHda OYMCTUTb XKypHamn Ha naHemnu
MHCTPYMeHTOB [Jelicmeus.

Mo komaHae O6HOBUTBL XypHan ocyLlecTBideTCA obHoBneHne COAEPXKMMOro TeKyLlero XypHana.

[IBOHOM KITMK NO NYHKTY >XXypHarna OTKpoeT OKHO ¢ noapobHocTsimu 3anucu (puc. 202). Haxkumas Ha KHOMKK
BBEPX M BHU3, MOXXHO MPOCMaTpMBaTh 3anucu XxypHana.
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Jlata n Bpema
2026-05-19 14:51:49 {GMT+03:00)
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CobmiTne
Wruumanmzaums nogoncreme ayanTa

O6wexr
Ab "Jowmen BesonacHocTu”

Pesynerar
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I

v || - 3akpeiTe
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Puc. 202. NMpocmoTp noapo6GHOCTe 3anmcK xXypHana



6 rPynnbl JOMEHA BE3OMNACHOCTHU

6.1 bBasoBble rpynnbl

B nepeee o6bektoB KoHconu ELLY Bcerga npucyTcTBYIOT GasoBble rpynnbl, NpeAHasHayYeHHble Ans
obecrneyeHunsi COCTOSIHUS 3aLUMLLEHHOCTM 06bekToB [JomeHa Ge3onacHoCTu:

e HepacnpeaeneHHble 06bEKTHI;
e CeTeBble YCTPOWCTBA;
e yaaneHHble 0ObeKTbI.

YnaneHue, nepenMMeHoBaHune un nepemMmelleHne 6a3oBbIX rpynn HeaoCTynHo.

Mpn pobaeneHun HoBoro wmogyna B [OBb OH Bcerga nomewaerca B rpynny

HepacrnipedernieHHbie 06beKMbI 1 NPU 3TOM:

1. Mogaynb BkntoyaeTca B rpynny B coctaBe APM (3a nckntoveHnem moayrnen 6es APM).

2. 3HayeHusa NONUTUK ANS HEero HacreaytTca U3 NONUTUK rpynnbl HepacrnipederneHHble
06BEKMBI.

3. Cnnckn y4yeTHbIX 3anuMcen KOMUPYKOTCA W3 chiucka rpynnbl  HepacripederneHHble
06BEKMBI.

Mpn po6aBneHnn HOBOro ceteBoro yctponcrtea B [Jb oHO Bcerga nomellaeTtcs B rpynny
Cemesbie ycmpoticmea.

Fpynna YOaneHHble 06beKkmbI NMpeAHa3HayYeHa AN MOoNyYeHust AoCTyna K XKypHanam
obbekTa nocne ynaneHus m3 [B. BocctaHoBneHne o6bLEKTOB, NMepeMeLLEeHHbIX B rpynmy
YOarneHHble 06beKMbI, HEOOCTYMHO.

B panbHenwem agmuHuctpatop ELLY Dallas Lock MoxeT nepeHecTu mogynb u3 6as3oBoy rpynmbl
HepacrnipedeneHHbie obbekmbl B nwobyo Apyryo rpynny (nogrpynny). llogrpynnbl Takke MOXHO
nepemeLlaTb B gpyrve rpynnbl. s 3Toro MoOXHO nepeTawuTb 3Ha4Y0K HY)KHOro 06 bekTa KHOMKOW MbILLIN B
none gpyroro 3Hauyka (Drag-and-drop).

6.2 HacTtpowka rpynn

CospaTtb rpyrlrly/nop,rpynny MOXHO HECKONbKMMM criocobamu:

e BbibpaTb anemeHT gepesa b (4ns pacnonoXxeHus HOBOW rpynnbl), HaxaTb KHoOnky CospaTb
rpynny Ha naHenu uHcTpymeHToB Jelicmeus;

e BblbpaTb NyHKT Co3aaThb rpynny B KOHTEKCTHOM MEHIO HY)XHOro YpOBHs AepeBa [b.
BBegeHHOe Ha aTane co3gaHusi HAaMMeHOBaHME TPYMMbl, MOXXHO BMOCNEACTBUU U3MEHUTb.
MepemellyeHne rpynnbl B OEepPEBE OCYLLECTBISAETCA NepeTackMBaHMEM 3HA4yka KHOMKOW MbIWW B none
apyroro 3Hauka (Drag-and-drop). lNepemelleHue rpynnbl OCYLECTBNSAETCA CO BCEMU BMOXEHHbLIMU
obbekTamu.
Ypoanutbe CyLLECTBYHOLWYIO TPynny MOXHO C MOMOLLbK KHOMKM YAanuTb Ha MNaHenu WHCTPYMEHTOB
Jelicmeusi unu BoCnonb30BaBLUMCb KOHTEKCTHBIM MeHI0 B AiepeBe [b. YaaneHue rpynnbl OCcyLLecTBNseTcs
CO BCEMU BIIOXXEHHbIMU 0O beKkTaMu.
Kaxxgas rpynna (nogrpynna) B AepeBe OOBEKTOB COOAEPXKUT OOAMHAKOBbLIE BKMNAAKM AN UHANBUAYANbHON
HacTpowku napameTpoB Ans moaynen, APM, ceTeBbIX yCTPOMCTB 1M NOArpynn B coctaBe AaHHOMW rpynmbl
(kpome GaszoBbix rpynn Cemesbie ycmpolicmea W YdaneHHbie 0bbekmbl, QNS HUX OOCTYMNHa TOMbKO
Bknagka Ceoodka).



6.2.1 Csoaka ans rpynnbl b

Bknagka Ceodka anga BbibpaHHOM rpynnbl B AepeBe 06bekToB 0TOOpaxaeT obLiee cocTosHne Mmoaynen n
CeTeBbIX YCTPOWCTB, BXoAaLwmx B rpynny (puc. 203).

Ceogka

i =
WHdbopmaumna o6 obbekre v
Cospars APM

TEPMUHA/IbHBIE CEPBEPBI MNoapotree

I CETEBbIE YCTP..

Tepumansribie cepeepsl 0/9%9
AKTUHEHbIE TEPMUHRAbHbIE CECcith 0/9%9 Coepmyrs

* 3 YAAMEHH.

Caepiyrs Bce

JALEH3NOHHAA

s Cxanmposars ceth
MH®OPMALMA Moapobree p

[oBanuts ceresoe ycrpoiicroo

Co3pars npoduns cetesoro gocryna
MHUMAEHTBI 6e30NacHOCTH v

3a neprog: 19.05.2026 00:00 - 19.05.2026 23:59 3xcnopt

[] Toneko HenpounTanteie

Mo konmwecTey 3a neproa MposepuTs aocrynnocts

Mposepus yerocmocts

1/1 2

1 OMNEPATUBHOE YMPABNEHWE
He npouuTatro/Bcero .

190.. 190.. 190.. 190.. 190.. 190.. 190.. 190. 190.. 190.. 190. 190.. G

Mepesarpysuts
= Konuuecteo

Pas6okpoBath nonbsosatencit

Puc. 203. Bknagka «Ceoaka» ans rpynnsi 4B

YnpaeneHve gaHHOW BKNagKon aHanormyHo ynpasneHuio Bknagkm Ceodka Ha yposHe [b.
Ha naHenu nHCTpyMeHTOB OOCTYMNHbI criegytowme 4eNcTBms C rpynmnow:

1. O6GHOBUTL MHpOPMaLMIO O rpynne.

lMepenmeHoBaTb rpynmny.

[o6aBuTb B cocTaBs rpynnbl (MOArpynnbl) HOBYHO NOArpynmny.

Ypanute rpynny u3 b (Bce BMOXeHHble OOBEeKTbl rpynnbl nepemMeluaioTcs B 6asoBylo rpynny
YOarneHHble 06beKkmebl).

CospaHue APM B cocTase rpynnbl.

CkaHupoBaHue ceTu Ansi 0GHapyXeHUs MOLYNEeN N CETEBbIX YCTPOMNCTB.
[obaBneHne ceTeBoro ycTponcTaa.

MpoBepuTb JOCTYMNHOCTb CETEBLIX YCTPONCTB.

. MpoBepuTb LENOCTHOCTL CETEBLIX YCTPOWCTB.

10.Ypanutb.

Pobd

©® N,

Ha naHenn MHCTPYMEHTOB AOCTYMHbI Creaylowmne KoMaHAabl OnepaTtMBHOMO YyMpaBreHus Ans rpynnbl
(Habop komaHza 3aBUCUT OT MOAyNew, BXOAALWMUX B COCTaB rpynbl):
1. BblknounTb.

Mepesarpy3uTsb.

PasbnoknpoBaTb nonb3oBaTenen.

lMepecuntatb LLENOCTHOCTD.

Cobpatb XypHarbl.

M3onuposatb yanbl.

BkntounTb y3nbl B CETh.

CvHXpOHM3MpOBaTb.

9. CucTeMHbIN XypHarn.

10.BknounTb aBapUNHbLIN PEXUM.

11.OTKNIOYMTE aBaAPUNHBIN PEXMM.

12.C6pocutb 6rOKMPOBKN.

13.06H0BUTD.

ONooO RN



14.Y paneHHoe BKNHOYEHME.

PesynbTaTt BbINONHEHWS KOMaHA, OnepaTMBHOIO ynpaBneHust He oTpaxaetcs B XKypHanax
ELY. Takke He npefyCMOTpeHbl BCNMbiBalOLWME U NpovvMe yBeoOMSEHUs O pesynbTaTax
BbINOMIHEHWNSI KOMaH, ONEPATUBHOIO YrNpaBreHUs.

6.2.2Monb3oBaTtenu v rpynnel Ansa rpynnel Ab

Bknagka [lonb3oeamenu Ha ypoBHe rpynnbl 1B cogepxut cnuckm rnobanbHbIX YYeTHbIX 3anucen,
3abnOKMPOBAaHHbIX YYETHbIX 3annucen u rpynn nonb3osarenen rpynnsl 6.

YyeTHble 3anucu rpynnel 1B

Kateropus NMonb3oBaTenu coaepXnT CMMCOK YYETHbIX 3anucer nonb3oeatenen rpynnbl b (puc. 204).

Nonwzoeatean

Cocr.. ™ Yuetnassanuce Kateropua  Tun yuerod sanmc ELIY Brageney Poa agmunmcipupos... Moanoe ia  Onucanme

iyl

OMEPALMKA C NOAL30BATENAMIA

admin Tnobatbran Crcrema Homen - flomen GesomachocT AQMHUCTPATOP MO §... Co3ats
anonymous Tno6askran DLE.D (MK11,MK12, MK13),C3.. flomen - flomen besomachactn Ananymeus user Mcnossyerca gna c...

test lnobanphas Bce HAomen - llomen besonacHocti

Puc. 204. Cnucok y4yeTHbIX 3anucen nonb3oBarenewn rpynnbi AB

YnpaBneHve nonb3oBatensMn Ha YypoBHe rpynnel B npou3BoauTCA aHanorM4yHo ynpasrieHUIo
nonb3osatenamu ansa b (cm. «[MapameTpbl nonb3oBatenemny).

Mone CocmosHue Ha ypOBHE rpynnbl npuHnmMmaeT CJ'Ie,D,yPOLU,VIﬁ BuAa:

OTMeYeHHoe briarom fnorne O3Ha4yaeT, YTo AaHHasa yYyeTHasi 3anucb Nonb3oBaTensl UMeeT JOCTYn
— Ha ypoeHe rpynnbl OB, npy atoM CocmosiHue 3afaHo (nepeonpeneneHo) Ha AaHHOM YpPOBHE
LepeBa;

OTMeYeHHoe chrnarom rnosie o3HayaeT, YTo AaHHas y4yeTHas 3anvcb Nonb3oBaTens nMeeT AOCTyn
Ha ypoBHe rpynnbl 1B, npu aToM CocmosiHue HacneayeTcs C YpOBHS Bbille B JEPEBE;

D __ MycToe nosie O3HayaeT, YTo y4yeTHas 3anucb OTKMoveHa Ans paboTtel Ha yposHe rpynnbl [B,
npu atom CocmosiHue 3agaHo (nepeornpefeneHo) Ha AaHHOM YPOBHE OEPEBa;

nycTtoe nojie O3HadaeT, 4YTO y4dYeTHadA 3annCb OTKIHoYeHa O51A pa6OTbI Ha ypOBHe rpynnbl 06,
npu 3TOM CocmosiHue HacnenyeTcd C YpOBHA Bbllle B iepeBe.

3HaveHune nonsg CocmosiHue He OTpaXaeT COCTOSHWE YYETHOW 3anucy nonb3oBaTenen Ha
BMNOXEHHbIX B rpynny obbekTax. Hanpumep, yyeTHasa 3anucb MoXeT ObiTb OTKITHOYEHa Ans
paboTbl Ha ypoBHe rpynnbl (none CocmosiHue — MnycToe), HO MMEeTb OOCTYN Ha YpPOBHE
BKItoyeHHoro B Hee APM (ctouT conar B none CocmosiHue).

lMpn 3TOM, MPU MU3MEHEHMU COCTOSHUS YYETHOW 3anucu Ha YpPOBHE BhIWE B AepeBe,
COCTOSIHME MPUHYAUTENBbHO WM3MEHHAETCA Ha BIIOXEHHbIX obbekTax. Hanpumep, nocne
OTKMYeHMs Ons paboTbl yY4EeTHOW 3anucu Ha ypoBHe rpynnbl, paboTa ydYeTHOW 3anucu
OTKIMYaeTca AN Bcex BoXeHHbix nogrpynn, APM (mogynewn B coctaBe APM) n mogynen
6e3 APM.

Ha ypoBHe rpynnbl [b B KaTteropumm Monb3oBatenu Ha Bknagke ons3o08amenu OOCTYNHO:

e co3gaHue rnobanbHbix nonb3oBatenen (cM. «Co3panuve nonb3oBatenen [Ob», «Perucrpauus
JOMEHHbIX nonb3oBartenen B [1b», «Perncrpaums JOMEHHbIX NONb30BaTenen No Macke»);




yoaneHue rnobanbHbIX U JOMEHHbIX Nonb3oBaTenen (cm. «Yaanexnue nonb3oBatenen [OAb»);
NPOCMOTP M HacTpoKka napameTpoB rnodanbHbIX U AOMEHHLIX Nornb3oBaTenen (cm. «apameTpsbl

nonb3oBaTeneny);

CMeHa Tuna y4YeTHOM 3anucy Nonb3oBaTens, B 3aBUCMMOCTW OT TOro, Ang MOAYNen Kakoro tuna
NPUMEHSIETCS AaHHas ydeTHas 3anucb nonb3oBaTens;
CMeHa naporns y4eTHOM 3anucu nonb3osartens (cM. «HasHavyeHre naponsy).

Fpynnbl nonb3oBaTenen rpynnbil b

JononHUTenbHLIM MHCTPYMEHTOM YNpaBneHusa npaBamu y4eTHbIX 3anucewn rpynnsl b — Mpynnbl. 3T0T
WHCTPYMEHT bYHKLMOHMPYET aHanoruvHo «JlokanbHbim epynnam» B OC cemenctea Windows n goctyneH
B kaTeropun Fpynnbl Ha Bknagke Mons3oeamenu (puc. 205).

Monssosatenn

l
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Onucanme rpynne:

Agmunmcrpatop...

Ynenta 310i TpyN..
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Hnertr 3Toik rpym...
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Ynenbi 310if rpyn...
Y nenbl BAHHOH ...
Ynenbi 310i4 rpyn...
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Puc. 205. Cnucok rpynn nonb3oBartenewn rpynnoi b

OMEPALIVIK C TPYMMAMM

Cospare

DUNBTPBI

Monck
Cocronnme | BeiBpans! sce sHavenma

Kateropnn | BeiBpanis! ce sHavenma

Bui6pars sce Oumcrir

Cucrema

Dallas Lock 8.0 VK11
Dallas Lock 8.0 VK12
Dallas Lock 8.0 VK13

Dallas Lock 8.0 VK14
-,

OMEPATUEHOE ¥YMPAB/IEHUE

YHpaBneHMe rpynnamum nonb3oBaTenen Ha ypoBHEe rpynnbl b npon3BoanUTCA aHalrlorM4HoO ynpasJiieHUHO

rpynnamu nonb3oBartenen ansa Ab (cm. «[lapameTpbl rpynn nonb3oBaTenemy).

Y moaynew cyllecTtByeT Takke CBOW CMUCOK rpynn nonb3oBaTenen, B KOTOPOM Takke MOXHO BbibpaTb
HeobxoauMble Ans goctyna k paboTte Ha moayne.

3a OaHHYIO (*JYHKLI,VIPO otBevaeT none CocmosHue. None CocmosiHue Ha ypoBHE rpynnbl OOMeHa
©es3onacHocTu NnpuUHNMaeT CJ'Ie/J,yIOLLI,Mﬁ BMnAa:

O

__ OTMeueHHoe bnarom nomne O3HauyaeT, YTO AaHHas rpynna nonb3osaTenein MMeeT [OCTyN Ha
ypoBHe rpynnel 1B, npu aTom CocmosiHue 3afaHo (nepeonpeaeneHo) Ha JaHHOM YpOBHe AepeBa;

__ OTMeueHHoe bnarom nomne O3HauyaeT, YTO AaHHas rpynna nonb3osaTenei MMeeT [OCTyN Ha
ypoBHe rpynnbl OB, npy 3Tom CocmosiHue HacnenyeTcs C YPOBHS BbllLe B AEPEBE;

__ nycToe nore o3Ha4aeT, YTo rpynna nosib3oBaresien oTknoYeHa Ans paboTbl Ha ypoBHE rpynmbl
0B, npu atom CocmosiHue 3agaHo (nepeonpefeneHo) Ha AaHHOM YPOBHE OEepeBa;

nycTtoe nosmne o3Ha4aeT, YTOo rpynna nonb3oBaTenen oTKIYeHa Ans pa60TbI Ha ypOBHE rpynnbl
b, npn 3TOM CocmosiHue Hacnenyetcd C ypOBHA Bbllle B AepeBe.



3HaveHne nona CocmosiHue He OTpaxaeT COCTOsiHMe [pynnbl nonb3oBaTenen Ha
BMOXEHHbIX B rpynny obbektax. Hanpumep, yyeTHas 3anmcb MOXET OblTb OTKMIOYEHA Ans
paboTbl Ha ypoBHe rpynnbl (none CocmosHue — nycToe), HO MMEeTb OOCTYN Ha YpOBHE
BKItOYEeHHOro B Hee APM (ctouT cnar B none CocmosiHue).

[Mpun aTOM, NPV N3MEHEHNM COCTOSHWS FPYNMbl NOfib30BaTeNen Ha YPOBHE Bbille B AepEBE,
COCTOsIHME NPUHYOUTENbHO U3MEHSIETCA Ha BIOXEHHbIX obbekTax. Hampumep, nocne
OTKNIOYeHMa Ang paboTbl rpynnbl Nonb3oBaTeNen Ha YpPOBHe rpynnbl, paboTta rpynnbl
nonb3oBaTternen OTKIYaeTca Ans BCex BNoXeHHbIx noarpynn, APM (mMogynen B coctaBse
APM) n mogynen 6e3 APM.

Ha yposHe rpynnel 16 B kaTteropun Fpynnbl Ha Bknaake [1osib308amenu AOCTYNHbI:

e co3gaHue rnobanbHbIX rpynn nonb3oBatenen (cMm. «Co3aaHve rpynn nonb3oBarenemny);

e yaaneHue rnobanbHbIX rpynn nonb3oBaTenen (cm. «YganeHuwe rpynn nonb3osatenen [Ab»);

e MPOCMOTP W HacCTpoWka napaMeTpoB rpynn nonb3oBaTenen (cm. «[lMapameTpbl rpynn
nonb3oBaTenemn»);

e CMeHa Tuna YyYeTHbIX 3anucel rpynnbl, B 3aBMCMMOCTW OT TOro, ANsi MOAYMEW Kakoro Ttuna
NPUMEHSAETCS AaHHas rpynna nonb3oBaTenen;

e YCTaHOBKa HacrnegoBaHus ¢ NOMOLLbIO napameTpa Hacnedosame;

e MPOCMOTP CBOWCTB rpymnm.

6.2.3 MNonutuku gna rpynnoi b

Bknagka lMonumuku Ha ypoBHe rpynnbl NO3BONSET peaakTMpoBaTh napameTpbl 6e30nacHOCTU Ha ypoBHE
rpynnel (noarpynnsi) (puc. 206).

MNonurtykn

l MouTkkn naponei ] l TOAMTHKN BETOPHIALNN ] l Mpaga nonk3oearenei =

l MOANTHIN KOHTROAR LeNOCTHOCTH ] l Pexum paGoTel C311 ] [ QuKcTKa 0CTaTOUHOI UHPOPMALMK l l MNoawtnen 4CH AENCTBUA
[ MaHaaTHelii focTyn ] [ TOMMTHKK AQCTYNE ] [ CeTh l [ ANNapaTHan WAEHTMGHKALMA

P4 Hacrenyercs Monumma ~ 3uauenme

SIS HSHS IR I Jo BB I Jo J Q<< Q< Q< J<J<]

OUNBTPbI

Wms nonuten

Cucrema

Dallas Lock 8.0 MK11
Dallas Lock 8.0 MK12
Dallas Lock 8.0 MK13
Dallas Lock 8.0 MK14

CA3 Dallas Lock K5
CA3 Dallas Lock K6
CA3 YB Dallas Lock MK1
Dallas Lock Linux MK3M
Dallas Lock Linux MK4
Dallas Lock Linux MK5

H<B<Bol<B<lcl<B<N<J<J<J<]

Dallas Lock Linux MIK&

Puc. 206. MonuTtukn ansa rpynn flomeHa 6e3onacHocTH

HacTtporika nonuTuk ansa rpynnbl (nogrpynnbl) NPOM3BOANTCS aHanorM4yHO HacTponke nonutuk gns [Ob
(cm. «MNonutukm [B»). Ans npuMeHeHns napameTpoB Ha MOAYNSX HEOOX0ANMa CMHXPOHM3aLUMS.

MonuTukn MOryT HacrnegoBaTb YCTAHOBMEHHblE HACTpowku (0T B wunu oT rpynnbl, B COCTaB KOTOPOM
BXOOUT OaHHasi rpynna (mogrpynna)) unu npyuHMMaTth UHOUBMAYanbHbIE 3HAYEHWS crieayoLwmm obpasom:

1.

Monutukn, AnNa  KOTOPbIX OTMEYEHO HacnegoBaHue, nNPUMYT  3HAYeHUs, YCTaHOBIEHHblE
ansa poauTtenbckoro obbekTta B aepeBe obbektoB ELLY: 3HaveHus gns OB vinu rpynnel. B aTom cnyyae
NnonuTUKM ByayT oTobpaaTbCsi HEYETKUM CEPbLIM LIBETOM.

MonnTukKn, ONsi KOTOPbIX BbIOPaHbl U YCTAHOBIEHbI OPUrMHarbHbIE HAacTPOKKkKu, ByayT oTobpaxaTbes
YETKMM YepPHbIM LIBETOM.

[nsa Toro, YTOObI YCTaHOBUTb UM CHATb HacnegoBaHMe HaCTpoekK, UMerTCA cleayolme BO3MOXHOCTU!

1.

Ona Toro, yTOObI BCE napameTpbl HacnegoBann 3Ha4eHuA, yCTaHOBJIEHHble ONnA poAUTENbCKOro



obbekTa gepesa, Heobxoanmo noctaBuTb nar B none Hacnedyemcs (puc. 207).
-

|
_HEHEWEE:I Moamtmka
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Puc. 207. BknroyeHue Hacne[oBaHUA NONMUTUK o6 bekTa

2. Ecnu cHAaTb chpnar n3 nonst Hacnedyemcs, T0 BCe NapaMeTpbl OQHOBPEMEHHO CTaHYT 0603HayYeHbl Kak
MHAMBMAYanbHO HacTpoeHHble (puc. 208).

[

ID Hacaegyerca) Moaniika

D EZXi: MMHKMMaNEHD e KONMYECTED KASCCOE CHMEQIDE

D ESXi: HaNoMMHATE O CMEHE Nap0AA 33

D oirt: KonmuecTeo npegsaylum: naponed, KOTOpEIE NONESOBATENL HE MOXET MCNONES0BATE
D olfirt bakcMmManeHbIR cpok gelcTEMA Naponsa

D obirk: MuHKMManEHaa anKaa napona

Puc. 208. BbiknioyeHne HacneaoBaHUA NONIUTUK 06bekTa

3. ns oTpenbHO BbIOpaHHOM MOMUTUKM MMEETCS BO3MOXHOCTb BblOpaTb OpuUrMHanbHOEe 3HayeHwue,
cHaB/noctasuB pnar B none Hacnedyemcs B CTpoke C AAHHOW MOMUTUKOW UMM U3MEHUB 3HaAYEHUe
NONUTUKM B pedakTope.

Ecnn '«-IaCTiI'IOJ'IVITVIK HacnegyeTcsl, a YacTb MMEeT opurMHanbHoe 3HaveHue, none Hacnedyemcs nmeeT

3HayeHue W

6.2.4 MexxceTeBom 3KpaH ansa rpynnbl b

Bknagka Mexcemeeoli akpaH Ha ypOBHe rpynnbl MO3BOSIET YNPaBNSATb MEXCETEBbIM 3KPAaHOM Ha YPOBHE
rpynnel (noarpynnel) JomeHa 6esonacHocTtu (puc. 209).

Qv e KomnoHenTLl
* 5 fowen Sesonacioen 1
~ YMNPABJIEHWE KOMMOHEHTOM M3 Dallas Lock 8.0 v =
7 [0 HEPACMPEAENEHHBIE .. LEACTEMA
T e ) mmee | )
e EEHEN ( Beb-conTpons Il Cermersl cetn ]
MHacacayerca Monmmmxa “ 3mavenme Tun raogyna
W CETEBbIE ¥CTP: SUNLTPEI
W YIANEHHBIE OB BEKTHI Vs nonwmacn |
:
B MogunHerHbIi AoweH BeEpaiee SRUWETTD
Dallas Lack 8.0 K11
Dallss Lack 2.0 VK12
Dallas Lock 8.0 KL3
Dallas Lock Linux VK4
Dallas Lock Linux MKS
Dallas Lack Linux MK§
Dallas Lock C311BU UKs

Puc. 209. MexxceTeBou 3akpaH ansa rpynn [lomeHa 6e3onacHocTn

YnpaBneHne MexXceTeBbIM 3KpaHOM Ha ypoBHe rpynnbl B npou3BoaMTCA aHanornyHo ynpasreHuto
MexceTeBbIM akpaHoMm Ansa OB (cM. «MexceTeBon 3KpaH»).

Ha yposHe rpynnbl 16 Ha Bknagke KomrnoHeHmsl — Mexcemeegol akpaH [OCTYMHbI:

e ynpaBneHue nonutukamm M3 n nx coctosHnemM HacregoBaHus (cM. «Obwire HacTporku M3»);

e ans moaynen C3U HCLO Dallas Lock 8.0-C/K: npocMoTp HacTpoek, akTuBauusi U ynpasneHune
COCTOSIHMEM HacnegoBaHust KoHdwurypauuwen npodunen MO, a Takke NpoCMOTP HACTPOEK,
aKktTmBaumsa / geakTvBauMs M yNpaBIieHUME COCTOSIHMEM HacnedoBaHusa npasun MO BHyTpwu
npocomns M3 (cm. «[Mpodunn M3 ana mogynen C3U HC[ Dallas Lock 8.0-C/K»);

e ans mogynei C3U HCA Dallas Lock Linux: ynpaBneHue cOCTOsIHMEM HacnegoBaHWUst akTUBHbIX
npocdounenn MO, NpocMOTp HaCTpOeK M akTuBaumsa / geaktumBauus npodunen MO, a Takke
NpOCMOTP HacTpoek npasuna MO BHyTpu BbibpaHHoro npodwuns MO (cMm. «Mpodunm MO ana




moaynen C3 HC[ Dallas Lock Linux»);

NPOCMOTP NapaMeTpoB 1 akTMBauums / AeakTmBaums npasun M3, a Takke ynpasreHne COCTOSHNEM
ux HacnegosaHus (cM. «[pasuna MO»);

NPOCMOTP M pefaKkTUpoBaHWe napameTpoB (bUNbTPOB, a Tawkke ynpaBlieHUWe UX COCTOSHUEM
HacnegoBaHus (CM. «PUNbTPLIY);

NpPOCMOTp MapamMeTpoB, akTUBauus / feakTuBauusl U ynpaBrneHne COCTOSIHUEM HacrnenoBaHus
npaeun Be6-koHTpons (cM. «Beb-KOHTponbY);

NPOCMOTP HaCTPOEHHbIX MapameTpPOB CErMEHTOB ceTu (CM. « CerMeHTbl ceTuy).

Ins akTMBHBIX Npodunein M3 Ha ypoBHe rpynnbl onpeaeneHsl crieayowme MHANKATOPbl COCTOSHUS:

I'IpO(bVIJ'Ib aKTnBMpoBaH, ero CoCTtoAaHne akTMBHOCTU HE HacnenyeTcA C BEPXHETO YpPOBHA

Ab;

— I'IpO(bVIJ'Ib aKTBMPOBaH, €ro COCToAHne akTMBHOCTU HacnenyeTcd C BepxXHero ypoBHA 0b.

HeakTnBHble I'IpOd)VIJ'II/I He MMeIT crneumanbHON NHOMKALMN.

Onsa npaBun M3 Ha yposHe rpynnbl B B kaTeropum Mpodmnu M3 onpegeneHbl cnegytowmne MHaMkaTopbl
COCTOSIHUSA:

Q000000

npaBumno akTMBMPOBaHO, AENCTBNE YCTAHOBIEHO B Pa3peweHo0, COCTOSAHNE akTUBHOCTH
He HacrnegyeTcs ¢ BepxHero ypoBHs gepesa [b;

NnpaBuio akTUBMPOBAHO, AEICTBME YCTAHOBIEHO B PaspeuweHo, COCTOSIHUE aKTUBHOCTYU
HacneayeTcs ¢ BepxHero ypoBHsi aepea [b;

NpaBuio akTVBUPOBaHO, AeNCTBME YCTaHOBNEHO B 3arnpeueHo, COCTOsIHUEe aKTUBHOCTU
He HacrneayeTcs C BepXHero ypoBHs aepesa [B;

NpaBuio akTBUPOBaHO, AeNCTBME YCTaHOBNEHO B 3arnpeueHo, COCTOsIHUE aKTUBHOCTU
HacrneayeTcs ¢ BepxXHero ypoBHsi aepesa [b;

npasuno [OeakTMBUMPOBaHO, [JAEWCTBME YCTaHOBNEHO B PaspeweHo, COCTosiHue
aKTMBHOCTM He HacrefyeTcs ¢ BepXHero ypoBHs aepesa [1b;

npaBuno [OeakTMBUPOBaAHO, [JEWCTBME YCTaHOBNEHO B PaspeweHo, COCTosiHue
aKTMBHOCTM HacreyeTcs C BepXHero ypoBHA Aepesa [b;

npasuno [AeakTBUPOBaHO, AENCTBME YCTaHOBMNEeHO B 3anpeweHo, COCTosHUue
aKTMBHOCTM He HacrnenyeTcs ¢ BepxHero ypoBHs aepesa [1b;

npasuno aOeaktnBmpoBaHo, aencreme YCTaHOBJIEHO B 3anpeu.|,eHo, COCTOAHNE
adKTUBHOCTU HacnenyeTcd C BepxXHero ypoBHA 0b.

Mpasuno no ymonyaxuo ana mogyneri C3U Dallas Lock 8.0 Bcerga aktnemMpoBaHo.

B kateropuu Mpocmunu M3 ans moagynen C3U Dallas Lock 8.0 Ha ypoBHe rpynnel B nepen Tabnuuen
¢ npocounsamm MO pacnonaraeTcs obnacTb, coaepXxallas cnegyrowime Hactponku (puc. 210):

yekbokc Hacnedoeamb KoHGbuzaypayuro npochuneli — OTBeYaeT 3a HacnegoBaHuMe BCeEW
KOHdpmrypauum npoduneii c BepxHero ypoHs [b. MNpu aktuBaummn Yyekbokca kateropus NMpodpunum
MO craHOBUTCS HeOoOCTynmHa AN pefakTUpOoBaHWs, a TaKkKe aKTUMBUPYKOTCA 4YeKOOoKCbl
Hacnedosamb ebibop akmueHo20 npoghunsd n Hacnedoseamb cocmosiHue asmosbibopa. [Mo
YMOMYaHu o YeKBOKC BKITHOYEH;

yekbokc Hacnedosamb 8bI60Op akmusHO20 Mnpoghusiss — NpU akTUBaLMK Yekbokca napameTp
AKTUBHBbIN Npodnnb HacnegyeT CBOe 3HavYeHue ¢ BepxHero ypoBHs [1B. Mo ymonyaHuto yekbokc
BKITHOYEH;

napameTp AKTUBHbIA Npocusib — COOEPXUT Ha3BaHUE TEKYLLEro akTMBUMPOBAHHOMO npodurns
MO Ha BbIGpaHHOM ypoBHe aepesa [b;

yekbokc Hacnedosamb cocmosiHue asmosbibopa — NpU BKITHOYEHUU nonutuka ABTOBbIGOP
npocduna HacrnegyeT CBOe 3HAYEHWE C BEPXHEro ypoBHs [B M cTaHOBUTCA HeOoCTynHa Anis
penakTupoBaHus. 1o yMonyaHuio YekbOoKC BKITHOYEH;



e nonutuka ABTOBbLIOOP npocdwmnAa — npegHasHayeHa QONA aBTOMaTUYECKOrO BKITHOYEHUS
npodwunen Ha knnenTax ¢ mogynsmm C3U HCL Dallas Lock 8.0 B cooTBeTCTBUM MX NpUOpUTETAM
1 ycrnosusMm BkrtoveHus. Mpu BknoyeHHOW nonutuke ABTOBBLIGOP npodunsa pyyHas aktueaumsi
nNpodunnst Ha KNMeHTax CTaHOBUTCSA HEQOCTYNHON. 10 yMon4aHuIo NONMTUKA OTKIOYEHa.

Hacnegoeats koHgurypauuio npodaned

Hacnegoeate 6uifiop akTWEHOro npoduaa HacnegoeaTs COCTOAHME 3BTOERIBODA

Mo ymonuaHmmo

Puc. 210. YnpaBneHue cocTosiHMeM HacregoBaHusi KOHdurypaumen npocpunen M3

Ona moaoynen C3U HCL Dallas Lock Linux B kateropuun Mpodwmnu M3 Ha yposHe rpynnel b nepeg
Tabnuuen c npodunamm MO pacnonaraetcsi obnactb (puc. 211), cogepallasi Has3BaHUSA TEKYLLUUX
aKTUBMpOBaHHLIX Npodunen MJ, a Takke 4yekbokc Hacrnedosamb 8b160p akmueHO20 rMpPoghusisi, KOTOPLIN
OoTBeYaeT 3a HacnegoBaHWe BbiIOOpa akTMBHOIO Npodunsi ¢ BEpXHEro ypoBHs Aepesa [b.

HacnegosaTe 6bIBOp akTMEHOMD NpodKaa

AKTWEHEIA npodune  Hesagad
Puc. 211. YnpaBneHue cocTosiHueM HacriegoBaHusi akTUBHbIX npocdunen M3

B KaTteropumm CermeHTbl CeTU Ha YPOBHE rpynnbl 06 onpegeneHbl cnegyrowme nHAnKaTopbl COCTOAHUA!

CEerMeHT aKTUBMPOBAH, €ro COCTOSHWE aKTUBHOCTM HacneayeTcsl C BEPXHEero YpPOBHS
[IOMEHa;

CermMeHT [eaKkTMBMPOBaH, ero COCTOAIHWE aKTUBHOCTWU HacneayeTcs C BePXHEro YpoBHS
JoMeHa.

6.2.5 Cuctema KoHTponsa Hakonutenen ansa rpynnsi b

Bknagka Cucmema KoHmposns Hakonumersel Ha YpOBHE rpymnnbl NO3BOMSET yNpaBnsiTb HAKOMUTENAMMU
Ha ypoBHe rpynnsl (nogrpynnel) JomeHa 6e3onacHocTu (puc. 212).
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Puc. 212. Cuctema KoHTpons HakonuTtenen ansa rpynn f[lomeHa 6esonacHocTn

YnpaBneHue CUCTEMOW KOHTPONIA HaKONMUTENEW Ha ypoBHe rpynnbl OB npounsBognTcst aHanornyHo
yrnpaBneHnto cuctTeMomn KoHTpons HakonuTenen aons b (cm. «CucteMa KOHTpons Hakonurenemy).




6.2.6 KonTtponb pecypcoB ans rpynnbi [1b

Bknagka KoHmposib pecypcog Ha ypoBHe rpynibl NO3BONSIET YNpaBnsaTb KOHTPONEM PECYPCOB Ha ypOBHE
rpynnsl (noarpynnel) JomeHa 6esonacHoctu (puc. 213).
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Puc. 213. KoHTponb pecypcoB ans rpynn [lomeHa 6e3onacHocTu

YnpaBneHne KOHTPOMEM PEecypcoB Ha ypoBHe rpynnbl OB npou3BoanTCsi aHanornyHo ynpasfieHUo
KOoHTpornem pecypcos ansa b (cm. «kKoHTponb pecypcosy).

6.2.7 Cuctema oGHapyXeHUsA BTOpPXXeHMU ansa rpynnbl b

Bknagka Cucmema obHapyxeHuss emopXeHuli Ha YypOBHE Trpynnbl NO3BOMSET YNpaBnsiTb CUCTEMOM
0oBHapy)XeHUss BTOPXXEHWUI Ha ypoBHe rpynnbl (noarpynnsl) JomeHa 6e3onacHocty (puc. 214).
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Puc. 214. Cuctema o6HapyxeHUs BTOpxeHui ansa rpynn lomeHa 6e3onacHocTu

YnpaBneHvne cuctemon obHapyxeHust BTOPXEHWN Ha ypoBHe rpynnbl OB npoussBognTtca aHanornyHo
yNpaBreHuo cuctemon obHapyxeHusa sTropxeHui ana b (cm. «Cuctema oBHapyXeHUs BTOPXKEHUI»).

Ha yposHe rpynnbl b Ha Bknagke KomnoHeHmbl — Cucmema o0bHapyXKeHuUs1 8mMOop»KeHUl [OCTYMHO:

e MPOCMOTP XypHarna cobbiTun (cMm. «Ceoaka COBy);

e MPOCMOTP HACTPOEHHbIX NONUTKK 1 napameTtpos COB;

e ynpasBneHue nonutukamm COB ansa mogynen (cm. «O6wwme HacTtpovikm COB») m HacTpovikamu
3BPUCTUK (CM. «HaCTPOWKM SBPUCTUKUY);
yCTaHOBKa HacneaoBaHWUsi C NOMOLLbIO NapameTpa Hacrnedosame;
aKkTMBauusa/geakTBaumss CUrHaTyp XXypHanoB, curHaTyp Tpadwmka (cMm. «CurHatypbly), npasun
KOHTpONsa npunoxeHun (cM. «KOHTPOMb NPUNOXEHWI») U KOHTPOIMPYEMbIX KOYEn peectpa
(cMm. «KoHTponb peecTtpay);

e ynpaeneHve napameTpom OmmMmemka 8 XypHase [Ans NepeyHs OnpefeneHHbIX AOBEepeHHbIX
agpecos;

e CUHXPOHM3aLWSA C MOAYNAMM.




Mpn atom Ha ypoBHe rpynnbl OB MHAWKATOPbI COCTOSAHUA ANA CUTHATYpP M KOHTPONMPYEMbIX KIHYen
peecTpa MOryT NPUHMMaTb CReayLwun Bua;

@
©

@

curHaTypa / Koy peecTpa Unm Bea rpynna curHaTyp / Krnoyen akTMBMpoBaHa, COCTOsSHME
He HacnegyeTcsl C BEPXHEro YpoBHS OMEHa;

curHaTtypa / KN4 peectpa unvM BCA rpynna curHatyp / Kr4Yen OeakTMBUPOBaHa,
COCTOSIHME He HacrnegyeTcs C BEPXHEro ypoBHS AOMEHa;

curHaTypa / KoY peecTpa Unm Bea rpynna curHaTyp / Krnoyen akTMBMpoBaHa, COCTOsSHME
HacneayeTcs C BEPXHEro YpOBHA AOMEHa;

curHatypa / Krd peecTpa WMnM BCA Tpynma curHatyp / Knodeil geakTMBUpOBaHa,
COCTOSIH/E HacrneayeTcsl C BEPXHEro YPOBHS JOMEHa;

aKTnBMpoBaHbl HE BCE CUTHaATYpPbI / kntoum, BXoasiLne B rpynny, n He ana Bcex cUurHaTtyp
[ krtoden Hacnenyetcd COCToAHME C BepXHEro ypoBHA JOMEHaA;

aKTnBMpoOBaHbl HE BCE CUTHATYpPbI / knto4un, BXxoasawme B rpynny, HO And BCeX CUrHatyp /
KIto4en cocTosiHne HacneayeTcd C BEPXHEro ypoBHA.

Bo3amoXxHble WHOWKATOPbl COCTOSIHMS ANS curHatyp XypHamnoB wmoagynei C3U HC[L
Dallas Lock 8.0 otnuyaioTca OT MpeAcTaBfeHHbIX B AaHHOM MyHKTe (cMm. «CurHatypbl
XypHanos ans mogynen C3W HCL Dallas Lock 8.0-C/K»).

0ns npaBun KOHTPONSA NpuUnoXeHWnd Ha ypoBHe rpynnel B BbigeneHbl criegylowme WMHAMKATOPbI

COCTOAHUA:

@
Q

npaBu/io aKTUBMPOBAHO, BCE 3HAYEeHWUs AN CUCTEMHbIX (PYHKLMIA YCTaHOBMIEHbl B
Pa3peweHo, HO ero COCTOsIHUE aKTUBHOCTM He HacreayeTcsi C BEPXHEro YpoBHS JOMEHA;

npaBuno akTuBMpoBaHO, BCe 3Ha4YeHuda AOnA CUCTEMHbIX (*)yHKLI,I/II;I YCTaHOBJ1IEHbI B
3arlpeu.4eHo, HO ero COCtodHue akTMBHOCTU HEe HacnenyeTcd C BepxXHero ypoBHA AOMEHa;

npaBunno akTnBunpoBaHo, BCE 3HaYeHUdA OnA CUCTEMHbIX (*)YHKLI,VIIZ YCTaHOBJ1€HbI B
PaspeweHo, COCTOAHME aKTUBHOCTU HaclnenyeTCAd C BepXHEro ypoBHA JOMeEHa,

npaBunno akTnBunpoBaHoO, BCE 3HaAYeHUdA OnA CUCTEMHbIX (*)YHKLI,VIIZ YCTaHOBJ1€HbI B
3anpeu46Ho, COCTOAHNE aKTUBHOCTU HacnenyeTcd ¢ BepXHEero ypoBHA OMEHa;

NnpaBuUio akTUBMPOBaHO, He BCE 3HAYeHWUs ONsl CUCTEMHbIX (DYHKLWIA BbICTaBIEHbI B
PaspeweHo vnu 3anpeweHo, COCTOsIHME aKTUBHOCTW He Hacrneayetcs C BepxHero
YPOBHS IOMEHa;

NpaBuSio aKTMBMPOBAHO, HE BCE 3HAYeHUs ONA CUCTEMHbIX (PYHKUWIA BbICTaBreHbl B
PaspeweHo wnu 3anpeujeHo, COCTOSHUE aKTUBHOCTW HacrneayeTcs C BEPXHEro YpoBHS
LAOMEH3;

npaBuno geaktmBnpoBaHoO.



6.2.8 besonacHas cpena COB (neco4Huua) ana rpynnbi 1B

Bknagka besonacHasi cpeda COB (neco4Huuya) Ha ypOBHe rpynnbl MNO3BONSAET ynpaBnate Ge3onacHom
cpefov Ha ypoBHe rpynnbl (nogrpynnsl) JomeHa 6e3onacHocTu (puc. 215).
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Puc. 215. BesonacHas cpega COB (necoyHuua) ansa rpynn lomeHa 6e3onacHocTu

YnpaeneHue Bknagkon besonacHas cpeda COB (necoyHuuya) AOCTYMHO TONbKO Ha ypoBHe kopHs b ELLY
(cm. «besonacHas cpega COB (necoynuua)»). Ha ypoBHe rpynnbl (mogrpynnbl), APM n mogynen
PYHKLMOHANbHbIE BO3MOXXHOCTMW OrpaHnYeHbl — OOCTYMNEH TOMNbKO NPOCMOTP NapameTpoB U UX 3HAYEHWUNA.

6.2.9 CpeactBo OGHapyxeHUs n pearmpoBaHua ana rpynnbi b

Bknagka Cpedcmeo obHapyxeHusi U pea2uposaHusi Ha ypOBHE rpynmbl NO3BONAET yNpaBnaTb CPeACTBOM
OBHapyXeHus 1 pearmpoBaHus Ha ypoBHe rpynnbl (nogrpynnel) JomeHa 6e3onacHocTu (puc. 216).
Q v @ KomnoHeHTs!
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Puc. 216. CpeactBo o6HapyxeHuUsi U pearmpoBaHus ans rpynn flomeHa 6e3onacHocTu

Ha ypoBHe rpynnbl 16 BO3MOXEH TOMbKO MNPOCMOTP HAacTpoeKk CpeacTBa oGHapyXeHNUs 1 pearmpoBaHus,
ynpaBsneHue ocyllecTensieTcs Ha yposHe OB (cM. «CpecTBO 0GHApYKEeHWS U pearnpoBaHuns»).

Ha yposHe rpynnsl 16 Ha Bknagke KomrnoHeHmsl — Cpedcmeo obHapyxeHuUs1 U peaauposaHusi AOCTYMNHO:

e MPOCMOTP XypHana cobbiTui n 3anyck ooHoeneHna COB (cm. «Ceoaka COPy);

e pepakTtupoBaHue nonutuk COP (cm. «Hactporiku COPy);

e MpPOCMOTP W akTMBauus/geakTUBauUs NpaBuSl aBTOMATMYECKOro pearnpoBaHusi (cm. «[lpaBuna
aBTOMaTUYECKOrO pearmpoBaHus»);

e MPOCMOTP, akTMBauusi/geakTvBauma u OOHOBNEHME MNepeyvHs MWHOMKATOPOB KOMMpoMeTauum
(cMm. «MHamkaTopbl koMmnpomMeTauuu (10C)»);

e yCTaHOBKa HacnegoBaHWsA C NOMOLLbLO NapameTpa Hacriedosams;




® CUHXPOHU3aLMA C MOoOYyNAMMWN.

[ns npaBun aBTOMAaTUYECKOTO pearupoBaHuWs Ha ypoBHe rpynnbl [B onpegeneHbl cregyolime
WHOWKATOPbI COCTOSIHUS:

° — NpaBuUo akTUBHO;

— NpaBuJ10 akTUBHO N HacneayeTcH;
o — NpaBuU1O HEAKTUBHO,

— nNpaBwuJ10 HEAKTMBHO W HacregyeTcA.

6.2.10 KoHTponb ceTeBOro gocrtyna

Bknagka KoHmposb cemesoz2o docmyrna Ha ypoBHE rpynnbl NO3BOMSIET YNPaBnsaTb pecypcamu, 30Hamu
[OBepUs Ha ypoBHe rpynnbl (nogrpynnel) JJomeHa 6e3onacHocTtu (puc. 217).
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Puc. 217. KoHTponb ceTeBoro goctyna ans rpynn [JlomeHa 6e3onacHoctun

Ha ypoBHe rpynnbl 1B BO3MOXeH TONbKO NPOCMOTP HAacTPOEK KOHTPOMA CETEBOrO JOCTYNa, ynpaBreHue
ocyulectBnsieTcs Ha ypoBHe b (cM. «KOHTponb ceTeBoro Aoctynay).

Ha yposHe rpynnbl 1B B pasgene AzeHmsi EL]Y oToOpaxatoTCst TONbKO areHThbl, BXOAALME B 3Ty rpynny,
C BO3MOXXHOCTBHO BbINOSHEHWUSI BCEX AOCTYMHbIX AEWCTBUN.

6.2.11 3apaHusa ana rpynnsl OB

Bknagka 3adaHusi Ha ypoBHe rpynnbl NO3BONSET YNPaBnATh 3agaHUsSMM Ha yPOBHe rpynnbl (nogrpynnbl)
HomeHa 6e3onacHocTu (puc. 218).
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Puc. 218. 3apaHusa ans rpynn [lomeHa 6e3onacHocTn

YnpaBneHve 3agaHusMu Ha ypoBHe rpynnbl b npom3BognTca aHanormyHo ynpasneHuio 3agaHusiMun ans
OB (cm. 5.12 3aganug Oby).

6.2.12 OrtyeTbl Ansa rpynnel AB

Bknagka Omyems! Ha ypoBHe rpynnbl [1b 6yaeT npucyTCTBOBAaTh TOMbKO NPW HanMuyum B
rpynne moaynen AreHt ELLY.



Bknagka Omyemabi Ha ypOBHE rpynnbl NO3BONSET ynpaBnaTe otyeTamm moaynen AreHt ELLY Ha ypoBHe
rpynnbl (noarpynnsl) [JlomeHa 6e3onacHocTu (puc. 219).
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Arent ELY Dallas Lock Linux

Puc. 219. OtyeTb! ansa rpynn lomeHa 6e3onacHocTu

YnpaeneHue otyeTamu Ha ypoBHe rpynnbl 1B nponssogntcs aHanorm4Ho ynpasneHuio otyetamum ansa b

(cm. «OT1yeThl [1BY).



7 APM OOMEHA BE3OMNACHOCTU ELlY

B ELLY Dallas Lock APM ucnonb3yeTtcs kak cnocob npeactaBneHnss COBOKYMHOCTM HECKOSbKMX Moaynen
B KayecTBe eanHon MawwuHbl (puc. 220).

APM-1

Dallas Lock 8.0 K8

Dallas Lock C3K BM MK3
Puc. 220. APM B gepeBe ELY Dallas Lock

APM moxeT BkntovaTtb B ceba moaynu cnegylowmnx TUMoBs:

C3MU Dallas Lock 8.0-K/C;
C3U HCQ Dallas Lock Linux;
CA3 Dallas Lock;

CO3 Yb Dallas Lock;

C3U BU Dallas Lock;

AreHnTt ELLY.

7.1 Hactpowuka APM

Cospgate APM B KoHconu ELY moxHO ¢ nomowpbto kHornku Cospgatb APM Ha naHenu WMHCTpPYyMEHTOB
Jelicmeusi inn BOCMNONb30BaBLUMCH KOHTEKCTHLIM MeHio B Aepee [b. Npu cozgaHum APM noTtpebyeTtcs
BBECTWM HaUMEHOBaHWE, KOTOPOE MOXHO BMNOCHEeACTBUMN U3MEHUT.

MepemeweHne APM B fepeBe OCyLLeCTBNAETCA NnepeTackMBaHNEM 3HaYKa KHOMKOW MbILLW B Nofe Apyroro
3Hauyka (Drag-and-drop). MNepemelyeHne APM ocyLecTBNAETCA CO BCEMW BIIOXKEHHBIMU MOAYISIMU.
Ypanutb cywecTtaytowee APM MOXHO € NOMOLLBIO KHOMKW YAanuTb Ha naHenun nHctpymeHTtoB Jelicmeus
Unn BOCMOMNb30BAaBLUNCL KOHTEKCTHbIM MeHIo B Aepese [b. YaaneHne APM ocyulecTBnsieTcs co BceMu
BINOXEHHbIMU OO BbEKTaMMU.

Kaxxgoe APM B gepeBe 06beKkTOB COOEPXWUT OAMHAKOBbIE BKMagKW ANS WHAMBMAYanbHOW HaCTPOWKU
napamMeTpoB ANns Moaynen B coctaBe gaHHoro APM.



7.1.1CBoaoka APM

Bknagka Ceodka aonsa BblbpaHHoro APM B pepeBe o6bekToB oTobpaxaeT obliee COCTosiHME MOAynewn,
Bxogswmx B APM (puc. 221).
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Yaaaume

OMEPATUBHOE ¥MPABAEHWUE

Boikmoumin

Mepesarpyaurs

Hapywenue nosnmike.. ® He onpegeneno ® Buicoknii ® Wndoprauns otcyrcreyer
Cobipars ypranbi
Vzonmposars yzen
COOBUEHMA Past1okuposate now3onare e
CHHXpOHMEMpOBATE
Bpema - APM  Mogyns  Cobbime  Pesyiwrar T caegenma
Tepecumtarb yeaociocts
270520 APM-DLE Dallas Lock § Hapywenwe n Monsime exoas Beicokmii Ha knuewTe npousown cabermue 1
Pa3610KMPOBaTH KOMNbIOTER
27.05.20 APM-DL8 Dallas Lock 8 Hapywenue n Monsimea exea Beicokmil Ha knuenT npausowwn caBerme 1

Puc. 221. Bknagka «CBogka» APM

Ha naHenu nHCTpyMeHTOB AOCTYNHbI cneytolie aencteng ¢ APM:
1. O6HOBUTD.

2. lMepeumeHoBatb APM.

3. Ypanutbe APM.

Ha naHenu MHCTpyMeHTOB AOCTYMHbI CriegytoLwmne KoMaHabl onepaTUBHOMO ynpasneHus ona APM:
BbIkniounTb.

Mepesarpy3uTs.

WN3onuposarthb y3en.

Bkniountb y3en B ceTb.

Pas3bnoknpoBaTb nonb3oBaTenew.

Pa3bnoknpoBaTtb KOMMbIOTEP.

MepecunTaThb LENOCTHOCTb.

CobpaTb XypHansl.

9. CuvHXpOHM3MpOBaTb.

10.YganeHHoe ynpasneHue.

Habop komaHz onepaTuBHOro ynpasneHus Ans kaxagoro APM 3aBUCUT OT BXOASALLMX B HEFO MOAYMEN.

@GN~ Dd=

PesynbTaTt BbINONHEHWS KOMaHA, OnepaTMBHOIO ynpaBneHus He oTpaxaetcs B XKypHanax
ELY. Takke He npedyCMOTpPEeHbI BCMSbiBalOLWMEe U NpovvMe YBEeOOMSEHUA O pesynbTaTax
BbIMOMHEHNS KOMaHA, onepaTUBHOIO yNpaBrieHus.



7.1.2MNonb3oBaTtenu u rpynnsl APM

Bknagka [Monb3oeamernu ans BeibpaHHoro APM cogepXut cnucku rnobanbHbiX U JOMEHHbBIX YYETHbIX
3anucen u rpynn nonb3osaTtenen APM (puc. 222).

Nonaezosatenn
Cocr.. ¥ Yuernassamace  Kareropua  Tun yuerwoi sanmcnELLY  Bnagenen, Poib agmmHHCIpHp OMEPALYAN € NOAL3OBATENAMA
admin Tnobanbhas  Bee Romen - flomen Gesonacrocin Cosgare
anonymous Tnobanenan  DL8. (MK11,WK12,K1... Jlomen - flomen besonacHocin
test DLBO Tnobarbhas  Bee Romen - flomen BesonacHoctn
Fedor lobaskHaa  DLE.O (MK11,MK12, MK13] AomeH - lomeH GesonacHoctH

: M CETEBBIE ¥CTPOMCTBA
‘m YAANEHHbIE OBBEKThI

B MoaunHeHHLIH Aomer

R I -3 I

o o

Puc. 222. Bknagka «lMonb3oBatenu» APM

HacTtpolika nonb3oBatenen gna APM npon3BoamTCsa aHanorMyHo HacTpoKMKe nonb3oBaTenen u rpynn ans
rpynnbl OB (cm. «[Nonb3oBatenu v rpynnsl aAns rpynnsl ABb»). [Ans npuMeHeHnst napameTpoB Ha MOAYSsIX
HeoOXxoavMa CUHXPOHM3aLUsI.

7.1.3MNonntukn APM

Bknagka lNMonumuku gns BbibpaHHoro APM no3BonsieT pegaktupoBatb napameTpbl 6e30nacHoOCTM Ha
yposHe APM (puc. 223).
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M CETEBLIE VCTPOMCTEA

M YJANIEHHBIE OBbEKTHI

igaeRe |

Puc. 223. Bknaaka «Monutuku» APM

Hactporika nonutuk ana APM npou3BoauTCA aHanormyHo HacTpowke nonutuk ana rpynnsl OB
(cm. «MNonutukmn ana  rpynnel [B»). [Ons npuMMeHeHus napameTpoB Ha MoAynax Heobxoguma
CUHXPOHM3aLUS.

7.1.4MexceTteBon 3kpaH APM

Bknagka Mexcemesol akpaH ons BbibpaHHoro APM no3sonsieT ynpaBnsaTe MeXCEeTEeBbIM 3KpPaHOM Ha
yposHe APM (puc. 224).

Q Vv e KomMnoHeHTh
o JomeH BezonacHocTn 2
YMNPABAEHWE KOMMOHEHTOM M3 Dallas Lack 8.0 v -
OBLWMeE HacTpOFKM M3 Mpogian M3 Il Mpaenna M3 Il QunETpEI ]
l Beb-koHTpOAL: ] [ CerMenTHl et ]
[ Hacneayerca Monmmaxa 3nauenve Tun rogyns -

M CETEBGIE
B ¥ASEHHBIE OBBEKTHI

B MogunHerHeIi gomeH

< J< <0< 0<]

Puc. 224. Bknagka «MexceTeBou akpaH» APM

YnpaBneHve MexXceTeBblM 3KpaHOM Ha ypoBHe APM npou3BOAUTCS aHarormyHo ynpa.rieHuio
MexceTeBbIM akpaHomM Ans rpynnbl A (cm. «MexceTeBon akpaH ans rpynnbl [B»).




7.1.5Cuctema KoHTponsa Hakonutenen APM

Bknagka Cucmema koHmposns Hakoriumesel ons BblbpaHHoro APM noseonsieT ynpaensiTb CUCTEMOM
KOHTpOnsa HakonuTenen Ha yposHe APM (puc. 225).

: M CETEBbIE ¥CTPOWCTBA
M YIAAEHHBIE OB BEKTH

{ B TMoaumHeHHEI AoMeH

CICIe K - .

oo

KomnoHeHTbl

YMNPABAEHWE KOMMOHEHTOM CKH

KAt04M NpeoBpa3ossHms

~ Wmaxmoua  Anroprim Brageney  Tin moggan

KTICH (1) HOR3Z Aowen - fo... Dallas Lock 8.0 VIKL2, Dallas Lock 8.0 MKL3
test TQCT 28147-89 foten - fo... Dallas Lock 8.0 MKLZ, Dallas Lock .0 MKL3
KIICH Brewmumii kpunTonposaiigep  fomen - flo...  Dallas Lock 8.0 K12, Dallas Lock 8.0 MIKL3

Puc. 225. Bknagka «Cuctema koHTpons Hakonutenen» APM

BEACTBARA

JloGasure

BWAETPEI

OTEPATMBHOE YNPABAEHWE

CumxponmsmpoBaTh

YnpaBneHune komnoHeHTom CKH Ha ypoBHe APM npon3BoguTCcs aHanorM4yHo yrnpaBfeHUo KOMMNOHEHTOM
CKH gnsa OB (cM. «CrcTtemMa KOHTPOMs HakonuTenemy).

7.1.6 Kontponb pecypcos APM

Bknagka Kowmpornbs pecypcoe ons BblbpaHHoro APM nossonseTt ynpaensatb

yposHe APM (puc. 226).
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Puc. 226. Bknagka «KoHTponb pecypcoB» APM

KOHTPOMEM PEeCcypcoB Ha

AEACTBUA

DHALTPEI

Vg nonuTiaem |*

OMEPATMBHOE YMPABAEHWE

CunxponHaMposaTs

YnpasneHne KOHTporem pecypcoB Ha ypoBHe APM nponsBoanTCcs aHanorMyHo ynpasneHuo KOHTponem
pecypcoB ans b (cm. «KOHTponb pecypcoBy).




7.1.7 Cuctema ob6HapyxeHus BTopxxeHun APM

Bknagka Cucmema obHapyxeHusi emopxxeHuli onsi BeibpaHHoro APM no3sonsieTt ynpaBnsiTb KOMNOHEHTOM
COB Ha yposHe APM (puc. 227).
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Puc. 227. Bknagka «Cuctema o6HapyxeHus BTop>xeHun» APM

YnpaBneHne CUCTEMOW OOHapyXeHMs1 BTOpPXEHWn Ha ypoBHe APM npousBoguTcsi aHanornyHo
ynpaerneHunto komnoHeHTom COB ansa rpynnbl B (cm. «Cuctema oGHapyXeHUs BTODXKEHWUA AN rpynnbl

Ob»).

7.1.8 be3sonacHas cpepa COB (neco4Huua) APM

Bknapgka be3onacHasi cpeda COB (necoyHuuya) ansi BbiopaHHoro APM noasonsieT ynpaenate 6e3onacHom
cpenown Ha ypoBHe APM (puc. 228).

Q v o KomnoHeHTb
A JomeH BeaonacHoaw 2
I MR 1 YMPABJEHWE NAPAMETPAMMW EESOMACHOR CPEAbI COB =
HEE AEdCTBAR
[(JHacaegy.. ~ Moammxa 3nauenme Tun mogyan
©UNLTPLI

W CETEBBIE ¥CTPCUCTEA

Wima nonumiaen |

M YAANEHHBIE OBBEKTH

[CINe I = I 4

Beibpath see Ouneruts

Dillas Lock 8.0 K12
Diallas Lock 8.0 K13
Dallas Lock Linux MKS
Dallas Lock Linux K6

B MogunHeHHLIH 4oMeH

o s

°
o o o o )

OMEPATUBHOE ¥MPABJEHME

Cunxporm3upoBars

Puc. 228. Bknagka «Be3onacHasa cpega COB (necoyHuua)» APM

YnpaBneHne 6e3onacHon cpepon COB Ha ypoBHe APM npou3BOAUTCA aHaNOMM4YyHO YMNpPaBIEHUIO
©esonacHon cpegon ansa rpynnbl [b: BO3MOXEH TONbLKO NPOCMOTP napameTpos (cM. «be3onacHas cpega
COB (necoyHuua) ana rpynnbl JB»).




7.1.9 CpenctBo obHapyxeHus un pearnposaHusa APM

Bknagka Cpedcmeo obHapyxeHuss u peazauposaHus nns BblbpaHHoro APM nossonseTt ynpaensTb
CpeacTBOM OBHapyXeHusi u pearnpoBaHus Ha yposHe APM (puc. 229).
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Puc. 229. Bknagka «CpenctBo o6HapyxeHus u pearmpoBaHusi» APM

YnpaeneHve cpeacTtBoM OBHapyXeHus K pearnpoBaHusa Ha ypoBHe APM npousBoguTCs aHamornyHo
ynpaBreHnio cpeactBoM obHapyxeHus u pearmpoBaHus Ha yposHe rpynnbl OB (cm. «Cpeactso
obHapyxeHuns U pearnpoBaHna anga rpynnbl OB»).

7110 KoHTponb ceTeBOro gocrtyna

Bknagka KoHmponbs cemesozo docmyrna Ha ypoBHe APM nossonsieT ynpaenaTb pecypcamu, 30Hamu
poBepus Ha ypoeHe APM (puc. 230).
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Puc. 230. KoHTtponb ceteBoro poctyna anss APM

Ha ypoBHe APM BO3MOXeH TONbKO MPOCMOTP HACTPOEK KOHTPOMS CETEBOro [OCTyna, ynpasrieHue
ocyulectBnsieTcs Ha ypoeHe b (cM. «KOHTponb ceTeBOro Aoctynay).

Ha ypoBHe APM B pasgene AzeHmsbi EL]Y oTobpaxalTcs TONbKO areHThbl, Bxogsawme B aToT APM, ¢
BO3MOXHOCTbIO BbIMOSTHEHUSI BCEX AOCTYMHbIX AEACTBUN.

7.1.11 3apaHua APM

Bknagka 3adaHus onsa BeibpaHHoro APM nossonseT ynpaBnaTe 3agaHmamn Ha yposHe APM (puc. 231).
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Puc. 231. Bknagka «3agaHusa» APM



Eaunbii ueHTp ynpasneHus Dallas Lock
MHCTPYKLMA NO UCMNONb30BaHUIO

YnpasneHune 3agaHusamun Ha ypoBHe APM npoun3BoguMTCA aHanorMyHo ynpasfieHuo 3agaHuamu gns [Ob
(cm. «5.12 3agaHua OB»).

259



8 MoAaynn AOMEHA BE3OMNACHOCTU ELlY

8.1 Hactpowuka mogyns

Ons pobaeneHns HoBoro mogyns B [omeH 6esonacHoctn ELLY nytem ckaHupoBaHus ceTu (gaHHas
dyHKumna goctynHa gns mogynen C3U Dallas Lock 8.0, C3UM HC[L Dallas Lock Linux, AreHt ELY),
HeobxoguMmo:

1. Ha ypoBHe [omeHa 6GesonacHocTu wnu rpynnbel (Noarpynnbl) Ha Bknagke Ceodka Ha naHenu
WHCTpyMeHTOB [Jelicmeusi HaxaTb KHONKy CKaHMpOBaTb CEeTb UMM BOCMONb30BATbCA KOHTEKCTHbLIM
MeHIo B aepese [1b.

2. ToseuTCcsa okHO CkaHMpOBaHUe ceTu, B KOTOPOM Heobxoanmo BbIGpaTh Bknaaky Modysiu, BBECTU OOVH
IP-agpec nnn gnanasoH IP-agpecoB Ansi CKaHUMPOBaHUSA U HaxaTb KHONkKy CkaHupoBaTtb (puc. 232).
Tarke BO3MOXeEH MMMNOPT agpecoB u3 channa, ons vyero HeobxoaMmo HaxaTb KHOMKY Mmnopt u3
c¢hanna, nocne yero BuibpaThb ann dopmara txt, csv unu htmil.

D Cranmposanue cer X

ST IP-agpeca

CeTesce YCTPOHCTED 3agaiiTe HaBop IP-aapecoB, KOTOPLIE TPEBYETCA NPOCKaHHPOEATE ANA 0BHAPYKEHWA MOgWN e

Beeaute oavH IP-agpec uam auanazoH IP-agpecor

IP-appec

OTmena

Puc. 232. OkHo «CkaHUpoOBaHue ceTu»

MMnopT agpecoB MOXHO Mpou3BecTuM He u3 nwboro html-cpaina, a Tonbko M3 oTyeTa,
cosgaHHoro ELLY.

3. lMocne HaxaTust kHonkn CKkaHUpoOBaTb OTKPOETCSH OKHO CKaHMPOBAHWS CETU U permcTpaumm mMoaynen
(puc. 233). Tpouecc ckaHUMPOBaHUS CETU MOXHO OCTaHOBWUTb HaxaTuem Ha kHorky [lpepBaTtb,
nony4YeHHble 0 NPepbIBaHUS NpoLecca pe3ynbTaTbl NPy 3TOM COXPaHSIOTCS.



EgouHbin ueHTp ynpaeneHus Dallas Lock
UHCTpYKUMA NO nCnosib3oBaHUIO

0 CKaHMPOBAHKE CETH

Mogaynm

CKaHMpOBaHWe CeTU M perncTpauusa mogynei

Mocne 33a6epleHUA CKAHWPOEAHMA BEIBEPUTE 0B BEKTHI, KOTOPLIE TPEBYETCA 3apErHCTPUPOEaTE

CranupoeaHue cetn.., 4%

(OBHapy*eHHbIE 0BBEKTLE

D APM Moayne [Jlomen Appec Cratyc permcrpaumm

Hazag 3aperncTpupoBaTs Mpepeats

Puc. 233. Npouecc ckaHupoBaHuA ceTu

4. Mo 3aBepLleHnn npouecca CKkaHnpoBaHUA M3 CrNCKa 06Hapy)KeHHbIX 00BEKTOB MOXHO Bbl6paTb Te

MOoZynu1, KoTopble HeoOXxoaMMo 3apermctpupoBats B 16, nmbo yctaHoBuTh dnar Boane crondua APM
Ons Bblbopa Bcex 06HapyXeHHbIX Moaynewn (puc. 234).

U Ckannposanue cetu

X

CkaHWpOBaHMe CeTU N PerucTpayua Mogynei

MNocne 3aEepleHs CKaHWPOEaHWA BEIGEPUTE OB BEKTE, KOTOPEIE TPEBYETCA JapErvITPUPOEaTE

CKEHHPOBHHHE CETW 33BEPLLIEHD
OB&Hapy#eHHEIE 0BBEKTEL

AFM Moayns. Jomen Appec Cratyc perucrpaumm

uccagent-l  Arent ELY Dallas Lock Linux  Oveyrereyer 101010142

Hazaa 3aperncTpupoBaTs OTmena

Puc. 234. BbiGop o6bekToB Ans peructpauuu B Ab
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Mocne BbIOOpa perncTpupyembix Modynen HaxaTb KHOMKy 3aperncTpmpoBarth. [1pouecc pernctpaumm
MOZYNen Takke MOXHO OCTaHOBUTb HaxaTuem Ha kHornky lNpepBartb, Nony4eHHble OO NpepbiBaHUS
npouecca pe3synbTaTbl IPU 3TOM COXPaHSATCS.

5. lMosBuTca okHO Peructpaumsa mopaynen, B KOTOPOM HYXHO BBECTM aBTOPM3AUUOHHbIE OaHHbIE
aAMunHUCTpaTopa Moayns u kntod goctyna k b (puc. 235).

O Perncrpauma mogynei >

Koy goctyna OB:
KMMA nonezosaTena:
Maponk:

ANNapaTHeIE MAeHTHDMKaTopBI: 1

L Rt n gt = vl ANM.MAcHTHMMKATOP HE BoidpaH ™
Hauarte perwcrpayuo OTmeHa

Puc. 235 Beopg paHHbIX AnsA perucrpauum

HaxaTtb kHonky HavyaTb pernctpaumio nocrie BBoga BCEX AaHHbIX.

6. Ecnn BBedeHHble OaHHble BEpHbl, TO B cTaTtyce peructpaumm otobpasutca pesynbtat «OK», u
3aperncTpupoBaHHble Moaynu nosBaTcsa B gepeBe [lomeHa ©6esonacHoctu B 6GasoBouw rpynne
HepacnpedeneHHbie 06beKkmbI.

3apeructpupoats Mmoaynu B b ELLY nonyuuTtcs Tonbko npu ycnoeuu, 4to Ha APM, rge
YCTaHOBMEHbI JAaHHbIE MOAYNW, HACTPOEHO paspellatolliee npaBuo puneTpaumm Ha TCP-
noptbl 17901 n 17903 Ha BxoasLLee coeanHEHNE.

MNMepemelleHne mMoaoyna B gepeBe OCYLLECTBNSAETCA NnepeTtackuBaHMEM 3Hayka KHOMKOW MbIW B norne
apyroro 3Hauvka (Drag-and-drop).

MmeeTca BO3MOXHOCTb [00aBWUTb KOMMEHTapUA K MOAYMNH, ANs 3TOM0 HYXHO HaxaTb KHOMKY
KommeHTapun Ha naHenu [elicmeusi U BOCMOJNb30BaTbCSA KOHTEKCTHBIM MeHI0 B aepese [b (puc. 236).
[obaBneHHbIN KOMMEHTapuii oTobpasnTca B pasgene MHgopmayusi 06 ob6ekme Bknagku Ceodka.

MakcumanbsHasa gnvHa KOMMEHTapua K MoAyJio CoCTaBiiAeT 256 cnmBOIoB.

Ons BbiBoga mogynsi u3 lomeHa 6e3onacHoctn ELLY Heobxoammo:

1. BbibpaTb NyHKT YAanuTb U3 KOHTEKCTHOTO MEHI AaHHoro mopyns B gepese OB (puc. 236) wnu
BOCMOMNb30BaTbCs KOMaHAoOW YAaanuTb Ha naHenu uHcTpymeHToB [elicmeusi Bknagkm Ceodka Ha
ypoBHe moayns B aepese b (puc. 237).
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Pwuc. 236. YaaneHue moayns nocpeAcTBOM KOHTEKCTHOrO MeHIo

Q v © CBogka
[omeH Bea... =
© abesona.. WHdopmaumna o6 obbekte '
AENCTBMA
HEPACTI... E:EERERils 2024-06-14 12:05:13 (GMT+03:00)
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IP-agpec feB0:51 chid cda:eThe:ddb7
MAC-aapec 00:50:56:A2:D6:81
AnTueupycHele Basel AKTYANBHEI
Bepcun 11.2.0.825.DLEZ-13601.14-C
Bepcua antnenpyca Windows Defender
Konn4ecTeo akTuBHbIX ceccnil 4
Komnonese HCA/ M3 / COB / CKH-T1/ CKH-H /
CKDL/PK
Mexceresoi Jkpan (M3) B,
HeakTueHBIR peskum Boikn.
PesyneTar nocnegHei nposeprn KL Hapywennit Het
Cuctenma OBHapyxenna Bropzxennii (COB) B,
TexHU4ECKan NOLEpHKS JeicTenTensHa no 28.02,.2025
Yacosoii noac GMT+03:00
Kommentapuit
WHUnaeHTbI 6e30NacHOCTH v
3a nepuog: 19.06.2024 Jkcnopt
Kommentapmii
[ Toneko HEMPOYNTEHHBIE e
Mo konnuyecTey 3a Nepnog |_ — - - _}’qzm: —— e
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Puc. 237. YoaneHue moayns nocpencTBoM naHenu «encrBusi»

2. YpaneHHbIn Mogynb nepemecTuTcsa B 6asoByto rpynny YdaneHHble o6bekmbl aepesa [Ob.

Kaxabln Mogynb B AepeBe 06bEKTOB COAEPXKUT BKNaAKN ANS MHOUBMAYaNbHOW HACTPOWKN NapameTpoB
B 3aBMCMMOCTM OT €ro Tuna.

B ELY peanunsoBaHa BO3MOXHOCTb paboTbl ¢ MOgynsiMu, pacnonoxeHHoiMu 3a NAT, B
pamMkax ogHoWn ceccuu. Kak TOnbKo ceccusi 3aBepLunTCs, CBS3b C MoAyrem pasopseTcs. B
cnegyowmn pas ELLY cmoxeT cBsi3aTbCs ¢ MOAyieM, Koraa Moy sb CO34acT HOBYHO CECCUIO.



8.1.1 Ceoaka moayns

Bknagka Ceodka Ha ypoBHe moaynsi oTobpaxkaeT obluee cocTosiHue moayns (puc. 238).

Q v © CBogka
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Bepcun 11.2.0.825.DLEZ-13601.14-C
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KommenTapuii
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Kommentapnii
D Toneko HENPOYMTAHHEIE

Mo konudecTey 3a nepuog Ypanwuie
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Puc. 238. Bknagka «CBogka» mopyns

Bknapgka cBogka Ha ypoBHe MOAYINs BKMoYaeT B cebs pasgenbl:
e  VHopmaunsa 06 00beKTE;
e  VHUMOEHTbl 6e30MacHOCTK.
CocTaB napameTpoB, BbIBOAMMbIX B pasaene MHgopmauust 06 ob6bekme, 3aBUCUT OT TUMa Moayrnsi.

UHdopmauua B paspene UHyudeHmsl 6e3onacHocmu opMupyeTca NO aHanorum ¢ ocTanbHbIMU
obbektamu gepea Ob (cm. «HUMAEHTbI 6e30NacHOCTUY).

CoctaB KomMaHz onepaTtuBHOro ynpaslieHNUd 3aBUCUT OT TUNa Moayns.

PesynbTat BbINONMHEHUS KOMaHA, OnepaTMBHOIO ynpaBneHuss He oTpaxaetcs B XKypHanax
ELY. Takke He npefycMOTpeHbl BCNMbiBalOWue U npovve ysefoMIeHuUs O pesynbraTtax
BbINOMHEHWUSI KOMaHA, ONepaTUBHOrO YrpaBreHus.

8.1.2Monb3oBaTenu 1 rpynnbi MoAayns

Bknagka lNonb30eamersnu Ha ypoBHeE MOAYNS COAEPXKMUT CMUCOK rnobanbHbiX U AOMEHHbIX Mofib3oBaTenen
W rpynn, HacnegyeMbiX C ypOBHEW Bbllle MO MepapXxum U CO34aHHbIX Ha YPOBHE AaHHOIO MOAYINsA, a Takke
MOAYNbHbIX Nonb3oBaTenen (puc. 239).
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Puc. 239. Bknagka «[Monb3oBatenu» moayns

YnpaBneHue rnobanbHbIMU 1 AOMEHHBIMW NOMb30BATENSIMU U rPYNNaMmn Ha YPOBHE MOAYNSA NMPOM3BOAUTCS
aHanorM4yHo YynpaBfeHuo NONb30oBaTENAMU W TpynnamMu Ha YpOBHE rpynnbl gomMeHa 6e3onacHOCTU
(cm. «[MNonb3oBatenu u rpynnbl Ang rpynnbl AB»).

MoBanbHbIM y4yeTHbIM 3anucsaM, CO3daBaeMblM Ha YPOBHE MOAyNs, aBTOMAaTUYECKU
npuceavBaeTcs none Tun yyemwol 3anucu ELY, cooTBETCTBYOLMIA TUMY 4AHHOTO MOAYNS.

[ns nonb3oBaTtenen u rpynn Ha ypoBHe mopynsa none Kamezopusi otobpaxaetcs B obuiem crnucke
nonb3oBartenewn u rpynn. None Kamezopusi npuHnmaeT 3HaueHuns [nobanbHas n ModyrnbHasi.

[ns nameHeHns kateropumn nonb3oBaTtens unu rpynnel cpeacrsamu ELLY HyxHO BblgenmTb He06xoamMMoro
nonb3oBaTens UK rpynny, Nocne Ha naHenu MHCTPYMEHTOB HaxaTb KHONKy CaenaTtb rnobanbHown. MNpu
3TOM MMS MOZYNbHOro MONb30BaTeNsd WM MOAYMbHOW IPynnbl MPU CMEHe KaTeropum He [AOIMKHO
COBMafaTh C CYLUECTBYIOLUMMU MMeHaMM rnobanbHbiX Nonb3oBaTenen unu rpynn.

Nms MOAYINbHOIo nonb3oBaTena wWnin Hal3BaHUe MO,CI,yJ'IbHOI7I rpynnbl MOXeT coBMnagatb C UMEHeEM
cyuwlecTeByrolnx B JOMEHe 6e3onacHoCTU rnobanbHbIX U OOMEHHBLIX Norb3oBaTenen u rpynn. B Takom
Cny4yae npuoputet npu CUHXpOHU3auunn 6y,u,eT NUMETb MOD,yJ'IbeIVI nonb3oBaTtesib U rpynna
COOTBETCTBEHHO. npl/IOpI/ITeT npu CMHXPOHU3aUunn nogpasymeBaeT, YTo Takown nonb3oBaTenb Unu rpynna
6WJ,YT nepenaHbl HA MOA4yIb C NapamMmeTpamMun, HaCTPpOEeHHbIMU ANA MOAYJTbHOIO NoJib3oBaTesNid Unu rpynnbl
COOTBETCTBEHHO. B MHTepd)eVICQ KoHconn ELLY Takue MOAYJIbHbIE YYE€THbI€ 3arnncu 1 rpynnbl BblAeJIEHbI

3Ha4yKoOM a (puc. 240).

Cocroanue Yuernan sanuce “ Karveropus Tun yuernow 3anncm ELLY
= =} _— == L=t} L] — == _— =1} _— =
I admin Inobanbhas Bce
| A admin Moaynbsas © DL8.0 UK10
—_— .} —_— L} —_— — = —_— —— == L} L4
anonymous [nobanbhan Cucrema, DL8.0 UKS8, DL8.(

Puc. 240. CoBnageHue MMeH MoAynbHOro U rmob6anbHOro Nnonb3oBarens

Mocne BbiBOAa Mmoaynsa 13 16 Bce rpynnbl M Nonb3oBaTeny OCTalTCs B CNUCKax Ha Moayne.
Mpn noBTopHOM BBOAE Mogynss B [1Bb TakMe nonb3oBatenu wu rpynnbl  OyayT
3apermuctpupoBadbl B ELLY c «kateropven ModynbHas wn OyoyT uUMeETb NpuopuTET
Npy CUHXPOHN3ALIN.

[na MoaynbHbIX Nonb3oBaTenel He MoXeT BblTb Ha3HauyeHa posib Ha agMUHUCTpUpoBaHue [b.
MopaynbHble y4yeTHble 3anncy MoryT GbiTb BKIHOYEHbI B rnobarbHble rpynnbl Nonb3oBaTenei.
[ns npyuMeHeHNst NnapaMeTpoB Ha MoAyne HeobxoaMMa CUHXPOHU3aLUS.



8.1.3Monutnkn moayns

Bknapgka lMonumuku pnsa BbibpaHHOro Moayns no3BoNnseT pefakTupoBaTb napameTpbl 6e3onacHoOCTM Ha
ypoBHe moayns (puc. 241).

Q v e Monntukn
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Puc. 241. Bknagka «[Monutuku» mogyns

Ha YpOBHE MoayJid B CNMUCKE OAOCTYMHbI TONbKO MOJINTUKK, aKTyallbHble ONA aHHOro tina moaynsa ELLY.

Hactpoika nonuTuk Ons moaynsi NpoM3BOAUTCS aHaNOrMYyHO HAacTpoWke NONWMTWK Ans rpynnel OB
(cm. «MNonutrkm ans rpynnbl OB»).

[na npyMeHeHMs napameTpoB Ha MOAynsX HeobxoanMa CUHXPOHM3aLMS.

8.1.4 MexceTeBOM 3KpaH Moayns

Bknagka KomnoHeHTbl — MexceTeBoM aKpaH Ha ypoBHe MOy sl Mo3BonseT ynpaenate M3 ana mogyns
(puc. 242).
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Puc. 242. Bknagka «MexceTeBow 3KpaH» Moayns

Ha ypoBHe Moaynsa AocTynHbl HAacTporkn M3, akTyanbHble Ans gaHHoro Tuna moaynsa ELY.
Ynpaenexnve M3 Ha ypoBHe MOAyNsA NPOU3BOAUTCA aHaNOrM4YyHO yrnpaBneHno MeXCceTeBbIM 3KpaHOM ANns
rpynnbl OB (cM. «MexceTeBon akpaH aAnd rpynnbl b»).




8.1.5Cuctema KOHTpONS HakonuTeneu moayns

Bknagka KomnoHeHTbl — CuctemMa KOHTPONA HaKONUTENen Ha ypoBHE MOAYMS NO3BONSAET ynpasnsTb
HakonuTenamun ans moayns (puc. 243).

Q v @ KomnoHeHThl
A JonmeH BezonacHocTk El
R IE GG 5 YMPABAEHWE KOMMNOHEHTOM CKH -
4 Gz AEACTBMA
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Puc. 243. Bknagka «CucteMa KOHTPOMsi Hakonutenen» Moayns

YnpaBneHne CUCTEMON KOHTPOMS HAaKOMWUTENEM Ha YpPOBHE MOAyns MNPOM3BOAMTCA aHanorm4yHo
ynpaBrneHno CUCTEMOM KOHTponst HakonuTtenen anst b (cm. «Cuctema KOHTPONsA HakonuTenemny).

8.1.6 KoHTponb pecypcoB Mmoayns

Bknagka KomnoHeHTbl — KOHTponb pecypcoB Ha ypoBHE MOAyNs MO3BOMSAET yNpaBnsiTb KOHTPOSEM
pecypcoB Anis Moayns (puc. 244).
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Puc. 244. Bknagka «KoHTponb pecypcoB» Moayns

YnpaBneHve KOHTPONEM PECYPCOB Ha YPOBHE MOAYNs MPOU3BOOUTCS aHanOrM4yHO YMNpaBfieHUIo
KOHTporeMm pecypcos ansa b (cm. «kKoHTponb pecypcosy).




8.1.7 Cuctema oGHapyxeHUs1i BTOPXKeHUM Moayns

Bknagka KomnoHeHTbl — Cuctema oOHapyXeHUsi BTOPXEHMW Ha YpOBHe MOAyns Mo3Bonser
ynpaenaTe komnoHeHTom COB Ha ypoBHe moayns (puc. 245).
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Puc. 245. Bknagka «CucteMa o6HapyeHusi BTOpPXXeHUin» moayns

YnpaeneHve cuctemor OBHapyXeHUs BTOPXKEHWA Ha ypOBHE MOAyNnsd NPOuM3BOAWUTCS aHanormyHo
ynpasneHunto komnoHeHtom COB ansa rpynnel B (cm. «Cuctema o6HapyXeHus BTOPXKEHWW ANS rpynnbl

4b»).

8.1.8 be3sonacHas cpepa COB (neco4Huua) mogyns

Bknagka KomnoHeHTbl — bBe3onacHass cpega COB (neco4Huua) Ha ypoBHe MoAyns no3sonser
ynpaenaTe 6e3onacHol cpegon Ha ypoBHe Moayns (puc. 246).
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Puc. 246. Bknagka «be3onacHasa cpega COB (necouHuua)» mogynsi

YnpaeneHvne GesonacHon cpegoi COB Ha ypoBHe Moayns nNpov3BOAMTCA aHamnornyHo ynpa.reHWto
©esonacHown cpegon gna rpynnbl [b: BO3MOXeH TONbKO NPOCMOTP NapameTpoB (cM. «be3onacHas cpefa
COB (necoyHuua) ang rpynnbl B»).




8.1.9CpenctBO OOHapyXeHUs U pearupoBaHuUsa Moayns

Bknagka KomnoHeHTbl — CpeAcTBO OGHapYyXXeHUA U pearMpoBaHUA Ha ypoOBHE MOAyns NO3BonseT
ynpaBnaTb CPEACTBOM OOHapyXXeHUs 1 pearnpoBaHnsa Ha YpoBHeE Moayns (puc. 247).
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Puc. 247. Bknagka «CpeacTtBo o6HapyXeHUsi U pearupoBaHUsA» MoAayns

YnpaeneHvue cpegcTtBOM OBOHapyXeHus 1 pearmpoBaHMs Ha YpOBHE MOAYMS NPOM3BOAMTCSH aHanormyHo
yrnpaBneHuio cpeacTtBoM OBHapyxeHuss u pearvpoBaHuss Ha yposHe rpynnbl OB (cm. «Cpenctso
obHapyxeHuns 1 pearnpoBaHna ang rpynnbl B»).

8.1.10 3apaHua moaynsa

Bknapgka 3adaHusi Ha ypoBHe MOAYNS NMO3BONSAET YNpaBnATb 3adaHusMU ans Mmoayns (puc. 248).
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Puc. 248. Bknapgka «3agaHusi» moayns

Ha ypoBHe moaynsi AOCTYMHbI 3adaHusl, akTyarnbHble AN gaHHoro Tuna moayns ELY.

YnpaBneHve 3agaHusaMmn Ha ypoBHE MOy MPOU3BOANTCS aHaNOrMYHO ynpaeBneHuio 3agaHuamu ans b
(cMm. «5.12 3aganug [6y).




8.1.11 XypHansl moaynsa

Bknagka XKypHasnbel onsi BoiGpaHHOro MoAynsa No3BOMsieT NpocMaTpmBaTh XXypHarnbl 6e3onacHocTy moayns
(puc. 249).
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Puc. 249. Bknagka «KypHanbi» mogyns

KaTteropum xxypHanoB Ha Bknagke COOTBETCTBYIOT Ha3BaHUSAM XYPHaANoB Ha MOAYISAX.
CnpaBa pacnonoxeHbl NaHenb MHCTPYMEHTOB Puibmpbi U NaHens UHCTpyMeHToB Jedcmeusi.

MapameTpbl punbTpauumn 3aBUCAT OT KaTeropum xxypHana. Cépoc 1 npumeHeHue BbibpaHHbIX OUNbTPOB
ocyulecTBnsieTca no komaHae Copocutb 1 NMpUMeHUTL COOTBETCTBEHHO.

OTpMnbTpOBaHHbIE 3aNUCK XXypHana MOXXHO COXPaHUTb B BbIOpaHHY0 nanky B Hy>kHOM Tune cdanna (TXT,
CSV) c nomoLblo KoMaHabl AKCNOPTMPOBATh XYpPHan Ha naHenu UHCTpymeHToB Jedcmeus.

[na ounctkm XypHana moayna ncnosrnb3yeTcd KoMmaHga OuuncTutb XypHan.
Mo komanae O6HOBUTL XypHan ocyLlecTBideTCA 0obHOBNEeHNe coaepXnmMoro OTKpbITOro >XypHarna.



9 MOAOYJIb C3U DALLAS LOCK 8.0-C/K

9.1 Beoa mopnynsa B b

Beectn mogyns C3U Dallas Lock 8.0 B [lomeH 6e30nacHOCTM MOXHO crnegytowmumMm cnocobamm:
e B npouecce yctaHoskun C3U Dallas Lock 8.0;
e yepes obonouky agmuHucTpatopa C3U Dallas Lock 8.0;
e c nomouwpbto koHconu ELLY (cm. «HacTtpolika moayns»).
Mpn BBOoge mopynst C3U Dallas Lock 8.0 B [1b gomkeH 6b1Tb cobnogeH psia YCroBuiA:
e B JIBC pomxeH 6biTb paboTtatowwmn cepsep ELLY;

e Mexay moaynem u cepepom ELLY momkeH ObiTb cBOOOAHLIN OOMEH nakeTamm
no TCP/IP-nopty 17900.

Mocne BBoga mogyns C3U Dallas Lock 8.0 nog ynpasneHue ELLY 3HaveHuss napameTposB
6e3onacHOCTM MoanexaT CUMHXPOHWM3auuMuM co 3HadyeHnsmu nomutuk ELLY gna 6asosow
rpynnbl HepacnpedesneHHble 06beKmel.

9.1.1BBoa moaynsa B [1b B npouecce yctaHoBku Dallas Lock 8.0

B npouecce yctaHoBku Dallas Lock 8.0 B okHe BBOAa napameTpoB NPUCYTCTBYIOT NONSA ANS BBOAA MOAY NS
B [1b Ha aaHHom aTane (puc. 250).

NapameTpol koHdWrypaLmn
[[]BeecT koMnboTep B AoMeH Be3onacHocTH

Nowmer Cepeepos besonacHocTi

LomeH EAMHOMD UEHTPa yrpasneHka

APM-DLE0K

Dallas Lock

D&iAn KoHbWrypawmK: | He mmonesyeTcA

|:| MEnone308aTE NPeayCTaHOENEHHEI WwabnoH MC
Thn AC: AC
Knacg/¥3: 16

MpHMEYEHHE: BE0A KOMNEIOTEPE B AOMEH GE30MaCHOCTH M NPHMEHEHHE
halinos KoHDMr YDALMK MOXET OCYILECTENATLCA NOCNE YCTaHOBKK C3M,

< Hasan YCTaHoBUTh OTmena

Puc. 250. NapameTpbl yCTaHOBKU CUCTEMbI 3aLUUTbI

Heobxognumo noctaBute ¢nar Beecmu komnbiomep 8 OdomeH be3onacHocmu. [danee, Heobxooumo
BblOpaTb NyHkT [JomeH EOQuHo20 ueHmpa yripasneHusi. B cooTBeTCTBYIOWME NONS HEOOXOAMMO BBECTM
ums cepeepa ELLY, kntou goctyna k 16 n uma APM, B cocTaBe KOTOPOro Heo6xoaAnmMo BBECTU MOoAy b, U
HaxaTb KHOnKy YctaHoBuTb. Ecnu nva cepeepa ELLY BBegeHo HeBEpHO, TO MO 3aBepPLUEHUN YCTAHOBKM
C3U B obnactm yBegomneHun nosBUTCA coobuieHne o6 owmnbke BBOga KomnbioTepa B [omeH
6esonacHocTu (puc. 251).



I, Dallas Lock 8.0

| KomnbwoTep sawmuyed C311 Dallas Lock 8.0 X |

(YKazaHHblll CEpEEp HEQOCTYNEH)

Cwwika BBO0GAE KOMNBOTERA B goMeH GesonacHocTH! X ‘

Puc. 251. Owunbka BBoAa komnbioTepa B 1B

Ecnu npouecc BBoga moayna B [1b npowen ycnelwHo, To B AepeBe 06bekToB [JlomeHa Ge3onacHoCTn B
rpynne HepacnpedeneHHbie 06beKmMbl NOABUTCA HOBbIM APM C yka3aHHbIM UMEHeM, B KOTOPOM
3apernctpupoBaH mogyns C3U Dallas Lock 8.0.

9.1.2BBop yctaHoBneHHoro moayns Dallas Lock 8.0 B 1B

[na Beoga moayna B 16 yepe3 060n04ky agMMHUCTpaTopa Heobxoanmo:

1. Y6eautbes, uto cepBep ELLY gocTtyneH no cetw.

2. 3anyctutb 060noyky agmuHuctpaTtopa Dallas Lock 8.0 Ha moayne.

3. OtkpbiTb Bknagky [lapamempsi b6e3onacHocmu — kateropust CeTb. BbibpaTb napametp [omeH
6e3onacHOCTU 1 HaxaTb Ha kHonky CBomcTBa... naHenu [feldcmeus. OTkpoetca okHO HacTpowku
AoMeHa 6e3onacHocTu (puc. 252).

Hactpofkn gomena GesonacHooTy x

WMa gomMeHa:

| | G

CnWcoK CepEEpoB AoOMEHE!

Cepsep BezonacHoCTH Cramyc

Beectk B AomeH | 3aKpeITh

Pwuc. 252. Hactponku 16

4. Haxatb kHonky BBecTn B gomeH. OTKpoeTCcs OKHO BBOAA KnMeHTa B AoMeH 6e3onacHocTu (puc. 253),
roe Heobxoammo:
e BbIOpaTb NyHKT JomeH EOuHO20 yeHmpa yrnpassieHus,
e BBeCTU ums cepsepa ELLY;
e yKasaTb KMoy goctyna K gaHHomy [b;
e ykasaTb umsa APM, B cocTaBe KOTOPOro HEOOX0AMMO BBECTU MOAYIb.

Beog wnvenTa B gomeH GEIONACHOCTH >

O HomeH Cepeepos besonacHocTH

@ Homed EanHora WeHTpa ynNpasneHks

Cepeep: | 192,168,122, 155 |

Knoy gocTyna: | ees |

Vs APM: | APM_DL_8.0| |

Omnera

Puc. 253. BBog komnbtoTepa B [1b ELLY




Hanee Heobxogmmo HaxaTb kHomky OK, u, B cnydae ycnexa, yepe3 HEKOTOpOe BpeMsi MOSIBUTCSH
coolLeHne o0 ToM, YTO MOAYIb ycnelHo BBeaeH B [1b (puc. 254).

Dallas Lock 8.0-C *

KoMneoTep BEELEH B JOMEH BE30NACHOCTH, PEKOMEHAYETCA
BEINOAHWTE NEPe3arpysky, YToBEl BCE MIMEHEHWA BCTYNWAW B
cuay.

Puc. 254. Coo6ueHue o6 ycnewHom BBoge moayns B 1b

5. lMepesarpyautb MK gns noakNoYeHNa 1 CMHXpoHM3auun moayns ¢ Ob.

B nepese obbektoB [lomeHa ©esonacHocTu B rpynne HepacripedesieHHble 06beKmMbI NOSIBUTCA HOBbIV
APM c ykasaHHbIM MMeHeM, B KOTOpOM 3apermctpuposaH mogyne C3U Dallas Lock 8.0.

9.2 BbiBog moaynsa us b

BeiBect mogynb C3U Dallas Lock 8.0 n3 [lomeHa 6e30nacHOCTU MOXHO CreayroLWmnMmn cnocobamu:
e ¢ nomouwpbto koHconu ELY (cm. «Hactporika moaoynsay);
e 4epes obonouky agmuHucTpatopa C3U Dallas Lock 8.0.
[ns BbiBoga moayns Yepes 060ro4Ky agMUHUCTPMPOBaHNS HEOBX0AMMO:
1. 3anyctutb 060M104Ky aAMUHUCTPUPOBAHMS Ha MOAYIE.
2. OTkpbITb BKMagky [Mapamempsbi 6e3onacHocmu — kateropusi CeTb. BbiGpaTb napameTtp [omeH

6e3onacHOCTU 1 HaxaTb Ha kHonky CBomcTBa... naHenu [Jeldcmeus. OTkpoetca okHO HacTpowku
AoMeHa 6e3onacHocTu (puc. 255).

HacTpoiikn 4o0MeHa BE3oNacHooTH x
WmAa nomena:
| OomeH BesonacHocTk | (]
CrWcoK Cepeepos AoMeHa:
Cepeep Ge30nacHoCTA Cratyc
B3| ucc-k5.dl.local: 17500 Moaknoqen
BoiBeCTH M3 AoMEHS 3aKpPEITE

Puc. 255. Hactpoiiku 1B

3. Haxatb BbiBectTn u3 gomeHa. OTKpoeTCcs OKHO AnNs MNoATBepXAeHusd BbiBoga mogyna u3 Ob
(puc. 256).

Dallas Lock 8.0-C

Bl yEEpeHbl, 4TO XOTWTE EBIEECTH KAMEHTE W3 JOMEHa
Be30NacHOCTH?

Her

Puc. 256. BbiBoa moayns us b




4. HaxaTtb Aa. MNMosButca cooblieHne 0 TOM, YTO MOAyIb ycrewHo BbiBegeH us [1b (puc. 257).

Dallas Lock 8.0-C ot

o KUMI’IbICITEp YINEWHD BRlEEdEH M3 J0OMEHE Be30onacHoCTK,

Puc. 257. Coob6LueHune 06 ycnelwHom BbiBoae moayns us b

B KoHconu ELY yaaneHHbIn Mmogynb nepemectuTcs B 6asoByto rpynny YoasneHHbie 06bekmebl fepesa [b.

Mpwn oTcyTCcTBUM ceTeBoro nogkntodeHns k Cnyxoe ELLY moaynb MOXeT ObiTb BbIBEAEH U3
HOomeHa 6e3onacHoctn ELY npuHygutenbHo. MNpu atom B KoHconu ELY Takon moaynb
NPOAOIMKUT OTODpaxaTbCs, HO ero crtatyc byget «HedocmymneH».

lMoaTomy Kaxablh MoAyrb, BbIBEAEHHbIN M3 cocTaBa [1b BO Bpems OTCYTCTBUSI CBSI3U CO
Cnyx6omn ELLY, Heo6xoaumMo AONONHUTENBHO yAansaTb Bpy4Hyo n3 KoHconu ELLY.

9.3 YpaneHHoe pa3BepTbiBaHue C3U Dallas Lock 8.0

CyuwiectByeT BO3MOXHOCTb BbINONHWUTL YycTaHoBky Dallas Lock 8.0 wueHTpanu3oBaHHO Ha oauH
W HECKONBbKO KOMMbIOTEPOB, PacrnosfoxeHHbix B ogHon JIBC.

YpnaneHHas yCTaHOBKa BO3MOXHa B CleyroLlmnx sapnaHTax:

LeHTpanmM3oBaHHO — AOna rpynnbl KOMMNbKOTEPOB, UMEWLWUX OOWMHAKOBble MMEeHa U naponu
agMmuHuctpatopa OC;

AN KOMMbIOTEPOB, UMEKLLNX UHAUBMAYAlbHbIE UMS U Naponb agMuHucTpaTopa OC, yaaneHHyro
YCTaHOBKY CneAyeT BbIMOMHATL OTAENbHO OT APYIUX.

9.3.1YpaneHHoe pa3BepTbiBaHMEe C NOMOLWbIO KOHconu ELLY

Mo ymon4yaHuio B onepaLMoHHbIX cucteMax HaunHas ¢ Windows 7 gocTyn K yganeHHoMmy
KOMMbOTEPY MO, NOKanbHOW YYEeTHOW 3anucbto 3anpelleH. MNogpobHyo nHgopmaumio 06
3TOM OFpaHNYeHUM MOXHO HaTW Ha odmumansHoM cariTe CnpaBku U NOAAEPXKKM KOMNaHMK
Microsoft no agpecy https://support.microsoft.com/kb/951016 (Ha aHrMNCKOM SA3bIKE).

[nsi paspeLueHns yaaneHHoro NogkmnoyYeH1s nog JIokanbHOM YY4ETHON 3anmcbio HEOOX0AMMO
B pegakTope peecTpa no nyTu
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
co3gatb knod Tuna dword ¢ umeHem LocalAccountTokenFilterPolicy co 3HaueHnem «7»
(«LocalAccountTokenFilterPolicy»=dword:00000001) wn nepe3arpy3uTb komnbtotep. B
KpynHbix ceTax ¢ AD gaHHoOe 3HayeHne MOXXHO PacnpoCTPaHUTb Yepes NOSUTUKN.

Mo ymonyaHuio yaaneHHoe pasBepThiBaHUE BbINONHAETCH Yepe3 nopt 445. [Ina atoro Ha
uenesbix TC B bpaHamayape Windows Heo6xooMMo paspeLumnTb BXOAALLME MOLKITHYEHMUS
Onsa nopta 445.

Ona Heckonbkux uUeneBbix TC LEHTPanvM30BaHHY0 YOANEHHYH YCTAHOBKY MOXHO
OCYLLIECTBUTb TOMbKO MPY BbINOMHEHUN CNEayLWUX YCIOBUIA:

e uenesble TC BxoaaT B ToT e gomeH AD nnn LDAP, yto n APM ¢ ELLY Dallas Lock;

(] M3BECTHbl UMA MoJNib3oBaTesid U naposib OOMEHHOW yquHoﬁ 3arnmcm c npaBamu
aAMUHUCTpaTopa AOMeEHa.


https://support.microsoft.com/kb/951016

[Onsa BBoga knueHTa B AOomeH 6esonacHoctu ELY B none onpegeneHuss gomMmeHa
yKasblBaeTcs MMA nonb3oBaTtens M OOMeH, B CBA3M C 4Yem Ha knueHte C3U HC[O
Dallas Lock 8.0 He gonyckaeTtcs Hannyue npobena B nMeHn nonb3oBartens OC.

Ha knneHte C3U HCA Dallas Lock 8.0 He nogaepxvBatoTCs NOsHbIE MMEHa JOMEHa — He
AonycKaeTcs Hanuune TOYKU B MMeHN agomeHa. Mpyn HeobxoamMMoCcTh ykasaHUM JOMEHHOIO
normHa B Mactepe pasBopaumBaHus DL8.0 cnegyeT wcnonb3oBaTb 3anvcb Buaa
domain\user.

Ona ynanenHon yctaHoskn C3U HC[ Dallas Lock 8.0 Ha knueHTe onsa y4eTHOM 3anMcn agMuHUcTpaTopa

pornxkeH 6blTb 3ag4aH nNapornb. YCTaHOBKY HeobxoAMMo ocylecTBnATb no npotokony IPv4, Ha MOMeHT

0BOHOBNEHNsI N YCTAHOBKM Moayren HeobxoamMmo oTknounte npotokon IPv6 Ha APM c¢ koHconbto ELLY.

[anee HeobxoaUMO BbINOMHUTL CnegytoLune Lwarm:

1. Mepen ueHTpanM3oBaHHOW YCTAHOBKOM HEOOXOAMMO pa3MeCcTUTb Ha KOMMbIOTEPE, Ha KOTOPOM
3anyweHa koHconb ELY, auctpmbytues C3U HCL Dallas Lock 8.0.

2. 3anyctutb koHconb ELLY oT umeHn agmuHucTpaTtopa.

3. Janee Heob6XxoOUMO OTKPbITL FMaBHOE MeHIo koHconu ELLY n BblbpaTb YaaneHHas ycTaHOBKa.
OTKpoeTca cTpaHuLa MacTepa yaaneHHom ycTtaHoBku (puc. 258) ns cnncka Bolbpatb Dallas Lock 8.0 n
HaxaTb KHornky Hdanee.

YpaneHHan ycTaHOEKa

m Jepeso goMeHa
Macrep yaaneHHOW YCTaHOEKMW

'. Mapametpw B

g Hacrpoiika NB EuiGepuTe, 4TO HEOGBXOAMMO YCTAHOBWTE HA KAWEHTE
Hacrpoiika KSC

=
‘- MEHEIKED AOMEHOE (®) Dallas Lock 8.0

£} napamerps () Dallas Lock Linux
am )
O Arenr ELY
U
‘ifi-| Murpauna c CB .
\_J Mearotoska auctpuéyTuea Dallas Lock 8.0 gna Active Directory

L 3 EHOBNEHNE

|§ ¥npasneHue KoHGUrypaumren

o O nporpamme

lanee

Puc. 258. MacTep yaaneHHON yCTaHOBKU

Ha oTkpbiBLWENiCS cTpaHuLe Heobxoammo nobasutb uenesble TC aAnga yaaneHHoro passeptbiBaHus. TC
MOXHO [00aBUTb O4HUM M3 CreayrLWmx cnocobos, vYepes:

e pydyHOW BBOA agpeca — pAns 9TOr0 HyXHO 3anonHuTb nons lopm w Beedume [P-adpec
usiu cemegoe UMsi KOMIbomepa, 3aTemM HaxaTb kHornky [lo6aBuTb komnbioTep (puc. 259);

e 1MNOPT 13 dharna — HaxaTb MMnopT n3 canna n npukpenuTb TEKCTOBbLIN dann co cnmckom IP-
agpecos uenesbix TC;



e (pann crnmcka KnmeHToB — HaxaTb UmnopTt u3 danna n BoidpaTb dann co CNncKkoM 3apaHee
BbIFPY>XEHHbIX KITMEHTOB.

[nsa dpanna c IP-agpecamu BO3MOXEH crieayoLwmin dhopmMaTt Cncka: B Kakaomn cTpoke danna
MOXeT ObITb yKa3aH TONbKo oauH IP-agpec 6e3 AoNONMHUTENBHbLIX CUMBOJIOB.

Mpumep:
192.168.0.1
192.168.0.35
10.10.112.55
Macrep yaanenHom ycranosku Dallas Lock 8.0
CnncoK KOMNbIOTEPOB
YCTaHOBKa CNIUCKA KOMNBIOTEPOB ANA NOAKAIOUEHHA
Baegure IP agpec un ceteBoe vMA KOMNbIOTEPa
Mopr 445 e

1P-appec FQDN-nms v

m Ormela

Puc. 259. Cnucok uenesbix TC ansa ypaneHHoro pa3BepTbiBaHusas C3U HCL Dallas Lock 8.0

KHonka YganuTtb HeobOxoanma ans yganeHus nobasneHHbix paHee IP-agpecos.
Mocne pobaeneHus ueneebix TC B CNMCOK HEOOXOAMMO HaxaTb kHomnky [danee.
4. 3anonHWTb NnapameTpbl YCTAHOBKW, KOTOpblE ByAyT NPUMEHEHbI K MOAYNSAM B MPOLECCe akTMBaLuum
C3U HCQ Dallas Lock 8.0 (puc. 260):
e  JOMMH 1 naponb agMmuHuctpatopa OC Ha ueneBbix TC;
e [IOTMH W Napornb cynepnonb3oBaTens (ONUUOHanbLHO).



Macrep yaanentoi ycranosku Dallas Lock 8.0

BBOJ, aBTOPU3ALMOHHBIX AAHHBIX

YueTHbie AaHHBIE AAMUHACTPATOPA OC KOMMBIOTEPOB KAMEHTOB

Wms user0

cdaafm v

b

Naponb |eesseseess =

[ Cospats HoBOrO NoNb30BaTENs B KauecTse agMuHUCTpaTopa UB

Puc. 260. MapameTtpsbl yctaHoBku C3U HCO Dallas Lock 8.0

Mocne 3anonHeHus Bcex HeobXxoanMbIX NOMNen HY>XHO HaxaTb KHOMKy [lanee.

5. Ha cnepytowen ctpanumue (puc. 261) HeobxoamMmo ykasaTb:

e nyTb k ucxogHomy amnctpmndytney C3U HCL Dallas Lock 8.0;

e HOMEp NUUEH3MKU, KOTOPLIN yKa3aH Ha Kopobke KomnakT-gucka ¢ guctpubytmsom C3U HCQO
Dallas Lock 8.0 nnu B nucbmMe, OTNpaBreHHOM Ha SMEKTPOHHYIO MOYTY;

e KOA aKTMBaUUW TEXHUYECKOW MOAAEPXKKW, KOTOPbIN YyKasaH B NUCbMe, OTNPaBfeHHOM
Ha 3MEKTPOHHYIO NoYTY.

Mpu Heo6xoAMMOCTM NPUMEHEHNS ONpPeaeneHHon KoOHurypauum ona guctpnbytmea, MOXHO NOCTaBUTb
dnar CoxpaHsimb Hacmpolku om rnpedbidyuieli ycmaHo8KU UNW ykasaTb NyTb K dpanny KoHdurypauum
ana C3U Dallas Lock 8.0. Ecnu none He oTMeyeHo hrnaroM 1 He ykasaH nyTb K dainy KoHdurypaumm,
NPUMEeHSETCA KOHUrypauus 1o ymonyaHuro, YTO UMEET CMbICIT TOMBKO Npy OGHOBEHNN.

Ona Beoga moaynen B [lomeH 6e3onacHocty ELLY cpasy nocne ycTaHOBKUW, MOXHO NOCTaBuTb ¢hnar Beod
8 domeH besonacHocmu EL]Y, ykasaTb nma cepsepa ELY n knoy goctyna k [1b. 3atem HaxxaTb Oanee.

Ecnu pgaHHble ans Beoga mogynsa B B ELY (B ToM uncne kntod goctyna) Obinun ykasaHbl HEBEPHO, TO
ycTaHoBka OyaeT npuoctaHoBneHa. KHonka fanee 6yaeTt HeakTMBHa 4O TeX NOp, NOKa AaHHbIE A51s BBOAA
B b ELY He GyayT BBeaeHbl BepHO. YT0bblI npogomkmTb ycTaHoBKy 6e3 BBoda mogynsa B b ELY
HeobxoamMo cHATL conar Beod e domeH bezonacHocmu ELY.



Macrep yaanenHoit ycranosku Dallas Lock 8.0

MapameTpbl ycTaHOBKM

Bi6Op yCTaHOBOUHOTO $aiina U NAPAMETDOB YCTaHOBKM

Vcxoarsiii avctpubytue  /home/user0/Dallastock8 0C.msi

Homep anuexzumn ‘

Koa Texnopaepxxs

[ Coxpansrs Hactpoiiku ot npegsiayweit ycrasosku

[T Bsog & gomen BezonacHocTy ELLY

Hasag Otmena

Puc. 261. Bei6op yctaHoBouHoro c¢anna C3U HCJ Dallas Lock 8.0

6. Ha cnepytwouwien ctpaHuue (puc. 262) MOXHO HacTpoOUTb AOMOSHUTESNbHBbIE MapameTpbl YCTAHOBKMY,
Takue Kak:

e epesarpyska yaaneHHOro KomrbloTepa nocne yctaHoBku. [locTaBneHHbIn Ha cTpaHuue dnar
no3BofsieT aBTOMaTMYECKU Mepes3arpy3nTb KOMMbIOTEP MOcne 3aBeplueHusi yctaHoBkn C3WU
Dallas Lock 8.0 no ncreyeHun yctaHOBNEHHOrO BPEMEHWN, MHA4Ye KOMMbITEP OOIMKEH ObiTb
nepesarpyeH nonb3oBaTenemM CaMOCTOATENbHO;

e coobuweHne pna nomnb3oBatenen. CooblieHne, ykasaHHOe Ha [aHHOW cTpaHuue, OyaeT
NoBTOPATECA C 3afaHHbIM MHTepBanoMm, Ans Monb3oBaTenen, Ha YbMX KOMMbIOTepax
npoussoautcsa yctaHoeka C3U Dallas Lock 8.0.

3aTteM HaxaTb KHOMNKY YCTaHOBUTD.
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Macrep yaanennoi ycranoskw Dallas Lock 8.0

Mpouecc ycraHoBKM

BRG0P AONOAMUTENLHEIX NAPAMETPOB YCTAHOBKI

Mepesarpy3uTs yAaneHHbIi KOMALIOTEP NOC/E YCTaHOBKM

MepesarpysuTs uepes (MuH.) b ]

Avanason or 1 4o 999999

Coobujerne ans nonbosateneit

Puc. 262. lononHuTenbHble napameTpbl yctaHoBkun C3U HCO Dallas Lock 8.0

7. [danee MOXHO npocMmaTpuBaTbh COCTOsIHME NPOLIeCCca YCTAHOBKM ANSA KAXKA0ro KnueHta (puc. 263).
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Macrep yaanenHo# ycraHoeku Dallas Lock 8.0

Mpouecc ycTaHOBKM

IP-agpec  FQDN-uma . Mpouecc Tor

1010.112.227 uc 9 dllocal Mposepka ueneson ccrems

Omera

Puc. 263. UHdopmauus o xoae LieHTpanu3oBaHHOW yCcTaHOBKM cpeacTBamu ELLY

8. Mo okoH4YaHun npouecca Ll,eHTpaﬂI/I3OBaHHOl71 YCTaHOBKM NOABATCA COOTBETCTBYHOLLME KOMMEHTapumu
yOa4yHOro unn He ygadyHoro sasepLleHund onepauunn.

Mpu yganeHHoW ycTaHoBKE OOBLEKTbI C OAMHAKOBBLIMU WMEHaMW OO0BLEAWMHAIOTCH, BHE
3aBUCUMMOCTM OT peructpa. [Nocne 06beguHeHNs1 0ToBpaXkaeTcs UMs, KOTOpoe ObINo paHee
coxpaHeHo B ELLY.



9.3.2 LleHTpann3oBaHHasa yctaHoBKa cpeactBamu Active Directory

CpeactBamn Microsoft Windows Bo3aMOxHa ueHTpanusoBaHHas yctaHoBka Dallas Lock 8.0 Ha pabouue
CcTaHuuu, Bxogswme B coctaB KoHTponnepa gomeHa. Heobxoaumble Ans ycTaHOBKN AENCTBUSA BKMOYAOT
B cebs:

dopmupoBaHue garna yctaHoBku B koHconu ELLY.

CospaHue To4kM pacnpocTpaHeHust Ha KoHTponnepe gomeHa.

Co3gaHne 06bekTa rpynnoBor NONUTUKM ANS LLeHTpanvM3oBaHHOW ycTaHOBKM cpeactBamm AD.
KoHdourypaumnsa n npumeHeHne rpynnoBon NOSIMTUKMN.

9.3.2.1 MNoaroTtoBka guctpudbyrtmea DL8.0 ana AD

B ELY cyuiecTtByeT BO3MOXHOCTb nogrotoBuTb amctpmbytms C3U Dallas Lock 8.0 gns yctaHOBKM
cpeacteamu Active Directory.

Mepen Hayanom NoAroToBKN ANCTPUBOYTNBA HEOBXOAMMO Ha KOMMbIOTEPE, HA KOTOPOM 3anyLLeHa KOHCOMb
ELY, pasmectutb anctpmbytme C3U Dallas Lock 8.0.

BosmoxHocTb cosganmnsa guctpnbytnsa C3U Dallas Lock 8.0 onsa ycraHoBku cpeacteamu
Active Directory B koHconu, 3anyuweHHon nog OC Linux 3abnokupoBaHa. CosgaHue
AncTpmbyTnBa BO3MOXXHO Tonbko nog OC Windows.

[nsa BbINONHEHWST NOATOTOBKU AUCTPMOYTMBA HEOHXOAMMO OTKPbITh rMaBHOE MeHI0 KoHconu ELLY 7]
BblOpaTb YaaneHHas ycraHoBka. OTKpoeTCcs CTpaHuua MacTtepa yaaneHHoW yCcTaHoBKM (puc. 264) us
cnucka BblbpaTh Todzomoeka ducmpubymuea Dallas Lock 8.0 dnsi Active Directory n HaxaTb KHOMKY
Oanee.

YaaneHHan ycTaHOBKa

MacTep yaaneHHoO#H YCTaHOBKKW

g m v

BriGepuTe, YTO HEOBXO0AMMO YCTAHOBWTE Ha KAWEeHT:

@

O Dallas Lock 8.0
'C:' Dallas Lock Linux
':::' Arent ELLY

@ Moarotoeka guctpubyTrea Dallas Lock 8.0 ana Active Directory

o
%
@

LCl

Janee

Puc. 264. MacTtep yaaneHHON yCTaHOBKMU

Ha cTpaHuue 3anonHWTb yveTHble AaHHble agMuHucTpatopa OC KOMMbIOTEPOB KIUMEHTOB (puc. 265).
Takke cylwecTByeT BO3MOXHOCTb nocTaButb dnar Co30amb HO8020 Mofb308amersis 8 Kadecmee
aomuHucmpamopa Ub, 3agatb UMSA y4eTHOW 3anucu agMMHucTpaTopa MHPopMaUMOHHOM 6e30nacHoOCTM
1 napornb Ans Hee. B pesynbTarte OyaeT npuHyanTENbHO CO3[aHa ydeTHasi 3anmnch Nonb3oBaTens, Kotopas
OyneT BbICTynaTb B pONn cynepagMmHucTpaTtopa nocrie ycraHoeku (o6HoBneHus) C3U Dallas Lock 8.0.



Mactep nogrotoBku guctpuéytuea Dallas Lock 8.0 ana Active Directory

BBDA ABTOPHU3aUWNOHHBIX AaHHBIX
YUeTHEIE A3HHEIE 3AMUHNUCTPaTOpa OC KOMNBIOTEPOE KAMEHTOE

Winn admin

Mapons |sess o

D CDE,ﬂ,aTh HOBOro NoONL20EATENA B KaYeCTEe aAMWHWUCTpaTopa 415

Hazag Manee OTtmena

Puc. 265. Mactep nogrotosku auctpubytusa C3U Dallas Lock 8.0 pnsa AD

lMocne 3anonHeHns nonen Haxatb KHOMKY HDanee ans nepexoga K cnegyrowemy wary.

Ha BTOpOM Liare NoArotoBkM AuCTpmbyTMBa HEOOXOAMMO yKkasaTb nMapameTpbl yoaneHHOW YCTaHOBKW,
KoTopble 6yayT npuMeHeHsbl k Lenesbim TC nocne aktnsauun C3U Dallas Lock 8.0 (puc. 266):
e nyTb K ucxogHomy auctpmnbytmsy C3U Dallas Lock 8.0;
e HOMEp INUUEH3MKN, KOTOPLIN yKa3aH Ha KopobKke komnakT-gucka ¢ guctpmdytmsom C3U HCO
Dallas Lock 8.0 nnu B nucbme, OTNpaBneHHOM Ha SMEKTPOHHYIO0 MOYTY;
e KOO aKkTMBauMM TEeXHUYECKOW MOOAEPXKKM, KOTOPbIM Yyka3aH B MNWCbME, OTMPaBfEeHHOM Ha
SMNEKTPOHHYIO MOYTY.
Mpu Heo6xoAMMOCTM NPUMEHEHNS ONpPeaeneHHoN KoOHurypaumm ona guctpnbytmea, MOXHO NOCTaBUTb
dnar CoxpaHsmb HacmpoUlku om rpedbidywel ycmaHOo8KU Unn ykasaTb NyTb K danny KoHdurypauum
anst C3U Dallas Lock 8.0. Ecniv none He oTMe4YeHo hnaroM 1 He ykasaH nyTb K dpanny KoHdurypauum,
npuMeHseTca KoHdurypauus 1o ymonyaHuro, YTO MMeET CMbICI TOMbKO NPy OGHOBEHNN.
Mpu HeobxogumocTn BBOAA B AomeH ELLY moxHO noctaBuTb dnar Beod & domeH bezonacHocmu ELY,
ykasatb nmsa cepsepa ELLY v knov goctyna k Ab.
lMocne 3anonHeHus nonemn HaxaTb KHoMKy [lanee Ans nepexofa K cnegyowen cTpaHuue.



Mactep nogrotoeku guctpuéytuea Dallas Lock 8.0 gna Active Directory

MapameTpbl ycTaHOBKW
BLifop yeraHoB04HOMD $aiina M NapameTpoB YCTaHoBKH

Homep auuenzmm

Koa Texnoaaepsum

\:| CoxpaHATE HACTPORKK OT NPeAslAYLLeR YCTAHOBKK

\:| Beop e gomeH BezonacHocTy ELLY

DESKTOP-1BGEAP2:17900

Hasan Crrmena

Puc. 266. BBoa napameTpoB ansa AncTpubytmusBa

Ha cnegywowem ware MoOAroToBKM  OUCTPMOYTMBa  ykasblBalOTCA MNapamMeTpbl  nepesarpysku
npu nHctannauum  (puc. 267). loctaeBneHHbIn Ha cTpaHuue dnar [lepesagpy3ums  ydaneHHbIl
KOMIMbIomep rocsie ycmaHo8KU No3BoMsieT aBTOMaTUYECKM Nepe3arpy3nTb KOMMNbIOTEP MOCHE 3aBEpPLLEHUS
yctaHoBkun C3U Dallas Lock 8.0 no ncreyeHun yCTaHOBIIEHHOIO BPEMEHU, MHAYe KOMMbIOTEP AOMMKEH
ObITb Nepe3arpy>xeH Nonb3oBaTenieM CaMmoCTOSITENBHO.

Takke Ha gaHHON CTpaHuue 3agaeTcd Npon3BosibHOE coobueHne n UHTEpPBArll, 4epes KOTOprIZ OHO 6yp,eT
NOBTOPATLCA, AnA nonb3oBaTefnie, Ha 4bMhX KOMMbOTEPAX MNpon3BogNUTCA YCTaHOBKa C3U. [ns
npoaoJIKeHNA NoaAroToBKn D,VICTpVI6yTl/IBa HaxaTb MNoaroToBUTL.



;
Mactep nogrotoeku guctpuéytusa Dallas Lock 8.0 gna Active Directory
JAononHUTeNBHEIE NapPaMeTPhl YCTAHOEKN

ELIGOP AONOAHUTENEHEN NAP3METROE YETaHOBKM

[ NepezarpyzuTs yaaneHHelii kommskTep NOCTE YCTaHOBKM

CooBLieHne Ana nons3ceaTenei

Hasag MoarotoBuTe OTtmena

Puc. 267. HacTpoiika napamMeTpoB nepe3arpy3ku

MosiBuTCA CcTpaHuua c coobuweHnem o6 ycnewHoM obHoBMeHWM AucTpubyTmBa Ansd yctaHoBku AD.
OnctpubyTne GyoeT pacnonoXeH no nyTu, ykasaHHOMY Ha cTpaHuue (puc. 268).

MacTep nogrotoskm guctpubytnea Dallas Lock 8.0 gna Active Directory

W

PesyneTat nogroToBKNn

OBHOBNEHKME MST YCNELWHO 33BEpLUEHO.
BAXHO: Mpu HacTpoike rpynnoBoid NOAMTUKW Ha KOHTPOMANEDE AOMEHE,
AWNCTPUEYTUE ANA YCTAHOBKKM HeoBxoaumo 406aEnTs B pazien "KoHdurypauns KoMneoTepa”.

AucTprByTHE pacnonoxeH:
Cif/Usersfuser/AppData/Local/Temp/DallasLock8.0C-AD.msi

Puc. 268. 3aBeplueHMe NoAroToBKM AUCTPUOYTMBA



lMoaroToBNEHHbI OUCTPUOYTMB HEODXOAMMO MepeHecTuM Ha KoHTponnep gomeHa Windows Server, ¢
KOToporo 6yaeT NpousBoAMTLCSA yaaneHHas yCTaHoBKa.

[anee Heo6xo04MMO NPUCTYNUTb K HACTPONKaM HENOCPEACTBEHHO Ha KOHTponnepe goMeHa B cnyxbax AD.

9.3.2.2 Co3paHue ob6beKTa rpynnoBou NONUTUKMU

Ha koHTponnepe gomeHa HeobxoaumMo co3faTb 0OBLEKT rpynnoBOn NONUTUKKN Ansa passepToiBaHusa Dallas
Lock 8.0.

1. [na storo B cnyx6ax AD Heobxoammo oTKpbiTb ocHacTky Active Directory — nonb3oBartenu u
KOMMNblOTepbl. [lanee HaWTK unu co3gate NogpasgerneHne, kotopoe GyaeT cogepXaTb KOMMbIOTEPHI,
Ha KOoTopble TpebyeTcsl yCTaHOBUTbL CUCTEMY 3awwuThbl (puc. 269, puc. 270).

: Active Directory - NOABI0EATENN U KOMMNEHITEREI - m} *
Qaiin  [Jeficteme  Bug  Cnpaeka
e |no 0Bz HeElteaTER

: Monk30BaTENM M KOMNEHITERE |

rn Tun Onuncanne
e CDX:EHE'?‘HMJEEEWD(M [ Builtin builtinDomain
4 secdomair -
JlenernpoEaHIE YTIPIENEHIA... Default container for up...
= ae  Default container for do...
Haiitn...
Default container for sec...
CMEHWTE A0MEH..,

CMEHNTS KOHTPO/INEP AOMENA... Default container for ma...

MoebickTE pesxkm paboTel AOMEHE. . Default container for up...

Xo3neEa onepaymii...

Cosgats 3 Komnetotep

Bcezagaun > KoHTakT

Bua 5 Mpynna
InetOrgPerson

OBHoBNTE

msDS-ShadewPrincipalContainer
IKCNOPTPOEATE CIMCOK.. mslmaging-PSPs

Ceoiictea Meesgornm ovepean MSMO
Cnpaska MoapazaeneHne
MpunTep
Monezoeatens
< 24 (O 6wan nanka

Co3aaHne HoBoro oGuexTa...

Puc. 269. CospnaHue nogpasgeneHus B AD

Hoewiii oGwekT - MNogpasaenetne *

' Cozpam B: secdomain.ad/

Wran:
|hﬁDu

33INTMTE KOHTEAHED OT CMYYSiHOr 0 YIaNEHUA

OmaeHa Cnpaeka

Puc. 270. Umsa HoBoro noapasgeneHusa B AD



2. B 370 nogpasgeneHue nepeHecTn HeobXxoanMble KOMMbIOTEPLI C MOMOLLBIO (PYHKLUMM U3 KOHTEKCTHOIO
MeHto MepemecTutb (puc. 271, puc. 272).

. Active Directory - NoB30BATENN U KOMNBHITEPEI

®Qaiin  Jeiictene  Bug  Cnpaeka

| E I XKEE HE2

BETER

| Monb30BATENN W KOMNBHITEDEI |
| CoxpaHenHbie sanpocel
v 5 secdomain.ad

OnucaHue

JoBaenTe B rpynmny...

- Builtin
= OTKNHOYNTE YHETHYHD 3aNKUCE
| Computers
2| Demain Controllers BrnroumTs yuetHyto 3annce
| ForeignSecurityPrincipaly Mepemectute...
| Managed Service Accour Ynpaenenue
| Users
2 InstDL Bre zagaun >
Beipesate
Yaanute
CeolcTEa
Cnpaexa

Puc. 271. NMyHKT KOHTEKCTHOrO MeHto «llepemecTUThb...»

Mepemectuts X

MepemecTTe 0BBEKT B KOHTEAHED:

=1+ secdomain

- Buittin

| Computers

Domain Controllers

| ForeignSecurtyPrincipals

| Managed Service Accourts
1] Users

Omvena

Puc. 272. NepeHoc pabounx cTaHUMi B nogpasaeneHue

B cosgaHHOM noapasgeneHun nosiBUTCS CMMCOK C HEOBXOAUMbBIMU KOMMbIOTEPaAMMU.
Takvum o6pa3oM, cosaaH 06bEeKT rpynnoBoii NONUTUKN Ans pa3sepTbiBaHus MO.

[nsa koppekTHoW yoaneHHon yctaHoBku msi-chana C3U Dallas Lock 8.0, nogpasaeneHue
crnegyeT co3gaBaTb UMEHHO A1 KOMNBbIOTEPOB, @ He A4S Nofib3oBaTenen.

9.3.2.3 Co3paHue rpynnoBow NOMIUTUKKN

Tenepb ans BblIbpaHHOrO nogpasfeneHnss Heobxooumo co3faTtb TPYNMOBYH MOMWTUKY, C MOMOLLbIO
KOTOpoW 1 BygeT npoucxoauTb yaaneHHas ycTaHOBKA CUCTEMBbI 3aLLMThI.

CosgaHue u pegaktTupoBaHme rpynnoBbix nonmtuk o6bektoB AD B Windows Server ocyulecTBnsieTcst us
OTOENbHOW KOHCOMW.

1. Ons co3pganus rpynnosor nonutukm B Windows Server Heo6xoaMmMo OTKpbITb OCHACTKY (MM KOHCOIb)
YnpaeneHue epynnosol nonumukou. B nepese koHCONM HEO6X0AMMO pa3BepHyTb y3en Heobxoammoro
AomeHa u, BbibpaB co3gaHHoe noapasaeneHune, NpaBo KHOMKONM MbILUW HaXaTb NyHKT MeHio Co3paTb
06BEKT rpynnoBoW NOSIUTUKUA B 3TOM JOMEHe U CBA3aTb ero... (puc. 273).



L ¥npaenenme rpynnoeoii noauikoi |
_§£ ®aiin  feiictewe  Bug  Owknwo  Cnpaska
=@ 6
|Z, ¥Ynpaenenne rpynnoBoii nonuTukoi
v _ﬁ Nec: secdomain.ad
v (£ Domerel
v 3 secdomain.ad Wrr

=/ Default Domain Policy /A Nec: secdomain ad
2| Domain Controllers

YnpaeneHwe rpynnoBoi NONWTHKOA
Conepxumoe

Co3pate 0bbexT rpy i B 3TOM W CBA33TE €.,
= CBA3aTh CYLECTBYHLLMIA 0GBEKT rpynnoBoi NoAMTUKM...
& BAoKNpOBaTh HACELDEAHNE

(OEHOBNEHWE rPYNNOBOH NONUTHEM. ..

MacTep mMogennpoBaHna rpynnoecii NOANTIKN...

Cozgate nogpasaeneHne
Hoeoe okHo oTcoga

Yaanute
Mepenmenoeats

OEHOBNTE

CeoiicTea

< Cnpagka

COBAEHHE obtekTa I'pyl'll'IOBOﬁ NOAWTHKRN W CBA3L Erc C 4aHHbIM KOHTEﬁHEpOM

Puc. 273. KoHconb ynpaBneHus rpynnoBou nonutukonn Ha Windows Server

2. B nosiBMBLUEMCS OKHE HEOBXOAMMO BBECTW MMSA HOBOW rpynnoBon nonutuku. B none ¢ ucxogHbim

00BLEKTOM rpynmnoBON MOMUTUKA Hu4Yero BblbupaTb He cnepyeT. B cnucke 0OBEKTOB nosiBUTCS
co3sgaHHas rpynnosas nonutuka (puc. 274).

ZL ¥npaenenne rpynnoeoii noauTrkoi — O
_§£ Gaiin  [Jeiicteme  Bug  Okdo  Crnpaeka - a8
€= zn5E 8]
Zl ¥npaenenne rpynnoeocii noauTkoi InstDL
M —i\ J"I.ec: secdomain.ad CaazanHeie o bexTel FpyNNoB0A NOMMTKN - HacnegosaHwe rpynnosoi nonumiky  [eneruposanie
v (55 fomensl -
w 3‘3 secdomain.ad Moprpok cowinok  OBbekT rpynnosoi nonumaky  [puHy mMTENBHBIR CBAsb BKMOYEHE [
=/ Default Domain Policy E?J InstDLS0 [ Ia
2| Domain Controllers
w 2| InstDL
=/ InstDLBD
5 OBsexTsl rpynnosoii no,
& Punstpe WMI
2] HauaneHbie o6zexTs! rp;
@ Caiitel
56 Mogennposanmne rpynnosoii ng
4 PesyneTatel rpynnoscii noaumm
£ >
£ >

Puc. 274. HoBbih 06bEKT rpynnoBow NONUTUKKU, CBA3aHHbIN C NoApasfeneHnemMm

3. Takum obpas3om co3gaHa rpynnoBas nonutuka Ans nogpasgeneHust komnbiotepoB B OC Windows
Server.



9.3.2.4 Co3paHMe UCTOYHUKA YCTAaHOBKU

Tenepb HeOBX0AMMO onpeaenuTb Tak HasblBaeMbI UCTOYHUK PAcrnpOCTPaHEHUs nakeTa WUnv yCTaHOBKM
cchopmmpoBaHHoro msi-gpavina Ha cepepe Windows. 3To gomkHa 6bITb 00 as ceTeBas nanka, K KOTopon
paspeLleH AOCTyn creaylowum rpynnam nonb3oBaTtenen:
*  aAMWHMCTPATOPBI;
e MpollefLine NpoBEpPKY;
e nonb3oBaTeENU JOMeEHa.
PekomeHayeTcsa MCnonb3oBaTh B KAYECTBE TOYKM pacnpOCTpaHEHUs KOHTENHEDP MECTOHAXOXAEHUS CaMOM
rpynnoson nonutnki. OnpegennTb NyTb K Nanke co CKpUNTamm rpynnoBOn NOAUTUKN MOXHO pasnnyHbIMr
crnocobamu.
1. BHavane HeobxoavMMo onpeaenuTb YHUKanNbHoOE MMs FPYMNMOBON NMOMUTUKM.
B OC Windows Server onpegenutb yHUKanbHoe MM (YHUKarnbHbIA Kog) rpynnoBOi NOIMTUKN MOXHO
yepe3 KOHCONb YMNpaBJieHUs TPYNMNOBbIMU MOJIUTUKAMMU, BbIOENNB HeobXoaAMMYI MOMUTUKY
1 OTKPbIB BKNaaky ceoncts CeedeHus (puc. 275).

ZL ¥npaenenne rpynnoeoii noaumukoii — O
;'—‘: ©aiin  fefctene  Bug  Okno  Cnpaska - &
€= | 77 6 HE
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v [ fomensl
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s Default Domain Policy _ )
= Domain Controllers Brapgeneu: superadm (SECDOMAIN‘superadm)
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2t OBBexTsI rpynnosoi no, Wamenen: 20.03.2020 21:10:1
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] HauansHeie obwexTel rp) NoNBS0BATENA: S
& Caiitel Bepona 0 (8D}, 0 (SYSVOL)
. KOMMBoTEpa:
i Mogennpoeanmne rpynnoeoii no -
- . -
% Pesyneratsl rpynnosoii nouTi YHUKEMEHBIA Ko I {55DC5530-BCE6-41 EA—BDEI}-E;DSAEFDZZZE}I
CocTosmwe GPO: Tormomen o
KormeHTapwii:
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Puc. 275. HoBbI 06EKT rpynnoBoW NOMMUTUKK, CBAA3aHHbIW C Nogpa3peneHnem

Mankn-koHTEeNHepbl FPYNNoBbIX NOMWTUK pacnonarawTcs B cuctemHonm nanke SYSVOL. 3ta nanka
aBnaeTca obLier nankon B cocTaBe of4HOro AoMeHa crnyxbbl katanoros AD. MNMoatomy ee cBowncTBa
COOTBETCTBYIOT €QMHON TOYKE pacnpoCTpaHeHus.

2. [lanee HeobxoouMMO onpegennTtb CETEBYI Nanky C CO34aHHOW COOTBETCTBYHLUEN IpynnoBoOw
NOMWTUKON ANS yaaneHHoW yCTaHOBKM cucTeMbl 3awwmuTol (pyc. 276).



I 4 = | 195DC953D-BCB6-41EA-BDB0-67D3A3F02229)

MogennTeca Eug
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Systemn32

I PaBouwii cton

a superadm

[ 3ot komneroTep
. share (192.168.173.131 (testpcwing))
. sysvol (WIN-STMTHEDZDFD)

B Buaeo

Puc. 276. PacnonoxeHue nanku-koHTenHepa rpynnoBon NoNUTUKU

B nankax rpynnoBbiXx nONUTMK pacnonaraeTtca katanor Adm, cogepxawmn wabnoHsl *.ADM,

ucnonb3dyemble B 06bekTax rpynnosomn nonutuku, a Takke nankm MACHINE n USER, Bkntovatowme B
cebs dannbl Co cneymanbHbIMM NapaMmeTpamu.

3. B nanke MACHINE Heobxoanmo pacnonoxuTb co3gaHHbii Ha ELLY auctpmbytme ana C3U Dallas Lock
8.0 (msi-cpann) (puc. 277).

I M = | Machine

€ - v 4

MogennTecA Bug

<« Policies » {95DC853D-BCB6-41EA-BDE0-6TD3AIF02229} » Machine
v syswvol ~ Wras "
¥ gy secdomain.ad i3 DallasLock8.0C-AD.msi
v Policies
{BACTTE6C-016F-11D2-545F-00C0:
{31B2F340-0160-11D2-945F-00C04
v {950C5953D-BCBE-41EA-BDED-67D:
Machine
User

scripts

Puc. 277. NepeHoc msi-gucTpubyTnBa B Nanky rpynnoBoW NONUTUKK

Takum obpasom, Obin CO34aH MCTOYHWMK yOaneHHoW ycTaHoBkM cuctembl 3awmTbl Dallas Lock 8.0,
KOTOpbIN B KOHTeKcTe Microsoft uMeeT Ha3BaHue « Toyka pacnpocTpaHeHUs».

9.3.2.5 HacTtpo#uka rpynnoBon NOsINTUKN

Tenepb HEOOXOAMMO M3MEHWTb CO3A4aHHbIN OOBLEKT rpynMnoBON NONUTUKM ANS pa3BepTbiBaHus MM10O.

1. B Windows Server pegaktop o6beKTOB rpynnoBOW MOMAUTUKA OTKPbIBAETCS B KOHCOMW YNpaBrieHus

rpynnoBbIMK nonutukamn. Heobxogmmo BbIGpaTb CO34aHHYK MOMMTUKY NPaBbiM LUEMYKOM MbIWU U
HaXkaTb B MOSIBMBLUEMCS KOHTEKCTHOM MeHto U3meHuTb (puc. 278).
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Puc. 278. BbI30B KOHTEKCTHOro MeH1o B KoHconu ynpaBneHusi rpynnoBoW NONMTUKON

OTkpoeTcs HeobxoamMmMoe OkHO pefdakTopa. B gaHHOM okHe B Aepese napameTpoB TpebyeTcs BbibpaTb
yCTaHOBKY nporpamm (puc. 279).
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w 2, Kondwrypauma nonssosatens
“| Moautuen
| Hacrpoiika

Puc. 279. OkHO pepakTopa rpynnoBow NONUTUKN

2. [lanee B NpaBOM MOSie OKHA YCTAHOBKW MPOrpamMmm C MOMOLLbI0O KOHTEKCTHOTO MEHI0 co3faTb MmakeT
yCTaHOBKW: HaxaTb nocnegosatensHo Cosaatsk, MNakerT... (puc. 280).
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Puc. 280. Co3paHune nakeTa KoHcurypaumm

3. C nomolubto npoBogHuka Windows go6aBuTb CeTEBOW NMyTb K pacnpocTpaHseMoOMy YCTaHOBOYHOMY

nakeTty B obLlel narnke (NakeTy yCTaHOBLLMKA B TOYKE pacnpoCTpaHeHUs1), KOTOPbIA Gbln pacnonoxeH
Tam paHee (puc. 281).
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Puc. 281. BbiGop pacnonoxeHus naketa ycTaHOBKMU

4. BbibpaTb msi-nakeT 1 HaxaTb KHOMKY OTKpPbITb.

5. B guanoroBoMm OkHe BblObOpa MeToda pa3BepTbiBaHMs NporpaMMm Heobxoaumo BbibpaTb BapuaHT
HasHa4eHHbIU n HaxaTtb OK (puc. 282).



PaseepTeiBaHUE Nporpanm X

BriBepuTe MeTon pasEEpTRIEEHWA:

My B MA4HEIA
() HESHAYEHHEIR

() ocobietii

BrifepuTe 3ToT NapaMeTp ANA HESHEYEHMKM ADNEIKE NPUACKEHWR
Bes MIMEHEHWA,

Omera

Puc. 282. Bbi6op meToaa pa3BepTbiBaHUA NPOrpamMm

Cwnctema passepHeT chopMMpOBaHHbIA ¢hann ycTaHOBKU. BbiGpaHHbIN OOLWMI YyCTAHOBOYHBIN NakeT
NOSIBUTCSA Ha NPaBOW NaHenu pegakropa 06BLEKTOB rpynnoBON NOAUTUKKM (puc. 283).

=] PepakTop ynpaeneHuA rpynnoBbIMK NOAUTHKRMI
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Puc. 283. NosiBneHne Ha3Ha4YeHHOro NakeTa YCTaHOBKM B OKHe KOHdurypaummn

Takum obpasom, nponssegeHa KOHUrypaLumsa onsa rpynnoBon NONUTMKN yaaneHHON YCTaHOBKM CUCTEMBI
3awmThl Dallas Lock 8.0.

Tenepb yCTaHOBO4YHLIA MakeT OydeT ycTaHaBnvBaTbCsl U3 OOLIEN CETEBOW NamnkM Ha KOMMbHTEPSI,
BXOAsLUMe B COCTaB NoApasgeneHns ¢ HasHaYeHHOW rpynmnoBon NONUTMKOW, yaaneHHo, npu 3arpyske OC.
YcTaHoBKa bOyfeT npoMcxoauTb € OBYMS nepe3arpy3kamm aTux KoMMbioTepoB. NepBas Heobxognma ans
npUMeHeHnss HasHadeHHoW nonuTukn. BTopasa — kak ycnosue yctaHoBku Dallas Lock 8.0 —
npuHyauTensHas nepesarpyska.

Mocne BTOpoON nepe3arpy3ku BXOA yxxe OyAeT ocyLlecTBRAATLCA Ha 3almileHHbIi cuctemon Dallas Lock
8.0 komnbloTep.

9.4 YpaneHHoe obHoBneHne C3U HC[ Dallas Lock 8.0

LleHTpanm3oBaHHOe oOOHOBMNEeHMe npegHa3HayeHo And OOHOBNeHus 3aperncTpupoBaHHbIX B ELLY
knuenToB Dallas Lock 8.0 (HauuHas ¢ obHoBneHus VK9 Ha MK10 u 1.4.). [lonHOMOYMaAMM Ha 3amnyck
LeHTpann3oBaHHOro OGHOBNEHMS obnagaeT TOMbKO YMONIHOMOYEHHbIN nonb3oBatens ELY ¢ ponbto
AdOmMuHUCMpamop.

Mocne LeHTpann3oBaHHOro UK fokanbsHOro 06HOBNEHUA Moay A Ha criegytowwmii IK Ha cTopoHe KnneHTa
COXpaHsaTCS:

e Tekyllee pacrnornoxeHue Mmogyns B aepese [b;
e BCe paHee cobpaHHble XypHarnbl;

e  HACTPOEHHbIE MONMUTUKM Be30MacHoOCTY;

e MapameTpbl yYETHbIX 3anuncen.



YcTaHOoBKY HE06X04MMO OCYLLECTBNATL NO NpoTokony IPv4, Ha MOMEHT OGHOBMNEHWSI U YCTAHOBKU MOAYEN
HeobxoaMMo OTKNYNUTL NpoTokon IPv6 Ha APM c koHconbto ELLY.

Ona ynaneHHoro o6HoeneHua C3U HCL Dallas Lock 8.0 Heo6xoanmo BeINONHUTE creayoLme Lwarmu:

1. Heobxoammo OTKpbITb FMaBHOE MeHIo koHconu ELLY — YpaneHHoe o6HoBneHue. OTKpoeTcH
CTpaHuua MacTtepa yaaneHHoro obHoBneHus (puc. 264), ua cnucka Bolbpatb Dallas Lock 8.0 n HaxaTtb
KHOMKy Odanee.

¥ganeHHoe o6HOBAGHHE
Macrep yganeHHoro 06HOBAEHWA
BblGepHTE THN KAMEHTOE, KOTOPBIE HEOBX0AMMO 0GHOEWTE

AOMEHOB (®) Dallas Lock 8.0

ﬂ NapaMeTphl ':_:‘ Dallas Lock Linux

': :‘ Arent ELLY

%1 Murpauma © Ch

_‘ﬂ ¥naneHHas
m"'.'-",qa_.'l BHHOE

|B ¥NpaBaeHHe K

O 0 noorpamme

Puc. 284. MacTtep yaaneHHoro o6HoBneHus

2. Ha oTkpbiBLIENCA CTpaHUue Heobxoaumo BbIGpaTb MOAYNU Anisi OOHOBMEHUS M KITMEHTOB, MOAYIU
KOTOpbIX Heobxoanmo 06HOBUTH (puc. 285). Heobxoaumbii 06BbEKT MOXHO HanWTW NO MMeEHU 4vepes
MOMCKOBOIO CTPOKY mnu npu nomowwm gepesa knveHTtoB Dallas Lock 8.0, aktmBmpoBaB HanpoTus
HY>KHOTO KrnneHTa YekBOKC.



Macrep yaaa€HHoro o6HoBAeHunA Dallas Lock 8.0

BuiBop moaynei

BLiGop MOAWMER ANd OBHOBAEHMA

Dallas Lock 6.0 19K9
Dallas Lock 6.0 K10
Dallas Lock 8.0 VK11
Dallas Lock 8.0 MK12
Dallas Lock 8.0 MK13

MoMck..,

Mopr | 445 ~

-(‘é AomeH Be30NacHOCTH
HEPACTPEAENEHHHIE DEHEKTHI
. D0k

@ Dallas Lock 8.0 WKLz

Beibpatn sce Oumerute

Puc. 285. CtpaHuua BbiGopa moaynen ans o6HoBNeHus

3. 3anonHuTb NnapameTpbl, KOTOpble ByAyT NPUMEHEHbI K ModynsaM B npouecce obHoeneHns C3U HCL
Dallas Lock 8.0 (puc. 286):

e none Vms ons BBoda NnorvHa agMuHucTpatopa 6esonacHocTn moaynst Dallas Lock 8.0 (none
0bs3aTensHO ANs 3anoSIHEHUS);

e none [Maponk onsa BBoAa napons (none HeobA3aTensHO AN 3anofHEHNs).

Macrep yaanéHHoro o6HoeAecHHA Dallas Lock B.0

BBOA ABTOPHMZAUMOHHBIX AaHHBIX

FHETHBIE ATHHbIE GAMMHUETPITOP OF KOMBOTERDE KAMEHTOS

Wz admin

Mapone  essessss o

Puc. 286. BBoa aBTOpM3aLMOHHbIX AaHHbIX ANSA OGHOBEHUSA

Mocne 3anonHeHus Bcex HeobXoaMMbIX NOMEN HY>XHO HaxaTb KHOMKy [lanee.
4. Ha cnepytoulen ctpaHuue Heobxoanmo (puc. 287):
e yKasaTb NyTb K AMCTPUBYTMNBY C 0OHOBNEHNEM (0Osi3aTeNbHLIN NapameTp);
e  BBECTM HOMEp NMLIEH3MM B COOTBETCTBYHOLLEE Nnore (none ob6a3aTenbHO ANa 3anonHeHns);
e  BBECTU KO, TEXMOOAEPKKN B COOTBETCTBYHOLLEE none (none obs3aTernbHO ANns 3anofHeHus ).



Macrep yganéHHoro o6HoBAeHMA Dallas Lock 8.0

Napametpel 0BHOBAEHUA
BrGop AMCTRWEYTHES W NAPaMETP OB 0BHOBNEHMA

ACKOAHLIR AMCTpUBYTHE | CAlsersyidminDesktoptDallasLacks.0K, msi

Heomep AMugHzMM

Ko4 Texnogdepskkn

Hazag OTMeHs

Puc. 287. CtpaHuua napameTpoB OGHOBNEHUs

5. Ha cnepytouen cTpaHvLue MOXHO HacTpOWTb OOMOSIHUTENbHbIE NapameTpbl OOHOBIEHNS, TakMe Kak
(pwnc. 288):

e nepesarpyska yaarneHHOro KomrnbloTepa nocne obHoBneHus. NoctaBneHHbIN Ha cTpaHuue dnar
no3BofsieT aBTOMaTMYECKU Mepes3arpy3ntb KOMMbIOTEP Mocne 3aBeplleHust oBHOBMNEHMUS
C3WU Dallas Lock 8.0 no ncreveHun ycTaHOBEHHOIO BpEMEHUN, MHAYe KOMMbIOTEP AOIMKEH ObiTh
nepesarpyxeH nonb3oBaTeneM CaMOCTOATENbHO;

e coobuweHne pna nonb3oBatenen. CoobuieHWe, yka3aHHOEe Ha [aHHOW cTpaHuue, Oyaer
NoBTOPATBCA C 3afaHHbIM MHTEpBanoMm, Ans Monb3oBaTenen, Ha YbMX KOMMblTepax
npounssoamntca obHoBneHne C3U Dallas Lock 8.0.

3aTtem HaxaTb KHONKy OGHOBUTD.

Macrep yaanéHHoro o6HoeAeHuA Dallas Lock B.0

Mpoyecc ycTaHoBKKM
BIf0p AONOAHUTEALHLE NAPAMETROE YTAHOBKA

[_] Mepesarpyzire yaanemmeii komnssoTep nocae yeranoskw

CooflueHme Ana NoNEsoBaTene i

Hazag OEHOBMTE OTMeHa

Pwuc. 288. lononHuTenbHble NapamMmeTpbl 0GHOBNEHUSA

6. [anee MOXHO NpocMaTpuBaTb COCTOSHME NpoLiecca 0GHOBNEHNS ANSA KaXaoro knueHTa (puc. 289). Mo
OKOHYaHUKM Mpouecca LeHTpanm3oBaHHOTO OBGHOBMEHUSI MOSIBATCS COOTBETCTBYIOLUME KOMMEHTapWK
yAa4YHOro NNy Hey4a4yHoro 3aBEpPLLUEHUS Onepauun.



Macrep ygaaéHHoro o6HoBAeHKA Dallas Lock B.0
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Puc. 289. Npouecc o6HoBRNeHUsA

9.5 Hactpowuka moaynsa C3U Dallas Lock 8.0

B nepeee [JomeHa 6e3onacHoctn ELLY npucyTtctBytoT 3apermctpupoBaHHble B 16 mogynm C3U Dallas
Lock 8.0 B coctaBe APM.

3Ha4vkn obbekToB, obosHavatowmx mogynm DL8.0, 3aBMCAT OT COCTOSHMSA MOZYMS M MOFYT MPUHMMATb
cnenyloLwnn Bua;:

—  MOoAynb NOAKIIOYEH;
—  MoAynb noAkntoyeH u pabotaet B HeakmusHom pexume C3U,

— CBA3b C MOAYyJ1eM OTCYTCTBYET,

996

—  MOAyrnb YCTAHOBIEH HA KOHTPOMNepe AOMEHa.

HacTtpoliku Ha ypoBHE MOAyrsi 0TOBpaxkatoTCa Ha HECKOSbKMX OCHOBHbIX BKIaZKax.

9.5.1 CuHxpoHusauus

[ns npvBegeHus B COOTBETCTBME 3HAYEHUAM napameTpoB, BbicTaBreHHbiM Ha ELLY, Ha mogyne C3U
Dallas Lock 8.0 HeoOxoanmo npoBeaeHne CMHXpoHmn3aumm. CUHXpOHM3auus MOXeT ObiTb NpoBeAeHa npu
YCIOBUW HanuMuunsa ceTeBoro nogknoyeHnsa mexay ELLY v mogynewm:
e NpW BKIIKOYEHUM MOAYNS;
e nepuoanyecku (cMm. «MapameTpbl paboTbl MOAYNENY);
e [0 KOMaHAe nonb3oBaTens:
e 13 koHconm ELY;
e 13 obonoykn agMuHucTpupoBaHus moayns C3U Dallas Lock 8.0.

Mpun cuHxpoHusaumm ¢ mogynem C3U Dallas Lock 8.0, ycTaHOBMEHHbIM Ha KOHTpOMnepe
JomeHa, nepefaBaembin ¢ ELLY cnncok yyeTHbIX 3anucen urHopupyeTcs.

CuHXpOHM3aLumsa No KoMmaHae u3 koHconu ELLY
Komanga CuHxpoHusupoBaTtb B kKoHconu ELY ans mogyna C3U Dallas Lock 8.0 goctynHa Ha Bknagke

Ceodka Ha ypoBHe mMoaynsi B fepee [lomeHa 6e30nacHOCTU Ha naHenu MHCTpyMeHToB OnepamusHoe
ynpaeneHue (puc. 290).
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Puc. 290. KHonka « CUHXpPOHU3UPOBaTL»

CuHXpOHM3aLMsA NO KOMaHae U3 060noYku agMmmHucTpupoBaHus DL8.0

Ona npoBegeHust cuHxpoHusaumm ¢ [omeHom ©OesonacHoctu ELY no komaHge w3 o6onoudku
agmuHuctpypoBaHusa mogyns C3U Dallas Lock 8.0 Ha knmenTtckom [1K Heob6xogvMmo BbINOMHUTB
cnegyouue waru:

1. 3anyctutb o6onouky agmnHuctpuposaHus C3U Dallas Lock 8.0.

0.
2. OTKpPbITb OCHOBHOE MEHIO HaXXaTueM KHOMKM -
3. BbIGpaTb NyHKT OCHOBHOIro MeHi0 CUMHXPOHU3upoBaThb ¢ [loMeHOM 6e30MacHOCTM.

9.5.2C60p xypHanoB

Ons nonyyeHns B ELLY 3anucen xypHanos, Begywuxca Ha mogyne C3U Dallas Lock 8.0, Heo6xogumo
npoeefeHne cbopa xypHanoB. COop KypHanoB MoXeT OblTb NPOBEAEH NPU YCNOBUM HANN4Ms CETEBOIo
nogknoyeHma mexay ELLY n mogynem:
e NpW BKITOYEHUN MOAYNS;
e nepuognyeckn (cMm. «apameTpbl paboTbl MOAYNENY);
e [0 KOMaHAe norb3oBaTens:
e n3 koHconu ELY;
e 13 obonoukn agMmHucTpupoBaHus mogynst C3U Dallas Lock 8.0.

C6op XypHanoB no kKoMmaHae u3 koHconu ELLY

KomaHga Cobpatb xypHanbl B koHconu ELYY gna mogynss C3U Dallas Lock 8.0 goctynHa Ha Bknagke
Cso0ka Ha ypoBHe mMoaynsa B gepese [JomeHa 6e3onacHOCTU Ha NaHenu MHCTpymeHToB OnepamusHoe
ynpasrneHue (puc. 291).

OMEFPATWUBHOE ¥TIPABMEHWE

Boikaroumnis
NMepezarpysums
MepecumTars LEeADCTHOCTE
Cobpare starpHaabl
CunxpoHmsmposars
Pazbaokumposars Komnsrotep
Wzoamposats ysea

3aperncIpMpoBaTb TEPMHHAIBHBIA CEpBEp

Puc. 291. KHonka «Co6paTb XypHanbi»

OTnpaBka XXypHanoB no KOMaHAe 13 06004k agMuHucTpmpoBaHmsa DL8.0

Onsi oTnpaBku xypHanoB B [lomeH 6e3onacHocTn ELY no komaHge m3 060noYkM agMMHUCTPUPOBaHUS
monyns C3U Dallas Lock 8.0 Ha knueHTckoMm MK Heo6x04MMO BbINOMHUTE CriegyoLne Lwaru:

1. 3anyctuTb o6onoyky agmmHuctpmposaHus C3U Dallas Lock 8.0.
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2. OTKpPbITb OCHOBHOE MEHIO HaXkaTnem KHOMKM

3. BbIbGpaTb NyHKT OCHOBHOIro MeHio OTnpaBuTb XypHarnbl B [lomeH 6e30nacHoCcTM.

9.5.3CBopaka moaynsa C3U Dallas Lock 8.0

Bknagka Ceodka Ha ypoBHe moayns C3WU Dallas Lock 8.0 otoGpaxaeT obliee cocTosiHMe moaynsi
(puc. 292).
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Puc. 292. Bknagka «CBogka»

HocTynHbl cneayowme pasaenbsl MHOOPMaLMOHHOW NaHernu:
MUHdopmauusa o6 obbekTe

B BepxHel yacTu MHGOPMaLMOHHON NaHenu oTobpaxaeTcs credylowas MHopMaUus o TeKyLLeM
COCTOSIHUM MoAynsi:

WHdOpMaLKa o fate 1 BpeMeHn Beoda moayns B [1b;
ctaTyc paboTbl npocuna M3 U3onsayus y3na;
WHpopMaums 0 gaTe u BPEMEHM MOCIEAHEro NOAKIHYEHNS MOAYNS;
IP-agpec;

MAC-agpec;

cTaTyC aHTMBUPYCHBIX 6a3;

Bepcus Dallas Lock 8.0;

BEPCUS aHTMBUPYCA;

KONMNYECTBO aKTUBHbIX CECCUN;

akTuBHble komrnoHeHTbl Dallas Lock 8.0;

COCTOSIHME MEXCETEBOTO 3KpaHa;

cTaTtyc HeakTuBHoro pexuma C3MU;

pesynbTat nocrneaHen nposepku KLL;

COCTOSIHME CUCTEMbI OOHapPYXEHUSI BTOPXXEHWI;

CPOK AeNCTBUSA TEXHNYECKOW NOOOEPXKKMY;



YacoBOW NOsSIC MOAYINS;

KOMMEHTapuii K MOAYIHO;

WHpopMaLmMs 0 AOMEHHOM cnyx0e, B KOTOPYHO BBEAEH MOAYIb;
MHdOPMaLUS O cTaTyce KNMeHTa B KadecTBe TepPMUHANbHOIO cepeepa.

MHunpeHTbI 6e3onacHoOCTHU

OTtobpaxaeTcs CNMCOK MHUMAEHTOB Be3onacHOCTM Moaynsa ¢ rpaduyeckon naHensto. [JoctynHa
dunbTpauma otobpaxaeMbix COObITUM MO nepuody W HacTpovka oOTobpaxeHus Auarpamm
(cm. «HacTponka nHunaeHToB 6e30nacHOCTUY ).

[lBonHON KNWK no cobbiTho OTKpOEeT 3anncb B OTAEJIbHOM OKHe, B CNCKe gaHHOe cobbiTne 6yp,eT
NMOMEYEHO KakK NnpoYnTaHHoe. Mone KommeHmapuEJ OOCTYNHO A5A peaakTtnpoBaHUA.

JocTynHbl cnegytowne oencTsnst C MoaynemM Ha naHenu UHCTPYMEHTOB:
1. OOHOBUTB.

2. Ypanutb.

3. KommeHTapui.

lD,OCTyFIHbI cnegywuwine KomaHgbl onepaTtuBHOIO yrnpaBieHUA Ha NaHEeNMNn MHCTPYMEHTOB!

BbIknounTb.

MepesarpyaunTb.

MepecumTaTth LLENOCTHOCTD.

CobpaTtb XypHarnbl.

CVHXpOHM3MpOBaTb.

Pa3bnoknpoBatb KOMMbIOTEP.
WN3onuposathb y3en.

BkntounTs y3en B ceTb.

3apernctpmpoBaTb TEPMUHANbHbLIN CepBep.

CoNoo~wh=

KomaHgbl U3onupoBaTtb y3en 1 Bknountb y3en B ceTb SBNSAIOTCSA B3anMo3amMeHAeMbIMMN.
Bonee noapobHo 06 nlonsaumm yana onucaHo B PykoBoactee no akcnnyataunm C3U Dallas
Lock 8.0 n. 15.2.6.

Ecnu nuueHsuna mogynsa C3U Dallas Lock 8.0 He BkntovaeT B cebs Takme KOMMNOHEHTHI Kak
M3 n COB, 10 MHdOpPMaLMA NO 3TUM KOMMNOHEHTaM He ByaeT oTobpaxaTbCa Ha Bknagke
Ceodka B pasgene MHgopmayusi 0b obbekme.

MyHkTBI € MHpOpMaumen 06 AHTuBUpYcHoM MO Takke He ByayT oToBpaxaTbCa Ha BKNagke
Ceol0ka, Tak kak 3a B3aumopgencTtBme c¢ AHTMBMPYCHbIM 1O oTBevyaeT komnoHeHT COB
mogyns C3WU Dallas Lock 8.0.

9.5.4MNMonb3oBaTtenu u rpynnbl moayna C3U Dallas Lock 8.0

Bknapgka [llonb3oeamenu Ha ypoBHe mopyns C3WU Dallas Lock 8.0 cogepXut cnvcok rnobanbHbIX U
OOMEHHbIX NONb30BaTeNeN 1 rpynm, HacnegyeMbiX C YPOBHEWN Bbille N0 Mepapxmm U CO34aHHbIX HA YPOBHE
OAHHOro MOAYINSA, a Takke MOAYIbHbLIX NONb30BaTENEN.

nmobanbHble y4eTHblEe 3anMcK He HacneayTcs Ha ypoBeHb mogyns C3U Dallas Lock 8.0,
YCTaHOBSIEHHOrO Ha KOHTPOMIepe JOMeHa.

YnpaBneHne nonb3oBatensMu u rpynnamu Ha yposHe moaynss C3U Dallas Lock 8.0 npoussoautcs
aHarnorm4yHo onMcaHHoMy yrnpaereHuio Nonb3oBaTensiM1 1 rpynnamm B pasgene «llons3oBaTteny v rpynnbl
Moaynsay. Ans npuMeHeHNst U3BMEHEHUI Ha MOoAYyNsAX HEO6X04MMa CUHXPOHM3aLUKMS.

PepaktnpoBaHme y4deTHbix 3anucen mogyna C3WU Dallas Lock 8.0, yctaHOoBREHHOro Ha
KOHTponsepe AOMeHa, He4OCTYNHO, BO3MOXEH TOMbKO MPOCMOTP NapameTpoB Y3 Ha ypoBHE
KopHs gepesa [b n Ha ypoBHe Moayns.



9.5.5Monutnkn moaynsa C3U Dallas Lock 8.0

Ha yposHe moayna C3MU Dallas Lock 8.0 B cnucke Ha Bknage lMonumuku [OCTYMHbI TONBKO MOSNIUTUKN,
aktyansHble onst C3U Dallas Lock 8.0 (cm. «[Monutukm OB»).

HacTtpovika nonuTtuk Ons mMoayns Npou3BOAWTCA aHanormyHo HacTpovike MonuTuk ans rpynnel OB
(cm. «Monutmkn _ana  rpynnel [AB»). [Ona npuMMeHeHus napameTpoB Ha Moaynsax Heobxogouma
CUHXPOHM3aLUUS.

9.5.6 MexxceteBou akpaH moayns C3U Dallas Lock 8.0

Ha ypoeHe mogynss C3U Dallas Lock 8.0 B cnnicke Ha Bknage KomnoHeHTbl — MexceTeBoM 3KpaH
OOCTYNHbI ToNbKo HacTporkn M3, aktyanbHble ans C3U Dallas Lock 8.0 (cm. «MexXceTeBOW SKpaH»).
Hactporika MO gns mogyns npomssBoamutcs aHanorn4yHo Hactporke M3 gna rpynnel b (cm. «MexceTeBon
akpaH anga rpynnel A6»). [lns npumeHeHnss napameTpoB Ha MOAYNAX HeobxoamMma CUHXPOHM3aLMS.

9.5.7 Cuctema KoHTponsa Hakonutenen moaynsa C3U Dallas Lock 8.0

Ha ypoeHe moaynss C3U Dallas Lock 8.0 B cnucke Ha Bknage KoMnoHeHTbl — Cuctema KOHTpons
HaKonuTenemn AOCTyNHbl Tonbko napameTpbl CKH, aktyanbHble gnss C3U Dallas Lock 8.0.

YnpaBneHne CUCTEMOW KOHTPONSA HaKONUTENen Ha ypoBHe rpynnbl B npov3BoguTCcs aHanornyHo
yNpaBreHno CUCTEMON KOHTponsa HakonuTenen ans Ab (cm. «Cuctema KOHTPONsA HakoNUTENen»).

9.5.8 Kontponb pecypcoB moayns C3U Dallas Lock 8.0

Ha ypoeHe mogyns C3U Dallas Lock 8.0 Ha Bknage KoMmnoHeHTbl — KOHTpoOnb pecypcoB OOCTYMHbI
Tonbko aktyansHble ans C3U Dallas Lock 8.0 HacTpoiiku.

YnpaBneHve KOHTPONMEM PEeCypcoB Ha YPOBHE MOAYMNS MPOU3BOAUTCH aHanOrM4yHO YrnpaBreHuio
KoHTponem pecypcoB ansa Ob (cm. «KoHTponb pecypcoBy). [Ing npumeHeHus napameTpoB Ha MOAYMSX
HeobxoaMMa CUHXPOHM3aLNS.

9.5.9 Cuctema ob6HapyxeHus BTtopxxeHnn moayna C3U Dallas Lock 8.0

Ha ypoBHe mogyns C3WU Dallas Lock 8.0 Ha Bknage KomnoHeHTbl — Cucrtema o6HapyxeHus
BTOPXXEeHUM JOCTYMNHbI TONbKo akTyanbHele Ana C3U Dallas Lock 8.0 HacTpoku.

YnpaBneHve cuctemoln OOHapyXeHWs BTOPXKEHUA Ha YpoBHe MOAyNns MNPOU3BOAMTCH aHanorm4yHo
ynpaerneHunto komnoHeHTom COB ansa rpynnbl B (cm. «Cuctema oGHapyXeHUs BTODXKEHWUA AN rpynnbl
OB»). Ana npyuMeHeHns napameTpoB Ha MOAYNAX HeobXxoamma CUHXPOHU3aLUus.

9.5.10 bBbe3onacHas cpega COB (neco4yHunua) moayns C3U Dallas Lock 8.0

Ha ypoeHe mopyna C3WU Dallas Lock 8.0 Ha Bknage KomnoHeHTbl — bBesonacHasa cpega COB
(neco4Huua) OCTYNHbI TOMNbKO akTyanbHble And C3U Dallas Lock 8.0 HacTponku.

Ynpaenexune 6esonacHon cpegovi COB Ha ypoBHe mogynsi nMpou3BOAUTCS aHanOrM4yHO YMNpaBreHuio
©esonacHon cpegon ansa rpynnel [b: BO3MOXeH TONbKO NPOCMOTP NapameTpoB (cMm. «be3onacHas cpega
COB (necoyvHuua) ana rpynnbl AB»).

9.5.11 CpenctBo o6HapyxeHua u pearnposaHma moayns C3U Dallas Lock 8.0

Ha ypoBHe mopyns C3W Dallas Lock 8.0 Ha Bknage KomnoHeHTbl — CpepctBo oOGHapyxeHus
M pearnpoBaHusi 10CTYMNHbI ToNbko akTyanbHble ans C3U Dallas Lock 8.0 HacTponku.
YnpaBneHve cpeacTBOM 0BHapyXXeHWs U pearMpoBaHUs Ha YPOBHE MOAYMS MPOM3BOAUTCA aHaNorM4Ho
ynpaBneHunto komnoHeHtom COP ansa rpynnbl OB (cm. «CpenctBo obHapyXeHust U pearMpoBaHusa Ans
rpynnbl Ab»). ns npyuMeHeHns napameTpoB Ha MOAYNsAX Heobxoamma CUHXPOHU3auus.




9.5.12 3apaHusa mopyna C3U Dallas Lock 8.0

Ha yposHe mogynst C3U Dallas Lock 8.0 B cnucke Ha Bknage 3adaHusi AOCTYMNHbI AN CO34aHMS TOMbKO
3apaHug, aktyaneHele ana C3U Dallas Lock 8.0 (puc. 293):

OTYET O foKasnbHbIX rpynnax;

nosny4YeHne KoHUrypaumu;

npMMeHeHne KoHdurypauuu;

npoBepkKa LIeNOCTHOCTY;

apxuBauus nokKanbHbIX XXYPHAaIoB;

CKaHMpoBaHMe cUCTeMbl Ha MHAMKaTopbl komnpomeTtauum (loC);
camoTecTupoBaHue pyHkumin C3U;

aHanu3 yctaHosneHHoro N0 Ha ys3BuMocCTy;

yaaneHve DL8.0;

cbop gaHHbIX 06 APM;

N3MeEHEeHNe NapaMeTpoB NULEH3UNY;

dopMMpoBaHNE OTHETA MO XypHanam;

O MacTep cosaanmna 3aganms *

BeiGepuTe TMN Mogyna

Dallas Lock 8.0 MK14 e

BreibepuTe TUN 3343HUA

OTuer o NoKaneHbIX FPynnax

Monyqenne KoHGUrypaummn

MpumeneHne KoHGUIypagmn

MNpoeepka yenocTHoET

ApxuBaLMA NOKANBHBIX #ypHANos

CKaHWPOBAHWE CUCTEMBI HE MHIMKATOPE KomMnpomeTaumu (IoC)
CamoTecTupoeadne dyHkymin C31

Ananwnz ycranoenenHoro M0 Ha yAsEnMocTI

Ynanenune DLE.O

CBop agaHHbx o6 APM

M3meHenne NapaMeTpos NMLEHIUN

DopMUpOBIHNE OTHETA NO XKypHANAM

Puc. 293. Mactep co3panus 3agaHusa ans moaynsa C3U Dallas Lock 8.0

Ecnv npu BbiNoNHeHuUW 3agaHusa Ha nonyyvyeHun koHdpurypaumum Dallas Lock 8.0 Bo3HukaeT
owwubka, ybeauteck, yto APM ¢ C3U Dallas Lock 8.0 nogkmntoyeH K JOMEHY.

Pabota c 3agaHusmu ans mogyns C3U Dallas Lock 8.0 npou3BoguTcsa aHanorm4yHo HacTpoike 3agaHui
ans Ob (cm. «5.12 3aganua Ob»). ng BeinonHeHus 3agaHns TpebyeTcs CUHXPOHM3aums ¢ MOgyrneM.




9.5.13 XypHanbl moaynsa C3U Dallas Lock 8.0

Bknagka JKypransi pna wmopgyns C3WU Dallas Lock 8.0 nossonser
BesonacHocTn moayns (puc. 294).

npocmaTtpuBaTb  >KypHarnbl

HypHanol
v Honen bezonaa v
[ SKypHan Bx0/408/ELK0A08 | [ ypran ynpaenenna nonwzosarensma u rpyinaus | | SKypHan pecypcoe =
*OH [ 2
i [ HyPHaN YIPABEHIA NOATHIANH Be3oNacHoCTH Il SKyPHAN 3aNyCka/ 3ABEPLIEHNA NPOLIECCOB Il KypHan nakeror M3

CeTeBble aTakn

Hypran ceccnii

CUrHaTYpSI TPAHKa

l
I JKypHan coBemiii COP ] l JKyPHaN TRagHKa

CHETEMHEI HypHan

Ne Hara uopena Monbs... Kateropua  Cobuimie Obnext
3 2026-01-21 110206 (BMT+1300) Admin Mogunsnss  Beixoa nonsosstens ws cocTemes £PI "DLB0-KC,
; 3 2026-01-21 110208 (GMT+0300) Admin  Mogyrenas  Bxod nonssoeaTena s cuctemy AP "DLE0-KC,
| M CETEBGIE ¥CTPOWCTBA 34 2026-01-20 16:33:20 (GMT+03:00) Admin  Moaynenan  Bxoa nonssosarens & cuctemy APM "DLB0-K",
© Bm YANEHHHIE OBBEKTH! ] 2026-01-20 16:3309 (SMT+0300) Windo.. HewseecTas  Bos naAssopaTens s uctemy AP "DLB0-K",
} E 3026-01-70 15:330% (GMT+I300) FortD.. Hewssectna  Bxog nonesnsatend o cuctemy AP "DLB-K"
B Moaunreritbii gower n 2026-01-2016:33:08 (GMT +03:00) FontD.. Hewseecran  Bxog noncaoeaten b cuctemy APRA *DLBO-K"
El 026-01-71 10:4745 (SMT+I300) Acdin  Mogpnonas  Bexoa noneansarens no npwsne oopeisa coasu APK "DLE0-K”
b3 2026-01-21 10:4745 (SMT+1300) Windo.. Hewssectan  Buxoa noneansarens no npwane oopeisa coas APK "DLE0-K"

Puc. 294. Bknagka «XKypHanbi»

IOna moaoynst C3U Dallas Lock 8.0 gocTynHbI:

o XypHan BxogoB/BbIXOAOB;

XKypHan ynpasneHus nonb3oBaTensMu n rpynnamMu;
XKypHan pecypcos;

KypHan neyatu;

KypHan ynpasneHus nonutnkamu 6e3onacHocTu;
KypHan 3anycka/3aBepLueHns NpoLEeCccoB;

Kypnan naketos M3;

KypHan coeanHeHnin M3;

>KypHan ceccun;

CeTteBble ataku;

CurHaTtypbl Tpaduka;

Mogo3puTenbHasa akTUBHOCTb;

>Kypnan cobbitun COP;

KypHan Tpaduka;

CncTeMHbIV XypHan;

JKypHan KOHTPOons NpunoXxeHun.

Pabota c xypHanamm mogyneu onucaHa B pasgene «KypHanbl MOoynsay.

Mog,..
Maa..
Mog..
Moa...
) Moga,
) Moga,
) Moga,
, Mog..

Pesyabrar  Konmaenmapuid

oK PasBAOKUpOEKa paBoNEi CTaHUH
oK PaznokupatKa pabousil CTaHuH
oK Noxansmeiii
oK NokansHsii
oK Nokanshsili
oK Nokanshsili
oK Noxanshsili
oK NokansHeili

[na nony4yeHns 3anmcen xXypHanoB ¢ Moayns TpebyeTcsi BbINONHeEHNe cbopa KypHaros.



10 MOAYIJIb C3U HCA DALLAS LOCK LINUX

10.1 BBog moaynsa B [1b

Beectn mogyns C3U HCA Dallas Lock Linux B [JomeH 6€30nMacHOCTN MOXHO CrieayoLwmmm cnocobamu:
e Yepes rpacuyeckyto o6onouky agmuHuctpatopa Dallas Lock Linux;
e Yyepes KOHCONbHY 0bonoyky agMmmHucTpaTopa Dallas Lock Linux;
e c nomouwpbto koHconu ELLY (cm. «HacTtporika moayns»).

Mpn BBOge Moayna C3U HCH Dallas Lock Linux B [1b gomkeH ObiTb cobniogeH psia
YCROBUIA:

o B JIBC pgomxeH 6biTb paboTtatowmin cepeep ELLY;

e Mexay moaynem u cepBepom ELLY pomkeH ObiTb cBOOOAHLIN OOMEH nakeTamu
no TCP/IP-nopty 17900.

Mocne BeBoga mogyns C3U HCQO Dallas Lock Linux nog ynpasnexHve ELY 3HayeHus
napameTpoB 6e30macHOCTN noanexar CUMHXPOHU3auunM co 3HaveHuamu nonutuk ELY ans
6asoBou rpynnbl HepacrnpedeneHHble 06bEKMBbI.

10.1.1 Bsoa mopynsa B [1b nocpeacteom rpacdhmyeckomn o60noukn moayns

[ns BeBoga moayns B [1b yepes rpacmyeckyto 060n04Ky agMmHucTpaTopa Heobxoanmo:

Y6eauntbes, uto cepeep ELLY goctyneH no cetwm.
Banyctutb rpadmyeckyto o6onodky agmuHnctpupoBanusa (GUI) Ha mogyne n aBTopm3oBaThCs.
MepenTtn Ha Bknagky MNapamempsi 6esonacHocmu v BblbpaTb kaTeropmto [lomeH 6e3onacHOCTU.
3anyctute none Hacmpotika domeHa 6e3onacHocmu, rae BO Bknagke EOQuHbIU yeHmp yrpaeneHusi
Dallas Lock Heobxognmo ykasaTb (puc. 295):

e APM — ceTeBOe MMs UM Mpoyvee roBopsiliee HasBaHWe Ons CEeTEeBOro ysna, Kotopoe Gyaer

oTobpaxaTbcsa B naHenu ELLY B cnvcke ynpaBnsieMbix 0O bEKTOB;
e [b EL]Y — ceTeBoe nwvs unu IP-agpec ceteBoro yana, Ha KOTOpoM ycTaHoBneHa cnyxba ELLY;
o Koy docmyna — knitod goctyna k b (MoxeT BbITb NyCcTbIM).

JomMeH GezonacHocTH X

EanHbIi LeHTp ynpaenenna Dallas Lock | Cepeep 6e3onacHocTy Dallas Lock

PoOb=

APM: [ |

0B ELLY:

Kniou goctyna:

CnUCOK CEPBEPOB:

Beectu B [IB | | CUHXpOHW3aUma ¢ ELLY | OTNpaeWTb XypHanbl Ha ELLY | | BeieecTu u3 b

Ok

Puc. 295. OkHo «[lomeH 6e3o0nacHOCTU»

5. [Nanee Heobxoammo HaxaTb kHonky BBectu B B.
Ecnu ykasaHHble nons He 3anonHeHbl, kHorka BeBectn B b 6yaet HegocTynHa Ans HaxaTusl.



B npouecce BBoga moayns B [lomeH besonacHocTn kHonka CuHxpoHusaumsa ¢ ELLY 6yneT HegocTynHa
Ansi HaXkaTus 00 YChnewHoro pesynbTaTta permctpaumm moayns B JomeH BesonacHocTu. 16

Ecnm npouecc BBoga Moayns B [Ob npowen ycnewHo, TO 4epe3 HEKOTOPOe Bpemsi MNOsIBUTCS
COOTBETCTBYIOLLIEE cOOOLLEHNE (purc. 296).

BeepgeHue B gomeH BesonacHocTH x

\il) Moaynb ycnelwHo 3aperncTpuposaH B JlomeHe BesonacHoCTK

| PoK |

Puc. 296. Coo6uieHue 06 ycnewHom BBoae moayns B 1b

B KoHconu ELLY B rpynne aepesa b HepacnpedeneHHbie 06bekmbi NosiBUTCA HOBbIN APM ¢ ykazaHHbIM
MMeHeM, B KOTopoM 3aperncTtpmpoBaH moayns C3U HC[ Dallas Lock Linux.

10.1.2 Bsoa moaynsa B [1b nocpeacTBOM KOHCONTbLHOW 060104KM Moayns

[ns BeBoga moayns B [1b yepes KOHCOMbHY0 060I04KY agMUHUCTpPaTopa HeOBX0AMMO:

1. Y6eauTbes, uto cepep ELLY goctyneH no cetw.

2. 3anyctutb KOHCOMbHY 060M0YKY aAMUHUCTPUPOBAHMSA HA MOAYME NyTeM BbINONHEHMs KoMaHapl ishl
1 aBTOpPM30BaThCS.

3. lNepenTn B MEHIO LEHTPaANN30BaHHOTO yNpaBneHus, BbINomnHMB KoMaHay management-dil. Nocne BBoga
KOMaHAbl cucTema nepenaeTt B MEHIO LLEHTPann3oBaHHOMO yrnpaBieHus.

4. B MeHI0 UEeHTpanuM3oBaHHOrO ynpaBneHusa Ans nepexoda B MOAMEHK MOAKMIOYEHUA K AOMEHY
©e3onacHoCTU, BbINONHUTE KOMaHay connect-domain. MNocne BBoga kOMaHAbl cucTeMa nepevgeT B
pasgen nogknoYveHus kK AomeHy 6esonacHocTu connect-domain.

5. [lanee KoHConbHOE MpunoxeHue OyaeT oxuaaTb BBOAA YyNpaBnsALWMX KOMaH4 AaHHOW NOACUCTEMBI,
CMUCOK KOMaHA npvBeaeH B Tabnuue Huxke (Tabnuua 29).

Tabnuua 29

Ne KomaHpa OnucaHune

CeTeBoe mmsi nnu IP-a/J,pec ceTeBOro yasna, Ha KOTOpOM YyCTaHOBJIE€Ha

1 net-name Cnyx6a ELLY.
<3HayeHue> Mpu ykasaHuM ceTeBoro UmeHn unu IP-agpeca BaXkHO ykasaTb HOMep
nopTa

CeTeBoe UMS UNWU Npodee roBoOpsiLlee HasBaHWE A CETEBOro yana,
2 name <sHayeHue>  KoTopoe byneT oToGpaxaTbcs B naHenu ELY B cnucke ynpaBnsembix
obbekToB

3 key <3HayeHue> Kntou poctyna k 1B ELLY

6. MNprvMeHNTb BHECEHHbIE N3MEHEHNS, BbINOSIHMB KOMaHay execute.
7. B pesynbTaTe ycnewHoro BbiNofHEHNs NoSBUTCHA coobLleHmne:
«Command ‘connect-domain’ executed successfully» — moaynb ycnelHo BeeeH B [1b.

10.2 BbiBoa moaynsa u3 [1b

BeiBectn mogynbs C3U HCL Dallas Lock Linux u3 [JomeHa 6e30MacHOCTM MOXHO CReayroLwmmMm
cnocobamu:

e c nomouwbto KoHconu ELY (cM. «HacTpoika moayns»);

e yepe3s rpaduyeckyto obonoudky agmmHuctpaTtopa Dallas Lock Linux;

e 4yepes KOHCONbHY obonouky agmmHucTpaTtopa Dallas Lock Linux.

16 OaHHoe noBefeHue kHonku CuHxpoHusaumsa ¢ ELLY npu BBoge moaynsa B 1B nocpeactBoM rpachmyeckort 060moYkm
mogayns cooteTcTByeT c6opkam C3U HCO Dallas Lock Linux HoBee, yem 3.25.21.



Mpun oTcyTCTBMM ceTeBOro noaknoveHns k Cnyxée ELLY, mogynb MoXeT 6biTb BblIBEAEH U3
HOomeHa 6e3onacHoctv EUY npuHyautenbHo. MNpu atom, B KoHconu ELY Tako moaynb
NpOAOMKUT oToBpaxaTbCs, HO ero crtatyc byget «HedocmymneH».

lMoaTomy, Kaxablin MoLysb, BblBEAEHHbIN M3 cocTaBa [1b BO BpeMsa OTCYTCTBUS CBHA3U CO
Cnyx6on ELLY, Heo6xooumMo ONONHUTENBHO yaansaTh Bpy4Hyto n3 KoHconu ELLY.

10.2.1 BbiBOA nocpeacTBOM rpacgmyeckon o6onoyYkn moayns

[na BbiBOAa Moayns Yyepes 060noyKy agMUHUCTPUPOBAHUS HEOBXOAUMO:
1. 3anyctutb rpadudeckyto obonoyky agMmmHmuctTpupoBanus (GUI) Ha moayrne u aBToOpM3oBaThCS.

MepeiiTn Ha BkNaaky Mapamempsi 6e3onacHocmu v BblGpaTh kaTeropnto OCHOBHbIE HACTPOMKM.

2
3. Banyctutb none Hacmpolika domeHa b6e3onacHocmu.
4

HaxaTtb kHonky BbiBectn us A1B (puic. 297).

OomeH 6ezonacHocTH X

EfvHbli ueHTp ynpasnequa Dallas Lock | Cepeep 6ezonacHoctu Dallas Lock

APM: APM_DLL
a6 ELLY: [omeH BesonacHOCTK
Koy goctyna:

ucc-ike.dl.local:17900

CnWCOK CEPBEPOB:

BeecTW B [IE | | CUMHXpOHU3aUuA ¢ ELLY | | OTNpaBuTe XypHanbl Ha ELLY | | BeiBecTW u3 1B

Ok

Puc. 297. BbiBog moayns n3 b

Ecnu npouecc BbiBoga Moayns u3 [1b npoluen ycrneLiHo, To Yepes HeKoTopoe BpeMs Mosisi C MHdopmauuei
o [lomeHe Ge30nacHOCTX CTaHyT AOCTYMHLIMU ONS peakTUpOBaHUs.

B KoHconu ELY yaaneHHbii Mmogynb nepemectuTcs B 6a3oByto rpynny YoasieHHbie 06bekmebl fepea [b.

10.2.2 BbiBOA NOCpeaCTBOM KOHCOJTbLHOW 060M04YKM Moayns

[nsa BbiBOAA mMoayna n3 Jils) 4Yepe3 KOHCOJIbHYIO O6OJ'IO‘-IKy agMUHUCTpaTopa HeobxoaMMO:

1.

2,

3.

3anycTuTb KOHCOMbHYIO 060MNOYKY aAMUHUCTPUPOBAHNS Ha MOAyIe NyTEM BbINOMHEHNS koMaHab! ishl
W aBTOpPM30BaThLCS.

[MepenTn B MEHIO LIEeHTpannM3oBaHHOro yrnpasneHns, BbINONHUB KOMaHay management-dil. Nocne BBoaa
KOMaHAbl cuctTema nepengeT B pasgen LeHTpann3oBaHHOro ynpasneHus management-dil.

B MeHI0 LieHTpanu3oBaHHOro ynpasreHus BbINONHUTL KOMaHay disconnect-domain, ycTtaHOBUB ANs
aTpubyTa 3HayeHue forcelyes.

Mpumep:

disconnect-domain force <enter>

4. B pes3ynbTaTte yCnewHoro BblNOJIHEHNA NMOABUTCA coobuleHue:

«Unregistration success» — Moaynb ycnewHo BbiBegeH us Ab.

B KoHconu ELY yaaneHHbIi Mmogynb nepemectuTcsl B 6a3oByto rpynny YoasieHHbie 06bekmebl nepea [b.



10.3 YpaneHHoe pa3sBepTtbiBaHne C3U HCQ Dallas Lock Linux

CyulecTByeT BO3MOXHOCTb LIEHTpanuM30BaHHO BbIMONHUTL ycTaHoBKy unu yganeHme C3U HCL Dallas
Lock Linux gns ogHOro nnm HeckonbKnx KOMMbLIOTEPOB, PacnosioxXeHHbIX B ogHou J1IBC.

Ona Heckonbkux uUeneBbix TC LEHTpPanUM3oBaHHYK YyOANEHHYH YCTaHOBKY MOXHO
OCYLLIECTBUTb TOSBbKO MPWY BbIMNOSIHEHWM CIEAYIOLINX YCIOBUIA:
e uenesble TC BxogAaT B TOT e gomeH AD unu LDAP, yto n APM c ELLY Dallas Lock;

L] M3BECTHbl UMA MoJyib3oBaTesid 1N naposib OOMEHHOM yquHon 3anmcum c npaBamu
agMUHUCTpaTopa AOMEHa.

B npouecce ymaneHHon yctaHoBkn C3WM HCLO Dallas Lock Linux Ha knueHTax
aBTOMaTU4YECKM co3daeTcs yYyeTHasa 3anncb agmuHucTpatopa Dallas Lock Linux ¢ nmeHem

dlladmin wn naponem dlladmin. [locne YyCTaHOBKM pPEKOMEHOYETCA CMEHUTb MNaposib
agMuHucTtpartopa dlladmin.

YpnaneHHas yCTaHOBKa BO3MOXHa B Cleyowmnx sapnaHTax:

® 54 rpynnbl KOMNbOTEPOB, UMEKLLNX OAMHAKOBbIE MMEHA U Naponin agMUHUCTpaTopa OC;

e [ON1S1 KOMMBIOTEPOB, MMEILLMX MHANBMAYANbHbIE MMS U Naponb agMuHucTpaTopa OC, yaaneHHyo
YCTaHOBKY CrieflyeT BbINOMHATbL OTAENbHO OT APYIruX.



Heobxogumo BbIMONHEHME criegyrownx TpeboBaHnin 4N yoaneHHbIX onepaunii:
1. Hanwunuume goctyna k cetn MHTepHeT y uenesbix TC.

2. YcTaHOBKY HEOOXOAMMO OCYLLECTBIATL MO NpoTokony IPv4, Ha MOMEHT OGHOBNEHUS U
YCTaHOBKM MoAynen HeobxoammMo oTKmounTb npotokon IPv6 Ha APM c koHconbto ELLY.

3. Tlpu ypaneHHom paseepTbiBaHun C3U HCLO Dallas Lock Linux npeaBaputensHO
Ha ueneBbix TC HeobxoAMMOo yCTaHOBUTb U HacTponTb SSH-cepBep. PekomeHayeTcs
ucnonb3oBaTtb OpenSSH cepBep. YcTaHoBka knuneHta U cepBepa OpenSSH
BbINOSHAETCH crnegyowmum obpasom.

Ons Ubuntu B TepMnHane Heo6xoamMmo BbIMOMHUTL KOMaHAbI:
e «sudo apt-get install openssh-server openssh-client».
[nsa Debian, Astra Linux, ALT Linux B TepMmnHane HeobxoaMmo BbIMOSHUTL KOMaHAbI:
e «su (sudo gns Astra Linux) apt-get install openssh-server openssh-client.
IOna RHEL, PE[] OC, POCA, CentOS Heob6x0aMMO BbINOSIHUTL B TEPMUHANE KOMaHAbI:
e «SuU -c “yum install openssh-server openssh-client”.
Ons 3anycka cnyx6bl OpenSSH Heob6XxoanMo BbINONHNUTL KOMaHAbI:
o ans Ubuntu «sudo systemctl start sshy;
o ans Debian «su -c¢ “systemctl start ssh”»;
o ansa RHEL, PE[ OC, POCA, CentOS «su -c “systemctl start sshd.service”»;
e ans Astra Linux «sudo systemctl start sshy;
o ans ALT Linux «su -c “systemctl start ssh”».

4. [lo ymonyaHuto nonb3oBaternb root He nveeT npaeBa Ha Bxog no SSH. [ins Toro, 4Tobbl
paspeLlmnTb emy Bxod, Heob6Xxoanmo NPoBepPUTb KOHUrypaumnoHHbin dann sshd.
e OTKpbIBAeM Ha pefakTupoBaHue dann: «/etc/ssh/sshd_configy;
e uvwewm cTpoky: «#PermitRootLogin noy;
Ecnun ctpoka nmeet Bug «#PermitRootLogin prohibit-passwordy», ToO MOXHO NepexoauTb K
crnegywoLwiemy Lwary.
Ecnu ctpoka umeet Bug «#PermitRootLogin noy», To nonb3oBaTtesb root He MMeeT npasa

Ha Bxog no SSH. [nsa Toro, 4YTtobbl pa3pelwnTb emMy BXon, HEOOXOAMMO OTPedaKkTMpoBaThb
KOHUrypauunoHHbl dann sshd.

® CHMMaeM 3HaK KOMMEHTapus «#»;

® 13MeHsieM 3Ha4veHue Ha «yes» (PermitRootLogin yes);

e TO e caMoe Aenaem co ctpokon «#PasswordAuthentication noy;
® CHMMaeM 3HaK KOMMEeHTapus «#»;

* 13MeHsieM 3HaveHue Ha «yes» (PasswordAuthentication yes);

e nepesanyckaem aemoH sshd (komaHaa «systemctl restart sshd»).

Mocne yoaneHHon yctaHokn C3U HCA Dallas Lock Linux Heo6xogmMmo oTkntoumTtb SSH-
cepBep Ha uenebix TC.

Ona ynaneHHon yctaHoekn C3U HC Dallas Lock Linux, He06X0aMMO BbINOMHUTE CreaytoLmne waru:

1. Ha uenesbix TC npoBepnTb CNNCOK NOAAEPKNBAEMbIX MPOTOKOSIOB MO SSh — BbINOMHUTE KOMaHAy «Ssh
—Q cipher».
Ecnn B cnvcke nogaepxuBaemMblX NPOTOKOMOB HET crieayrowmnx anroputMmoB: 3des-cbe, aes192-cbe,
aes128-cbc, arcfour128, arcfour, To B KOHUIrypauuoHHbIi ann Heobxoammo nponucatb «Ciphers
+3des-cbc,aes192-cbc,aes128-cbc,arcfour128,arcfour»'’. CoxpaHutb haiin  nocrne BHECEHHbIX
N3MEHEHUIA.

17 B psine OC cumMBOn «+» MOXET HE BOCNPUHUMATLCS, U CTPOKa OyaeT cunTaTbCsl HEKOPPEKTHOM.



ELY Dallas Lock gna ceBasu ¢ mogynem C3U HCA Dallas Lock Linux ucnonb3yet
anroputmbl WndpoBaHua «3des-cbc, aes192-cbc, aes128-cbe, arcfour128, arcfour», Ha
CTOpOHe Moaynsa Linux cnMcok MoAAepXMBaeMbiX anropUTMOB MOXET HeCyLLeCTBEHHO
oTnuyaTbes, 1 Npu aToM yaaneHHas ycraHoska C3U HCL Dallas Lock Linux Bce paBHO
OyaeTt BO3MOXHa.

lMocne BbINOMHEHUS BCEX HACTpPoeK B KOHdwurypaumoHHom danne cepeuc sshd Heobxogmumo
nepesanyctuTb.

[Mepen uUeHTpanM3oBaHHOW YCTAHOBKOM HEOOXOAMMO pa3MeCTUTb Ha KOMMbIOTEPE, Ha KOTOPOM
3anyuweHa koHconb ELY, auctpmnbyTtume Dallas Lock Linux.

Heobxoaumo oTkpbITb rnaBHoe MeHwo Koncorm ELY 1 BblOpaTb YpaneHHas ycTaHOBKa.
OTKpoeTCcs cTpaHMUa MacTepa yaarneHHON YCTaHOBKM 13 cnncka BbibpaTtb Dallas Lock Linux n HaxaTb
KHOMKy Odanee.
Ha oTkpbiBLUEliCS cTpaHuLe Heobxoammo AobasuTb uenesble TC Ansa yaaneHHoro pa3sepTbiBaHus. TC
MOXHO A006aBWUTb OOHUM U3 crniedytoLmx cnocobos, vyepes:
e py4YHOW BBOA agpeca — [ANns 3TOro HyxXHO 3anonHuTb nons llopm w Beedume IP-adpec unu
cemesoe UMs KoMrblomepa, 3aTeM HaxaTb KHOMNKy [lo6aBuTb KomnbloTep (puc. 298);
e (pann crnmcka KnMeHToB — HaxaTb UmnopTt u3 danna n BbidbpaTb anin co CnmckoMm 3apaHee
BbIrPYXXEHHbIX KITMEHTOB;
e  MMMOPT M3 pavina — HaxaTb UMnopT u3 charna v NnpmkpenuTb TEKCTOBLIN hann co cnuckom |P-
agpecos uenesbix TC.

[nsa danna c IP-agpecamm BO3MOXXEH TONbKO Crieaytowmi popmaT cnmcka: B Kagomn CTPoKe
hanna MoxeT 6bITb Yka3aH Tonbko oauH IP-agpec 6e3 AononHUTENbHbIX CUMBOJSIOB.
Mpumep:

192.168.0.1

192.168.0.35

10.10.112.55

Macrep yganeHHon yctaHoskM Dallas Lock Linux

Cnucok KOMMEeHOTEpOB
YCTaHOEKA CNMCKE KOMNBIOTEP OB A1 NOAKNKOY EHNA

Beeaute IP agpec uaw ceTeece MMA KOMMNLKITEPA

Mopr |22
IP-agpec FQDN-wnms =

Hazag Manee Otmena

Puc. 298. Cnucok ueneBbix TC gnsa ypaneHHoro pa3BepTbiBaHuss C3U HC[ Dallas Lock Linux



Mocne pobaeneHus ueneBbix TC B CNMCOK HEOBXOANMO HaxaTb KHOMNKy [anee.
4. 3anonHnTb NapamMeTpbl YCTAHOBKWU, KOTopble ByayT NpUMEHeHbl K MOAYNsM B NpOLEcce akTMBauum
C3U HCA Dallas Lock Linux (puc. 299):
e noruH u napones agmuHuctpaTopa OC Ha uenesbix TC;
e JIOMMH 1 Napornb cynepnonb3oBaTtens (onuMoHansHo).

Macrep yaanenoR ycranosu Dallas Lock Linux

BBGj ABTOPMIAUMONHRIX AHHMIK
e I ———

Puc. 299. MNapameTtpsbi yctaHoBkun C3U HC Dallas Lock Linux

Mocne 3anonHeHust Bcex HeobxoaMMbIX Nonei HyXXHO HaxaTb kHonky [Janee.
5. Ha cnepytouen ctpanuue (puc. 300) HeobxoamMMo ykasaTb:

e nyTb K ucxogHomy amctpnbytnsy C3U HCH Dallas Lock Linux;

e HOMep NuLEeH3MK, KOTOPbIN yKkasaH Ha 0bnoxke dyTnapa;

e [IOMNOSHUTENbHbIE KIIOYN YCTaHOBKMY;

e napameTpbl Anga Beoga moaynen B [lomeH 6e3onacHoctn ELY Dallas Lock nocrne ycraHoBku

(onumoHansHo).
B kayecTBe AOMONHUTENBHBIX KIMHOYEN YCTAHOBKN MOXHO YKasaTb cneaylolime atpudyTol:
ATpuoyT OnucaHwue
--confim CnpocuTb nepeA 3anyckoM BCTPOEHHOrO CKpunTa
--quiet He neyatatb HM4ero kpome coobuieHun ob oLmodkax
--accept MpuHATL HOMep NULEH3UN
--noexec He 3anyckaTb BCTPOEHHbIV CKpUMT
--noexec-cleanup He 3anyckaTb BCTPOEHHbIV CKPUMT OYMCTKU
—keep He ypmanmaTe paHHble O UeneBOW AWPEKTOPUW MOCHe  BbINOMHEHUS
BCTPOEHHOrOo cKpunTta
--noprogress He nokasbiBaTb Nporpecc B npouecce AeKomnpeccun
--nox11 HaHHbI aTpMbyT He ncnonb3yeTcs B npolecce yctaHoskn C3U HCL
--nochown He paBatb goCTyn K pacnakoBaHHbIM dhaiinam TekyLemy nosib3oBartento
--chown PekypcuBHO HasHauuTb OOCTYN K pacnakoBaHHbIM hannam Tekylemy
nonb3oBaTento

--nodiskspace He npoBepsTb AOCTYNHOE MECTO Ha Ancke
—-target dir M3Bneyb HenocpeaCTBEHHO B LENEBYO AMPEKTOPUIO (Mo abcontoTHOM nnu

OTHOCWUTENBHOW CCbINKe). JTOT Katamor MoxeT ObiTb MNOABEPrHyT
peKkypcuBHon obpaboTke (cMm. nochown)



—tar arg1 [arg2 ...] Hoctyn k coaepxumomy apxuea 4epes komaHay far. Bo BCTPOEHHbIi
CKpUNT ByayT NnepefaHbl criegyoLlme apryMeHThbl

--ssl-pass-src src Mcnonb3oBaTb YyKasaHHbIA SIC B KayeCTBE WCTOMHWMKA Mapons Ansd
pacwmndpoBKM AaHHBLIX ¢ noMowbio OpenSLL, cMm. «ApryMeHTbl NaposibHON
dpasbi» B pykoBoactBe OpenSLL. [lo ymonyaHuio Nofb3oBaTenNto
npegnaraeTcsi BBECTV Napornis Ansi paclunpoBku Ha TEKYLLEM TepMUHane

--cleanup-args args ApryMeHTbl BCTPOEHHOIO CKpWMTa O4MCTKW. [ns nepegayn HECKOSbKUX

aprymeHToB TpebyeTcs 3akntoyaTh UX B KaBbIYKU

YkasaTb nog kakum umeHem byaet 3apeructpuposaH APM B [lomeHe

6esonacHocTu ELLY

Ykasatb |IP-agpec unum ceteBoe nms komnbtotepa [JomeHa 6e3onacHoCTu

ELY

--ucc-key=key YkasaTtb knto4v [lomeHa 6esonacHoctn ELLY

--arm-name=name

--ucc-addr=address

YcTtaHoButb napons GRUB ans cynepnonb3oBaTtens no yMOn4YaHuo —
dlladmin

--just-check He yctaHaBnuBaTh, a TONbKO NPOBEPUTL NOAAEPKKY XOCT-CUCTEMBI

--grub-pass=password

JononHuTenbHbIE KIOYM YCTAHOBKM YKa3biBalOTCSA B None Yyepes npobern.
Mpumep:
--nochown --nodiskspace

Ons BBoga mogynen B fJomeH 6esonacHoctn ELLY cpasy nocne ycTaHOBKWU, MOXHO NOcTaBuTb dnar Beod
8 domeH besonacHocmu EL]Y, ykasaTb umsi cepBepa ELLY u kmouy pgoctyna k [Ob. 3atem HaxaTtb
YcTaHOBUTL.

Ecnu panHble gna Beoga mogyns B b ELLY (B Tom uncne knod goctyna) 6binmn ykasaHbl HEBEPHO, TO
ycTaHoBka bygeT npuoctaHoBneHa. KHonka YcTtaHOBUTBL OyAeT HeakTMBHa O TeX Nop, Noka AaHHble Ans
Bsoga B 16 ELLY He 6yayT BBeaeHbl BepHO. UTobbl Npoaomkutb ycTaHoBKy 6e3 BBoga mogynsa B Ab ELYY
Heobxoammo cHATb chnar Beod 8 domeH besonacHocmu ELJY.

3aTem HaxaTb KHOMKy YCTaHOBUTD.

>
||
Ol napaverpu yeranosxn
Busop yeranosesors Saiaa n napaers
o
" o
¥
®
]
Beoa e nomen Gezonacwocn ELLY
Vien capeps DESKTOP-18GEAP217300 v
Ko aociyna x5 [sesed °

Puc. 300. UHcpopmauus o xoae LieHTpanu3oBaHHOW yCTaHOBKU cpeacTBamu ELLY



6. [lanee MOXHO npocMaTpuBaTh COCTOsIHME NpoLiecca YCTAaHOBKN AN Kaxkgoro knveHTa (puc. 301).

a

Macrep yaanenHoii ycranosku Dallas Lock Linux

Mpouecc ycTaHOBKK

1P-agpec  FQDN-uma . Mpouecc Nor

il uce-lin-1dl c ka 3asepLIeHa ycnew Moapobuee
1 8 ucc-lin-10dllox aHOBKa 3aBepiLeNa yCreLHo Moapobuee
1 uce-lin-11.dl o aHOBKa 3aBeplLieHa yerel Moapobee

Puc. 301. UHcpopmauus o xoae LeHTpanu3oBaHHOW yCTaHOBKU cpeacTBamu ELLY

7. Mo okoHYaHWM npouecca LEeHTPanu3oBaHHON YCTAHOBKW MOSIBATCA COOTBETCTBYOLUME KOMMEHTapuu
YAA4YHOro Unv He YAAa4yHOro 3aBepLUeHUs onepaumn.

Bo Bpems LeHTpanvM3oBaHHOW YCTaHOBKW for-cpamn npouecca YCTaHOBKM MOXET ObiTb
nepenonHeH. [lpekpalleHne BedeHWs AdaHHOro npouecca He BNWSEeT Ha pesynbTart
yCTaHoBKU. B crnyyae HeobXxoOuMOCTM [aHHbIA for-oann MOXHO HaWTW Ha LeneBOM
KrnneHTe.

Mpu yoaneHHoMm pasBepTbiBaHUN ycTaHaBnmBaeTcd Tonbko C3U HC[ Dallas Lock Linux.
pachmyeckas obonoyka agMUHUCTPUPOBAHWS YCTaHABMMBAETCA OTAENbHO U TOJbKO
riokaneHo.

Mpu nonbiTke pasBepHyTb rpadmMyecKyto 060M0YKy agMUHUCTPUPOBAHNS yaaneHHo bynet
BO3HMKaTb OLMOKa 3anycka yctaHoBouvHoro channa (puc. 302), nockoneky C3U HCL yxe
YCTaHOBIEHO, a rpadunyeckas obonoyka ABnseTcs n3bbITOYHOM U ONUUOHANbHOM.

Mpoyecc yeTaHoBKK

IP-agpec FODN-uma Mpoyecc

10.10.100.252 pui-ubuntu2iiddllocal Mposepra uenesol cucTemel, OwMbka 3amycka yCTaHOBOYHOMD dakna, MporpammHoe ofecnededme yxe A0 YITAHOEAEHD paHEes,

Puc. 302. Owmnbka 3anycka yctaHoBoYHoro daina
B nepese o6bektoB 16 ELLY nosiBaTcsA 3Hayvku HoBbix APM 1 moayner.
Mpn ypoaneHHOM YCTaHOBKE OOBEKTbI C OAMHAKOBBIMW MMEHaMM O00befuHATCS, BHE

3aBUCUMMOCTM OT peructpa. [Nocne 06beguHeHNs1 0ToBpaXkaeTcs UMsl, KOTOpoe ObINo paHee
coxpaHeHo B ELLY.

Ecnun yctaHoBneHHbin mogynb Dallas Lock Linux He nosiBuncs B gepeBe ob6bektoB b
ELLY, To Heobxogmmo ocyuiecTBuTb ero Beog B b ELLY Bpy4Hyto.



10.4 YoaneHHoe ooHoBneHne C3U HCL Dallas Lock Linux

LleHTpanu3oBaHHOe OGHOBMEHME npeAHa3Ha4yeHo Ansi OOHOBMNEeHUs 3aperncTpupoBaHHbix B ELY
knueHtoB Dallas Lock Linux (HaunHas ¢ obHoeneHus MIK2 Ha WIK3 (Bepcus 6e3 MO n ¢ M3), ¢ UK3
(Bepcua 6e3 M3) Ha WMK3 (Bepcust ¢ M3) m T1.4.). lNMonHOMOUYMAMM Ha 3amnyck LEHTpanvM3oBaHHOIO
o6HoBNeHNA obragaeT TONbKO YNOSIHOMOYEHHBIN nonb3oBatens ELLY ¢ ponbto AdmuHucmpamop.

Mocne ueHTpann3oBaHHOMO UKW NoKanbHOro 06HOBNEHNS Moayns Ha cneayowmii MK Ha cTopoHe knneHTa
CoXpaHsoTCS:

e Tekyllee pacnonoxeHue moayns B aepese [b;

e Bce paHee cobpaHHble XXypHarbl;

o HaCTpOEHHbIE NOJIUTUKN 6630I'IaCHOCTI/I;

e napameTpbl Y4ETHbIX 3anucen.

YcTaHOoBKY HE06X04MMO OCYLLECTBNATL NO NPoToKony IPv4, Ha MOMEHT OGHOBMNEHWSI U YCTAHOBKU MOy en
HeobxoagMMo OTKNI4YNUTL NpoTokon IPv6 Ha APM c koHconbto ELLY.

Ina ynaneHHoro o6HoeneHna C3U HCL Dallas Lock Linux Heo6x04MMO BbINONHUTL CREAyoLMe Laru:

1. Heobxoammo OTKpbITb rMaBHOE MeHI0 koHconu ELLY — YpaneHHoe o6HoBneHue. OTKpoeTcH
CTpaHuua macTepa yaaneHHoro ooHoBreHus, n3 cnucka BoibpaTb Dallas Lock Linux u HaxkaTb KHOMKy
Oanee.

2. Ha oTKpbIBLIENCA CTpaHuue Heobxoaumo BbIbpaTb MoAynb Ans OOHOBMNEHMS W KITMEHTOB, MOAYNU
KoTopbiX Heobxoammo o6HoBUTE (puc. 303). Heobxooumbli 06bEKT MOXHO HaWTW MO MMEHU 4vepes
NOUCKOBOIO CTPOKY Mnu npu nomolumn gepesa knneHtoB Dallas Lock Linux, aktMBmMpoBaB HanpoTumBe
HY>KHOTO KInneHTa YekBOKC.

Macrep yaanéHHoro o6HoBAeHUA Dallas Lock Linux

EriGop mogynei

Boifop Mogei 413 0BHOBAEAMS

Dallas Lack Linux M2 Morcrn
7 )
. Dallas Lock Linux HIK3 Mopr 445 s
Dallas Lock Linusx MIKIN
7 )
. Dallas Lock Linux FIK4 5 Homen BesonacHoc
Dallas Lock Linus MK
Bilaf Lock Linux K6 HEPACTIPEAENEHHEIE OFBEKTHI

= AP DLL

) Dallas Lock Linux K5

Puc. 303. CtpaHuua BbiGopa koMmnboTepoB ¢ Linux

3. BanonHuTb napameTpbl, KOTOpble ByayT NPMMEHEHbI K MOAyrnsM B npouecce ooHoeneHna C3U HCO
Dallas Lock Linux (puc. 304):

e none Mms pns BBoAa normHa agMuHuctpatopa OC (none 06s3aTensbHO ANs 3anofHeHus );

e none lNaponb ons BBoga naponsi agMmmHuctpaTtopa OC (none Heobs13aTeNbHO 4118 3aM0oNHEHUS).
Ecnn aktmeupoBatb 4vekbokc [lonb3osamernb sienisiemcsi cyrnepriosis3oeamesieM, TO Mons Ans BBoAa
OaHHbIX Cyneprnonb30BaTensi CTaHyT HeaKTUBHbIMU. B npoTuBHOM criyyae Heob6xooumMo BBECTW JIOTUH U
naporsb cyneprnosib3oBaTens.



Macrep yganéHHoro o6HoeAeHud Dallas Lock Linux

BBOA ABTOPH3AUHOHHEBIX AAHHBIX

FuETHbIE A3HHBIE 3AMUHACTPATOPE OC KOMNBIOTEPOE KAMEHTOS

SE] user
Mapons |essssass o
MonesoeaTenb ABNAETES CYNEPNOAEZ0EITENEM

(]

Mapone

Puc. 304. BBoa aBTOpPU3aLMOHHbIX AAHHbIX

Mocne 3anonHeHus Bcex HeobXxoaMMbIX NOMNen HY>XHO HaxkaTb KHOMKy [lanee.
4. Ha cneaytowen ctpaHuue Heobxogmmo (puc. 305):

ykasaTb NyTb k AUCTpubyTMBY C 0OBHOBMNEHMEM (06A3aTenbHbI NnapameTp);
BBECTU HOMEpP JIMLEH3MM W KOp TEXHWYECKOW MopaepXXku B COOTBETCTBYOLWMe nons (nons
o6s3aTenbHbl Anst 3anofHEHWS);
BBECTU nOrmH agmuHuctpatopa C3U B cooTBeTcTBylowee none (none obsasaTenbHO Ans
3anorHeHns);
BBECTV napornb agMuHucTpatopa C3U B cooTBeTCTBYlOLEE MNofe (none HeobA3aTenbHO Ans
3anorHeHus);
BblOpaTh B KAKOM (hopmaTe aKCnopTMpOBaTh XXypHanbl (Heobsa3aTenbHbI napameTp):

o B opmate PDF;

o B opmarte ODS;

o B dopmate XML;
BBECTW [OMOMHUTENbHBIE KITHOYM YCTAHOBKU B COOTBETCTBYHOLLEE Nnone (nofne HeobsA3aTenbHo
ONS 3anonHeHus).



Macrep yaaaéHHoro obHoeAeHKA Dallas Lock Linux

MapameTpel oGHOBAGHUA
Brlbop AWCTRMEYTHES K NapaMeTPOE OOHOENEHUA

McoaHEIR gncTprbyTie ChlsersvAdmintDesktopidllz-6.5.117 run

Howep nuueHzumn

Kog, Texnoaaepskin

s AgramHicrpatopa C3K HCH dlladrnin
Mapone AgmuHncrparopa C3VMHC], (ssssssss o

[T 3cnopr skypranoe

® & dopmare POF O & daprare 005 O & dapraare ¥ML

Hazag QBHOEMTE OTmeHa

Puc. 305. MapameTpbl o6HOBRNEHUA

5. [danee MOXHO npocmaTpuBaTb COCTOSIHME npouecca OOHOBReHUs Ans Kaxgoro knveHta (puc. 306).
Mo okoHYaHWWM npouecca LUEeHTPanuM3oBaHHOrO OOHOBMEHUA MOSABATCH  COOTBETCTBYHOLLME
KOMMEHTapum yaa4Horo Unm HeygayHoro 3aBepLueHns onepauuu.

Macrep yaaaéHHoro o6HoBAcHKA Dallas Lock Linux

Mpouyecc obHoBAEHMA

IP-agpec _ APM Mpouecc

101011243 APM_DLL ApTopM3aLma cynepnonss0eaTenem

OTmeHa

Puc. 306. Npouecc o6HoBnNeHus



10.5 Hactpounka moayna C3U HC[ Dallas Lock Linux

B nepeBe [domeHa 6e3onacHocTtn ELLY Dallas Lock npucyTcTByOT 3apermctpupoBaHHble B [1b mogynu
C3U HCQ Dallas Lock Linux B coctaBe APM.

3Haukn 06bekToB, obo3Havarowmx mogynn C3U HCL Dallas Lock Linux, 3aBMCST OT COCTOSAHUS Moy s
W MOTYT NPUHMMATbL CrieayoLni BUA:

—  MOpAyrnb NOAKIOYEH;

. — CBA3b C MOAyJ1ieM OTCYTCTBYET.
HaCTDOVIKM Ha ypoBHE MoAaynA 0T06pa>+<a+0Tc;| Ha HECKOJ1bKMX OCHOBHbIX BKIlagkax.

10.5.1 CuHXxpoHu3auusa

[na npvBegeHnss B COOTBETCTBME 3HAYEHMAM napameTpoB, BbicTaBneHHbiM Ha ELLY Dallas Lock, Ha
mogyne C3U HC[ Dallas Lock Linux Heo6xoamMmo npoBeaeHne cuHxpoHm3aunm. CUHXpOHM3auns MoXeT
ObITb NPOBEAEHA NPU YCNOBMM Hanu4unsi ceTeBoro noakntodeHns mexay ELLY Dallas Lock n mogynewm:

e pU BKITKOYEHUN MOAYNS;
e nepuognyeckm (cM. «lapameTpbl paboTbl MOAYNEN»);
e 0 KOMaHfe nonb3oBaTens:

e 13 KoHconu ELLY;

e 13 rpacumyeckon obonoukn mogyna C3U HCH Dallas Lock Linux.

CuHXpOHM3aUumMAa No KomaHge u3 KoHconu ELLY

KomaHga CuHxpoHusnpoBatb B KoHconn ELLY ans moayns C3U HC[, Dallas Lock Linux goctynHa Ha
Bknagke CeoOka Ha ypoBHe Moaynsi B AepeBe [JomeHa 06e3onacHOCTM Ha MaHeNu WHCTPYMEHTOB
OnepamusHoe yrnipasneHue (puc. 307).

OMNEPATWUBHOE ¥TMPABAEHME

B aroumis
Mepezarpyzuie
Mepecumrars yeAoCTHOCTE
Cobpatb 3ypHaAbl

CHHXpOHW3MpOBATE

Puc. 307. KHonka « CUHXpPOHU3NpPOBaTb»

CuHxpoHu3aumsa no komaHae us rpadunyeckonm o6onoukn C3U HCA Dallas Lock Linux

[nsa npoBeaeHnst cMHXxpoHu3auun ¢ [lomeHom 6e3onacHocT ELLY no komaHae ua rpadudeckoi o6onodkm
moagyna C3U HCL Dallas Lock Linux Ha knueHTckom MK Heo6xoanmo BbINONHUTL CreaytoLme waru:

1. 3anyctutb rpagudeckyto obonouky C3U HCO Dallas Lock Linux n aBTopnsoBaTbCA.

2. Ha Bknagke lNMapamempsi 6e3onacHocmu BblbpaTb kaTteroputo JloMeH 6€30nacHOCTU, OTKPbITh 41
pegakTvpoBaHusi napameTp HacTtponka aomeHa 6e3onacHocCTM.

3. B okHe lomeH 6e3onacHOCTM HaxaTb kKHOMKy CuHxpoHusaumsa ¢ ELLY (puc. 308).



EAuHbIA LeHTp ynpasnexus Dallas Lock | Cepeep 6esonacHoctu Dallas Lock

APM: APM_DLL
A6 ELY: Lomen 6esonacHocTK
Knioy goctyna:

ucc-iké.dl.local:17900

CnUCoK CepBepoB:

Beectv B [IE | CuHxpoHu3aums ¢ ELLY |  OTnpaBuTb XypHanbl Ha ELLY | BeiBecTn us 16
Ok

Puc. 308. KHonka «CuHxpoHusauus ¢ ELLY»

10.5.2 CO6op xXypHanosB

Ons nonyyeHnsa B ELLY Dallas Lock 3anucen xypHanos, Begylmxca Ha mogyne C3U HC[ Dallas Lock
Linux, Heobxoaumo nposegeHne cbopa xypHanos. CHop xxypHanoB MoxeT OblTb NpoBeAEeH NPy YCNoBMU
Hanuuuns ceTeBoro nogknoyeHns mexagy ELLY v mogynem:

e  MpW BKITHOYEHUM MOAYIS;
e nepuognyeckm (cM. «apameTpbl paboTbl MOAYNEN»);
e [0 KOMaHAe nonb3oBaTens:

e 13 KoHconu ELY;

e u3 rpacuyeckon o6onoykn mogyna C3U HCO Dallas Lock Linux.

C6op XypHanoB no koMmaHae u3 koHconu ELLY

KomaHga Cobpatb kypHanbl B KoHconu ELY ana mogyns C3U HCL Dallas Lock Linux goctynHa Ha
Bkrnagke Ceodka Ha ypoBHe Mopayns B gepeBe [domeHa 6e30nacHOCTM Ha MaHenM WHCTPYMEHTOB
OnepamueHoe ynpaeneHue (puc. 309).

OMNEPATUBHOE ¥TMPABAEHME

Beiaroumin
Mepesarpysuib
MepecuMrarb LEAOCTHOCTE
Cobpatb 3ypHaAbl

CHHXpOHW3MpOBATE

Puc. 309. KHonka «CobGpaTthb XypHanbI»

OTnpaBka XXypHanoB No KOMaHAe u3 rpacnyeckon ob60novKM agMMHUCTpaTopa

Ons oTtnpaBku xypHanos B [domeH 6esonacHoctn ELY Dallas Lock no komange w3 rpadumyeckon

o6onoukn mogyns C3U HCO Dallas Lock Linux Ha knueHTckom MK Heob6xoaumo BbINOMHUTL criegytoLine

waru:

1. 3anyctutb rpadudeckyto obonouky C3U HCO Dallas Lock Linux n aBTopmnsoBaTbCA.

2. Ha Bknagke lNapamempsi 6e3onacHocmu BblbpaTb kaTteroputo JloMmeH 6€30nacHOCTU, OTKPbITh A1
pegakTvpoBaHusi napameTp HacTtponka aomeHa 6e3onacHocTu.



3. B okHe [lomeH 6e3onacHOCTM HaxaTtb kKHonky OTnpaBuTb XypHanbl Ha ELLY (puc. 310).

EauvHbliA UeHTp ynpasnexdun Dallas Lock = Cepeep 6e3sonacHoctv Dallas Lock

APM: APM_DLL
06 ELY: JAomeH 6e3onacHocTH
Kniou goctyna:

ucc-ike.dl.local:17900

Cnucok cepBepoB:

BeecTv B 16 | CMHXpOHW3auma ¢ ELLY | OTnpaBWTb XypHanbl Ha ELLY | BbiBecTy u3 [16

QK

Puc. 310. KHonka «OTnpaBuTb XypHanbl Ha ELIY»

10.5.3 CsBopaka moayna C3U HC[] Dallas Lock Linux

Bknagka Ceodka Ha ypoBHe moayns C3U HC[ Dallas Lock Linux otobpaxaeT obLiee cocTosiHMe Mmoaynsi
(puc. 311).

Ceogka
= JomeH Bi Ele W
B . ) WHdopmalmsa o6 obbenTe N -
. HEPACMPEAEAEHH... 2 AEACTBMSA
: v B APM_DLL Beoa s A6 2026-01-21 12:12:08 (GMT +03:00) =]
A HOBUTL
L@ Dallas Lock Linux 1k LR AERIET Rt 2026-01-21 12:12:13 (GMT +03:00)
P-agpec 10.10.112.43
Bepons OC ubuntu-20.04
2 Bepeus aapa 5.15.0-139-generic
o Koa Texuueckoii nogaepxen
KoMnoHeHTH! CKH FHCAf M3 COB f COP
-
il : SMUeHEHOHHI HoMep
& ‘@D Homep copu £.5.117
i} : e — Pesynerat nocaeaneit nposepkn KU Hapyiwennit Her
= E : TexnoAdepxKa MCTekaeT 2028-08-12 00:00:00 (GRT +03:00)
B YOANEHHBIE OBBEKTI Kommermapuii
&5
{8 MoqunHenneid qomen fomenHbie cnyxBol He BBEAEH B ADMEH
WHumngeHTHl 6e30nacHocTH 4
33 nepuoa; 21.01.2026 Skenopr
[ Taneko Henpousmanhee
Mo KoAUHECTEY 33 NEpUg
5
4 KoramenTapui
3 Yaaauts.
0/0 : OMEPATMBHOE YTIPABMEHWE
B BhiIKAUMTE
He npounTaHo/Beero
0 Mepesarpysmms

Mepecurart yenoctHoCTL
B KonuuecTen
Cobpats sy pHanb:

Chmxponnanposars

Puc. 311. Bknagka «CBogka»



[ocTynHbl criegyrowme pasgensl MHPOPMaLUMOHHOW NaHenu.

MUHdopmauusa o6 o6bekTe

B BepxHen yactu MHOPMAaLMOHHOW nNaHenn oTobpaxaeTcsa crneaywowas nHpopmaums o TekyLem
COCTOSIHUN MOAYNS:

MHdOopMaLKsa 0 gate u BpeMeHn BBoga moayns B [1b;
WHdOpMaLWs O AaTe U BpeMeHu nocnegHero NoAaKioYeHNss Moayns;
IP-agpec;

Bepcusi onepaumoHHON CUCTEMbI;

Bepcus S4pa;

KOZ TEXHNYECKOWN NoAaEPXKKN;

KOMMOHEHTBI;

HOMEp NMLEH3MK;

MHdOPMaLMs O Cpoke AENCTBUSI TEXHNYECKOW NOAOEPXKKM;
Homep cOopky;

pesynbTat nocnegHen nposepku KL;

KOMMEHTapui;

UHdopMaUns 0 JOMEHHOW cnyxb6e, B KOTOPY0 BBEAEH MOAYIb.

MHumnageHTbl 6e3onacHoOCTU

OToGpaxaeTcs CNUCOK MHUMAEHTOB GesonacHocTM MoAyns ¢ rpaduyeckoli naHenbto. [ocTynHa
unbTpaumss oToGpakaemblx COGbITUIA MO nepuogy W HacTpoika OToGpaXeHus auarpamm
(cM. «HacTpolika nHUMAEHTOB 6€30MacHOCTMY ).

[BOMHONM KNWK NO COObLITUIO OTKPOET 3anvCb B OTAENbHOM OKHE, B CMWCKe AaHHOoe cobbiTne byaet
nMoMeyeHo Kak npovmTaHHoe. None KomMmeHrmapuil AOCTYNHO ANs peaakTUpOoBaHuS.

,D,OCTyI'IHbI cneaywwme DEencTBus ¢ mMmoaynem Ha naHenn MHCTPYMEHTOB!

1. OBHOBUTB.
2. YpanuTb moaynb.
3. KommeHTapun.

,D,OCTyI'IHbI cneaywuime KomaHabl onepaTuBHONO yrnpaBsieHnd Ha naHenn MHCTPYMEHTOB!:

CVHXpOHN3MpOBaTb.
BbIkniounTb.
Mepesarpy3uTs.
lMepecuntaTb LENOCTHOCTD.
CobpaTb xypHarbl.

o=

10.5.4 lonb3oBaTtenu u rpynnsl moaynsa C3U HCA Dallas Lock Linux

Bknagka Monb3oeameriu Ha yposHe mogyns C3U HC[ Dallas Lock Linux cogepxut cnncok rnobanbHbIX
W AOMEHHbIX Mofb3oBaTenen n rpynmn, HacnegyemblX C yPOBHEW Bbile MO MepapxXum M CO3OaHHbIX Ha
YPOBHE JaHHOro MoAyns, a Takke MogyrbHbIX Nonb3oBaTenen.

YnpaeneHve nonb3oBaTensMu W rpynnamum Ha ypoBHe wmogynsa C3WM HCQO Dallas Lock Linux
NPOM3BOAMTCH aHamnorMyHo OMNWCAHHOMY YMPaBIEHWIO Mofb3oBaTensMyM W rpynnamu B pasgene
«[Nonb3oBaTeny W rpynnbl _moaynay». [ONs npuMeHeHUs W3MeHeHWh Ha Mogynsax Heobxoguma
CUMHXPOHM3aLWs.

10.5.5 MMonutuku mopayna C3U HCA Dallas Lock Linux

Ha yposHe moaynsa C3U HCQO Dallas Lock Linux B cnucke Ha Bknage [lonumuku OOCTYNHbI TOMbKO
nonutuku, aktyanesHble ansa C3U HCO Dallas Lock Linux (cm. «[MNonutukn AB»).

HacTtpovika nonutuk gns moayns npou3BOAWUTCA aHanormyHo HacTpovike nonuTuk ans rpynnel OB
(cm. «MNonutukm _ans  rpynnbl [B»). [ONs nNpMMeHeHWs napameTpoB Ha MoAynsx Heobxoguma
CUHXPOHM3aUUS.




10.5.6 MexceTteBom akpaH moaynsa C3U HC[ Dallas Lock Linux

Ha ypoeHe moagyna C3U HCL Dallas Lock Linux B cnucke Ha Bknage KomnoHeHTbl — MexceTteBon
3KpaH [JOCTynHbl TOMbKO HacTpomkn MO, aktyaneHble gns C3UM HCO Dallas Lock Linux
(cMm. «MexceTeBOW 3KpaHy»).

Hactpoiika MO gnst mogynsa npon3BoguTcs aHanormdHo HacTpovike MO ansa rpynnbl b (cm. «MexceTeBom
akpaH ansa rpynnbl [A6»). [Ans npyMeHeHnsi napaMeTpoB Ha MOAYMsIX HeoBXoanMa CUHXPOHU3aUUS.

10.5.7 CwucTtema KoHTponsa Hakonutenen moayna C3U HCL Dallas Lock Linux

Ha yposHe mogyns C3W HC[ Dallas Lock Linux B cnucke Ha Bknage KomnoHeHTbl — Cucrtema
KOHTPOSS HakonuTenen JOCTYNHbl Tonbko napameTpbl CKH, aktyanbHele ang C3U HCL Dallas Lock
Linux.

YnpaBneHue CUCTEMOW KOHTPONSA HaKONUTENen Ha ypoBHe rpynnbl B npov3BoguTCA aHanornyHo
ynpaBrneHnio CUCTEMOM KOHTponst HakonuTtenen ans b (cm. «Cuctema KOHTPONSA HakonuTenemy).

10.5.8 KoHTtponb pecypcoB moayna C3U HC Dallas Lock Linux

Ha ypoeHe moayna C3U HCL Dallas Lock Linux Ha Bknage KomnoHeHTbl — KoHTponb pecypcoB
AOCTYNHbI ToNbko akTyaneHble Ansa C3U HCLA Dallas Lock Linux HacTponkw.

YnpaBneHne KOHTPONMEM PEeCypcoB Ha YPOBHE MOAYMNS MPOU3BOAUTCH aHanOrM4yHO YMnpaBreHuio
KoHTponem pecypcoB ansa Ob (cm. «KoHTponb pecypcoBy). [Ing npumeHeHus napameTpoB Ha MOAYMSX
HeobxoaMMa CUHXPOHM3aLNS.

10.5.9 CwucTtema o6HapyxeHus BTopxxeHnn moayns C3U HC[ Dallas Lock Linux

Ha yposHe mogynss C3U HC[ Dallas Lock Linux Ha Bknage KomnoHeHTbl — Cuctema obHapyxeHus
BTOPXEHWUIN JOCTYNHbI ToMNbKo aktyanbHble ansd C3U Dallas Lock Linux HacTpowku.

YnpaBneHve cuctemon OOHapyXeHWs BTOPXKEHUA Ha YpoBHE MOAyNns MNPOU3BOAMTCHA aHanorm4Ho
ynpaerneHunto komnoHeHTom COB ansa rpynnbl B (cm. «Cuctema oGHapyXeHUs BTODXKEHWUA AN rpynnbl
OB»). Ana npyMeHeHns napamMeTpoB Ha MOAYNAX Heobxoauma CUHXPOHU3aLUus.

10.5.10 Be3onacHas cpega COB (neco4yHuua) mogyna C3U HCL Dallas Lock Linux

Ha yposHe moagyns C3U HC[L Dallas Lock Linux Ha Bknagke KomnoHeHTbl — Be3onacHas cpega COB
(neco4yHuua) JocTynHbl ToNbKo akTyansHble Ans C3U HC[ Dallas Lock Linux HacTpoviku.

YnpaBsneHne 6e3onacHon cpegon COB (necoyHuuen) Ha ypoBHE MOAynsi MPOM3BOAUTCH aHaNoOrmyHo
ynpasneHuto 6esonacHoi cpegont COB gnsa rpynnbl B (cm. «BesonacHas cpega COB (necoyHuua) ans
rpynnbl 6»). Ons npymeHeHrs napameTpoB Ha MOAYNAX HEO6XoauMa CUHXPOHM3aLUMS.

10.5.11 CpeactBo obHapyxeHus n pearmposanus moayna C3U HCA Dallas Lock
Linux

Ha ypoBHe mogyns C3U Dallas Lock Linux Ha Bknage KomnoHeHTbl — CpencTtBo oGHapyXeHus u
pearmpoBaHuUA JOCTYMHbI TONbKO akTyanbHble Ans C3U Dallas Lock Linux HacTponku.
YnpaBneHve cpeacTBOM 0BHapyXXeHWs U pearpoBaHUs Ha YPOBHE MOAYMSA MPOM3BOAUTCA aHaNormyHo
ynpaBneHunto komnoHeHtom COP ansa rpynnbl OB (cm. «CpenctBo obHapyXeHust U pearMpoBaHusa Ans
rpynnbl Ab»). ns npyuMeHeHns napameTpoB Ha MOAYNsAX Heobxoamma CUHXPOHU3auus.

10.5.12 3apanHusa moaynsa C3U HC[L Dallas Lock Linux

Ha yposHe moayna C3U HCA Dallas Lock Linux B cnvcke Ha Bknage 3adaHus AOCTYNHbI AN cO30aHUs
TONbKO 3agdaHus, aktyanbHble and C3U HCO Dallas Lock Linux (puc. 312):

N3MEHEeHNe NapamMeTpPoB NNLEH3UN (UBMEHSAET HOMEP NULIEH3MM U KO TEXHUYECKON NoaOEPXKKN);
apxvMBauus NoKarbHbIX XXypHanoB (MPOU3BOAUT apXMBaLUto, a 3aTEM OUYUCTKY BCEX XXYPHAIOB);
CKaHUpoBaHue cUCcTeMbl Ha MHAMKaTopbl komnpomeTtauum (1oC);

nonyyeHne KoHdurypaumu;



e MpUMeHeHWe KOoHUrypauuu;
e yaaneHue Moaynsi.

O MacTep cozgaHua sagaHus *

Brifepute TN Mogyna

BrifepuTe TMN 3353HKA

FzmeHeHKE NapamMeTpoB NHLEHIHK

ARXMBALMA NOKAAEHE KyYPHAAOE

CKaHMPOBAHWE CUCTEMEl HA MHAMKATOPEl KOMOpomMeTanry (IoC)
MonyHeHke KoHGUMYpaLmm

Mprmererme KoHpUMypaLmm

¥ARNEHME MOAyNA

Puc. 312. MacTtep co3paHus 3agaHus ans mogynsa C3U HCO Dallas Lock Linux

Pabota c 3agaHnamu ansa moayns C3U HCA Dallas Lock Linux nponsBoguTcs aHanorM4Ho HacTpownke
3agaHui gns Ob (cM. «5.12 3apganus [by).

10.5.13 XypHanbl moayna C3U HCL Dallas Lock Linux

Bknagka XXyprane! ana mogyns C3W HCL Dallas Lock Linux nossonsieT npocmartpuBaTh XXypHarbl
©esonacHocTn moayns (puc. 313).

HypHan

YnpaBAEnse COP BE30NacHaA CPEAD KypHan Kaspersky KypHan BkOACE =

e e ]| T LT |
i T Cot SaRmR TN T ]

CAcTew LI XypHan HypHan 0cyna Kk yTROACTIAM

Cobuua Bezonaciocm COB J{ HypHan cobeimi COP Ynpaenenwe COB

0~ Cobume Bpema Momaosarem O Pepmrar  Obwest  [peniep  Migopuaausmn

Pwuc. 313. Bknagka «XXypHanbi»

Ona mogyns C3U HC[ Dallas Lock Linux JoCTynHbI:

YnpaeneHne COP;

BesonacHas cpeaa;

KypHan Kaspersky;

>KypHan Bxoos;

>KypHan gocTyna Kk pecypcam;

XypHan ynpaBneHus nofnb3oBaTensmu;
XKypHan nevatu;

XKypHan ynpaBneHus nonutukammn 6e3onacHocTy;
CucTemHbIn XypHan;

>KypHan gocTyna K ycTponcTeam;
XKypHan cobbiTuii 6esonacHocTn M3;
XKypHan ynpaenexus M3;

CobbiTna 6esonacHoctn COB;

KypHan cobbituin COP;

YnpasneHne COB.

PaboTa ¢ xxypHanamu moayrnen onnucana B pasgerne «XXKypHanbl Mooyns».
[nsi nony4eHns 3anvcen XXypHanoB ¢ Mogyns TpebyeTcs BbINONHeHe cbopa XXypHanos.




11 MOAYIJIb C3U BU DALLAS LOCK

11.1 BBog moaynsa B [1b

Beectn mogyns C3U BU Dallas Lock B [JomeH 6e3onacHoCcTn MOXHO Yepe3 KoHconb LieHTpa ynpaeneHus
C3U1 BU Dallas Lock.

Mpn BBoge mogynss C3U BU Dallas Lock B 16 gomkeH 6biTb cobntoaeH psg, yCnoBui:
e BJIBC pomxeH 6biTb paboTatowmn cepeep ELLY;

e Mexay moayrnem u cepsepom ELY pomkeH 6biTb cBOGOAHBI OOMEH MakeTamu no
TCP/IP-nopty 17900.

Mocne BBoga moagyna C3U BU Dallas Lock noa ynpasneHvne ELLY Dallas Lock 3HaueHus
napameTpoB 6e30nacHOCTN Noanexat CMHXPOHU3aLmm co 3HaveHnamu nonutuk ELLY Dallas
Lock ons 6asoBon rpynnel HepacripedeneHHble 06beKkmel.

Insa Beoga moayns B [16 yepe3 KoHconb LleHTpa ynpaBneHms C3U BU Dallas Lock Heobxoanmo:

1. Y6eauTtbcs, uto cepeep ELLY poctyneH no cetwm.
. 3anycTtunTtb kOHCONb MOAYNSI.

2
3. OTKpbITb rMaBHOE MEHHO E — lMapameTpbl ELLY.
4

. MoctaButb dnar nod ynpasneHuem EL]Y (puc. 314), 4ToObl MoOne HacTPOEK CTano akTMBHO, 3aTeM
yKasaTb crneayowme AaHHbIE:

e  DNS-ums unu IP-agpec cepsepa ELLY;
e ums APM, B cocTaBe KOTOPOro HEO6X0ANMO BBECTM MOAYIb;
e kntod goctyna k Ab.

MapameTpbl ELY
nog ynpaeneHues ELLY
HNaHHbie ELLY

Cepeap ELUY (DNS-wmsa wnu ip-agpec)®

10.10.100.73

Wma APM*
APM_SZVI

Kmiou goctyna

©

Puc. 314. Beoa B ELlY

5. Haxatb kHonky OK, n 6yaeT uHuummpoBaHo co3gaHne APM n pernctpauusa Mogyns B ero cocTaBe.



Ecnu Bo Bpemsa npouecca Beoga moaoyna C3U BU Dallas Lock B [1b Bo3HukaeT owwmnbka,
cogepxawasn TekcT « Owubka peeucmpauyuu 8 EL]Y! (HekoppekmHbie napamempbl 8bi308a
yHKYUU.)», TO HEO6XOAMMO BbIMOMHUTE CrieayoLne 4eNCTBUS:

e B HacTtporkax ELLY Dallas Lock (cm. «O6Line napameTpbl paboTtbi») B napameTpe
Cnocob6 nopaknyYeHUsi K cepBepy YycTaHoBUTb 3HayeHne Oba crocoba
1 BbIbpaTb NpuopuTeT nogkntoyeHus no IP-agpecawm;

e nopgoxpaTb 30 cekyHA A58 MPUMEHEHMUS HOBbIX 3HAYEHWI;

e noBTOPUTH NonbITKy BBoAa moayns C3U BU Dallas Lock B [1b.

lMocne, npy HEO6XOANMOCTU, MOXKHO YCTAHOBUTL 3HAYEHUE MO YMOMYaHMWIO A4S napameTpa
Cnoco6 nogkntoyeHus K cepBepy (06a cnocoba c NpUopUTETOM NOAKIOYEHUS MO NOSTHBIM
OOMEHHbIM MEHaM), Ha ynpaBrieHMe Yyxxe 3apernctpmpoBaHHbiMn B 16 moaynsamu C3U BU
Dallas Lock 310 He noBnuser.

11.2 BbiBoa moayna w3 [1b

BeiBect mogyns C3U BU Dallas Lock n3 [lomeHa 6e30nacHOCTM MOXHO crnegytowumm cnocobamu:
e c nomouwpto KoHconu ELY (cm. «HacTpowka moaynsy);
e yepes KoHconb LleHTpa ynpaeneHus C3U BU Dallas Lock.

Ons BeiBoga moayns Yepes KoHconb LieHTpa ynpasnenns C3U BU Dallas Lock Heobxoagnmo:

1. 3anyctuTb KOHCOMb MOAy”Ns, noaknounTbes K LieHTpy ynpasnerHus C3U BU.

2. OTKpbITb rMaBHOE MEHIO — MapameTpbl ELLY.
3. Y6patb dnar nod ynpasneHuem EL]Y (puc. 314), ytobbl None HacTpOekK CTano HeaKTUBHO.
4. Haxatb kHonky OK.

B KoHconu ELY yaaneHHbi mogynb nepemectuTcs B 6a3oByto rpynny YoaneHHbie 06bekmesl aepesa [b.

Mpn oTcyTCTBUM ceTeBoro nogknioyeHns k Cnyxbe ELLY, mogynb MoXeT ObiTb BbiIBEAEH U3
HOomeHa 6e3onacHoctu EUY npuHyamtensHo. MNpu atom, B KoHconu ELY Takon moaynb
NPOAOIMKUT oTOBpaxaTbCs, HO ero ctatyc byget «HedocmymneH».

[MoaTomy, Kaxabln MoAdynb, BbiBeAEHHbIN U3 cocTtasa [1b BO Bpemsi oTCyTCTBUSA CBA3WN CO
Cnyx6on ELLY, Heo6xoanmo AONONHUTENBHO yaandTb BpyyHyto n3 KoHconm ELLY.

11.3 Hactpounka C3U BU Dallas Lock

B nepeee [lomeHa 6e3onacHoctu ELLY npucyTcTByOT 3apeructpupoBanHbie B 16 mogynvu C3U BU Dallas
Lock, koTopble oTobpaxatTcs B cocTaBe APM.

3Ha4ku 06bekToB, 0603Havatowmx mogynu C3U BU Dallas Lock, 3aBMCAT OT COCTOSHUA MOAYNS U MOTYT
NpyYHUMaTh CriegyroLmi BUa:

— MOAynb NOAKITHYEH;

. — CBfi3b C MOAyIiemM OTCyTCTBYeET.

HaCTPOIZKVI Ha ypoBHE MoAynA OTO6pa)KalOTCFI Ha HECKOJIbKMX OCHOBHbIX BKI1agKax.

11.3.1  CuHXxpoHu3auuna

[na npuBeneHnst B COOTBETCTBME 3HAYEHUAM napameTpoB, BbicTaBrneHHbiM Ha ELLY Dallas Lock, Ha
mogyne C3U BU Dallas Lock Heobxoammo npoBeaeHue cuHXpoHmnsaunn. CUHXpoHU3auus MoxeT ObiTb
nposegeHa nNpu ycroBuu Hanu4ns cetesoro nogkrtodeHus mexay ELY Dallas Lock 1 mogynem:
e MpW BKITHOYEHUM MOAYIS;
e nepuoanyecku (cM. «lapameTpbl paboTbl MOAYNEN»);
e 0 KOMaHAe nornb3oBaTens:
e 13 KoHconu ELY;
e 13 KoHconu Lientpa ynpaeneHns C3U BU Dallas Lock.




CuHxpoHusauumsa no komaHge us Konconu ELLY

KomaHga CuHxpoHusupoBaTtb B KoHconu ELLY ansa C3U BU Dallas Lock goctynHa Ha Bknagke Ceodka
Ha ypoBHe moayns C3U BWU Dallas Lock B gepese b Ha naHenu uHcTpymeHTtoB OnepamugsHoe
ynpassneHue (puc. 315).

OMEPATMBHOE YNMPABNEHWE

Cobpate mypHanbl
CvHxpoHWUIMpOBaTE

OTrpoiTe web-agmuancrpuposaine

Puc. 315. NaHenb nHcTpymeHTOoB «OnepaTuBHoOe ynpaBneHue»

CuHxpoHusauumsa no komaHge us Konconu LieHTpa ynpaBneHusa C3U BU Dallas Lock

[nsa nposegeHus cuHxpoHm3aumm ¢ [lomeHom 6esonacHoctn ELLY Dallas Lock no komange ns KoHconm
Llentpa ynpaeneHus C3U BU Dallas Lock Ha knneHTckom MK HeoBXxoanMo BbINOMHUTL CreaytoLne waru:

1. 3anycTuTb KOHCOMb MOAyIns, nogknounTbes K LieHTpy ynpasnernus C3U BU.
2. B kateropum CocrtosiHue Ha Bknagke OCHO8HOe HaxaTb KHOMKy [lencTBus.
3. B BbimagatoLieM cnucke HaxaTb KHOMKy CuHxpoHusupoBaTthb ¢ ELLY (puc. 316).

T O

[No6aeuts CB.

| (z CwuHxpoHusuposaTts ¢ ELLY li

Cunxponnsaywa LUY C3WBU ¢
cepsepom ELLY (nonyuesue
HacTpoex c ELLY)

Puc. 316. KHonka «CuHxpoHusupoBaTb ¢ ELIY»

11.3.2 CO6op XypHanoB

Ona nonyyenua B ELLY Dallas Lock 3anucen xypHanos, segylimxca Ha mogyne C3U BU Dallas Lock,
HeobxoamMMo nposegeHne cbopa xypHanoB. CHop XypHanoB MoxeT OblTb MPOBEAEH Mpu YCroBUM
HanuMyusa cetTeBoro nogknodeHna mexay ELY v mogynem:

e MpW BKITKYEHUN MOAYNS;

e nepuognyecku (cM. «lapameTpbl paboTbl MOAYNEN»);

e [0 KOMaHge nonb3oBatensa n3 Konconu ELY.

C6op xypHanoB no komaHge u3 Konconu ELLY

KomaHnpa Cobpartb XxypHanbl B KoHconv ELLY ons mogynen Dallas Lock C3U BU goctynHa Ha Bknagke
Ceso0ka Ha ypoBHe Mmoayns B gepese [b Ha naHenu nHctpymeHToB OnepamusHoe yripasneHue (puc. 315).



11.3.3 CBopaka moaynsa Dallas Lock C3U BU

Bknagka Ceodka Ha yposHe mogyns Dallas Lock C3U BWU otobpaxaet

obLllee cocTosHWe moayns

(pnc. 317).
CeojKa
WHdopmauua ob obberte ~ .
AENCTEMA
Boogo 6 2026-01-20 1158:52 O
(GMT+03:00)
Mocneanes NoAkAHHEHHE 2026-01-21 13:11:27
(GMT+03:00)
IP-agpec fe80:f53c:0b8:6bd6:dT21
AreHTe KM ]
ArenTe Ovirt ]
ArenTel VMware ]
AApec 6eB-aAMMHHCTRMPDBAHIA 10.10.10L.76
ck C3W BUA 1Ke Venonssyembie s KYM (npoLeccapi) [
M CETEBLIE YCTPOCTBA Wcnoneayemsie 8 Owirt (npoueccoper) 1]
B 1A NEHHHE OFBEKTH Wenoatsyemoie o wSphere (npousccopel) ]
Ko TexHUueCKol NOAAEps KM
B MogunHerHeii gomen Mauersi BU (cymmapHo wenonksyemsie/scera npoueccopos) 07500
THUEHSHOHHEIR HOoMep
Homep w sma choprn Bepeua 6.46.2137.0-release/
£.45_rc o7 23.12.2025
MopT peb-agmunmcTprposaris 4564
Pegauwa C34 BU PacLumperias
Texnoaaepscka ncTekaeT 2037-06-30 DU:00:00
(GMT+03:00)
KommenTapuii
Kommerapui
WHYHAEHTEI 6e30nacHOCTH ~ ¥ganure

3o neprog; 21012028 Swenapr OMEPATWEHOE YMPABIEHME
[ Toneko HenpousTanne e —
Mo konuuerTay 33 nepuoa,
5 CuHXpOHM3HpOBaTL

0/0

He npoustaHo/Beero

B KonwyecTeo

Puc. 317. Bknagka «CBogka»

JocTynHbl cnepgytowmne pasgensi MHOOPMaLMOHHOW NaHenu.

B BepxHel YyacTu MHGOPMaLMOHHON NaHenu oTobpaxaeTcs credylowas MHopMaUus o TeKyLLeM

COCTOAHUN MoaynA:

MHdopmaumsa o6 ob6bekTe

OTKpLITE web-a MMHUCTPHpOBatine

e MH(popmaums 0 aaTe U BpeMeHu BBoda moaynsa s [ib;
e VHOpMaUUA O AaTe U BpEMEHW NOCNEOHEro NOAKITHYEHNS;
e |P-agpec;
e konu4yectBo areHToB KVM;
e  KONMMYEeCTBO areHToB oVirt;
e konu4yecTtBo areHToB VMware;
e konu4yectBo areHToB PVE;
e agpec 1 nopT Be6-aAMNHUCTPUPOBAHWS;
e napameTpbl NMULEH3UU:
e 00Llee Konm4yecTso nuueH3um BU;
e  KONMMYecTBO UCMNONb3yeMblx npoLeccopos B KVM;
e  KONMMYECTBO MCMNOSb3yeMbIX npoueccos B oVirt;
e  KOMMYEeCcTBO MCMOMNb3yeMbIX NpoLLeccopoB B vSphere;
e  KONMMYecTBO Mcnonb3yemblx npoLeccopoB B PVE;
® KOO TEXHUYECKOWN NOoanepPXKU;
e HOMEp INULEH3UN;
e HOMep K gaTa cOopKu;
e MH(opmaLmsi O CPOKe OENCTBUS NNLEH3NU;
e pepakunsa C3U BHU;



e VHMOPMaLUS 0 CpoKe OEWCTBUSA TEXHUYECKOW NOAAEPXKKY;
e KOMMEHTapuii K MoayIo.

MHumaeHTLI 6esonacHocTH
OTtobpaxaeTcs CNMCOK MHUMAEHTOB Be3onacHOCTM Moaynsa € rpaduyeckon naHensto. [JoctynHa

unbTpaums oTobpakaemblx cOBbITUIA MO nepuogy W HacTporika oTobpakeHusi avarpamm
(cM. «HacTpolika uHUMAEHTOB 6€30MacHOCTMY).

[BOViHOM KNMK NO COObLITMIO OTKPOET 3anuCb B OTAEMNbHOM OKHEe, B CMUCKe AaHHOoe cobbiTve byaer
NnomMeYeHo Kak npounTaHHoe. None KoMmmeHmapul AOCTYNHO AN peAakTMpoBaHuUS.

[ocTynHbl cnegylowmne gencTensi C MoAyneM Ha NaHennm UHCTPYMEHTOB:

1. OOHOBUTB.

2. YpanuTb moaynb.

3. KommeHTapui.

JocTynHbl cnegyowmne KomaHdbl onepaTMBHOMO ynpassfieHUst Ha NaHenn MHCTPYMEHTOB:

1. Cobpatb xypHansl.
2. CvHXpoHu3MpoBaTb.
3. OTkpbITb Web-agMuHncTprpoBaHue.

11.3.4 Web-agmuHuctpupoBaHune

Onsa nepexona B Beb-nHTepderic Dallas Lock C3U BU, Heobxoammo BeibpaTb kKomaHay OTKpbITb web-
aAMUHUCTPUPOBaHME Ha NaHenn MHCTpyMeHToB OnepamusHoe yrpasneHue (puc. 318).

OMEPATMBHOE YMPABMEHWE

Cobparb xypHans

CHMHXPOHW3IMPOBATD
NN BN N BN BN BN BN BN BN BN BN BN B BN N B -

Puc. 318. KHonka «OTKpbITb Web-agMUHUCTpUpOBaHue»

OTrpbiTh web-agMMHUCTpUpOBaHKWE

Mpu HaxkaTum Ha kKHomky OTKPbITL web-aaMuUHUCTpUpoBaHue, B Gpay3epe OTKPOETCS OKHO BXoa B BeO-
KOHCOIb, rae HeobXxo4MMO BBECTM NOMMH 1 Naporb. 3aTeM HaxaTb kHornky Bxogp.

11.3.5 [Monb3oBaTtenu u rpynnsl moayns Dallas Lock C3U BU

Bknapgka [llonbsoseamenu Ha ypoBHe mogynsa Dallas Lock C3U BU copgepxut cnmcok rnobanbHbIX K
AOMEHHbIX Nofb3oBaTenen v rpynn, Hacrnegyembix C YpOBHEN Bbille MO Mepapxum n Co3aaHHbIX Ha ypoBHe
AaHHOro MOAYNSA, a Takke MOAYIbHbBIX NofNb3oBaTeNen.

YnpaBsneHue nonb3oBatensMmu u rpynnamu Ha yposHe moaynsi Dallas Lock C3U BWU npowussoautcs
aHarnorm4yHo onMcaHHoMy yrnpaereHuio Nonb3oBaTensiM1 1 rpynnamm B pasgene «llons3oBaTteny v rpynnbl
Moaynsay. Ans npuMeHeHNst U3BMEHEHUI Ha MoAYyNsAX HEO6X04MMa CUHXPOHM3aLKMS.




11.3.6 Monutnkn mopyns Dallas Lock C3U BU

Ha yposHe moagyns Dallas Lock C3U BU B cnucke Ha Bknage lMonumuku (puc. 319) [OCTYMNHbI TOMbKO
nonuTtukun, aktyansHble ans Dallas Lock C3U BU (cm. «[Monutukm OB»).

Moautnim

[ D e | ] T

P Hacaeayerca Moaraxa ~ 3Juauenve

AEACTBMA

SUNETPBI

ma noaumakn |

M CETEBbIE YCTPOI

I B fof< Q< < J<]

Puc. 319. MNonutukn moayns Dallas Lock C3U BU

HacTtpovika nonuTtuk Ons moayns npov3BOAMTCA aHanormMyHo HacTpouvike nonutuk anga rpynnsl OB
(cm. «MNonutukmn ana  rpynnel [AB»). [Ons npvMeHeHWs napameTpoB Ha MoAynsax Heobxoguma
CUHXPOHM3aLUUS.

11.3.7 MexceTteBou 3kpaH moaynsa C3U BU Dallas Lock

Ha ypoeHe moayns C3U BU Dallas Lock B cnucke Ha Bkrnage KoMnoHeHTbl — MexceTeBOW 3KpaH
[OCTYMHbI TONbKO HacTponkn M3, aktyaneHble anst C3U BU Dallas Lock (cM. «MexceTeBon 3KkpaH»).

Hactpovika M3 ans mogyns npom3BoaMTCsa aHanorm4Ho Hactporike M3 ans rpynnel B (cm. «MexceTteBon
akpaH anga rpynnbl [b»). [Ans npyMmeHeHns napameTpoB Ha MOAYMsX HeobxoarMa CUHXPOHMU3aLUS.

11.3.8 3apaHusa moayns Dallas Lock C3U BU

Ha yposHe moaynsa Dallas Lock C3U BU B cnucke Ha Bknage 3adaHusi AOCTYNHbI 41151 CO34aHMs TOMbKO
3afaHus, aktyanbHble ans Dallas Lock C3U BU'8 (puc. 320):

nony4YyeHne KoHUrypaumuy;

NpYMeHeHne KoHdurypauuu;

npoBepka OOHOBMNEHUN;

nony4eHvne otyeta o napameTpax 6esonacHoctn C3U BY;
oTnpaeka anna nmueH3uu.

U MacTep cosgaHma sagaHna X

BriBepuTe TMN Mogyna

Dallas Loc

BeiGepmTe TMN 3343HMA

OAYHEHME KO MY paLK

Mpoeepka oBHOBNEHKI
MomydeHe oTYeTa 0 NapaMeTpax BesonacHooT C3M B

MprmMeHeHKE EOHGMMYPaLKK

orwers

Puc. 320. MacTep co3gaHus 3agaHusa gnsa moayns Dallas Lock C3U BU

Pabota ¢ 3agaHuamun gnst mogynsi Dallas Lock C3U BU npovsBoguTca aHanormyHo HacTponKe 3agaHum
ana OB (cm. «5.12 3aganuna OB6y).

18 Cnucok 3agaHunii MOXeT MEHATLCS B 3aBUCMMOCTM OT BEPCUM KIUEHTa.



11.3.9 XKypHanbl moayns Dallas Lock C3U BU

Bknagka XXypranesi ana mogyns Dallas Lock C3U BU no3sonsieT npocmatpmBaTh XypHanbl 6e3onacHoctum
moayns (puc. 321).

Q v e WypHansi

¥ =) [lomeH BezonacHoaTh 6 — —
KypHan caykel L ) SKypHan yEeaomneHmi KM ][ kypran yeeaomnennii ovirt ] &

PEAESEHHBIE OBBE.., ©UALTPLI
DLL 2

N¢ = fara  Mmakomnbtorepa  CoSbrmve  flonommurenno  MMonbsoparens  Pesybrar
KaniuecTso 35npaLIMBaEmMbE sanceli

Lock Linux 1IKS 2 100 z)
[ tunerp no spemern
PL01.2025 123035

1012026 1230:35
6 Arenr ELY

@ AP
Dunetp no napameTpam

VM komnbtorepa |

08 o g

M CETEBHE YCTPOACTBA "
fenonHuTensHo

B YOANEHHLIE OBBEKTDI il "
oneoBaTens

[ ]

B MoaunHeHHEIH A0HEH Pesynurar Bee

Cobermie

Bribpats Bre OuneTiTn

AKTHBALWA AEMO-BEpCHI
Srusauna npseuna M3
Axtusaups daiina-knioua

BpaEaLig xypHanos

[ Mpocmarpusame apsie

AEACTEMA

IKENOPTMPOBATE SIypHAA

OBHOBUTL SrypHan

OrMEPATWUEHOE ¥MPABAEHWE

CoBpart sypHanbi

Puc. 321. Bknagka «XXypHanbi»

Onsa moayns Dallas Lock C3U BU goctynHbl':
o KypHan cnyx6bl LIY C3U1 BU;
o XKypHan ysegomneHui KVM;
o XypHan yBegomneHun oVirt.
Pabota c xypHanamm mogynen onucaHa B pasgene «KypHanbl Mooynsay.
[na nony4eHus 3anvcen XypHanoB ¢ Modyns TpebyeTcs BbiMoNHeHne coopa XypHaros.

19 Cnucok >xxypHanoB MOXeT MEHATLCS B 3aBUCMMOCTM OT BEPCUU KIMEHTa.



12 MOAYIJIb CA3 DALLAS LOCK

12.1 Beog moaynsa B [1b

Beectn moagynb CA3 Dallas Lock B [lomeH 6e30nacHOCTU MOXHO Yepe3 0005104Ky agMmumHucTpaTopa CA3
Dallas Lock.

Mpun BBoge mogyns CO3 Dallas Lock B [1b fomkeH 6biTb cobntogeH psia yCrnoBuii:
e B JIBC pgomkeH 6biTb paboTtatowmin cepeep ELLY;

e Mexay moayrnem u cepsepom ELY pomkeH 6biTb cBOGOAHBI OOMEH MmakeTamu no
TCP/IP-nopty 17900.

Mocne Beoga moaynsa CA3 Dallas Lock nop ynpasnenne ELY Dallas Lock 3HaueHus
NnonnTMK 6e3onacHOCTU moanexat CUHXPOHM3aumMM co 3HadeHusimu nonuTtuk ELLY Dallas
Lock ansa 6a3oBon rpynnbl HepacnpedeseHHbie 06beKkmbI.

Ins Beoga moayns B 1B yepe3 0605m04Ky aaMuMHUCTpaTopa Heo6XxoamMo:

1. Y6eguTtbces, uto cepep ELLY gocTtyneH no cetw.

2. 3anyctute TC c ycraHoBneHHon nnaton CO3 Dallas Lock, BBeCTM aBTOpPU3ALUOHHbIE AaHHbIE U
BblGpaTh cueHapun ceccun AOMUHUCMpPUpPO8aHUe.

3. HoxpaTtbces 3anycka obonovkn agMmmHuctpaTopa moayns CO3 Dallas Lock.

4. TlepenTn Ha Bknagky lNapamempsi — kaTeropus MNapameTpbl ceTn (puc. 322).

Cepenc ,  MoNbIOBATEMN KosTponMpyeMble o eH TR NomuTHEs GE3oNacHocTH HypHan NapamMetpa

a i L
fMpata KT NapameTpw 3arpyane | MapadeTpe caTi

KaTerapia

Cate

Puc. 322. Bknagka «Mapametpbi cetu» moaynsa CA3 Dallas Lock

5. MNocTtaBuTb hnar B none Cemsb, Nocne Yero CTaHyT OOCTYMHbI ANS pefakTUpOoBaHUSA Apyrue nons
CTpaHuUUpbI.

6. 3anonHMTL BpPYYHYD HEOOXOAMMble CeTeBble napameTpbl UMM Xe nocTaBuTb dar B none
3anpawusamb IP-adpec OuHamu4yecku [ONsi aBTOMATMYECKOrO Ha3HA4YeHUsl CeTeBbIX NapaMeTpoB
DHCP-cepsepom (puc. 323). Haxatb kHornky MpumeHuTb.



Cepeuc . MMonb3oBaTend | HKoHTponvpyeMbie ofkexTel | MomwTerd BesonacwocTd | MypHan | Napametpa

) SR _'w
Mrata KT MNapametpw 3arpy3ne | MapadeTpel CeTH

KaTeropua

v Cate
HononeiyeMwil iuTepgenc:  E0.D55E:82:24:85 -
¥ JANPAWMBATh P ANPEC AMHIMHYSCKH
IPvd agpec:
1PV MBCKE MOOCETH:
IPwd winioa:
DNS
¥ JaANpawHBaTe anpeca DNS CEpREpoOR AMHAMUYECKM

Cepaepw DNS: -

192.168.13.162
192.168.0.172
192.168.0.50
192.168.0.51

NpHMEHATE

Puc. 323. 3anonHeHHble ceTeBble NapamMeTpbl

3anonHuTb napameTpsbl BBoAda B [1b Ha naHenu LleHTpanu3oBaHHoe ynpaBneHue (puc. 324):
e ykasatb umsa APM, B cocTaBe KOTOPOro Heo6xoAMMO BBECTN MOAYIb;

e yKasaTb ceTeBow agpec cepsepa ELLY;

e BBeCTM kntoM goctyna k Ab.

Ueutpa, y

P

EAnHbIA LleHTp YnpasneHus

Uma knueHTa/APM: sdz_ub
Wma cepsepa: ucc_server.dl.local
Kniow poctyna: ecccccoe

BeecTtun B 16
Puc. 324. LleHTpanu3soBaHHoOe ynpaBrneHue
lMocne 3anonHeHus nonen HaxaTb kHonky Beectu B AB.

Ecnn npouecc BBoga mogyns B b npowen ycnewHo, TO 4Yepe3 HeKoTopoe BpeMs MNOSsIBUTCHA
cooTBeTCTBYlOLEE coobLleHme (puc. 325).

ycnewdo

KnueHT ycnewHo seeaéH 8 16, Npu HaxaTum KHonku OK
6yner ocyulecTeneHa nepesarpyska

Lok |

Puc. 325. Coo6GLueHue o6 ycnewHom BBoae moayns B 1b



B KoHconu ELLY B rpynne aepesa b HepacnpedeneHHbie 06bekmbi NosiBUTCA HOBbIM APM ¢ ykazaHHbIM
MMeHeM, B KOTOpoM 3apernctpmposaH mogyns CO3 Dallas Lock.

12.2 BbiBoa moayna ns [1b

BoiBectn Mogynb CA3 Dallas Lock 13 [lomeHa 6e30nacHOCTM MOXHO CreayroLmmMmn cnocobamu:
e c nomowpto KoHconu ELYY (cM. «HacTpoika moaynsy);
e 4epes ob6onouky agmuHuctpatopa CA3 Dallas Lock.

[nsa BbiBOga Moaynsi Yepes 00004Ky agMUHUCTPUPOBaHUS HEOOX0aUMO:

1. Banyctutb TC c¢ ycraHoBneHHon nnator CAO3 Dallas Lock, BBeCTM aBTOpM3aUMOHHbIE OaAHHbIE U
BbIOpaThb cueHapuii ceccum AOMUHUCMpPUpPO8aHUe.

2. [oxpaTtbcsa 3anycka obonovkn agmmHuctpaTtopa mogynst CO3 Dallas Lock.

3. lMepentn Ha BkNagky MNapamempsi — kateropus MapameTpbl ceTu.

4. Ha naHenu LleHTpanu3oBaHHOe ynpaBreHue HaxaTb kHoMky BeiBecTu ns A1b (puc. 326).

LleHTpanuiosaHHoe ynpasneHue

Wms knueHTa/APM:

Wma pomeHa:
Crnucok cepeepos:
Buigectu n3 b

Puc. 326. BbiBog moayns C13 nocpeacTBOM 060M04YKM agMUHUCTpaTopa

5. Ecnu npouecc BbiBoga mogyns v3 b npowen ycnewHo, TO 4epe3 HEKOTOpoe BpeMs MOSBUTCA
cooTBeTCTBYlOLEe coobLieHme (puc. 327).

Ycnewdo

KnneHnT ycnewHo seiseaed n3 6. MNpu Haxxatum kHonkn OK
byner ocyulecTeneHa nepesarpyska

Ok

Puc. 327. CoobLueHmne 06 ycnelwHom BbiBoae moayns us [

B KoHconu ELY yoaneHHbIn Mogynb nepeMectutcs B 6a3oByto rpynny YoasieHHble 06beKMbI NpU YCIOBUM
Hannuna ceasn ¢ ELLY Dallas Lock.

Mpn oTcyTCcTBMM ceTeBoro noakmtoyeHnsa k Cnyxbe ELY, Mmogynb MOXeT ObiTb BbiBEAEH
n3 [lomeHa 6e3onacHoct ELLY npuHyautensHo. Mpu atoMm, B KoHconu ELY Takon mogynb
NpOJOIPKUT OTODpaxaTbesi, HO ero ctatyc byaet «HedocmyneH».

MoaTomy, Kaxablh MoOynb, BbiBeOEHHbIM M3 cocTaBa [0b BO Bpemsi OTCYTCTBUSA CBS3U
co Cnyx6own ELLY, Heobxoanmo fONofnHUTENBHO yaansaTb Bpy4YHyto n3 KoHconum ELLY.



12.3 Hactpounka moayna C[3 Dallas Lock

B nepeBe [domeHa 6e3onacHocTtn ELLY Dallas Lock npucyTcTByOT 3apermctpupoBaHHble B [1b mogynum
CO3 Dallas Lock B coctase APM.

3Ha4vkn obbekToB, 0603Havawwmux mogynm CA3, 3aBUCAT OT COCTOSHWS MOAYMS U MOTyT MPUHUMATb
cnegyloLwunn BuAa:

@ —  MOAy’fb NOAKIOYEH, BbINOJTHEH BXO4 B 000M04Ky agMuHucTpaTopa Ha APM;
__ Mopynb Haxoautcs Ha cssisu ¢ ELLY Dallas Lock nocpeacteom ycTaHOBMEHHOMO
Ha APM ArenTa LLOC20;

— mMoaynb HaxoguTcsa B pexume paboTel LUOC n B LLUOC He ycTaHOBMNEH AreHT;

. —  CB$I3b C MOAYNEM OTCYTCTBYET;
—  HeT coeanHeHus mexay AreHtom LLOC n ELLY Dallas Lock.

HacTpoWiku Ha ypoBHe Moaynsi oTobpaxatoTcs Ha HECKOMbKMX OCHOBHbIX BKIadKax.

B ELLY Bce napameTtpbl, nonutnkn 1 3agaHusa CO3 Dallas Lock gocTtynHbl Ans npocmotpa,
peaakTMpOBaHUA M HasHaYeHWs BHE 3aBMCUMOCTM OT BapuaHTta ucrnonHeHus CO3 Dallas
Lock, ogHako ux akTyarnbHOCTb M BO3MOXHOCTb MPUMEHEHUS Ha KOHKPETHOM Mopyre
3aBucAT ot BapmaHTta ucnonHeHna CA3 Dallas Lock. bonee nogpobHo 06 orpaHn4eHusIx
NMPUMEHEHMS HAaCTPOEK OMMCAHO B COOTBETCTBYIOLLMX MyHKTaX JAHHOro nogpasaena.

12.3.1 CuHXpOHU3auuA

[ns npvBedeHns B COOTBETCTBUE 3HAYEHWSIM napameTpoB, BbicTaBrneHHblM Ha ELLY Dallas Lock, Ha
moayne CQA3 Dallas Lock HeoGxoanmo npoBedeHWe CUHXpoHM3auuK. CUMHXpOHM3aUust MOXeT ObiTb
npoBegeHa nNpu ycrnoBun Hanuuma ceTeBoro nogkntodeHus mexay ELY Dallas Lock n mogynem npwu
BKITHOYEHUN MOAYNS.

12.3.2 COop XypHanoB

Ona nonydyeHns B ELLY Dallas Lock 3anucein xypHanos, Beagywmxca Ha moayne CA3 Dallas Lock,
HeobxoguMMo npoBefeHne cbopa xypHanoB. COop XypHanoB MOXeT OblTb MpoOBeAeH Mpu YCNoBMU
Hannuusi ceTeBoro nogknoyeHns mexay ELY n mogynem npu BkroYeHUn Moayns.

20 Ons mogynen CA3 Dallas Lock UK4.



12.3.3 CBopaka moaynsa C[13 Dallas Lock

Bknagka Ceodka Ha yposHe moaynsa CO3 Dallas Lock oto6paxaeT obLiee coctosiHue moayns (puc. 328).
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Puc. 328. Bknagka «CBoagka»

HocTtynHbl cneayowme pasaensl MHOQOPMaLMOHHOW NaHernu:
MUHdopmauusa o6 ob6bekTe

B BepxHen 4yactu MHdOpPMaLMOHHON NaHenu oTobpaxaeTcs cregylowas MHpopMauus o TekyLem
COCTOSHUKN MOAYNS:

e MH(opmaums 0 aaTe u BpemeHu Beoga moayns s [1b;
WHopMauns o0 gate U BPEMEHM NocreaHero NoaxkNioYeHns;
MAC-agpec;

COCTOsIHME aT4YMKOB BCKPbITUS Kopryca?';
AOCTYMHOCTb YAANEeHHOro NOAKIIOYEHNS;

Kop, koHdurypauum?';

WCMNOSIHEeHNe nevYaTtHon nnaTbl;

pesynbTat nocneaHen nposepku KLL;

HoMmep cOOopKY;

COCTOSIHME YacoB NnaThbl;

CTerneHb 3anoSfIHEHHOCTU XXyPHAaroB.;

KOMMEHTapuii K MOAYIHo.

MHumnageHTbl 6e3onacHoOCTU

OTtobpaxaeTcs CNMCOK MHUMAEHTOB Be3onacHOCTM Moaynsa ¢ rpadmyeckon naHensto. [octynHa
dvnbTpaumsa oTobpaxaembix COObITUIM NO NEepuoQy W HacTpovka OToBpaxeHus Auarpamm
(cm. «HacTporika MHUMOEHTOB 6€30NacHOCTUY).

[1BOVIHOM KKK NO COOBLITMIO OTKPOET 3anucb B OTAENbHOM OKHE, B CMMCKe AaHHoe cobbiTne byger
NMoOMeYeHo Kak npovmTaHHoe. None KommeHrmapul JOCTYNHO NS peaakTMpoBaHuUS.

,D,OCTyﬂHbI cneaywwme DencTBus ¢ mMoaynem Ha naHesrm MHCTPYMEHTOB!

1. OBHOBUTB.
2. YpanuTb Mmoaynb.
3. KommeHTapui.

21 NHdpbopmaums o koge KoHdUrypaumm u o gaTymke BCKPbITUSI KOPNyca akTyanbHa TOMbKO ANt BAPUAHTOB UCMOSHEHUS
CQA3 Dallas Lock MN®HA.26.20.40.140.001-01, MNMPHA.26.20.40.140.001-02 n NPHA.26.20.40.140.001-03 (nnatel CA3 Dallas Lock
dopmaTta PCle «KT-500», miniPCle-HS «KT-521» n M.2 «KT-550»).



JocTynHbl criegytowme KoMaHabl OnepaTUBHONO yrpaBieHns Ha NaHenm NHCTPYMEHTOB:

BbiknounTtb.

Mepesarpy3uTsb.

PasbnoknpoBatb nonb3oBaTenen.
YaaneHHoe BKOYEHNME.

Mepecuntatb LENOCTHOCTD.
OTnpaBunTb AaHHbIE ANs1 aBTOPU3aLMN.
YpaaneHHoe ynpaereHue.

NoakrwN=

12.3.4 MNonb3oBatenu moayna CA3 Dallas Lock

Bknagka [lonb3osamenu Ha ypoBHe moaynsi CO3 Dallas Lock cogepXuT cnvcok rnobanbHbiX U
OOMEHHbIX NoNb30oBaTeNewn 1 rpynm, HacneagyeMbiX C YPOBHEWN Bbille N0 Mepapxmm U CO3aaHHbIX Ha YpOBHE
OAHHOro MOAynNs, a Takke MOAYINbHbIX Nonb3oBaTenen.

YnpaeneHve nonb3oBatenamMm u rpynnamm Ha yposHe wmogyns C[O3 Dallas Lock npoussoagutca
aHarnorm4yHo onMcaHHOMY yrnpaBneHuto Nonb3oBaTensaMmn 1 rpynnamm B pasgene «llonb3oBaTenu v rpynnbl
Moaynsay. [Ana npuMeHeHns nsMeHeHnin Ha Moaynax HeobxoomMma nepesarpyska.

M3meHeHne ans yyeTtHom 3anucu CO3 Dallas Lock aTpnbyTa, siBngtouerocs ans 4aHHoOro
BapuaHTa ncnonHeHnss CO3 Dallas Lock HeakTyanbHbIM, HMKaK HE OTPasuUTCs Ha mMoayre
CO3 Dallas Lock.

MoppobHee o0 NpUMEHUMOCTM aTpubyTOB ONS YYETHbIX 3anvMcen pasnuyHbIX BapuaHTOB
ncnonHeHna CA3 Dallas Lock cm. «[TapameTpbl Nonb3oBaTENEn».

12.3.5 MNonutnkm mopyna CA3 Dallas Lock

Ha ypoeHe mogynss CO3 Dallas Lock B cnucke Ha Bknage [lonumuku OOCTYMHbI TOMbKO MOSIUTUKN,
aktyanbHble ans CO3 Dallas Lock (cm. «MNonutmku OB»), BHE 3aBUCUMOCTM OT BapuaHTa UCMOMHEHUS
CA3 Dallas Lock.

Ecnu nonutrku SBNS0TCA HeakTyanbHbIMKU Ans BapuaHTa ucnonHeHns CA3 Dallas Lock,
ONs1 KOTOPOro BbIMNOMHAETCS HACTPOWNKa, MSMEHEHWE NapamMeTpoB AaHHbLIX NOMUTUK HUKaK He
oTpasutcsa Ha mogyne CO3 Dallas Lock.

MHdopmaums 06 orpaHMyYeHnsx B NPUMEHUMOCTM MOMUTMK AN KOHKPETHbIX BapuMaHTOB
ucnonHeHns CA3 Dallas Lock npuBegeHa B COOTBETCTBYWOLIMX MyHKTax nogpasgena

«Nonutukm OB6».

Hactpoiika nonutvk Ans Moayns npousBOAMTCA aHanorm4yHo HacTpPoWke nonuTuk ana rpynnsl OB
(cm. «MNonutukm ang rpynnel AB»). [nd npuMeHeHnsa napameTpoB Ha Moy nsax Heobxodnma nepesarpy3ska.

12.3.6 3apanuna moaynsa CA3 Dallas Lock

Ha ypoBHe mogyns CO3 Dallas Lock B cnucke Ha Bknage 3adaHusi OOCTYMHbI ANA CO30aHWUS TOMbKO
3apaHug, aktyanbHble ana CA3 Dallas Lock (puc. 329):

cbpocuTb OBK?2;

nosny4YeHne oTyeTa no KoHUrypauuu;

04MCTKA XypHana;

nony4yeHne ot4yeta 06 annapaTtHoM obecneyeHny;
TectupoBaHue dyHkuun CA3;

NpUMeHeHne KoHdUrypauuu;

nony4YyeHne KoHpUrypawumu.

22 3apaHue «Cbpocutb ABK» MoxHO co3aatb Ans Bcex ucnonHeHuii CA3 Dallas Lock, Ho gaHHoe 3agaHue oTpaboTaet
Tonbko Ansa nnat gopmata PCle «KT-500» (bonee nogpobHo 06 orpaHMyYeHUsix peanv3aumn pasnuyHbIX BapyaHTOB MUCMONHEHUS
C[O3 Dallas Lock onucaHo B PykoBoacTee no akcnnyatauun CO3 Dallas Lock).



D MacTep cosaaHua 3353HUA x

BriGepute TN Mogyna

CA3 Dallas Lock MES -

BeiBepuTe TN 3383HMA

Cépocwuts JBK

OT4ET no KoHburypauun
OuncTra ®ypHana
OTuér ob annapatHom oBecneyeHun
TecTupoeaduwe dyHkumi CA3
T TMpumeHeHne KoHbUMypaun I

Monydenne koHgurypagum

Puc. 329. Mactep co3paHus 3agaHusa ans moaynsa CA3

Pabota c 3agaHnsamun ansa mogyns CO3 Dallas Lock npon3soanTcs aHanormMyHo HacTporke 3agaHui ans
OB (cm. «3agaHna moaynsay).

12.3.7 XypHanbl moayna CA3 Dallas Lock

Bknagka XKyprans! pna mogyna CA3 Dallas Lock no3sonseTr npocmaTpmBaTh XypHanbl 6e3onacHocTum
moayns (puc. 330).
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Puc. 330. Bknagka «XXypHanbi»

Ona mogyna CA3 Dallas Lock goctynHebl:
o KypHan knueHta C3.
PaboTa ¢ xxypHanamu moayrnen onnucaHa B pasgerne «XKypHanbl Mooynsy.
[nsa nonydeHus 3anucen xxypHana ¢ moayns Tpebyetcs nepesarpyska mogyns CA3 Dallas Lock.




13 MOAYIJIb CA3 Yb DALLAS LOCK

13.1 BBog moaynsa B [1b

Beectn mogynb CA3 YBb Dallas Lock B [lomeH ©6e30nacHOCTM MOXHO 4Yepe3 0005104Ky agMUHUCTpaTopa
CO3 Yb Dallas Lock.

Mpn BBoge mooynst CO3 YbB Dallas Lock B 16 gomkeH 6biTb cobntoaeH psg, yCnoBui:
e B JIBC pgomkeH 6biTb paboTtatowmin cepeep ELLY;

e Mexay moaynem u cepBepom ELLY pomkeH ObiTb cBOOOAHLIN OOMEH nakeTamwu
no npotokony TCP/IP, nopt 17900.

Mocne BBoga moayna CA3 Yb Dallas Lock non ynpasneHve ELLY Dallas Lock 3HaueHus
NnonnTMK 6e3onacHOCTU moanexat CUHXPOHM3aumMM co 3HadeHusimu nonuTtuk ELLY Dallas
Lock ansa 6a3oBon rpynnbl HepacnpedeseHHbie 06beKkmbI.

Ins Beoga moayns B 1B yepes o6onoyky agMuHUCTpaTopa HeobXxoanmo:

1.
2.

3.

Y6eauntbes, uto cepeep ELLY goctyneH no cetwm.

3anyctute TC ¢ mogynem CO3 YB Dallas Lock, BBecTM aBTOpM3auMOHHbIE AaHHble U BblIGpaTh
cueHapui ceccun AOMUHUCMpPUPOBaHUE.

HoxpaTbes 3anycka obonoyvkn agMuHucTpaTtopa moayns CA3 Yb Dallas Lock.

Mepewitn Ha BkNagky [Mapamempbi — kateropus MapameTpbl cetu (puc. 331).

Cepewc . MNonb3osaTenn  KOHTPonupyeMbie 06bekThi | MonuTukk 6esonacHocTn | XKypHan | MapameTpel

@)
NapameTpi 3arpysku NapameTpbi ceTu
KaTeropus
v CeTs
Ncnonb3yemuiin uHTepdeic: E0:DS:SE:70:€ ~
Vv 3anpawmeats IP agpec AMHaMu4ecku
IPva anpec:
IPv4 macka noaceTtw
IPv4 wnwos:
DNS
Vv 3anpawwsaTte aagpeca DNS cepBepos AvHaMnyeckn

Cepsepsl DNS:

NpumennTs

LenTpanuiosanHoe ynpasnenue

EAvHbIR LIeHTp YnpasneHus

WUmn knueHTa/APM: sdz_ub
Wms cepsepa: ucc_server.dl.local
Kniow poctyna: ecccccoe

BeecTu 8 A6
R

Puc. 331. Bknagka «Mapametpbl cetu» moaynsa CA3 YbB Dallas Lock

AKTI/IBI/IpOBaTb yekbokc B none Cems, Nocne 4ero CTaHyT OOCTYMNHbI ANA peaakTUupoBaHUA gpyrue nond
CTpaHuubl.

. 3anonHuTb BpyYHYlO HeobXxoauMMble CeTeBble NapaMeTpbl WKW Xe NocTaBuUTb dnar B none

3anpawusamp IP-adpec OuHamu4ecKku [N aBTOMaTU4eCKOro Has3HayeHus ceTeBblX MapameTpoB
DHCP-cepsepom. Haxatb kHomMKy MpuMeHnTb.

3anonHuTb NapameTpbl BBoga B [1b Ha naHenu LleHmparnu3oeaHHoe yrpassieHue:

e ykasaTb ums knueHta/APM, B cocTaBe KOTOPOro HEOOXOANUMO BBECTM MOAYIb;

e yKasaTb ceTeBoOW agpec unu nms cepsepa ELY;

e BBeCTM kntoM goctyna k Ab.

Mocne 3anonHeHusa nonemn HaxaTb kHonky Bectun B 6.

Ecnn npouecc BBoga moayns B b npowen ycnewHo, TO 4Yepe3 HeKoTopoe BpeMs MOSBUTCH
cooTBeTCTBYIOLWEe coobuieHme (puc. 332).



ycnewdo

KnueHT ycnewHo seeén 8 [16. NMpu HaxaTum kHonku OK
6yneT ocywecTeneHa nepesarpyska

Lok |

Puc. 332. Coo6GuieHue o6 ycnewHom BBoge moayns B 1b

B KoHconu ELLY B rpynne aepesa b HepacnpedeneHHbie 06bekmbi NosiBUTCSA HOBbIN APM ¢ ykazaHHbIM
uMeHeM, B KoTopom 3apernctpumpoBaH moaynb CO3 YB Dallas Lock. Ecnu Obin ykasaH yxe
cywectsytowmi B 16 ELLY APM, To moaynb CA3 nobaBuTcs B Hero.

13.2 BbiBoa moaynsa ns [1b

BbiBect moagynb CA3 YB Dallas Lock 13 JomeHa 6e30nacHOCTM MOXHO crniegytowmumm cnocobamm:
e c nomoubto Konconu ELLY (cm. «HacTporika moaynsay);
e 4epes obonouky agmuHuctpatopa CA3 Yb Dallas Lock.
[nsa BbiBOga Moaynsi Yepes 000M04Ky agMUHUCTPUPOBaHUS HEOOX0AUMO:
1. 3anyctute TC ¢ moaynem CO3 YB Dallas Lock, BBecTu aBTOpM3aLMOHHblE AaHHble M BblOpaTb
cueHapuii ceccumn AOMUHUCMPUPOBaHUE.
HoxpaTbes 3anycka obonoyvkn agMuHucTpaTtopa moayns CA3 Yb Dallas Lock.
Mepentn Ha BkNagky MNapamempsbi — kaTteropus NMapameTpbl ceTu.
Ha naHenu LleHTpanu3oBaHHOe ynpaBrieHue HaxaTtb kHonky BeiBecTtn ns Ab.

Ecnn npouecc BbiBoga mogyns u3 OB npowen ycnewHo, TO Yepe3 HeKoTopoe BpeMs MOosiBUTCH
cooTBeTCTBYlOLEe coobuieHme (puc. 333).

arebd

ycnewdo

KnunenT ycnewHo Boiseaed u3 [1b. Mpu Haxatun kHonku OK
byner ocyulecTeneHa nepesarpyska

| ok

Puc. 333. Coob6LueHue 06 ycnelwHomMm BbiBoge moayns us 16

B KoHconu ELY yganeHHbIn Mogynb nepeMmectutcd B 6a3oByto rpynny YoaneHHble 06beKkmbi Npy yCrioBUm
Hannuna ceasn ¢ ELLY Dallas Lock.

Mpun oTcyTCTBMM ceTeBOro noakmnoveHns k Cnyxoe ELLY, mogynb MOXeT ObiTb BblIBEAEH U3
HNomeHa 6es3onacHoctn ELY npuHyautenbHo. MNpu atom, B KoHconn ELLY Takon moayrnb
NpoJoIPKUT oTobpaxaTbCs, HO ero cTatyc byaet «HedocmymneH».

lMoaTomy, kKaxabli MoAynb, BblIBEAEHHbIN U3 cocTaBa [1b BO BpemMsa OoTCyTCTBUSA CBSA3W CO
Cnyx6on ELLY, Heo6xoanmo A0oNONHUTENBHO yaansaTb Bpy4dHyto n3 KoHconm ELLY.

13.3 Hactpounka moayna CO3 Yb Dallas Lock

Hactpowika mogyna CO3 YB Dallas Lock npoussogutcs aHanorn4HeiM obpasom, kak u 8 CA3 Dallas Lock
(cm. «HacTtporika mogyns CO3 Dallas Locky).




13.3.1

CuHXpoHuM3auma

[na npuBeneHnst B COOTBETCTBME 3HAYEHUsIM NapamMeTpoB, BbicTaBrneHHbiM Ha ELLY Dallas Lock, Ha
moayne CA3 YB Dallas Lock Heobxoaumo nposefeHue cUHXpoHusaumm. CUHXPOHU3aUNst MOXET ObiTb
npoBefeHa npu ycrnoBun Hanuumsa ceteBoro nogknioveHusa mexay ELY Dallas Lock u moagynem npwu

BKITIOMEHUN MOoayn4.

13.3.2 CO6op XypHanoB

Ons nonyyenns B ELLY Dallas Lock 3anucein xypHanos, Begywmuxca Ha mogyne CA3 Yb Dallas Lock,
HeobxoauMo npoBeaeHue cbopa xypHanoB. COop XypHanoB MoXeT ObiTb MpoBedeH Mpu yCcrnoBun
Hanuunsa ceTeBoro nofgknoyeHuns mexay ELLY n mogynem npu BknioYeHnn Moaynsi.

13.3.3 Csopaka moaynsa C[13 Yb Dallas Lock

Bknagka Ceodka Ha ypoBHe moaynss CO3 YB Dallas Lock otoGpaxaeT o0uiee cocTosiHMe moayns

(puc. 334).
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Puc. 334. Bknagka «CBogka»

HocTynHbl cnepyowmne pasgensl MHopMaLMOHHOW NaHenw:
MHdopmaumsa o6 ob6bekTe

AEACTBUA

ObHosuTs

Kommentapuii

B BepxHen 4yactu MHdOpMaLMOHHON NaHenu oTobpaxaeTcs cregylowas MHpopMauus O TekyLem

COCTOAHUN MoaynA:

MAC-agpec;

pesynbTat nocrneaHen nposepkn KLL;
KOMMEHTapui K Moayno.

MHdOpPMaLMNA 0 AaTe U BpEMEHW NocrneaHero NoaKMoYeHns;
WHdOpMaLKa o gate U BpeMeHn Beoda moayns B [1b;
HoMmep cOopKY;

cTeneHb 3anonNHEHHOCTU XypPHarnoBs;

MHUunpeHTbI 6e3onacHoOCTH

OTtobpaxaeTcs CNMCOK MHUMOEHTOB Oe3onacHOCTM Mogynsa € rpadmyeckon naHensto. [octynHa
dunbTpaumsa oTobpaxaembix COObITU NO Nepuoay W HacTporika OTobpakeHus auarpamm
(cm. «HacTporka nHungeHToB 6e30MacHOCTUY ).

[1BOVIHOM KWK NO COObLITMIO OTKPOET 3anucb B OTAENIbHOM OKHE, B CMMCKE AaHHoe cobbiTne byper
NMOMeY€eHO Kak npovmTaHHoe. None KommeHmapul JOCTYNHO AN peaakTMpoBaHuUS.

,D,OCTyﬂHbI cnepywwme DencTBus ¢ mMoaynem Ha naHesrnmn MHCTPYMEHTOB!

1. OGHOBUTD.

2. YpanuTb Moaynb.

3. KommeHTapui.



JocTynHbl criegytowme KomaHabl onepaTMBHOMO ynpaBiieHNst Ha NaHen UHCTPYMEHTOB:

BbiknounTtb.

Mepesarpy3uTsb.

PasbnoknpoBatb nonb3oBaTenen.
YaaneHHoe BKOYEHNME.
MepecunTatb LENOCTHOCTb.

aproOb=

13.3.4 Monb3oBaTtenu moayna CAO3 Yb Dallas Lock

Bknagka [Monb3oeamenu Ha ypoBHe mopynsa CO3 YB Dallas Lock cooepxuT cnucok rnobanbHbIX U
AOMEHHbIX Nonb3oBaTenen v rpynn, Hacrnegyemblx C YPOBHEW BbILLE MO MEPAPXUU U CO3LaHHBIX HA YPOBHE
AaHHOro MOAYns, a Takke MOAYIbHbBIX NoNb3oBaTeNen.

YnpaeneHve nonb3osBaTtensMu u rpynnamm Ha ypoBHe mogyns CHA3 YB Dallas Lock npoussoagutcs
aHanorm4yHo onMcaHHOMY yrnpaBneHuto Nonb3oBaTensammn u rpynnamm B pasgene «llonb3oBaTenu v rpynnbl
Moaynsay. [ing npuMeHeHns namMeHeHnin Ha Moaynax Heobxoamma nepesarpyska.

13.3.5 Monutnkn moaynsa CA3 Yb Dallas Lock

Ha yposHe moayns CO3 YB Dallas Lock B cnucke Ha Bknage [lonumuku JOCTYMHbI TONBbKO MOJNIUTUKK,
aktyanbHble ana CO3 YBb Dallas Lock (cm. «[Monutukm [B»).

HacTtpoiika monuTtuk Anst MoAaynsi NpoM3BOOUTCA aHanorMyHo HacTpovke NonuTUK ansa rpynnel OB
(cm. «MNonutukm ang rpynnel AB»). [ns npMMeHeHns napaMeTpoB Ha Mogynsax Heobxoanma nepesarpyaka.

13.3.6 3apaHusa moaynsa CA3 Yb Dallas Lock

Ha yposHe mogynst CA3 YB Dallas Lock B cnucke Ha Bknage 3adaHusi 4OCTYMNHbI ANSA CO30aHUSA TONBKO
3agaHus, aktyansHble ana CA3 YbB Dallas Lock (puc. 335):

O4MCTKA XKypHana;

nosy4YeHne KoHUrypaumuu;

nosny4yeHvne ot4yeTa 06 annapaTtHom obecrneveHuy;

TecTupoBaHue dyHkuun CA3;

nony4YyeHne oTyeTa no KoHUrypauuu;

npuMeHeHne KoHdurypauum.

O MacTep cosaaHuA 3353H0A x

Bribepute TvN mogyna

C/3 ¥b Dallas Lock WK1 ~

BriGepute TN 3383HKA

OTuET no koHdurypaummn

OuKcTka HypHana
OT4Er 0B annapaTtHom cBecnedeqnn
Tectupoeanue gyHkunid C3

Mpumenenne KoHgUypaumm

MonyueHne KoHGUrypaLun

Puc. 335. Mactep co3pgaHusa 3agaHusa ans moaynsa COA3 Yb

Pabota ¢ 3agaHuamu ana mogynsa CA3 Yb Dallas Lock npon3BoanTcsa aHanormyHo HacTpownke 3agaHum
ana b (cm. «3agaHusa moaynsi»).

13.3.7 XypHanbl moayna CA3 Yb Dallas Lock

Pabota c xxypHanamu gns mogynsa CO3 Yb Dallas Lock npon3Bogutcs aHanormyHo paboTe ¢ xxypHanamm
ana CA3 Dallas Lock (cm. «XKypHanbl mogyns CA3 Dallas Lock»).




14 MOAYJ1Ib WAF DALLAS LOCK

14.1 Beog moaynsa B [1b

Beectn mogyns WAF Dallas Lock B [lomeH 6e30nacHOCT MOXHO Yepe3 BeO-uHTepdeiic mogynsi.

Mpu BBOoge moayns WAF Dallas Lock B 1B gomkeH ObiTb cobrtogeH psg ycrnoBui:
e B JIBC gomkeH bbiTb paboTatowmii cepep ELLY;

e Mexay moaynem u cepBepoM ELLY gomkeH ObiTb cBOGOAHBLI OOMEH MakeTamu no
TCP/IP-nopty 17900.

Ina Beoga moaynsa B 16 yepes BeG-nHTEpdENC MOayNsS HEOOX0ANMO:

1. Y6eauTbes, uto cepep ELLY goctyneH no cetwu.
2. 3anyctutb BeG-nHTEpdenc moayns n aBTopu3oBaTtbCs.
3. lMepentun Ha BkNnaaky Hacmpotiku — nyHkT Hactpownku mogynsa ELLY (puc. 336).

\@ DALLAS LOCK WAE

WHpopmaumoHHan naHenk JKypHanb M CTAaTUCTHKA w

Hacrpowikn mogyns ELLY «

Craryc
HE 3APETVCTPMPOBAH MNoatsosaTenn
OEHOBMTE 43HHLIE Cepenasl
¥npasneHWe CEPTRHHMKaTIMMA
HacTpoiiku Asapuiinieiii pexm

Miss mogyns | zrwaf-sutorci 28 v | GEQ IP gmn=Tp

Puc. 336. Bknagka «Hactpoukn»

4. B pasgene Hacmpoliku 3anonHutb napameTpbl BBoAa B A6 (puc. 337):
e VMS MOAyns;
e ceTeBoW agpec cepeepa ELY;
e ktov goctyna k Ab.



@) pALLAS Lock waAR

\ 7

MH$OPMALMOHHAA NaHeNb JKypHanL! W CTaTHCTHKE

Hacrpowkn mogyns ELLY «

Cratyc
HE 3APETMCTPUPOBAH
OGHOBKTE A3HHBIE
HacTpoiiku
Wr mogyna | Zrwaf-auto-rel 26 v |
Cepmep 2llY [ 02168131158 V|
Kitod gocryna k 45 B «r
JapenacTpUpoEaTs B A5 ZapernCTPHPOEATECR

Pwuc. 337. Hactponku moayns ELLY

5. [lanee HeoGX0AMMO HaxaTb KHOMKY 3aperncTpupoBaThbCA.

Ecnu npouecc BBoga moayns B [1b npoluen ycnewHo, To Yepe3 HeKoTopoe BpeMsi MNons ¢ HacTpomnkaMu
CTaHyT HedOCTYNHbIMWU ANS peaakTupoBaHud, B pasgene Cmamyc nossutca nHgopmaumnsa o [JomeHe
6esonacHocTtn ELLY Dallas Lock (puc. 338).

m DALLAS LOCK WAF

\
N

WupopmaumoHHan NaHenb JKypHane! ¥ CTaTUCTHKE v

Hacrpowkn mogyns ELLY
CraTtyc
WMus gomena Se20nacHoCTH fomen GezonacHocT
Mmr cepespa Se30nN3CHOCTH
Bzeges g 05 wak WAF Dallas Lock WK1
OfHoERTE D3RHEE [ —
Hactpoiikn
Min mogyna | zmwaf-auto-rc126 v |
Cepeep ELY | 192168131155 v |
Krion goeryna & 15 e «“»

Puc. 338. Cratyc



B KoHconu ELLY B fepese b B rpynne HepacnpedeneHHbie 06bekmbl nossutcs moayns WAF (6e3 APM)
C COOTBETCTBYHOLUUM MMeHeM (puc. 339).

&5 Nomen Ge30MacHOCTH

v [ HEPACMPEOENEHHBIE OBBEKThI

& WAF

Puc. 339. UkoHka moayns B aepese b

Mocne ycnewHoro BBoga moayns B coctas b ELLY Dallas Lock, Ha WAF aBTomatmnyeckun HacTpanBaeTcst
cunHxpoHu3aums no spemeHun ¢ ELLY Dallas Lock.

14.2 BbiBoa moayna ns 1b

Beisectn moagyns WAF Dallas Lock 13 [lomeHa 6e30nacHOCTM MOXHO cnefyowmumm cnocobamu:
e c nomoubto Konconn ELLY (cm. «HacTporika mogynsay);
e 4epes Beb-uHTepderic mogyns WAF Dallas Lock.

Insa BbiBOga Mmoayns Yepes Beb-nHTepdenc Heobxoammo:

1. 3anyctutb Beb-uHTepcenc WAF Dallas Lock n aBTopusoBaTbcs.
2. Tlepentun Ha Bknaagky Hacmpotiku — nyHkT Hactponkn mogynsa ELLY.
3. B pasgene Hacmpotiku HaxaTb kHonky BeiBectu us 1B (puc. 340).

Hactponku
Wma mogyns WAF v
Cepsep ELLY 10.10.102.238 v
Kntou gocryna k 1B v

Puc. 340. BoiBog 13 b

Ecnu npouecc BeiBoga moayns n3 [1b npoluen ycnewHo, To Yepe3 HEKOTOPOe BpeMS MOorisi C HAaCTPOMKaMu
moagyna ELY Dallas Lock cTaHyT JdocTynHbiMW ANS pefaktupoBaHus, B pasgene CocmosiHue
oTobpasurtcs ctatyc «HE SAPETMCTPUPOBAH».

B KoHconu ELY yaaneHHbii Mmogynb nepemectuTcs B 6a3oByto rpynny YoasieHHbie 06bekmebl fepea [b.

Mpu oTcyTCTBMM CeTEBOro noaknoveHust k Cnyxoe ELLY, moaynb MOXeT ObiTb BbIBEAEH U3
HomeHa 6e3onacHoctv ELY npuHyautensHo. MNpu atom, B KoHconn ELY Takon moaynb
NPOAOIMKUT oTOOpaxaTbCs, HO ero ctatyc byget «HedocmymneH».

[MoaTomy, Kaxabln MoAdynb, BbiBeAEeHHbIN U3 cocTtasa [1b BO Bpemsi oTCyTCTBUSA CBA3WN CO
Cnyx6on ELLY, Heo6xoanmo AONONHUTENBHO yaandTb Bpy4yHyto n3 KoHconm ELLY.

Mpwn BeinonHeHnn 3aganuns ¢ KoHconu ELLY Ha cOGpoc k 3aBOACKMM HacTpoWkam, MOAyIib
WAF Dallas Lock npyHyauTenbHO BbIBOAMTCA U3 joMeHa 6e3onacHocTty ELLY.

14.3 Hactpounka moayna WAF Dallas Lock

B nepese [JomeHa 6e3onacHoctn ELLY Dallas Lock npucyTCTBYIOT 3apernctpupoBaHHblie B b mogynu
WAF Dallas Lock.

3Haukn obbekToB, 06o3Havarowmx mogynn WAF Dallas Lock, 3aBUCAT OT COCTOSIHUSE MOAYNst U MOTYT
NpPUHUMAaTh CReayrLWni BUA;

— Moy b NMNOAKITHOYEH;



. —  CB$I3b C MOAYJIEM OTCYTCTBYET.

HacTpoWiku Ha ypoBHE Moaynsi oTobpaXatoTcs Ha HECKOMbKMX OCHOBHbIX BKadKax.

B cnyyae ecnu gBa unu 6onee moaynei WAF nogkntoveHsl kK ELLY Dallas Lock, n Ha ogHoMm
U3 HUX Mpoucxoamt GrIOKMpOBKa KakMxX-NMMbBO aTakylowux y3noB — [aHHble G6NOKMPOBKU
nepepatotca Yepes ELLY Dallas Lock Ha Bce nogkniodeHHble k ELLY Dallas Lock moaynu
WAF Dallas Lock. Nocne atoro, Bce nogkntodeHHole k ELLY Dallas Lock moaynun WAF
Dallas Lock — 6noK/pytoT aTakyoLLnii XOCT 4O UCTeYEHUs] BpEMEHN BNOKNPOBKN.

14.3.1 CuHXpoHu3auusa

[nsa otnpasku Ha ELLY Dallas Lock ceegeHun o mogyne WAF Dallas Lock v npuBegeHnsa B COOTBETCTBUE
CUCTEMHOrO BpeMeHu Heobxoaumo npoBedeHue CUHXpoHUu3auun. CuHXpoHU3auua MoxeT ObiTb
npoBeAeHa Npu ycrnoBumn Hannumsa cetesoro nogknioveHmsa mexay ELLY Dallas Lock n mogynem:
e MpW BKIIKOYEHUM MOAYNS;
e nepuognyeckm (cM. «lapameTpbl paboTbl MOAYNEN»);
e [0 KOMaHAe nonb3oBaTens:
e 13 KoHconun ELY;
e nocpenctBoM Beb-nHTepderica mogyns WAF Dallas Lock.

CuHxpoHusaumsa no komaHge us Konconu ELLY

KomaHga CuHxpoHusumpoBatb B KoHconu ELLY ons WAF Dallas Lock goctynHa Ha Bknagke Ceodka Ha
ypoeHe mogyns WAF Dallas Lock B pgepese [lomeHa 6Ge3onacHOCTM Ha MNaHeNu WHCTPYMEHTOB
OnepamuseHoe yripasneHue (puc. 341).

OMNEPATUBHOE ¥YNMPABNEHWUE

Bruiknrounts
Mepesarpysuie
Cobparb MypHanbi
Copocute BrokupoekK
BrarounTe aBapuiHbIA pexum
PazbrnokupoBaTs NonNL30BaTENER
CMHXpPOHWIMPOBATD
OTKAKYMTE ABAPUAHBIA PEXUM
Caenate Mactepom

OTkpbiTh Web-agMUHMCTpUpoBaHKe

Puc. 341. NaHenb nHcTpyMeHTOB «OnepaTtuBHOE ynpaBreHue»

CuHxpoHu3auus no KomaHae us Be6-mHtepcenca moaynsa WAF Dallas Lock

[na npoBefeHus cuMHxpoHu3auum ¢ [JomeHom GesonacHoctn ELLY Dallas Lock no komaHge mn3 BeO-
nHtepdenca mogyns WAF Dallas Lock Heo6xoaynmo BbINONHWTL CneayoLwme waru:

1. 3anyctuTb BebG-UHTEPENC MOAYNS U aBTOPM3OBATLCS.
2. Tepentn Ha BkNaaky Hacmpotiku — nyHkT HacTponkn moayns ELLY.
3. B pasgene Cmamyc HaxaTb KHONKy OB6HOBUTL (puc. 342).



@) DALLAS LOCK WAF

WH¢opMaumoHHana naHenb JKypHanb N CTATHCTHKA v

Hacrpowkn mogyns ELLY «

Cratyc

Hima gomena GezonacHocTA

Puc. 342. KHonka «OGHOBUTbL»

14.3.2 COGop XypHanoB

Ons nonydenusa B ELLY Dallas Lock 3anvcen xxypHanoB, BedyLMxcs Ha Mogyne, Heobxogumo nposeaeHue
cbopa xypHano. C60p >KypHanoB MOXET ObITb NPOBEAEH NPU YCNOBUM HANMYNS CETEBOMO NOAKMOYEHNS
mexay ELY Dallas Lock 1 moagynem:

e  MpW BKITHOYEHUM MOAYIS;

e nepuoanyecku (cm. «MapameTpbl paboTbl MOAYNENY);

e 0 KOMaHge nonb3oBaTens 13 KoHconn ELLY.

C6o0p xypHanoB no komaHae u3 KoHconun ELLY

Komanga Cobpartb xypHanbl B KoHconu ELY gna mogoyna WAF Dallas Lock goctynHa Ha Bknagke
Ceo0ka Ha ypoBHe moayns B gepese [lomeHa Ge3onacHOCTM Ha naHenu UHCTpymeHtoB OnepamusHoe
ynpassneHue (puc. 341).

14.3.3 CBopaka moaynsa WAF Dallas Lock

Bknagka Ceodka Ha ypoBHe moayns WAF Dallas Lock oto6paxaeTt obuyee coctoaHme moayns (puc. 343).

Ceogka
¥ Aomen Gezona =
@& bds-sr -ksc14.dllo... i SO G D P-4
AENCTBNA
v O HEPACMPEAENEHHDL.. 1 |[EEPRSp i AF Dallss Lock UKL
Beoae 16 2024-07-00 13:12:06 (GMT+03:00) Obnoawrs
Mocnesnes nogxmouenne 2024-07-0913:12:11 (GMT+03:00)
Ceresce mn mwal-auto-rc126
M Hoean rpynna P-aapec 10.10.200.126
MAC-agpec 00:50:56:A2:3D:13
Kommenrapuit
Mogenn VMware, Inc. VMware Virtual Platform
Bepcua Npowmexu 265 (2024-06-27714:39+00:00)
Bepeun Bass: Curnaryp 0
Homep Anuerzin
B YAANEHHBLIE OBbEKTH Koa noasepoot
Craryc cepemcos WAF - geaxn, UTM - esixn.
Craryc & xnacrepe Oremoneno
Pexnm paborm Wvarmedt
Bpema paboru 280 wacos 26 Myt 53 Cexyrast
3anonnennocTe ducka 158% samaro, 5098.64 MB ceoboaro w3 605247 MB
Mawmare O3Y Bcero: 796895 MB, Ceofoano: 5506.80 M8 (69.10 %)
Jarpysxs npoueccops 3%
Texywit aganun 100t 219216813092
Ceounxa seb-azmnnncrpuposanna 10.10.200.126:7443
Kommernrapmit
WHymaenTol 6esonacHocTi v Yaanumn
3a nepuos: 99012024 @ Beront ONEDATURHOE VIIDARNEHUE

Puc. 343. Bknagka «CBogka»



[ocTynHbl criegyrowme pasgensl MHPOPMaLUMOHHOW NaHenu.
MHdopmaumsa o6 ob6bekTe

B BepxHel yacTu MHOPMaLMOHHON NaHenu oTobpaxaeTcs cregytowas MHPOoOpMaUus o TeKyLLeM
COCTOSIHUM MOAynsi:

MHdopMaUMs 0 AaTe U BpeMeHW NocneaHero NoAKNioYeHNss Moaynsi;
MHdOopMaLKsa 0 aate u BpeMeHn Beoga moayns B [1b;
nocrnegHee NOAKMOYEHME;

ceTeBoe NMS;

IP-agpec;

MAC-agpec;

KOMMEHTapuii K MOAYIHO;

MoAerb;

BEPCUS MPOLLUBKW;

Bepcus 6asbl curHaTyp;

HOMEp NMLEH3MN U KOO TEXHUYECKON NOAAEPXKKY;
cTaTyC CEepBUCOB;

cTaTyc B KnacTepe;

pexvmM paboThl (LUTaTHbIN/aBapUHLIN);

Bpems paboTsbl;

MHpopMaumst 0 3aNoNHEHHOCTM ANCKa;

namatb O3Y;,

3arpyska npoueccopa;

TEKYLUUN agMuH;

CCbliNnKa anst Be6-aaAMUHUCTPUPOBAHUSI.

MHumnageHTbl 6e3onacHoOCTU

OTtobpaxaeTcs CNMCOK MHUMAEHTOB Be3onacHoCTM Mogynsa ¢ rpadumyeckon naHensto. [JoctynHa
dvnbTpauma oTobpaxaembix COObITUIM NO Nepuoay W HacTpovka OTobpaxeHus Auarpamm
(cm. «HacTponka nHunaeHToB 6e30macHOCTUY ).

[BOMHONM KNUK MO COObLITUIO OTKPOET 3anvCb B OTAENbHOM OKHe, B CnuCke AaHHoe cobbiTne byaet
NMoMeyeHo Kak npovmTaHHoe. None KoMmmeHmapul AOCTYNHO ANs peakTUpoBaHus.

,D,OCTyﬂHbI cnegywowme DencTBus ¢ mMoayrnem Ha naHesrmin MHCTPYMEHTOB!

1. OGHOBUTB.

2. KommeHTapui.

3. Ypanuteb.

JocTynHbl cnegyowmne KOMaHabl ONnepaTMBHOMO yNpaBreHus Ha NaHenn NHCTPYMEHTOB:
1. BbIKNIOYATD.

2. TlepesarpysuTsb.

3. Cobpatb xypHansl.

4. CBpocutb 6NOKMPOBKN.

5. BknounTb aBapuinHbIN peXuM.

6. PasbnokupoBaTb nonb3oBaTenen.
7. CUHXPOHU3NPOBATb.

8. OTKNI4YNTb aBapuUHLIN PEXNM.

9. Cpenatb macTepom.

10. OTKpbITb Web-agMUHUCTPUPOBAHME.

14.3.4 3apanunsa moayns WAF Dallas Lock

Ha ypoeHe moayns WAF Dallas Lock B cnvcke Ha Bknage 3adaHusi 4OCTYMHbI ANA CO34aHUSA TOMbKO
3agaHus, aktyansHble Ana WAF Dallas Lock (puc. 344):

N3MEHEHNE NapamMeTPOoB NULIEH3NN;

co34aTb Pe3epPBHYIO KOMMUIO;

BOCCT@HOBMWTb PE3EPBHYIO KOMMIO;

cOop XypHarnos.;



e cBpPOC K 3aBOACKUM HACTPOMKaM;
e 0o6HOBREHWe Gasbl pelatoLLmX Npasun.

U PacTep cosgaHMa 3a4aHMA >

Bribepure TR Mogyens

Llntoz AezonacHocTk WEAF Dallas Lock kK3

BrlbepuTe THA 3383HMA

lzreHeHKe Na pamMeTpoE AMUEHIHM

Co3AaTE pESEpEHYHD KOMWHD
BoCCTaHOBWTE pesepEHYHD KONMHD
Chop ®ypHanos

Chpot ¥ 33604CKMM HacTpoWKam

DEHoENeHKE B3kl pellarLWE NpaEK

Puc. 344. Mactep co3paHus 3apaHusa ansa moaynsa WAF Dallas Lock

Pabota c 3agaHusamu gns moayns WAF Dallas Lock nponsBoauTcst aHanorm4yHo HacTporike 3agaHunii ans
OB (cm. 5.12 3aganwus OB).

I Mpwn BeinonHeHnn 3apganuns ¢ KoHconu ELLY Ha cOGpoc k 3aBOACKMM HacTpolkam, MOAyIb

WAF Dallas Lock BoccTtaHaBmnMBaeT CBOK KOHpMrypaLumo No yMonyaHuio n NpuHyauTeNsHO
BbIBOAUTCSA M3 AoMmeHa 6e3onacHocTn ELLY, npu aTom BCe BbINOMHEHHbIE 3aAaHust MOOY s
1 B kKOHconu ynpasneHuns ELLY yaanstoTtcs.

14.3.5 XypHanbl moayna WAF Dallas Lock

Bknapgka XKyprans! ans mogynsa WAF Dallas Lock no3sonsieT npocmatpuBaTh XXypHanbl 6e30nacHocTu
moayns (puc. 345).

Qv e XypHane!
MacHOCTH ot
[ o oo | O eS| N TN
b -kscl4.dllocal
[ kypwan ceresti nakeros | | SKypHan nommk J [ kypran asropuzaum | T
3 HEPACTIPEAENEHHBIE..
[ WAF ne flara Pesywrar  Ofvexr & (G KoH4ecTso 3anpalumBaemer sanmceii
0 mimi ollectd[5192] perl: av2value: array does not contain enough elements fo 100 ¢ Mocnegrmxsanmceii =
b utml26
node[13958] Service "ntpd” stopping by emergency_mode [ @unstp no spevsesn

I Hosan 13:19:3

Configuration reload finished; 10

Configuration reload request received, reloading configur: 13193

Service "wafuced” starting by webui root@192168.130.92

[SYSTEM] Cepanc zanyusen
[ dunetp no napanerpan

[STATUS] Moakntouenne ot ELLY. Cratyc: O

B CETEBbIE YCTPOUCTBA

; W YJANEHHBIE OBbEKTH
Puc. 345. Bknapka «XKypHanbi»

Ona mogyna WAF Dallas Lock JocTynHb!:

CwncTeMHbIV XypHar;

KypHan WAF;

XKypHan COB;

Kypnan M3;

>KypHan ceTeBbIX NakeToB.;

>KypHan nonuTuk;

>KypHan aBTopusaumn.

PaboTa c xypHanamu mogynen onucaHa B pasgene «XKypHarnbl Moaynsy.

[nsi nony4eHns 3anvcen XypHanoB ¢ Moayns TpebyeTcs BbiNonHeHne cbopa >KypHaros.




15 ATEHT EUY

HesaBucumbin areHT gns NK (nanee — AreHt ELLY) npegHasHaveH ons nepegaymn 6asoson nHcdopmaumm
00 ycTponicTBe (cuctemMHble xypHanbl, Bepcus OC, IP- n MAC-agpeca), Ha KOTOpO€E OH YCTaHOBIEH.

15.1 TpeboBaHusa K annapaTHOMY M NporpamMMHOMY obecnevyeHuto

AreHT ELLY npenctaensiet cobon cnyxoy, paboTtatowyo B GOHOBOM pexume, ycTaHaBnmBaemyto Ha [MK,
anga nocneaywouwero seoga B [1b ELLY Dallas Lock. AreHtom ELLY nognepxuBatoTca crnegyrolime Tunbl
onepaumoHHbIx cuctem cemerictea Windows:

Windows 7 x32, x64 (SP 1) (Ultimate, Enterprise, Professional, Home Premium, Home Basic,
Starter)?3;

Windows 8.1 x32, x64 (Core, Pro, Enterprise)?3;

Windows 10 x32, x64 (Enterprise, Education, Pro, Home);

Windows 11 x64 (Home, Pro, Enterprise, Education);

Windows Server 2012 x64 (Foundation, Essentials, Standard, Datacenter)3;

Windows Server 2012 R2 x64 (Foundation, Essentials, Standard, Datacenter);

Windows Server 2016 x64 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage
Server, Hyper-V Server);

Windows Server 2019 x64 (Standard, Datacenter, Essentials);

Windows Server 2022 x64 (Standard, Datacenter);

Windows Server 2025 x64 (Standard, Datacenter);

n cemencTta Linux (x64):

Debian 10.x;

Debian 11.x;

Debian 12.x;

Ubuntu 18.04 LTS;

Ubuntu 20.04 LTS;

Ubuntu 22.04 LTS;

Ubuntu 24.04 LTS;

Astra Linux Common Edition (Open) 2.12;
Astra Linux Special Edition (CmoneHck) 1.6;
Astra Linux Special Edition (CmoneHck) 1.7, 1.8;
AnbT CepBep 9;

AnbT CepBep 10.0, 10.1, 10.2, 10.4;

AnbT 8 CI Cepsep 10;

AnbTt Paboyasa CtaHumsa 9.x;

AnbTt Pabovasa CtaHumsa 10.0, 10.1, 10.2, 10.4;
AnbTt Pabovasa CtaHuma K 10.0, 10.1, 10.3, 10.4;
AnbTt Paboyaa CtaHuma 11.1;

AnbT 8 CI1 Paboyas CtaHuusa 10;

PEL OC 7.3 Mypow;

PEO OC 8§;

ROSA FRESH DESKTOP 12;

MCBCdepa APM 9.

AreHTom ELLY Dallas Lock Android nogaepxusatotcs cnefyoLume npoLeccopHble apXUTEKTYpbl:

arm64-v8a;
x86_64.

AreHT ELIY Dallas Lock Android nogaepxmBaet Bepcum Android 11 n Bce 6onee HOBble BEpCUM.

23 B OC Windows 7, Windows 8.1, Windows Server 2012/2012 R2 He nopaepxvsatotcst pyHkuum NAC.



15.2 YctaHoBKa u yaaneHue AreHta ELlY

15.2.1 JlokanbHasa yctaHoBKa AreHta ELLY

Ho ycrtaHoBkn AreHta ELY Ha OC Linux HeobxoguMmMo Npou3BECTM OOMONHUTESbHblE OEWCTBUS B
TepMuHane:
e ans Debian, Ubuntu, Astra Linux, AnbT Paboyas CTtaHLuMsa BbINONHUTL KOMaHAY:
apt-get update
e ans Red Hat Enterprise Linux, PE[] OC BbINONHWUTb KOMaHAy:
yum repolist ; yum makecache
Ons yctaHoBkn AreHta ELY HeobxoamMmo 3anycTuTb yCTaHOBOYHbIM hann uccAgentinst-6.0.468.1,
KOTOPbIN HAXOAUTCS B KOPHEBOW AMpPEKTOpMM AncTpubyTmea (Mnm BelbpaTb JaHHOE AENCTBUE B MEHIO OKHa
autorun).
Mpun yctaHoBke AreHTa ELLY Ha K ¢ OC Linux, nepen 3anyckom ycTaHOBOYHOro charna,

HeobxoouMMo MpoBepuTb, ABnsieTcs nNu dann uccAgentinst-6.0.468.1 vcnonHsembimM. Ons
3TOro MOXHO BOCMOJSIb30BAaTLCHA CreayoLen KoMaHaow:

chmod a+x <nymb K adny>.run.

Ons nogkntodeHuns k AreHty ELLY no VNC tpebyetca gononHutensHO oTkpbiTe TCP-nopT
17902, ncxopgsiee nogknovYeHne.

Ecnun ArenT ELLY yctaHaBnusaetcs Ha K, He OCHaLLeHHbI NPMBOLOM KOMMAKT-AUCKOB, @ ANCTpnbyTuB
NoCTaBNAEeTCA MMEHHO Ha AMCKe, TO MOXXHO CKONMMPOBAThL C AUCKa HEOBXOAMMBIN YCTAaHOBOYHbINM dann Ha
AaHHbin MK nobbiv yaobHeiM cnocobom: yepes JIBC, USB-Flash Hakonutens v ap.

lMocne 3anycka nporpaMmmbl YCTAaHOBKU HEOOXOAMMO BBINOMHATL AEMCTBUSA MO NoAcKas3kamM nporpammbl.
BbinonHeHne cnefytowlero wara ycTaHOBKM OCYLLECTBRSETCA C noMoLbio kKHomku Oanee. Ha kaxgom
ware yCTaHOBKM MNpefocTaBndeTcsl BO3MOXHOCTb OTMEHbl YCTaHOBKM C BO3BPaTOM MNpPOU3BEOEHHbIX
N3MeHeHnn. [Ina aToro cnyxumt kHonka OTMeHa.

1. Tlocne 3anycka npunoxeHus Ha akpaHe OyaeT BbIBeAEeHO OKHO ANdA noArBepxaeHus onepauuu. MNocne
noAaTBepXxaeHus 3anyctutcs mactep yctaHosku AreHta ELLY Dallas Lock (puc. 346).

@ Mactep ycranoekm - Arent ELLY Dallas Lock, sepcna 6.0.468.1 ot 18.08.2026 X

YcraHoBka Arenta ELLY Dallas Lock

Jobpo noxanosatb!

AnA Hadana yctaHoekw AreHTta ELLY Dallas Lock Bepcum 6.0.468.1
HaxmuTe =/lanees=,

ArexT ELLY DALLAS LOCK

DNanee Otmena

Puc. 346. OkHo Hayana yctaHoBku AreHta ELLY

[nsi NpoAoImKeHNs1 YCTaHOBKM HaxaTb KHOMKy [danee.
2. Ha cnepyiwoulem Liare MOXHO cpasy BBecTu komnbioTep B b, yctaHoBuB chnar Hanpotns Beecmu



komnbomep 6 [omeH beszonacHocmu. ocne ycTaHOBKM doriara CTaHyT OOCTYMNHbI AN U3MEHEHUs
napameTpsbl pernctpauun AreHdta ELLY B 6 (puc. 347).
& Macrep ycraroskw - Arent ELY Dallas Lock, sepcwa 6.0.468.1 ot 18.08.2026 X

Perncrpauua B flomeHe besonacHocTH

Yiaxmte napameTpbl AR PerncTpali B [omene bezonacHocTK

D Beectn komnetoTep B JlomeH bezonacHocTn

Hazag fAanee Otmena

Puc. 347. Pernctpauus ArenTa ELlY B 1B

Mocne HaxaTtua Ha kHomky [arnee BbINOMHAETCA MPOBepKa BBEAEHHbLIX AMs perncrpauumn faHHbix. B
crny4ae ycreLuHon NpoBEPKN AaHHbIX, MPON30NAET NEPEXOA K CrieaytoLeMy Lary.

Yto6bl nponyctnts BBoA AreHTta ELLY B [16 BO BpeMsi yCTaHOBKM, HY)XHO HaXkaTb Ha KHOMKy [Janee.

3. 3arem Heobxoammo BeibpaTh pexum paboTtsl AreHTta ELLY (puc. 348):

e CTaHAAPTHLIA PEXUM;
e  CKPbITbIA pexum (No3BoNSeT CKpblTb NpucyTCcTBUE AreHTa Ha K oT nonb3oBartens).

CwmeHuTb pexunm paboTel AreHTa ELLY nocne yctaHOBKM HEBO3MOXHO.

Q MacTep ycranoeku - Arent ELLY Dallas Lock, eepcun 6.0.468.1 ot 18.08.2026 x

Boibop pexuvma paboTbl

Brifiepute pexum paboTel ArenTa ELLY

® CTaHAaPTHLIA peXum

f_'\ P
() CKpbITBIi peum
Mo3B0AAET CKPbITE OT NONB30EATENA NPUCYTCTBNE AreqTa ELLY Ha ycTpoicTee - sHaqok ArenTa He oToBpamasTca B

obnacti WHAWKATOPOE NaHenn 3ajady

Hasag JIEY Otmena

Puc. 348. Bbi6op pexuma pabotbl AreHta ELLY

[na npoaomkeHus yCTaHOBKM HaxaTb KHoMKy Oanee.
4. CnegywwuMm LIaromM HY)XHO MpPOBEpUTb napameTpbl yCTaHOBKM (puc. 349) u HaxaTb KHOMKY



YcTtaHOBUTD.
[ Macrep yeranoskw - Arent ELLY Dallas Lock, sepeun 6,0.468.1 ot 18.08.2026 x

MapameTpbl yCTaHOBKM

Moxanyicra, npoeepsTe BoIDpaHHbIE NapaMeTphl YCTaHOBKMA.

HaxmuTe "YeTaHoBWTR", uToBEl NPOACMKHTE, WAKW "Hazad', ecii XOTUTE MIMEHWTE NApaMEeTPLl YCTaHOBKM.

Komnownenr: Areqt ELLY Dallas Lock

Onepauma: YcTaHoeka

Pexcum pabore: cTaHaapTHEIA

Myt ycranoskw: C:hProgram Files (x86)\uccAgentibin

Hasan ¥YcTaHoBHUTL Otmena

Puc. 349. NpoBepka napameTpoB ycTtaHOBKM AreHTta ELLY

B npouecce yctaHoBkn AreHta ELY Dallas Lock Ha OC Linux BbIMOMHATLCSA MNpoBepka Hanuuusi
HEeOOXOAMMbIX CTOPOHHMX MAKeToB. [ns MX aBTOMaTU4eCKOW YCTaHOBKM HEOBXOOAMMO HaxaTb 4eKOOKC
Asmomamu4eckas ycmaHogka Hedocmaroujux nakemos Vi yCTaHOBUTb UX CAMOCTOSITENBHO:

— ans Debian 10.x, Debian 11.x, Debian 12.x, Ubuntu 18.04 LTS, Ubuntu 20.04 LTS, Ubuntu 22.04
LTS, Ubuntu 24.04 LTS, ROSA FRESH DESKTOP 12:
o rsyslog;
o gnome-shell-extension-appindicator ~ (TpebyeTca  TombkO  nNpu NCnonb30BaHMN
rpaduyeckon o6onovkn GNOME);

— ansa Astra Linux Common Edition (Open) 2.12, Astra Linux Special Edition (CMoneHck) 1.6, Astra

Linux Special Edition (Cmonenck) 1.7, PE[, OC 7.3 Mypom n PE[] OC 8:
o rsyslog;

— ana Anet Pabouas CtaHuma 9.x, Anbt Paboyas CrtaHuua (10.0, 10.1, 10.2, 10.4, 11.1), AnbT
Pabouyas CtaHuusa K (10.0, 10.1, 10.3, 10.4), AnbT 8 CIl Paboyast CtaHumsa 10, AnbT CepBep 9,
AnbT Cepaep (10.0, 10.1, 10.2, 10.4) n AnbT 8 CIT Cepsep 10:

o rsyslog;
o rsyslog-journal;
o clamsmtp (ecnu ycTaHOBMEH, peKoMeHAYyeTCs OOHOBUTbL A0 NOCNeaHel BEPCUM).
5. Janee BO3MOXHO Habniogate 3a npoueccom ycTaHoBku (puc. 350). Ecnm npouecc npolwen
6e3 ownbok, Heobxoaumo HaxaTb KHOMNKy [lanee, 3atem 3aBepLUUTb.



Q MacTep ycraHoeku - Aredt ELLY Dallas Lock, eepows 6.0.468.1 or 18.08.2026 >

YcTraHoBKa

Konupoeanue: ChProgram Files (xB8)\uccAgent\bin\d3dcompiler_47.dlIl
Kenupoeanwe: C:\Program Files (x86)\uccAgent\bin\libEGL.dII
Kenuposanwe: C:\Program Files (x88)\uccAgenti\bin\libGLESV2.dII
Kenuposanwe: C:\Program Files (x88)\uccAgent\bin\ Qt5Core.dll
Kenupoeanwe: C:\Program Files (x868)\uccAgentibin'\ Qt5Gui.dll
Kenuposanwe: ChProgram Files (x86)\uccAgent\bin\QtiMNetwork.dll
Konupoeanue: Ch\Program Files (xB8)\uccAgent\bin\Qt55vg.dll
Konupoeanue: ChProgram Files (xB8)\uccAgent\bin\ QtsWidgets.dll

Puc. 350. Npouecc yctaHoBku AreHta ELLY

Ecnn Ha APM c Linux yxe ycTtaHoBneHbl cTtopoHHue C3WU wnu gpariBepbl Ha apyrue
annapaTtHble naeHTMgrKaTopbl, 1 Npy 3TOM B nNpouecce yctaHoBkn AreHta ELLY nponsowna
olmbka yCTaHOBKM, KOTOpas CBA3aHa C NakeTHbIM MEHEOXXEePOM, TO MOXET NOMOYb KOMaHA4a
sudo apt --fix-broken install.

Ecnu B npouecce yctaHoBku AreHta ELLY Ha Linux Bo3HukaeT owmnbka Buga: «...error whiel
loading shared libaries: libxcb-xkb.so.1: cannot open shared object file: No such file or
directory», ToO HEO6X0ANMO Nepes YCTaHOBKOW BPYYHYHO YCTAHOBUTL NMakeT libxch-xkb1.

lMocne ycnewHoro 3asepleHns yctaHoBkn AreHta ELY Ha MK, B gepese 16 KoHconu ELLY B rpynne
HepacnpedeneHHbie 0b6bekmbl OygeT co3gaH  HoBbii APM, B coCcTaB  KOTOPOrO  BKITHOYEH
3apeructpmpoBaHHbii Mogynb AreHT ELLY Dallas Lock (puc. 351).

JomeH GezonacHooT

' 3 HEPACMPEAEAEHHBLIE OB BEKTHI

@ Dallas Lock &

@ Arent ELY Dallas Lock Windows WK1

Puc. 351. OTto6paxeHue Arenta ELLY B OB

B cnyyae, ecnu BBegeHHoe umsa APM yxe Obino B aepeBe obbektoB 1B, n B ero coctaBe HeT gpyroro
moayns AreHt ELLY, To B gaHHbii APM AreHT ELLY 6ynet no6asneH kak mogynb AreHT ELLY Windows
vnn Arent ELLY Linux.

3apeructpupoBaHHbin B 16 AreHT ELLY gomkeH nogaepxmBaTb cBsA3b ¢ cepepom ELLY. B
cnyJae, korga cepsepoB ELLY Heckonbko (knactep pennukaumm), AreHT ELLY gomkeH nmetb
CeTeBOW JOCTYN XOTSA Obl K O4HOMY CepBepy M3 crnucka knactepa cepsepoB ELLY, koTophbin
€CTb B CMMCKE CePBEPOB pennmKaumm y JaHHOro Mogyns.



15.2.2 KoHconbHasa yctaHoBKa AreHTta ELLY

YctaHoBka AreHta ELY BO3mOXHa M3 koHconu. B kayectBe atpubyToB Kk KOomaHae ./uccAgentinst-
6.0.468.1 MmOxHO ykasbiBaTb criegytowme (Tabnuua 30):

Ta6nuua 30. ATpubyThl ycTaHoBkM AreHta ELLY

ATpubyT OnucaHue

YctaHoBka AreHTta ELLY n3 koHconu

-install Mpumep:

JuccAgentinst-6.0.468.1 -install <enter>
-server-name Ykasatb umsa cepsepa ELLY ansa seoga B [1b
-access-key Ykasatb kntod [JomeHa 6esonacHoctn ELLY
-arm-name YkasaTb UMs, C KOTOpbIM areHT 3arget B [1b
-hidden-mode Bbibop ckpbITOro pexuma
-install-libs Breibop aBTOMaTUYECKOM YCTaHOBKU

HegocTaLWmMx nakeToB B linux

Ina npuceBoeHusi napameTpoB artpubyTam -server-name, -access-key W -arm-name
HeobXxoAMMO MCMOoNb30BaHVe 3HaKka paBeHCTBa.

Mpumep:
JuccAgentinst-6.0.468.1  -server-name=serv-us-k1-3  -access-key=password  -arm-
name=2134 -install

15.2.3 YctaHoBka AreHTta ELLY Dallas Lock Android

YcraHoBka AreHTta ELLY Ha knneHTckoe ycTpoincTBo Ha 6a3e Android BO3MOXHa C MOMOLLbI MarasvHa
npunoxeHnn RuStore no ccoinke https://www.rustore.ru/catalog/app/com.example.andagent wnnu c
nomoLybto apk-canna.

[nsi ycTaHOBKM € nomoLLbio danna Heobxoanmo:

1. 3arpy3uTb ycTaHOBOYHbIM (harin uccAgentinst.apk.

2. B OTKpbIBLUEMCH OKHE HaxaTb KHOMKYy YCTaHOBWUTb, nocne 4yero OyaeTt BbiBeAeHa wHopmauns ob
yCneLHOM 3aBepLUEHNN YCTaHOBKM.

lMocne 3aBepweHus npouecca yctaHoBku AreHta ELY Dallas Lock Android B cnucke nporpamm

nosisutcsa Apnbik Aredta ELLY Dallas Lock (puc. 352).

AreHT ELLY
Dallas Lock

Puc. 352. Apnbik AreHTta ELLY Dallas Lock Android

Mpu nepBoHayanbHOM OTKPLITMU NpUNoxeHus byaeTt BoiBeaeHo okHO BBoa B pomeH 6e3onacHocTn ELLY
(cMm. «15.3.1 Peructpauma moayns AreHt ELLY Dallas Lock Android B 1E»).

15.2.4 YpaneHHas yctaHoBKa AreHta ELY Windows

YpnaneHHas YCTaHOBKa BO3MOXXHa B ClieyoLlmnx sapnaHTax:
e [nd rpynnbl KOMNbOTEPOB, UMEKLWNX O4NHAKOBbIE MMEeHa 1N Naponn agMUHNCTpaTopa OC;

e NS KOMMbIOTEPOB, UMEIOLLUX MHAMBUAYANbHBIE UMS 1 Naposb aaMuHucTpatopa OC, yaaneHHyo
YCTaHOBKY CrieflyeT BbIMOSHATL OTAENBHO OT APYruX.


https://www.rustore.ru/catalog/app/com.example.andagent

Mo ymonyaHuio B onepaumoHHbIX cucteMax HaduHas ¢ Windows 7 gocTtyn K yaaneHHOMY
KOMMbIOTEPY MO, fOKanbHOW y4eTHOW 3anucbio 3anpelleH. MNoapobHyo nHgopmauuo o6
3TOM OrpaHNYEHUN MOXHO HaNTKU Ha odumLmManbHOM cante CnpaBku U NOAAEPXKKA KOMMAHUM
Microsoft no agpecy https://support.microsoft.com/kb/951016 (Ha aHrMMINCKOM Si3bIKe).

Ecnu paHee Ha pgaHHbIn K He BbINONHANOCH yaaneHHoe pa3sepTbiBaHue AreHta ELLY wnu
mogyna C3U HCLO Dallas Lock, To ona paspelleHus yoaneHHOro MOAKMYEeHUs nopg
NoKanbHOW Yy4YeTHOW 3anucbld HeobxoOuMO B pedaktope peectpa Mo NyTu
HKEY_LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Syste
m co3gaTtb kntod Tuna dword ¢ umeHem LocalAccountTokenFilterPolicy co 3HayeHuem « 7»
(«LocalAccountTokenFilterPolicy»=dword:00000001) u nepes3arpy3ntb KomnbtoTep. B
KpYMHbIX ceTax ¢ AD gaHHOe 3Ha4YeHne MOXHO PacnpoCTPaHUTb Yepes NOSINTUKN.

Mo ymonyaHuio yganeHHas ycTaHOBKa BbinorniHsaeTca 4vepes3 nopt 445. Ecnn paHee Ha
AaHHbIn MK He BbINONMHANOCH yaaneHHoe pasBepTbiBaHMe AreHTta ELLY wnu moagyna C3U
HCL Dallas Lock, To B BpaHgmayape Windows gaHHoro K Heo6xoaumMo oTKpbITh NopT 445
(cosgaTb NpaBuno Anst BXOASALMNX NOLAKITHOYEHNI).

[Ons  HeckonbKuX LeneBbliX TC LEeHTparin3oBaHHyo YyaalnieHHyo YCTaHOBKY MOXHO
OCYLLECTBUTb TOJIbKO NpPWU BbINOJTHEHNN ClieayoLnNX YCﬂOBMVIZ

e uenesble TC BxoaaT B TOT e gomeH AD nnu LDAP, yto u APM c ELLY Dallas Lock;

(] N3BECTHblI MMA NOJ1b30BATENA U Maposib [OOMEHHOM yquH0|7| 3anncum c npaBamu
aOMUHUCTPAaTOopa AOMeHa.

Onsa yoaneHHon yctaHoBku AreHTa ELLY Ha knneHTe ons y4eTHOW 3anMcn agMMHUCTpaTopa OOMKEH ObITb
3agaH naposnb. YCTaHOBKY HE0obXO0AMMO OCyLLEeCTBMATb Mo npoTtokony IPv4, Ha MOMEHT OGHOBNEHUS U
YCTaHOBKM Heobxoaumo OTKMo4YMTb npoTokon IPv6 Ha APM c koHconbto ELLY. [danee Heobxoaumo
BbIMNOMHUTL CrieaytoLlme warm:

Ha yganeHHom APM, Ha koTopbin 6yaeT ycTtaHaBnmBaTbeca AreHT ELLY 13 KoHconu ynpaenenust ELJY,
OOIMKeH ObITb AOCTYNeH ang Bxoaawmx coeguHeHun TCP-nopt 135 (epmap).

lMepen ueHTpPanM3oBaHHOW YCTAHOBKOM HeOBXOAMMO pa3MecTUTb Ha KOMMblTepe, Ha KOTOPOM
3anyweHa Koncons ELY, anctpnbytns Arenta ELLY Windows.

1.

2.

Hanee HeobXoAMMO OTKPLITL FMaBHoe MeHto KoHconu ELLY — YpaaneHHas ycTaHoOBKa.

Ha oTkpbiBLUElics cTpaHuue Heobxoammo aobasuTs uenesble TC Ana yaaneHHoro pa3sepTbiBaHus. TC
MOXHO A06aBUTb OAHUM U3 CReayoLmMX CnocoboB, Yepes:

py4HOM BBOA agpeca — AN 3TOro HyXHO 3anonHutb nons lopm wn Beedume IP-adpec unu
cemesoe UMs KoMrbiomepa, 3aTeM HaxaTb KHOMNKy [lo6aBuTb KomnbloTep (puc. 353);
dhann cnucka KnMeHToB — HaxaTb UmnopT n3 chana u BbibpaTtb gain co CNUCKoM 3apaHee
BbIFPY>XEHHbIX KITMEHTOB;
uMnopT 13 cdarna — HaxaTb UmnopT us camna n npukpenuTb TEKCTOBLINA dainn co cnuckom |IP-
agpecos uenesbix TC.

Ona dainna c IP-agpecamun BO3MOXeH TOMbKO creaylowmii opmMart cnmncka: B Kaxaom CTpoke
hanna MoxeT ObITb Yka3aH Tonbko oauH IP-agpec 6e3 AononHUTENbHbLIX CUMBOJSIOB.

Mpumep:
192.168.0.1
192.168.0.35
10.10.112.55

3ateMm HaxaTb kHonky Oanee.


https://support.microsoft.com/kb/951016

Macrep yaaneHHoH ycraHoBKM AreHra ELLY

Cnucok KOMNEHOTEPOE

¥TaHOBKA CNWCKE KOMNBKTENDE ANA NOAKADHEHMA

Beegure IP agpec waw ceTeBoe MMA KOMNEKTERa

10.10.104.124

J06aEWTE kKoMABHITER

Mopt 55H 22 z
Mopt SME 445 z
IP-agpec FQDN-uraa .

10.10.104.124 aprn-dldi-k.dllocal

Wrnopt 1z gaiina

Puc. 353. Hayano ynaneHHon yctaHoBku AreHta ELJY Windows

4. Ha cnepgytowen ctpanuue (puc. 354) HeobxoaMmMo BBECTU aBTOPU3aALMOHHbBIE OAHHbIE:
e JOMMH 1 naponb agmuHuctpatopa OC Ha ueneBbix TC;
e IOTVH U Naporb cynepnonb3oBaTens (ONuUUoHansHo).



Macrep yaaneHHoH ycTaHOBKW AreHta ELLY

BBOA aBTOPMWU3ALMOHHBIX AaHHBIX
¥JETHBIE JAHHBIE 3AMMHMCTPATORA OC KOMNBIOTEPOE KAMEHTOE

¥yeTHad zanuce OC Windows
Vima adrmin

Mapone ITTTITYTY <

D YuetHaa 3anmce OC Linux
Mrs

Mapone

B MoAksoeaTent AEARETOA CyNEPNOAES0EATENERM

Mrag

[Maponk

Hazaa STmEHa

Puc. 354. BBoa aBTOPU3aLMOHHbIX AaHHbIX

Mocne BBeAeHWs faHHbIX HEOOXOAMMO HaXaTb KHOMNKy [anee, GyaeT BbiNOIHEHa NpoBepKa NOAKMYEeHNs
K KomnbloTepam. Ecnv npu nogknioyeHum Kk xoctaM BO3HWMKHET owmbka, MOSIBUTCA COOTBETCTBYOLLEe
npegynpexaeHne C npeanoxeHVem MpoAOIDKUTL YCTaHOBKY, WCKIIOYMB HEAOCTYMHble KOMMNbHOTEPHI
(puc. 355).

O Onpegenedne OC Ha LeneBblx KOMNBHOTEDEX *

I'Ipm AoAKAKHEHMK K LeNeERIM KOMABKTEASM NpaKSOLINS oMbk

A 10.10,104.124 : He yaanock YCTAHOEWTE CoegMHEHKe © uenesbim AP no npotokony SMB

Bt xommTe NPOA0IHNMTE YCTAHDEKY, MCKAHIHMME NEpPEYMCAEHHbBIE HEAOCTYNHBIE KDMI‘IbrCITprI?

BT -

Puc. 355. Owumbka nogknoveHus

5. [anee (puc. 356) Heob6xoaMMO ykasaTb NyTb K UCXOQHOMY AncTpubyTusy AreHta ELLY.

Ons Toro, 4To6bI CKPbITh OT Nonb3oBaTtens npucytcteMe AreHta ELLY, MOXHO BbIGpaTb CKpbITbIN PEXUM
yCTaHOBMB COOTBETCTBYHOLMI donar.

Onsi BBoga moaynen B JomeH 6e3onacHocty ELLY Dallas Lock cpasy nocrne ycTaHOBKUW, MOXHO NOCTaBUTb
dnar Beod e domeH 6e3zonacHocmu ELY, ykazate umsa cepsepa ELLY u kntou goctyna k b ELLY.

3areM HaxaTb KHOMKY YCTaHOBUTD.


https://www.google.com/search?sca_esv=7b146052151698da&sca_upv=1&rlz=1C1GCEU_ruRU1085RU1085&q=%D1%81%D0%BE%D0%BE%D1%82%D0%B2%D0%B5%D1%82%D1%81%D1%82%D0%B2%D1%83%D1%8E%D1%89%D0%B5%D0%B5+%D0%BF%D1%80%D0%B5%D0%B4%D1%83%D0%BF%D1%80%D0%B5%D0%B6%D0%B4%D0%B5%D0%BD%D0%B8%D0%B5&spell=1&sa=X&ved=2ahUKEwinjcX304iIAxXVAxAIHTXfKYIQkeECKAB6BAgSEAE
https://www.google.com/search?sca_esv=7b146052151698da&sca_upv=1&rlz=1C1GCEU_ruRU1085RU1085&q=%D1%81%D0%BE%D0%BE%D1%82%D0%B2%D0%B5%D1%82%D1%81%D1%82%D0%B2%D1%83%D1%8E%D1%89%D0%B5%D0%B5+%D0%BF%D1%80%D0%B5%D0%B4%D1%83%D0%BF%D1%80%D0%B5%D0%B6%D0%B4%D0%B5%D0%BD%D0%B8%D0%B5&spell=1&sa=X&ved=2ahUKEwinjcX304iIAxXVAxAIHTXfKYIQkeECKAB6BAgSEAE

Ecnu ykasaH HeBepHbIn krtod goctyna k [1b ELY, To ganbHenwasn yctaHoska AreHta ELLY
He ByaeT BbINOMHATLCS.

Macrep yaaneHHoH ycraHoBKM AreHrta ELLY

MapameTpbl ycTaHoBKK

Bbi60p YCTAHOBOMHOMD HaiAa W NapaMeTPoE YTaHOEKK

D CrpeiTeii pexum o

D Beog 6 gomed BesonacHooTk ELLY

V3 cepeepa UCC-APRZ:1TI00

Katou gocryna k 4B

Hasag OTmeHa

Puc. 356. MapameTpbl yctaHoBku AreHta ELLY

6. Ha HoBow cTpaHuue (puc. 357) moxHo Habniogatb 3a npoueccom yctaHoBks AreHta ELY. Tlo

OKOH4YaHWMKM npouecca 6yp,eT BbIBeJeHO CcoobLLEeHNne 0 pes3ynbTaTte 3aBepLlleHna onepauuin.

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ — e -a

Macrep yaaneHHo#! ycTaHOBKU

Mpouecc ycTaHoBKM

IP-agpec  FQDN-wma . Mpouecc

Nor

Moapotnee

Noapobnee
Moapobree

Puc. 357. Npouecc yctaHoBku AreHTta ELlY



15.2.5 YpaneHHasa yctaHoBka AreHta ELLY Linux

Ha ypanenHHom APM, Ha koTopbii 6yaeT yctaHasnusaTecs AreHT ELY Linux u3 KoHconu ynpaeneHus
ELY, pomxeH 6bITb goctyneH ans exoasawmx coegnHeHnn TCP-nopt 135 (epmap).

Mepen LeHTpann3oBaHHOWM yCTaHOBKOM HEOHXOAMMO pPasMeCTUTb Ha KOMMbIOTEPE, HA KOTOPOM 3anyLleHa
KoHconb ELY, onctpnbytme Arenta ELY Linux.

[ns BbInonHeHWa yapaneHHonm yctaHoBku AreHta ELY Ha xocT € onepaumoHHbIMK
cuctemamu AnbTt Cl1 TpebyeTca Hannume naketa libSM Ha aaHHbIX OC.

[nsa nepexoga k npoueccy yctaHoBkn AreHta ELLY Linux, Heo6XxoaMMo OTKpbITb FTaBHOE MEHHO KOHCOIM

ELY > — YpaneHHas ycTaHOBKa.

Cnepytowas nocrnegoBaTenbHOCTb AENCTBUN AN yaaneHHou yctaHoBku ArenTta ELLY Linux aHanornyHa
yaaneHHown yctaHoBke AreHta ELLY Windows (cm. «YganeHHas yctaHoBka AreHTa ELLY Windowsy).

Ecnu B npouecce yctaHoBku AreHta ELLY Ha Linux Bo3HuKaeT ownbka Buaga: «...error whiel
loading shared libaries: libxcb-xkb.so.1: cannot open shared object file: No such file or
directory», To He06X0ANMO Nepes YCTaHOBKOW BPYYHYHO YCTaHOBUTL nakeT libxch-xkb1.

15.2.6 YpaneHHoe o6HoBneHue AreHTta ELlY

LleHTpanm3oBaHHOe OOHOBMNEeHMe npegHasHayeHo And Oob6HoBneHus 3aperncTpupoBaHHbIX B ELLY
knueHtoB AreHt ELLY Dallas Lock Windows (HaunHasa ¢ o6HoBneHnss UKO Ha UK1 u T.4.) n knneHToB
Arent ELY Dallas Lock Linux (HaunHas ¢ obHoBneHns UKO Ha UK1 n 1.4.). [NonHoMounsimu Ha 3anyck
LeHTpanu3oBaHHOrO OOHOBMEHUA obnagaeT TOMbKO YMONHOMOYEHHbIV nonb3oBatens ELY c¢ pornbio
AdOmMuHUCmMpamop.

Mogynn ArenTt ELLY Dallas Lock Android ueHTpannu3oBaHHO He OGHOBMAOTCS.

MNocne LEeHTpalnM3oBaHHOIo Unn nokarnbHOro obHoBREHUSA Moayna Ha CTOPOHE KIMMeHTa COXPaHAKTCA:
e Tekylliee pacrnonoxeHue moayns B gepese [ib;
e Bce paHee cobpaHHble XypHarbl;
e  HACTpPOEHHble NONUTUKM Be3onacHOCTH.

YcTaHOBKY HE06X0AMMO OCyLLECTBMATE No NpoTokony IPv4, Ha MOMeHT 06HOBNEHNS 1 YCTaHOBKMU Moy nen
HeobxooMMo OTKNIYNUTL NpoTokon IPv6 Ha APM c koHconbio ELLY.

Onsi yaaneHHoro obHoBneHus AreHta ELIY Heo6xoamnmo BbINONHWUTL crieayoLme waru:

1. OTKpbITb rMaBHOe MeH KoHconu ELY — YpaneHHoe oGHoBneHue. OTKpoeTca CTpaHuua
MacTepa yaaneHHoro obHoBMneHus1, u3 cnucka Bolbpate AeceHm ELY v HaxaTb kHonky Oanee.

2. Ha oTKpbIBLUENCS CTpaHuLe BbiOpaTh KNMEHTOB, MOAYM KOTOPbIX HEOOX0AMMO 06HOBUTE (puc. 358),
aKTMBMPOBAB HAMpPOTMB HYXXHOMO KrneHTa Yekbokc. Heobxoaumbln 0OOBEKT MOXHO HaWTK MO UMEHMU
yepes MOMCKOBOK CTPOKY mnu npu nomowm aepesa knneHtoB AreHT ELLY Dallas Lock Windows /
ArenT ELlY Dallas Lock Linux. [Ina nepexoga Ha cnegylwun atan oGHOBMNEHUS] HaXaTb KHOMKY
Danee.
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Macrep yaan&nHoro o6HoBaeHus Arenta ELLY Dallas Lock

BriGop moayneH
BLiBOp MOAMER 418 OBHOBAEHWA

Mouck...

IEEE}

57 NoadnHenHbIi 4B
HEPACTIFEAE MEHHBIE OB BEKTHI
O test_group
W ApM-DLE0-C
LIV R
M apm-dll-uccigent
M D7 _client
W ABM-DLBO-C (MK13)
W cchgent W
€3 Arew ELY Dallas Lock Windows WKO
™ ccagent !
) Arewt ELLY Dallas Lock Linux WKO

> [[] ™9 ¥ 8 fIEHHEIE OBBEKTHI

Puc. 358. CtpaHuua BbIGopa moaynei ans o6HoBNeHust

3anonHuTb NapameTpbl, KOTOpble ByayT NPMMEHeHbl K MOAYNsSM B npouecce obHosneHus Arenta ELLY

(pwc.

359). OTobpaxkaemble AN 3anonHeHns 6noku 3aBUCAT OT BbIbpaHHbIX Ha ware 2 (3tan Bbibop

MoAaynen B Mmactepe yganeHHoro o6HOBMeHUs) Moaynen:

ecnu 6binun BbiBpaHbl ucknoumTensHo moaynu AreHTt ELLY Dallas Lock Windows, 1o 6yget
oTobpaxaTbCs Tonbko 6nok Yyemnasi 3anucs OC Windows, B gaHHOM criydae Heobxoanmo
3anonHUTL criegyloLine napameTpsl:
o none Mmsa Anst BBoga norMHa agMuHucTpaTopa 6e3onacHoctu mogynsa Dallas Lock 8.0
(none obs3aTenbHO ANA 3anofiHeHUs);
o none lNaponb onsa BBoAda naporns (none HeobsizaTenbHO ANs 3aMOfIHEHWS).
ecnu 6binn BblOpaHbl McknoumTensHo moaynu AreHT ELLY Dallas Lock Linux, To 6yger
oTobpaxaTbCs TOnbko 6nok YyemHas 3anucs OC Linux, B JaHHOM criydyae Heobxoaumo
3anonHUTL criegyloLimne napameTpsil:
o none Mwms gnda Beoga nornHa agMmuHuctpatopa OC (none ob6a3aTensHO A4Ns 3anofnHeHns);
o none [lapons gna BBoga napons agmuHuctpatopa OC (none HeobsizaTtenbHO ANd
3anonHeHus).
Ecnu aktuBmnpoBatb Yekbokc [Torib308amerns sengemcs cyrnepronb3o8amernieM, TO Nons Ans
BBOJA OaHHbIX CyNneprnonb3oBaTenis CTaHyT HeaKTMBHbIMU. B npoTuBHOM cnyyae HeobGxooumo
BBECTW FIOTWH 1 Naporb Cynepnosib3oBaTensi.
npu ogHoBpemeHHoM Bbibope AreHtoB ELY Dallas Lock Windows n AredtoB ELLY Dallas
Lock Linux gns 3anonHeHus 6yayT otobpaxeHbl oba 6noka HacTpoek (puc. 359).
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BBopa aBTOPH3aLUMOHHELIN AaHHEIX
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1] YueTHan sannce OC Linux
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Mapone  |esessses <
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Puc. 359. BBoa aBTOpM3aLMOHHbIX AaHHbIX ANA OGHOBEHUA

Mocne 3anonHeHust Bcex HeobxoauMbIX Nonen HYXXHO HaXXaTb KHOMKY Hanee.

4. Ha cnepywouer ctpaHmue (puc. 360) HeobxoaMMo ykasaTb NyTb K ANCTPMOYTUBY (MK NyTb K KaTanory
C oucTpmnbyTrMBamm, ecriv Ha atane Bbibopa Moaynen ona o6HOBMeHNst ObINM BbIGpaHbl MOAYNN Kak
AreHTt ELlY Windows, Tak u AreHT ELLY Linux) c o6HoBneHvem. 3atem HaxaTb KHONKY OGHOBUTD.

Ons Toro, 4To6bI CKPbITL OT Nonb3oBaTens npucytcteue AreHta ELLY, MOXHO BbIGpaTh CKPbITLIN PEXUM
yCTaHOBMB COOTBETCTBYIOLLMIA chnar.

Macrep ygana€nHoro o6HoBAeHWA Arenta ELLY Dallas Lock

Mapamerpul oGHOBAGHMA
BEIGOD AMCTRHENTHES W T3PAMETAOB GEHOEAEHHA

HiooaHble AncTpudyTiesl | CifUsers/Admin/Desktop/ucchgent
[ Crpoimeiit pesum 0

ABTOMATUUECKI YETZHOBMTE HEAOCTAALLME NaKETEI

Hezai O6nosnTs Ormena

Puc. 360. CTtpaHuua napameTpoB OGHOBNEHUs



5. [anee MOXHO mnpocmaTpmBaTb COCTOsIHME npouecca OOHOoBneHus ansa kaxporo AreHta ELYY
(puc. 361). Tlo oKoH4YaHWKM npouecca OOHOBIEHUS MNOSABATCA COOTBETCTBYHOLUME KOMMEHTapUu
yOa4yHoro urnm Heyaa4yHoro 3aBeplleHus onepauun. [nsi 3aBepLueHns npolecca o6HoBneHnst AreHTa
ELLY HaxaTb kHOMKY 3aBepLUUTD.
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Macrep yganéHHoro o6HoBAeHUA AreHta ELLY Dallas Lock

Mpouece

10.10.104126 Ucchgent\V |Ornpaska dhaina. i He HaligeH.
10.10.100.157 uccagentl |Onpaska haina. Daiin He HalgeH.

]
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Puc. 361. Npouecc o6HoBneHusa AreHTta ELLY

15.2.7 YpaneHune AreHta ELLY Windows

B OC Windows Heobxoanmo oTkpbiTh Myck — MaHenb ynpaBneHus — lMporpaMMbl U KOMNOHEHTHI.

B nosiBuBLLEMCA

2 Mporpammer n KOMNCHEHTE!

MaHens ynpasneHns —
ACMALLHAR CTPaHMLE

MpocmeTp ycranoenennsx
oBHOBNEHNI

G BKAFOMEHME MW DTKAKOYEHIE
komnoHenTos Windows

Hazaa

3aepwiTa

OkHe wu3 cnucka BblGpaTb nporpammy AreHT ELY Dallas Lock, HaxaTb
Yaanutb/3meHnTb 1 NnoATBEpAMTL YaaneHune (puc. 362).
= m} X
1 @ » Mawensynpaenenna > [Mporpammel > [porpammel W KOMOOHEHTEI v O Mowck g: MporpamMmel v kow.. 2
YnaneHne nan nsmeHeHve nporpamMmbl
[lns yAaneHWA Nporpanmel EBIDEPUTE €€ B CIMCKE M WenkHuTe "YaanuTs", "MsmennTs" nan "BoccTaHosnTs”,

¥nopagounte ¥ ¥aanute/VzmenuTe == - 0
Mran - WMzaatens Yeranoene..  Pasmep Bepcua

W& Microsoft Edge Kopnopauua Maiikpocodt 07.09.2026 31116 152.0.4191.66

Fj Microsoft Office Professional Plus 2019 - ru-ru Microsoft Corporation 20.08.2026 16.0.10417.20197

@ Microsoft OneDrive Microsoft Corporation 01.09.2026 546 MB  26.150.0804.0011

[55] Microsoft Update Health Tools Microsoft Corporation 15.06.2026 1,02MB  3.74.0.0

) Microsoft Visio cTangapTHeli 2016 - ru-ru Microsoft Corporation 20.08.2026 16.0.10417.20197

‘ﬁ!Ml(rnsnft Visual C++ 2015-2022 Redistributable (x64)... Microsoft Corporation 18.06.2026 206 Mb  14.36.32532.0

‘ﬁ!Ml(rnsnft Visual C++ 2015-2022 Redistributable (x86)... Microsoft Corporation 18.06.2026 180MB 1436325320

&2 Paint Microsoft Corporation 16.06.2026
[ Update for Windows 10 for x64-based Systems (KB30..  Microsoft Corporation 15.06.2026 836KE 8.94.0.0
ﬁVMwarE Tools VMware, Inc. 31.08.2023 924MB  12.1.5.20735119
O Arent ELLY Dallas Lock 000 "Kondugent" 08.09.2026 252 ME  6.0.468.1

O ELLY Dallas Lock 000 "KoHgungent" 24.08.2026 397ME  6.0.468.1

S HosHuue! Microsoft Corporation 16.06.2026

& MoakntoueHue k yaanenrHomy pabouemy croay Microsoft Corporation 16.06.2026

000 "KoHpuaeHt" Bepcua npogykra:

O

6.0.468.1
Pazmep: 252 Mb

Puc. 362. YaaneHue ArenTta ELLY Dallas Lock

MacTtep yoaneHus Arenta ELLY Takke MOXHO BbI3BaTb C MOMOLLbIO 3anycka yCTaHOBOYHOrO
ancTpmbyTuea.

Mocne noarteepxaeHusa 3anyctutca macTtep ypaneHusi AreHta ELY Dallas Lock (puc. 363). Ons

npoaoIKeHNA yaaneHna Ha)KaTb KHOMKY Danee.



EgouHbin ueHTp ynpaeneHus Dallas Lock
UHCTpYKUMA NO nCnosib3oBaHUIO

:: MacTep yaanenun - Arent ELY Dallas Lock, sepecun 6.0.468.1 oT 18.08.2026 X

¥nanenwe Arenta ELLY Dallas Lock

Jobpo noxanoeartb!

AnA Hauana yaanenwa Aredta ELY Dallas Lock eepcun 6.0.468.1
HaxmuTe =/lanees,

Arext ELLY DALLAS LOCK

Puc. 363. OkHo Hauyana yaaneHus Arenta ELLY Dallas Lock

MpoBeputb 1 noaTBepauTb yoaneHue Arenrta ELY (puc. 356).
::J MacTep yaanenua - Arent ELLY Dallas Lock, eepcuna 6.0.468.1 oT 18.,08.2026 x

MapameTpbl yaaneHus

Moxanylicta, NpoeepsTe BelGpaHHLIE NaRaMETPEI YAANEHWUA,

Haxkmure "¥oanume”, uToBel NPOAOKUTE, WK "Haz2ag", ecni X0TUTE BEQHYTCA K TNAEHOMY IKpaHy yaaneHus.

Komnonent: AreqT ELLY Dallas Lock
Onepaumn: ¥ianeHume
MyTs yeranosw: C\Program Files (B6)\uccAgentbin

Puc. 364. MNapameTpbl yaaneHus

[anee Bo3MOXxHO HabnogaTh 3a npoueccom yganeHus (puc. 365). Ecnm npouecc npowen 6e3 ownbok,
Heobxo4MMO HaxaTb KHoMKy [Oanee, 3ateM 3aBepWnTb.
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Q MacTep yaanedua - Arest ELLY Dallas Lock, eepoua 6.0.468.1 ot 18.08.2026 >

YpaneHue

¥aanenwe: LHrogram kiles ReibhuccAagentibiny o MNetwork.dil
¥aanenwe: C:\Program Files (x86)\uccAgent\bin\Qt55vg.dil

¥aanenwe: C\Program Files (x86)\uccAgent\bin\Qt5Widgets.dll
¥aanenwe: C\Program Files (x86)\uccAgent\bin\uccAgentlcon.exe
¥nanenwe: C\Program Files (x86)\uccAgentibin\uccAgentlcon.ilk
¥nanenwe: C\Program Files (x86)\uccAgent\bin\uccAgentlcon.pdb
Yaanenwe: Ch\Program Files (86)\uccAgentibin\uccAgentService exe
Yaanenwe: Ch\Program Files (86)\uccAgentibin\uccAgentService.ilk
Yaanenwe: Ch\Program Files (x86)\uccAgent\bin\uccAgentService.pdb
Yaanenwe: C\Program Files (x86)\uccAgent\bin\uccAgentUninst.exe

Puc. 365. Npouecc yaanenus AreHta ELLY Dallas Lock

15.2.8 YpaneHue AreHta ELY Linux

Ons ynanenusi Arenta ELLY Heobxoammo obnagats npaBamu agmuHnctpaTtopa OC (root) Ha gaHHom [1K.
Hanee HeobGxoguMo 3anycTuTb WUcNonHsembld ann  «uccAgentUninsty (NyTb pacnonoXeHus:
/opt/uccAgent/bin/uccAgentUninst) B TepmuHane. [na 3Toro Heo6XxoOuUMO BLINOMHUTE B TepMuHane
KoMaHay:
sudo /opt/uccAgent/bin/uccAgentUninst

lMocne BbINOMHEHUst KOMaHAbl 3anycTUTCA OKHO MacTepa yaaneHus Aredta ELLY Dallas Lock (puc. 363).
Hanee nopsagok yaaneHns Arenta ELLY Dallas Lock aHanornyeH nopsaaky yaaneHus aHHon nporpamMmmbl
B OC cemeinctea Windows (cm. «YganeHve AreHta ELLY Windows»).

15.2.9 YpaneHue Arenta ELY Android
Ynanenue ArenTta ELLY Dallas Lock Android npounssogutcs cunamm OC 4epes HaCTPOMKK MPUNIOXKEHUS.

15.3 Peructpauuna Arenta ELY B 1B

BapernctpupoBaTb moaynb AreHT ELLY Windows/Linux B [JomeHe 6e30nacHOCTM MOXHO criegyrowmmm
cnocobamu:

e B0 BpeMm4 rnokansHoun unm yaaneHHon yctaHosku AreHTta ELLY (cm. «JlokanbHasa yctaHoBka AreHta

ELLY»);

e [yTeM CKaHMPOBaHWs ceTu (CM. «HacTponka mogynsa»).

Beog AreHta ELlY Dallas Lock Android B [JomeH 6Ge30omacHOCTM BO3MOXEH TOJIbKO CO CTOPOHbI
YCTPOMCTBA, Ha KOTOpOM ycTaHoBreH AreHTt ELLY.

15.3.1  Peructpauusa moaynsa AreHt ELLY Dallas Lock Android B 1B

Onsa ycnewHoro Beoga moaynsa Arent ELLY Dallas Lock Android B 16 Arent ELLY n ELLY
JOMKHbI HaxoauTbeca B ogHown JIBC.

Ons BBoga B [lomeH GesonacHoctu mopynst AreHt ELLY Dallas Lock Android (pexum JIBC) wnu
npuMeHeHus npodunst ceteBoro goctyna (pexum NAC) Heobxoaumo 3anycTuTb Ha YCTPOWCTBE



npunoxeHune AreHT ELLY Dallas Lock, nocne yero Ha akpaHe OTKpOeTCsi OKHO, (puc. 366).

CwmeHa pexuma paboTbl areHTa BO3MOXHa TONbKO NPy nepeycTtaHoBke. Takke peanusoBaHa
BO3MOXHOCTb 3a4MCTUTb AaHHble nNpunoxeHus, Yyepes "App Info" — "Clear data" — "Clear all
data".

[na BBoga areHTta B [1b He06x0aMMO BBECTY criefytoLme AaHHbIe:
e DNS-ums unu IP-agpeca cepsepa ELLY;
e kntod goctyna k Ab;
e  /M$ YCTPOWCTBA, B COCTaBE KOTOPOro HEOOX0AMMO BBECTU MOAYIb.
[nsi npuMmeHeHns Npoduns ceTeBoro AocTtyna Heobxoanmo:
e BblOpaTb harin npoduns, co3gaHHbl paHee, pasgen 5.1 Ceogka anga [b;
e  BBECTU CEKPETHbIV KoY Ans BeiGpaHHoOro dganna.

10:26 Qo6 vd4an

AreHT ELLY Dallas Lock

(O NokanbHas BeIYACAUTENBHAA CETh

MapameTtpsl OB

(® IPsec nogkoueHne

BbIEPATbH

|:| CekpeTHas dpasa

OTMEHA CMNPABKA

Puc. 366. OkHO KOHPUrypUpPOBaHUA areHTa

Ansa npogomkeHns HaxaTb KHoMkKy MpUMeHuTb.

Ecnn npouecc BBoga moayns B [Ob npowen ychnewHo, TO 4epe3 HeKoTopoe BpeMs MNOSABUTCA
COOTBETCTBYIOLLIEE COOOLLEHME.

Ecnu BbibpaH pexxum NAC, BbINONHSAETCA NPOBEPKa NPUINOXKEHUSA HA HanNMyYne paspeLleHmnst Ha YCTaHOBKY
VPN-coeguHeHus. B criyyae, ecnu nonb3oBaTtenb He NPeAoCTaBWil paspelleHus NosiBUTCSt OKHO (puc.
367), c npegynpexgeHmemM 0 HEBO3MOXXHOCTU paboThl NPUMOXEHNUS.



EgouHbin ueHTp ynpaeneHus Dallas Lock
UHCTpYKUMA NO nCnosib3oBaHUIO

3anpoc Ha NogKNKYeHune

Mpunoxenune "Arent ELLY Dallas
Lock" nbiTaerca NoAKNOYUTLES

K cet VPN, 4Tobbl oTCnexusaTh
TpaduK. 3TOT 3anpoc cneayer
NPUHUMATD, TONBKO €CNN Bbl
aoBepreTe UCToMHKUKY. Korga
noaxknwouerHme kK cetu VPN
aKTUBHO, B BEPXHEN 4YacTy 3KpaHa
NOABNRETCH 3HAYOK ev.

Ormexa

Puc. 367. 3anpoc pa3pelwueHus Ha yctaHoBKy VPN-nogkntoyeHus

Mocne 3anycka npurioXxXeHnsd OTKpbiBaeTCA OKHO akKTUBHOCTH, 0To6pa>|<arou4ee I/IHCbOpMaU,VIIO O TeKyLllem
COCTOAHUM areHTa.

B pexume pabotbl JIBC okHo (puc. 368) cogeput nicopmaumio o nogknodeHmmn ELY.

804 A G & vin

ArenTt ELLY Dallas Lock

Mogyne nog ynpaenexdwem ELLY
AB: Oy6
APM: agent

CoefMHeHWe YCTaHOBNEHOD

PaapeweHwWe Ha yBeaOMAEHWA HE
npegocTasneqHo

3ANPOCHMTE PASPELLEHME

Puc. 368. OkHO akTMBHOCTM B pexume JIBC

B pexume pabotel NAC okHO (puc. 369) AOMOMHUTENBHO COAEPXKUT MHADOPMaLUIO O noaknoyeHun kK WAF
1 BO3MOXHOCTb YAANeHHOro NoAKMHYeHMs.
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Arext ELLY Dallas Lock

NapameTpsi IPsec

) 1

Dbl it

IPsec noagxmovyenne
MNoakmoueno

Napamerpel ELLY

MeH He

Coeauuenne ¢ ELLY ycranoeneno

OTKNIOMAUTECA

Puc. 369. OkHo akTuBHOCTHU B pexxume NAC

Mocne ycnewHoro 3aseplweHns yctaHoBkn AreHta ELY Ha MK, B gepese [1b KoHconu ELLY B rpynne
HepacnpedeneHHbie 0b6bekmbl OygeT co3gaH  HoBbii APM, B coCcTaB  KOTOPOrO  BKITHOYEH
3apeructpmpoBaHHbii Mogynb AreHT ELLY Dallas Lock (puc. 370).

' (3 HEPACMPEAENEHHBIE OBBEKTHI
v B AgentAndroid-1

@ Arent ELLY Dallas Lock Android

. M CETEBLIE YCTPOWCTBA

Puc. 370. Oto6paxeHue AreHta ELLY B 1B



Ecnu y npunoxeHnst HET COOTBETCTBYIOLLErO paspeLleHns, TO B OKHe pe3ynbTaTta BBOAA
moayns B [1b 6yaet otobpaxeH ctatyc PaspelueHve Ha yBegoMMneHne He npeaocTaBneHo.
MpepoctaBuTb AaHHOE paspeLleHne MOXHO criegylowumy cnocobamu:
e 13 CBOWCTB NpunoxeHus cpegcteamm OC;
e HaxaTuem KHomMku 3anpocuTb pa3pelueHue u3 nHrepdgenca Aredta ELLY.
Mpu HaxxaTum KHOMKM 3anpocuTb pa3pelueHue OyaeT BbiBeOEeHO OKHO NMOATBEPXKAEHUSA C
COOTBETCTBYIOLLUM COOOLLEHNEM M KHOMKaMu Pa3pewunTtb 1 3anpeTuTb:
e npu Haxatum PaspewwmTb OygeT BbiBeAeHO coobuweHne «PaspeweHue
npedocmassieHo», cTatyc «PaspeweHue Ha ygedomreHue He rpedocmasrieHo»
M KHOMKa 3anpocuTb pa3pelleHne MWCYEe3HYT C 3KpaHa, B YBELOMIIEHUSX
yCTponcTBa 0TObGpasnTca yBeaomreHne o cratyce coeamHenus ¢ ELLY;
e nnpu Haxatum 3anpetuTb OygeTr BbiBeOeHO coobuieHne «PaspeweHue
He npedocmassieHO.

Ecnn B npouecce BBoga AreHta ELLY Bo3HMkna owwmbka, Ha akpaHe ycTpoictBa OyaoeT BbiBeQeHO
coobueHne 06 owmnbKke C COOTBETCTBYIOLLMM ONUCAHNEM.
BeiBog AreHta ELLY Dallas Lock Android Bo3amoxeH criegytoLimmm cnocobamu:

e MPY OYUCTKE XPaAHUIULLA MPUTIOXKEHMWS HA KITMEHTCKOM YCTPOWCTBE;

e npu yganeHum npunoxeHuns AreHt ELLY Dallas Lock ¢ ycTponcTtsa nonb3oBartens;

e  Mpu nHMuumnpoBaHumn Ha ELLY komanasl YaanuTe Ha naHenu [Jedcmeusi nnn B KOHTEKCTHOM MEHIO
aepesa obbekToB [1b.

Ecnu BeiBog 13 [1b6 ELLY npousBoanTtcs co ctopoHbl AreHTa ELLY (knMeHTCKoro ycTponcTea),
To APM 0Oyget oTpaxatbcsa B gepeBe [b nocne ypaneHus, HO OygeT HeOoCTyneH.
MoBTOpHLIN BBOA APM C Taknm ke Ha3BaHMeM HedOCTYyMNeH, NpeaBapuUTenbHO HeobxoaMmMo
yoanute APM u3 gepesa [b.

15.4 Hactpounka moaynsa AreHt ELLY Windows/Linux
B KoHconu ELY B gepese 116 AreHTbl ELLY oTobpaxatotcs kak otgensHble mogynu AreHt ELLY Dallas

Lock Windows nnun Arent ELY Dallas Lock Linux B coctaBe APM. 3Hauku Arenta ELY 3aBucar ot
COCTOSIHMSA MOAYNSA Y MOTYT NPUHUMATL CReayroLmin BUA:

— MOAY b MNOAKMIOYEH;

— MoAyJ1b HE NOOKITHOYEH;

[ns koppekTHOMW paboTbl (DYHKUMM yOaneHHoro ynpasrneHus ¢ nomowbio AreHta ELYY
Heobxoammo Ha APM c Linux oTkntounTb npotokon Wayland.



15.4.1

CBopka moaynsa AreHt ELLY

Bknagka Ceodka (puc. 371) otobpaxaeT obliee cocTosiHue paboyen CTaHUUKU, Ha KOTOPY YCTaHOBIEH
AreHT ELLY.

© Koncons ynpasaerus ELLY [[lomen Gesonacrocty: [lomen BesonacrocTn, Cepeep: fga-win-ucc.dl.local:17900] = X
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Puc. 371. Bknagka «CBopgka» mopyns AreHt ELIY

JocTynHbl cneayowuve pasgensl MH(POPMaLMOHHOW NaHenw.

MHdopmaumsa o6 ob6bekTe

B BepxHen 4yactu MHdOpMaLMOHHON NaHenu oTobpaxaeTcd cregylowas MHpopMauus o TekyLem
COCTOSIHUN MOAYNSA:

WHdOpMaLua o gate u spemenHn seoga B [ib;
WHhopMaLus 0 gaTe U BPEMEHM NOCNEAHEro NOAKIIOYEHMS;
FQDN-uwms;

IP-agpec;

MAC-agpec;

MHOPMaLMA 0 nocrnegHen akTUBHOW Ceccuu;
MHopmaums o cnocobe NoaknYeHns;
Bepcus OC;

Bepcus AreHTta ELLY;

pexum paboThbl;

KOMMEHTapUi.

MHUunpeHTbI 6e3onacHoOCTHU

OTobpaxaeTcs CIMCOK MHUMOEHTOB 6e30MacHOCTU ¢ rpadmnyeckor naHenbto. [JoctynHa uneTpaums
oTobpaxaemblx cOObITUA MO nepuogdy W HacTpoilka oTobpaxeHus puarpamm (cMm. «HacTporika
NHUMAEHTOB 6e30NacHOCTY).

[1BOVIHOM KWK NO COObLITMIO OTKPOET 3anucb B OTAENIbHOM OKHE, B CMMCKE AaHHoe cobbiTne byper
NMOMeYeHO Kak npovmTaHHoe. None KommeHmapul JOCTYNHO AN peaakTMpoBaHus.

Ha naHenu nHctpymeHToB Bknagkm Ceodka (puc. 371) AOCTyNHbI cneayowmne AeNCTBUS:

O6GHOBUTbL — NMO3BONSET 0OHOBUTL MHGpOpMaLMo Ha Bknaake Ceodka;

Yaanutb — nepemellaeT B 6a3oByto rpynny YoasneHHble 06beKmbi C COXpaHEHMEM XKYPHAroB;
KommeHTapuin — p[oGaBneHHbIi KOMMeHTapuid otobpasuTcs B pasgene MHgopmayusi ob
obbexkme Bknagku Ceooka.



e 3apaTb 30Hy AoBepuAZ* — No3BoMseT HasHauUMTL 30HY JoBepua modyno AreHt ELLY.
Mpu BbIGOPE OencTBuA 3apaTb 30HY AOBEPUA OTKpbIBAeTCs OKHO ¢ Bbibopom 3] (puc. 372), B KOTOpOM
HeobxoguMmo:
o BbiGpaTb 0gHO 3HayYeHVe 13 BbiNagarLwero cnucka.
o HaxaTtb kHonky NMpUMeHnTb.

D HazHauuTe 30Hy 40EEPUA et

3oHa gosepua: | 1 -

Puc. 372. OKHO Ha3Ha4YeHUs 30HbI 4oBepusi

Mpu BbIGOpE 3HaYeHns He Ha3HavyeHa nponsonaét copoc 3[, OTKpbITOE coeanHeHne byaet
pa3opBaHo, a Y4E€THbIE JaHHbIE Ha CepBeEpEe aBTOpU3aLn — yaarneHsbl.

Mpy BbINONMHEHUN OEWCTBUW, CBSI3aHHbIX C HasHadeHuem 3L, coObITUSA UKCUpYHOTCS B
XypHane ELLY.

Ons mogyna AreHt ELY pocTynmHbl cnegyowme KOomMaHabl onepaTMBHOrO ynpaeneHus (puc. 371) Ha
naHenu” NHCTPYMEHTOB:

BbikniounTs;

MepesarpyaunTb;

Cobpatb XypHanbl;

CuHXpOoHM3MpoBaThb;

YpaaneHHoe ynpasneHuve.

PesynbTat BbINONMHEHUS KOMaHA, OnepaTMBHOIO ynpaBneHuss He oTpaxaetcs B XKypHanax
ELY. Takke He npefycMOTpeHbl BCNMbiBalOWue U npovve ysefoMIeHuUs O pesynbraTtax
BbINOMHEHWUSI KOMaHA, ONepaTUBHOrO YrpaBreHus.

15.4.2 CO6op xypHanoB AreHta ELLY

Ona nonyydenus B ELLY Dallas Lock 3anucen xxypHanos, Begywmxcsa Ha TC, rge yctaHosrneH AreHt ELLY,
HeobxoomMMo npoBefeHne cbopa xypHanoB. CHop XypHanoB MOXeT OblTb MPOBEAEH MpW YCIOBWM
Hanuuus ceteBoro nogkrtoyerHns mexay ELY n TC ¢ yctaHoBnNeHHbIM AreHToM:

e nepuognyecku (cM. «lapameTpbl paboTbl MOAYNEN»);
e [0 KOMaHge nonb3oBatensa n3 Konconu ELY.

Komanpa Cobpartb xypHanbl B KoHconv ELLY ona mogynsa Aredt ELLY goctynHa Ha Bknagke Ceodka Ha
naHenun nHcTpymeHtoB OnepamusHoe yripasneHue (puc. 371).

15.4.3 lopknioyeHue K yaaneHHoOMy pabo4yemy ctony

[na nogkntoyeHns Kk yaaneHHomMy paboyemy ctony TC, Heobxoanmo:

24 NencTBrE AOCTYMHO TOMLKO B TOM criyyae, ecrnv AreHT ELLY HacTpoeH ans paboTbl B pexume yaarneHHoro 4ocTyna B
pamkax komnnekca NAC (Network Access Control), pasgen 5.11.1 ArenTbl ELLY.



1. Bbibpatb HyxxHbI Mogynb AreHT ELLY B aepese [b.
2. Ha naHenu uwHCTpymeHTOB B pasgene OrniepamueHoe yrnpasrneHue BbliOpaTb MyHKT YAaneHHoe
ynpaBneHue (puc. 371).
3. Ha APM, roe yctaHoBneH AreHT ELY, noseButca okHO (puc. 373), B KOTOPOM MOSib30BaTENO
HeobxoaMMo BbiOpaTb AENCTBUE C MOMOLLbIO KHOMOK:

e kHonka MoaknyYnMTb cenyac No3BonsieT HayaTb CeaHC yaaneHHOro NOAKMYEHNS;

e kHomnka OTKNMOHUTb NO3BONSET OTKINOHUTL 3aNPOC Ha CeaHC yaaneHHOro NOAKMIYEHNS;

e KHOMKa 3aKkpbiTb (<) NO3BONSET OTKMOHWTL 3anNpPOC Ha CEaHC YAAneHHOro MOAKMOHYEeHNS

(paboTaeT aHanorn4Ho kHonke OTKIIOHUTD).

O

K. ASHHOMY KOMOBEHTERY BEINOAHEH 3ENPOC HA YASNEHHOE NOAKNHIYEHHE,
Yepes 58 cekyHA zanpoc Oy AST SETOMATHYSCKH OTKNOHEH,

[MoakAHYKTh ceMdac DTAOHKTR

Puc. 373. OkHO yaaneHHoro nogknyeHus Ha ctopoHe APM c Arentom ELY

Ecnn co crtopoHbl APM, K KOTOPOMY BbIMOMHAETCA 3anpoCc Ha CeaHC yOaneHHOro MoaKMioYeHus, He
NPON3BOANTCH HUKAKMX AENCTBMI, TO 3anpoc Ha yaaneHHoe nogknoyeHve byaeT npepeaH no uctevyeHum
BPEMEHW, yCTaHOBMNEHHOro nonutukor Bpemsa oxnpaanmna nogkntoveHus no VNC (cekyHa).

Ecnu nogknioyeHne BO3MOXHO, TO Ha 3kpaHe oTobpasuTcs 3anylieHHas ceccus Ha BblbpaHHom TC. B
WHOM cny4ae nosiBuTcsa coobleHne 06 ownbke (puc. 374 nnm puc. 375).

Ons Toro 4tobbl cHATL BNoKMPOBKY akpaHa npu nogknoyeHun no VNC, Heobxoammo HaxaTb codeTaHune
knasuw Win+Del.

Ownbka >
()

He yaanoce samycTuTe WHNC-cepEep Ha yaaneHHOR MaLLKHE:
Mones0BaTenE He OTEETHA HA 3aMPOC WAAAEHHOMD NOAKAKYEHKA

[0]i4

Puc. 374. Owmnbka yaaneHHOro nogkioyYeHus

U Owwnbka >

He yaanoce zanyctute VMC-cepeep Ha yaaneHHoW MaLLMHE
Monb3oEaTent oTKACHWN YAANEHHDE NOAKAHIHEHIE

Puc. 375. Owmnbka yaaneHHOro NogKknoYeHus

Ecnun Cepsep ELLY n KY ELY pa3BepHyTbl Ha OC Windows, To:

e npu nogknoydeHum no VNC k OC c yctaHoBneHHbiM AreHT ELLY Linux npoucxogut 6nokmpoBka
paboTtbl "ropsunx” knasuw (Ctrl+Alt+T) — OTKPbITE TEPMUHAN HEBO3MOXHO;

e npu nogkntoveHmn no VNC k OC c yctaHoBneHHbiM AreHT ELLY Linux (Astra-bpect, Open,
CmoneHck) n ucnonb3oBaHun "ropaumx” knasuw (Win+T — ans oTKpbITUS TepMmuHana) —
nocnegytwouasi pabota B TepMuHane 6rnokvpoBaHa;

e npu nogknoyveHun no VNC k OC c yctaHoBrneHHbiM AreHT ELLY Windows n OTKpbITUS OKHa
Beinonuutb (Win+R) — BBOA KOMaHA Ha ncnonHeHme B none Omkpbimb 6110KMpOBaHO.



CobbITus, CBSI3aHHbIE C yaaneHHbIM nogknioyeHnem k TC, dmkenpytotcs B xXypHane XKypHan
EL]Y (owumnbkn NOAKNIOYEHNS, HA4Yano 1 3aBepLUeHNe yaaneHHOro NoaKioYeHNs).

OpaHoBpeMeHHoe noakntoyeHne k TC ¢ yctaHoBneHHbIM AreHTom ELLY BO3MOXHO TOMbKO C
oaHon KoHconu ELLY.

Mpn mHMumMmMpoBaHun nogkmnoveHna no VNC koHconb ELLY Grnokmpyetcda OO MOMEHTa
NoAKNYeHNs/oTka3a B NOAKITHOYEHUN.

MopkntoyeHne k TC (c yctaHoBneHHbiM AreHtom ELY), pacnonoxeHHbim 3a NAT, no
npotokony VNC He nogaepxuBaeTcsi.

15.4.4 YpaneHHoe nogknroyYeHue

Peanun3oBaHa BO3MOXXHOCTb yaneHHOro NogkoYeHust Yepes Tpen-MeHio 3Hadka AreHta ELLY (Puc. 376).

YOaneHHoe NogrnoyeHne. ..

O nporpamme

Puc. 376. MyHKT MeHt0 «YaaneHHoe NoaKnovYeHne»

[ns co3gaHnsa yganeHHoro noaxkntoYeHns Heo6xoaMmo:

1. BolibpaTb NyHKT MeH YOaneHHoe rodkYeHue, Mocre 3TOro OTKPOETCA OKHO YpaaneHHoe
noakntoyeHue (puc. 377), eCrniv oHO He YCTaHOBMEHO.

O YaaneHHOe nogknroveHmne X

MNpo¢gunb cetesoro gocryna:

CeKpeTHbIA KNtou:

OtmeHa l

Puc. 377. OKHO yaaneHHOro nogkno4eHus

2. HaxaTb kHomky OG30p, OTKpOeTcs OKHO Bblibopa obbekta PC, HaxaTb Ha BblOpaHHLIN MPOUnb
ceTeBoro goctyna, pasgen 5.1 Ceoaka ana Ab.

3. B none CekpemHbili K/1t04 BBECTM KIOY, MOSYyYEHHbIV AN BbIOpaHHOro npoduns ceTeBoro JocTyna.

4. Haxatb kHonky MpuMeHuTb, Nocre 3TOro BbINOMHATCA NMPOBEPKM YKa3aHHbIX AaHHbIX.

B cnyyae BO3HMKHOBEHMS OWIMOOK Mpu MpoBepke Npodunsa Ha 3KpaH BbIBOOMTCH OKHO C OMWCaHMEM
owmbkn (puc. 378).



@ YpaneHHoe noakntoueHue X

<TekcT coobuieHna>

Puc. 378. OkHO oWIMGOYHOro yaaneHHOro NoaKnveHust

Ecnu npoBepky npoduns BbINOMHEHbI YCNELHO OTKPOETCH OKHO 06 ycnewwHoM noaknoyeHnm (puc. 379).

YnaneHHoe noakatouyeHne X

Crartyc: YyCTaHOB/IEHO

BoigeneHHobin IP-agpec:  10.10.2.121

Pwuc. 379. OkHO yCTaHOBIIEHHOrO yAaneHHOro NoAKNYeHUs

YTtobbl 3aKpbITb OKHO HaxaTb kHorky OK. [Ons paspbiBa TeKywlero MNOAKMHOYEHUs] HaxaTb KHOMKY
OTKNO4YNTD.

15.4.5 [Monutukmn moaynsa AreHt ELLY

Ha ypoBHe moayns AreHt ELLY B cnvcke Ha Bknage lMonumuku (puc. 380) AOCTYNHbI TOMbKO NOSIUTUKK,
aktyanbHble and mogynsa Arent ELLY (cm. «MNonutukun OB»).
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@

B YIAAEHHBIE OBBEKTH OMEPATUBHOE YTIPAB/EHVE

-]

B lMoaUMHEHHBIR 40NEH
CHHXPOHM3MpOBaTL

Puc. 380. Bknagka «Monutukn» mopynsa AreHt ELLY

Hactpoiika nonutuk Ans Moayns npousBOOUTCA aHanormyHo HacTpomke nonuTtuk Anga rpynnel OB
(cm. «MNonutukm _ana  rpynnel [AB»). [Ons npyMMeHeHWs napameTpoB Ha MoAynsax Heobxoguma
CUHXPOHM3aLUS.




15.4.6 KoHTponb ceTeBOro gocrtyna

Bknagka Kowmponb cemesozo docmyria Ha ypoBHe moayns AreHt ELY nossonsetr ynpasnstb
pecypcamu, 3oHamu gosepus Ha yposHe AreHta ELLY (puc. 381).

© Korcons ynpasnenws ELLY [Zlowen Gesonacnocru: flomen Gesonacnoct, Cepsep: fga-win-ucc.dl local:17900]
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Puc. 381. KoHTponb ceteBoro goctyna Ha yposHe AreHta ELLY

Ha ypoBHe mogynsi AreHT ELLY BO3MOXEH TONbKO NMPOCMOTP HACTPOEK KOHTPOSsi CETEBOro OOCTyMa,
ynpaerieHne ocyuecTensieTcs Ha ypoBHe [b (cM. «KOHTpoNnb CETEBOro AOCTYNay).

Ha ypoeHe mogynsi AreHT ELLY B pasgene AceHmsbi EL]Y oToGpa)atoTcsl TONbKO OaAHHbIA areHT, C
BO3MOXXHOCTbHO BbIMOSTHEHUSI BCEX OOCTYMHbIX OENCTBUN.

15.4.7 3apaHua moaynsa AreHt ELLY

Ha yposHe mogynst AreHt ELLY B cnucke Ha Bknage 3adaHus AOCTYNHbI ANS CO34aHMA TOMbKO 3aJaHus,
aktyanbHble ansa Aredta ELLY (puc. 382):

e OT4eT 06 annapaTHoM obecnedeHny;
e ypnaneHue AreHTta ELY;
e OTYET O NPOrpaMmMHOM obecneveHunm.

D MacTep cosganua 3agaHuns ot

BeiGepuTe TMN MogynAa

Arent ELLY Dallas Lock Windows K1 -

BeiGepuTe TMN 3343HKMA

O7uér 0b annapatHom oBecnedeHnH

¥naneHwe arexTa ELLY

OTuér o nporpamMmMHom obecnedeHmum

Cospate OrtmeHa

Puc. 382. MacTtep co3paHus 3agaHus anst mogyns AreHt ELJY Windows

Tunel 3agaHnn ognHakoBble ang mogynen AreHT ELLY Linux n AreHT ELLY Windows.

PaboTta ¢ 3agaHnsmn ana mogynsa AreHT ELLY npovsBoguTcs aHanormyHo HacTpovike 3agaHunm ansa [Ob
(cm. «5.12 3apanua O6y).

[nsa BbINONHEHUA 3agaHns Tpe6yeTc;| CUHXPOHM3aLUn4a ¢ mogynem.

15.4.8 OTtyeTbl mogyna AreHT ELLY

Ha ypoBHe mopynsa AreHT ELLY Ha Bknage Omyemsi (pyc. 383) 0OCTYMHbI Crieayowme oT4eTbl MOAYNSA:

e oT4yeT 06 annmapaTtHOM obecneyeHun (cogepxut uHopmaumio o MaTepuHckon nnate, BIOS,
npotieccopax, onepatuHon namaTtu, PCl-ycTponctBax u 0 Hakonutensix);



e OTYeT O nporpaMmHoM obecneyeHun (cogepXkut uHGopMauMio 0060 BCEX YCTaHOBIEHHbIX
nporpammax (ans mogynen AreHt ELLY Windows) vnu naketax (ans mogynen AreHt ELLY

Linux)).

MepBble nony4veHHble ansa AreHta ELLY (otyeTbl 06 annapatHom obecneyeHun u 10O) cTaHoBATCS
aTanoHHbiMK. Cnegyowime nonyvyaemble OTYETbl CPaBHMBAKTCA C 3TanoHHbIM. [lepBbii oTyeT Oyger
nony4veH ELLY Dallas Lock cpa3sy nocne npouecca peructpaunmn moayns AreHt ELLY B [1b.
Hap Tabnuuen ectb none MNokazambs mosibKo omiu4yusi, ycTaHOBKa doriara HanpoTMB 3TOro Nons NPUBOANT
K Mepexogy B pexum OToDpaxeHuss oTnuuMa OoTyeTa, Tekywero OT 3TanoHHoro. CHatve dnara
BO3BpaLlLlaeT K NpOCMOTPY BCEX NapameTpoB.
Ha naHenu uHctpymeHToB [elicmeusi Bknagkn Omyemsi OOCTYMHbI Cneaylolmne koMmaHabl no pabote
¢ otyeTamn moayns Arent ELLY:

e  OOGHOBUTbL (MOMNYYMTb TEKYLLUIA OTYET C MOAYNSA U CPABHUTL C 3TArlOHOM);

e [lpyMeHNTb n3MeHeHus (coenaTtb TEKYLLMIN OTHET 3TanOHHbIM);

o CoxpaHuTb B (hann (Mo3BONSET COXPaHNTb TEKYLLNIA OTYET B TEKCTOBOM hopmaTe).

QTyeThl

[ OT4ET 0 NPOrPaMmMHan obecneyeqni

JTYET 06 annapaTtHom oBecneveHuny
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[ Mokasams Tonbks omauuma
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WTan :Knssmatyps
12 MpousboguTens : CTangapTHOE yCTpORCTED

13 Maenrudmcatop : Pacuwmpennan knasmatypa (1011
14
15Tan  :Matepunceas nnata
16 Mpoussogurens : Intel Corporation

17 ViaenTudpmcatop : $40BX Desktop Reference Platfar

18

1 Omuer 0B annapatHom oBecnedenim

H Coxpanmis & daiin

3ITun (BIOS
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6
TTun i Buaeoagantep
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10
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13 Vaermndmxatop : Pactumperas knasuarypa (1011
14
15Tan i Matepunckas nnara
16 Mpovssomens : Intel Corporation

17 Waermudpukatop : 408X Desktop Reference Platfor
13

Puc. 383. OtueTbl Mogyns AreHt ELLY

lMeproanyeckoe cpaBHEHWE OTYETOB MOXHO HacTpouTb B pasgene «[lapameTpbl paboThbl
Moaynemy.

MonyyeHHbIn Tekywni otyeT oT AreHta ELIY cpaBHuBaeTcs ¢ 3TanoHHbIM. PesynbTaT cpaBHeHUsi
oTobpaaeTcs B paboyen obnacTtu Bknagku Omyemei.

Ecnu nonyyeHHbIN OTYET OTNMYAETCS OT 3TANOHHOMO, TO MPONCXOAMT HapyLLeHne LenocTHOCTU. B Takom
cnyyae nosiBnsieTcs yBegomneHne ob nHumgeHTe 6esonacHoOCTU, a oTnnuus B otyeTe OyayT BblaeneHsbl
LBETOM.

Mpu BbIGOpPE Ha naHenu MHCTpyMeHToB [elicmeusi komaHAbl CoxpaHuTb B hpain OTKPbIBAETCH OKHO
CoxpaHuTb oOT4yeT 06 annapatHoMm obecneyeHun unM CoxpaHUTbL OTYET O NPOrpaMMHOM
obecnevyeHnn COOTBETCTBEHHO.

B okHe Heobxoaumo ykasaTb NyTb ANS COXpaHeHUs, u 3agatb ums panna (Mo Heo6x0AUMOCTH, 3aNONMHUTb
UH(OpMaLUMIo 0 NoApasaeneHnsax n aBTOMaTU3npoOBaHHON CUCTEME).

B wanke otyeTa pgononHutenbHo OydeTr 3adumKcupoBaHa  MHGopmauus o
WHMLMMPOBAaBLLEM COCTaBMEHME OTYEeTa, JaTa COCTaBMNeHUs OT4YeTa 1 MMS KOMNbIOTEPaA.

nonb3oBarterne,



D CoxpaHuTe 0TYET 0 NporpaMmHom oBecnedeHumn X

CoxpaHute dain Kak..

MyTe:  ftware 2024_07_04 16_46_58.¢|

WMhdropraauma:

HazeaHue nogpasaensHun

HammeHoeanne AC

OTBETCTEEHHEIE anua:

HauaneHuk nogpasgeneHus
HauaneHnk nogpazgeneHna T3K

HavaneHunk Nogpasdenedna ConpoBoXAEHNA

CoxpaHnts Otmena

Puc. 384. KomaHpa «CoxpaHuTb B thann»

15.4.9 XKypHanbl Arenta ELLY

Bknagka )Kypranb ons AreHta ELLY no3sonsieT npocmMaTpuBaTh XypHanbl 6e3onacHocT1 Moaynsi.
Ons mopgynsa AreHt ELLY Windows (puc. 385) gocTtynHbi:

CucTeMHbIV XXypHan;

XKypHan npunoxeHun;

XKypHan 6e3onacHocTy;

>KypHan ycTtaHOBOK.

KypHansi

Jllome ONacHOCTY = =
H JKypHan NPHACKEHHiA l KypHan 6e30nacHocTH ] [ JKypHan ycraHosoK I =

Lome onacHocTHl2

HEPACTIPELENEHHBIE OFbEKTHI ID - Bpews i e Vi APM i e mes ners OUNBTPLI
cacrn Microsoft-Windows-EventSystem DESKTOP-1BGEAP? 4625 Moacucrema Eve. T
eactun Microsoft-Windows-EventSystem DESKTOP-1BGEAP Mogcwcrena Eve... 100

eaerna Microsoft-Windows- Systemn DESKTOP-1BGEAPZ 4¢ Moacucrema Eve...
n DESKTOP-1BGEAP!
stern DESKTOP-1BGEAP

stem DESKTOP-1BGEAP

["] unerp no sperernn

Arent ELLY Dallas Lock Windows Coeaerma Micr Windows- Moacucrema Eve.. 0

Vindows-Ev Moacwcrema Eve..

OBAJl

Vindows-Ev Moacucrema Eve..

CETEBbIE YCTPOWACTBA eaenns Microsoft-Windows- stem DESKTOP-1BGEAP. Mogcwcrema Eve...
YAATEHHBIE OBLEKTbI Ceegenma Micr Windows-| n DESKTOP-1BGEAP: Moacucrema Eve.. DuAkTp No napameTpar
: ’ Ceegenna Microsoft-Windows-EventSystem DESKTOP-1BGEAP2 4625 MNoacwcrema Eve... Tun -
Puc. 385. XKypHanbi Arenta ELLY Windows
Ona moayns AreHt ELLY Linux (puc. 386) oocTynHbI:

e  CuCTeMHbIN XypHanm;

e XKypHan ayTeHTuUdukaumu,

e KypHan nonb3oBaTernbCKUX COOBLLEHUN;

o XKypHan nevatn.
o 2 e T | Hypran sy [ e || Xypan resarn
o DUNBTPBI

ID Y Bpems  Tun  Metounuk  MMAaAPM  CooBuienue
Konuuecrso sanpz
100

ucc
(][ —

@ Aren ELLY Dallas Lock Linux

Puc. 386. XypHanbi Arenta ELLY Linux



PaboTa c xypHanamm mogynen onucaHa B pasgene «KypHanbl MOAynsay.
[ns nony4eHuns 3anucen xypHanoB ¢ modyns TpebyeTcs BbinonHeHne cbopa KypHanos.

15.5 HacTtpounka moaynsa Arent ELLY Android

B KoHconn ELY B poepeBe b AreHTt ELLY oTtobpaxatotcst kak moaynu AreHT ELLY Dallas Lock Android
B coctaBe APM. 3Hauku AreHTta ELLY 3aBMCST OT COCTOSsHUA MOAYNS U MOTYT NPUHUMAaTb CrieayoLnii BUA:

— MoAyNb NOOKIIOYEH;

— MoAyJib HE NOAKITHYHEH.

15.5.1 CBopka moaynsa AreHt ELLY

Bknagka Ceodka (puc. 387) otobpaxaeT obliee cocTosiHme paboyen CTaHUMmM, Ha KOTOPYK YCTaHOBMEH
AreHnTt ELLY.

Q v e Ceopka
354 =
¥ O HEPACPELETEHHIE CBBEKTH T d e
v B AgentAndroid-1 Beoa & J6 2025-06-09 14:39:59 (GMT+03:00)
06HOBMTE
@ Aren ELLY Dallas Lock Android Mecnearee negentodermne 2025-06-09 14:40:48 (GMT+03:00)
. FOQDN-wwn localhost
I CETEBBIE YCTPOWCTBA 1P-aapes 192168130100
M YANEHHBIE OBBEKTb MAC-agpec 00:DB:D0:F6:E6:E0
M Hogas rpynna Bepcua OC Andreid &
Bepcwa arenTa ELLY 403
Kommentapuii
Meaens asus ASUS_Z01QD
Yetpoiicteo star2qltechn
WMHumaeHTH BesonacHOCTH v

3a nepuog: 09.06.2025 00:00 - 09.06.2025 23:59 3kcnopT

[ ] Tonsko Henpoumarmeie

Me konuuecrey 3a nepuoa

1 Yaanuts

He npountano/Bcero

B Konuyectso

Puc. 387. Bknagka «CBogka» mogynsi AreHt ELLY

HocTynHbl cnepytowmne pasgensl MHopMaLMOHHOW NaHenNw.
UHdopmaumsa o6 obbekTe

B BepxHelt YyacTM MHGOPMaLMOHHON NaHenu oTobpaxaeTcs creaylolas MHopMaUus o TeKyLleM
COCTOSIHUM Moayns:

MHdopMaLusa o gate n Bpemenn eeoaa B [1b;

MHdOPMaLKA 0 AaTe U BPEMEHN NOCNeOHEro NOAKMYEHNS;
FQDN-ums;

IP-agpec;

MAC-agpec;

MHdOPMaLNSA 0 NocrneaHen akTUBHOWM Ceccumn Nonb3oBaTens;
Bepcus OC;

Bepcus AreHTta ELLY;

KOMMEHTapui;

MoAesib YCTPONCTBa;



e o0wee Ha3BaHMe annapaTHOro YCTpOWCTBa, OOO3Havawllee CepunHoe cemencTBo / Tun
ycTpoucTaa.

MHumnpeHTbl 6e3onacHocTU
OTobpaxxaeTcsa cnUCcok NHUMAEHTOB 6Ge3onacHOCTH ¢ rpacdmyeckon naHenbto. [loctynHa munbTpauus

oToGpakaemMbix COGbLITUMA MO MepuodZy W HacTpolka oTobpaxeHus aunarpamm (cm. «HacTtponka
MHUNOEHTOB 6€30M1acHOCTMY ).

[BOViHOM KNMK NO COObLITMIO OTKPOET 3anuCb B OTAEMNbHOM OKHEe, B CMUCKe AaHHOoe cobbiTve byaer
NnomMeYeHo Kak npoymTtaHHoe. None KoMmmeHmapul BOCTYNHO AN peaakTMpoBaHuWs.

Ha nanenu nHctpymeHToB Bknagkm Ceodka (puc. 387) AOCTYNHbI cneayowmne AencTBuS:
e OOGHOBWUTbL — NO3BONSET 0OHOBUTL MHpOpMaUMo Ha Bknagke Ceodka;

MHdopmauma Ha Bknagke Ceodka Takke OOHOBMSIETCA NpU  KaXaoM MOAKMYEHUn
ArenTta ELLY Dallas Lock Android k 16 ELLY.

e Ypanutb — nepemelyaet B 6a3oByto rpynny YoaneHHbie 06beKkmel;
e KommeHTapum — pobaBneHHbIi KOMMeHTapui oTobpasutcsa B pasgene UHgopmauyus o6
obbekme Bknagkn Ceoodka.

15.5.2 3apaHua moaynsa AreHt ELLY

Ha ypoeHe moayns AreHT ELLY B cnivcke Ha Bknage 3adaHusi AOCTYMNHbI ANS CO3AaHUS TOMbKO 3adaHus,
akTyanbHble ans AreHta ELLY (puc. 388):

¢ KVHdopmauus o6 ycTponctee — 3agaHne Ha co3gaHue oTvyeTa 06 annapaTHOM YacTu YyCTPOMCTBA,
KOTOpoe BKNtoyaeT B cebsi AaHHbIE O NMpoueccope, CETEBOM agantepe, NaMaTu, akkyMymnsiTope u
3KpaHe;

e OTyeT o0 nporpaMMHOM OOecnevyeHnn — 3agaHue Ha co3faHue otyeTa 06 YyCTaHOBMEHHbIX Ha
YCTPONCTBO MPUIOXEHUSAX.

U MacTep cozgaHwa 3agaHma >
BriBepuTe TN MOgyNA

Arent ELLY Dallas Lock Android ~

BriGepuTe THIN 3383HKA

OTUET o nporpammHom cBecneyeHnm

Mudopmauna ob ycrpoiicTee

Cospatb Ormena

Puc. 388. Mactep co3naHusa 3apaHus ansa moayns AreHTt ELLY Dallas Lock Android

PaboTta ¢ 3agaHnsmn ana mogynsa AreHT ELLY npovsBoguTcs aHanormyHo HacTpowvike 3agaHunm ans [Ob
(cm. 5.12 3apanua OB).

15.5.3 OTtyeTbl moayna AreHT ELLY

Ha yposHe moaynsa AreHT ELY Ha Bknage Omyemsi (pyc. 389) 0OCTYMHbI crieaytoLlime oT4eTbl MOAYNSA:
e uHGopmauua ob ycTpoincTee (CoaoepXWT WHdopmaumio o6 annapaTHOW YacTu YCTPOMCTBA,
KoTopas BKMNto4aeT B cebsi AaHHble O Mpoueccope, CETEBOM afanTtepe, NaMsiTh, akkyMymnsiTope v
3KpaHe);



Otyetr UHOpmaLma 06 ycTpoMcTBe MOXET HE coAepXaTb CBEAEHWN O KOMMOHEHTax,
OOCTYN K KOTOPbIM OFpaHMYEH UM OTCYTCTBYET.

e OTYeT O NporpaMmMHOM obecneyeHnn (CoaepknUT MHpopmaLunto 06 YCTaHOBMEHHbIX HA YCTPOMUCTBO
NPUNOXEHUSIX).

Ona oTtobpaxeHuss AaHHbIX 06 ob6bbeme yctaHoBreHHoro MO B ortyeTte OT4YeT O
nporpaMMHOM obGecneyeHun Heobxogmmo BblgaTb paspeweHne Arenty ELY B
HacTpomnkax OC.

MepBble nony4veHHble ona ArenHta ELLY (otueTtbl 06 annapatHom obecneyeHun u [10) ctaHoBATCS
aTanoHHbiMK. Cregylowme nonyyaemble OTYETbl CPAaBHUBAKOTCS C STANoOHHbIM. [lepBbin OT4yeT Gyaer
nonydeH ELLY Dallas Lock cpa3sy nocne npouecca peructpaumm moaynsa AreHt ELLY B [1b.
Hap Tabnuuewn ectb none lNokazame mosibKO omuyus, yCTaHOBKa briara HanpoTyB 3TOro Nons NPpMBOAUT
K nepexogy B pexum OTODpaxeHuss oTnuvumMst oTyeTa, Tekywero OT dTanoHHoro. CHATne dnara
BO3BpaLlaeT K NPOCMOTPY BCEX NapaMeTpoB.
Ha naHenu mnHctpymeHToB [elicmeus Bknagkm Omyemb! OOCTYNHbI criefylolmne KomMaHabl no pabote
c otyeTamun moayns Arent ELLY:

e OBHOBUTL (NOMNYYMTb TEKYLLUIA OTHET C MOAYNSA U CPABHUTL C 3TArlOHOM);

e [lpuMeHWTb M3MeHeHMs (caenaTh TEKYLLUA OTYET STANOHHBIM);

o CoxpaHuTb B (hann (no3BonseT COXpaHUTb TEKYLLMIN OTYET B TEKCTOBOM hopmaTe).

Q v © Otuets!

JTYET O NPOrpaMMHOM obecnedeHmi

[] Noxasars tonsko ornuuia
Iranonmeii oTuer (2025-06-09 14:40:48 (GMT+03:00)) Tekywsuii orer (2025-06-00 14:40:45 (GMT+03:00))

¥ (O HEPACMNPEAENEHHBIE OBbEKTbI AEVCTBNA

v @ AgentAndroid-1
B Mpumenns namenenua

{ @ Areut ELLY Dallas Lock Android

B CETEBBIE YCTPOWCTBA
B YJANEHHBIE OBBEKTHI

M Hogan rpynna

[CI'e I < I 4

C I BT

I'Iepmo,cl,l/lquKoe CpaBHeHne OoT4eTOB MOXHO HaCTpOUTb B pasgere «MapameTpbl paboThl

Moayneny.

MonyyeHHbIn Tekywni otdyeT oT AreHta ELY cpaBHuMBaeTcsi ¢ 3TanoHHbIM. PesynbTaT cpaBHeHUsi
oTobpaaeTcs B paboyent obnacTtu Bknagku Omyemei.

1 O 0 nporpanmHom obecneseHIn
2

3 Hasearne: com.android.cts.privictsshim

4 Maer:  com.android.cts privictsshim

5 Bepcum: 8.1.0-4396705

[

7 Hassarne: Caenats sbipes & yry

8 Maker:  com.android.internal display.cute
9 Bepenm: 10

10

11 Haseanne: Android Services Library

12 Maker: com.google.android.ext.services
13 Bepenn: 1

14

15 Hassarie: YsenuuuTs Bbipes sasoe

16 Maker:  com.android.internal display.cute
17 Bepeun: 10

12

19 Hasearne: Hacrpoiikn mobunarioii cern

20 Maker:  com.android.providers.telephony
21 Bepenn: 9

2

23 Hassanne: Mamats kanergaps

24 Maker:  com.android.providers.calendar
25 Bepeun: 9

%

1 OTer o nporpammHom oBecneyerin
2

3 Hasgarme: com.android.cts.priv.ctsshim
4 Maxer:  com.android.cts.priv.ctsshim

5 Bepcwm: 8.1.0-4396705

6

7 Hassarme: Caenats seipes & yry

& Maxer:  com.andraid.internal display.ct
9 Bepenm: 1.0

10

11 Hassarme: Android Services Library

12 Maker:  com.google.android.ext.servics
13 Bepenm: 1

1

15 Hassarie: Ysennuus ssipes sgsoe

16 Maker:  com.android.internal display.ct
17 Bepenm: 10

18

19 Hassare: Hacrpeiicn moBunsroii ceme
20 Maker:  com.android.providers.telepha
21 Bepenm: 9

2

23 Hassarine: Mamate kancraaps

24 Maker: com.android.providers.calends
25 Bepewm: 9

%

Puc. 389. OtyeTtbl moayns Arent ELLY

06HOBUTH

Coxpanmtt & gaiin




Ecnu nony4yeHHbI OTYET OTNMYaETCS OT 3TaNOHHOMO, TO MPOUCXOAUT HapyLUeHUe LienocTHOCTU. B Takom
cnyvyae nosiBNseTcs yBegomreHne o6 uHuuaeHTe 6e3o0nacHoCTU, a OTNNYNA B oTYeTe ByayT BblOeneHbi
LiBETOM.

Mpu BbIGOpe Ha naHenu UHCTpymeHToB [elicmeusi komaHabl CoxpaHuTb B dpann, OTKpbIBAETCA OKHO
COXpaHeHus 0T4yeTa, B KOTOPOM HeobXxoaMMO ykasaTb MyTb Of1 COXpPaHEeHus, 1 3agatb uma danna (no
HeobX0AMMOCTU, 3anofHUTL MHPOPMaLUIo O Noapa3feneHnsaX u aBToOMaTU3MPOBaHHONM cUCTEME).

B wanke otyeta pgononHuTeneHo OyaeT 3aduKcupoBaHa MHopmaums O nonb3oBaTene,
VMHULMMPOBAaBLLEM COCTaBJIEHNE OTYEeTa, AaTa COCTaBfIEHUs oT4eTa, MMSA KOMMNbIOTepa, cnocob cosgaHns
oTyeTa, Bepcus AreHta ELLY n onepauunoHHas cuctema.

O CoxpaHuTe OTHET 0 NpOrpaMmMHONM oBecnedeHmn X

CoxpaHuTe dain Kak...
Myts:  sare_2025_06_09_14_48_57.htm
WMHpopmauymna:
HazeaHwe nogpasgenenus
HaumeHoeanme AC
OTEETCTEEHHbIEﬂMLI,E!

HauaneHwk nogpazgeneHua
HaqaneHuk nogpasaenequa T3

HauansHuk nogpasfjeneHna CoNpoBoHAEHNA

CoxpaHuts OTmena

Puc. 390. KomaHpa «CoxpaHuTb B thann»



16 KASPERSKY SECURITY CENTER

16.1 HacTtpounka Kaspersky Security Center

Ona HacTporkn napametpoB Kaspersky, Heob6xoamMmo B rmaBHOM MeHio koHconu ELLY BbiGpaTb MyHKT
Hactponka KSC. [lpu Haxatuu, oTkpoetca cTpaHuua Hactpomka Kaspersky Security Center
(puc. 391).

> Hacrtpoiika Kaspersky Security Center
=

MapameTtpbi ~
@ X Mepuoa cBopa xypHanoe c cepeepa KSC: [RRIH ~
., QR
o]
-
il
]| -
— MogknroueHue k Kaspersky Security Center ~
L2
® . .

[TE] DNS nma IP-appec xocta  Bepcus npopykra
i ]
® JobaswTe HoBbIi KSC

Puc. 391. Ctpanuua Hactpoiiku Kaspersky Security Center

B 6noke napameTpbl 3agaeTcsa nepnoguyHocTb cbopa XXypHanoB U CUHXPOHM3aumn ¢ cepepoM Kaspersky
Security Center (KSC). lNMepuoa cbopa xypHanoB ¢ cepBepa KSC u nepuon CUMHXpOHM3aAUUU MOTYT
npyvHUMaTh 3HadeHunsa ot 5 MmuHym go 1 Hedenu n «Hukozda». 3Ha4yeHne no ymonyaHuwo — «7 4.».

16.2 NMopknroveHue k Kaspersky Security Center

Ons nopkntoyeHns k KSC Heobxoammo OTKpbITb rnaBHoe meHo KoHconun ELY u BbibpaTb NyHKT —
Hactpownka KSC.
B 6noke lMNodknroveHue k Kaspersky Security Center (puc. 392) HaxaTb kHonky [lo6aBuTb HOBbIN KSC, B
OTKPbIBLUEMCSI OKHE yKa3aTb:

e cepBep KSC (cdopmat BBOAa <adpec>:<rnopm>. B kayecTBe agpeca MOXHO yka3aTb DNS-uwms,

NetBIOS-umsa, nnbo IP-agpec);
e nmsa agMuHuctpartopa KSC;
e Mapone.

Haxatb kHornky MopgkntoveHue gns nogreepxaeHuss nogkntodeHnss k KSC. [na oTMeHbl NOAKMYEHUsI
HaxxaTb OTMeHa.



U Mogrniouenune k Kaspersky Security Center *

Ceresoe wma cepeepa K5C

Mra agranHucTpaTtopa KSC

Mapone
Puc. 392. NoaknioyeHune k Kaspersky Security Center
Ecnu nogknioveHne npowno ycnewHo — B cnegywowem okHe (puc. 393) oTtobpasutca 6asosas

nHpopmauums o cepeepe KSC.

YcTtaHoBka cnara Aesmomamuyeckud 8800 8 []b Hosbix knueHmog KES — no3sonseT 3apernctpnpoBsatb
Bcex knueHtoB KES, Bxoaswmux B coctaB noakntoyaemoro cepsepa KSC, B JomeHe ELLY Dallas Lock.
lMocne pegakTnpoBaHMsA napameTpoB HaxaTtb kHonky Beectu B AB.

O Moarmoserme x Kaspersky Securty Center X

Agromamieecomi seog & [1B mossx enmenroe KES

Mun cepeepa KS5C :uds-u-..’bl\sclﬂ dl Iou‘
Bepcwun KSC:
Kon-so canesron KES:

m o

Puc. 393. NoaknioyeHune k Kaspersky Security Center

B KoHconn ELY B kopHe gepeBa [JomeHa 6e30nacHOCTM MOSBMTCS 3anvcb C COOTBETCTBYIOLLMM UMEHEM
cepsepa KSC (puc. 394).

bds-winl0-12.dl.local

Kaspersky Endpoint Security

Puc. 394. KSC B aepeBe [lomeHa 6e3onacHocTuH

KnuenTbl KES B gepeBe [JomeHa 6e3onacHOCTM oToOpaxatoTcs Kak oTAenbHble Moaynm B coctase APM
(pyc. 395). Ona peructpauun B OB ELY HesapeructpupoBaHHbIX knuneHToB KES unu ypaneHus
3apeructpupoBaHHbix Mogynen KES, Heobxogumo ycTaHOBUTH/CHATL cdnar B ctonbue CocmosHue
(cm. «KnueHnTbl Kaspersky Security Center»). Bce u3meHeHusi otobpaxawTtca B pgepeBe [lomeHa
©e3onacHocTMu.




55 JomeH Ae30nacHOCTH

@ k-win dl local

¥ [0 HEPACMNPEIENEHHEIE OBBEKTHI

<y Endpaoint Security
B k-win-kes.dl.local
B k-win-ksc.dl.local
B CETEEHIE YCTPOWC
B YJANEHHBIE COEBEKTHI

Puc. 395. KES B nepeBe [lomeHa 6e3onacHOCTU

Ona pernctpaunn B 1B ELLY knneHtoB KES, BxoAsLmux B COCTaB NOAKIHOYAEMOro cepBepa
KSC, HeobxoaMmo HanuMuue YCTaHOBMEHHOro Ha peructpupyembix APM T1O  «AreHT
aaMUHUCTpUpoBaHns KSCy.

16.3 OTknioyeHne Kaspersky Security Center

BoiBectn cepBep KSC u Bxogswme B Hero mogynu KES n3 [JomeHa 6e3onacHoctu ELLY Dallas Lock
MOXHO CriegyroLmMmMmn cnocobamu:

e Ha Bknagke Ceolka BblbpaTb AencTBME YOanuThb;
e  OTKPbITb KOHTEKCTHOE MEHIO B iepeBe 0OBHEKTOB NSt 4aHHOrO y3na, BeldopaTh YaanuThb.

Mpu BbIOOpE AencTBMA YAanuUTb NOSIBATCA OKHO C mpegynpexaeHuem (puc. 396). Ecnu nogteepaountb
yaaneHne — cepsep KSC u mogynu KES 6yayTt nepemelyeHbl B 6asoByto rpynny JJomeHa 6e3onacHoOcTu
YOaneHHble 06beKmbl.

O vaaneue x

Bel TouHo xoTuTe yaanuTe cepeep Kaspersky Security Center m 6Ce Bxogawme 5 Hero
rogyni Kaspersky Endpoint Security?

Puc. 396. OTknoyeHue Kaspersky Security Center

16.4 Hactpounka Kaspersky Security Center

B kopHe pepeBa [JomeHa 6e3onacHocTn ELLY Dallas Lock oto6paxaeTtca nogkntoyeHne k cepsepy KSC.
3Hauku nogknioyeHHoro cepsepa KSC, 3aBUCAT OT COCTOSHWSA U MOTYT NPUHMMAaTb CreayoLwni BUA;:

— cepBep NOAKITHYEH;
- — cepBep He NOAKITHYEeH.



16.4.1 CuHXpoHu3auusa

Ina otnpaeku Ha ELLY Dallas Lock ceBegeHui o cepeepe KSC 1 npuBeaeHnst B COOTBETCTBME CUCTEMHOIO
BpeMeHN HeobGXoammo npoBefeHne CUHXpOoHM3aLmu. CUHXPOHM3aLMs MOXET ObiTb npoBedeHa npu
ycrnosun Hanmuusa cetesoro nogknoveHusa mexay ELLY Dallas Lock u cepsepom KSC:

e nepuoandecku (cM. «Hactpowka Kaspersky Security Centery);
e 0 KOMaHae nonb3oBatensa n3 Konconu ELY.

Komanga CuHxpoHusupoBatb B KoHconn ELY gns cepeepa KSC pgoctynHa Ha Bknagke Ceodka Ha
naHenu nHctTpymeHToB OnepamusHoe yripasneHue (puc. 397).

CHHEPOHWIMPOEATH
CofipaTh ¥YpHanbi

OTKpPLITE web-agMUHUC TpHpOBaHWE

Puc. 397. OnepaTuBHOE ynpaBneHue

16.4.2 COop XypHanoB

Ona nonyyenusi B ELY Dallas Lock 3anuceln »xypHanoB, Begywmxcs Ha cepepe KSC, Heobxoanmo
nposegeHune cbopa xypHanos. CO0p XypHanoB MoxeT ObiTb NPOBEAEH MPU YCNOBMU HaNU4Msa CETEBOrO
nogkntoveHusa mexay ELLY Dallas Lock u cepsepa KSC:

e nepuoanyeckm (cM. «HacTtpowka Kaspersky Security Centery);

e 0 kOMaHAe nonb3oBaTens n3 Konconu ELLY.
Komanga Co6patb XypHanbl B KoHconn ELY ana KSC pgoctynHa Ha Bknagke Ceodka Ha naHenu
UHcTpymeHToB OnepamusHoe yrnpasneHue (puc. 397).

16.4.3 OTKpbITb Web-agMUHUCTPUpPOBaHUe

[na nepexopa B BeG-nHTepdenc Kaspersky Security Center, Heo6xoanmo BbibpaTe kKomaHay OTKpbITb
web-agMuHucTpupoBaHue Ha naHenu nHctpymeHtToB OnepamusHoe yripasnieHue (puc. 397).
Mpw HaxxaTum Ha kHoMKy OTKpbITL web-agmuHucTpupoBaHue, B Opay3epe OTKpOeTCs OKHO BBOAA, rae
HeobX0AMMO 3anoNHNUTL creayoLme Nons:

e  1MS nonb3oBaTens;

e naponb;

¢ unms CepBepa agMUHUCTPUMPOBAHWS, K KOTOPOMY HYXXHO MOAKMIOYUTBCS.
3aTtem HaxaTb kHonky BonTu.



16.4.4 CsBopka Kaspersky Security Center

Bknagka Ceodka (puc. 398) otobparaeT obuiee cocTtosiHme cepBepa KSC.

LEWCTBNA

v
cl4.dliocal WHdbopmauma o6 obbvekte

HEPACTIPEAENEHHBLIE OBLEK... [:MYS 2024-07-08 12:49:10 (GMT+03:00)
CETEBBIE YCTPOMCTBA Mocneanee nogkatodekme 2024-07-08 14:14:32 (GMT+03:00) O6HoBuTE
DNS komnsroTEPa bds-srv22-kscld

FQDN komnsiotepa bds-snv22-kscl4.dl.local
Hoeas rpynna IP-agpec 1010112140

AgromaTnueckuli 8804 & J5 Hosbix knierTos KES Bicn

YOANEHHBIE OB BEKTHI

Agpec web-aaMuHICTpMpOBaHIR 10.10.112.140:8080 Nepenmenosars
ApsnTertypa npoueccopa 64-6umrian

Bepenn Kaspersky Security Center 14.2.0.26967

Wz komnsioTepa BDS-SRY22-KSC14

Knuerel KES 4

OnepaLMoHHa CUCTEMa KoMMbIOTEpa Microsoft Windows Server 2022
Mopr 13208

Kommentapuii

WMHumaeHTb BesonacHoCTH v

ES— oa07.2028 S—

[ Toneko Henpounaribe

Mapamerpei nopxatouenus

Mo konuuectay 33 nepuog

Kommerrapnii

4 Yaanurs

Puc. 398. Bknagka «Ceogka» Kaspersky Security Center

HocTynHbl cnegyowmne pasgenbsl MHopMaLMOHHOW NaHenNw.
MHdopmaumsa o6 ob6bekTe

B BepxHen 4yactu MHdOpPMaLMOHHON nNaHenu oTobpaxaeTcs cregylowas MHpopMauus o TekyLem
COCTOSHUWN MOAYNS:

MHdopMaLnsa o gate u Bpemenn eeoaa B [1b;

Bepcus Kaspersky Security Center;

nmsi komnbtoTepa KSC;

DNS komnbtotepa KSC;

FQDN komnbtoTepa KSC;

OC komnbtoTepa KSC;

apxuTekTypa npoLeccopa;

WHpopmauns 0 gaTe U BpeMeHU nocneaHero Noaxknio4eHus;
nHdopmaums o konudectse knueHToB KES;

ctaTyc napameTpa ABTomaTuveckui Beoa B [1b HoBbIx knueHToB KES;
IP-agpec;

nopr;

agpec web-agMuHucTpupoBaHus;

KOMMEHTapUi.

MHUMpeHTbI 6e3onacHoCTHU

OTobpaxaeTcs CIMCOK MHUMOEHTOB 6e30MacHOCTU ¢ rpadmnyeckor naHernbto. [JoctynHa hunbTpaums
oToGpakaemMbix COObLITUA MO MepuogZy W HacTpolka oTobpaxeHus aunarpamm (cm. «HacTtpornka
MHUMOEHTOB 6€30MacHOCTUY).

[1BOVIHOM KWK NO COObLITMIO OTKPOET 3anucb B OTAENIbHOM OKHE, B CMMCKE AaHHoe cobbiTne byper
NMOMEYEHO Kak NpovmTaHHoe. [None komMmeHmapul JOCTYNHO ANS peAakTUpOBaHUS.

Ha naHenu nHctpymeHToB Bknagkun Ceodka (puc. 398) [oCTynHbI cnegyowme gENCTBUSA:

O6HOBUTb (06HOBUTL MHGOPMaLMIO Ha Bknagke Ceodka);

NepeumeHoBaTh (NepeMMeHOBaTb UMS cepBepa);

Ypanutb (BbiBecTn cepBep KSC n Bce Bxoasiwue B Hero mogynun KES us 16 ELLY Dallas Lock);
MapameTpbl nogknwoyveHus (puc. 399) (pemakTvpoBaTb agpec cepsepa, NOMMH M Naporb
agMUHUCTpaTopa, BKITYaTL/OTKMOYaTh YeKOOKCOM aBTOMaTMYeCKMI BBOA B 16 HOBbLIX KITMEHTOB
KES, koTopble nosiBunuck B coctaee cepaepa KSC);

e KommeHTapum (0obaBneHHbI KOMMeEHTapuin oTobpa3utcs B pasaene MHgpopmauyus 06 obbekme



Bknagkum Ceoodka).

O MapameTpel nogkardedua k Kaspersky Security Center >

AETOMATHUECKEMA BEOS B B HOEE: KAMEHTOE KES

Cepeep K3C: 10,10,103,82:13299

Mapone: [cecceced]

MopT web-koHconH |BDSD

|
MMa aAMHHHCTpaTORa KSC: |admin |
|
|

QOTMEHA

Puc. 399. MapameTpbl noaknoYeHUs

Ons cepsepa KSC pgoctynHbl cnegyolme kKOMaHgbl onepaTtuBHOro ynpasneHus (puc. 397) Ha naHenu
WHCTPYMEHTOB:

e  CuMHXpOHM3NpOBaTh;

o Cobpartb XypHansbl;

e  OTKpbITb Web-agMUHUCTPUPOBaHME.

PesynbTat BbINOMHEHUS] KOMaAHA ONEpPATUBHOIO YrpaBreHus He oTpaxaeTcs B XXypHamax
ELY. Takke He MpeayCcMOTPEHbI BCMblBalOLMe M NPoYMe yBEOOMIIEHNS O pesynbTaTax
BbINOMHEHNS KOMaHZ ONEPaTUBHOTO YrpaBIeHNs.

16.4.5 KnueHTbl Kaspersky Security Center

Bknagka Knuenmsi copepxut cnucok knmeHToB KES, nonydeHHbix oT cepepa KSC (puc. 400). MNMone
CocmosiHue oTpaxaeT cocTosiHue pernctpaumm knveHToB KES B [B:

OoTMeYeHHoe briarom rnose 03Ha4yaeT, YTo AaHHasa y4eTHas 3anucb Nonb3oBaTens UMeeT JOCTyn
— Ha ypoeHe rpynnel B, npu atom CocmosiHue 3afaHo (nepeonpeneneHo) Ha AaHHOM YpPOBHE
LepeBa;

] — nyctoe none o3HayvaeT, 4To knneHT KES He 3apernctpuposaH B [b.

Ona peructpauun B [OB5 ELY Dallas Lock HesapernctpupoBaHHbIX knueHToB KES unu ypaneHus
3aperncTpmpoBaHHbix Moayrnen KES, HeobxoguMmo ycTtaHOBUTB/CHATH c¢hnar B ctonbue CocmosiHue,
cooTBeTCcTBEHHO. [pun peructpauum n yaaneHun mopynen KES mameHeHuss otobpaxarTcsa B aepese
HomeHa 6e3onacHocTL.

Knuentsi

7 [omen BesonacHocTa Coctoanne ™ | Knwnent KES Bepcua APM IP-aapec Onucanne =
Kaspersky Endpoint Security gna

rv22-kscld.dllocal KES 12.4.0.467 bds-srv22-kscld.dllocal  10.10.112.140 w0 -
_ A0 Kaspersky Endpoint Security ana
HEPACTPEAENEHHBIE OFbEK... KES 12.4.0.467 bds-win10-13.dLlocal 10.10.112.230 Windows —
" N Kaspersky Endpoint Security gna
CETEBLIE YCTPOWCTBA KES 12.4.0.467 bds-win10-12.dLlocal 10.10.112.229 Windows

Kaspersky Endpoint Security ana

KES 12.4.0.467 bds-win1123h2-12.dLlocal 10.10.105.50 =
Windows

YAANEHHBIE OBBEKTHI

Hogas rpynna

Puc. 400. KnueHTtbl Kaspersky Security Center

16.4.6 3apaHusa Kaspersky Security Center

Ha ypoBHe moaynsa Kaspersky Endpoint Security B cnucke Ha Bknage 3adaHusi AOCTYNHbI NS co3aaHus
TONbKO 3afaHus, aktyanbHble ana KES (puc. 401):

e OBHOBMEHME aHTUBUPYCHbIX 6a3s;

e  CKaHmpoBaHue KnneHTckux APM.



D MacTep cosaaHwa 3agaHna et
BriGepute TN Mogyna

Kaspersky Endpoint Security R

BriGepuTe TMN 3383HKA

OBHOBNEHWE AHTHBHPYCHBE Ba3

CraHWpoBaHWe KineHTCknx APM

Cospate Ctmena

Puc. 401. MacTep co3paHusi 3agaHus

Pabota ¢ 3apaHuamun ans mopgyns KES npou3BOAMTCA aHamnornyHo HacTpouike 3agaHuvi gna b
(cm. «5.12 3agaHua Ob»).

16.4.7 XypHanbl Kaspersky Security Center

Ha Bknagke XKypranb! ana KSC goctyneH XypHan Kaspersky (puc. 402). B xxypHane otobpaxatoTcs Bce
cobbITHA, KOTOpble NpMxoaaT ¢ onpegeneHHoro cepsepa KSC Ha ELY Dallas Lock. CnpaBa Ha naHenu
WHCTPYMEHTOB MOXHO 3agaTb napameTtpbl dunbtpauun. B pasgene [elicmeuss MOXHO COXpaHWUTb
OT(PMNbTPOBAHHbBIE 3aMNMCK XypHana C MOMOLLbIO KOMaHAbl JKCMOPTUPOBAaTb XypHan. [Ansa o4nctku
BbIGPAHHOrO XXypHana mMoayns ucnonb3yeTtcs komaHga OYncTUTb XXypHan.

Q v e XKypHans

NacHOCTH =
XypHan Kaspersky

dl.local

v (1 HEPACTIPEAENEHHBIE OB bEK. N2 Bpems Obbexr Twun cobbitna ¥ Cobwitne OUNBTPBI

2 PyIKEHO HOBOE YCTPORCTED ObHapyseHo HoBoe yCTpoficTEG. Konuuecrso sanpaiumsaemsn: sannceii
™ Hosas rpynna
EHO HOBOE YCTPOFICTES KEHO HOBOE YCTPOACTES. 100 7] e —

»KEHO HOBOE YCTROICTEO eH HOBOE yCTRoiicTEC.

[] @unerp no epesenn

KEHO HOBOE YCTPORCTED JKEHO HOBOE YCTPORCTED.

KEHO HOBOE YCTROHETED EH HOBOE YCTRoRCTEO.

cl4.dl.local

4

KEHO HOBOE YCTROICTED KEHO HOBOE yCTPORCTED.

S, B CETEBHEYCTPO y *EHO HOBOE yCTpOIiCTBO KEHD HOBOE yCTPaCTEO.
- g § - . T — ®unLTp N0 NapaMeTpaN
- M YANEHHBIE OB EKTH EHO HOBOE YCTPOHCTED KeHO HOBOE YCTPOHICTEO. P Mo napaterp
- JKEHO HOBOE YCTROCTEO JKeHO HOBOE yCTpOFiCTBG. Ofuexr
® KEHG HOBOE YCTPOMCTEO eHo HoBOE YCTPOHiCTEO. Cobrmhe
EHO HOBOE YCTPOICTBO JKeHo HOBOE YCTpOTiCTEG.
& Onucanme
= KEHO HOBOE YCTPORCTED JKEHD HOBOE YCTPORCTED.
Npoaykt

KEHO HOBOE YCTROICTED KEHO HOBOE YCTRofCTEO.

~ - Bepeus npoaykra |
GPYAEHO HOBOE YCTPORCTED BYIKEHO HOBOE YCTPOiCTED.

Puc. 402. XypHanbi Kaspersky Security Center

16.5 HacTpounka moayna Kaspersky Endpoint Security

KES oTtobpaxatoTce kak oTaenbHble Mmogynu B coctase APM, 1 MOryT npvHumaTth criegyowmi BUa:

—  MOAynb MNOAKMHYEH, 3alLuUTa BKITIOYEHE;

‘@} —  MOAYynb NOAKIOYEH, 3aLUMTa BbIKMOYEHa;

— MoAyJb HE NOAKIKYEH.



16.5.1 CBopka moaynsa Kaspersky Endpoint Security

Bknagka Ceodka otobpaxkaeT obuiee coctosiHue moaynsa KES (puc. 403).

> Q v e Ceoaka
& [lomen GesonackocTi
WHdopmaums o6 obbekTe v o
: s-srv22-kscl4.dllocal LTI }
™ " _ ¥ AEVCTBUA
¥ O HEPACMPEAENEHHBIE OBbEK... Beoas A6 2024-07-08 12:49:10 (GMT=03:00)
o} o Vs Mocneasiee noakntouEHIE 2024-07-08 15:42:27 (GMT+03:00) Obnosus
™ Hosas rpynna
@ ~ DNS komnerotepa bds-srv22-kscld
! Bl FQDN komnsrotepa bds-srv22-kseld.dllocal
2 B b 734-10 IP-agpec 10.10112.140
o 29-kscl4.dllocal ApxurexTypa npousccopa 64-Guran
Bepeun Kaspersky Endpoint Security 1240467
%‘ Endpoint Secur... Jawwra KES B
=) B CETEBLIE YCTPOWCTBA Vnin komnbioTepa BDS-SRV22-KSC14
= O R G OnepaunoHHas CHCTEMa KoMRbiaTepa Microsoft Windows Server 2022
® Tocneases OBHOENEHNE SHTUEHDYCHEX G2z 2024-05-13 10:31:00 (GMT-03:00)
® Meceastee nonHOE CanupoBaHne 2024-07-02 19:45:45 (GMT+03:00)

Craryc anThEmMpyCcrb B2z YCTAPENN

Komnerrapuii

WHumpeHTb 6esonacHocTi AV

Puc. 403. CBogka mopynsa Kaspersky Endpoint Security

JocTynHbl cnegytowmne pasgensl MHOOPMaLNOHHOW NaHenu.
MUHdopmauusa o6 obbekTe

B BepxHen 4yactu MHdOpPMaLMOHHON NaHenu oTobpaxaeTcs cregylowas MHpopMauus o TekyLem
COCTOSIHUKN MOAYINS:

WHpopMauns 0 gate U BPEMEHM NOCIeAHEro NOAKIIYEHNST MOAYNS;
WHpopmaums 0 gate n BpemeHn Beoga moayns B [16;

Bepcus Kaspersky Security Center;

umst komnbtoTepa KSC;

DNS komnbtotepa KSC;

FQDN komnbtoTepa KSC;

OC komnbloTepa;

ApX1TeKTypa npoueccopa;

IP-agpec;

cratyc 3awmtbl KES;

WHdopmauns o0 Aate u BpemeHu nocnegHero obHOBNEHNS aHTUBMPYCHbIX 6a3;
cTaTyC aHTMBUPYCHBIX 6a3;

WHhopMaLms 0 gaTe U BPEMEHW MOCIEAHErO NOSTHOMO CKaHMPOBAHWS;
KOMMEHTapUN K MOAYIIHO.

MHUMpeHTbI 6e3onacHoCTHU

OTtobpaxaeTcs CNMCOK MHUMAEHTOB Be3onacHOCTM Moaynsa € rpadmyeckon naHensto. [JoctynHa
dunbTpaumsa oTobpaxaembix COObLITU NO Nepuoay W HacTporika OTobpakeHus auarpamm
(cm. «HacTponka nHunaeHToB 6e30MacHOCTUY ).

[lBonHOM KKK No cobbiTho OTKpO€eT 3anncb B OoTAEJsIbHOM OKHe, B CNnCKke AaHHOoe cobbiTne 6yp,eT
NnOoOMeYeHO KaK NnpovYnTaHHoe. Mone KommeHmapuU OOCTYNHO ONnA peaakTupoBaHuA.

[ocTynHbl cneayowmne AeACTBUS C MOAYNEM Ha NaHenn MHCTPYMEHTOB:

1. OBHOBUTB.
2. Ypanutb.
3. KommeHTapui.

16.5.2 3apaHua moaynsa Kaspersky Endpoint Security

Ha ypoBHe mopynsa Kaspersky Endpoint Security B cnucke Ha Bknage 3adaHusi AOCTYNHbI AN1s CO34aHust
TONbKO 3afaHus, aktyanbHble ana KES (puc. 404):

e OOHOBMNEHWe aHTUBMPYCHbIX 6as;

e CKaHumpoBaHue KnneHTckux APM.



D MacTep cozgaHua 33gaHuA >
BriBepwuTe TN Mogyna

Kaspersky Endpoint Security e

BriBepuTe TMN 3383HKA

OBHOBNEHME AHTHBNPYCHBX Bas

CraHwpoBaHne KneHTCkmx APM

Cosgate OrmeHa

Puc. 404. MacTep co3aaHusi 3agaHus

Pabota c¢ s3agaHusmu ana mogynsa KES npowmsBoguTcs aHanorMyHo HacTtpowike 3agaHun ans b
(cm. «5.12 3agaHua Ob»).

16.5.3 XypHanbl moaynsa Kaspersky Endpoint Security

Ha sknagke )KypHanel gna KES poctyneH XXypHan Kaspersky (puc. 405). B xypHane otobpaxaroTtcs
TONbKO T€ COBbITUSA, KOTOpblE NPUXOAAT € BolbpaHHoro moayns KES.

Ha naHenu WMHCTPyMEHTOB MOXHO 3agaTb napameTpbl punbTpaumn. B pasgene [elicmeus MOXHO
COXpPaHUTb OTUNBTPOBAHHbLIE 3aMMNCK XXypHana ¢ NOMOLLBIO KOMaHAbl DKCNOPTUPOBaThb XypHan. [ns
OYMCTKM BbIOpaHHOrOo XypHana Moayns ucnonb3yetcs komaHaa OunMcTuTb XKypHan.

XKypHane!
+ S flowen e
XypHan Kaspersky =
_ o - GUNETPBI
v [ HEPACTIPEAENEHHBIE OFbEK.. [ Bpemsa Tun cobermma“  Cobumne Onucanne Bepcua npoaykra 3apaua
OrugaeT soinonHERNA YcTanoska 06r( Konmuecrao sanpaLumsaensi sancei
M Hoean rpynna X .
Vsmenero Yeramoeka o6k 100 7 ——
Céoit Nuuersua Veranoska 0B [ Gunerp no spenier
3asepuwena ycnewro  fliuensun otc Yeranoska o6 s
Osungast sino/Henna VeTanosks 06k
Vismenero YeTaHoska 06H
Cooit NMuuersun otcyTe Yeranoska 06H
B CETEBBIE YCTPOVCTBA ) 3asepuwena ycnewro  fnuensua orc Ycranoska 06 ®unsTp ne napameTpan
i Ougaer ssinonkenna YeTanoska 0Bk CoBbiue
M YOANEHHBIE OBbEKTHI n o -
Vismenero VeraHoska 0B T prcarme)
Cooit Nuuersun otc Yeranoska 06 Erraomrm @
3asepuwena ycnewro  fuuenzia YcTanoska o6H
_ N 3apaua
OsKuAaeT BEINOAHEHNA VeTaHosKa 06HI
. . Tun coferma
Vzmenero YeTanoska o6
onT-0300 oo e orcyrcrsyer 1

Puc. 405. XypHanbl mopgynsa Kaspersky Endpoint Security



17 CEPBEP ABTOPU3ALIUA

CepBep aBTOpu3aummu npegctaenseT cobon moaynb ELY, paboTtawowmin nog ynpaesneHvem Linux wm
BbIMOSMHSAIOLMIA criegyrolime QyHKUUn:

o obecneynBaeT 3aLlMmLLEHHOE XpaHeHne 6a3bl AaHHbIX KpeAEeHTarnoB, HYXXHbIX ANs aBTopm3aLmu,;

e nopaepxusaetr npoTtokon RADIUS (Remote Authentication Dial-In User Service) ans
B3anmogencteusa ¢ WAF Dallas Lock;

e  OCYyLLEeCTBNHAET NPoBepPKY KpedeHTanos no 3anpocy oT WAF Dallas Lock;

e  BbINOSHAET BblAeNeHne BHYTPEHHUX ip-agpecoB ANs KMUEHTOB, ¢ y4eTom koHkpeTHoro WAF Dallas
Lock 1 goctynHOM 30HbI AOBEpUS;

e opHoBpeMeHHO paboTaeTt ¢ Heckonbkumun WAF Dallas Lock (bnarogapsi 4emy KnueHTbl MOryT
nogknoyatbca k pasHeiM WAF Dallas Lock m3 coctaBa NAC nog ogHUMM U TEMU XKe
KpegeHTanamm);

e B3aummogelnictByeT ¢ ELLY: obHOBReHue kpegeHTanos, ctatycoB, Tabnuvy 30H JoBepus U T.4.

lMpn yctaHOBKE C MCNONb30BaHWEM KIlOMEN ycTaHoBlMKa (--domain-servers, --domain-
access-key) CepBep aBTOpM3aumm aBToMaTnyecku pernctpupyetcs B ELLY. lNMpu yctaHoBke
6e3 knmoyen peructpaumio CepBepa aBtopusaumum B ELLY HeobGxoammo BbINOAHUTHL
BPYYHyto Yyepe3 KoHconb ELLY.

17.1 O6wme TpebOBaHMA

1.®opmart haiina ycTaHOBLUMKA COOTBETCTBYET LLIAOIOHY:
iam-linux_x64-version.sh
Mpumep: iam-linux_x64-1.0.123.sh

2.YcraHoBka CepBepa aBTOpM3aumm 4OCTYNHA TONBKO B KOHCOTbHOM peXunme.
3.YcraHoBka CepBepa aBTOpM3aumm gocTtynHa Tonbko ans OC cemenctBa Linux (x64):
e Debian 10.x;
Debian 11.x;
Debian 12.x;
Ubuntu 18.04 LTS;
Ubuntu 20.04 LTS;
Ubuntu 22.04 LTS;
Ubuntu 24.04 LTS;
Astra Linux Special Edition (CmoneHck) 1.7, 1.8;
AnbTt Pabovasa CtaHuma 10.0, 10.1, 10.2, 10.4;
AnbT Paboyasa CtaHuma K 10.0, 10.1, 10.3, 10.4;
AnbTt Paboyasa CtaHuma 11.1;
AnbT CepBep 10.0, 10.1, 10.2, 10.4;
AnbT 8 CI Pabovasa CtaHuusa penus 10;
AnbT 8 CI Cepsep penus 10;
PEL OC 7.3 Mypow;
PEL OC 8;
MCBCdepa APM 9;
e MCBCdepa Cepaep 9.
4.YctaHoBka CepBepa aBTopM3auum Npon3BoanTCst C Hann4nem root-npas.

17.2 CueHapum paboTbl

YCTaHOoBLIMK NoAAepXuBaeT creayolue cueHapum paboTbl: yCTaHOBKa, 0GHOBMEHWE, peKkoHpurypauus,
yaanetve.

17.2.1 YcTaHOBKa

1. YcrtaHoBka CepBepa aBTOpU3auuu (pexumm no ymonyaHuio). [locne yctaHOBKM B 3TOM pexume
Heobxoammo gobasntb CepBep aBTopusauuum B [16 Ha ELLY.

Mpumep:



Jiam-linux_x64-1.0.123.sh

2. C ykasaHueMm napametpoB [1b ELY. Npu yctaHoBke CepBepa aBTOpu3auumn 6yaet nobasneH B
OB aBTOMaTMYECKMN.

Mpumep:
Jiam-linux_x64-1.0.123.sh --domain-servers <ip-adpec> --domain-access-key <kno4>

17.2.2 OOHoOBReHue

1. ABTOMaTu4yeckoe OOGHOBMNEHME (pexum Mo ymonyaHuto). lNocne OBGHOBNEHMSI B 3TOM pexume
Heobxoammo nobasnte CepBep aBTOpu3auuun B [16 Ha ELY. B[] Oyget yganeHna.
Mpumep:
Jiam-linux_x64-1.0.123.sh

2. C ykasaHuem napametpos [1b ELY. Npu yctaHoBke CepBepa aBTOpu3auumn 6yaet nobasneH B
b aBTomatmnyeckun nocne 3anycka. B[] 6yaet yaanena.

Mpumep:
Jiam-linux_x64-1.0.123.sh --domain-servers <ip-agpec> --domain-access-key <knoy>

3. C coxpaHeHnem B[. locne obHoBneHus B 3TOM pexume Heobxogumo p[obaesute CepBep
aBtopu3sauuu B [16 Ha ELY. B[] 6ygoet coxpaHeHa.

Mpumep:
Jiam-linux_x64-1.0.123.sh --keep-db

4. C coxpaHeHMeM pe3epBHON konuu nepen oGHoBreHvem. [Mpu obHoBneHun GygeT cosgaHa
pesepBHas konua B no ykasaHHOMY MyTu.

Mpumep:
Jiam-linux_x64-1.0.123.sh --backup-db <nonHbIl nymp>

5. C nepeonpegeneHneMm nyTM coxpaHeHWss apxueBa noroB CepBepa aBTopusauum nepef
o6HoBneHueM. Mpu o6HoBneHun norv Cepeepa aBTOopU3aumm GyayT CoXpaHeHbl NO ykazaHHOMY
nyTu.

Mpumep:
Jiam-linux_x64-1.0.123.sh --backup-logs <nonHbil nyms>

17.2.3 PekoHdurypaums

Mocne un3mMeHeHus koHdUrypauum u nepesanycka cepeuca CepBep aBTopu3auuu 0Gyaet
aBTOMAaTMYeCK/ NepeperucTpmMpoBaH 1 NOAKMIYEH K HOBOMY oMeHy 6e3onacHocTu.

Mpumep:
Jiam-linux_x64-1.0.123.sh --reconfig --domain-servers <ip-adpec>

17.2.4 YpaneHue

1. YpaneHue CepBepa aBTOpM3aLmMm (pPeXUM NO ymonyaHuto). MNpu yganeHun B 3TOM pexmMe 1noru
CepBepa aBTOpM3auum OyaoyT coOXxpaHeHbl Mo ykadaHHoOMY nyTu. B[] 6yaeT yoaneHa.

Mpumep:
Jiam-linux_x64-1.0.123.sh —uninstall

2. C coxpaHeHuem B[. lMNpu yganeHun B 3Tom pexume noru CepBepa aBTopusauum OyayT
coxpaHeHbl No ymonyanuto. B[] 6yneT coxpaHeHa.

Mpumep:
Jiam-linux_x64-1.0.123.sh --uninstall --keep-db

3. C coxpaHeHneM pes3epBHONM konuu neped ydaneHvem. Mpu yoaneHun B 3TOM pexume foru
CepBepa aBTOpM3aumMm GyayT coxpaHeHbl Mo ymonyaHuio. byaeTt cosgaHa pesepeHasa konus B[
no ykasaHHomy nytu. B[l 6yneT yganeHa.

Mpumep:
Jiam-linux_x64-1.0.123.sh --uninstall --backup-db <nonHbIl nymp>



4. C nepeonpegeneHvem nyTW COXpaHeHuss apxuBa noroB CepBepa aBTopu3auuu nepej
yaaneHvem. lMpu yoaneHun B aTom pexume nor Cepeepa aBTopusauumn GyayT COXpaHeHbl Mo
ykaszaHHoOMYy nyTu. BygeTt cosgaHa pesepBHas konusa B no ykasaHHomy nyTu. B[l 6yneT yaaneHa.

Mpumep:
Jiam-linux_x64-1.0.123.sh --uninstall --backup-logs <nosnHbIl nyms>

17.3 CNNCcoK AOCTYMHbIX ONUMNA

CueHapum 1 pexumbl paboTbl OOMKHbI BbIGUPATLCA C MOMOLLLIO KIOYEW Mpu 3anycke yCTaHOBLUMKA,
CMUCOK AOCTYNHbIX KNIoYen npeacTtasneH Huke (Tabnuua 31).

Ta6nuua 31. CNn1McoK AOCTYMHLIX KNnio4Yyer yCTaHOBLUMKA

[ocTynHo B cueHapusax
Knrou o
PekoHdumr nucanne
(onums) YctaHoBka | O6HoBneHue pury YnaneHue
paums
--uninstall + CueHapwuii yaaneHus
CepBepa aBTOpM3aL MM
--reconfig + CueHapuii pekoHdUrypaumm
CepBepa aBTopu3auuu (c
nocneayoLwmm
nepesanyckom)
--yes + ABTO-NoATBEPXKAEHME
o6HoBREHMsA (HanpuMmep, B
cny4vae 3anycka 6e3
TepMmuHana)
--keep-db + + CoxpaHeHune B[] npun
0BHOBNEHNW/genHCTanNAaALMn
--backup-db + + MonHbIN NYTb K pe3epBHON
<MOSHbIN konuu B[] (no ymonyaHuo —
nyTb> /var/log/iam/logs/iam-db-
<pata>-<Bpemsi>.tar.gz)
--backup-logs + + MonHbIN NYTb K pe3epBHON
<MNOSHbIN konun noroe Cepsepa
nyTe> aBTopusaumu (no
yMOMnYaHuio —
Ivar/log/iam/logs/iam-logs-
<pata>-<Bpemsi>.tar.gz)
--log-file + + + + MonHbIM NyTb K noram
<MOrHbIN yCTaHoBLuKa (No
nyTe> yMOMn4yaHuo —
/var/log/iam/iam-installer-
<paTa>-<Bpemsi>.log)
--domain- + + + Appec [1b ELLY vnn cnucok
servers <ip- a[pecoB Yepes 3ansTyto
agpec>




--domain- + + + Kntou goctyna b ELLY
access-key
<Kno4y>

MonHbBIA CNNCOK AOCTYMHBIX ONUMIA AOIMKEH OblTb 4OCTYMNEH NO KOMaHAe:
Jiam-linux_x64-1.0.123.sh --help

17.4 JlornpoBaHue ycTaHOBLUMKA

e [lo ymonyaHuto norun yctaHoBLmMKa nuwyTes B var/log/iam/iam-installer-<0ama>-<epems>.log
[na ykazaHusa gpyroro danna ncnons3yetca onums --log-file
o Kaxpgblli 3anyck cos3gaeT HOBbIW Nor-cpamn

17.5 Hactponka moaynsa CepBep aBTopmusauumn

B KoHconu ELLY B nepese 16 CepBep aBTOpM3aumm oTobpaxkaeTcs Kak OTAENbHbIA MOAYNb B COCTaBe
OB. 3Ha4vku CepBepa aBTOpM3aLMM MOTYT NPUHUMATL CReayoLWmMn BUA:

@ — MoAyJib NOAKITHYEH;

— MoAyJib HE NOAKITHOYEH.

17.5.1 CBopka moaynsa CepBep aBTOpM3aumm

Bknagka Ceodka (puc. 406) otobpaxaeT obuiee cocTosiHme paboyen CTaHUumM, Ha KOTOPYK YCTaHOBMEH
CepBep aBTOpM3aLUMN.

@ Komcons ynpasnerus ELLY [omen BesonacHocTu: flomen BesonackocTi, Cepeep: fga-ecu-nac.dl.local: 17900] . X
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= sonacHocTH WA...
- [ Tonsko HenpouTartsie
7} Mo kommuecray 22 nepnoa

5
®

4
(-]

3
o

0/0 :
1
He npounTano/Beero
0
0000, 0200, O0400. 06:00.. 0800, 1000. 1200. 1400, 1600. 1800, 2000. 2200..
= Konnuectao

Mo Ty Mo npuopurery

Yranue,

OMEPATMBHOE YMPAB/IEHVE

Cobpare wypHans:

Cunxponmsmuposars

Puc. 406. Bknagka «CBogka» moaynsa CepBep aBTopv3auuu

[ocTynHbl criegytowme pasgens UHPOPMaLUMOHHOW NaHesnu:
MUHdopmauusa o6 o6bekTe

B BepxHen 4actv MHOPMaLMOHHON NaHenu oTobpaxaeTcs criegylowas MHpopMauus o TeKyLLeM
COCTOSIHUN MOAYNSA:

e |P-agpec;

e MAC-agpec;



®  KOMMEHTapun.

MHumaeHTbl 6e3onacHoOCTU

OTobpaxxaeTcsa cnUcok NHUMAEHTOB 6Ge3onacHOCTH ¢ rpacmyeckon naHenbto. [loctynHa pmuneTpauuns
oToGpakaemMbiX COObLITUMA MO MepuodZy W HacTpolka oTobpaxeHus aunarpamm (cm. «HacTtponka
MHUNOEHTOB 6€30M1acHOCTUY ).

[BOViHOM KNMK NO COOBLITMIO OTKPOET 3anuCb B OTAEMNbHOM OKHEe, B CMUCKe AaHHoe cobbiTve byaer
NnomMeYeHo Kak npoymTtaHHoe. None KoMmmeHmapul AOCTYNHO AN peAakTMpoBaHuWS.

Ha nanenu nHctpymeHToB Bknagkm Ceodka (puc. 406) AOCTYNHbI cneayowmne AencTBuS:

e OOGHOBWUTbL — NO3BONSET 0OHOBUTL MHpOpMaUMIo Ha Bknagke Ceodka;

e Ypanutb — nepemelyaet B 6a30Byto rpynny YoasieHHble 06beKmbl C COXPaHEHNEM XXYpPHAIOB;

e KommeHTapun — pgo0aBrieHHbIi KOMMeHTapuii oTtobpasutcss B pasgene MHgopmauuss 06

obbekme Bknagku Ceodka.

Ons mogynsa CepBep aBTOpu3auuu [OCTYMHbI Criedylowmne KOMaHAbl OnepaTMBHOMO ynpasBreHus
(puc. 406) Ha naHenn UHCTPYMEHTOB:

o Cobpartb XypHansbl;

e  CuHXpOHM3MpOBATh.

PesynbTaTthl BINOMHEHUS KOMaHA ONepaTUBHOTO YNpaBreHUs He (OUKCUPYHOTCA B XXypHanax
ELLY v He conpoBoxaatoTcs BCMbIBaOLLMMUN YBEAOMIIEHUSIMM.

17.5.2 KoHTponb ceTeBOro gocrtyna

Bknagka Kohmponb cemegozo docmyria Ha ypoBHe moaynsi CepBep aBTOpU3aLmMm NO3BONSET ynpaenaTb
pecypcamu, 3oHamun JoBepust Ha ypoHe CepBepa aBTopusauum (puc. 407).

0 « yrp ELY [Jomen Howien Cepeepi fga-ecu-nac.dllocali 7300] = X

Qv e KomnoHeHTs!

ol [Nome GesonackocTn 4

- . 5 YNPABNEHME KOMIMOHEHTOM KOHTPO/Ib CETEBOTO AOCTYMA
¥ [ HEPACTIPEAE/EHHBIE OB bEKTHI LEACTBIR

v @ test

@ Arent ELLY Dallas Lock Windows UK2 Dallas Lock WAF

@ ;mm-02

~ N ~ Mma  Cocromwwe  3owamosepun  JlormmIPsec  focryn
BB CETEBbIE YCTPOWCTBA L e

¥ 01 YAANEHHbIE OB bEKTHI

Puc. 407. KoHTponb ceTeBoro gocrtyna Ha ypoBHe CepBepa aBTopM3auum

Ha ypoBHe mMopynss CepBep aBTOpM3aLUKN BO3MOXEH TOIbKO NMPOCMOTP HACTPOEK KOHTPOMS CETEBOIO
[0CTyna, ynpaBneHne ocyllecTBnsieTcst Ha yposHe OB (cm. «KoHTponb ceTeBoro goctynay).

17.5.3 XypHanbl CepBepa aBTOpM3aLmmn

Bknagka XKypHanbl onsa CepBepa aBTOpM3auuMmu MO3BOMSET MpocMaTpmBaTth >XypHarn asTopu3aumun
(puc. 408).

O Koncons ynpaenenus ELLY [flomen BesonacHoch: Jomen BesonackocT, Cepsep: fga-ecu-nac.dliocal:17900] = x
Qv e IKypHans!
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Puc. 408. XXypHanbi CepBepa aBTOpU3auum



18 CETEBOE OBOPYOOBAHUE

18.1 Perucrtpauumna ceteBoro yctponcrtea B [1b

3apernctpmpoBaTb ceTeBoe YCTPOMCTBO B [lomeHe 6Ge30nacHOCTM MOXHO cneayroLmmMm cnocobamu:
e nyTtem gobasneHus no IP-agpecy;
e MyTeM CKaHUPOBaHUS CETMU.

O6a cnocoba No3BonAKT 3aperncTpupoBaTb ceTeBoe ycTponcTeo B [JomeHe 6e3onacHocTtn ELY Dallas
Lock no cnegytowmnm npotokonam: SNMP n SSH.

[na koppekTHoro B3anmoaencteust ELLY Dallas Lock ¢ ceTeBbiMu ycTponcTBamu Tpebyetcs
OOMOJSTHUTENBHO OTKPbITb CReayoLLme NopTbi:

e SNMP: nopt 161/UDP, ncxogsiiee NoOAKMOYEHNE;
e SSH: nopt 22/TCP, ncxogsiiee NOAKMOYEHNE;
e Syslog:
o nopt 514/UDP, Bxogsuiee nogkmno4eHne;
o nopt 1468/TCP, Bxogdwee nogknoyeHve (npn HeobxogumocTw).

B pamkax koHTponsa CY no npotokony SSH o6ecneveHa nogaepxka CY Cisco 10S, Cisco
ASA, D-Link DGS n ZyXel ZyNOS.

18.1.1 [Job6GaBneHune ceteBoro ycrpouctsa no IP
Ons pernctpauumn cetesoro yctpouctsa B [JomeHe 6esonacHoctn ELY Dallas Lock no IP-agpecy
HeO6XOJJ,I/IMO BbINONMHUTbL creayouine waru:

1. Y6eoutbcs, 4TO ceTEBOE YCTPOWCTBO NogaepXmBaeT oauH 3 npotokonos (SNMP/SSH), n goctynHo
Mo ceTu Ang Bcex cepBepos knactepa Ab.

2. 3anyctutb KoHconb ELLY n aBTOpusoBaTbCA.

3. Ha ypoBHe [omeHa ©6e3onacHocTu unu rpynnbl (NoAarpynnbl) Ha Bknagke Ceo0ka Ha naHenu
UHCTpyMeHTOoB [elicmeus BbibpaTb komaHay [lo6aBUTbL ceTeBoe ycTponcTBo (puc. 409).

AEACTBMA

OB6HOBMTE

Co3jgate rpynny

Bblrpy3l¢|7b CNHUCOK KAHMEHTOB

MNepeurerosats

CBepHyTE
Passephyte Bce
CeepHyTh BCE
CKaHWMpoBaTh CETh

JlobaBnTe CETEBOE YCTPOMCTBED

MpoBEpUTL JOCTYNHOCTL

npDBEPM'Ib UEADCTHOCTE

Puc. 409. [lo6aBUTL ceTeBOE YCTPONCTBO



4. TMosiBnTCs okHO [lo6aBneHune ceteBoro ycrtpouncrea (puc. 410) B KOTOpoM HeoOxoaumo ykasatb [Pv4-
agpec u BbIGpaTb TUM NPOTOKOMa CEeTEBOro ycTponcTea. [Ana Bbibopa Tvna npoTokona, HeobxoanuMo
YyCTaHOBUTb donar HanpoTmB Hy>kHoro (SNMP nnun SSH). No ymonyaHnuto BkntoueH donar Mcrnosb3osames
SNMP.

[anee He06X04MMO 3anoNHUTL NapamMeTpbl NOAKOYEHNS BbIBpAHHOIO NpoToKoNa:

SNMP SSH
e Bepcuda npotokona SNMP e ropT
e ropT e TanWMayT NOAKMYeHUs (MC)
e TammayTt (McC) e TanmayT oTBeTa (McC)
e coobuecTBo (Naponb) e  1Ms nonb3oBaTens
e naponb
e  MpVBWMErMPOBaHHbIN Naponb

O JoGasneHne ceTeBOro yCTpoicTea d
IPwi:

Wenonssosate SMMP:
Bepcwa SMMP: RS e

Mopm: 161

Taiimayt (mc): 400

CoobBuwectee (napene): | public

Mcnonssoeate 55H:
Mopm: |22
TaiimayT nogenodenna (mc): 400
TaimayT oteera (mc): 4000
WMma nonssosatens:
Mapone:

MprewnernpoeanHelid napeas: | OnuuoHansHo

MpuHumare Syslog-cooByeHuna:

'f:' Cnpaska OTmenHa
Puc. 410. OkHO napamMeTpoB NOAKMOUYEHUsI

5. lNocne 3anonHeHusa Bcex nonen Haxatb kHonky Mpopormkutb. [pu perncrpaumm ycTporcTsa Mo
npotokony SNMP nosisutca okHo [MpepynpexaeHue (puc.411). Ons npogorkeHus npouecca
peructpaumm HeobxoaMMO HaxaTb KHOMKy OK, npu Haxatum kHonmku OTMeHa OyaeT nmpousseneH
BO3BpaT Ha war Hasag, rge MoXHO ByaeT BHECTU N3MEHEHMS B NapaMeTpbl NOAKITIOYEHUS.

D Npegynpexaenne X

MpegynpeskaeHme,
Mogknrouerne no npetokony SNMP e 2awmueHo.

Bil yBEpEHBI, YTO XOTUTE NPOACAKNTET

[] He rokaseisate cHosa

Ommena

Puc. 411. NpeaynpexaeHne o noakntoyeHumn no npotokony SNMP

Mpu yctaHoBke cbnara He rnokasbieamb cHOBa, criegylolwme npepynpexaeHus oyayt
CKpbITbl. BOCCTaHOBUTL MpeaynpexgeHnsa MOXHO HaxaB Ha KHonky BoccraHoBUTb
npeaynpexneHUs B [NaBHOM MeH koHconn ELIY — Mapametpbl — O6wme
(cm. «NapameTpbl paboTbiy).




Ecnu npouecc pernctpaumm cetesoro yctponctsa B [1b npowen ycnewHo, To Yepes HEKOTOpoe BpeMs B
aepeBe [lomeHa Ha ypoBHE, Ha KOTOpOM Obina Bbi3BaHa KomaHaa [lo6aBUTb ceTeBOe YCTPOMCTBO,
NOSIBUTCS MKOHKa 3aperncTpMpoBaHHOro CeTeBoro ycrponcTaa (puc. 412).

JomeH GezonacHOCT

© Mikrotik routeros.isc.confident.spb.ru

Puc. 412. UkoHkKa 3aperncTpMpoBaHHOro ceTeBoro ycrtpoucrsa B aepese [16

18.1.2 CkaHupoBaHMe AMana3oHa ceTeBbIX afpecoB
[na pernctpaumm ceteBoro yctponcTtea B [lomeHe 6e3onacHoct ELLY Dallas Lock nytem ckaHupoBaHusi
AvanasoHa ceTeBblX agpecoB HEOOX0AMMO BbINOMHWUTL CreayoLwme warm:

1. Y6eantbcs, 4TO ceTeBOE YCTPOUCTBO noadepxmaeT oauH u3 nportokonos (SNMP/SSH), n goctynHo
no cetu Ang Bcex cepsepos knacrtepa Ob.

2. 3anyctutb KoHconb ELLY n aBTopun3oBaTtbCes.

3. Ha ypoBHe [omeHa ©Oe3onacHocTu unu rpynnbl (Noarpynnbl) Ha Bknagke Ceo0ka Ha naHenu
UHCTpymeHTOoB [elicmeus BbibpaTb komaHay CkaHupoBaTb ceTb (puc. 413).

AEWCTBMA

OBHOBUTE

Cosgarb rpynny

Bblrp}"BMl’b CMHCOK KAHEHTOE

MNepenrenosars

CBepHYTE
Pazsephyts BCE
CBEpPHYTE BLe
CKaHWpOBaTh CETh

JlobaBmIb CETEBOE YCTPORACTED

MNpoBepMIL JOCTYNHOCTE

npDBEPM'Ib LEADCTHOCTE

Puc. 413. CkaHupoBaTb ceTb

4. TosBuTtcs okHo CkaHUpoBaHUe ceTU, B KOTOPOM HY>KHO nepenTn Ha Bknagky Cemesoe ycmpolicmeo
1 ykasaTb AnanasoH IPv4-agpecoB gns ckaHupoBanus (puc. 414). 3atem BbIOpaTh O4MH U3 NPOTOKONOB
(SNMP/SSH) 1 3anonHutb Tpebyemble Anst HEro nNons:

SNMP SSH
e Bepcus npotokona SNMP e nopT
e ropT e TarMayT NoAKoYeHus (Mc)
e TammayTt (MC) e TanmayT oTBeTa (MC)
e cooOuecTBo (Naponb) e  1Ms nonb3oBaTens
e napornb
e MPVBUMNErMPOBaHHbLIV Naposb



O CKaHWpOBAHME CETH

[t
A [P

CeTeEQE YCTPOWCTED
HMcnonesoeate SHMP:

Bepoua SHMP:
MopT:
TafmayT (Mch:

CoobuecTso (Napone):

KMcnones oeate S5H:

MopT:

TaliMayT NogKAHeHua (o)
TaliMayT 0TeeTa (M)

Mma nonezosatens:

MNapone:

MpWEMAErMpoBIHHEIA Napoas:

MpwHKrmaTe Syslog-cooBueHua:

400

public
22

400

4000

OnuMoHanEHD

@ Cnpaexa OTMEHE

Puc. 414. OkHO cKaHMpOBaHUsA ceTn

B aTOM e OKHE C MOMOLLbIO NOCTaHOBKM q)nara MO>XHO HaCTpoOuUTb Npuem SyS|Og-COO6LLI,eHI/Il7I.

5. MNocne 3anonHeHus Bcex nonew HaxaTb kKHOMKy CKaHMpoBaTb M Jarnee MOXHO npocMaTpvBaThb

COCTOAHME npoLecca CKaHUpoBaHUA ONA KaXaoro AnanasoHa ceTeBblX aapecoB.

Mpu ckaHupoBaHun cetu no npotokony SNMP nosButca okHo [MpepynpexpeHue
(pyc. 411). Ons npoOorkeHMs npoLecca CKaHMpoBaHWUA HeOBXoAMMO HaxaTb KHomky OK,
npu HaxxaTum kHonkn OTMeHa OyLeT Npon3BeAeH BO3BPAT Ha Luar Hasag, rae MoXXHO BHECTHU

M3MEeHEHNA B NapaMeTpbl CKAaHUPOBAHUA.

6. Mo 3aBeplueHMM Mpouecca CKaHMPOBaHMSA M3 CMcka OBHapyXeHHbIX 0OBEKTOB MOXHO BbibpaTh Te

06beKThI, KOTOpble Heobxoaumo 3apernctpuposaTth B b (puc. 415).

D Cranmposanne cem O hs
e
CKAHMPOBAHWE CETU 3ABEPLIEHD
CeTesoe yCTpoiicTED
OfHapy#eHHbie 0fberThL:
IP-appec DNS-umsa O6bexr DNomen SSH
192.168.12.122  debianik.confiru HewssecTnoe ycTpoiicTeo debianikl.confiru  Otcytereyer  He 3agano uma nonb3oeartens.
€ >

Puc. 415. Bbi6op 061LekToB Ansa peructpauuu B 16

7. Mocne BbIGOpa BCEX PEMMCTPUPYEMbBIX YCTPOMUCTB HY>KHO HaXaTb B OKHE KHOMKYy 3aperucTpupoBaThb.



Ecnn npouecc pernctpaumm ceTeBbix ycTponcTB B [b npolwen ycnewHo, TO BbiOpaHHble ceTeBble
yCTpOWCTBa 3aperucTpupylTca B gepeBe [omeHa 6GesonacHocTn B ©Gasoonm rpynne Cemesbie
ycmpoticmea (puc. 416).

v [ CETEBLIE YCTPOWCTBA

© HewsBecTHOe yCTPOMCTBO debian

Puc. 416. UkoHka 3apernctTpMpoBaHHOro ceTeBOro ycTpoucTBa B aepeBe [1b

18.2 YaaneHue ceteBoro yctpouctsa us [1b

[ns yananeHus cetesoro yctponcTtea u3 [lomeHa 6e3onacHoctv ELY Dallas Lock Heob6xoavmo:

1. Bbibpatb NyHKT YAaNUTb N3 KOHTEKCTHOIO MEH0, HaXkaB MPaBOWN KHOMKOW MbILLIW Ha HY>XHOE YCTPOWCTBO
B gepese OB (puc.417), nnn Bocnonb3oBaTbCsl KOMaHAOW YAanuTb Ha NaHenuM WHCTPYMEHTOB
Leticmeus Bknagkun Ceodka Ha ypoBHe ycTpouncTBa B aepese b (puc. 418).

ANEHHE EEE R e T
MapameTpbl NOAKAHOHEHMA
MpoBepKTE AOCTYNHOCTE
MpoBepKUTE LENOCTHOCTE

KommerTapui

Beipezate

Pwuc. 417. YaaneHue ycTponcTBa NocpeACcTBOM KOHTEKCTHOIO MEHHO

Ceogka
[loweH BesonacHocTH 8
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: ) ) Agpec 192.168.130.231

Gizleallzs /el Mcnonsayensie npoTokoast SNMP, SYSLOG
*5 OBAJL KorTpons aoctynHocta Bun.
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) Monens
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Coobuecrao/Mia nens3osarens public
Tun NETWORKING

Kommenrapuit Napamerps: asTopuzauum
Mapametpui noaosenns

[poBEpHTH LOCTYNHOCTL
WMHumgeHTb BesonacHocTn ~ e a

3a nepuog; 10.07.2024 00:00 - 10.07.2024 23:59 3kcnopT

[] Tansko nenpouutanssie Kommentapuii
Mo konnuecTey 3a neproa
s Yaanums

Puc. 418. YoaneHue nocpeacTtBom naHenu «denAcTBus»

Mposepurs uenocrrocs

2. YpaneHHoe ceTeBOe yCTPOWCTBO NepemectuTcs B 6a3oByto rpynny YoaneHHbie 06bekmbl gepesa Ob.



18.3 HacTponka ceteBoro ycrpomcrea

B pepeBe [omeHa ©OesonacHoctu ELY Dallas Lock npucyTCTBYIOT 3aperMcTpupoBaHHble CEeTEBble
ycTpoucTaa.

3Ha4vkn 0bbekToB, 0603HAYaOLWMX CEeTEBbIE YCTPOWCTBA, 3aBUCAT OT COCTOSIHUS CETEBOro yCTPOWCTBA
1 MOTYT NPUHUMAaTL CreayroLnin BUA:

—  CeTeBOe YCTPOWCTBO AOCTYMHO;

. —  ceTeBOe YCTPOMCTBO HEOOCTYMHO;

Ha CeTeBOM YyCTpoicTBe 3acUKCUPOBAHO HapyLleHWe LerIoCTHOCTM KOHUrypauum, npu
3TOM CEeTeBO€e YCTPOWCTBO AOCTYMHO;

Ha CeTeBOM YCTpPOWCTBE 3ahMKCUPOBAHO HapyLUeHWe LLeNOCTHOCTM KoHdUrypawmu, npu
3TOM CETEBOE YCTPOWCTBO HEAOCTYMHO;
CBSA3b C CeTeBbiM YCTPOMCTBOM OTCYTCTBYeT CBbiwe 3agaHHoro Ha ELLY Dallas Lock
. BpeMeHU, KoTopoe onpeaensieTcs napameTpom OnoBelleHUs NpyU OTCYTCTBUM CBA3M
" ¢ obbekTom (B AHAX) (MPU YCROBWM, YTO HACTPOEHO OMOBELLieHNE 06 OTCYTCTBUM CBA3M
C 06bekToMm).
HacTtpoiiku Ha ypoBHE CETEBOrO YCTPOMCTBA OTODpaXatTCs Ha HECKONbKUX OCHOBHbIX BKIaaKax.

18.3.1 CBopaka ceTeBOro ycTpoucrea

Bknagka Ceodka Ha ypoBHe CeTEBOro ycTpoicTBa oTobpaxaeT obllee COCTOSIHNE CETEBOr0 YCTPOMCTBA
(puc. 419).
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Puc. 419. CBogka ceTeBOro ycrpoucrea



[ocTynHbl criegytowme pasgens UHPOPMaUMOHHOW NaHesnun:

MUHdopmauusa o6 o6bekTe

B BepxHen yactu MHOPMAaLMOHHOW nNaHenn oTobpaxaeTcsa crneaywowas nHpopmaums o TekyLem
COCTOSIHUN CETEBOro0 YCTPOWUCTBA:

AaTta v Bpems perncrpauum ceTeBoro yctpowctea B [b;

DNS-ums ycTponcTea;

CceTeBOW agpec yCTPOUCTBA;

ncnosnb3yemble NPOTOKOSbI;

COCTOSIHVME KOHTPOMs OCTYMHOCTW;

COCTOSIHME KOHTPOIS LeNoCTHOCTY;

WHpopmaLms 0 nponssoauTene, TUNe n Modenu ceTeBoro yCTpomucTBa;
Aarta v Bpems nocrnegHemn JOCTYNHOCTM YCTPOWCTBA;

Aata v Bpems nocrniegHern NpoBepKU JOCTYMHOCTY;

Aarta v Bpems nocnegHen NnpoBepku LLEeNOCTHOCTY;

WHpopmaLms 0 pedynbTaTax NpOBEPKU LIENOCTHOCTY;

MHdopMaLns 0 pe3ynbTatax NPOBEPKU AOCTYMHOCTN YCTPONCTBA;
coobLecTBo/MMSA Nonb3oBaTens, Nog KOTOPbIM 3aperncTpupoBaHoO YCTPONCTBO;
KOMMEHTapui K YCTPOWCTRY.

MHUunpeHTbI 6e3onacHoCcTHU

OTobpaxaeTcs CNMCOK MHUMAEHTOB 6e30MacHOCTM CEeTEeBOro YCTPOWCTBA C rpadpmyeckon naHerbHo.
HoctynHa dunbTpaums otobpaxaemblx COObITMI NO NEpMOdY M HACTPOKKa OTOBpaXeHus avarpaMmm
(cm. «HacTponka nHunaeHToB 6e30nacHOCTUY ).

[lBonHON KWK No cobbiThio OTKpOEeT 3anncb B OoTAEJSIbHOM OKHe, B CNCKe gaHHOoe cobbiTne 6yp,eT
NMOMEYEHO KaK NnpoYnTaHHoe. Mone KOMMeHmapULj OOCTYNHO AnA peaakTnpoBaHUA.

JocTynHbl cnegytowne oencTens ¢ ceTeBbiM YCTPONCTBOM Ha MaHEenmM MHCTPYMEHTOB:
OGHOBUTB.

MapameTpbl aBTOpPU3aLUN.

MapameTpbl NogKIYeHUs.

[MpoBepuTb AOCTYMHOCTb.

MpoBepuTb LENOCTHOCTb.

KommeHTapun.

. Yoanutb.

Ha naHenu MHCTpyMeHTOB JOCTyMNHa KoMaHaa onepaTtyMBHOrO ynpasneHus MepesarpysuTsb.

NoapwN=

He Bce ceTeBble yCTponcTBa nogaepxusarot ynpasneHne nutaHnem no SNMP, Ho gaxe
Takve ycTtponcTtBa O6yayT gobaBneHbl B rpynny ceTteBbiX ycTponcTB [Ob. [Ons KOppekTHOM
BO3MOXHOCTM nepe3arpy3ku ceteBoro ycrtpowctBa no SNMP TpebyeTca HacTpouTb
napameTpbl aBTopusaumun. B none YnpasneHue numaHuem [OImMKHO ObITb NponucaHo public
(puc. 420).

© Mapamerpel astopuzauym X

Coobuwecrso

MonyyeHne KoHbMrypaLm: ‘pubhc

Wcnonb3oBaTth ans YNpPasneHnsa NMTaHMeM

YnpasneHue NuTaHueM: public

Puc. 420. HacTpouku napameTpoB aBTOpU3aLumn



PesynbTaTt BbIMONIHEHMS KOMaHA OMNepaTMBHOIO ynpaBreHus He oTpaxaeTcs B XKypHanax
ELY. Takke He npefyCMOTpeHbl BCNMbiBalOLWME M Npovve yBeLOMSEHUs O pesynbTaTax
BbINOMIHEHNSI KOMaH, ONEPATUBHOIO YrNpaBreHUs.

18.3.2 KoHdurypaums ceteBoro yctpomncraa

Bknagka KoHgbueypayusi Ha ypoBHE CETEBOro yCTporcTBa oTobpaxaeT napaMeTpbl CETEBOro YCTPOUCTBa
(puc. 421).
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Puc. 421. KoHdumrypaums ceTeBoro yctpomcraa

B Tabnuue Ha Bknaake KoHgueypauusi coaepxaTcsl napameTpbl U UX 3HaYEHUS!, NOSyYeHHbIE OT CETEBOMO
ycTpownctBa no npotokony SNMP unm SSH.
Cnuncok napaMeTpoB CETEBOIO YCTPOWCTBa NpeacTaBnseTcst cobon Tabnuuy ¢ nonsamu:

SNMP SSH
e HoMmep e HOMep
e COCTOSIHVE e  COCTOSIHWE
e MapameTp e UM
e 3TafloHHOEe 3HayeHve e KOMaHga
e rocrefHee 3HayeHve e  3TanioHHOE 3HayeHue
e rocnefHee 3Ha4yeHve

Hap tabnuuewn ectb none lNoka3amb mosibKO omiu4yus, yCTaHOBKa (briara HaNnpoTUB 3TOro NONsA NPpMBOANT
K mepexody B PexXuMM OTOOpaXeHus napameTpoB KOHuUrypaumn, LEenOCTHOCTb KOTOPbIX HapylleHa.
CHaTve cdhnara Bo3BpaLaeT K MPOCMOTPY BCEX NapamMeTpoB.

MIB — 6a3a ynpasnsitowen nipopmauun. OID — 3To yHMKanNbHbIN MOeHTMdUKATOP 06bekTa
B SNMP (06bekTom MOXeT 6biTb MOAEeNnb YCTPOMCTBaA UMW KOHKpPEeTHbIN napametp). OID
3anncbiBaeTCA Kak MOCHefoBaTeNIbHOCTb YMCEerN, pasfdeneHHblXx Touykon. Hanpumep,
«1.3.6.3.2.1». MIB-charnbl no3BonsilOT MCMNONb3oBaTb TekcToBoe npeacTaBneHne OID.
Hanpumep, pana OlDa «1.3.6.1.2.1.31.1.1.1.10» TekcToBoe MNpeAcTaBfeHne —
«ifHCOutOctets».

Mpu pernctpauum ceTeBoro yctporictea B [lomeHe 6e3onacHoctu B base koHurypauun ELLY Dallas Lock
OCYLLECTBAETCHA NOUCK KOHUIypaLmMmn AN AaHHOrO YCTPONCTBA.

KoHgurypauunoHHele cannbl — peKkoMeHAOBaHHbIe CMUCKM napaMeTpoB YCTPOUCTB, HapyLleHue
LLeNTOCTHOCTM KOTOPbIX CHYMTAETCS MHUMOEHTOM 6e30nacHOCTM.

B ELY Dallas Lock ecTb HECKOMNbKO BUAOB KOH(UIypaLMOHHbIX (haifnoB YCTPOUCTB:
e KOHUrypauusa onsg onpegeneHHblX Mogenen ycTpoucTs;
e  KOHCpUrypaumsa ons onpegeneHHbIX Nnpon3BoanTenen;
e  KOHCpUrypaums no yMonyaHuo.

Mocne pobGaenenus yctponctea B base KoHGwUrypauum nponsBoOAMTCS MOMCK Hamboree noaxoasiien
KoHdurypaumm Ans AaHHOW mopenu ycTtponctsa. Ecnu koHdwurypauma nna gaHHOW Mopenu He
oBHapyXeHa, NpPOM3BOAMTCA MOWCK KOHdurypaumm pansg npoussogutens. Ecnm He obHapyxeHa



KOHdWrypauus ansi NpomM3BoaMTENS, UCNOMNb3yeTCca KOHUIypaums no yMonyaHuio (0 TOM, Kak MONOJSHUTb
Bbasy koHdurypauun ELLY Dallas Lock cm. «[apameTpbl cETEBOro 060pyA0BaHUAY).

HaligeHHas B 6a3e koHdwurypauus npeactaBnseT cobon cnmcok OID. YcTponcTBO onpalinBaeTcsi Nno
crnucky OID m3 koHdurypauum, ganee noslydeHHble Mpu MepBOM OMPOCE 3HAYEeHUA MUCMONb3YHTCHA B
KayecTBe 3TaroHHBbIX.

Ecnu B 0TBeT Ha 3anpoc 3HavyeHnsa napameTpa y ceTeBoro yctpornctea ELLY Dallas Lock nonyyaet nyctoe
3HayeHue, B Tabnuue HanNpoTUB Ha3BaHWS Takoro napameTtpa OyaeT cogepxaTbCs cumBon «@x». Ecnm
YCTPONCTBO HE OTBETUIIO Ha 3anpoc 3Ha4YeHus napameTpa — B Tabnuue 6yaeT cogepxartcs 3anuck «(Hem
omeema).

Ecnn B npouecce yHKUMOHMPOBAHNS YCTPOMCTBA 3HAYeHWe napameTpa CTaHOBUTCHA OTUYHBIM
OT aTanoHHoro, B 16 dukcupyetca uHunaeHt 6esonacHocty HapylweHue uenoctHocTy KoHduUrypaumm
ceteBoro obopynoBaHus (puc. 422).

Co0bITns HapyLleHMs LLIENOCTHOCTU ceTeBoro obopyaoBaHuMs MoryT Bo3HuKkaTtb, ecnv ELLY
Dallas Lock npu pabote He ycneBaeT nony4ntb 3HadeHusi napameTpoB OID ¢ ycTponcTs.
[ns pelleHus OaHHOW MNpoGnemMbl CeTeBOE YCTPOWCTBO HEOOXOAMMO BbLIBECTM WU3-MOS4
koHTpons ELLY Dallas Lock v 3apernctpupoBatb 3aHOBO, yBENMYUB Npy JOGaBNEHNN BpEMSI
Tanv-ayTa.

) Mpocmorp X

Bpema

2020-10-26 07:34:45 (GMT+03:00)
APM

Mikrotik 10.10.102.255 (public)

Mogyne
CeTesoe obopyaosaHe

CobuiTie
HapylueHHe LIENOCTHOCTH KoHDMMypaLmi ceTesoro obopyLoBaHua

PesynbTat
ErineneHo HapYWeHWe LENOCTHOCTH

Mpuoputer
BicokHi

NononuuTenbHble CBEAeHnA

K OMMEHTapMIA;

Puc. 422. NMpocmoTtp cBegeHu 06 MHUMAEHTe 6e3onacHOCTU

Ha Bknagke KoHgpueypauusi COOTBETCTBYIOLUMIA NapaMeTp, OTMMYHBIA OT 3TarioHHoro, GyaeT BblaerneH
LBETOM:

e  3TasfloHHOEe 3Ha4YeHne COOTBETCTBYIOLLEro napameTpa — KpacHbIM;

e  rocreaHee 3HaYeHne COOTBETCTBYIOLLEro napameTpa — 3eneHbIM.

Koudurypayun
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Puc. 423. OTo6paxeHune 3Ha4eHU NapamMmeTpoB ceTeBoro obopyaosaHus Ha Bknapke «KoHdurypaums»



Ha Bknagke KoHcpueypayus Ha naHenun UHCTpymeHToB [eldcmeuss OOCTYMNHbI criegyrowme KoMaHgbl
(pnc. 423):

1. «[pUMeHNTb W3MeHeHusi», NpedHasHayYeHa Ans MNPUHATUS MOCMEOHUX MONYyYEHHbIX 3HaYeHWN
KOH(UIypaLuum 3a aTasrioHHbIe.

2. «[lowuck...», N03BONSIET UCKaTb NapamMeTpbl KOHUTypaLmn.
«OBHOBUTLY, NpeaHa3HavYeHa aAng Nony4YeHus akTyanbHbIX 3HAYEHUN KOHUIypaLuumn oT yCTpoNCTBa.

4. «Coxpanutb B channy, npeaHa3HayeHa AN COXpaHeHMs oTyeTa O TeKyLlen KOHUrypauum ceTeBoro
ycTponcTBa B hopmaTte «.txt».

5. «BknounTb/BblknounTb KOHTPOJIb AOOCTYMNMHOCTU», npegHa3Ha4YeHa And WU3MEeHEeHUA COCTOAHUA
KOHTPOJA AOCTYNHOCTU CETEBOIo yCTpOVICTBa.

6. «BknounTh/BbIKNOUNTD KOHTPOJIb UENIOCTHOCTU», npeaHa3HadYeHa AOnd WU3MEeHEeHUA COCTOAHUA
KOHTPOJA LeNnnioCTHOCTN CeTeBOro yCTpOVICTBa.

7. «JobaButb napameTp», QAN HOBOMO KOHTPONMMPYEMOro napameTpa Mo3BOnseT YCTaHOBUTb
dnar «KoHTponuposaTb napameTpy», a Takke 3agatb ums u OID.

Mpu pobaBneHun napameTpa, OH 3anucbiBaeTcs B hann koHdurypaumm n otobpaxaetca Ans Bcex
CBSI3aHHbIX C HUM YCTPOWCTB (BNUSAET Ha HOBble 1 AobaBneHHbIe paHee ceTeBble ycTponcTaa [B).

8. «YaanuTb BblAeneHHble NapameTpbi».

[nsi oToBpaxeHnst TONbKO OTAMYMIA MEXOY 3TaNOHHbIM 3HAYEHWEM M MOCNEeAHMM 3HAYEeHWEM AOCTYMeH
GunbTp lNokazamb MOosibKO OMIAUYUS.

3a aTanoHHoe 3HayeHne OyaeT NPUHATO 3HaYeHMe, NONyYEHHOE OT CETEBOIO YCTPOWCTBA NPU CrieaytoLen
npoBepkKe.

w

18.3.3 )KypHanbl ceTeBOro yctpoucrea

Ha Bknagke XKypHarnbi onsi ceteBoro yctponctBa gocTtyneH XypHan Syslog. B xypHane otobpaxatoTtcs
TonbKo Syslog-coobLleHns, NonyYeHHbIe OT CETEBOrO YCTPONCTBA.

Ha naHenun MHCTpPYMEHTOB MOXHO 3afaTb NapameTpbl ounbTpauni. Ha naHenu MHCTPYMEHTOB B pasaerne
Helicmeusi MOXHO COXpaHWTb OT(UNBTPOBAHHLIE 3aMMCM  KypHara C MOMOLb  KOMaHZbl
OKcnopTupoBaTh XypHarn.



19 NMOAYUHEHHbIA OOMEH BE3OMNACHOCTHU

Mpu BBOAE OAHOrO AOMeHa 6e3onacHOCTM B NOAYUHEHME OPYrOMY AOJKHO ObiTh COBMIOAEHO
crnepylwllee ycroBuve: mexay goMeHamy 6e3onacHoCTM JormkeH ObiTb cBOGOAHLIN 0OMEH
naketamu no TCP/IP-nopty 17900.

B ELLY Dallas Lock JomKHO BbIMONMHATECS MPaBUO CO3O0AaHUSA CBS3EN MeXAY rMaBHbIM U
NOAYMHEHHBIM [OOMEHOM, KOTOpOE 3aKrfyaeTcs B 3anpeTe opraHusaumy  «LUUKNoB
aAMUHUCTPUPOBAHUA JOMEHOBY, KOraa rnaBHbIN JOMEH ABMSAETCA NOAYNHEHHBIM JOMEHOM
AN OOHOrO U TOFO e JOMEHA.

MooYnHEHHbIN AOMEH 6e30MacHOCTU MOXET MMEeTb TOMbKO OAWH rnaBHbii OB Ha oawuH
ypoBeHb Bbiwe no mepapxum ELY Dallas Lock (cywecTByeT BO3MOXHOCTb co3faBaTb
HECKONNbKO YpPOBHEN NoaymHeHus ). OrpaHnyYeHns no KONMYECTBY MOAYUHEHHBIX Y FIaBHOMO
OomeHa 6e30MacHOCTM yCTaHaBNMBAKOTCS NIMLEH3NEN.

19.1 Beopg [1b B nogunHeHue

19.1.1 Bsop [1b B nogunHeHue B npouecce yCTaHOBKU

[nsa BeBoga B nogvnHeHne [lomeHa 6e3onacHocTu B npouecce yctaHoBkn ELLY Dallas Lock Heobxogummo:

1. Y6eautbes, uto [JlomeH 6e30nacHOCTH, B MOAYUMHEHNE KOTOPOMY OCYLLECTBISETCS BBOA, AOCTYMNEH MO
cetu.

2. 3anyctutb npouecc yctaHosku ELLY Dallas Lock.

3. Ha ware Bbi6op Tuna gomeHa BbiGpaTh NYHKT [T0d4UHEHHbIU domeH be3onacHocmu (puc. 424).

O MacTep ycranosrw - ELLY Dallas Lock, sepoun £.0.468.1 o7 18.08.2026 >

Bbibop TMNa fomeHa @

EbIEEpHTE THN CO343BaEMOro 4oMEHE

(0] (_:' AomeH BezonacHocTn
(]

Co3aaHne Hoeoro JoMeHa Be3onacHoCTK

®
®

(0] ® MNogunHEHHEIA Jomen BezonacHocTK
u

@) CozgaHue Hoeoro JomeHa BesonacHoOCTY, BKNKOYEHHOTO B COCTAE
cyLecTeyoLWwero flomeHa BesonacHocTi

) Cepeep penankaymu

9"‘@ NobaeneHue y3na B knacTep cepeepoe ELLY

Hazag Hanee Otmena

Puc. 424. Lllar «Bbi6op TMna gomeHa» B mactepe yctaHoBku ELY Dallas Lock

4. 3apaTb napameTpbl rnasHoro OB (puc. 425):
e agpec rnasHoro [1b;
e kmtov goctyna k Ab.



D Mactep ycranoskm - ELLY Dallas Lock, sepcwna 6.0.468.1 oT 18.08.2026 Lt

MapameTpbl yAanéHHOro cepBepa @

YkasmTe NapameTpel yaanéHHOro CepEEpa

Agpec rnaeHoro Ab:

Knwoud goctyna:

Hazan OtmeHa

Puc. 425. NapameTpbl yaaneHHOro cepeepa
5. [anee npogomxknTtb 1 3aBepwnTb yctaHoBky ELLY Dallas Lock.
6. lMocne 3aBeplleHUs ycTaHOBKM nogvmHeHHoro 06 B aepese rnaBHoro B noaButca BBEAEHHbIN B

nogyunHeHue 06 (puc. 426).
JomeH GezonacHoCT
HEPACTIPEAEAEHHLIE OB LEKTEI
CETEBBIE ¥CTPOWCTEA

¥1ANEHHBIE OBBEKTHI

a MogdmHeHHE!A A6

Puc. 426. NoagunHeHHbIM B B oepeBe poauTenbLCKoro

19.1.2 Bsop [1b B nogunHeHue nocrne yctaHOBKU

[ns BBOAa B noavnHeHune [lomeHa 6e30MacHOCTM Nocne yCTaHOBKN HeoBXoauMo:

1. Y6egutbes, 4yto [JomeH 6e3onacHoCTH, B NOAYMHEHME KOTOPOMY OCYLLECTBISIETCS BBOJ, OOCTYMNEH NO
ceTu.

2. 3anyctutb KoHconb ELLY, BBOOUMOrO B NOAYMHEHME.

3. OTtkpbITb rmaBHoe meHto KoHconu ELLY > 1 BbibpaTb NyHKT MapameTpbl AB.
4. B 6noke Bgo0 8 rnod4yuHeHue yka3aTb CETEBOE UMS CepBepa rMaBHOro AOMeEHA W KIY AocTyna K
rnaBHomy gomeHy 6esonacHocTtu (puc. 427).

.%. BBoa B noguMHeHNe v

CeTeBoe MMA CepEEpa

Kawou goctyna

Puc. 427. Beog B noaguYMHeHue



5. Haxatb kHonky BBecTn.

Ecnn npouecc BBoga B MoAYMHEHME MpOLWIEn YCMNELWHO, TO 4epes
cooTBeTCTBYIOWEe coobuieHune (puc. 428).

U Beog 8 nogunHeHne

1

AomMen yCNeWHo BEEIEH B NOAHWUHEHKME,
KoHcone Byger nepesanyLueHa.

OK

Puc. 428. 16 ycnelwuHo BBeAieH B NOAYMHEHNE

HekoTopoe Bpemsi MOSABUTCSH

X

Mocne nepesanycka KoHconun Ha ypoBHe [b Ha Bknagke CBogka — WHdopmaumsa o6 obbekTe
oTobpasnTca nHopmaLms 0 poanTenbckoM AoMeHe (puc. 429).

Wudopmaunsa ob o6bekte

Cepeepel gomena GesonacHoctk fga-win-ucc.dllocal:17900

0ANTENLCKMIA LZOMEH Her

MAPAMETPEI MALLEH3WKA MoapoGHee
APM 2/999
Cetesele ycTpoicTea 0/999
Mog4MHEHHEIE A0MEHEI 1/993
ArenTel ELLY 0/994
AKTWEHBIE YAANEHHBIE NOAKNHOYEHNA 0 /993
ANWLEH3MA NOAYHMHEHHBIX AOMEHOB Moapobree
TEPMHUHANGBHGIE CEPBEPLI MoapoGHee
TepruHaneHbIE Cepeepb 0/999
AKTWEHBIE TEFMUHANEHBIE CECCUMM 0/999
NULEH3MOHHAA Moapobree
MHPOPMALMA ap

MPOLECC MHMIPALLMA Mogpobhee

Puc. 429. UHcbopmaumsa o poanTenbLCKOM AOMEHe

EAI!‘IHI:IIT'I LEHTP ¥YNPABNEHWA

DALLAS LOCK

Takxke B oepeBe rnasHoro [1b nosButca BBeaeHHbIN B nogumMHeHune OB (puc. 426).

19.2 BbiBog [1b 13 nogumnHeHus

19.2.1 BbiBog b "3 nogunHeHUA N3 co6CTBEHHON KOHCONMM

[nsa BbiBOAa 13 nogynHeHns JomeHa 6e30nacHOCTN NOCPEACTBOM COBCTBEHHOM KOHCONM HE0bX0aMMO:
1. MNogkntounTtb KoHconb EUY k [1B, HaxogsawemMycs B NOgYUHEHUN.

2. OTkpbITb rNaBHoe MeHio KoHnconu ELLY > — MapameTpbl AB.
3. B 6noke Bbigod us nod4uHeHusi (puc. 430) HaxxaTb KHOMNKY BbiBecTu.



.%. BblBOg M3 NOAYMHEHNS v

JoMeH HAaXOAWTCA B NOAYMHEHMK ¥ AoMeHa: [lomeH Ge3onacHocTy

BriBecTi

Puc. 430. BbiBoA U3 nogunHeHus
Ecnn npouecc BbiBOAA AOMEHa M3 Nog4YnHEeHUA npouwlen ycnewHo, To Yepe3 HEKOTOpPOoe BpeMsA NoABUTCA
cooTBeTCTBYIOWEe coobuieHme (puc. 431).

O CoofueHme x

[
l foMeH YCNEeLIHO BEIEEAEH M3 NOZUMHEHNA

0] 4

Puc. 431. 4B ycnewHo BbIBeAEH U3 NOAYUNHEHUSA

19.2.2 BbiBoa [1b 13 noauynHeHnA Yepe3s KOHCONb rnasHoro [1b

[na BbiBoga 13 nogunHeHns Ob yepes KoHcone ELY rnasHoro [1b Heob6xoammo:

1. Mogkntountb KoHconb ELY k rmasHomy [B.

2. Bbibpatb noguuHeHHbin b B gepeBe u Ha Bknagke Ceo0ka HaaTb Ha MaHenn WMHCTPYMEHTOB
Heticmeus kHonky YaanuTtb (puc. 433) unu BbibpaTb COOTBETCTBYHOLLYIO KOMAaHAY M3 KOHTEKCTHOrO
MEHI0, HaXKaB NpaBoW KHOMKOW MbILIN Ha nogvnHeHHbIV B B Aepese (puc. 432).

S MNoguwHenHed A6

BEIMEY2MTE CNMCOK KNHEHTOR
MNepeMMeHOEATE
MNoAknHYUTE KOHCOAE
¥AaANKTE

Bripezate Crl+X

Puc. 432. KOHTeKCTHOe MeHI0 nogunHeHHoro b



AEVCTBUA

O6HOBWTE

Bhll’py3b‘lTh CNHUCOK KNHWEHTOE

nEpEHMEHDEETh

Cospare npoduns ceresoro goctyna

Moawnounts Koncone k nogumsensonmy f1b

Yaanuie

OTTEPATMIEHOE YTPAB/IEHME

Pa3610KkMpoBaTh KOMNbLIOTEPDI

Curnxponmsuposars

Puc. 433. KomaHabl naHenu MHCTPYMEHTOB AnA noguyuHeHHoro B

BbiBegeHHbI u3 nog4mHeHns b nepemecTtutcs B 6a3oByto rpynny YoasneHHbie 06beKkmel.

19.3 HacTpomnka noguMHeHHOro oomeHa 6e3onacHoCcTu

B nepese rmasHoro [lomeHa 6e3onacHoctn ELLY Dallas Lock npucyTcTBytoT nogumHeHHble [b.
3Ha4vkn obbekToB, 0B6O3HavalWmnx nogynHeHHole OB, 3aBucAT oT coctosHua OB u moryT npuHumathb
cnegyowunn sna;

@ — noguvHeHHbIn OB noakntoyeH;

. —  CB$3b C Nog4vMHeHHbIM B oTcyTcTBYET;
CBSi3b C MOAYMHEHHbIM B OTCYTCTBYET CBbIWE 3ajaHHOro B rrnasHom OB BpemeHwm,
KOTOpoe onpegensietca napametpoM OnoBeweHUA Npu OTCYTCTBUM CBHA3N C
06BbEeKTOM (B AHAX) (MPX YCNOBUW, YTO HACTPOEHO OMOBELLEHNE 06 OTCYTCTBMM CBSA3M C
06BbEKTOM).

Aamunuctpatop ELLY Dallas Lock moxeT nepemellats nogyumHeHHble [1b B rpynnbl (nogrpynnel) gepesa
OB. [Ona storo Heob6xoaMmo nepeTawuTb 3HAYOK HYXKHOrO MOAYMHEHHoro B KHomkow mbiwun B none
apyroro 3Hadka (Drag-and-drop).

HacTpoviku Ha ypoBHe nogynHeHHoro [1b oToGpaxatoTcst Ha HECKOMBbKMX OCHOBHbIX BKNagKax.



19.3.1 CwuHxpoHu3auus

[Ona npuBegeHMss B COOTBETCTBME 3HAYEHUSIM MapameTpoB, BbLICTaBMEHHbIM Ha rnaBHoMm [1b, Ha
nogynHeHHoMm b HeoGxogumo npoBegeHue CUHXpoHu3auun. CUHXPOHU3aLMs MOXET ObiTb npoBeaeHa
npw yCNOBUN HaNn4uMs CETEBOro NOAKNIOYEHMS MEXAY MMaBHbIM U NOOYNHEHHBIM JOMEHOM:

e [PV BKIOYEHUM nogumHeHHoro [b;

e nepuogunyeckm (cM. «apameTpbl paboTbl MOAYNEN»);

e o komaHae nonb3oBartens u3 Konconu ELY rnasHoro Ob.
KomaHga CuHxpoHusnpoBaTtb B KoHconu ELLY goctynHa Ha Bknagke Ceodka Ha ypoBHE MOAYMHEHHOrO
Ib B nepese [1b Ha naHenu uHcTpyMmeHToB OrepamueHoe yrnpasrieHue.

19.3.2 CBopgka nogumHeHHoro [1b

Bknagka CeolOka Ha ypoBHe noguuHeHHoro [Bb oTobpaxaeT obuiee coctoaHuMe noavvMHeHHoro b
(puc. 434).

Ceogka
W
WHdopmauun o6 obbekTe LEVICTBIA
Beog e Jb 2026-05-2511:15:44 (GMT+02:00) O6HoBMTL
GUID noa4mHeHHoro acmena BBOF7F2D-10EE-2F4C-AES8-2343DCEIEAD2
Naa nocneaweii curxpoHmsaLm 2026-05-25 11:27:45 (GMT+03:00)
Wma nogunHeHHoro goMeHa subdomain

KonnyecTeo uHumaeHTos BezonacHoct 0 Brirpysmib CIMCOK KNMEHTOE

PezynsTat nocneaHe cuixporusaumn 0K Nepenmenosats
CepBepe! MOAMHERHDTO AOMERa FGA-ecul:17900
NWLEH3NOHHAA MoapobHee
MHPOPMALLMA AP
JIULLEH3MA NOAYHUHEHHOTO AOMEHA MNogpoGree
APM 070
Cerenoie ycrporicrsa 0/0
Arentot ELY 070 Co3patk NpodunL CETEBOrO AOCTyNa
MoAuMHERHEIE AOMEHE! 070
AKTUEHBIE YAZNEHHEIE NOAKTHOHEHNA as0
TepruHaneHbie Cepeepe! 0/0
TepMUHANEHBIE CECCUM 0s0
WHumuaeHTRl Be30nacHoCTH '
Moaxnounte Kotcone k nogumnennomy B
3a nepuog: 25.05.2026 Sxcnopr
[T Tonska nenpouuTanriie Vaanwms

Ma konuecTsy 3a nepuog

OMEPATMEBHOE YMPAB/EHME

Pas6n0KMpoBaTh KOMNBIOTEDS!

E Crxponmsnposars

Puc. 434. Bknagka «CBogka»



[ocTynHbl criegyrowme pasgensl MHPOPMaUMOHHOW NaHenu.
MUHdopmauusa o6 o6bekTe

B wuHdopmaumoHHoM naHenu oTtobpaxaeTcs cnegywowasa MHPOpPMaUMs O TeKylem COCTOSHUM
noavnHeHHoro [b:

MHdopMaLua o gate u Bpemenn seoga B [1b;

UMS MOAYMHEHHOIO JOMEHA;

GUID nog4mMHeHHOro JOMeHa;

cepBepa knactepa ELY;

WHpopMauns 0 gaTe U BPEMEHU NOCNeaHeNn CUHXPOHN3aLINM;

pesynbTaTt nocrneaHer CUHXPOHM3aLmK;

KONMYECTBO MHUMAEHTOB 6e3onacHoCTy;

O COCTOSIHUM U NapaMeTpax MLEH3MM Ha NOgYNHEHHOM LOMEHE.

Mpn Haxxatnn kHonkn MoapobHee nons JSluyeH3uoHHass uHghopmMayusi NOSIBUTCS OKHO, codepkallee
NULEH3NOHHYI0 MHAOPMaLMI0 (JIMLEH3NOHHBLIN KOO W KOO TexXnogdepkku) Ans BCeX MOAynewn,
BBEEHHbIX NoA ynpasrneHne nogvvHeHHoro OB (nogpobHee onvcaHo B pasgene «JlMueH3noHHas

nHopmaumns»).

Mpn oTCyTCTBMM CBSA3NM C MNOAYMHEHHbIM LB 6nok JluueH3UuoHHasi UHgopMauus
oTobpaxaTbcs He byaer.

MapameTpbl nuueH3Mn B none JluyeH3usi noO4uUHeHHo20 doMeHa MNO3BOMAKT YBUAETb OTHOLLUEHME
CYMMapHOro KONIM4eCTBa MUCMNOMb3yeMbIX B peanibHOM BPEMEHU KBOT Ha CyMMapHOE KONMYeCcTBO KBOT,
pacnpegeneHHbix u3 obwen nuueHsmm MaesHoro Ab. MNpu HaxxaTumn kHonku Mogpo6Hee NOABUTCA OKHO
CocTosiHne NUUEH3UN NOAYNHEHHOIO AOMEeHa, B KOTOPOM MOXHO U3MEHUTb NULEH3MIO C MOMOLLBIO
MexaHu3Ma nepepacnpegenenuns kBot ¢ FnaesHoro b (cM. «JIMUeH3nn NoOAYNHEHHbLIX JOMEHOBY).

JocTynHbl cnegytowne oencTsns ¢ NogYnuHeHHsIM b Ha naHenu MHCTPYMEHTOB:

1. O6HOBUTB.

2. lepeumeHoBaThb.

3. YpanuTb nogYMHEHHbIN JOMEH.

4. TMogkntounte KoHconb K nogynHeHHomy [b.

,D,OCTyI'IHI:I cneaywume KomaHgbl onepaTtuBHONo ynpaBieHna Ha naHenn MHCTPYMEHTOB!:

1. CuHXpoHM3MpoOBaTh.

2. BbIrpy3uTb CMUCOK KIUEHTOB.

3. CospgaTb npodunb ceTeBoro gocTyna.
4. Pa3bnokupoBaTb KOMMbIOTEPbIS.

KomaHabl onepaTMBHOIo ynpaBreHus Ha ypoBHe nogvmMHeHHoro [1b peannsoBaHbl aHanorM4Ho KomaHgam
Ha yposHe [maBHoro b (cm. «CBoaka ansa Oby»).

KomaHabl Bbiegpy3ums crnucok krinueHmoe wn Pa3briokupogamb KOMbtomepbl LOCTYMHbI
TOMNbKO MPU Hann4Mm cBA3N ¢ NOAYMHEHHbIM [B.

PesynbTaTt BbIMOMHEHUA KOMaHA4 OnepaTUBHOMO ynpaBfeHus He oTpaxaeTtcs B JKypHanax
ELY. Takke He npedyCMOTpPeHbl BCMSbiBalOLWMe U NpovvMe YBEeOOMSEHUA O pesynbTaTax
BbIMOSIHEHNSA KOMaHA OnepaTUBHOrO yrnpaBneHus.

OTkpbiTb KoHconb ELLY Dallas Lock nogunHenHoro 16 moxHo ¢ Konconu ELLY Dallas Lock MnasHoro [16.
[na 3TOro HyXHO:

1. Haxatb Mopkntountb KoHconb k nogunHeHHomy 1B (puc. 434) Ha naHenu UHCTPYMEHTOB

25 TlosBonsieT pa3bnokupoBaTb B MOAYMHEHHOM [B KOMMbIOTEPbI, HAa KOTOPbIX YycTaHoBNeHbl mogynn C3U HCO
Dallas Lock 8.0 UK12 unu Bbilwe, C KOTOPbIMY €CTb CBA3b.



Jleticmeusi Bknagku Ceodka.

Mogkniounte KoHconb nogymMHeHHoro B MOXHO Takke C NOMOLLbH OAHOUMEHHOW QYHKLUN
KOHTEKCTHOro MeHto (puc. 432)

2. [losiBUTCA OKHO

MoaknroyeHne K cepBepy (puc.435). [anee HeobXxoauMO 3amnosiHUTL

cnegytoLne nons:
e NMS KOHCONW;
e CeTeBOe UMSs CepBepa;
e Kntov goctyna k Ab.

D MogknrrYeHHe K Cepeepy >

Mogknioyerne k£ cepeepy:

T —— B

K koHconw: FRA-WIN-UCC
Cetesoe MmA cepeepa: | FGA-ecul:17900

Knroy goctyna k B

3aperncTpUpoBaTe OTmena

Puc. 435. OkHo «[lMopkntoyeHue k cepBepy»

3atem HaxaTb 3aperucTpmpoBaTth.
3. B crnegytowem okHe (puc.436), HeobxoouMO BBECTM aBTOPU3ALMOHHbLIE AAHHbIE U HaXaTb

Mopgkniouutbes.

Ej MogknHYeHHE K CEpEEY X

MOAKNHOYERKHE K CEPEEPY:

MoAYHMHEHHEIM A6

lMMA nonbsoEaTenA: |LISEF| |

Mapone: | |

AnnapaTHele naeHTHKKaTopel O

LY AR T (Sl el e Tl A, MAEH THRHESTOR He BRIDp&EH

_MEHHTE Naponke |:|

MoAkAHHMTECA OTMEHS

Puc. 436. BBoa aBTOpU3aLMOHHbIX AaHHbIX

Ecnu paHHble BBeAeHbl BEpHO, ByaeT oTKpbITO HoBOe OkHO KoHconu ynpasnerust ELLY MNogunHenHoro OB.

19.3.3 Monb3oBaTenu u rpynnbl nog4YMHeHHoro [1b

Bknagka [osib3oeamernu Ha ypoOBHE MOAYMHEHHOro [Bb cOAepXuT CrMCOK rnobanbHbiX U AOMEHHbIX
nonb3oBaTenen v rpynmn, HacnegyeMbiX C YPOBHEW BbILLE MO UEPAPXUUN U CO3OaHHBLIX HA YPOBHE AAHHOMO
NoA4YMHEHHOro AOMeHa, a Takke Cr1cok 3abnokMpoBaHHbIX Nofb3oBaTeneln.

Monb3oBaTtenu 1 rpynnel, co3aaHHbIe B Nog4YMHeHHoM 1B, He nepefatoTcs B rMaBHbBIN U He
oTobpaxatlTca B cnucke nonb3osartenen u rpynn B KoHconu rnmaeBHoro ELY Ha ypoBHe
nogynHeHHoro b B aepese.



YnpaBerieHve nonb3oBaTensMu, Tpynnamy U 3a6rOKMPOBaHHBIMKU  MONb30BaTENsIMU  HA  YPOBHE
noaYnMHeHHoro B npousBoAUTCS aHamnorMyHo OMNMWCaHHOMY YMpaBMEHUIO Ha ypoBHe rpynnbl OB
(cm. «[Monb3oBaTenu 1 rpynnbl Ans rpynnbl OBy ).

YnpaBneHne nonb3oBaTensMn 1 rpynnamMu, co3gaHHbiMn B rnaBHom B, 3abnokupoBaHo B KoHconu
nogvnHeHHoro Ab.

Ecnun nma nonb3oBartens unm rpynnbl, cCO34aHHOro B noA4YNMHEHHOM b, coBnano ¢ uMeHem
nonb3oBaTenid Unun rpynnbl B rnNaBHOM b, To napamMeTpbl Takoro nonb3oBaTesnia Unu rpynnbl
nognexart CUHXPOHU3aunn co 3Ha4YeHNAMU, yCTaHOBIIEHHbIMU B MMaBHOM 0b.

Ons NnpUMeHeHnd N3MEHEHNIN Ha NnogyYnHeHHoM [1b HeobxoamMma CUHXPOHM3aUUnA.

19.3.4 MonutTukn nogunHeHHoro Ab

Bknapka Monumuku Ha ypoBHe nogynHeHHoro B no3sonseT pegakTupoBaTth NOMUTUKU HA NOAYNHEHHOM
OB (pwc. 437).

Qv o Moaurikn

o

Ao 20MacHOCTH 2
v OMEH BezonacHOTH = —
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B HEPACTIPEE/EHHBIE OBBEK.

[ nonumncn kowrpona uenocrwocn | | Pexum pasore C3K ] [ ouncrea ocratounoii ][ onnmuin ACH ] AEACTBNA
M CETEBGIE YCTPOFICTBA =
( [V — ] Mok Ao<Tyna ] Cere I ANNAPATHAA NACHTHOHKaLNA ]
™ Y[JASEHHBIE OB BEKTHI
© Moaunenssit 16 of 3anper na smenenne [ |Hacreayerca Moammika ~ 3Jnauenve  Tunmogys
o O ES: MUHMMANGHOE KOAMHECTS 0 KAACCOB CUME0AGE He 33D C31 B (MIK4, 1K, 1IK6)
o (] ESXi: HANOMUHATL © CMEHE N3pona 33 He 33gaHE €31 B (VIK4, LAKS, L1KE)
o O ot Kowaeeroo naponei, koTapeie oker ncnonmonate  Hesogaro Akl B (AKS, WK6)
o (] it MakCumansReii cpok AeRCTs A napons Hesagano  C3MBI (VKS, WIKS)
o O oVirts Munmmanenas gnums napons [p—— C3M B (IS, VIKE)
o O Uit MuHumaneHoE KeAwse CTBe npoMMCHSE fyxp wesagann  C3MBIA (AKS, WK8)
o O OVirt: MUHUMANEHOE KOMHECTED CMeUMANLHEN CHMBGNOE e 3agaHO €31 B (IS, VIKE)
DUBTPEI
o O Uit MuHiiansos kean4ecTES CTpoUHEn Byke wezagaro  C3M1 B (AKS, WKe)
o O OVirt: MuHUMBNEHOE Ko nuecTED Up e 33RaHO C3M B (K, VIKE)
o O Vit HanomuKaTe o cene napona sa He 33gaHE C3M B (K, VIKE)
o O VCenter: KOMUMEETEN NpEABIAYLLIVG TapONEF, KOTOpbIE N0AEI0BITENS HE MOET HENOAKSoBaTE Hesagara  C3H BH (VIKA, 1IKS, VKS)
o O WCenter: MIKCUMaALHag ATHH3 N3pona Hesagano  C3UBIA (KA, VIKS, UKG) Cucrena
o O VCenter: MaKEHMAAEHE ASMYETHAIOE KQAMHECTED GAMHAKOEKX CAMBONO, CToRLYNS pagah  nessgame G2 BU VKA, 1IKS, VIKE) Dallas Lock 8.0 1KLL
o O WCENtEr: MUHUMAIEHOE KOMMECTE NPANMEREIX BYKs nesagano C3MBIA (K4, VIKS, MKG) Dallas Lock 8.0 VK12
o (] CERtER MUHIMBNEHOE KD IMHECTED CHMBOADE BAEEHTS Hesagaro  Cau BI (VIKY, 1KS, LIKS) €13 Dalls Lock VKS
o O VCenter: MHHAMANBHOE KOMMAECTOn CNELANEHE CHIBONED wesagano  CaM1 B (AKY, MKS, LK) 23 Dallas Lock VIKG
o (] wCenter: MUHAMATIEHOE KOMMUECTED CTPOUMBIX 6yKE HesagaHo  C3M B (MIK4, WKS, MKE) €13 VE Dallas Lock UKL
o O wCenter: MuHUMAEHDE KoMHHECTED b [p—— €31 B (VIE4, LKS, LIKE) Dallns Lock Linuc MK3M
o E wSphere: Marcamansrsi cpox acficTous napana wesagann  C3MBIA (ARY, WKS, 1K) Dl Lock LincU1Ke
‘Sphere: M) C3M B (K4, VIKS, VIKS;
o wSphere: MuHuMansHas AmuHa napons He 3agaHo (11K4, 1AKS, KIK6) Dallas Lock Linax K5
o O Makcummansnsis cpor: aeficTena napaas wezamane  Cuerema, DLAD (VIKLL VK13, ol Lock G311 801 s
allas Lo
o O MiHIIEAEH3R 4103 MapOns Hesagano  Cwcrema, DLG.D (MKLL VKI2) Dallas Lock €311 B HKS
o O MU RLHSIT Sk A¢iicTewa nspona HessgHo  Cuerems, DLA.D (MKLL MK13) olastoe
Dallas Lock C311 B KB
o O Hanomarars o ciene napena 3a Wessaano  Chcrems, DLB.D (AKLL HKI2).. ez fed
FLLY Dallas Lack Winc
o (] HeoBX0MMO USMEHEHME NAPONA He MEHBLLE Hem & HesagaHo  Cwcrems, DLE.D (MIKLL 1K13),
o O Heofixoaumo Hanume cneucnmecnse nesagano  Crcrems, DL (MIKLL MIK13)..

Puc. 437. Bknagka «[Monutuku»

3HayeHns1 NONUTUK, YCTaHOBNEHHbIE B NogyYnHeHHOM [1b, He nepefatoTcsa B rMaBHbIA U He
oTobpaxatTcs B cnucke nonutuk B KoHconu rmaBHoro ELLY Ha ypoBHe nogynMHeHHoro B
aepese.

MonuTtnkn ans nogyuHeHHoro OB MoryT npvHMMaTb OOMOMHUTENbHOE 3HadyeHue «He 3adaHo». Ons
OaHHOro 3HayeHusa rnasHbii B ELY He ynpaBnsier 3HayeHUsMM MNONMUTUK nogyuHeHHoro [B,
npuUMeHsieTca 3HavyeHne, 3agaHHoe AUB B KOHCOMNN NOgYNUHEHHOTO.

Mo ymonuyaHuto npu BBOAE B noayvvHeHue B Bce ero nonutukn B rmasBHoMm B umeloT 3HaveHue «He
3a0aHo».

Onsa cbpoca nepeonpeneneHHOro 3HavyeHus NonuMTukn Ha «He 3adaHo» HeobxoaMMo BbIOpaTb NOMUTUKY
u3 cnucka v ganee Ha naHenu MHCTpymeHToB Jelicmeus BbibpaTb komaHay COpocuTb 3HaYeHue unv us
KOHTEKCTHOrO MEHI0 BblIOpaTb COOTBETCTBYIOLLUMIA MYHKT.

HacTtpoika nonutuk ans nogvmHeHHoro b npov3BoanTCA aHanormyHo HacTponKe MONUTUK ANS rpynnbl
OB (cm. «[Monutukun anga rpynnel AB»).

[ns npuMeHeHNs 3Ha4YeHMIn Heob6X0AMMa CUHXPOHU3aLNS.




19.3.5 MexceTeBOM 3KpaH nog4YuHeHHoro A1b

Bknagka Mexcemeeol 3KkpaH Ha ypoBHe nogdvHeHHoro [b nos3BonsieT ynpaBnATb MNOMAWMTUKAMM
MEXCETEBOro 3KpaHa Ans KNMeHToB nogynHeHHoro b (puc. 438).

KomnoHeHTel

YNPABAEHUE KOMMNOHEHTOM M3
AEACTBMA
OBLpMEe HacTpoAKK M3
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g 0 rqu e
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o ] OMAEHME B TPER NP BADKUPOBEE COEAMHENIS HE 3313H0 Dallas Lock 8.0 MKL1
o M) . Dallas Lock 8.0 MKL2
=i O 5 [ Dallas Lock 8.0 MKLI
o O acHLii Bef-cepdiunr P Diallas Lock Linws K4
o ] Makcumanbhlii pastep http-saronoska HE 3383H0 Dallas Lock Lirne: MKS
o M MexceTesoii skpan ¢ 3300H Dallas Lock Linw KS
o O menouzTs GZIP Ana nanuzs HTTE tpaduees He 3383H0 Dallas Lock C3W B WK
o O TEMIOUATE NOKANEHEE NpaEkTa M3 npi sETaREpEr AouErIAA Mpadina 3 P— Dallas Lock C3M B KT
o ] Ormofipakame coobLugHne o 3afs POBAHHOM COEMHERMM (CaliTe) HE 3303M0 =
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) O MpoTokonMposaHKe ¢
s 0 S » I OMEPATMBHOE YTPABJEHWE
n O ek obyuenna M3 HE 3303H0 CMHXPOHMSHPOBATE
d | Pesiam pabiorsl dnasTpaLys € 338am0

Puc. 438. MexxceTeBOM 3KpaH nogumHeHHoro 16

ynpaBneHMe NONMNUTUKaMN MeXCeTeBOoro aKkpaHa Ha ypoBHE NOAYNHEHHOIO 0B npon3soanTcAa aHariorm4Ho
ynpaeJieHU0 NOJINTUKAMN MEXCEeTEBOIo 3KpaHa and 0B (CM. «MexceTeBOW 3KpaH»).

19.3.6 KoHTponb pecypcoB nogumHeHHoro [1b

Bknagka Kowmponb pecypcoe Ha ypoBHe nogvvHeHHoro [IB no3BonsdeT ynpaBnATb HaCTpOWKamu,
Kacatrowmmncs 3HaveHun nonutuk CKH, ans knneHTtoB nogunHeHHoro Ab (puc. 439).

YMPABAEHWME KOHTPOJIEM PECYPCOB

TAG5aALHbIE Ha CTPOAKA

o 3anpernawsmene... ¥ [ Hacregyerca Monumaka

i na

Mapamerpe: np ChEMHE
TTapamETpE! NP 0B Pa30BaHHBD haliN-AHCKGE D YMOTHAHHI

USE-Flash

Mapamerpe: np no
BrnrouuTE MTP/PTP yerpaticrsa

8P amETpE! DTKPEITEX CEEMHEX HIEONNTENS/ 10 YMOAT3HMID
YANATE HEGNPEALNEHHBIE KTKOHM KIHENTa

FDD-amckos no

Mapamerpe: np

Mapamerpbl omkpoimsix USB-Flash o

KomnoHeHTe!
AEACTBUS
Inauene Tun moapan
He ucnonszyetca DLE.0{HKLL, UKL, VK13)
He ucnonesyeTea DL8.0 (K12, WK13)
He ucnonszyetca DLE.0 (KLY, UKL, VK13)
Bl DLL (VIKS, VIKS, 1KE)
He mcnonesyetca DLE.0{HKLL, MKLZ, MIK13)
Bl DL8.0 (K12, WK13)
OUAETPRI

He ucnonssyetca

Mapamerper orkpeimes FOD-aMCkoE no ymauamio

MapameTpbl oTkpoiTsix CD-ROM auckos no ymonuarir

8,8,8,8,8,8,8,8,9,8,9,
ooooooooooa

Mapamserpel OC 10 ymorsarIR

i i gocryn
He nenonssyerea
He wenonesyerca

He ucnonssyetca

DLE.0 {HKLL VK13, MKL3)
DLE.0 (WKL, UK12, WMKL3), DLL (K4, LAKS, UKE)
DLE.0 {KLL VK13, MKL3)
DLE.0 (K11, MK1Z, WK13)
DLE.0 {KLL VK12, MKL3)

Vma nonumien

OMEPATMBHOE ¥TPABJ/IEHWE

Crxpormsuposats

Puc. 439. KonTponb pecypcoB nogunHeHHoro 1B

YnpaBsneHne KOHTPOreM pecypcoB Ha YpoBHE nogymMHeHHoro [1b nponssoguTcs aHanormyHo ynpasneHunio
KOHTporem pecypcoB ansa b (cm. «kKoHTponb pecypcoBy).




19.3.7 Cuctema oGHapyxeHUsi BTOpXeHU nogumHeHHoro b

Bknagka Cucmema obHapyxeHuUsi emopxkeHuli Ha YpOBHe noavvHeHHoro B nossonsieT ynpaBnatb
HacTponkamu 3HadveHuin nonutuk COB ang knneHTtoB nogvnMHeHHoro A6 (puc. 440).

YMNPABAEHWE KOMMNOHEHTOM COE

of 3anper namsmenenne [ |Hacregyerca Moavmaka
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BAOKMPOBATS CHATHE CKPHHLWITOS N0 kaskie PrintScreen  He sagana
EAGKMpaGKa GTAPABKH TenemeTpHM Windows e sagane
BRAIOuMTS CHETeMy 0BHapyEHA BTOPKEHMi He 3aaano

33HOCHTS & KYPH3N NOAVTHE MPOBEPKM HATMANA SEHOBAEHMI He 53a3H0

KomnoHeHTs!
“ 3HaueHne Tun mogyaa

Lrames wypHanas OC He 33a3H0

AHAAMS CUTHATYP 3T2K B CETEBOM TRadHKE He 3343H0

Syr: Lo He 334aHE DLL (MKS, WKE)
Ly vEmenere napametpos COB He 334H0 DLL (MKS, 1KE)
BT CPABATEIEAHIE Ky PHAAEHEL CHTHATYD He s343H0 DLL (WIKS, WK
AT CpaBaTEIBaHie CHIHATYP TRadka He sagaH0 DLL (WIKS, WKS)
LymurT: €paBiaTeIBaHIE 38PHCTIK He 334H0 DLL (MKS, 1KE)

DL8.0 (K12, MK13)
DLE.0 (K12, MK13)
DL3.0 (K12, MK13)
DL8.0 (K12, MK13)

DL3.0 (K12, K13), DLL (K5, VS, K6, LIKs)
DL8.0 (WK1, MK13), DLL (1IKS, VIKS, WIKS, L1Ks)

, DLL (4K, WKS, 1KS, L1KS)

JALYHTA 0T BHPYEED LMPOEEAGELIMKDD wessaane  DLA.0 (MK1Z, MK13)
Werounimk obnosneriii wessaana  DLS.0 (WMK1Z WK13)
MeToumik obrosnervii wesaaama DL (MKS)
Metasnnk obropnrivii wessaane DL (MKS)
KonTpons nprnoxeniii wessaana  DLS.0 (K12 WK13)
Mackuposarme gatka COB wessaana  DLA.0 (MK1Z VK13
HacTpolikH GNaseLiEa KaHTPana NpHAGKEHHI wessaane  DLE.0 (MK1Z VK13
Hacrpoiin cnncka Bnokuposax wessaana  DLS.0 (WMK1Z WK13)
He 33HOCUTS NOSTOPSI B XYPHAA KGHTPOA NPHAGKEHHMI wesaaama  DLB.0 (K12 VK13
OBHOBNEHNE AETEKTOPE ATaK wessaane  DLA.0 (MK1Z, MK13)
OBHOBREHIE HACTRORE 36 PUETIN wessaana  Cuctews, D80 (MK1Z, MK13)

AEACTBMA

GUABLTPBI

Wma noaumacm |~

Bri6paTa 5ce OumeTuts

Dallas Lock 8.0 MK1Z
Dallas Lock 8.0 K13
Dallas Lock Linus MIKS
Dallas Lock Linus HIKS

OMEPATMEHOE ¥MNPABNEHHE

ChnxponmsMpoar

Puc. 440. Cuctema ob6HapyxeHUsi BTOpXXeHUi nogunHeHHoro [16

YnpasneHue nonnTukamm cucTemMbl 0BGHapyXeHNs BTOPXKEHUIN Ha ypoBHE nogvmHeHHoro 1B npoussoautcs
aHanorn4Ho ynpasnexuto nonutukamm COB gna OB (cM. «CucteMa 06HapyXEHNS BTOPXKEHNINY ).

19.3.8 bBe3onacHas cpepna COB (neco4yHuua) nogumHeHHoro [1b

Bknagka be3onacHasi cpeda COB (necoyHuya) Ha ypoBHe nogunHeHHoro OB nossonseTt ynpaBnaATb
napameTpamu 6e3onacHon cpeasl COB ansa mogynen C3U HCL Dallas Lock 8.0 1 C3U HCA Dallas Lock
Linux noguvnHeHHoro OB (puc. 441).

KomnoHeHTI

YMPABMEHWE MAPAMET PAMIA BEE3OMNACHOWN CPEAbI COB

o 3anper nausmenenve DHatne,quIcn Moavrka
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Oooooooooooooe
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KoHTpoAE NpuaoxeHni

OT4eT No 3asepeHny paboTel npoyecca BC

MepeHocuTe Boe oTEpLIBaemble daiins s BC

Mpodwmnn veoaagan

DafRnoean CHCTEME W prECTP

SEPMCTHYECKMI aHAAWS ANA ANOKUPOEKM pafioThl 0NacHBIX Nf..

Bnauenne

HE 3343H0
He 3343H0
HE 3343H0
He 334aH0
HE 334aH0
He 3343H0

HE 3343H0

He 334aH0

He 334aH0

He 3343H0
HE 3343H0

He 334aH0

Tun mogyaa

DLE.D {WIKLZ, K13)
DLED {WK1Z, MK13)
DLED {WK1Z, MK13)
DLE.D (W12, MK13)
DLE.D (K12, MK13)
DLE.0 {WIKLZ, MK13)
DLED {WK1Z, MK13)

DL&D (K12, VK13)
DL&0 (AK13)

DLL (K8}
DLED (K12, VK1)
DL&D (K12, VK13)

BEACTBMA

DUALTPbI

Hma noammaen |~

Bribpats Bce QuneTnTe

Dallas Lock 8.0 LK12
Dallas Lack &0 1K13
Dallas Lock Linux MIKS
Dallas Lock Linux VIKG

OMNEPATUMBHOE ¥MNPABNEHWE

CrHxpoHMsMpoBaTE

Puc. 441. Bknapgka «be3onacHas cpeaa COB (neco4Huua)» nogumHeHHoro OB



YnpaBneHne 6e3onacHon cpegon COB Ha ypoBHe noguymHeHHoro [1b npou3BoaMTCca aHanornvyHo
ynpaerneHuto 6esonacHon cpegov ans rpynnbl b (cm. «be3onacHas cpega COB (necoyHunua) ons rpynnbl

Ob»).

19.3.9 CpencTBO OGHapyXeHUs un pearmpoBaHua nogunHeHHoro [1b

Bknagka Cpedcmeo obHapyxeHuUsi U peac2upogaHusi Ha ypoBHe noaynHeHHoro 16 nossonseT ynpaenaTb
HacTponkamu, kacatowmmnes 3HaverHmn nonutuk COP, ang knneHToB nogvmHeHHoro B (puc. 442).

KomnoHeHTs!
YMNPABNEHME KOMMOHEHTOM COP
AEUCTBUA

@i 2anper va msmenenve || Hacreayerca Moanimka Inauenve ~ Tunmogyns
o O PacnucaHite CkaHUpOBaHIA CHCTEMbI Ha UHANKATOPS! KOMMP... HE 3313H0
o O Mpasina BBTOMETHUECKOrD pearMpaBaHis He 33aaH0
o O Bintouuts " CpeACTBO OBHAPYKEHNA 1 pearnposania” He 33aaH0 (KS, VKT,
o O Awanws speaoHocHoro obexra B 5C He 3agaro 8.0 (MKL4), DLL (MKT)
o O HacTpoiika KOMaHIHOTD CLEHAPIA PEArNPOSaHMA He 33aaH0 (1K14)
o O PerynaprocTs ckannposaris loC He 3aaaro (K5, VIKG, VIKS, WKT, WIKT)
o O BAIOKHPOBAHIE BEINOAHERNA KOMaHA B KOMaHAHO CTpOKE He 3oaaro 8.0 (MKL4), DLL (MKT) ©UNBTRE!
o O Ofnacts ckarnposaring loC He 3aaaro 8.0 (MKL3, WIK14, VIK14), DL.. [z (B
o O CkaHMpOBaHIE HOBbHX (AINOE HA MHANKATOP! KOMMPOMETA...  HE 39AGHO 8.0 (MKL3, WIK14)
o O Bpemn neped 3anepLucHmen cearca He 3aaaro 8.0 (MKL4), DLL (MKT)
o O C6op aanHsi 06 APM He 3aaHo (VK14), DLL (VKT) Dallas Lock 8.0 MK12
o O O6roenenne Basbl niankatopos komnpomerauym (10C) HE 33aH0 (K12, WK13, VIK14), DL... Dallas Lock 8.0 MK13
o O PerynaprocTs obHosneHwil He 3oaaro (K12, VIK13, MIK14), DL... Dallas Lock 8.0 MKL4
o O Wcroumie obroanennii He 3aaaro 1 Dallas Lock Linux WIS
o O AyanT: Wsmenenme napamerpos COP He 3agario (v Dallas Lock Linu VK6
o O Victounik o6roanennii ToC He 3agaro (MK, Dallas Lock Linu MKT
o O Victounik o6roanennii ToC He 3agaro DLL {1KS)
o O Ayan: IoC weszaane DL (MKS, VK6, VKT

ONEPATMBHOE ¥MPABNEHME

Chnxponusnposars

Puc. 442. CpeactBo o6HapyXeHuUs U pearmpoBaHusi noguuHeHHoro b

YnpaBneHve HacTpovkamu cpefctBa OOHapyXeHWst U pearMpoBaHWsi Ha YpOBHe nogyuHeHHoro OB
Npon3BOAMTCS aHaNoOrM4yHo ynpaeneHuio Hactpokamm COP Ha ypoBHe b (cM. «CpeacTBo obHapykeHus
1 pearnpoBaHus»).

19.3.10 3apaHus nogumHeHHoro [1b

Ha ypoBHe noguuHeHHoro [Bb B cnucke Ha Bknagke 3adaHusi OOCTYMHblI ANSA CO34aHWs 3aaHus,
aKTyanbHble Ans Moayren faHHOro nogynHeHHoro [b.

Mpwn co3gaHuu 3agaHus Ha rmasHoM b gaHHOe 3agaHne aBToMaTu4ecky cosgaeTcs Ha nogymHeHHom [b.
lMpocmoTp pe3ynbTaToB BbINOMHEHMS 3a4aHNA AOCTYNEH No kHornke CoxpaHuTb B dhann.

B rnaeHom [1B MoXHO Takke co3daTb 3aAaHus Ons MoAyrnei, He akTyanbHbIX ONsi JaHHOro
nogunHeHHoro B, Ho Takve 3agaHus BbINOMHEHb! He ByayT.

Pabota ¢ 3agaHuamMu gnst nogumHeHHoro [1b nmpov3BoauTCS aHanorMyHO HacTpomnke 3agaHun gna Ob
(cm. «5.12 3apanua OB6y).

19.3.11 OTtyeTtbl nogunHeHHoro [1b

Bknagka Omyembsl OygeT OTCYTCTBOBaTb Ha YpOBHE MoAvMHeHHoro [b, ecrnu B
nogynHeHHom 16 oTtcyTcTBYtOT Moaynu AreHT ELLY.



Bknagka Omyemesl Ha ypoBHe nogymMHeHHoro b no3sonseT ynpaenaTb otyeTamun moaynen AreHt ELLY
nogymHeHHoro b (puc. 443).

OtueThl
OTuér 0b annapatHom obecnedeHuK OTUET 0 NporpaMmMHomM obecnedeHuK =
AEACTBKMA
APM Moayae “  3TaN0HHBIA OTYET Texkywmia otuer Pesyabrar nposepkm
ni-DOL  Arent ELY Dallas Lock Windows WML 12,12,2025 14:28 12.12.2025 14:28 HapyweHuil HeT
O6HOBUTL

Boibpars BcE

©WUAbLTPbI

D APM © HapyLUEHMEM LEAOCTHOCTH

Momck |*

Beibpath Bce O4METHTE

Arent ELLY Dallas Lock Windows 1K1

Puc. 443. OTyeTbl nog4umHeHHoro Ab

yl'lpaBJ'IEHVIe oT4yeTaMun Ha ypoBHE NOAYNHEHHOIo 0B npon3BoanTCA aHalNormM4HoO yrnpasiieHUO oT4ETaAMM

ona b (cm. «Otyetsbl OB»).



MpunoxeHune A
NpeanycTtaHOBNEHHbIEe 3HAYEHUSA NONIUTUK Ge3onacHoCTH

A.1 LWabnoHbl aBTOMAaTU3UPOBAHHbLIX CUCTEM

3HayeHus napamMeTpoB
MapameTpbl «basoBas «basoBas «basoBas «basoBas
ansa 1b» ans 1B» ana 1M ansa 10»
Kateropusa «[Monutukn naponen»
MuH1manbHasa gnvHa napons 8 CUMB. 6 CUMB.
Heobxogumo Hanu4une
cneLcnmBOomoB

Heo6xoanMmo Hanuumne CTPOYHbIX U1 la L
MPONUCHbLIX BYKB

Heobxogumo Hanuune uudp [a

Ha —

oVirt: MuHumanbHas anuHa napons 8 cuUMB. 6 CUMB.
vCenter: makcumanbsHas gnvHa 20
naponsi

vSphere: MuHnmanbHas gnvHa
naponsi

8 cumB. 6 cnmB.

Kateropus «Monutuku ayaura»
XKypHan nevatu Bk _

>KypHan ynpasneHus
nons3oBartensMu 1 rpyrnnamu

YKypHan ynpasneHust nonnTukamm
©e3onacHocTn

Bkn. —

Bkn. —

KypHan pecypcos Bkn. —
>KypHan BxoaoB/BbIX040B Bkn.
KypHan 3anycka/3aBepLueHus

npoLeccos

3aHocuTb B >KypHan cobbiTus
3anycka n octaHoBku OC

3aHocuTb B XXypHan cobbiTus
3arnycka u OCTaHOBKW MoAynewn Oa —
agMuHucTpupoBaHns DL

AyanT coObITUIA 3a4NCTKM Bkn. —

Bkn. —

[a

AyanTt ycTponcTs Bkn. _

duKcrpoBaTh B XypHarne [a
HenpaBW/bHble Naposnm

MevataTtb/peaakTMpoBaTh WTaMNM Ja —
CucTeMHbIV XXypHan Bkn.

Kypnan 6esonacHocTu Bkn. —



3HayeHus napamMeTpoB

MapameTpsbl «ba3oBas «ba3oBas «ba3oBas «ba3oBas
ansa 1b» ans 1B» ana 1M ansa 10»

KaTeropvm «Monutukun KOHTpPOJIA LUeJIOCTHOCTU»

MpoBepsTb LEeNOCTHOCTL NPorp.

ann. cpeabl npu 3arpy3ke OC Bia.
[MpoBepaTb LENOCTHOCTL peecTpa Bkn
npu 3arpyske OC ’
MpoBepATb yenoctHocTb OC npu Bxn
3arpyske OC )
Mepuoamnyecknin KOHTPONb NPOrp. 34

ann. cpeapl :
BupTyanbHasa mawwmHa: NpoBepsatb fa

LenocTHocTb Npu 3arpy3ke OC
Kateropus «Pexum pa6otbl C3U»

CuncteMa obHapyXeHUst BTOPXXEHUN Bkn.

MexceTeBoM aKpaH Bkn.
Kateropus «O4ucrka octatoyHom nHcpopmaummn»

3atnpatoLlas

paiou 00 00 00 00
rnocnenoBaTesibHOCTb
KonunyecTBo LUMKIOB 3aTMpaHUs 2 1
Oumnwatb ocBoboxgaemoe
OVCKOBOE NPOCTPaHCTBO

OunwaTth AaHHbIE B
KOH(pmnaeHumManbHbIX ceaHcax [a —
gocrtyna

Ouuwatb hann nogkadkm
BUPTYyarnbHON NamsaTu

Ha —

Oa _
KaTteropus «Monutuku ACY»
Tectuposatb [1CH npu Bxoge [a

Yuncno nonbITok
camoTectmnpoBaHuna [CH

Kateropusa «Hactponkn M3»
BkntounTb yBEeAOMIIEHUE B Tpen
npv 6NokMpoBKke COeaMHEHUS

YBegoMneHuns no cobbITusam
OTCYTCTBUSI aHTUBMpYCa U Bkn.
obHoBnenun OC n DL

Bkn.

MexceTeBou akpaH Bkn.
YacTtoTa perncrpaumm cobbitus 5 MUH
HC[L 'HapyweHue npasuna M3' )
KaTteropus «Hactpoikun COP»
O6HoeneHne 6a3bl MHONMKATOPOB BKr.

komnpomeTtaumm (1oC)

NcTouHMK 0GHOBNEHMIA updates.dallaslock.ru/Update



http://updates.dallaslock.ru/Update

3HayeHus napamMeTpoB

MapameTpsbl «ba3oBas «ba3oBas «ba3oBas «ba3oBas
ansa 1b» ans 1B» ana 1M ansa 10»
MpaBuna aBTOMaTM4ECKOro Bk,
pearnpoBaHus
McTouHuK o6HoBREHMi 10C updates.dallaslock.ru/Update/UcclocUpdate.zip

A.2 Lla6bnoHbl rocyaapcTBEeHHbIX NH(POPMALMOHHBLIX CUCTEM

3HaueHus napameTpoB

MapameTpsbl «basoBas «ba3soBas «ba3soBas

ana K1»

ana K2»

KaTteropus «lMonutuku naponen»

MakcumanbHbI CPOK AeCTBUS Napors 60 aH.
MuHumanbHasa anvHa napons 8 CUMB.
MWHUManbHbIA CPOK AENCTBUS Napons

Heobxoaumo nameHeHne napons He MeHbLUe, YEM B

Heobxoanmmo Hanuume cneLcMmBooB

HeobxoanMmo Hannymne CTPOYHbIX U MPOMUCHBLIX BYKB

Heobxogumo Hanuune undp

oVirt: MuHumanesHas anvHa napons 8 CHMB.
oVirt: MakcManbHbIN CPOK AeNCTBUS napons 60 aH.
vCenter: makcMmansHas gnuHa napons

vSphere: MuHumansHas gnvHa naponsi 8 CUMB.

vSphere: MakcumanbHbIV CPOK AeACTBUS Napons 60 aH.

90 aH.

6 cnmB.

30 gH.
1 cumB.
Ja
Ja
Ja

6 cnmB.

90 aH.
20
6 cnmB

90 aH.

Kateropusa «[onutukn aBTopm3aumm»

MakcrMManbHoe KonuuecTBo owmnbok BBOAA Naporns 4
Bpemsi 6r10kMpoBKM y4EeTHOM 3anucum B crnyvae BBoAa 15 MUK
HernpasunbHbIX Naponen )
MakcumansHoe Konnm4ecTBo ceccui 2
Bpems 6e3gencrteus, nocne koToporo dyaet 5 MUK

3abnoku poBaH ceaHC OocCcTyna

10 MUH.

Kateropus «lMonutuku ayaura»

KypHan Bxogo0B/BbIX040B

3aHoCcuTL B XypHan cobbITus 3anycka 1 OCTaHOBKMU
ocC

3aHocuTb B xxypHanbl owmnbkn OC Bkn.
KypHan koHTpons npunoxexun COB
CuncTeMHbIN XypHan

Cpok xpaHeHu s XXypHanoB B MecsiLiax

Bkn.

Ha

Bkrn.

Bkrn.

ansa K3»

120 aH.

120 aH.

120 aH.

10

5 MUH.


http://updates.dallaslock.ru/Update

3Ha4yeHus napamMeTpoB

MapameTpbl «basoBas «ba3soBas
ansa K1» ana K2»

KaTeropvm «Monutukun KOHTpPOJIA LeJIOCTHOCTU»

MpoBepsTb LEeNoCTHOCTb NPOrp. anmn. cpeabl Npu

3arpyske OC Bia.
MpoBepATb LEenocTHOCTL peecTpa npu 3arpy3ke OC Bxn.
MpoBepaTtb yenoctHocTs ®C npu 3arpyske OC Bxn.
lMepnoanyeckmin KOHTPOMb NPOrp. anmn. cpeapl 3y,
"eHepaums cobbiTnin ayamMTa annapaTHoOu a
LLeNoCTHOCTH

BupTyanbHasa malwuunHa: NpoBepaTb LEeNoCTHOCTb Mla
npwu 3arpyske OC

KaTteropus «Pexum pa6otbl C3U»

Cwnctema obHapyXeHUsi BTOPXXEHUN Bkn.
MexceTeBoM aKkpaH Bk,

Kateropus «O4ucTtka octaTtouyHom nHcpopmaummn»
3aTtupatoLlas nocnenoBaTenbHOCTb 00 00 00 00
KonnyecTBo LMKNOB 3aTUpaHus 1
KaTteropus «Monutuku ACY»
Tectuposatb JCYH npu Bxoge Oa

Umcno nonbITok camoTectupoBaHus OCYH 1

KaTteropus «O6wue HacTpoiku COB»

O6GHoBREHNe HaCTPOEK IBPUCTUKM Bk
O6HoBREHNe NepeMeHHbIX Tpadmka Bk,
O6HoBneHune curHatyp Tpaduka Bkn.
O6GHoBREHne curHaTyp XypHanos Bk
Bknountb cuctemy obHapyXeHVUs BTOPXKEHWI Bkn.
O6HoBneHne geTekTopa aTtak Bk
3awmTta oT BUpYCcoB LUINGPOBabLLNKOB Bk
AyauT: nsmeHeHve napametpos COB Bkn.
AyonT: cpabaTtbliBaHUE XypHanbHbIX CUTHATYP Bk
AyauT: 1oC Bk
AyauT: cpabaTbiBaHMe curHaTtyp Tpaduka Bkn.
AyouT: cpabaTbiBaHMe 3BPUCTUK Bk

KaTteropus «HacTtpoiku M3»

BkntounTb yBeAOMIIEHNE B Tpen nNpu ONOKMpoBKe

Bkn.
coeanHeHns

«ba3oBasi
ansa K3»



3Ha4yeHus napamMeTpoB

MapameTpbl «basoBas «ba3soBas «ba3soBas
ana K1» ansa K2» ansa K3»
BkntounTb ounbtpauuio Bkn. —

YBegomreHus no cobbiTusm OTCYTCTBUA aHTUBUPYCa

n obHosneHnn OC n DL Bran.
dunbTpauna SSL Bkn. —
MexceTeBou akpaH Bkn.
YactoTa pernctpaumm cobbitna HCJ 'HapyweHne 5 MUH
npasuna M3' '
Kateropus «Hactporku COP»
O6HoBneHne 6a3bl MHOMKATOPOB KOMMPOMeTaUumn Bin
(loC) '
VicTouHMK 0BHOBREHMI updates.dallaslock.ru/Update
MpaBnna aBTOMaTUYECKOrO pearnpoBaHms Bkn.
VcTo4HMK o6HoBREHMI 10C updates.dallaslock.ru/Update/UcclocUpdate.zip

A.3 LWabnoHbl MHHOPMALMOHHLIX CUCTEM NEPCOHANbHbIX AaHHbIX

3HayeHus napamMeTpoB
MapameTpbl «ba3oBasi «ba3oBasi «basoBasi «BbasoBasi
ana 1Y3» ana 2 Y3» ansa 3 Y3» ansa 4 Y3»
KaTteropus «lMonutuku naponen»

MakcumanbHbI CpoK AeNCTBUS
naponsi

MuHMManbHas gnuHa napons 8 CUMB. 6 CUMB.

60 aH. 90 aH. 120 gH. 180 gH.

MuWHMManbHbIM CPOK OENCTBUS
naponsi

Heobxogumo nsmeHeHve napons
He MeHbLLe, YeM B

Heobxogumo Hanndve
CneLcuMBOIOB

30 gH.
1 cums.

[a
Heobxoaumo Hanuumne CTPOYHbIX U [la
NPONMUCHbIX ByKB

Heobxogumo Hanuuve umdp Ja

oVirt: MuHumanesHas anvHa napons 8 cuMB. 6 CUMB.

oVirt: MakcumanbHbI CpoK

neicTBUs Napons 60 aH. 90 aH. 120 gH. 180 gH.

vCenter: makcumanbHas gnuHa
napons

vSphere: MuHumanbHas anvHa
napons

vSphere: MakcumanbHbI CPOK
JencTeumsa napons

20
8 cumB. 6 cnmB.

60 gH. 90 aH. 120 gH. 180 aH.


http://updates.dallaslock.ru/Update
http://updates.dallaslock.ru/Update

3HayeHus napamMeTpoB

MapameTpbl «ba3soBas «ba3soBas «basoBas
ana 1Y3» ana 2 Y3» ana 3 Y3»
Kateropusa «l[onutukn aBTopmsaumm»
MakcrmansHoe Konnu4ecTso
owmbok BBOAa napons

Bpems 6n0oKnpoBKN y4eTHON
3anvcu B criydae Beoaa 30 MuH. 15 MuH.
HenpaBuUNbHbIX Naponen

4 8

Kateropusa «lMonutuku ayguta»

>KypHan Bxo4oB/BbIXO40B Bkn.
3aHocuTb B xxypHanbl owmnbkn OC Bkn. —
KypHan KOHTPOns NpUnoXeHun Bkn

CcOB )
Cu1CTEMHbIV >XXypHar Bkn.

CpoK xpaHeHuWs XXypHarnoB B 3

mecaAuax
KaTeropml «Monutukun KOHTpPOJIA LeJIOCTHOCTU»

MpoBepsATb LEeNoCTHOCTL Nporp.

ann. cpeabl npu 3arpy3ke OC Bia.
MpoBepATb LLENOCTHOCTL peecTpa BKr
npwu 3arpyske OC )
MpoBepsATb uenoctHocTs PC npu Bkn
3arpyske OC ’
MNepunogmyecknin KOHTPOMb Nporp. 3y

ann. cpeapl ’
Mepuoagnyeckmmn koHTponb ®C 3 4.
BupTtyanbHas mawwmHa: NpoBepaTb fa

LenocTHocTb npu 3arpy3ke OC
Kateropus «Pexum pa6otbl C3U»

CuncteMa obHapyXeHUst BTOPXXEHUN Bkn.

MexceTeBoW akpaH Bkn.

Kateropua «Ouncrka octaTo4yHOW MHhopmMaLun»

3atupatoLlas 00 00 00 00

nocrnenoBaTenbHOCTb

KonnyecTtBo LKMKNOB 3aTupaHus 1
KaTteropusa «Monutuku ACY»

TectupoBatb [JCYH npu Bxoge Ja

Yuncno nonbITok
camoTtecTnpoBanna [CY

KaTteropus «O6wme HacTporku COB»

OBHOBMNEHNE HAaCTPOEK 3BPUCTUKM Bkn.

10

«basoBasi
ans 4 Y3»



MapameTpsbl

O6HoBnEHNe NnepeMeHHbIX
Tpadmka

O6HoBnEeHNe curHatyp Tpaduka
O6HoBREeHNe curHaTyp XypHanos
BknounTtb cuctemy obHapyxeHus
BTOPXXEHUN

O6HoBneHne getekTopa atak
3awwTa o1 BUpycoB
LWndpoBarnbsLLMKOB

AyauT: U3MeHeHne napameTpoB
COB

AyauT: cpabaTbiBaHve
)KYpHaInbHbIX CUTHATYp

Ayaut: loC

AyauT: cpabaTtbiBaHWe CUrHaTyp
Tpadmka

AyouT: cpabaTtblBaHMe 3BPUCTUK

Bknountb yBegomneHne B Tpen
npu 61I0KMPOBKE COeAMHEHNS

BkntounTb hunbTpauuio
YBegomneHus no cobbituam

OTCyTCTBI/IFl aHTI/IBI/Ipyca n
obHosneHun OC n DL

dunbTpauna SSL
MexceTeBoW akpaH

YacTtoTa perncrtpaumm cobbitms
HC[I 'HapyweHue npasuna M3'

O6HoBneHne 6a3bl MHOUKaTOPOB
komnpomeTtauumm (1oC)

McTouHnK oGHOBNEeHui
[NpaBnna aBToMaTU4ECKOro
pearnpoBaHusi

McTouHnk obHoBneHuin loC

3HayeHus napamMeTpoB

«ba3oBasi «ba3oBasi

ana 1Y3»

Bkn.

Bkn.

Bkn.
Bkn.
Bkn.

Bkn.
Bkn.

Bkn.
Bkn.
Bkn.

Bkn.

Kateropusa «Hactponku MO»

Bkn.

Bkn.

Kateropus «Hactpoiiku COP»

updates.dallaslock.ru/Update

ansa 2 Y3»

«basoBasi
ansa 3 Y3»

Bkn.

Bkn.

Bkn.

5 MUH.

Bkn.

Bkn.

«basoBasi
ans 4 Y3»

updates.dallaslock.ru/Update/UcclocUpdate.zip
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A.4 LWa6bnoHbl KPpUTNYECKOU MH(POPMALIMOHHON MHPPACTPYKTYPbI

MapameTpsbl

3Ha4yeHus napamMeTpoB

«Bbas3oBas «basoBas «Bba3oBasi
ana KU K1» gna KUK K2» gna KUUA K3»

KaTteropus «[Monutukmn naponen»

MakcumarnbHbIn CPoK 4EeNCTBUSA Napons
MvHumaneHasa anvHa napons

MwHMManbHbIN CPOK AENCTBUSA Napons

HanomuHaTb 0 cMeHe napons 3a

Heobxoaumo nameHeHne napons He MeHbLUe, YEM B
Heobxogumo Hanuumne cneLcumBonoB

Heobxooumo Hanmumne CTPOYHbIX U MPOMUCHBLIX OYKB
Heobxogumo Hanuune uudp

oVirt: HanomuHaTb 0 cMeHe napons 3a

oVirt: MuHumanbHas anuHa napons

oVirt: KonnyecTso npeapiaylumx naponen, Kotopble
nonb3oBaTenb HE MOXET NCMONb30BaThb

PaspelueHa reHepaums napons
oVirt: MakcumanbHbIN CPOK AeNCTBMSA Napons

vCenter: KonM4ecTBO NpeablayLLUyX naponen,
KOTOpble Nonb3oBaTerb He MOXET UCMONb30BaTh

vCenter: makcMmansHas gnuHa napons
vSphere: MuHumanbHaga gnvHa napons
ESXi: HanommHaTb 0 CMeHe napons 3a
vSphere: MakcumanbHbIV CPOK AeACTBUS Napons

Pa3spelueHa reHepaumsi napons

60 gH. 90 aH. 120 gH.
8 cums. 6 cums.
30 aH.
3 OH. —
1 cumB.
Ja
Ja
Ja
3 OH. —

8 cnmB. 6 cnmB.

Ha
60 aH. 90 AH. 120 gH.

20
8 cums. 6 cums.
3 OH. —
60 aH. 90 aH. 120 gH.
Oa

Kateropusa «[onuTtukn aBTopmsaumm»

ABTOMaTMyeckoe 6J'IOKVIpOBaHMe HEaKTUBHbIX
YYETHbIX 3anucen

Sal'lpeTVITb NOBTOPHOE UCMNOJ1Ib30BaHNE NMEHU
nonb3oBaTenid B Te4eHne

EJ'IOKI/IpOBaTb KOMMNbKOTEP B Cliy4ae BBO4A
HenpaBWuJlbHbIX naponeﬁ

OTobpaxaTb MHGOPMALMIO O NOCNegHEM YCMNELLHOM
BXoae

ABTOMaTM4eCcKuMin BbIOOp annapaTHOro
naeHTUdMKaTOpa Npu asTopusaumm

PaspelunTb 1cnonb3oBaHne cMapT-kapT

3anpeTuTb UCNObL30BaHME NAPOSIbHOIO
UHTepdenca Bxona

45 gH. 90 gH.

Hascerpa 3 roga 1rog

[a

Bkn. —

Bkrn. —



3Ha4yeHus napamMeTpoB

MapameTpbl «basoBas «ba3soBas «ba3soBas
ansa KUM K1»  pgna KUK K2»  ana KUA K3»

MakcumanbHoe KonmuecTso owmnbok BBoaa Napons 4 8 10
Bpemsi 6r10KMpOBKM y4ETHOM 3an1cu B crnyvae BBoAa

P P yHer y A 60 MuH. 30 MUH. 15 MuH.
HenpaBUIbHbIX Naponewn
MakcumanbsHoe KoNM4ecTBO Ceccum 2 —
Bpewmsi 6e3genictBusi, nocne kotoporo dyaet

P A P ya 5 MUH. 10 MuH. 15 MuH.
3abnoKMpoBaH ceaHc gocTyna
CuunTbiBaTb aBTOPM3ALMOHHYIO MHOPMaLMIO C fa .
annapaTtHoro Knioya
BkntounTb cuHXpoHun3aumio spemeHun no NTP Bkn.

KaTteropus «Monutukn aygura»

Kyphan tpadmka punstpauumn M3 Bkn. —
XKypHan naketoB M3 Bkn. —
CnyxebHbin xypHan M3 (nakeTbl B popmaTte Pcap) Bkn. —
Ucnonb3osatb Yackl nnatel C3U Dallas Lock Bk,
CospaBaTb TeHeBbIe KOMMKM pacnevyaTbiBaeMbixX Bis.
OOKYMEHTOB

KypHan neyatu Bk,
XKypHan ynpasneHus nonb3oBatensMm u rpynnamu Bkn.
KypHan ynpasneHus nonutnkamu 6e3onacHocTm Bkn.
XKypHan pecypcos Bkn.
KypHan Bxo4o0B/BbIXO40B Bk
Mepuoanyeckasn apxvmBaums XypHanos 3 mMecsiua
KypHan 3anycka/3aBepLueH/s NpoLeccoB Bkn.

3aHOCKTh B XXypHan cobbITusi 3anycka U OCTaHOBKU a
ocC

3aHoCuTL B XypHan cobbITUs 3anycka 1 OCTaHOBKMU

o Oa
mMoaynewn agMuHucTpupoBaHusa DL
3aHocuTb B XXypHan ncxogdwue nonbITkM BXoda Ha a
yAaneHHble KOMNbITEepPbI
AyanT coObITUIA 3a4NCTKM Bkn.
3aHocuTb B xxypHanbl owmnbkn OC Bkn.
AyauT cucTeMHbIX Nonb3oBaTenei Bkn.
AyanTt ycTponcTs Bkn.
PukcnpoBaTh B XypHane HenpaBuiibHblE Naponu Na
KypHan pe3epBHOro KonnpoBaHus Bkn.
Kypnan koHTpons npunoxeHun COB Bkn.

XKypHan tpaduka COB Bkn. —



3Ha4yeHus napamMeTpoB

MapameTpsbl «basoBas «ba3soBas «ba3oBas
ana KUMK1» ana KUAK2» ana KU K3»

MevaTaTb/pepakTMpoBaTh LUTaAMI [a
®oHOBOE BbINOMHEHWE PE3EPBHOMO KONUPOBAHUS Bkn.
CuCTeMHbIV XypHan Bkn.
Cpok xpaHeHu s XXypHanoB B MecsLax 3

>KypHan goctyna K yctponctsam Bkn.
KypHan cobbituin 6esonacHoctn M3 Bkn.
KypHan ynpasnexus M3 Bkn.
KypHan ayTeHTudukaumnm Bkn.
>KypHan nonb3oBaTenbCkMx coobLleHnn Bkn.
XKypHan 6esonacHocTu Bkn.
>KypHan npunoxeHun Bkn.
KypHan ycTtaHOBOK Bkn.
KypHan M3 Bkn.
KypHan runepsusopa Hyper-v Bkn.
3abnoknpoBaTh BbIrpPy3Ky XypHanos syslog B SQL Bkn.

YBegomneHus: XKypHan cobbituin BU Hyper-V

(onepauun VMM) Bikn.
YBegomneHus: CobbiTus ynpasneHus BM Bkn.
YBegomnerus: CobbiTus ynpaBneHus Bxn
KoHGurypaumen BM '
YBegomneHus: CobbiTns ynpasneHus Bkn
KOHpurypauuei runepsusopa '
YBegomneHus: CobbITus ynpaBneHus ceTbio Bkn.
YBegomneHus: CobbiTns ynpasneHns COCTOSHUEM Bkn
BM '
vSphere: ESXi Shell Bkn.
vSphere: USB-ycTponicTea Bkn.
vSphere: AreHT ESXi Bkn.
vSphere: AyteHTudmkaumns Bkn.
vSphere: BupTyanbHble MaLLWHbI Bxkn.
vSphere: 3aunctka ®C Bkn.
vSphere: CuctemMHble cobbITUSA Bk
vSphere: AreHt CB vCenter Bk
YBegomneHus: NameHeHne obLumMx HacTpoek Bkn

cepBepa BupTyannsaumm



MapameTpsbl

YBegomnenus: Onepaumm ¢ BUpTyanbHbIMK
MaLLMHaMu

YBegomneHus: OI'IepaLI,VIVI C BMpTYyasnbHbIMA
ANCKaMu

YBepomnenus: Onepaunm ¢ obbekTamu
BMPTyanbHOW CeTu

YBegomneHus: Onepau,vu/l CO CHanwoTtamMum

3Ha4yeHus napamMeTpoB

«basoBasi
ansa KU K1»

«ba3oBasi
ana KU K2»

Bkrn.

Bkr.

Bkn.

Bkr.

Kateropus «lMpaBa nonb3oBarenem»

MapameTpbl 6GesonacHocTu: MNpocmoTp

AyauTt: NMpocMOoTp TEHEBBLIX KOMUN
pacneyaTbiBaeMbIX AOKYMEHTOB

Y4yeTHble 3anucu: YnpasneHue

AyauT: YnpasneHue

Pecypcbl: YnpaBneHue UCKPELNOHHBIM AOCTYNOM
Pecypcbl: YnpaBneHue KOHTPOreM LLenoCTHOCTH
AyauT: MpocmoTp XKypHanos

M3mMeHeHne CMCTEMHOro BpeMeHU 1 4acoBOro nosica
AyanT: NMpocMoTp TEHEBLIX KoNui hannos
Pecypcbl: YnpaBneHve MaHgaTHbIM JOCTYMOM
MapameTpbl 6e30nacHOCTU: YnpaBneHne

[eakTnuBauusa cuctemsl 3aluUThl

AOMUHWUCTpaTOPbI
AOMuUHMCTpaTOpbI

AOMUHUCTpATOPLI
AOMUHUCTpATOPLI
AgMuUHMCTpaTOpbI
AOMUHUCTpATOPLI
AgMuUHMCTpaTOpbI
AgMuUHMCTpaTOpbI
AOMUHUCTpATOPLI
AOMUHUCTpaTOpHI
AOMUHUCTpaTOPLI

AOMUHUCTpaTOPSI

KaTeropml «Monutukun KOHTpOIA UesrToCTHOCTU»

lMpoBepka unhpoBoM NOANUCK UCNOSNTHAEMbIX
dannos

M3ameHeHne dhannos ¢ Ha3HayYeHHbIM KOHTPOMNeMm
LIeNIOCTHOCTH

[MpoBepATb LEenocTHOCTL NpOorp. anm. cpeabl Npu
3arpyske OC

MpoBepATb LEenocTHOCTL peecTpa npu 3arpyske OC
MpoBepaTtb yenoctHocTs ®C npu 3arpyske OC
Meproamnyecknin KOHTPONb Nporp. ann. cpefbl
Mepunogmnyeckunin kKoHTponbs PC

KoHTponb LenocTHOCTM Nporp. anmn. cpeabl:

Cuctema

KoHTponb LienoCcTHOCTM Nporp. ann. cpeasbl:
YCcTponcTBo BBOAA

KoHTponb LLenoCcTHOCTM Nporp. ann. cpefbl:
MpuHTEpSbI

KoHTpornb LenocTHocTu Nporp. anm. cpedbl: [J1cku

Bkr.

3anpeTtutb

Bkr.

Bkn.
Bkn.
3u.
3u.

Xaw MD5
Xaw MD5

Xaw MD5

Xaw MD5

«ba3oBasi
ana KU K3»



3Ha4yeHus napamMeTpoB

MapameTpbl «basoBas «ba3soBas «ba3soBas
ansa KUM K1»  pgna KUK K2»  ana KUA K3»
KoHTponb LienocTHocTM nporp. ann. cpeabl: USB-

N Xaw MD5
ycTponcTea
KoHTponb LenoctHocTu nporp. ann. cpegbl: CeTb Xaw MD5
KoHTponb LEenocTHOCTM Nporp. anmn. cpeabl: Xaw MD5
Pasgenbl gncka
KoHTponb LenocTHocTu nporp. ann. cpeabl: BIOS Xaw MD5
KoHTponb LEenocTHOCTM Nporp. anmn. cpeabl: Xaw MD5
OnepaunoHHas cnctema
KoHTponb LenocTHOCTM Nporp. anmn. cpeabl: Xaw MD5
[pansepsbl
KoHTponb LenocTHOCTM Nporp. anmn. Cpeabl: Xaw MD5
Mporpammbl
KoHTponb LenocTHocTy nporp. ann. cpeasbi: MNanku Xaw MD5
obuero goctyna
KoHTponb LenocTHocTu nporp. ann. cpeabl: Kogekn Xaw MD5
KoHTponb LenocTHocTu nporp. ann. cpeabl: Cnncok Xaw MD5
nons3oBarenem
lMpoBepka unpoBo NOANUCK UCNOSTHAEMbIX Bkn
dannos '
"eHepaums cobbiTnin ayamMTa annapaTHou a
LEeNnoCTHOCTH
ABTOMaTMYECKOE Pa3MOHTUPOBaHUE Bn
HenogaepxuneaemMbix USB-ycTponcTs ’
KoHTponb LienocTHOCTU hanrioB Mo U3SMEHEHUIO Bxkn. —
M3meHeHue hannoB ¢ HasHayYeHHbIM KOHTpOMnem

3anpetntb
LLeNOCTHOCTH

Kateropus «Pexum pa6otbl C3U»

CuncteMa obHapyXeHUst BTOPXXEHUN Bk,
MexceTeBou aKkpaH Bkn.

Kateropua «Ouncrka octaTo4yHOW MH(bopmMaLMn»

OuniaTb AaHHble B KOHDUOEHUManNbHbIX ceaHcax

gocrtyna fla
[MpoBepATb O4YUCTKY MHOPMaLMK Na
Ouuwatb hann noakadkmM BUpTyansHOW NamMaTu Oa
Ounwatb ocBO6OXOAEMOE OMCKOBOE MPOCTPAHCTBO Oa
3aTtupatoLllas nocnegoBaTenbHOCTb 00 00 00 00
KonunyecTtBo LUUKNOB 3aTUpaHus 2
Kateropusa «Monutukm O CY»
Tectuposatb [1CH npu Bxoge Na

YUuncno nonbITok camoTectupoBaHus OCYH 1



3Ha4yeHus napamMeTpoB

MapameTpbl «basoBas «ba3soBas «ba3soBas
ansa KUM K1»  pgna KUK K2»  ana KUA K3»

KaTteropus «MaHaaTHbIA foOCTyn»

3anpeT ogHOBpEMEHHO paboThl Mofib3oBaTENen ¢

PasnNUYHbIMWN YPOBHAMMW U MeTKaMyU MaHAaTHOro Bkn. —
gocTtyna
[dobaBnatb WwWramn npy nevyaTy nog ypoBHAMM Bce ypoBHu —

KaTteropus «lMonutuku goctyna»

BrnokupoBaTb NOAKNIOYEHNE HE3AaPEMMCTPUPOBAHHBIX

. Bkr.
HakonuTenen USB Flash
BbrioknpoBaTb KOMNbIOTEP NPW MNOAKTHOHEHNN Bn
He3apermcTpupoBaHHbIx HakonuTenen USB Flash '
BnokuposaTtb ann-gnuckm npy OTKMNYEHUN Bin
annapaTtHoro naeHtudukaropa )
BrioknpoBaTb KOMNbIOTEP NPWU OTKITHYEHUN Bn
annapaTtHoro ngeHtudukaropa )
MpuHyouTenbHoe 3aBepLUeHne ceaHca
nonb3oBaTtens Npu oTKMYEeHUN annapaTHoro Bkn.
naeHtTudmkaropa

Kateropus «Hactpoiiku COP»
O6HoeneHue 6a3bl MHOMKATOPOB KOMMPOMETaLnn Bkn
(loC) '
McTouHMK 0GHOBrEHMI updates.dallaslock.ru/Update
lMpaBuna aBTOMaTMYECKOrO pearnpoBaHus Bk,
McTouHuK o6HoBreHui 10C updates.dallaslock.ru/Update/UcclocUpdate.zip
Kateropusa «HacTtponkun aBpucTtukmn»

Ataka: 3awuta ot DDoS-ataku (3awmTta ot dnyaa) Bk,
ATtaka: Short Headers Bkn.
Artaka: IP spoofing Bkn.
Ataka: TearDrop (ansa ICMP npoTtokona) Bkn.
ATtaka: Open Tear Bkn.
Ataka: CkaHMpoBaHue NopToB Bkn.
YyBCTBMTENBHOCTbL CKAHMPOBAHWUSI MOPTOB Bkn.
ATtaka: AHoOManbHasi ceTeBast akTUBHOCTb Bxkn.
ATaka: lNepeKkpbiTe 3arofioBKOB Bxkn.
Ataka: DHCP-ataku Bkn.
Ataka: ARP spoofing/poisoning Bkn.
Ataka: ICMP flood Bkn.
Ataka: Smurf Bkn.

Ataka: TcpSpecScanScenario Bkn.


http://updates.dallaslock.ru/Update
http://updates.dallaslock.ru/Update

MapameTpsbl

Ataka: SSHLoginFailedScenario
Ataka: TCPScanDatabases
Ataka: SynFloodScenario
Ataka: TCPScanWindows
Ataka: TesterScenario

Artaka: ICMPFloodScenario
Ataka: TcpScanScenario

ATtaka: SelfTesterScenario

3Ha4yeHus napamMeTpoB

«basoBasi «ba3oBasi «ba3oBasi
ana KU K1» gna KUK K2» gna KUUA K3»

Bkn.
Bkn.
Bkn.
Bkn.
Bkn.
Bkn.
Bkn.

Bkr.

Kateropus «O6wme HacTporku COB»

OGHOBMNEHNEe HACTPOEK 3BPUCTUKN

O6HoBNEHNE NepeMeHHbIX Tpaduka

O6HoBneHune curHatyp Tpaduka

OGHOBMEHNE CUrHATYpP KypHanoB

AHanua curHaTyp atak B ceTeBom Tpadumke
BknounTtb cuctemy obHapyKeHUst BTOPXKeHUN
O6HoBREeHNe aeTeKkTopa aTak

AHanus xypHanos OC

CVHXpOHM3MpoBaTb CMUCOK LOBEPEHHbLIX a4peCcOB
KoHTponb npumnoxeHun

BJ'IOKI/IpOBaTb CHATUNE CKpI/IHLIJOTOB Mo KnaBuwle
PrintScreen

McTouHnK oGHOBNEeHui

MNcTo4YHnK obHoBNEHUN

MackupoBaHue gatymka COB
OBpuctnyeckumn aHanus COB
3awmTta oT BUPYCOB LUINGPOBAbLLNKOB

SaHOCI/ITb B >|<ypHan NOJIUTUK npOBeme Hann4ymna
oBHOBIEHUN

AyauT: nsmeHeHne napametpos COB

AyauT: cpabaTblBaHWeE XXypHarbHbIX CUTHATYP
Ayout: loC

AyauT: cpabaTbiBaHWe curHaTyp Tpaduka

AyauT: cpabaTbiBaHWE 3BPUCTUK

Bkn.
Bkn.
Bkn.
Bkn.
Bkn.
Bkn.
Bkn.
Bkn.
Bkn.

Bkr.
Bkn. —

updates.dallaslock.ru/Update

updates.dallaslock.ru/WafUpdate/waf-brp-
current.tar.gz

Bkr.

Bkn.

AKTUBHbI pPEXNM
Bkn.

Bkn.
Bkn.
Bkn.
Bkn.

Bkrn.


http://updates.dallaslock.ru/Update
http://updates.dallaslock.ru/Update

3Ha4yeHus napamMeTpoB

MapameTpsbl «ba3oBas «ba3oBas «ba3oBas
ana KU K1»  ona KUK K2»  gna KUU K3»

KaTteropus «Hactpoiku M3»

BkntounTb hunbTpauuio Oa
OtobpaxaTb coobLieHne o 3abnoKMpoOBaHHOM Mla
coeguHeHun (cante)

MepnoanyHOCTL NPOBEPKM 3ALLULLEHHOCTU CUCTEMBI 1 yac
®dunbTpaunsa SSL Oa
[osepeHHble npasuna M3 Bxkn.
MexceTeBoW akpaH Bxn.
YactoTa pernctpaumm cobbitna HC[ 'HapyweHne 5 MUH

npasuna M3'
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