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1.

ObLWWME CBEOEHUA W HABHAYEHUE

Pytoken 3UM 2.0 Flash npegHa3HavyeH Ons NOCTPOEHUA CUCTEMbI ABYX(PaKTOPHOW ayTeHTudukaumm
B MHOPMALMOHHbIX CUCTEMAX.

CneunanusmpoBaHHble CbeMHble MallWHHbIE HocuTenu uHdopmauun PytokeH 3UIM 2.0 Flash
OnpeaensTcs 4OrOBOPOM M MOCTaBMSTCSA B COOTBETCTBMU C pa3feniom 4 «KomnnektHocTe» Popmynspa
RU.48957919.26.20.40.142.001 30.

B cocTtaB nocTtaBku BXOOUT:

npuknagHoe nporpammHoe obecneyeHue ([10) — ytunuta rtAdmin, npegHasHavyeHHasa Ang
aBToMaTusauun npoueayp dopMaTUpoBaHMs UM agMUHUCTPUPOBAHMSA YCTPOWCTB PyTOKeH:
CMeHbl MeTKM naeHTudgunkatopa, PIN-kogoBs n nx napameTpoB, ynpasneHusa pasgenamm Flash-
namsaTu;

cneumanm3mpoBaHHbIN CbeMHbIA MalUUHHBIA HOocuTenb nHdopmauun PytokeHn QUMM 2.0 Flash
C NpegycTaHOBNEHHbLIM NporpamMMHbIM obecneyeHnem, a UMEHHO C  dhannom
USB_Firmware_ ARM_43 ECP_CERT_uv3.hex, npegHasHa4yeHHbIM A5 BbINONTHEHUSA (PYHKLMIA
no sawute MHdOPMaLMW, @ UMEHHO XPaHEHWEM KIYEeBOW MHGOPMaUMM W yrnpaBleHMEM
OOCTYMNOM K HEWN.

USB-kntoun PytokeH QUM 2.0 Flash no3eonstoT HanpsiMyo NOACOEANHATb UX K paboyen cTaHuumn Yepes
uHtepdenc USB, ans nogkntodeHuns Tpebyetcs MUHUMYM oguH cBo6oaHbIn nopT USB.



2. A AMUHNCTPUPOBAHUE

YTunuta rtAdmin npeaHasHayeHa ans aBToMaTusauum npoueayp dopmaTupoBaHus
1 agMUHUCTPUPOBAHUSA YCTPONCTB PyTOKEH: CMeHbl MeTku naeHTudmkatopa, PIN-koaoB 1 ux napameTpos,
ynpaBnenus pasgenamun Flash-namsatu. Ons paboTtbl B onepaumoHHbIX cucteMax Linux mcnonb3yetcs
KOHconbHasa yTtunuta rtAdmin, Takke OHa MOXET WUCNONb30BaTbCs U B OMNEpaLMOHHbIX CUCTeMax
cemencTtea Windows.
Mpu paboTe ¢ yTMNMTON pekoMeHayeTCsa He NOoAKMYaTe 6onee ogHOro yCTponcTaa.
YTunura 3anyckaeTcs M3 KOMaHOHOW CTPOKM UM WUMeeT creayllme napameTpbl, npeacraBneHHble
B Tabnuue 1.

Ta6nuua 1. NMNapameTpbl rtAdmin

3HauyeHue no YMOJT4aHUKO

OnucaHue KoMaHAbI MapameTp KOMaHAHOW CTPOKU
N1 npumevaHue
dopmaTmpoBaHme r .
ngeHTudukaTopa
87654321
. 3Ha4eHue no yMonyaHuio

Te PIN-ko,

I rod -0 [PIN-kog (= 32)] MCNONb3yeTCs TOMLKO Npu

agMuUHUCTpaTopa
dopmaTupoBaHum 6e3

yKasaHvsi napameTpa -0

12345678
. 3HaueHne Mo yMonyaHnio
Tekywuin PIN-ko,
I'IOJ'I)II:I;-LOBaTeJ'IFl A -C [PIN-kop (= 32)] NCMONb3yeTCs TONbKO Npu

dopmaTupoBaHum 6e3
ykasaHus napameTpa -c

87654321

3HaueHWe Mo YMONUaHNIo
-a [PIN-kog (s 32)] NCNONb3yeTcs TOMbKO Npu

chopmaTMpoBaHumM 6e3

yKasaHusi napameTpa -a

YctaHaenmBaembii PIN-kon
agMunHUCTpaTopa

12345678
- 3HaueHne No yMonyaHmio
YctaHaBnmBaembii PIN-kog
- - <
HONb30BATENS u [PIN-koz (= 32)] MCNonb3yeTca TOMbKO Mpy

dopmaTmpoBaHum 6e3
yKasaHusi napameTpa -u

NeHepauus PIN-koga
agMmuHucTpaTopa
(ncnonb3yetcs npu
dopmaTmpoBaHunm)

-G [annHa PIN-kopa (8-32)] —

"eHepauus PIN-koga
nonb3oBatensa (ucnonb3dyetca -g [onvHa PIN-koga (8-32)] —
npu chopmaTUpoBaHnm)

3arpyska 3HaveHun nap PIN-

kodoB 13 daiina -b [umsi dpannal o

-p [kTO MOXeT MeHATb PIN-koa:
MNonuTtmka cmenbl PIN-koga 1 — agMuHucTpaTop, 2
nonb3oBaTens 2 — Nonb3oBaTenb,

3 — nonb3oBaTenb U aAMUHUCTPATOP]

MuHumanbHas gnuHa PIN-

] ; ; 6
Koaa agMUHUCTpaTopa M [p,ana PIN-kona (6 31)]

MuHumanbHas gnuHa PIN-

- - - 6
Koaa nonb3oBartens m [AnmHa PIN-koaa (6-31)]



OnucaHue KomMmaHAabI

MakcumarnbHoe Konm4ecTBo
nonbiTok BBoga PIN-koaa
agMuHUCTpaTopa

MakcnmanbHoe KonM4ecTBoO
nonbiTok BBoga PIN-koaa
nonb3oBaTens

MeTka ngeHtudukaTopa B
kogmposke Windows-1251

MeTka ngeHtudgukaTopa B
kogmposke UTF-8

KonBepTauusa B UTF-8 (cdpnar
Ansi napaMeTpoB, CBA3aHHbIX
¢ PIN-kogamm)

OrpaHuyeHue konnyecTsa
BbINOMHAEMbIX UTepaumn 4o
ofHowm

Wcnonbsyemas 6ubnmoTteka
PKCS#11

MyTb K KOHUrypaLMoHHOMY
taniny

MpoTokonupoeaHue

MapameTp KOMaHAHOW CTPOKU

-R [uncno nonbiTok (3-10)]

-r [yncno nonbiTok (1-10)]

-L [MeTka ngeHTudukatopal

-D [MeTka ngeHTnumkatopal

-U

-q

-z [nyTb K BubnuoTeke]

-n [nyTb K channy]

-l [nyTb K dhanny noraj

MapameTpbl ansa ynpasneHus flash-namateio

Pas3buenue Flash-namstu Ha
pasgensbl (hopmaTupoBaHue)

dopmaTtmpoBaHue yaanut
BCto nHcbopmaumto ns Flash-
namatn. Coenante Konuto
BaXXHOW MHdOopMaLun —
nocrie hopmaTMpoBaHus ee
OyneT HEBO3MOXHO
BOCCTaHOBUTb

M3meHeHune npas goctyna

Mony4eHne nHdopmaunm o
pasmepe Flash-namaTtu u
aTpmbyTax pasgenos

F

[moeHTudpmkatop pasgena (1-8)]
[pasvep B MG]

[Bnageney: a — agMuHucTpartop, u
— nonb3oBaTernb, 13-19 —
noKanbHbI NoNb3oBaTerb]

[npasa poctyna: ro, rw, hi, cd]

-C

[mpeHTudpmkatop pasgena (1-8)]
[HoBbIE NpaBa gocTyna: ro, rw, hi, cd]
[oonroBpemeHHOCTb: p —
NOCTOSIHHOE U3MEHEeHNE, t —
BpeMEHHOE]

-i

[a — aTpubyTbl BCcex pa3genos]
[1-8 — aTpnbByTbl KOHKPETHOTO
pasgenal

[sz — o6bem namsATH]

[moeHnTudpmkatop pasgena (1-8)]
[pa3vep B M0O]

[Bnageneu: a — agmuHucTpaTop, u
— none3oBaTens, 13-19 —
nokarbHbIf norib3oBaTens]

[npaBa goctyna: ro, rw, hi, cd]

3HayeHue Nno ymMosnyaHuio
Unu npumMeyaHue

10

10

Mo ymonuanunio PIN-koabl He
koHBepTupytotca B UTF-8

rtPKCS11.dll

MyTb: kaTanor, B KOTOPOM
NEeXnT yTnnuTa
Nmsa danna: rtadmin.exe.log

1
Becb obbem (1DDC cewnvac)

a
rw

He onpegeneHo
He onpeaeneHo
t



. 3Ha4yeHue Mo yMosiyaHuo
OnuncaHue KOMaHAbI MapameTp KOMaHAHOW CTPOKU
N1 npumevaHue

I'Iapameprl And ynpaBrnieHUsA NoKanbHbIMU NOJNib3OoOBaTenAMu

-B
YcraHaBnueaemsbii PIN-koa [woeHTnbMKaTOp NOKanbLHOro
nokansHOro nons3oBarens nons3osarens (13-19)] -
[PIN-kog]
o Ecnn PIN-koa ons gaHHoro
. nonb3oBaTensi He
Tekywmi PIN-kog [woeHTMdmKaTOp NOKanbHOro -
onpegeneH, Tekywuin PIN-
nonb3oBaTens nonb3oeartens (13-19)]
KOf yKa3blBaTb He
[PIN-koa]

TpebyeTcs

Mpn HeobxoguMMoOCTM nNapamMeTpbl KOMaHOHOM CTPOKM MOryT ObITb nepedaHbl C  MOMOLLbHO
KOHJoMrypaumnoHHoro gawvna.

B cnyuyae otcytctBuMa 3agaHHbiX PIN-kogoB npu  cdopmatmpoBaHum ycTaHasnusatoTca  PIN-kogbl
No YMOMYaHuIo.

YTunuta aBnseTcs UMKIIUYECKOM W MNOoCfe BbINOMHEHUs 3adaHHbIX AEWCTBUA Ha MNOAKIIIOYEeHHOM
naeHTndrkaTope oxXmnaaeT NoAKNHOYEHMS CneayoLLero.

anIMepbl ncnonb3oBaHuUA yTUINANTLIL:

e 3anyctutb yTunuty rtAdmin ¢ napameTpamu:
>rtAdmin -0 87654321 -a pin-admin
roe pin-admin HoBbIv PIN-kog agmMuHucTpaTtopa.
e 3anyctutb yTunuty rtAdmin n BbINONMHUTL hopMaTUpPOBaHNE YCTPOWCTBa, ycTaHoBMB PIN-kog
nonb3oBaTensa KOMaHO4oM:
>rtAdmin -f -u pin-user
roe pin-user HoBbI PIN-kof nonb3oBaTens.



