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Mddntetsded Z@Pdw dzf ded j §s5dzdlsdCORd BJ LY OMdetsiisd;

=A =4 =4 -8 -4

= =4 =8 -8 -4

17 dzv BsHdedsm 2 1R . Rg4EYR IR WsBlskzf ds EftOs dzj dad § o Mistets j dzde’ a3

fsd Lo Olsj dzj 2 20 BsHbkdzjy d MddatsddL Oydw osfmistetsjddz 7 kEyjldr 7 L Ofdf



=A =

=A =4 =4 -4

=A =

= =4 =4 -4 -8 -9

= =4 = E k]

=A =4

E ]

EZOMstes2 C O dzgj OC Isd o datsigtdH Hedg™ d BO OB SIS

EftcOodzj dedd L OHOdzdw &3 dzO:

1 f esolgmCdzts o dzj dzd 2 ;

1T §sdzkyjdedj SCtdWdekzteOydd;
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EHOM] dzdes| EZHeBaztz) fz6? OH di3d dad D@ ldsd 8ak,0 dzd W

Mdder etsded L Oydw fsdzdlsdS/ fsdz' L tso Olsj dzj 2 ;
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BbiGop Mogyneii/KOMNOHEHTOB ANA MUrpaLun
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KMCH.

CpeacTEO KOHTPONA CHEMHBIX MaWHWHHBIX HocuTeneil nigopmaumun (CKH)
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MUrpHpyHoT!
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BBOpA KNMEHTOB
[lnA Toro, utoBbl 2aKPBITE MACTER MUTPALKMKM HAXMWTE «33BepLUnTE:

Hauanca doHoBbIF Npouecc eeoda kimeHToB B ELLY, koTopwid MoxeT 3aHATE gnwTensHoe BpemsA. BBog kiveHToB
OCYLLECTEARETCA Yepes MEXaHU3M CMHXpoHW2aumMK. Mpu clegyrolled CMHEpoHUzaumMM ¢ Cb KIneHT ByaeT BbiBedeH
wz b Cb v eeeaed e [b ELLY.

Ecv Ha Cb He HacTpoeHa NepWoAMYEcKan CWHXPOHW23UMA, HeoBXOAWMO 3anyCTWTb MPOLECC CMHXPOHW2ALMW
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stsdemtsdg'uB ZH jIs  jtoj.Lf@fwzhg'daOsH O Hisd3j] dz@ dL  sH U dejj dgdsd o
(e d B3).

+%:) BbIBOg M3 NOAUMHEHNS v

LomeH HaxogWTCA B NOAYMHEHKMK Y gomeHa: JomeH BezonacHocTi

BrisecT
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lL.uBjHdIs fiqw, Yylsts dz0 e Mmjn BEHEMNJR Mmjtte jteOR ¢ dkzOMmisj te
CDNS-flj oo j tolz.

2. sstetej Clsdets dzO fifilsjtadodjldg® BN HtsdE BEzHEM jd&3 Mjte jtoj € dzOMmlsj te
Ctotej Clsdatsy, f Sczdzsfls! ¥ tsftej Hj dzj dedatsj , didty SHidsaly a0z FC
BzHEls so9HdIs! Mw d tOBBIsOI! dd&sHizdzd DL.

Bt1dSRidHE]IsMW ftoesdL o j Mmisd fMddem tetsdzd L Oyd otcj d3j dzd
ddfftedm sdz' L 50 Oz d fyj teo jtetse NTP) .

4.1 OfisteB@b Iz H OaELSRLAZO odzj " dzdj §BHSdz® yjdedw, O LOSY | dz
d ofmjdkd o6tf, Stlstster j BkHEl ontHdlk' o §d&Omjt. [ dwv

1 HSBOo dls’' pg hba.@Af@S st 2 GORBHdlMY o BHdsE L Ok
BOLO HOddz R) fdzjHEeh ks MesCl:

# IPv4 local connections:

host all all 0.0.0.0/0 password
Clts fsLotsdzdls tOLjh dls! fsHCds yiddj ¢ PostgreSQL
Ml Pv4 OHtejMmMtse € dzeBtS2 17, dzs BT @3 fsdz' LsoOlsjdzj a5 (
stsdz: € &5 M [MA WDallgstt sck);
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"
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Hactpoiika MHUMAEHTOB 6e30NacHOCTH
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TekcTt nucema:

Knouessie cnoea
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slsdzfr]tscﬁ:ﬁ\?l OfMmtets?2¢d R
]l Bdz&C i stels ddeydH J dzls 5oL Bffjs dedpddy detsidsjdHtdzck B4 | f s dzw

1.1 sflsOo 159 C HfdOtels ddzydH j dzls so SEVNE MGG dgemis d o
2.1 " BtgOl! WstekOl {SMfstlso.

3.0C0L0! Mmjlkjotsj dqdvw Mmjteo jtcO.

4. ] B0l fesksCsd d stk §sHS d uj dd"w.
5.1 0y Ols+ ¢ dz§ 3§ Hzq Is

JKCNopT MHUMAEHTOB BesonacHoOCTH ~

JKCnopT WHUMAeHToE GezonacHocTk & SIEM-cucreny

Qopmart: Syslog (RFC 3164} -
Cepeep:  |localhost

Mporokon
MNopm: 514

tdp4. CCMytstels ddeydrj destse BjL s OMdzsmisd © SI EM

[ fdd fsyjmi feshjd Effjhds, ujtiL djScksstesj o,
LS MY stols d teds o Bt didssERBO Is SIEMEQ) o j (.



4.8 [ § dzj H HJStER IS dz

razv seimfiudddy oL Eokushd- i ©f ) BES D da)

FreelPA, ALD PRO, o4, Samba 9 | tsdij dzf A eDpllas fd@im
cOL 9 j todzgzIss¢ SLiIMpQ ldg g nfstH d 3s 26 OL Odzd §  § S dzdzs®
H S d3d dzO.

[dv fechdskt0 §dsBBEoqdE O todlzOm sy Widtlas Lock, dzj 58 % SH d &S

slsCter Is! ¢ dzOwtsosjtsrari s’ [ j dzj HY j t6 H.5dB] dztso
{ 15 ¢ tots jidshteO dagf M s S f SHC dzv yJ dedztcR] 65). mdsjtcdd=adzy @) HY j 6O H A&
ftojHMlsOodv jls dL MmjBw lOBdRJYk f ktej B Mistsde yOdid:
T ) tsdzdetsfils’ & ©ftcjHjdzj dedetsj; dds¥ HEsd) dz2O@ ( FQDN)
1 sf sfftsB HtsB O9 dzj ded ¥ :
T ¢olsts®BOIsdyd MSd;
1 lekzydlzs ;
1 stdzdsj dalsOted 2 .

MeHegKep AOMEHOB

CnWcoK NOAKAKYEHHLIX AOMEHOB

MeHeaxep ofecneuneaeT BOIMOXHOCTE perncTpaumi 8 [lomeHe GezonacHock ELLY yueTHbIx 2annceid, cozgaHHbx NOCpeacTBOM
AomeHHbIx cnyx6 Active Directory, FreelPA, ALD PRO, Peg AAM, Samba

AeTomaTnueckoe goGaBneHne goOCTYNHLIX AOMEHOR NpK cTapTe cnyxGul ELLY

Monnocrbro onpepenennoe nua gomena (FODN) “  Cnocob pobasnenna Kommentapmin

t 5. u4lstcOded yoO cutf dMtse §sHCdzs yjdeder 7 HEsSdR) datso &

[ dzw Qo lssdzOIsdyj ME 6 s HisB O9 dzj dzd W H A3 dzO dzlz 3 dzts f s
polstsdziOIsdyjmMS s HtsBOoadzjdedj HBMIskzfdz'r = HBRjdetse fted MilsO!
bolstsdzOlsdyy MStsy HBBOO dzj dzadj H B34 dzO Hltsshyls ZdEQ@iztse
ZMmils Odzets o dzj dzOr Afydzizoes jOHH Blzl3] dz wdodzdw | & BHzls to ts dzdzj te ts o
ltefisBdzs Hjdedd HOdpdese s EMdzseo dWw oL diitsy dets s OC:

1 tod dzj MtsB dz®¥ H | dch d s oHdOIdeROD EZ tzd) iz IS ects djz galy fifwisvbzd

dm¢ dz¢ yd lojtediz’ yoddislz ©
[ dzv Istsegts ylstser HBB@S@H&{WEBE&HG’(EW)J@

1.1 Oy Ols! dzOr t€edfsaf fldzr detso 1120 HiIWg@alzj T swodlsmw tCdets f SH
(tc d 166).

O MeakntoueHne k gomeny hed

Beeante nma gomena

Kommentapuii

Otmena

t 6. 1 sHC Az yjdedd € HBd3J dzkz



2. 19 jMmisd d & EEHBGAR 20 € ts dyd3f tdak Odeidt®¥B - sH d diz3sMis d )

3.1 O 0!y §hBPOSHIs:

4. vBjHdIsy Mw, Yyt HtsBidz fsweddzhvw o ISOB&]JYJ

l t6dzj BEHJjIs ECOLOds ftsddshls! FQDN) .tcj M dr fiatgo; L xpd ic dalz s &
dZzO 1 s Upuxfeftsdzi M di3i dzj B HBRB] 2O By des Blstej HOCIsJteso Ols

49 1 OOdj ster OB GIsT

1] OtOd3j Iste’  (e@BOBIMS Lock dzOfisteOdo O Ismw o smm@muaqdpngydzs
1 OOd] lwte7).

MapameTtpbi

O6wme

Crocob noakAYeHns K cepaepy:

':_;' MonHoe goOMEHHOE MMA 'i_:' P-agpec ‘:!:' 06a cnocoba MNpUepUTET: NOAHBIE AOMEHHBIE MMEHE

OnoeeleHnA HeAoCTYNHOCTHM 00beKTa

ONOEELLEHHE NPpH OTCYTCTEWM CBA3N ¢ 06LEKTOM (B gHAx): 90

[ Curxpormsauns cncremHoro spemenn & aomere GesonacHocTy
Vicnonkayemelid Yacosol nosc

= ~ —~ .

®) Cepeepa /mogyna () Konconw () 3agaHHelil

MokazkbleaTe YACOBOW NOAC B OTMETKAEX EpeneHin

MpegynpexgeHua:

Mpegynpexaenuii ckpemo: 0 BoceanosuTe npeaynpesaenna

t d 7. ¢ Is tc O dzd PB& O & tor

491/ BN fiOLO®Rj steT OB GBI’

1 0 9 ¢ dfHNCdiEOMIstcOdoe O s § OOdi] Ister , B (effjif7)H dzv oeMmjin BB
10 HOdzdzEB2 HEEMEAY § fz o BSte dMf sdz! L 2§ d@z3sec s MY € ipalmsodkis H € dz
1 f sdeda s Bjtgde A3
1 IP-OHtsj M
1 s5B0O0 MIsMsBO M ftodstedlsjlssds § sHE dzs yj dzedv 1§ 5
T f§tsdzdz” d3 H ) dede’ o5 o A3 dzO of3;
1 IP-OHtej MO.
1 0 9 C z@HeSS L 9 SH d Isfyw dzOdgjsIstisPE ©o § Y Pz dzi HsMIskY desMis d
Mo L di3sy dzetsmis+ ¢ SIsC dzt yg dzd W/ o € dz¢ qJ dzdipls OnlaBdedet ¢ 3 ddP Qg Oztf Jv Is td
fEms] fEscses fomMsEfOjls sfitsejh jHaljj Sesdglsmizlsmise dd M
VMis Odzts ADO@ Az Otc O BjulHEE: wcsdzd L Oydw MmMdMmisj dsdesets ot d3j dzd o
o Cdzs ygler toetsdad L Oydes Md s jz@detochy - o taljtsigjlzodef’ - | 9 nsHWhud 7 ¢
Dallas Lock.
1 OttO@Bp Httsdz L 2j d3r 2 yOffsesdsdzf gsMmMor BteOIs! dhissydzeds yoms
tOHdsC dest € d Ms o jdeEeyi] i@/ wdeigiis daigts dzd) OH O dzdzs B C Y | f Otc Od3g



RfMEtsdz LiZj B 2 yYOMtesed sdugisiPe JHslstsBLOY j dzdW  otej oBj dzd o
Sts dzfn tspdddu

s OCHfils!] oL i3y detsls! otsMilsOdse dls! MCwr Isr jl offiteh ls1Qediticsj ofy ls+?
feiHnkzfted yH]jddv

4921 OtOdj Bl j o scts BBk H B Oded v

10 oCd@ikjotc] GBsOmO®OEAY §jtedsHdydshnls: fss ks
f & tetsls ts SNMRIH SSH (&6  18).

Mapametpol

Cetesoe obopygoBaHme

Meprogrueckan NPEEEpKa A0CTYTIHOCTH

133

MepUoAUHOCTE NPOBEPKH JOCTYNHOCTH (B MiHyTax): 60

Meprearueckan NPCEEPKa LENOTHOTM

MeproAryHOCTE NPOBEPKK LEAOCTHOCTH (B MuHyTax): | 360 v

OBHOBAEHWE KOHPHUIYPALMOHHEX (ainoe CeTEBLIX yCTPOACTE Brifipath...

Syslog-cepeep:
Mpwen UDP-cooBweHnid, nopr: 514 <
D Mpwem TCP-coobuweHni, nopr: | 1468
QUAETPALMA COOBLLEHNIA NO BEHKHOCTH
[¥poeeHe 0] HpezeriuafHan cuTyauma
[¥poeeHe 1] Tpeeora
[¥poeeHe 2] KpuThueckoe coBeimhe
[¥posers 3] Owmbka
[¥poeeHe 4] MpeaynpesxieHme
[¥poseHs 5] ¥YeegomneHne
I:\ [¥poeeHe 6] MH$ opmaumoHHoe cooBLieHMe

D [¥poeeHe 7] OTnagouHoe coobuleHme

t dfg8. 1 OttOd3j Isted SSS NMP

r smiszf dzr Mz vize P dj § OttOdzd Ister :
T fijtedsndydsiis: ftetse jteCd H 5 s @uciPis] Istco f dgdf dide 3@ )s
540 d3d dsllsi dads 6 4 0 o3 deP g ) dzd iy ¢ 5 BB dyg@azdsy
T fitedrdudshis! (e jeld vy jdDmhgdy eciOsR] Is(deds Pdsdf didr lsizbhy)j d
sS40 d3d dzidlel dafds 6 4 0 d3d dglzls) , L dzOyj deddy G5 EZd@sdzyOdzds @
1 sf sdzdzd s 1 OL 2 [C/cudlacddricBGd JHNEsE O d s dzj k& Mall@sizdeek] o
Mstslse jlsMisedY dHjdsdWdC Ol tsteEysObjetPisQIB)" ¢ dzdn Is td3ts Hfpleizgizl
fpdzy Hize P ddsd MY sMiss Oi]:

DfIstcj H OS dsdactistopdzlz ¥ extradids deNetworkCfg, Ctslstster 2 ©OMY sdzOc O4 Is Y

1 o &#Windows: C:\Program Files\UCC\share\snmp\extra-ids.ucNetworkCfg;
1 o #Linux: /Jopt/UCC/share/snmp/extra-ids.ucNetworkCfg.

22 s L Of tetiigdz Y ® J Isj = dzd ud M¢< thélpdedk@eorfigetstyu§ dizts Y dafsts dzlz y d Is
sBdztso dzj dzdw 1 OL T € 6 dfMaldas oelkO y drfdaeyd d3j dzj ded v s dzlz y 4 dedzr A
dzj 5B R SHzEB®E Ols! %z Isadzd O L H JjB digisiodze] | CodWdekztcOydtsdedzr 7 W
EmMstes2 Mise

1

02


mailto:helpdesk@confident.ru

1d%d HtsMiskd dr Mmdzj H Byslogffyj taeQjffds@ats? € d

il

pCdzs yjded g/ o Szt yjdedj M tsdi3tslog-fyts g "¢ jB dack M Gfteds tsldbly R Gzlz
ddzOL dzOyj dzedj Mtsslse jsMlsoa ks h jets asicdkoyj diss afHEI OS], ¥
EMmlsOdztso dzj dz 514 ftstels;

oCdzs yjded g /o Cdzs yjdedj M Y tsd3tshog-fts g "Cisdeck MGt s TF Ryarlz
ddzOL dzOyj dzd Mstslse j sMsokzs h jets fstelsO. 1 5 W dsticdzy O dz
dzj OCIsdo dets, EfMmMlsOdztsodzj dz 1468 ¢ stcls;

ZOMstes2 SO kttso dzj 2 o Ay Gasd)f O B 6O s Sl 4 Wallas Lock
Hisdzy j dz2 sk jdhlshhddydsyOdzds o C dzt yj dzr dgy -80S fpr wHdzw Ekte

U OB dzdh Os ZOMMI¥ S Oydw ksodz 2 o0y dsfmlsd

1 ®Ujdd] viese jde M. 14 dMmOdd |
ytojLor yo22 dzow . .
0 (emergencies) qulSJ d3® dZJ tQOBtSIStSff]UtSff]tSBd
1 U tcj o @ErB) 1 isBrBBHd B Mesydesy o d3i h C
stedisdud MSCdd MM : , . w
2 (critical) stedlsduimcdj fsersdv & ft

ststsBh jdzdv B

3 (errors) vimdzcedw hdeC¢d
I MiotL d3dtsy dz" | . . .
4 (] nizg ] fwariogy vidzsodw HtojHEZytejYHjddW
. . | StedBOdz d&f j, des e Oyd §
5 (notnostomy 20" e qesudy asd muhis s dad v i
o dzd 3O dzd v )
6 RdW stedzOyd tsdadzr R dz" § dde¥ stedzOy d tsdedz” |
fMtstsB h j(ididgmational) dzjlstcj Bzt hdj MsBtsets o dzd d3¢
7 [ sd&zOHBsyds j Mt et jdad W fMtsH j oy Ols
(debugging) dif sdz L 2j i3z bsd Cts5 fted

4931 OtO®j ster wOBEBER™

1
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9 C OB FdzOHOj MY (T jedsHdydzesMmis! MBSO (Ypbatze dack d i

fdsts H & dz'tedfqBa)(

wkh jMlsokzjls oL By dzsMis! of BEPS Map 58 Aty ¢ @ORASIS ff €a | &4
Codztbdzch zsS 5t BlssSBLOY O dgj e@Gsmidgs?  csmlsOo dls! W zOed
f] Colstste’ & o] HY SoOERYBd) ©OBb IO

lted orBtt) @WalSdAlkduj NSde Gjkyedst sl
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Moaynn

Buibop oTo6paxaembIX Mmogyneun b

Bblﬁ&pl{lTe HEO@.‘(OAHMbIE MOAYAKN ANA OTOEIpEI)KeHHH WX HaACTPROeK B KOHCOAM: o

L]

» [] pallas Lock 8.0 1KS

» [ ] Dallas Lack 8.0 1Ka

, Dallas Lock 8.0 K10

. Dallas Lock 8.0 WMK11
CA3 Dallas Lock K4
cA32 Dallas Lock K5
/13 ¥6 Dallas Lock VKD
CA12 V& Dallas Lock WK1

D AETOMATHUYECKWA XM

MapameTphbi i

Mepuoa cbopa XypPHAN0E C MOAYNRA:
Meproa cuHxpoHWaaLmMK:

D PaBoTa c OTYETaMK

EPWOANYHOCTE NPOESPKK LENOCTHOCTH. 5 MUH.

{ df§9. 1 Otc O deitdsitds dzj 2

] Bd&EDEO®K] HOMsLOds PN MHesO yrwdOdss M EsHkdj?2 d
1 sdzd s q € dYf tegfsdzczdsOls @ L dzOy g daf v 1 sdizj 19 j dbff taft s OB . tp ddOdE diz @ dzd *
0 de¢tseHO

1 dZ20yd dzdw HOdzdzr = § OtcOd3j Istetso d R Hsdzy jdz L OHO9 Ols! 9 1
odesfddzr = dL d3j dgj ded?2 d Stsdzdyj mMlse O ftsHC dz8 yj dede’ = BsH EZdzj
] shdgfls Odzatse § dt MBAALE ) s lsoys sty s tets d Is! iy l<etf] tste af jutelsq
YJ dzsfls dztsfyly digtse z dpjed) dals . [ A Yy edtsH f etsotg dedd 3@y jusdz@ud dzd v &
Hid  dzj Hj dzd. ) Y EdRSEp@ GEO i isisf 8®dd dzo

494) OO®) IsteT ¥ ktcdzO dzts o
10 oCORGHROEJIM) o BEEC Bt MdMisjdr 2 tOdisdds © Qi @ 0

d dzt 15t 50 Ush*C bhifds MSe § 7 e Odzj dad v MpCHRZTY o f o5y j@) Ml O S
oL Bsy desMls? 16 HOCIs( tets dz@ezd ¥ & fQifaPiirsdz® I ipOCRRAS daktgsdzdzk.d3



( Hddz" 2 vy dzlstc Dalfasl®ekdzj dzd
Rd&zMtezS ydw 5 dMY td

lted o' Bigpdz L Pes@OBSQLAz] sBRrSHd B L Of sdzded Is+  f sdzv :

I GHejfm Mijtes jtO;

1 fstels §tsHS ds yj ded v ;

1 dizw BOL'" HOdzdZ = ;

T dizv fsdzr Ltso Olsj dzv g

1 fottsdz .
lted o' BigKGHdz L 5o Ols! o dalzlste ] dzdzs ¢ L @ ftizgeells | - o ©dey day dzkz ¥ dat
15 EddsdzyOdzedt o' B @iz dzt dz@o Pz | o dziz Is tzg tp@rbizy. dztjf Mis § o3

Mapamerpbl

HKypHaae

EbIBop cHcTeMbl XPAHEHWA HYPHAAOE ~

@ Mcnonezoeate EHYTPEHHKIKD CUCTERTY XPDaHeHMA

O Mcnonezoeate PostgreSQL

Aapec cepeepa: \

MopT NoAKAKYEHM#: ‘

HMm#a nonezoearens: ‘

|
|
A Bazkl gaHHBD ‘ |
|
|

Mapont: \

t fiy0. 1 OteOd3j Iste’” ~RteOdzj dzgdV ¥ ZtedzOdzts o

| BdSOEO®R| s’ Okhdo Ouddil)y iceOfzsmsH d s d&ZOMstes2¢ 0 § Ot
Ccs©EOY OCkdodlz)lsmw Ry kil Liise0RtEs o §@fts R HEOE ¢ Iz df tzde @D
W zO¢ dzj bkMmlsOdztse dzj dz, OwRdoOydw tslsC dzs yj dzO.

NapameTpbl apXMBaLIHA MYPHAAOE ~

D Menonezoeate APRXMEBALMKD HYPHAN0E

PacrnmcaHme APXHEALMN
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APXMBNPOEATE XyPHaNK Taplle | B mecaues

O Paznep apxmea

i I'IapameTp 23447 OrpaHUYeHre Ha DOBEM 2aHMMABMEIX AdHHEBLX, leﬂ AOCTHAEHMK YCTAHOEBAEHHOID AMMITA CTAPEIE 2aNKMCK B dpXWER GyAyT YAanATCA,

[pHMEHHTE OTMeHa
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t dff22utssBh jdedj B Shde¢j
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6.1t OLo jJtedgzls? o Mmj;
7.49 jtodzzls! 9 fmJ;
8. 4 Odzdteso Ols! Mmjls! HiEH EBfiTtgasg oy jrdzd¥istets2 fMis o ;
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sEBOdzH" Y jteOlsdo dzad®t {f Bifids @zl dzid diafntz® & BiE dzk s 830 dzH s BLI QjoSdldxiels
AnsHwWh dn o MtsmisOe 1)

S € dze ydls

LljtejLOctelzL s

4Bt OlS! Y EZtedzOdz ;

aBtotsMdls! Bt dtese € d;

) Codzs Yais@ dz ydls? Oea Oted2dz 2 tej ) dd;

.1 OLBdzsC dtetso Ols!  fsdz) Lso Olsj dzj 2 ;
dddertetsdzd L Jtetso Ols
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l MaHAaTHBIA AocTyn l l MoawThra AocTyna ] l CeTb ] [ ANNapaTHas nAeHTMPHKILNA l
o Janper Ha uzm ~ 3nausHue Tun magyan
o He wenones yerea T3 BIA (K4, VIKS, LIKE)
o He wcnones yerca G3M BIA (K4, VIKS, LIKE)
o NpeAIAyL Naponei, KoTol pEiE NONE30BATE b He MOXET HENOE3DBATE 5 C31 B (1KS, LIKG)
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o 3 C3V B (KE, UIKE)
o He wcnones yerca G3M B (AKS, LK6)
o He ncnones: yercs C3M BIA (1KS, 1KE)
o He wenones yerea C3M B (VKS, LIKE) 0 cucrema
o He wenones yerea C3M B (VKS, LKE) Dallas Lock 8.0 HKLL
o it GLICLI R, BT Dallas Lack 8.0 WK12
o NIk HE MOXET MENOAE0BATE 3 C3M B (1K, LIKS, LIKE) 113 Dalas Lack UKS
o W IV B (K4, VIKS, WKE) 13 Dalln Lack UK
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f Otctsézj O 9C ZOHEC ] ¢l tsdzdlsdsde.
I Mmoo jlsMiseadd M bttjstseoOddwdhd ftsdadsdéd BJjLBY OMdshis:
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f Otctsdzv .
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ESXi: d3f dzd 5Oz’ detsj Ctsdzdyj Mlsets € &zOMMmtse fdd

[ OdzdzOvY Y sdzdlsdC O BitjHjdvils Cdzdyd Msets ¢ zOMMtse f
yd¥tr d mMfjydodz dzr § MmMddgesdzr ), GCBlsster j HEddzr {1
djtco jtcO odtokskzOwyrOydgdDal Kas Lock

1 sdzdlsdC O ftedded BB b vH@QYHdRyesdeL 2 jlddyi dzdj c¢clée L«
By dls MtsHjtey Ols! dzeBgr" J Mmddio sdzr , &zOf te d d34f ts,dzd Is t§ 62O !
L dzOujcedid diy sdzeL zj lsfw

1 sdzdIsd SO §ted d3zd dgv jdsiir  ldsO DRigsIHIzZa®Y L o ¢ k

vSphere: [ O¢ fd d3O dz! dz' H2j 2MfidseCd v § Ote s dzv

1 sdzdlsdC O EMlsOdzOs dzdo OjIs BOSMdd&zOdz! dz" 2 MtetsS HJ 2 Ml
fMtetsC O Hj2fMmlsadw ftsdz' L tso Olsj dzs QolstsOIsdyj M¢d
1 JeOMf csMistceOdzv j Ismw dzO EZud sdz § LOf dmd fsdz L 58
limmtesydzr 2 . Otets dz
1 sdzdsd SO ftedded BOj s L dzOyj dzd¥ istlejlB OH dzvigj 2 5 B iz B i
KOS Mg BOd dzr 2 MmesS Hj2Msodw ¢ Otsdy doj bkMksOdsse dj
¢l 80 .eH dz
1 sdzdIsd € O { tod dgitdmvizjdiyifr  [Oadas Lock.

[ dded BOdz' dzOW H dzd &zO@ § Otsts dzv

[ O dzdzts 2 fsdzdlsdS 2 EMlsOdzOo dzd o O j Ismw s teOdzed U4 dad

lwwtgi cedmMsteOydd desoasets fsdz LsoOjdzy d fted dL d&3j dad

Hdzddzze o9 9o tSHBsSE f Otetsdzw . { mMdzd yd mdzth)ls B dztigo trgiztizezts @
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1 sdzdisd SO f tod dzd 30§ Is 30ndi@g jsdixfsyg g ls drés Iz ] lisfy &z d3ts dzy O dz

ddsd i Is L dzO8J daffidzo szt oo ' B Stej) JL df@dpifisdzdéls figinls OdzO o dzd o O J

BN gl dBjls! fkMistsy L dOyj ddj .

ri?2fmsedy todzdsdsd oMY tesMmls tc ©dARNCIITHS odz@f  LSdAS yujjdad. W

sdzjHkZjl dd&3il! o odHbk, ybt jMmdd o fttsyjmmj tOBBL

o jdzduyj ze)Qejlss MBtcdcse Odzdz" » fsdz! Lsa Olsjodzj?2 B©BdzO

L dzOu g dzd v .
1 tod dzOMlstets? € J of isetifeild © dug@ dzs stcr = L fdOdrd) Isszf{ Sy
56 tcOded yJ dats Va3 Mg i3ts @o dzj deddtvjL dz@zQ] dzd J 9
f toffd dzn tc s dzdB Ols] L O ezt CidisdzdsE H 2 dafp@14. 1 SHtetsSB
ddaif ste 3Oy OfsOL tsdzj L dzOYJ dghF datf 5 dzDB &G & g dzl
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1 sdzdIsd SO Jtedd3d dgv §j sfpw  dzO:

1 MmdzizyreAzp

1 iBsHEZdzv A

¢ 1 RDallas Lock 8.0-s/C;

¢ 1 1Dallas Lock;

gr w4 Dalokckas

&1 R t rDallas Lock Linux;

¢ 1 R Dallas Lock.
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o fMdzjHkEsh jd ontsHj dz2O0 Stif!'slsjt, It o fetsyjfr
Sdz' LsoOlsjdzj 5 MdMmlsj 8O L OhdIsT SBWLOlsj d dets 1 t
cdtstedlsjls) .

fMdzd Glmikzlmsoakzjls IstjBtse Odzdj hfjdg oo R LY teREzgEs § ST ¢
B ded s § Otetsdzr JMdzd dei dMmisji$ kilsOdesoe dzj dedz” 2 d3o
O 1 CtcOdzj BlstsBtcOL YBQEB sz " gitde j IsceB." s+ dL d&3j dzj d
ZOe o1 Ptz BjL 56teOdzd Y dad Wiz fifdc@sRd drjjdads KR domy jd
ofdfmd o ClOBgEEEdY HOMIs oL &y dsisd MBj ddl
MlsOdztso dzj dzdzse s d3d dzd B3O dz! degse s MeEC O HJj2Mlsoadw C
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f Oty ( Bdded BOd dzr 2 MesS Hj2Msad™ § OGEH
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1 sdzdlsdS O ftedadsj dzv j sMmw  dzO:
T fodziz yreAzp

1 iBsHEZdzv A

¢ 1 RDallas Lock 8.0-s/C;

¢ 1 1Dallas Lock;

gr w1 Dalokcka s

¢ 1 R Dallas Lock;

&1 R ¢ rDallas Lock Linux.
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1O s dzOded i 5 ftejHflsswh j2 fdsjda § Otetsdy BN O dfde
fsd Lso Olsj dzj &5, &OYUJdzO" M ket dsdj dsO, CscHO
BOC g BOdz! dzscts otej dgj ded Hj2Mlsodw § Osdy) ks
L dzOUj dzd ¥ Hdvw 1?2 fddlsdSd.

1 Ot Od3j Ister EMlsOdzOo dzd o O h dj Mtess HJAMIse d"

OdzOdzsc d ydz = § OtcWiglpvsicts aVindpws H j 2 Milsea s Is Mo s

BJLBIOMdesMmisd, SCSobtster j OS] dBseckls §tlse) R

Dallas Lock 8.0.
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1 sdzdIsd SO f§ ted d3j dav jds)ir' I[omDas sl z dzw A

vCent iz 3Bdz! detsi Ctsdzduyj Mseats ftetsf d mdz n
[ Odzdzts 2 f sdzdlsdE 852 EfMlsOdzOe dzd o O sy o3 dzad 3O dz! detsj € &
Hisdzy dzg@ ftedfmkzlmsotso Ol ftod LOHOddd 4 Otetsdzw, H dzw
41 R IR Dal.las Lock
1 sdzdlsd €O ftodded &3Oj s L dzOyj dztf§ 8 BY zdustnva sh) dzdigtstsinintOedz
HOdzdzts? f stzfflsdff sdzeL zj Ismw
1 sdzdIsd S O §tod o3 dzv jus)iiRy  Ida® DRiFsIHIzZazy AL o ¢ k

vCent duzd 3@dz' detsj SCtsdzdyj Mlsets fmd dzo sdztse O«

[ O dzdzts 2 fsdzdlsd¢ 2 EMlsOdzOo dzd @ O 4 Ismw aB3q dzd &30 dz' dzts §
Hisdzy dzr ftedmbkzlsMmise tso Ols! fted LOHOddd ¢ Otetsdzv, H dzw
¢ 1 R Dallas Lock.

1 sdzdlsdS O ftedded B304 5 L dzOyJ def wid 5 s dz' wez.j BS M digs dswitsdz
HOdzdets 2 Y sz lsdf sdz@eL 2§ Ismw

1 sdzdisd SO f§ ted d3j dav jds iRy [oDas sl z dzw A

vCent dzd 3@dz! detsj SCtsdzdyj fmlsets M jydodz dzr =

rOdzdzls? Utsdchlscfgsl) IZfT]ISOdZOEJdZCfSOJleT]W d3cfdzq’d30dzl(6215'; 'Qt
Q" #, ", AT S G P T P P L W I "
), CislthGrJ Hisdz>|dz,r l;’tfacffnlzlsfr]lsatss)G)lsJ q’traq’ LOHO
oduoszozdLr oaygd & OPal l.as Lock
1 sdzdlsdS 0O fteddzd d&3OjIs L dzOuj defy 6wy sSdzes z9 Isidzdssszg©adsz
HOdzdzts?2 f stzflsdff sdzeL 2§ Ismw
1 sdzdlsdS O §tod d3j dzv judsiry IomDas sk 2 dzv

vCenter: d3f dzd d3O dz! detsi Ctdzdyd Mlsets Mistetsydz =
[ Odzdzts? f sdzdlsdC 52 EMlsOdzOe dzd o Oj Ismw  d3d ded FOdz! dets§ € &
Hsdzy dz@r ftedmikzlsmsoatseo Ols! ftod L OHOdd ¢ Otetsdzv, Hdzw
41 R IR Dal.l as Lock
1 sdzdIsd SO ftedded &3O Is L dzOuj dey W fitptists o' wts) 19 dzddsistsizig©adz
HOdzdzts?2 f stzflsdff sdzeL 2§ Ismw
1 sdzdIsd SO § ted d3j dgv jds)r' I[oDas tisld Iz dzw A

vCent ddzf d3@dz’ detsj ¢ Syfdug Mis o ts

[ Odzdzts?2 ftsdzdIlsd € 52 ZlsOdzOe dzd &8 O Isfyw  o3d dzd d30 dz! dazts §
Hsdzy dz@ ftedmikzlsmsoatseo Ols! ftod L OHOdd ¢ Otetsdzv, Hdzw
41 R IR Dal.l as Lock

I sdzdsdS 0O ftedded 3O0j s L dzOuj degfyy ©HY sSdzes 29 Iisf)fzdsstnt©xz
HOdzdzts 2  stzflsd @ sdzgeL 24 Isfpw

I sdzdlsdS O §tod d3j dzv jdsinry IomDas sk 2 dzw n



1 Of sd3d dzOIs! s Md3j dzj ¢ Otesdzr L O
g4 fichs 8 HOddses §O0ttORilstc® MdMmisj BO L O dlsr L
UjtejL it fthdg dgfleiglpots Hdzj 2 dzj sBrBBHddis Mmd3j ded s C
1 sdzdisdS O ftedded dZ3Oj s L dzOyd dedv dtiy shzéew & j bisH vizrdzlzjd2u Odiz
dd3j s L dzOj degigy Mazd o' BteOdzts 1LJjdz0 Y ;tfzth giz'e 1olz | sty dzO§
tsdzj sBrtsH BsMIsd Md3j d@ § Otetsdzy dzj BEZHJIS.
10 cs@®dalzj] 5 ftoj Hfplsswh j2 MmMd3j daJ § Otetsdzv B kzH Jds) i ©dzia
ftsdz L tso Olsj dzj 3, dZOoyd dzOw fm ket d&sdj dzls O, CtSGHO
BOCMd BOdz dzgse s otcj d3dd dzgd HJj2Mseadw § Otesdzv) sfls O dzts fr
LdzOyj dzde Hdzw 1 Ists?2 ftsdzdisd € d.
1 sdzdIsd SO Jtedd3d dgv § sfqpw  dzO:
T Mmdzkz yAzp
1 BsHEZozv A
& ] RDallas Lock 8.0-s/C;
¢ 1 1Dallas Lock;
g¢r w4 Dalokckas
&1 R # rDallas Lock Linux;
¢ 1 R RDallas Lock R &A.

[OCMdBOd dF 2 MesE Hj2fsad™ § Okfsdw

1 sdzdlsdS O EMlsOdzOo dzdo Oj s BOS M d3Odz! dzr 2 MtetsE HJ 2 Ml
Mets§ O Hj2fMlseadw fsdz L s9 Olsj dz¢¥ OolstsdzOIsd yd m<d
1 JeOMmMf osMisteOdzY j Isfyw dz0 Eyd sdz § LOYf dMmd fsdz L tse
1 j Minte s Wdd tQts. dz
1 sdzdlsdS O ftedded d&3OjIs L dzOyj dedw tsls 1 HdzgW H 5 Bibtsdizgdlg
BOC M B3Odz! dgr 2 MesS Hj2AMlsadw §Otetsdzw dzgf EMlsOdzsoe dzj
c6 dzj ®©j dzf
1 sdzdIsdS O Jtedd3d dzv §j sfpw  dzO:
1 MmdzizreAzp
1 diBsHEZdzv A

1 ¢ RDallas Lock 8.0-s/C;

1 & 1Dallas Lock;

T #rjvl Dalokkas

1 #31 rR Dallas Lock;

1 &1 R 4 rDallas Lock Linux.

oVirt: SCodzdyd mMsets ftjH" HEMA R §Ottsdzj 2, Ctlstster j B¢
[ Odzdzts?2 Y sdzdlsdits?2 EMsOdOs dzde Oj sy Csddyd Msets {1
Cslstster § dz Bsckzls BT Is! 9" B tcOdz dd&sd f§td MmMdd daj
odlszOdzdL Oaydrf bR ADal.l as Lock
1 sdzdlsd €O ftedded B3O Is L dzOyj deq W20l Gt jH @Y B PN OF ©Y ¢y isg
ftei Hr HEN dAR T Otosdzj 2 Hd&W of BtOddzcets f sdz' L ts9 Olbg dzw .
1 csdzdIsd SO §tedd3j dgv jdsipry lds®O DigslHIzZadm' fLock Rs b5

oVirt: [ OCfMd dzOdz! dz" 2 Mmtets¢ HIj2Msadw f Otst
1 sdzdsdC O EMlsOdzOo dzdo OjIs BOS M d3Odz! dzr 2 Mmtets¢ HJ 2 Ml
MetsC O Hj2flse dw fsdz L s9 Olsj dz¥ OolstsdzOIsd yd m<d
1 JeOMmMf osMisteOdzy j Isfyw dz0 Eyjsdz | LOf dMmd ftsdz L s
I imMmetsydz 2 . f Ote s dz!
1 sdzdisdS O ftedded dzsOjls L dzOyj dedw tsls 1 Hdzgw His5d Bibtsdizgdlg
BOC M BOdz! dgrf 2 MesS Hj2AMlsadw §Otetsdzw dzgj EfMlsOdeso dzj
¢cl180. Bdz
1 sdzdIsd ¢ O §ted d3zd dgv jdsymr' Idawdas byisk Limdz'rREs 5
oVirt: { d dzgd 30 dz! dzOW H dzd dzO0  Otsts dzw

[ O dzdzts 2 fsdzdlsd¢ 2 EmMlsOdzOe dzd @ O j Ismw 56 tOded yJj dad .
lwtgi cedMsteOydd desoatsets ftsd LsoOjdy d fted dL d&3j dai

E ]



Hidzddez oo SHBEEE § Otesd. [ Mdd ud ks O s osdzss dztzs ¢ B5dz@
LCOdzj fowodlmw flgmHz (e ymdrzd jo & Hj dz Mdzdd.Csd3 €t
1 skzdsdS O ftodded BOj s L dzOyj dzd v tsfldn fits deas. L3Ol fifjhef cigs dsgiasciz
q3d dIs LdzOyd dedd: 6 Mmddse sdzspl Jdgfiiskhjelsirgs Odz@e tzd a0y
Bsydls didls: fEMmistsy L dOUd ddd.

ri2fmsadi foddlsdSd ©OM] Mt O NSNS odz@f LSS Wy jdad, v
wdzjHEjlk ddisjls' o odHk, ylsts jMmded o fsyjmhj ©OBGL
ko jddyujdts), btctbh Odz@etef c iplasq 5o Olsj dzj 2 dz0 sMls0Oj |
L dzO U dzd v .

1 sdzdIsd SO f tod d3j dz¥ jus|nry I[oaDas sk Limdz'rREs 5
oVirt: [ ddzd 3Odz! desj S Bdzduyd Mseots sy dmder -
[ Odzdzts? sdzdlsdS B2 EMOdzOo dzd 9 O Isw  osd dzd d3O dz! dets§y € €
Hsdzy dz@r ftedmbizlsmMlseotsea Ols! fted LOHOddd f Otetsdzv, H dzw
41 R IR Dal.l as Lock
1 sdzdlsdc O ftodded B3O Is L dzOUj dzff ¥ o B ety W9 ) dzciistsizintOedz
HOdzdzts?2 fstzflsdff sdzeL 2§ Ismw
1 sdzdisd S O §tod dzd dzv jusiiiRy  Ids® DRiFsIHIzZamy rRLock R s 5
oVirt: [ ddzd &3O dz? detsy Ctsdzdyd Msets MYy J yqd Odzr dz -
[ Odzdzts? Y sdzdlsdEts?2 EMIsOdzOe dzd o O Isipw o3 ded G5O dz! dzts§ G t
), Clstster § s dzy @is! Mz lOHOddd § Otetsdzv, H C
odelszOodzdL Gadrf bR ADal.l as Lock
1 sdzdisdS 0O ftedded d&z3Od s L dzOuj deffy whY sSdzes 29 Ishydzdzsszgoaxdz
HOdzdzts?2 fstzfflsdhf szl 2§ Ismw
1 sdzdlsdS O § tod d3j dzv jdsimrl R Dadas skRzsdd” -
oVirt: [ ddzed 3O dzt dgs] CBdzdyd Mot Mistesydz =
[ Odzdzts? f sdzdlsdC 52 BEMlsOdzOe dzdo Oj Isfw  d3d ded BZOdz! dets§ €
Hedydzr ftedmikzlsmMiseoseo Ol ftcd LOHOddd ¢ Otstsdzw, H dzw
¢ 1 R Dadallas Lock.
I sdzdsdS 0O ftedded 30j s L dzOuj deffyy ©HY Sdzes 29 lsfyfzdsstn©xz
HOdzdzts?2 f stzflsdff sdzeL 2§ Ismw
1 sdzdlsdS O §tod d3j dzv jdsiry IombDas skRzsdBY -
oVirt: [ ddzad B3O dz! detsj Ctsdzdyj mMlsoets ydWte
[ Odzdzts? Y sdzdlsd € 52 EmMlsOdzOe dzd 8 O smw  d3d dad B3O dz! dats §
Hisdzy dzr ftedmbkzlsmlseotsea Ols! fted LOHOddd f Otetsdzv, H dzw
#1 R IR Dal.l as Lock
1 sdzdlsdS 0O fteddzad d&z3Od s L dzOuj deffy ©hY sSdzes 29 Ishdzdzsszgoadz
HOdzdzts?2 f stzfflsdff sdzgeL 2§ Ismw
1 sdzdIsd SO f§ ted d3j dzv jds)ir' IomDas tskirRzsdBY -
oVirt: 1 Of sd3d dzOIs+ 5 Md3j daj f Otesdzvy L O
4 fod@ich! 8 HOdsets §OLOMR]IsttO® MdMmisj BO L O dIsr 5L
ydtepfted Hjdzj dedesy S odzdyjMmlsots Hdzj?2 dzi sBRtSHdBS Md3j ¢
1 lsqlzq’lsqg o f te__q’ dzo[_d304' Is L szuJ degdjv  dshistf lS].dZJéstS;j]Jﬂl’p"t cigt;izj;’z\@@o@
dd3j JIs L dzOWd deddif sdzeL EbzthY o " B o Odats L JdzO wfjindedsjdz'e gz
O s d&3d dz@Epds® rtisH d BsMis@tcthdyy datzj BEZHjIs.
1 0 sd3ddzOdzdjy © ftejHMIsswh j2 i dzaj § Otetsdzv B &y IO dfde
fsdz’ L tso Olsj dzj d3, &ZOoyd dzow f Issets dsd3d dzls O, Cs6HO
BOCMd BOdz! dese s otcjd3zj dzed HJ2Mlsadw § OtetsdeOo dzs i) Is &dgtsi(
LdzOyj deds Hdzw 1 Ists?2 ftsdzdlsdSd.
1 sdzdIsd SO f§ ted d3j dzv jds)ir' IoDas tskiRzsdBY -



5421 Offstes2C 0 foddsdS OsktstdL Oydd

1 0 o€ dkGuiddilsd S § Ols jlctsded(lsld ¢ § Oo s&@®Mls OYF&Os MY § OwOd ster |

90BHO & MmdMmlsj Bkz.

Il sl jlsfisodd M kttjetseoOddwdd fddsdSd BjLtf Omdshlsd

fOO®R)Iste’ , ©OMYtsdsyjdd j o MdnNS] fsdkdsdS OslkstdL Oy
vOB IO } sdzdlsdCd Oolktted

KVM: 1 dzsC dtetseo Ols! H tsYy&binferffice Coc k pi t
]l L @y detsj L dzgOyJ dpdQ/ 1hjdslzd isd Edzs dy Odzed s L dzOyJ dgd@ . H O«
[ OdzdzOW fsdzdlsdC O fsLotdw jls dzOMEBab€ ddd jCau @ Weky Ihtejfakze W
1 sdzdIsd SO § ted d3j dzv jds)ir' I[oDas toisld Iz dzw A
KVM: 1 &zsC Jteso Ols! ftetslstsE sdz SSH
I'sL d@3tsy dzsy L dzOyJ dedQ/ \$§itidsd zdifisdizy Ogzd L dzOyJ dzd § 1 @ O dzdz

1 ZOyj dgd@ @ Odzdzs? GsdzdlsdSd BdsSdekjls kHOdj ddz 2
ff etslssC sdz SSH.

1 sdzdisd SO f§ ted d3j dzv jds iR [omDas sl z dzw o
VCSA: 1 it dctses®ISsdz SSH
I'sL g3tsy detsy L dzOyJ dedQ@/ \fitisded zdifisdizy Oglzd ¥ L dzOyJ dzd j1 H D dzdz
1 sdzdlsdC 0O Cdelstesdzdtclzjls EZHOMzj dzdz" 2 Htsfpskzy © VvVCSA
1 sdzdlsd SO f§ ted d3j dzv jds iR [omDas sl z dzw -
VCSA: (0OLtjhdls! -CoRdsjHdzIsiz®laBABpment Interface
I'sL g3tsy detsy L dzOyJ dedQ@/ \fitisded zdifsdizy Oglzd ¥ L dzOyJ dzd j1 H D dzdz

[ OdzdzOVY T s5dzdlsdC O fLotdy jls dzOMmis\ahd ls2d | GZBA Banaggnukaf |
Interface.

1 sdzdisd SO f§ ted d3j dav jds iRy [oDas sl z dzw A

VCSA: (OLtejhdls! dsCOd dz'r 2 onftsH M ¢
I L di3tsy dets§ L dzOyJ dpdQ@/ \Ritlisded izdifisdizy Oglzd ¢ L dzOyd dzd j1 @ Odzdz
[ OdzdzOW f sdzdlsdC O isLotsdw jls dzOMlstetsdls! tOLtej M jdad
1 sdzdisd SO f§ted d3j dav jds iRy [oDas sl z dzw -

vSphere: 10ftjls dzO -Gadphklk yjttjL Web
I L d@3tsy dets§ L dzOyJ dpdQ/ \fitlisded izdifisdizy Oglzd ¢ L dzOyd dzd j1 HI®dzdz

[ OdzdzOVY sdzdlsdS O fLotsdvjls LOBdEsCdJietsa Ols! o t5L @B ¢
ddizd edf jtcoadL stclk -E&Kj drmpiewdIphereWe b

1 skzdsd SO fteddj dzv jus)y  Dialas teiski Iz dzw 7
bolssBOdUiMSd?2 o' Bt Of §f OwOldsets dHJ dsdld¢

I'tsL d3tsy dets§ L dzOyJ dpd@/ \fitlisded zdifisdizy Ogled & L dzO U dzd f1 H I dadz
1 € dz¥ yg ded H O dzdzts 2 fc@f bEWRPIs Jusiisdfzdls " BtcOls ¢ f SHC
dHjdzsdWde Oltste ftcd OoalststedL Oydd.

1 sdzdIsdS O fteddsj dgv j smw dzO dtsH zdzw = :

# 1 Rallas Lock 8.0-s/C;

¢ [ Dallas Lock;

g w1 Dalokcka s

¢ 1 R Ddalas Lock.

bolbsdkOsdyiMSs) BdsCdose Oddj dzj OCIsdo dz A

1 5dzd SO0 fodded BOjls L dzOUj deg™ dtifly stzien & j Bs) vizrdsts 2y Oz
HOdzdets?2 § SHzflsd Y sdz@L & j smw
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OdzdzOv" ftsdzdlsdC O foLotsdvjls dOmMistesdls! d o' § tsdzdzqd
dzj My sdz' L2 3" 7)) BEudlsdz = tipdfid fifj?tc of tdsHi® Lotte jCOdsjj ddef] 2dz
ClsdeoOydd HOdzdets?2 1 Afuts dzdf lisdfifdaf' | lddQW Bz dtesoa € O dzj O
Sdz' L s Olsj dzj 2 dzO tsdsH Paktasdztzoly 8. Qs Iz dzj
sdzdisd ¢ O ¢ tedd3j dzv jds)mrDallaz@ockz&sizalizw -

l izsC doso®iBY * s Isjtce 9 MdzEyo)] o9oetHO dzgj ftcOo ddz

I'sL g3tsy dzs§ L dzOy§ dedQ/ \fitlisded zdifisdizy Oglzd ¢ L dzOyJ dzd j1 H O dzdz
[ OdzdzOV fsdzdlsdSC O fsLotdw jls dOMmlstesdls! B dzsS s Oda
dzj ftcOo ddz! dzf =  Otetsdzj 2.
1 sdzdIsd SO § tod dBj dzv j ds)mrDallazQocks&0+szBizy

ltejdB" BjLHj2Mlsadw, f(fdzj (et BzHjls L C

[ OdzdzOV T dZdlsdS O ftwiHjdvjls otjdBY BjLHJj2MIsadw

HeMisEf © HOdkEsets f sud®a deeOdstg B0 dz.lzH j Is

Il sL sy dets EfMlsOdeso dls! otcjd3W BjLHJj2Msadw tsls 1 &d dzkz

fOtcOR] g Od g sdzéL ] Isfyw
[ Mdzd HOdzdzOV" §tsdzdlsd € O dUmixts(de’ deClzyjjlsdiipfvy . H disvs gz
dimf sdz! L&)i,smidzi HEZj s Eydlsr o Ols! , Yylsts B dsSd
Hsfiszdf dz0 ¢ dL d3d dzjded¥ f §JosBsh: s MisOdzH Otk
gL 3j dzgj dzed j dzj Bt OL dlsMw o a8 FdgwybLallasQock
Linux d A Wallas Lock.

1 sdzdIsd ¢ O { tod dggtsdpizjdsvfizw:. dzO

1 &) rRDallas Lock 8.0-s/C;

1 &1 R & rDallas Lock Linux.

Jtoj 3w BAtsCdqtesoaCd Eyjlds?2 LOofdMmd o MazEyoj o«

OdzdzO% Y sdzdlsdSC O Lo dv jls EMlsOdase dlIs! | mMitsd ¢
sfdzj Ists@ts, COC el jf 5dzOB | OB EY dZBtsSdz' j] HEBY kM
o] di3j dedzts? ddzsjtco Odz f sdz! LtsoOlsjdz dzgj MBEsy jils L Octetl
Ote s dzv .

s dfmisj yddzedd ECOL Odzdztsets otej d3d dzad Ly IsdzOw i df! duLfips o
dztso O f tvdslkz wizfsly dzts fiyls ! 99 jMmMisd f Ottsdz . #BtesmdIs Osg
Ndls stsdzt € 5 OH B dzd MiIstc OIs s te BJLBY OMdzesMmisd d dzd
HOCIsdtotseo Odzgdw EZyjlsder = LOfdMmj 2.

I BL@ydes] L dzOyjdedjy HOwOBRiIstcO: | s d It tygdedeiz Hjiddiawe r §
Ldz2Oyj dedd ddnt sdziey k& jsishmeOL B dztsS Jteso Ols Eud sdzlze L Off ¢
BJLBIOMdesMisd. 15 ERtsdzyOded® LdOudgdlatf] H Odzdes?2 ff 5 dzc
1 sdzdisd SO Jtedd3d dgv § sfypw  dzO:

T Mmdzlz yrAzp

1 iBsHEZdzv A

1 &) rDallas Lock 8.0-s/C;

1 & 1Dallas Lock;

T #rjvl Dalokkas

T &7 RrR Dalas Lock.

ltoj 3 BYdHOddY OolststedL Oydd ftsdz L s9 C
1 sdzdlsdS O ftedded 3OjIs L dzOyj dedv sls 1 @t teljOod3Wdsdsdgiafls O
OolsstedL Oydisdadz" = HOdzdz" = dad tetOdzd yJ dets. 1 5 Ed3ts dzyl
1 dz20y 4 dzd | H O dzdzts 2 fsdzdisd ¢ d st Hydzv jIs otcd d3v ,
OolsstedL Oydisdedz" = HOdzdzr » ( Sls dZOYOdZO dzOB tstc O H Odzdz” -
dzgj kM jdz LOo jtehdls' ootsH OoaltstedL Oydsdzds = HOdzdz =,
1 sdzdIsdd ®J detc Ismvw  dzO d@dlasttadeds wir)) v JLotkal | as
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ESXi:) dzZsC dtetso Ols! ftslssCtsdz SSH

I'sL g3tsy dzs§ L dzOyd dedQ/ \fitlisded zdifsdizy Oglzd ¢ L dzOyJ dzd j1 H O dzdz
[ Mdzd t©OLtEjh jds dhnfsd (se0ddj ESXi Shell, s ts
& df jteodL stej ESXi Yyjteir DCUI ddzd EHOdzj dzgdzts 1 5
otsL i35y detsyls .
1 sdzdlsd S O §tod d3j dzv jdsiry IoADas skt 2z dzv

ESXi:l Cdzs ydls' ®ftcOoCk MmdMmsj ddscts ¥ &t do
I'sL g3ty dzts§ L dzOy g dedQ/ \fitisded zdifscizy @g@zdly dzd § H Odzdzts2j B .5 dz
[ OdzdzOwW fsdzdlsd S O fsLodw jls 9 Cdz yols: hdqWictse
f & tctsls s Sysaglz

[ OdzdzOW fsdzdlsdC O tOBBIOjls IIstsdz S M HEBB
41 R RO HBo jtojdeds" | € tstodej ¥NMwiareAJCielsd W d € Ols*

1 sdzdlsd SO f§ ted d3j dzv jds iRy [omDas sl z dzw -

ESXi:l toj d3v, o Isjyidedi Ctbtsttsets HBfEMEOjIsmw orf ff 5
1 sdzdIsd SO f§teddzd &304 Is dzdzO y Jsdzd370 O ts laisd Hzlz g dis( 5z dup@dmyi©ai)d !
1d3d dalz.Is ©
[ OdzdzOVY YtsdzdlsdC O Lo jls EMlsOdzsoe dls! Ctsdzd yj Mise
or ff sdzded Is ¢ sHdze fsfrisCk o9o0wnR f(Dalasstdock. dz@ Mdgt H H de,
dzj EHOYUdEOW YsfrlsCO 90o0tsHO f Otetsdzw, sts or f tsdzdzed Is ¢ d
Ssdz: $5 yYyjtejr EZCOLOdedzr 2 fjtedtsH otej d3j ded .

1 sdzdisd SO f§ ted d3j dzv jds iR [omDas sl z dzw A
ESXi:1 Of tej Isdls! oL d@3sy desfls! OolststedL Oydd (L
[ OdzdzOVY YtsdzdlsdC O YsLodw jls dOMmistesdls! LOftejls oL
LOY toj &z HiOelrf] dzdztsdz § sH C dz yj dedd, Hted ftewdidsds d EkHOdz
15 EddsdzyOdeds L dzOy g dzd J toif O dzde®2z tfiadatizdizls f Sofi € dzt yJ ded d
1 sdzdisd SO f§ted d3j dav jds iRy [oDas sl z dzw A
ESXi:ssdzd yJ Mlsos fstfrilss¢ o9o9atsHO dsotse s f Otcts difvQ tc tiedza'tsd
fsdzdlsd ¢ Od

1 20y 4 ded § EmisOdztso dzj dzdetsy Hdzw L Ists2 fodzdlsdsd, ©jc
ftcOats shdBOIs! Mw Hftod ooBH] dsoatcets ff Otetsdzv .
1 sdzdlsdS O fteddddi3zOjls LdzOyjdedw sls 1 Hts 10. 138. Zd3tsc
1 sdzdisd SO f§ ted d3j dav jds iRy [oDas sl z dzw A

ESXi:l jtedsH dzf My tsdz! L s Odzed W
1 sdzdsdS O ftodded 3ZOj Is L dzOyJ dedjv ddsf sldz'éntdz § 10z o siziz R O ddi
HOdzdzts?2 ( stzdflsd @ sdzeL 2 Ismpw
I O dzdzts 2 fsdzdlsd ¢ 52 EMlsOdzOo dzd 9 O 4 Ismw fJtdtH 9tcj d
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¥npaBACHHE KOMNOHEHTOM M3
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Hacrpoiikn M3 Mpaewna M3 Dallas Lock 8.0 Mpaenna M3 Dallas Lock Linux Emmr
Ne Wma npaeraa Hanpagenenuve nepejaum Tun npaeMAaa MNapamerpbi NpoToKoA0B
1 DMNS knnent Mioboe TCP/UDP-npaeuno fNokaneheie TCP-nopte: Boe; Brewrme TC
2 BRP Mafioe ARP-npasino IP-aapec amnpasutens; Eee; IP-agpec nom,
3 DHCP kanent Niaboe TCP/UDP-npaeuno fMokaneHeie TCR-nopTe: Bee; Brewrue TC
4 HTTR/ HTTPS kament Pezoaaupme naketel TCP/UDP-npasnno fMokaneHsie TCR-nopTe: Bee; BrewHue TC
5 Internet Explorer HTTPS HTTPS Niodoe TCP/UDP-npaemno fNokaneHele TCP-nopTe: Boe; BHewme TC
fi 1GMP Mofoe IGMP-npasuno OreyTeteytoT; fokaneHe i IP-agpec: Bee) E
7 yandexru Wexoasigme nakeTer P-npasmag Noransheni IP-aapes: Bee; Brewrnit [P-az
8 BHewHMe ceTesble Nankw Mioboe TCP/UDP-npaemno MokaneHeie TCP-nopte: Boe; Brewrme TC T
) floKankHEIR CETEERIE NaNEL Nifoe TCP/UDP-npaeuno fMokaneHeie TCR-nopte: 139,445,135, Brer
10 DL yaanenHoe ynpasne Hite (sxoaatee) BxogALLE MaKeTsl TCR/UDP-npasuna flokanshsiz TOP-nopTer: 17490; Brelunme SEpTED
11 DL yaanenHne ynpasae e (Moxoaaiee) Wexoaatme naketsl TCRAUDP-npasunn fokansHen: TCP-nopme: Bee; Brewwurme TC Ckpbith cTonbup Tab e
12 DL npoBepra ADCTYNHOCTH KAMeHTOE ICMP ping)  fobos ICMP-npasnno ICMP- coofuwerna: 0,8; Nokaneded IP-3a)
12 DL CE (exogauee) Buoaawme nakeTel TCP/UDP-npaemno MokaneHele TCP-nopTer: 17440,17401,17490 OMNEPATMBHOE ¥TPAB/EHWE
14 DL CB {ncxoaswee) Wczoaauwme naketel TCP/UDP-npaemno flokansheie TCP-nopte: Boe; Brewrume TC
Crnxponmsnposart
15 DL CA {exogawee) Bxogawme nakets TCP/UDP-npaeuno fMokaneheie TCP-nopre: 17408,174090; Bre
16 Dallas Lock ELLY Mifoe TCP/UDP-npasuno fMokaneHsie TCR-nopme: 17440,17900,1730
17 ICMP no ymonuarii (Moxogaee) Wezoaaupme nakete! ICMP-npasuno ICMP- coofugerna: 3,8,10; MakaneHeni IP-
18 IEMPuS Mo o adaHik (MexngaLee) WexopaLme naketsl ICMPv-npaemnn  TEMP- coofiuge i 1,141,142, 136; flokane
19 ICHP no ymonYaHKio (BxogaLLee) Bxogawme nakeTe! ICKP-npasuno ICMP- coobwerma: 3,8,10,11; NokaneHeid
20 ICHPYG no ymonyqanum (BxoaaLee) Bxogawye nakeTe! IChPvE-npaernn  ICMP- coofugeqms: 3,132,135,120,136; Mok
21 MERPC Aioboe TCP/UDP-npaeuno fokaneheie TCP-nopte: 135; Brewme TC
2z LDAP Mioboe TCP/UDP-npaemno fMokansHeie TCP-nopte: 389; Brewnme TC
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AEUCTBUA
Ceogka COB Obwme HaeTpokikn COB CUrHATYp bl YPHANOE HacTpokiku 3BpucTHicd JHotiasurs
foeepeHHEIz agpeca KoHTpONE NpURoXeHMi KoHTpone peectpa
Onucaue ID curnatypel *  Craryc cobbitua ¥poseHs Tpesori  “actora cpal

@ rpynna npasan Windows 1 Bre 1

@ rpynna npasin KES 116 Bee 1
@ YCTapenu 117 Bee 1 CoxpaHuis
@ o cineno WETapenu 118 Bee 1 Sarpysur
(] Janyck 0BHOEAEHKA 119 Bce 1
(] JaeepieHme oHOBNEHNA 120 Bce 1 Coepryto cce
@ Camozaupra Nporparmmel BelkAHIHEH 121 Bre 1 Pazsepnytb Bre
° BasHEe KOMMNOHEHTE! 33LLMTE! BEIKAMIYE,., 1332 Bce 1
@ Ofnapywen BpeARHDCHEI OfbekT (nnka.. 134 Bce ] GUNLTPbI
@ Otnapyxena akTueHan yrposa, Tpebyerc., 125 Bee i =
@ Omvpuima onachas coonka 126 Bee i Mouce
(] CpaboTtan komnoHeHT MNpegoTepalerne .. 127 Bee 2
° CeTeB0e CORAMHEHME 33BN0KMPOEIHD 128 Bce E)
@ Ofnapyxena cetesan araxa 129 Bre i OMEPATUEHOE ¥TIPAB/IEHWE
@ O6HoEREHE HE Bre KOMNOHEHTEI 130 Bce 1 R —
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ftsdj M it yd B d&j dz HisB Oo dzj dedf’ CRe Aty Hiscds jtsdf tefy SHA ~dzfry df
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D MacTep A0 aEneHUA CHHATYD ¥y PHAN0E *

06 Me HaCTPOMKKA CHFHaTYpbI

BEEAMTE KPATKYID MHAOPMALMID M BEIGEPHTE POAMTENEKME CHIHATYREI
ID curHatype:

Onucanue chrHatype: | CurHatypa 100001

MHpopmauyma:

FoanTenbCkMe CHIHATYREI Mauck.., hd

PogmTensckue CHIMHATYPEl

OTMEHa

t §126.f OMisjtc HisB OO dzj e M c Okt ¥ kitcdzOdss

[ v fesHBd) jddY ftsyj MMO HEB Oo djCHYj MdcdOkt dOy Ols
4. vMlsOdso dls' dzj sBRtSHJ AR j fo@HINE] sde®y s q dBQilgfed & (



U MacTep ADAIENEHNA CHIHATYD ¥yYPHANOE X

Q6wMe HacTPORKK CUrHaTYpEI

¥CTAHOEMTE HEOEXOAMMEIE NAPAMETPEI CHIHATYPEL

Cramyc cobbimua: ¥poBEHb TPEBOTM: I ~
HacToTa cpabaTeiBaH KA HTEpERN BpEmMEHM:

Kogel coBBITHH *ypHana:

MapameTpel

D MpUHEANTENEHAA CUIHAAM3aLWA

Hasaa Ormes

t fJ27.f OMisjtc HsBOo dzj ded™ MJc Okt ¥ kicdzOdse

5, 1" BtcOIs! sBi jClIsr Hjtj o O, Hdzw Ctbkitern MBLHO O 3OW
Mdc dzOoszlhdzs yj dz@asQls: § Gzf § Iz
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KomnoHeHTb!
¥MPABNEHWE KOMMNOHEHTOM COB Dallas Lock Linux v
BEACTEMA
Ceogka COB Q6w mHe HacTpokkn COB CMIHATYPEl YPHANOE HacTpoAKKM IEPHETHKK
Onncanme ID curnaypsr *  Yposens tpesormn Aerciene
@ Npuoctanosea sawmTen Kaspersky 1 5 HypranuposaTe
@ Nonomes srinonnuTs onepagui ¢ root 2 4 HypHanMposaTe Coxpanmin
P P P P
(] Jamyck cepeepa S3H 3 2 HypHanupoeaTe Jarpysmre
(] HeycnelwHaa noneimka gxoAa no npotakony 53H 4 4 HypHanupoEaTe
@ vonewmas nonsmes eeoga no npoTokony 55H 5 2 HypHanMpoeaTe OWUALTPBI
@ vuethas sanuce cozgana [ 2 HypHanMpoEaTe
@ vuethas sanuce yaanena 7 5 HyPHINMPOBaTE Mancr ™
@ YueTHas sanuck Nonks0BaTENS 3ABADKMpOBAHE 8 4 HypHanMpoeaTe
@ Mpasuna auditcti Ganu usmenens 9 7 HypHanuposaTe
@ Cucremnoe EPEMA M3MEHEHD 10 4 HypHanupoeate OMEPATWBHOE ¥MPABMEHWE
@ Orkarodena curxponmsanma c WTP cepeepom 11 2 HypHanuposaTe
@ Napons nontsasatens wameHEr 12 5 *KypHanmposaTe RO
@ Sudo failed atternpts 13 11 *KypHanuposaTe
@ Ocranoska cHeTeMHON CrykBl 14 1 HypHanuposaTe

{ gfj28. sOkjettdy cudcdOlskie’ ykicdDaasacek iy dSHEdzj 2 o) R

[ 2% MdcdOlskzte 5OCY ] ftejHjdjd Mejikzshdj JdHdSOlste’ |
0 3 MJdcdOlkzicO OCIkdo ieso OdzO;

° 3 MdedOlkzeO HjOCkdo Jeso OdzO

[ dv Htekedn fMlstsdBysse L dzOyjddY MdcdObkt tktsOy O s
L dz2OyJ dzd v &3q .

] HOdedzs? o dzisy j dzdzs? COljestedqd sy des jHOSIdEEe Ols! , C
LOGEkEY O’ MdckObke' Xktdkodss.

[dzv O0SkdoOydd / HjOSkdoOydd MdcdOlskzier ddd dfzj HBsezge d
Oy Ols! GeasqdSttctp PO Isdo d o’ j Isfilso j dzdzts .

[ Ve disiste OMtets | ddz 7 @lcOrR] ts iz oy OWTALAIRO s T 35O dzj dzd
[i2Mise df sunjdgits sCsjlsMY sCdts. t6j HOCKBEO fMdc dOls ks
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I tlCter oh j difgjwn O Ssdgjotso Odzd § M d ¢ dzO@s I ©29) ¥ ERtsdp@akts 00S Is d o d to t
HjOClkdodse Ols! MdedzOlkzclh Cigd § tedsh My ¢ BRBOEAEO o s Oo d I
EetetsL T Hdv MdkOskzer Mo uesedgsde: ¢ ks iees fdhcdds L douglekd v s
sjSMmistser JD fifdsszOlstz £ d MOdzd j ) ddeiaOtsfzlcl § ) H QLU d tots o O dad W .
r MisofpH ey dls Hi2Mmlsady, 0" § sdzde" j d3ts d ftedmMshit @y @k’
jHddnise | dzdzs j§ rn aOdmQ daf{tg.s 0 Ols !



D PepaktipaBanie cPHaTYpE KypHANGE x

OhLme
ID Curnatype

ONKMCAHKWE CHIHATYPbI

AKTMEHAA CMIHATYpa (:)

Vo
¥poBeHb TPEBOTH = 2

AedcTene HypHANMpoEaTE

MprmermTs OtmeHa

t df29. t iHOCIkdieso Odzdy Mdc dzOlszter y zBatE® dosleLinudz? d&sHEZAZ] 2 w31 R
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KomnoHeHTEI
YMPABNEHWE KOMMNOHEHTOM COB Dallas Lack 8.0 v
BEACTBMA
Ceoaka COB Obwme HacTpoikk COB CurHatypel Tpadmka Hactpokicn 3gpKeTiin e
AoBepeHHEIR agpeca KoHTpoAs Nprnom eHKi KoHTponk peecTpa
Curnarypa [rpynnafID) Jleicieme + Tpotokoa Aapec ucrounmka nl
@ Zraemnaeb NpHADKEHNA
@ B0 c noaozpUTENBHEIM MMEREM
@ 15 Hypranwpo,., UDP FEXTERMAL MET ar|
@ 16 Hyprankpo,., UDP FEXTERMAL NET ar|
CoxpanuTb
@ Hypranwpo,, UDP FEXTERMAL MET ar|
@ fexoarposanie npoTokEABHBE KOMaH SHITELTLD
@ Vcnonnaemei ko CBephyTb BCE
(] Hapyierme koHduasHLMANEHOCTH Passephytb see
@ Hewssectrui Tpadimk
@ 2695 Pazopeatec.. LUDP any ar| SUALTPEI
@ wur Hypranwpo,., UDP FEXTERMAL MET il
@ 562 Hypranmpo.., UDP FHTTP_SERVERS H Manck
@ HenogozpurensHii Tpadik Mopr wetounuka  Beifpanel Bce sHaqeHng
@ Heyaasnas NoMSTEE NOAYHEHMA N0NES OB ATENBCKME NP MEMAE T MopT HasHaueHna | BrifpaHel BCe sHaUEHMA
@ Otrapyken cucTeMHBIR BEI0E
@ Otrapyxena DOS ataka
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SjHddIREM W2 o JdMasHwh 2 Istc OVERUdE tzd 9 d dzjndzdddzts o

ZOYjldEdgn W h d2 IsteOW d<; ftsj Hddzj ded W

rfOHOE N 2 | QEYHOEL By dzsfls! 8 fs5dMSO d o f OHOs h d

sdMCPsdz fsLosdvwjls d&O2Isd dqdzd o' Bt Ols! dL or" f OHOb

v MSLHO O Bs?2 Mdc dzOlkztsr ( dzOBBtE CcCtekzff MdcdzObk

dzv Of sdzdz ded v, 65 kB Odts Mfzpaz Mdj L Oy ddv:
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OBLWMe HaCTPORKM CUrHaTYpbI

YraxuTe 06WME NapaMeTpbl CUMHATYPE W BBIBEDWMTE POANTEABCKYHD TPy
1D curHatypen

CoobuieHme:

JleiicTeme: ypHanuposats

HanpasneHue: Bxoaawmid Tpadiik coegrHeHna

Mpynna Mpoure aTaku hd

“ THeHa

{ M3l [ Ofmijte HisBOodzj dzdv MdedzOkte seOW SO

Ol! ftsbsCsd  khlsOdse JBOHE]BOACH Gz HEEE" d
BIEOl! BBI jCI5T HjEHEOHON@) BOUSEE @O0y BlH | & &OF
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h O BOMIsjtc® HBB Oo dbifly: MYdD=HPIsz tor  dz
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C dzts f s 59 15
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D Pegaktuposanme curHatypel padmka >

fal:)
e ID curnatypel

CoofueHue ichoard.cqiinvalid user addition - aTaka

AKTUEHEA CUMHATYPA ()

JedcTeme JKypHanuposaTs

HanpagneHue

MpoTokon

MopT wcTouHKka any b
MopT HazsHaveHKa $HTTP_PORTS v
IP - aapec ucTouHMea $EXTERMAL_MET ~
IP - agpec HasHaqenma | SHTTP_SERWERS v
Mpynna ATaku Ha Web npuaoxeHns v

MpumerHnTe OTMeHa

{gf132. [Cdes LjHOCKEBEO e dvzOdss imdiwpads d €c8.0

{ jHOCIkdso Ols'  d3sjedfsls j WO MS a2 € dZO 2" , Is !
fd ¢ dzOks iz tg dzts W dzv kqftser A h OB dzts tighs § oy d
Hdztsj HOC s dtetse Odzd W  dzj HisTMiskz Y j dz.

ddcdzOlszter IstcOWdSEC O Hddzv DbEhas odkiLinuxt 1 R | & T

I t©OBtYj2 ©BEOMIS] o disd g dzbds2tc'C OGEYRREREN O sfv j toj U dz
btcOW¥dS O d fe jHj dsf@s dedyizd @ ls B dfs fujdgd{dRdnid ¢ ZO kB e j dz' ISt o &
dr J 2 mls gecf(if33).

KomnoHeHThI
=)
YMPABNEHWE KOMMOHEHTOM COB
BEACTBMA
Ceogka COB OBuwme HarTpoiikn COB CurHaTyphl Tpadmka HacTpokiku 3EprETHIK PegakmpoBart
]
Onucanmne ID curHarypel * Ypoeelb 1pesoru  Jleiicisue SKIENPORITE
° L0202 HTML wreekwmna - Orpaxenne (GET) (AAFDL) 2ol 2
L£03:2021 SOL VHeekuma (GETSearch) (MAFDL) 2002 2 Coxpanute
° £03:2021 Bregpenue Kommang OC (MEAFDLY 2nn3 2 Farpyauin
° £03:2021 PHP MHeekuna Koga (WAFDLY 2004 2
Brepaperie Ha Ctopone Cepeepa (S5 Tectosaa-MHeekumua (WAFDLY 2005 2 SWUALTPLI
° JHKE - Orpawenue (GET) (WAFDLY 2008 2
@ 2012021 Ofixoa Karanoros — Katanora (WAFDL) 007 2 Mg |
£01:2021 ¥aaneHnoe w Mokanedoe Benouenne Dainos (RFLLFD MAAFDLY 2008 2
° £05:2021 XML -ATaku Ha sHeluHWe oBbekTel DOKE) (WAFDL) 2nng 2
° ¥azeumocTe Shellshock (CGD) MeAFDL) 2010 2 QOMEPATUEHOE ¥TPABAEHWE
© FCE 1Lbypass (WAFDL) 25000 2
© RCE 1.2 bypass (WAFDL) 25001 2 CET I
© RCE 2.1 bypass (WAFDL) 25002 2
© FRCE 2.2 bypass (WAFDL) 25003 2
© RCE 3.1 bypass (UAFDL) 25004 2

{ df133. sOkjcetstd” cudcdOlke’ sePDdasdockhidex sH zdzj 2
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Md e dzOsklssL d3sy dzf §| ddzH dC Olstster MmsMistsw dzd W :

0 3 MmdcdzoBkiEdPs e OdzO;

0 3 MdcdzOlkzi® HjOClkdo Jetse OdzO

] HOdzdzs?2 o dztsy j dzdets? CObjcetstedd BBy dts ©6j HOCKdse Olst
dL Octekzy Ols! MmdcdzObkter kOW dCO.

[dv OCkdoOydd / HjOCkdeOydd MdcdObktr ddd pzj Hidez ¢ d
$ZOxy Ols' s 8§ Fotp PBCIsdo d onde' | Islso j dzdzts .

[y (et dOfstsj dd 7 §O0L0dk) stess i} deEpisdi®c 2 dp &
[i2modfsmdz ujcet BCsjlhMY SCdts ©jHOCKs®LO Mdcdolkis.
{jHOCldeso Odzdj MdcdzOlskzte tshizh j fij ey g tsthany 6 Oz feils g o v S
qdzd 5 Hot2dzsdglz N j dzyClk dzO o' B tcOdedaty?) HI@[SelslEOUsRzaeq dzd jl  fipdse
e OW (€ PM34) ks dzs OCkdo o Ols! [/ HJjOSIdo (ot oddsls d ddb@ iz0
e dzOlsz @@ MisOo gls! kse jdd LkcetwsL' HdoY gdds@lgze: Isitgj § &
(MeHjydls L EGUEiOzdY OS] o' BOls! f(iod 1§ sdshgj 4o
Hi2Mmlsady, o ftdzde jdssy Ytod WMEOBBISHL b Pdaf[th dAPEE PO g @ dzd |
fd ¢ dzO Isdgjtaf sMlsz fidzf H AU d es o O dlzq W .

O PegakTipoBaHne CUrHaTypel Tpadiika >
2= ID Curnatypel
Onucanme cUrHaTypel
AKTWUEHEA CUMHATYPa (:)
¥poBeHL TREBOTW -

AedcTene Bnokuposate IP-agpec

[MpHMEHKTE OTmena

tdf34 [Cdzs ttjHOCLO fdc deOlszteru |is@alds aTloLinuxzy BsH & dzj 2

[ dzv Mo teOdzj dzedWw o9 dzj j dzde’ 7 dL 3§ daj deft@d oglgjd=BIST tsH daBty Otz@y OIS
s3] @O dets tcj HOSC Iststc® fMdcec dzOlskzter BEHjIs LOCtr ss BjL Mitshte
[ dzv 1 S s chfdztcdzOdzses o  WiOR XM Isda®fjvists G dejHdfofzs dzOx Ols
stsntcOded W'sfmdzj yjets o Hsweadeh jdmw MmdMmisj dBdesds sCdzsj o' B o
MdecdzOlskzte ) ztcdzOdzts o .



1 tod fMtsn te Odzj dzd d fnd ¢ dzOIs kz to ) Wo2daz Skl
s Odazaztiad 5 Msmistsw dzdy OCIsdodesfisd  dzOfmdzj HEso

[z L OcGtekzL $d MdcdObkt xktodOdss dL W akde® Ldids s Bty dzds
ri2fmsodfismdzy Mjets o Ytsweadoeh jdilmfy tsCdzj o' BtoOIls! dzgj 5B R St

1t LOGEELS) MdcdOlsktcs iz tczPs® d i L i) ¢ OBHOL t
EHOdzj dz" , Y tsfpdzj yjets BkHEI ftodd3j daj dgf@ detser j

vdcdzOEHE) B dzdr | oW ds O

]l t©OBBYj?2 GBEOMd o disdd adridsRicC:OY Stsjedffddzd NtsBtc®Y @ @, C
steO¥dCO d dr L dzOyj ded 2] sls@Gsdedy0.j Is@dzder 2 dfgf d MtsS f toj H f
fMistsdzs J Qdpdf 34 dfdz@0O  J.dzd §
s Olsj ¢ mtgfdwzOlszter : f jtoj Bj dfdis Ljo leAs Q¥sd SLAOH Ols !
pdzlzlstej dzdzj 2 d odzjh dzj?2 -ffj SURstce | 6 s5&CPE
OO¢CYj ctkzffdesoOls! 1Isd jtej dgjdzdzr j, ulstss
Mdc dzOlskzte IsteOW JCO. 1tod dL dBjdejdedd L dzOyj dzf®
dmMfsd Lizjls HOddzzs f jtoj d3j dedzgzs , B dzso dlsmw
f4ted d3j dzdzts 2 .
l jtojRBjdedz’ | BT 908 & frjaclf k) zdef o HJOF OL 5dzO® OH
HJOY OL s5dz0 f stelstse .

lijtejdzjdedzr | HJOf OLtsdzO OHtoj Mtse GlstsBteOy 08 sMw HIJ PEPddEO
{stldshddd B ysjsd sjCMmiso.
dsf dMmMse Hitj @i dede = 5 ERIsdzyOdeds MtsHjtey dls sdftser j " OB
1 HOME_NETS © HOdzdzets?2 ff jtoj o3 dadzts?2 L OH O] Is P teH dn@to O L & di teaj didg
@ZORBHdlMY fjteats?2 o MEdmsj.
1 EXTERNAL_NES) HOddzs28] didetic)) L OH Oj sfw  H d OfCoHLtdSjdE 5o dz]
1 jtoj dBj dzdzOW OSBSHMY olststets?2 o M dmSj.
T 1 jtoj a3 deder | SDERWIEIRISO 1§ j toj d3j dadz’ - -Orly | figaOd Isfip s & dtc t .
T 1 jtoj d&3j dedzr | O PORTOSzdzts 2 f jtoj d3j dzdets?2 L OH O¥ Isfpw  ff stels T .
f DL_SUSPICIOUS PORTS & ff j toj oBj dzcdzOw | © @ctits 56 Gzt Y tHBLtedls ]
fstcstso, d&OABHdLMY o Ctdyj Midmeo.
f DL_UNUSED_SERVICE_PORTS & f j toj d5j dzdzO% { otdMmisdsd wC Odzdtctse O
Mz jBdzr = TCP fwtlsse, dOmasHdlsMw o Ctdzyy Myfdmec o.
]l HOdzdzs?2 C Ol citsteddh dztstsy dets o j HOC Isdtetso Olst j dls tzWOfdEvAs,+  Q
otsMisOdzOo dzd 9 Ols! M IMsS G itej 3 dzdz’ » LeO¥dCO 5 bkdBsdyod

14ddzi LW EHOMWIS! (jtjdjdeds j, Sl j dMmy oz
0] sOC Yy J §4Jtej d3dj dzdz" § DL_SUSPEPOHSE FARTS
d DL_UNUSED_SERVICE_PORTS. 1 ted f ts5f ' Is 4 jts HAsBQigzjRdzdfWj t j o,
9" 9 jHjdes Misslse jlsmisekzes h j | Mseh jddj tB h dtE

[ d&zv o tsffmisOdatse dzj dzgd™v MY dmMECO 4§ jtoj dgd dede" = IsteC
C dets ) sz 2 d3ts dzyd@@zd f O ¢lzj zffyls,o i sfydzj yjets HdzW h OF
Blzuizls or MisOo dzj dz@ wydEaqdf dzd o Mifi s fisdifsdztse Ols j dz!
ZHOdzj dz .

[ d2v HBBOo dzj dzgdw ff jtoj dBj dzdzts?2 IstcOW f @ O & IAfj Gsgz jjaR@iylstpls v €
fsmigj ¢t lsEmgesny Oded §  § § 6] d3j dedsR38tc OWMEHO) oy OF j j  Mdzj
f Otc OB Is taizO frHisdits 2 €
1 IsjCMmistse 51 tf jsoggjdedz@®L 0 Odzd j § jtoj d3j dedzs2, Wwodzv jlsfmvw [zd;
l e s dzyOdzds ftedmo Odo Ojlsmw ddgw GHPERSEHRARD ABL Bas®R]
dzOyd dzOs h q;2 ipw
T it Cazv wAlPjalz eBstc sdf O o B dedzts?2 Is tc O WHOHSISQ I tsfitgtdsH j to



1§41t Cds walfisS § jto) d5j dader 7
1 jChlste by ZAUSME] H § OHOS " ddd MEdMEOEROY] det HEY oo
fitej B dzdes? ez Hw or BBEO L dzOUj dzd™ dL MY dMSO fjt

O CozaaHKe nepereHHoi Tpaduka *

CBwme
MeperenHan LISER_WARIARLE#1

Tun

CnWcok nepemeHHER: HOME_MET

fobaeute

3HaueHMe

IHaYEHME He EanWaAHO

MpHmMEHKTE OTmeHa

{ M35 [Cdes ML HOGIY §jtj Bj decgs? eO¥ ¢ ¢ O

[ d fER©Ods dedvw detso 52 § j toj d3j dzdzts2 s to @ Wed{f) datfjsk & § 5 ez 58 Is
GA s CBEj A0S dzs ML HOd]Y f§od LSo0lsjd M2 §jtj dj dedz
BJMBLHOdY dset?2 §jtej dij dzdats? .

@ [ sBOodzj dzdz" | desor j f jtejdgjdzdz’ | fSfOHOEIS o €
LotedMmlsdSd.

[ jHOSCkdieso Odzdj §jtoj dsj dede’ & b©OWdSP) BOLEJ iy azd js MY j &
btcOWdC O jHOSIkste L OYEMS O, Isiwj H@O ¥ E ks dEzon sfCCds Jdd Is odddd
Ho 52 d o5 € cad CBicd® dffdiecd) d3j dzdets?2 lsOW d € O.

{ jHOCkdtese Ols! sy dzs iz BOY d SHQ,te | Biptzdgi |  j o]
DL_SUSPICIOUS_PORTS ¢ DL_UNUSED_SERVICE_PORTS.

5841 Offlstes2Cd 1 otedfisdSd

10 oC &OFEQ@o dzj dzd § § 5B tsdpj dflsOeal E®Ig 2 C d 1 sotg o fiplsiaf{Qedz ¢ s
ZOMtes2Cd {otdmisduPBEHOE BRAERMISO. C Ok pH g6 Edd OB B ey d
OkOC d chsBOd df j dzOMlses2S¢d ! scEdiBesdSq, O SOCHj dn L



KomnoHeHTsI
YMPABJNEHWE KOMMNOHEHTOM COB Dallas Lock 8.0 v
AEVCTEWNA
Coas COB Db nacTpoiicn COB ChrraTypet . HacTpoiion sepreTiin
Hosepennoie agpeca Kowrpons npunoxevii Kontpons pesctpa
Monvmka ~ 3uauenme Ton mogyns SUNBTPBI
Araxa; ARP spocfing/poisoning Brikn DL8.0 (1K1Z)
Araka: DHCP-arakm Beikn DL8.0 (UKLD O QA o
Arawar ICMP flood Beikn DL3.0 (11K12) Bribpats Ece
Araxai TP spoofing Beikn DL8.0 (K12
Araka: Open Tear Bk DLE0 (WKLD) Dallas Lock &0 kL2
#raka Shart Headers Beikn DLE.0 (K1)
Araka Smurf Btikn DLE.0 (K12
Araka; TearDrap {417 ICMP npoTokoaa) Beikn DLE.D {1K1Z)
ATaKa: AHOMANEHEA CETERaR IKTHEHOCTE Brikn DLE.0 {1K1Z)
Araka; Jawyma o7 DDoS-ataky (awma ot dnyagh Brikn DLE.D {11K1Z)
#raka Meperpriie saranoskas Brikn DLE.D (11K1Z)
Araka; Crarivp HEMEnGALIyEMBIX <Ay TCP napras Brikn DLE.D (1K1Z)
Araka; CRanVpoB3HIE NoAss pHTEAEHsEK TCP nopTas Beikn DLE.0 (1K1Z) O IEE AT E e ET IE F R TEr e
Araka; CranpoBsHme nopTos Beikn DLE.D (1K1Z)
VICkARUEHMA 479 CKBHUPOEaHMA NOPTAS (NepeeHs) 138,139, 445 DL8.0 (1K1
OBvem Tpaduiks 33 10 MYH, AN OMPEAETEHIMA BHOMANEHON CeTeBai akTHEHOCTY 20 T6 DL8.0 (K1)
MPOADAKMTEREHOCTS aTaku (cek) 20 DL8.0 (1K1Z)
Cranmp Hencnonesyemenc TCP nopTas (nepesent) 80,53, 21, 25, 110, 3305, 22, 4899, 443 DL8.0 (K1)
CranupasaHme NoATspHTERBAEN TCR NopTas (Nepeuers] 1080, 12345, 2773, 2774, 5877, 6713, 8787, 16059, 30003, 31337, 54283, 54321, 60000 DLE.0 (1IK1Z)
UyBCTEHTENBHOCTE CKAHMPOBaHIA NApTOE H DL8.0 (K1)

{ §f136. sOkjegE@fies2Sd ©otdmisdsd

sf dMtsC &OMtetsj ¢ L otedfMmisdCd RBjdvjlsmv o LOsdhddsisd
9" B tcOdzts.

[ " t8jHOSIdeso Odzd™ &OMistetsj ¢ otedMmisdCd dzgj SBRBSHJ®BES HO
C iz t®is 2 OO Ofzj dzbils.e dw

ltod ddfneOdzdd §OGRMgGIsdIs: Jtesyld M hOdss dadedsthy
[ lfitcsmMatsHdIls B datso dzj dzd j OMmMstetsj & 1 otedMmisd¢
3t H Iz daj R R Dallas Lock 8.0-s € H dzv ofj et r 4, ftol HiBMIsC
Jl[cstsdaW dH j dzlse .

lted 1 Issd3 dzO Edwswlddhy ru d@ii ddy §sddlsd¢?¢, Cts
ftsdz L s9 Olsj dzj 3.

5851 s jtejdedzr § OHEJ MO

10 oS dOficPodzj dedy ¢ 3 sSdaj dAs®ls3j eulsfwlg 6 dedz’ j HOdzWe j MG H [z dzj :
¢ 1 RDallas Lock 8.0-sC tslstsB tc Oy O8 Isfqw  HPs  MAGH@zd®m jjf O, O OSCYJd Mo it
(te d 37).

KomnoHeHTE
=
Y¥NPABJNEHWE KOMMNOHEHTOM COB Dallas Lack 8.0 v
AEACTBMA
Ceopaka COB Q6w He HacTpokkn COB CHrHaTYpel - HacTpokKkn 3BpHETHRH Nlobasms
foBepeHHbIE agpeca KoHTpoAR nprAoXEH i KonTpone peecTpa

Ajgpeca = Kommentapuid  Ommertka B #ypHaie
@ 101020090 test 1 Beikn
@ 101010091 Bika

ONEPATUMBHOE ¥MPABAEHWE

t df37. sObjesd” ¢roojtejdds j OHEj MOe

flso dYsdi ujct o l&eOhkjdiy ©&dj ] dzdtsc Bf Odzdg o
B

2
5B nHJ & Jod@Bid i (

[ z2¥ HtsBOodzj dzdW Hise jtoj dedetsets OHtej MO o 6B (g §iiO' dijOER] His(t
rd
dzg



t jHOCIdttse Odzd |
dz0 § Oqzyi &disadd s
O dzO dzts ¢ Y dzts tets{Taay
ZHOdzj ded W
rd2mise dytsfdzi

5.8.6s 5 dzls te ts dz!
9 C Dt Po dzj dzd j

OHte] Mtse
rdzv

1 O

O fobaenenme goeepeHHoro agpeca COB ot

foBepeHHEIE agpeca

M .4

[ ] 1pus
[ ] mac

AdononHuTEAEHD

0.0.0.0

KommeHTapui

D MHKCHPOEATE B #*ypHAAE 0BHApY¥EHHbIE ATAKH

[MpHMEHKHTE

{ S dzts

OTmeHa

t d f138. HtsB Oo dzj dzdw¥w Htse jtoj dzdztsets OHtej MO
9" BtcOdzdese s OHEKS MO dL

Ho 52 dets Bz

My dfgd @ O figlef e jsfy ©ds
Craz&Hizac jdg0 g rSCElitsOdimlg H OC Isstc O
HisB Qo dzj dad W (

Bt OB taiRlss B RO H te | ) dEO Y OBE dzpw® tflds® O dzj dzd
YJHEdsls ' sHs@dpjedzd j . [ sy des o' BOI! dzgj MCtsdz €

fod dtsy j dad 2

¢ s di3Y sz dflsAslsly gusfids s oz f tod iy | dgth M & dzv

41 fallasLock8.0-sCtej czdzdtelz® sMvw &zOMtes?2Cd Stdstesd §toddsy jo
9 YseojHjddd §teddztsy j ded e dofy3Y).&¢ Hdzv o Mjets 11
| ©OBBYj?2 GB&OMisd S$Okjcstdd GlsBtOyO0jlshmY Mfdmss §&0
9 odH] IsOBdzdyYy" .
KomnoHeHTbI
YMPABJIEHWE KOMMOHEHTOM COB Dallas Lack 8.0 v -
AEACTBUA
Ceoaxa COB Curwaryp Hactp p o
AoBep s 3ap: Kortpons peeetpa
Ne On Macku nys it rpynm Ypope ¥
[ CUCTEMHbIE NPUADREHMA Fhsysternroote) System32sass exe; Ncanhost exe; % Foen EceyposHm
9Q: Web: E 2 ppl Opera\Opera.exe; %SystermDrive A Bce yposHm
o Oty i 4PROGRAMFILESZ\Microsoft Officehroot\OficelS\EXCEL exe; %PROGRAMFILES\Micros Bce yposm
O $4PROGRAMFILESY A totalcme\TOTALCMDS4 EXE; %PROGRAMFILES(E8)6\Adobe\Acrabat Bee ypoorm

OMEPATMBHOE YTIPAB/IEHME

papens: 5 Aymm yenea; Ayt oTkasa

Canxponmaupopars

{ df139. sObjcettedw cstdstesd fwddsy dd?e
s dmMtsS ftcOoddz Ctsdzlstetsdzy ftoddztsy j ded?2 MMtsH jtey dI
I akztse Odz' dz" | tfots Otfe tef @BO] dzO , LOHOs h j | G dzts B

1

e B dzyOdeds Hdw teddsy j dad 2 ;

fsdz’ L 5o Olsj dz' MSdPH {tfictdd e cfirdO ML v Odede J

BjLBYOMdtsmisd, ddijs"hdj sy uds j dOftets
CdzsB Odz' df 7 ft1.Oo ddz ffusls ZiGEBdyyYD daf™ M o 28j § to
fod Lso Olsjdzr MSdn ftcOoddz OSY] omtHWIS
dzgj SBRsSHd ' | Hdzv Ctttcj Cldets?2 tOBSlsT 5 j
fescttOBBdsets 58 MY J Ujddv: whpdiplOFGdEE) , § 1
f OS¢ ledztiitgidded 2, ftescteORRdtsy 5B J MY J uj ded § .



]l fMsstkzaigyg' ftd Lo Olsjd MEdr ftcOoaddz sssBteOy Of Isfiyw  detsdzyj |
ftcQoddzO. RAHJCOLBKr MomMisswddw dBsekls ftddd 3OS fdzj HEz!
o 5 ftcOo dizs OF I doalftejse Qd®©yj dzd v H dzw mMdmisj dzr A

ot OL toj M j dats
o 5 ftcOo ddzs OF Is ffoadfgjs o O de® y j dzd v Hdzw fdMmlsj dgder =

91 Of toj h J dzts
0 5 ftcOoddzs OFCIsdasdkicts o Odes L d&zOyj dzedw Hdzv MdMmilsj d3

o1 OL toj NjopsOtf toj M j dats

3 fwOodz®OCIsdo dictso Odzts

1 diBjte ftodstedlsjilsO ftedmoa Ode Oj kw € Oy HiBdRE dats
jets o Ctdy Mg QUG MEgld fJedsdlsjls Lo dd
@J feOo ddzO RBsy des ftedu § Ul C dZEHEHBE AL fIs! e
O f Odzj &lfjlso W
[ v cdzsB Odz dzF 7 (ObBGEcOEOHE j fsMisswddj O ddO.
[ dzw sflsOdz dz" =~ fMlssdzB ytse sOB dzd Yy L dzO Y dzd v slssBtcOy O
OHBddzed MistcOlsstetsdz BJj L s OMmdesMmisd L dzOyj dzad v dzd .
razv fteddij dej dedv dL d3j dzgj dzd ? g deilste 18 lzdzt Dy def 5B -~ SH  BO
] HOdzdes?2 COIsjesstedd hEsydes HEB O dzw Ist tj HOC dtetso Ols
fsdedy Ol ddzd fwsorhoOl! ftodstedlsjls ftcOoaddz Ctsdzlstetsdzw  ff ted |
ltodtstedlsjls' ftcQoddz Csdzstetsdzy ftod dztsy j ded2 ff tej ¢+
1 sz Loz ftcOoddzO ddzjsls MO 2 o MsC d
1 dakztse Odz' dz" j ftcOaddzO 5 Ekbisdyodzd: H dzW
ftoddztsy j dzd?2 dd3j ¥ s MtejHdd?2 ftedtstedls]ls;
! dsBOdz detsj fteOQoddzts HdzW ftoddsyjdd? (s
ftedstedlsjls.
lted dzOY Oldqd sE MsYdEstt o 9 Oj Isfpw  tsCdets HdzW HBBOo dzj dedv ff &5
Codzstetsdzv  ff tgcfoBtOpjddgddad i  tcOo d dzO € ts dzléteefi®). § tod dztsy j dzd 2

O AoBaseHE NPABUAS KOHTPOAA NPHADXKEHMH *

QbWke Onucanne npaenna

Ayt AKTHEHOE NpaBKan

Mpunoxenus, AN KOTOPBE NPUMEHAETCA NPABUAD (MOXHE YKA33Th MaCky MyTH)

Mym  MMapamerpbi zanycka

Aobasute

¥ Aoctyn CUCTEMHBIE YHKUMM MPMACKEHUA I
Hacnegyerca Mogwbukalms namMaTi 44pa © NOMOLEHR NRAEKNEMME 0T134KM
Hacnegyerca Brizos dyHkumn SetWinEventHook gna eHeaperna dil & wyxoid npoyecc
Hacaegyerca Brizos dyHkumn SebWindowsHook ana sreapenna dil 6 wyxoi npoyecc
Hacnegyerca Boizos dyHkumn SetThread Context Ana sHegpeHwa B Syxod npouecc
Hacnegyerca Brizos dyHKUMK 404 paBoTel © NamMATER Yy 0ro Npolyecca

Hacnegyerca Brizos dyHkumn DupHandles gna paboTel ¢ oBbekTami dyKoro npoyecca

INEEEEE W

Harnenserca Bomns thadvindd Ang cozaadiad NoToea B s oel DRoLecce

Omers
t df140. [Cdzts ¢ Esp Opto O Ctdidstesdy f oddztsy j dzd 2 &

10 9SS d&ZPBY §ftejH OGO Plf igwzdsfisdzs o dzQjdzdz’ j| J §O0GORj S , 5
CftcOo ddzOds Sdzstesdzy f tod dztsy § dzq 2

T bbj SMmistso jf diffifddgd §| O el pdd@zd j ¢ 6O d dzO ( fBie'Q djlsly) talz! W' o
By jls BT s dzgj ded § Odzr dz" ) ;



szdsBdeftisdodetsy Hf eOo d dzfs
sOBd&Zdyd® HdAvW HtB OO dzj dzedwW Y toddzsy j dzd 2, dzO 0 Chipslsity ey jd Ists
fpdzi Hize W dj fi)letsdkBOUO i) Ister L Of BME Olsj dzr dzO Hd&zv L Of tsdzd
SBHdsets ftcOo ddzOBEY OB fiptfn j tolzPls! MW BHJBRZOSCSor;Rn Ht] €
1T CestfOsB O Rls'd35j dedls OzPlsf sL o scdzw s s Ef Qo dzv s IsOB dzd Yy ;
0 S dzsfrSeB Oo PlssisCter 9 0jls Cdes HABZY HtsBOo dzj dedv f kzls
ftoddztsy j dzd v ;
0 C desfRLOBB] dePlstslsCter 9 Oj bdzsC detsd3j dzj dedw f EIsd d ff Otec
90" BtcOdgdetse s f tod dztsy § ded W ;
0 ChstfoH@® dzPlsf sLosdzv e s EZHOdzWIS! EZCOLOdzdzats] fted dztsy
1T sOBd&dy0O M dOfmtes2 Cts? MdMmis| ddzf BL § &d2? 2 H gz d dz B o
Mdmisy dd & YedSyd2 fedasyddy e chdmwiss b oS ik dasy
o Mistsdejy M WERBBOMH®@®KHAS L dOyj dduif¥gz Bl floydkeyjs Os
H dzW HOdzdzts G 5 flssdzs yO fMsHj ey dlsmw 9" M sktoso
EfteOQodzvIs! L dgOyj dedvw ddd ofmjirm yd SBCMtse kOBAEJY' ;
0o MistderjunlsByf slssBteO) Ojls L dOyjddy o L Osdfddsfk
MW ddw YjSBtcCMO. utHjtydls MdajHkzshdj Ldoyj
A ¢t OL o] hejodzs dzv  MdMisj dddets?2 WekdeC ydd ¢teddztsy § dzg
o wyd2¢0 sCtLOh jdO o Ljdjd 2 yeojl;
A ¢ Of toj "ejodze dzv  MdMisj ddets? W lzdzC ydd fHaajdrspidg, dzd
S wyd2¢0 sCOh jdo o CtwOfmdr 2 yojls;
A ¢ Ofndzj H EHlsHndrw  MdMisj didets2 W lzdzC ydd fteddztsy § dzo
dzOMmdzj Hizj Isfyw SHdso toj d3j dedets tsls ¢ dztsB Odz! dztsG s
ftoddzsy jdzd?2 d tls cdzsBOdz desets f cO@o ddzO Hdzv ¢

( Mdzd o MistsfpafEftc HJj dzj dets L @dQdajj widz{jj sy 2 € O Mts
By jls Brlk! CtOh jdz0 o MdzjHks hdj yejlo:

T LJdzjdd 2sls GdztsB Odz! dz" = ftcOo ddz Hdzw fsHY

= =

ftod dzsy j dzd 2 BGHdzSoe t6] d3d dzdets W@z W Jzdets W L «
1 CtOMmdd Wls CcdzsBOdz' dg 7 OO deds AH dzf defsti 6
ftod dzsy j dzd2 GHdzSo t6] d3d dzdets YOz b zdets W L «
1 Mdded® tsls G &zsB Odz! dg' R~ fteOo ddz Hdzv fsH
ftoddztsy j dad 2 dzOfpdzj HEzs IsMw tOL dz" | L dzOyj dad’

o vdMmlsj ddder § WEkdeC yd o frfltasfdrsiyyi doyf W d € dtetso Odzdz" d3 dzOE
WS yd2 ftddtsy jddw.
10 oC k@G K] H O @ O fg'dzdzd Is - fOLO®R) ISte’ , Oktwlgdstiziyw M t§ g frylk
BJLEST OMdetsMmisd:
T uiSBpPffdzi HoDOstsL o sz jIs BHdzso e B3 dedes dzOfdzj Hiso Ols!
CIizsB Odz! degsé s ftwOoaddzO Hdzv fsH MOdzdz = f # @o dztz® | a2
dzi f sHY dMOdzdz = § tod dztsy j dzd 2 . lted oCdzs yj dedesadz yJ $B S
dzj Hsflszf dr Hd&zw" t6jHOCIdse Odzdw . 15 bEdRsdzyOdzds yj S B
1 ¢ sdzL dessSs j dz2' Y [z to dz6 dizfrdssted@addyj dzdz' 2 kttse j d2' ) 2t dzOdzd te
EMfirO0 d tEECOBOIYTa@ddd 0o ddzO. o B wjsiOy d s dzO ugP uggl |
f iz d3ts dzy O%Blzd & :
1 yjCetfrdls ZHGERPs SBHCOsG sdvsls orBOl! , COCdj f
OkzHdbk. 1t E@sdyOdd: yjSBtsShm' OCkdodttss Odz .
10 9C dAOEE L tso Cddsjtwirdic Oy O sfqpw  MYlgindkE?2 . sz CEsBBtc" 5 BEZHJi IS
ftsL H Odedets | (Y jtc@ALdEs. OdzO o 5L iBsy detsls! o Btstc® BOdgH Olsdz' =
Hdzw Ctlstster » BEHJjI ftedd3j dzgj des e Qo  dzts.
[ 2" MBRtOdj dedv o sets f o Oo d dzD te dzii3p Bzl MRS [ERH DS ' o i§ jdEs §
o d3j dzj dzd 2 B jL MBntcOdzj ded s 3OS 5 § e O9 d dzO
AlzdzC yd sdzOdz! dzOW o ftsL ditsy detsmyls ttj HOCIsdtetseo Oded ™  ff tgfeud dz ¢
sfkzh jMlsodw jsmw yYjtjL 6Cds ©jHOCkEsSLO fwOsdd ¢ tdbstt
f ©zO0x Ols g5 ¢ gz S ¢ d tc HAO IS O dgjjRnls odderd 5 Ho 82 desdBlz € dzd € L
ff ©Oo d dzts d3.
Rdzlsj oW j 20 d dzOBtte OO stetso 6 HOSIsstcO §sdz' L 89 Olsj dz
JizOB stek ff OO bac®® dzjsdzP f Qo d dZO ¢ ts dzlftderfsi®). 1 tod dztsy § dad 2



[0 f c@add&d idz’ j 1§ to depsnoiSdedie s o O dzd j8 iz @ asddet §
OCkdodats  BCter 00jlsfvw kd St HEY §ieshdslsis!

rdzv tjHOCIsdtese Oded W ¢ dzts B O de'Odz'H i datf Mef&feh df ez ois 6 fipdd)zlf dac OL H j dzj
[Bh dlitsy dzs EftcOo dzWlils! HtsfMiskfsd HaY §jtej ydMmdzj dzdz” 7 fd flsj
f OtcOdgjolst® ©OLHjd&z] d¢zHdls ftesdLotHdlMY OdkzOdtse d ydzts dzOfls
ftod dztsy j dad 2 .

O HacTpoiika npracxkeHui no yMonqaHKm X

CELe M - Jocyn CHCTEMHBIE YHIKLMH NpUAOsKEHUA

Ayt Paspeiiienn Mogudinkals MamaTi aApa © NOMOLLE NPMERAERNR TA3AKN
Pazpeweto Bezos dynkurn SetinEventHook gna sneaperna dil 6 wykoi npouecc

Pazpewero Bezos dynkumn SebindowsHook ana sreapenna dil & qyxoi npogecc

Paspeweno Besos dynkumi SetThread Context Ana sHeAperua B Wy ol npoyece

Pazpewweo Bemos dyHkuWi 4na paboTel © NamaTer Yy 0oro NpoLecca

Pazpewero Bezoe dynkumn DupHandles gna pafoTel ¢ oBbekTamu Sykoro npouecca
Paspeliern Bbmos diyHKUMM ANA CO343HMA NOTOKE B Yy KOM NpOUECe

Pazpeliero Beizoe deyHKUMM NOTOKE B 4yKom Npolecce

PaspelueHo ¥npagnesine Sy MM NpOLECCOM C NOMOWER 0TA3A04H0ro AP

Paspeweno HMHctannayua gpaiisepa

Pazpewero 3anyck gpafieepa

Paspewenn MHctannayua cayshil

Pazpewero 3anyce cayxbel

Fazpewero BzanmogeAcTENe © gpyrim NPOULCCOmM NOCPEACTEOM OTCEUIKM OKOHHEDX COOBLLEHIA
Paspewenn BsaumogeicTeme © Apyrim npougccom nocpegeTeom oTceiakn DOE confuerui

Pazpewero BzaumogeicTeme  apyrim npougccom ¢ nomowys OLE ofeektos

Pazpeweno Bezos dynkumn gna otnpaskn ICMP cooBugenma

Paspeweno Besos DMEAPT

Pazpeliero Janyce AoBepeHHED: (MOAMKCEHHEL) 404EpHIMX NPOLECCaE
Fazpewero Janyck He gosepeHHb (He NOANMCAHHER) ADHEPHUX NPOULCCOE

PazpeweHo MonydeHme KOHTEKDT ASCKTONE KMAW 3KTWEHOMD OKHA (BOSMOXHOCTE CHATHE CEPMHLLOTA)

I J QI JJ o JJ Qo J < Jo Q< Jo J< Q< Q< Q<<

Pazpewero MNMepexgat HaxaTna KasMw

MpumeruTh OTmens

{ qfdlt jHOC kSt cdksBOd dF 7 fwOoddz 65 Ik dsdyodds

BOMdzj H o OlsOL ¢ | dzgHlsly ¢ dztse Odz' ot o tet@fock] d ts
qandz,dzr" d dejftsHfqmMOdsdz 7 fteddzsy jdd2, H

cB
H
dz. 2 u§lEmpsiShpseo 2 j Is.

T o= <

d
s
(0]

/\ ZdzS yd sdzOdz! dzOv o 5L Bsy detsfyls ! cJ HOC e Odzdw fB5dz L 59 O
dZﬁ]lSﬂZdel’]thJfr]ISSdZWJISﬁ]W Y te g O MistedaPtE @y ¢ @O IsEtes@lstetsdzy. ff tod
'[JHletsts LOfEMCOjIsmwt § B0y OdE Ofs@ pizisdzflsd dz 5 Hots2 dats Bk
20 Mistefstt@o difztsds. RrRdzsjte j2f) J dzOBtsStE §OLOd)lstese toj HOC
OdzOdizs @ d ydzr ddalsjteW j2Mmkz d dpOsesAoizdz]tdagO ofjtdsQetgpdzAs ¢ CdEzls te 5 dz
(te d 40).
t JHOSC dteso Odzgd ] G dztsB Odzt dz' = (OO0 ddz ¢ & datisfiplszy ) ldf scdfvdztslsy fij wizd
slsHj dz dasj 15C datic JBIPY,0C SBEPMC O s s § g |  GRisH f tf Piisq &
Hots2 dagsdslz M j dzySk dz@ .ftesSlk ) § 0o d ks

587s Sdzastesdz toj j MistcO

sOIjcitadrstesdz? g d MdRed@O o ¢ dofHEQo dzj dzd § €t
H dzegts H [z dBj)2RDallas Lock 8.0-s C setcOded ydoe Ols fsfrisCd
ZOMstes2¢d CtodlsdujmMedr tBi jCIstsea [ u.

B s defs dzbs s dgv § |
1L dL g dgvls!



KomMnoHeHTsI

=
Y¥MPABAEHWE KOMMOHEHTOM COB Dallas Lock 8.0 v
BEACTBMA

Ceoara COB Ofiwme HacTpodkn COB CurHaTypbl - HacTpoliky 3BpMcTHIM

Hoeepernbie agpeca KonTpoae npraoxcernii Kontpone peecrpa

Konrpoampyemsie kmoum peecrpa -

@ Active Desktop
@ HEEY_USERSYMContral PanelDesktopt®
© HEEY USERS™SoftwareiMicrasoftinternet ExplorerDesktopiComponentsi®
@ HKEY_USERS™Software\Microsoftilnternet Explaret\DesktophGenerali* OMEPATMEHOE ¥TIPABAEHWE
© Bawneie ko peectpa
@ 2anucw aeTosanycka
@ HEEY LOCAL MACHINE\SoftwaretMicrosaffiWind ows NT\CurrentyersiontIniFileMapping\Autorun,inf*
@ HKEY_LOCAL MACHIMEYSoftwareiMicro s oftiind ows Currentyersion Explorer AutoplayHandlersiC anceldutoplayFilesy
© Knwoun peectpa - Internet Explorer
O Knioun peectpa - asTosanycka
[x]) Kputnqeckne obbektel 0bono4km
[ x] bogynn asTosanycka
© HKEY_LOCAL_MACHIME, SoftwaretMicros oftind ows NTLCurrentiersionyfind ows\Applnit_DLLs
© HKEY_LOCAL_MACHINE\SoftwaretMicrosoftyWindouws NTYC urrentyersioniind ows\lcon ServiceLib
© HEEY_LOCAL_MACHINE SoftwaretMicrosaffiWind ows NTHCurrentiersiontfind ows\LoadApplnit_DLLs
(] HEEY_LOCAL_MACHINE, Systernh Control Set*\ Services\*\PararmetershServiceDll
(<] HEEY_LOCAL_MACHINE, 3ysternhCurrentContral et Services\" Parameters\ServiceDIl
(%] HacTpoieu Internet Explorer
@ Hacrpoiicn WinLogon
© Hacrpoiicn Wkreprera
0 OFrert ABTO3ANYCKS
(%] OrpaHK4eHua NPMADHKEHHA
@ Cnachas akTreHocTE
© Nogenauaembie mogyam Internet Explorer
[ x ] Pacwmpenna ofonaukm

Q CHETEMHBIE 0BBEKTEI

@ Cucremnbie daine koHdurypaLmm

{ dfj42. sObkjestedy cstdstesd tjjmsicoe

{ OBBYOVY 5B ZOME 5 d&@lsize sgsdflendls § o] yid' Stdstsddtl]
o odH] Hobkhztsodzgotscts MYGMSO:d Wgihd @so Dzt P d dzOBH ¢
Codstesdzdtelzj &3 ° T dztefsd | dzods B R Otej j st O, oo 5HMEM 2 o
M qisS MHjydls dzOLeOdd) ctbkffr Ctdstsddtolz] d o ¢ ds y.
) qdzH S Olststets dp dhpfiflsOEsvdif v . S k& 5 dzgfic rls § o dzd RO Mdzj H Iz

0 8 Cdzttay j Mstc® ddzd ofmw ctwkzffO Cdz® yj?2 OCkdedtet
0 8 Cdry tojjMmMbted ddzd oMY cwkzffO Cd¥ yj2 HjOCI
0 d OCIlsdodtetseo Odzr dzj ofmj Cdzvyd, ontsHwWhdj o cto

]l HOdzdzs? CObjcettedd dBsy des fesmMdzOlsted o Ols HisB Qo dzw Is!
HiOClkdoadteise Ols! ¢ dzt yd tej i MstcO. v OS¢y (s70] Ztetso daj e}
d ) RallasLock 8.0-s C HisMiskf dzO0 dzOMIstes2 C O dzgOMdzj Hiso Odzd W ) tdehpls 5w d
Mo jtcrdzj 665 kZtotso dz¥ H s3] dz0O.
lted dzO Oddq 56 B fiRiaf tcr 9 Oj sfpw S dgs HEB O dzj dgdWw detso G s
toj i MsteiPsH jtey O jji Mdzivkshd] fOtOdsjster :
1 bj¢Mmbste tpjdzéfus drjj P iplotas BOMEd Cdz¥ yo ddzd o jbsCd tej Ml
1 sBkzdBdektsdoe Jqtetse Ofs+ € dzv y
1 Cdsf CfOs5L otsdzwv 8 h Ovw SlsCterls! fJtosotsHddS HAY orBSO o]l
T Czst) Qe@ 3 dadf fsL o sdzv jIs HBsBOoadls! dzser 2 orf BteOdzdz 2 C dz
1 CdestffUs@j 82Q OC e 9 0Ojls tsCdets BjL MisntcOdzj ded W .
tdHOSC dteso Odzgdjy Cdzt yo tj jiMsicd LPFfE@QSOJtshzdlsz2D® Ols ¢ js& dzf
CdzdC k2 dzgO Szt y 6 i Mste®, fsMmdz yYyjes skt 9 0j sy ¢ ds,



59 1 JLsf OMmMdzOY Mtej HO w[) (§JjMmMsydsdyo)

rdzv fjtejnrntsHO € twOf s azllzjf dRBIPIsHg Sje©O dBd B j L 5 OMdes BB MEBfH H Bis
dz0 o ¢ dgOHd§fts dzjodzlsB 6 @lg'L 5§ O dzOW Mt j HO s [ 1 O( s igPadea) grP dzd J
f OO IstcORd BJjL Y OffdagRy dd@nistc Oei g Ols ¢ f OtcOd3] Ister BJ O
HdzEsH z2dzj) R | Baflas Lock 8.0 (tc d fiy43).

Isdzj i UHEsBdEs 1 JjLBfOMds? MtejHd wfl1 (§4Mmeyddyd)
& ] Rallas Lock 8.0tc OL H1H.6z

KomnoHeHTI

¥MPAE/EHWE NAPAMETPAMMW EE3CMACHOA CPEAbI COB MexceTeBOH 3KPaH

CUCTeMa KOHTPOAA HakonHTened

BETOMATIHECKAR DUMETER N0 3368 P M ECExn poyeccos Ben, KOHTROML pecypeos

BesonacHan cpega Ekn. CucTeMa oBHapyHeHHA ETOPXERNA
EezonacHan cpega COB (NecodHmua)

fosepenHoe pacnonoxeHme CpeAcTB0 OBHaPYIKEHUA W PEarHpoBaHA

t f43.1 CZOHC O ¢u jL 5§ OfddOP ] fitey deddy @)f d

(AW LoV jIs dzOfMistceOdo Ols! MdzjHkshdj foddlsdSd BjL T Ofd
v OB dzd2¢.O0 | OfMlstets?2 ¢ d BjL S OMdats?
bolssdBOIsduj MSOW tydmisC O s L Oo jteh jdadd o
Il 5L d3tsy desj L dzgOyJ dedSidz. §/ cbd s s dzig @@y dzd § H O dzdzl2€ df.t<
Il sdzd s 800 sz j Is wPBtzHH Jsdzdds ftosdL osHdls! v OolstsBOL
COsOdzsete B®Bls MBHJjydBsSEets, MSLHOMEEEes sy Mtsd;
fted Hi.
bolssdBOIsSdYUi MEd2 LOfEME Htoddsyjdd2 o
Il 5L i3tsy detsj L dgOyj dedCjdz. f/ tebd (RO IL dgts dz O dzd ¥ L dzO Yy dzd j1 "H Wk
1 sdzdsdBQ otsdzv jIs OoltsdBOlsdyimMéd L OfkMmE Ols: 9 BJlL
df teddztsy j ded ¥, OfMMtsyddtetse Odzde" § M dzj d MY sdzdzv | B d3
duzj Hse jtej dedz" = dMissydzed ¢ 0. [ so j toj dzddf g dzd YIS U degd &
ttOMYy sdztsy § dzd J
1 JLBfOMdzOY Mmtej HO
I 5L d3tsy detsj L dzgOyJ dedSicz. f/ mbdisdfIE s dz g O dzd ¥ L dzOyJd dzd j | HéR.
1 sdzdlsdC O fsLotsdzw jls ki te®b tztizs 4 j def flzti U glzd pfi{Oldaits Wtsfh
¢ ) RDallas Lock 8.0-s C.
Il sL i3y detsmls!  jtejdad MiIsd dL gy dgj dedw dL 1 &
I sL d3tsy detsj L dgOyj dedSicz. f/ sbddiisdf £ dts dz g O ded ¥ L dzOyJd dzed j | HéR.
1 sdzdlsdC O tHtsLotsdwjls ftsdz LtsoOlsj dzs silsC dzg ydls mts!
LOY 2h | dzdziB d 5 s fo O ) dats 2 figdzeg j H Odzdz 2 f OOdRj stc o ¢ dz
ftsdz L so Olsj dzs BEZHJjIs 98" o9 jHjds HJOdseBo 5§ 5¢ dzts
or f sSdzdzj dadg " jid2dz" o3 f tetsyj Mftsds.
IMMjeHO LOfEMEOI: o 1 jLt{fOMds?2 Mmic]
I sdzdlsf&Oatsdzv jIs dzOMistceOd o Ols fkzlsd Hts ftoddztsy j dzad 2
LOf EMS OIs: o 1 jList Oidissdzy Mded *H jL dzOy J dzd j1 H Odidgafst® dz:§ usiz
14 t6J Ctsd3j deslr Pl fgw Is ! ® HOdzdzr 2 M dmtse Mmdmlk
ftoddzeHdlsj dz dg" 2 LOfEMS o 4 jLtsfOMmMdes? Mtej HJ
Colstster j| L OlteOedoaOsls Ctodlsdui MSdd Mmdmlsj d3dz
mMdMmisj Bz ¢ dgj OB BIssMf s detsls (.



[ Bo | to] dedthjf s dztsy J dzd J
1 sdzdIsd € O fsLotsdzv jlis yd ted L Moslse jlsMise ks h dJ cOL
Hdted SlIssted?2 d MydmMse Htse jteoj dzder m dzsmdisd dzj 2 d da stec
stsdalstetsdz?  f tod dztsy j dad 2

1 sdzdlsdS O fsLotsdzw jls dzOMmMistesdls! Qo ddzO $tsdzlstesdzv ¢
l1ted ddduyddtse Odzdes O tsfEddize™ o0 O Isfw  ©ls H jodz'Odzlgj dztf § dzt

Codelstetsdzy ftoddztsy jded?2 BJL S Ofipdeg OB IHT 248 felOL H | dzO:
1T [Bhdaislse jyojl L O kEfttOodzjdzed] HBMIsEf R Hdv Mmd
1T oH Pl j yojls L O d&Omkiis®® dd tdotddddf'y fted MO
OsO¢y] LO orBtste e, CO0Cd] MtsB" Isdw ftsHdzj 3 O

1 OMmstets?2Cd totedMmisdSd 1 ¢

1 sdzdlsdC O foLodzw jls dzOMistcOdo Ols! o jMtser j L dzOyj dedV

1 OMlstets?2 € © H Odzdzs 2 fsdzdlsdSd LOadMmdls tsls
CotcdMmMisdyui MEd2 OdZOdzdL HdzW BosCdJtseaCd OB
1 JdfMmdzd Hdzw CdedldndsSIdud M d 2 O dzO dzd L H dzw

s Ofmdz - ftocpfE@tes o dzj dzts | LCdde¥ i odes Js RS
1 Oets?2 Cd L otcdlizgbhdBflsehdzO HOYJ HAzv (o

1 JMmdzd Hdzv fCdsdlddsSddud M d 2 OdzOdzd L H dzw
s Ofdz" = foshfB@dse dj dts (L dzifj dzOml
iz BsdzyQded sts § sdzdiidsie®?2 ¢ d 1 o tod sfifidz
Hizf esd3slstc O;

T dmdzd HdfsdEEdedMisdud MCd2 OdzOdzdL H dzv¥
s Ofmdz' =~ { tctsiayldnOmstoo dzj dzts { § op@ W3 dedzjydats2
St sdzd gd@&fPstets2 € d 1 o o Hfisle € dz® eH dzv  tej H OF

Jbydl s LOojteh jdedd tOBBIST syl Ml

1l sdzdlsdC O L otsdw jls diashpshetedse O difby dzSsusdyj sO s L 09
9 14, O sOCyj] EZCOLOI! COlOMdSE HMW RnteOdzy dzdw tslsyy

] stese MtcOB OIS 9 Odzdw L otedMmMisd ¢ d

I LBy detsy L dzOyd ded § ¢ sdzdsls deSigfs:dzy®©lsizd®  H sz0yQ G .j 100e0 dz
1 sdzdisd€ O wodzw jIlsfypw fa@iClasydfCsg ddz! dz'jdpts o fMtcOB OIs™ 9 Od
fesmMisdy jddd L dzO0yj dzdv Cobtstetsets fteddztsy j ded g, L Of
ftoddzzHdIsj dz' dgs L O9 j teh | dats.

tdJHOSCIsdtetso Oded ] HOdzdzsGts OO IsteO® ©WOL 6 M j

CotedMmisd uj MSdgd2L  QuoedY BdzsS diese € OB SIS

EmlsOdzets o dzj dzts { | o@ U3j dimfzjydzts?2 . dz@fnisdeds® & d ) dzlz O §

sSlsCter Is! tcj HOC bkslcstctisdzd R OH Ols' 0 Oded ¥ {f s¥ @ td

Mstslse j Ismisipzy e hj jfgd jsh dB €

ANO2dzse OV MdMmisj BO d tj J Mists

1l sdzd sfif€Ratsdzv j Is dzOflstcOdo Ols! dgj HisMlsk dzr § dO ylbj d
COOizsc Od3, dzgj HisMiskzdzr | dz2O ybidedd d LOfdMm: ojlsCd
HSB Qo dzj dzdW HBBOoadzj dzed™ fEkIsd o MmMttslse jlsMlseakzs h d2 Mt

CotodMmMisdud MEd2 OdzOtdAa € of AEOBEAS'C dstf Ofpdz" = f tots
I 5L d3tsy dats § L dzO 4 dzd 41 r Sdmdrdjlod G d &3 c ez ydzs?2 e dzOimdsied
MdzOMistes?2 C Od3d § © ) A zddys@ided>dzd ¢ L dzOyJ dzd j | 'HOdizdapR dz f ts
1 sdzds€ O fsLosdv jls tOL N dIs! BJL S OMmdats? Mg r
Hizf ted dzgzHd Isj dz! dets e s LOo jteh jdzdw OB BIsT s OMmdze =
LtotedmMisdyi ME et OdzOdzd L O, OfiflsGia <Ry dg 9ote difriddrdClsdd €1 ju



510utc j H fflssetszOtezy j dzd™w d ®j Ocdetse Odzd

rdzv fjtjatsHO ¢ tcOu s G dzjdd@ffjls S &Y s ddgjdEstds Hd fis  dzO0 o ¢
s s tsdzj dals B tc Odsts j H MistwEsdzOte z y j dad W d 1] Qc tcfygs ®edeedy jozj dzd j
Ctoli3f sdzd dpsStsdigsy didgf HOC Isdtetso Ols f OOd3j Ister Z0 Ekttseodzgj oM
z® s Hyddzj dzdz’ 2 ©BI jCIsOR o 11 f§toddj dew(te dsfipe). Zfils Odats o dzj ¢

Itdzj )] fSHEBhGES & dijHMlse | B Otk j doftsr iglsacj Of & os© iz
¢ ] RallasLock80tcOL Hjdz 16. 7 d o 1t k¢ o tsDaltpks bogk Lintsx ta &L fytfj ddiz Qs AB«
KomMnoHeHThI B
¥NPABAEHWE KOMMOHEHTOM COP WMemceTeEoH 3KpaH

CHCTEMA KOHTPONA HaKonWTened -
MpaEkna aETOMATHYECKOrD PEArMpOEaHMS Whame Hacrpodika COP

KOHTROAE PeCYPCoE

JKypHan coBbITHA v
CHCTEMA OBHAPYIKEHHA ETORMEHHI

KonmyecTeo sanpalneasmer sanmcerd | 100 v Mepebizsanucei

EesonacHan cpeda COB (necouvnnya)

CpeacTeo 0BHAPYKEHWA M pRarMpoEaHUA
WHAETP N0 BpEMEHK 3a aeHb 3a Heaenro Ja mecay Mepuog

27.05.2025 00 MpumenuTs
27.05.2025 14315

t dfd44.1 CZzOHEC O cutcjHMlsots tsBdeOtelzy jdzdv  tj Ocdteso Oded VW €

5101 d4o9BHSCO " [t

10 o€ dOfHEGe dzj dzd j S 5B azj WO f3e B YO (B e O O sMw o dz¥ ts5
s’ sdvaR 5 MCOddise Odds MdMmisj B dz@ ddzH S Ot € tsd
(tc d f45).

KomnoHeHTh!
YMPABAEHWE KOMMOHEHTOM COP
AEWCTBMA
MpaBkna aETOMATHYECKOrD PEArMPOSAHKA Wrankatopel komnpomeraumm (1 oC) Hactpoiikm COP Janycrts npouece obhosAenua COB
= Janycimie obHosaenre COB w3 nankn
KypHaa cobbIThiA ~
PWULTPbI
KonuuecTso zanpawmeaemen:zanuced | 100 < Meperix zanucer
Mownck |
PrALTp No BREMeHK 3a AeHb 3a Heaento Za mecay Mepuog
Dallas Lock .0 WK12
(16.05.2025 ERLL MpkmMeHuTE
Dallas Lock Linwx FIKS
06.05.2025 16:17
ID  * Twunmogyaa Bpera APM Mo, b Tun cob Peay Ki p

t df45.s Olsjestedy cuHotsHECO w [t e

10 fOodejdatd Istethy MtseBdteOj 3" 7 LOYdMji2 N ktodzOdzse By des dzOf
fOLOBisteO® d 5 sdfk dBsHEA] 2.

vOC YY) HEZGdHOBHE® tfudjiiHEMBslstej dzZO o sSL d3tsy dzts M I9C-s BY B jdESID B
UjtegL Cudfdisdls: ftetsyj i Hpa@befpdd ®gdiso dzj dzedj w [
lted L Of MC j) CfedidsdgHs ! §f tesyd M tseEsdetss dzjOdeds e ezifsd ddgsdzd § B Ol
e h O hdn SO tedzj dzls Qe el ) H 5B OO0 dzj dzdes 2 [ isdzef sc@jydegd § B C
ddzHd ¢ Olsstese ¢ sdf GipAR] sOydd



D OfHOBNEHWE Basbl peLIAFOLLME NpaBMA kKomnoHeHTa COB X

OBHOBNEHME 33EEPLLEHD

Bpema Onepaumsa Tun moayaa Parn Pesynbrar
13:40:45 OBHOBNEHWE SAMYLLEHD Ok
13:40:46 OBHOBNEHME HACTPOEK IBEPMCTHEK Dallas Lock 8.0 HeuristicsParams json Ok
13:40:46 OBHOBNEHWE CHMHATYP ¥YPHANOE Dallas Lock 8.0 JournalSignatures jsan 0K
13:40:48 OAHOBNEHKME CMIHATYP Tpadka Diallas Lock 8.0 Trafficsignatures,json 0K
13:40:57 OBHOBNEHKE CHIHATYp TpadKa Dallas Lock Linws wiaf-brp-currenttangz  OK
13:40057 OBHOBNEHWE NEPEMEHHEL TPadKKa Dallas Lock 8.0 Signatureariablesjson Ok
13:41:04 OBHOBNEHHE MHAMEATOPOE KoMNpareTaumi Dallas Lock 8.0/Dallas Lock Linwx UeclocUpdate.zip (8]4
13:41:04 OBHOBNEHWE 33EEPLUEHD Ok

MHdoprmauma ob oBHOBAZHMK

AobasneHo curHatyp Tpadea: [
OBHOBNEHD CUrHATYp Tpadwea: 17061
MPANOHEHWE Dropbox desktop software in use
MPANOHEHME GoTokMyPC startup
BLACKLIST URI snoymeluaenran cocenka - MGEER phpfc=TestUrl
BLACKLIST URI snoymblluneHHad coblika - gate.phpfguid=

BLACKLIST URI znoymeIlLneHHad CobIIKE - countaspimac=
RIACKITST LIRT 2 ncwmariinaunsn conimes - oecnlld 16 avaft=

3aKpEITE

{ 6. [Bdzsodzj dzdj BOL' ©jhOshdn fwOodd Cdfsdy dzsO w ] Hd GO

lted L Of EME Jjy Atsaipsizfls - B dzs o dzj dzd jsis € fof o @niffidshyakiiskS jddsu
Hdz8¢ " BBtO dMissyded C © tsB dzglso dzj ded v .
[ Bdgso dzj dzdlgC-BOL'SIstso sy jIs o C dzt yOls! o MmjBW:
1 BB dstso dzj daed J A efiMjCOs slbo C eEwa TjjSIsl o HHitsB O dzv ¥ Isfw g dzj C
ZHOY E Isfw ;
1 sBdsodzj dzgdj MH-SBY B : | §@€J dzj 5B - H)kdE sd 28 Hj-te))
sBl jCIsso dBsyjls HBteOB OIlsr 9 Ols! Mw ;
1 sBdzsodzj ded) WwEIHEB®SPOOLS8. 0 d DLL.

[ fldzd §ted B dzts @S alEAd JC Is ®aloQismir 26 5 d d3j j 1B, ISWOEE]
feh jmsoks h d2 4§ sd'laCiss0l§ £de', i Clsiel-chs oi'CAs L Odj
° qdsg 6 hd2mw.

loCtsBi jClsr Ly lscOmaiotierls dzCjslstster § dzj B dzd o § v
(dgr dzd 4§ sdzkyj dz' dafipslotkjrutUpdate @ o tsB dztse dzj dzd d ) ,
COdj OCkkzOd d j .



5102 1 6Oodd&zO OolshOldyjMStSEs ) Ocdicss Oded W

] COljduOpd @O sshOd U MCBes iE@®ddewOP&GEY GO0 b Ok,
doj O OEafro sHAlsMY dOMsEE2¢0 (0o dd OolssdiBIY Uj NS A

KoMnoHeHTel

=
YMNPABAEHWE KOMMOHEHTOM COP
AEACTBMA

Ceoaka COP

WHamkatopel komnpomeraypn (oC) Hacrpoikm COP Cosgare

Deicisne Tan moayaa

.. Bnokupoeks AR. DLED, DLL

SUNLTPBI

ONEPATMBHOE ¥MPABAEHWE

Cunxponmsm poBars

{ f47. sObjestedy ¢l cOoddkzO OolssdkOdyjMStSeE ©j OcdEss O

s dmMst POeGsdiRisd yd MEset toj Oc d tay RO dgdptiflasiLdrk 8.603tbw fzrizj 2 &
Dallas Lock Linuxdz0 Ektetsodzj r1 ftjHMmMsOoadzw jls M2 IsOBddyk M t

1.¢  ed MssdzB jy M dqHjdelsdW¥W dS Oydnodadz' d3 descdj esds MistesC d o te
ftcOo JasO.j s MsHjtey Ols! MmMdzjHEzs dj JdzHdS Oltster OCIdo dzsfl

©Q o5 fcooaddzs OCIsdo dats;

© o5 oo ddzs dzj OC I do dzts

N

.CRABtcO0 qIZOOHOdzdesj] ¢RI HtosdLotsdz desj ddiv ftcOoaddzO 4 tod
.cufmizso v dzn d S Olstste (MfdMmse dqdzHd ¢ Olsstese , sBi jHJdzi dz
foifsL HOdzdd  tcOo d dzO.
.crd?2msddgje@mlseady, EZSOLOdks] fttd ML HOddd fttOs ddzO.
.cudf dwsd bBdfe ItHEUMIssBEHYS ML HOMds fttOs ddts.

HOdzdzts?2 COIsjetstedd dsy dzs MtsL HO9 Ols! tj HOCIsdtese Ols
s Jiecso OB G fdudad) G sdfdcd stedlsjls fteOo ddzO 0o ls s dfGeled f JsSiOLsS aff
Mtstslseo jsMise s hdr Cdasf BB o d2P BOP Gedz] zfdzls | C Misdesc 5 d3j dz¥

Vi tOo dzj dzdj MYdMStsds wOoddz OoltsdOldyj MS et
Cstedzv  fu 10 bseody cbkffr (fosHekfyr ), ¢
feshisste ¢ OSkkdeOydw/ HjOCkkde Oyd»y §Os d d.

w

N = o b

r v HiB O9 dzj dzgd vV { tc OpSdieOs O jls@saldstsfou@dzd v dzj 5B R SH d d3tS:

1. CObjttxc@fdff dzO OolstsBOISdyYj ME sy @l Oc dudisdq@aPY § Odzj dzd
]
]
b

slsCter oh j B 5 dzQ @lieds ' C diEHUECQE S O SOCY | o' BLOLk

rd2misedv

2.1 ®lCtroh jdhv &kOMsjttj MSLHOdIY ftOsddO o' BOk: Isdf{
3.1lejfisd o IkjSMksosd ftdj dJd¥ MSLHOs Oj Bsct f§wOs ddo
qurfOHOsh jes Mfdms o.



1 sfdzj orBO® JdHifS OBL@ ke POKRFEEGY (Jdd NSO cf &
ifmdkd f(tshmisOsdjd MNMsslkejlshsokzshd2 yjtesth) GlsseLOL
9" f OHOs h g2+ (iipdefH 2y M d &3 L dzOyJ ded W B :

1 ¢+® §SCO o' BLOdts HOdzdes] L Oy dedj, GCds Ghsojlshw

dust j ts@®s al/rR £ rR;E
1 ¢cré& CR[REtcd o' BEStej HOdzdzr = Y jtcOlststetse HBB O dzv j
qazHdSCIsstc® d or OHOE N2 MfdMst ©f jtcOtstcO;

@ [ dzv¥ ML HOdY EkEfMdsedw o [Auv oL @syds i sd

CUHOMdd'BHOMY jIs MmMdjHEzeh d2 HAURISE B Is thitf He@dfddis ctisls B dzts ¢
or fOHOs N d2 MfdMsS o' Btste® tsif jtcOtstc® ftodded BOj Is L dzC
BtcOls! sBl jCIsT Hijtej 8 O, Hdzv CBlstster 7 MBSLHO O d&3s

sOodls! ftwOoddzts o Cdzt yj dzdz" o, yetlhpO©o do OO ster (15
ltetso jtedls!y L dzOyj dzedv 4§ OtcOBj stetso ftcOo d dzO@, §sfmdzi yict
| Bcptas] ftOoddzts BEHjIs HBBOo dzjdzes o Cwdziy My dme O,

&z iHOSIkdetso Odzd™ f tcOo dzO tzj BOE Is ¢ i Oz jOd ] s edfiatstf € &2
Ol HOdEZEs C(SdROdHE L SCsdlsj ¢ Misdese s { dgjHAPC,Is dtctshy didzo
ddz toj Oc ¢ t thal@sikdek (o d M48) o dzj Misd dzj sBABHd A § L d&3j dzj dzd »
dzj dzd 2 Istcj B Iz j Is fijwic ddagyyd@fldst tc § dzieaP§ B ls d s dgP Q@ das f & g H OC Is &
dd&z BEHjlIs LOStrIsts BjL MtsrnteOdzj dzgdwvw o dzj Mj dgdzr = dL d3j dz

O Peaaktiposanne npasua pearnposanna ELY Dallas Lock X

v =

ma npaesuna: PearkpobaHle Ha MHAKMKATOP KoMApomMedTadry (ToC)
Tun mogyna: (O Dallas Lack 8.0 (O Dallas Lack Linux (@) Y¥HUBEPCANBHEIR

BKTHEHOR npagKno

Yonosue:

Mrofoi mrgmukaTtop loC

Aevictene Dallas Lock 8.0:

Aeiicteme Dallas Lock Linug Enoknpoeate &Pk

MpymeHmTE OTheHa

{ 48, { jHOSkdtese Odzdj § 0o d dallaglOckd tetse Odzd™ [ A v

VHOdZj dzdj o' BleOdzdzsc s 600 d dkzO@ tiMkh j Mo dzv ji ©frdsq siin@sdjdads
[i2Mmsody of BsO HOMES2 CtdOdH' o CdisjCmisdsd dj dz .
Fdv Ctsfidese Odzd 0o ddzO dzj 58 B4 ¢ @AEZOY Obzj jd2R s € Iz
pslsCter oh j MY ©Cdzj oo jMmisd ddw 0o d dz@ defalf Otizfls O o df s dzt
Oy O’ ety dzd sV o zOy Ol dgPhOdesf € zH jls L OSte’ 5 B j L
CoCHEe s dL dj dzj dzd 2 .

1 sfdzy S ke ©jzdW OBH]jdds HiSB Oo dzj des o IsOB
Bjdz hdds dzO@ jHddedykz ks Ctsfdtokzj dsets f tcOo d dzO.
it mMudlsOds .



5103 R&H IS Ot Sodif L@k soydd (

s Ols j ¢ Riglgvd ¢ Olstster ¢ s B WA §z® O \irlsdte @ EdoPio dzj dzd § € S BY s dzj dzls
ftoj HdOL dzOyj dzO0 H dzv E{ tc O @rjddidd). d3j -~ Odzd L d3ts O3
]l twOBtyj?2 tBd&OMid COljetstedd tOMfsdzOEOjlsmw kOB d&Zdyo, |

KomMnoHeHTEI

¥MNPAENEHWUE KOMMNOHEHTOM COP

AEACTBMA
Ceopgka COP MpaEwna aBTOMATMHECKOID pEarHpOEaHN WHamkatopel komnpomeraume (1oC) Hacrpodikn COP RoBasuTe

Wugnkarop .. = 1D Onrcanme Jlefcieyer c Jeiicisyer no Tun mogyan

Q Crangap..
° Monesos... OBHOBMIbL

TUNLTPbI

Mowek |*

{ f149.5 Ol j e sted” cRdzH (S ObE’ 0@ BB tsdj sOydd (

r dzv ik js®Is ftoj HEMdB3tIstej dZO o 5L @I dzsMis! Mswelsdeso ¢ d
o zzlstcd udsOHAA O e lsfdzsfiz! L 59 Ols j dzr ME d 4

VitOodzj dzadj MYdMCBds feOodd j Ocdese Odzd™ Mt

10 btsstzifr , ot fHENEfEtC 5§ O€hBE®O@ q W / H j
o Cdzs yjdadj/ 5IsCdzs g dadj dzOMmdzj Hiso Oded W

[z fesiogmsEd ClsO  dzj 5B R SHJ GBS 6205 D sz0ezd O Gadpifidsaf dize
Ho O3y H' CdzdCdzkls! &0 MsClk laC-sBOF &EBE, MY 6idicOddcd ©
l bkttt RHEEBEEE®] s®GYJd MEHj tyOigel jCk BjL oL &S
GjHOCIdlese Odzy OC " B ezt C Iz

[ " HsBOodzj dzd" Ydz' LsoOlsjd MSdR ddzH S Obstese S a3l 665 ds,
1.1 Oy O’  CrdEsfColads® § OdpjjRdinlse W sMdzj Yjct GEBEB§ s
ftsd Lo Oz difzh d S O stetso ¢ to®) tosBglias Cogld(s d ©50).

O Aohasnerne NoNESOEATEABCKMX MHAMKATOPOE Komnporetayn (loC) ELY Dallas Lock *

3arpyska |0C-0B M3 NOKaALHOMO NCTOUHKKA

BhiGepMTE AOKAAEHYI0 NANKY, M3 KOTOPON ByayT 33rpykeHbl JoC-u

Brifiepure nanky c IoC-dainamm: | Nounce..,

CkaHWpoBaTh

DHM;I $a.. ¥ Mugmkarop ko.. 1D Pesyab1ar nposepkyn

Hobasute OTmens

{ §fj50. sBOodzj dzdj fGdz LtsoOljd MCAR ddzn pC)O Bt € 5B esdy s

2.1 ©lCter ah j &MY Cdzj S OL OlBCYH GAdsd BdH & o¢ sttt @ fifs { to.
sBl jUEsf dMOs 1 ise jotc d ksidzjlpOY O k@ikdd o' BOo § OO&SE o



ftod §odsh dl el d sfdj Ujct @Op@tsiasy (Eeco j©Sd oo
oG OL Odzdzts 5 16QHISCOMTEj Sffdzj HEZ¥ " j 2 fese j 66 d MeslsalgCsfmlse d
sl jClkse CiE@b P dgq CdEmidCisz

stedlsjtedd ksct, yKIS-WRdasds: v o dzv j Isfiyw
T WO02daz ddi3jjls @ dtoj dzd §
1 o WO2dzj JMils: IOK®EE] CBH J by 66 jdat.

It tjLizd SOOd MGGk s Visizd,w BENREOLEGY @ dadOd, o8B zHEZIS HISB
alsOB dzd yIz.

{ Mdzd W O2 dzr , EHiseo dzj Iso s,teW M difj to sYtg dhlijj to dfiy AP dzd t
RO2Hjdr, fWwoadlmw Mmtstslse jlsMisaks h jj Mmtstseh j da

3.1 OBdyjy jsEEmGusB i j Clstse zfls Odzts ordds™  WoOQ s dz€ fjj dzOf to
JdzH S Olststetss CBftotsd3j IsOyYydd, CilststeC-HeisjcfBRg Ismw HEBOS
O3 Ol §@BPOHIs

s (B B d2PsL o sdzv § Is L OC esB 0o day Ualgty fsdz L s Olsj dz MS dn
SR tetsd3j @AY d f Pdblas LockB j L Mo teOdsj dedw dz# Br 7 dL dzj dzj ded 2 .

zv EHOd dzdv ez s DisH d dysls1@edzzddfudid dzi MSsdzt €5 ddzH d € Ols Bt
dzOy Ols ! QOO f Odzjj ®dnls,e Y sMdzje Usjlscer o h j dffie'H Istis § dziH  Is -
HOdzj dzd 4§ .

4.1
s dz
C
[
q
z
{ Mdzd HdzW EHOdzj dgdWw BT deh Ods'j gids Gyde'd | tff BERESRO dgHS(

st tcd Y sSHIse jtoyHjdedd EkH Oz dedt tse O lsifigaits figi€dgf Gjls
bHOdj d', O orf Hj dzj deCis sfi)l§ @daw P@SGlda| § s tso Odz' .

5104 1 OmMlstes2¢Cd o[

1 0Mistes2 S d, Comos hdjmw Ldoyjdd2 f(odkdsdq Onbies? % ¢ af
2@ C zO0g Bgstf sdzjYastc j HMiso 5 5B dZOtclzy J dzed W (GFd@BIIPE Jtetso Oded d W

KomMnoHeHTBI
YMPABNEHWME KOMNOHEHTOM COP
DEACTBUA
Cooaka COR Mpasuna aeTamathueckora pearuposana || Mnankatopel komnpomerauan (100)
o Zanpetvamzm... ¥ Moaurika 3HaueHHe Tun mogyna
o DL (MKLD)
o DB (HK1Z), DLL (HKS)
o DLL (4KS)
o DLL (K5} SUALTPLI
o Cincrems, DLED (K12}, DLL (1K) =
o DL (K1), DLL (HKS) B
o LEa— GHoBAHMi updates.dallasiockru/Update  DLED (MK12)
o Merourme o GopacHmii [0l updates.dallaslock.rufUpdate... DLL (K3} Dallas Lock 80 WKCLE
Dallas Lock Linux MKS
OMEPATMBHOE ¥TPAB/EHME
t (M5l s Olsjctsted” ¢ OMistets2Sd uft e
v OB izd2H0 1 OMbstes2Cd w
RMistsydzed ¢ tsB datso dzj dzd 2
1 2Oy dzed j 3 Hdz¥  f Sdzq Is HITPS-Gigtdsydffs  de/"dldzd  OHtej ) f OF
Hdzf sdzd sd ¢ d o HETB®dz d@uf dz0uj daupdatesdaliasipgkiru/Update.



dSCIsdoaOydwy [/ HjOCIdaOydw ditsydzd$ O GBdzso dzj ded 2 s
RMIsdz LEjBMWYW sish ¥ o § igBlfdef i3syslz 2 s Qo dzv Is ftedsted
tsB dzts o dzj dad 2 .
1 sdzdlsdC O fsLoasdjls EftcOodzv s thE@bssydE sa3. tsB dzts o dzj
1 sdzdisd SO f ted d3j dzv jds)mrDallalz@ockz&sizatdzw -

RMlssydzed ¢ tsBdztso dzj dzd2 | oC
) 2Oy ded § &3 Hdzv f s5dzd Is HITPS-Gpsyjiffs  de/rdlalzd  OHEj M) § Of
Hdzf sdzdIsd € d 9" BlcOdz HTTRSJ ¢ d dzOL dzOy 4 dz
updates.dallaslock.ru/Update/UcclocUpdate.zip.

1 sdzdsdS O fsLotsdzvjls EftcOQo dzw s th@sisiyil 6 tsa tsB dets 9 dz
1 sdzdIsd SO f§ ted d3j dav jds)rY dB@fasiE®ekiz omwxa
[ B d&OMs! MS Oddf&so Odzd W
1 sdzdsdS O dimfsd L kjlsmw H dzw ZOMstets?2 C d sB dzOfyls d
(B3 tetsdsj sOydd.
1 sdzd s SO fftod d3j dzv jus)fpr (dR@fasHoekb dnxs
[Bdzsodzjdzgdj BOL' dqdzHdC Olststese C R tetsdzd Is

] L di3syLddisyd ded J  btzdzls f.Cq.Czq j dzd i § 5 Ed§dzyOdzedes @ ¢
1 cdzdlsdC O tsLoasdwjls EfteOo dzvw Is! oL By desMis+ ¥ 5B dzt
sBdso dzj dedj sMEkzh jMseodvy jlsmw Iktsdz! ¢ 8 I3 MzEyo,,
1 sdzdIsdS O Jtedd3d dzv §j sfpw  dzO:
T MmdzlzyreAzp
1 BsHEzdvA

1 ¢ RDallas Lock 8.0-s/C;

1 &1 R 4 rDallas Lock Linux.

] cQoaddzO OQoltsBOIdyj Métsets tj OcJctse Od

Il BL i3y detsy L dzOyJ didCidz. f/ tbdtd@sdAlE dfts dz g O dzd ¥ L dzOyJ dzd j 1 Hé2.d
1 sdzdlsdS O fteddsy dzv j smw  dzO d3sH zdzw =

1 &) rRDallas Lock 8.0-s/C;

1 #131 R & rDallas Lock Linux.

t OmMf dMOdzdj MCOdedtetseo Odzdw Mmdfisj @3 2O ddzv d ¢ Ols
1 Oujdedj (sddlsdSd 5 bdsdyOdds: c¢17: 00 ldz Ils
dz@s d f52.
1 skdsdSO dMisd Lizjshy HdoY kO dj ddY ©ofnf dHodd

D Pacnicanme crann POBAHUA CHCTEMEI Ha MH, avKaTe, pel Komn pomera i (laC) by
Wenonssosate pacnucanie

Bpems:

10:00 S| | Bricraswms Texywee Bpema

Jrm Heaenm:

[ Beibpare sce gan

DEEEEEE

<P fobaenra X Yaznurs

{t df§52. 1 OMses?2¢0 §sddlsdsd ¢t OMf dMOdd] §sdMHeapeddmds Ols

1 5z lsd SO fteddgj dzv jus)iDallas@ockzsszlizy o



tdckdvtedtshls! (B dise dzj dzd 2

I'sL gy des] L deOyJ deff il epleltd@d Cap:, 4@ o eMASEd o Hop.
1 2Oy ded § 5 Eldgdaneged ¢ 0 ¢

1 5dkzdlsdS O Hbkeddilkj " fL dOOEEESEEPs & G s dzj
VY wdfylsj 50 B dOky jddY olssty dad 2

1 sdzdIsdS O fteddzj dzv j smw dzO dtsH zdzw = :

1 ¢ RDallas Lock 8.0-s/C;

1 &1 R u rDallas Lock Linux.

tdekdvwicdsmls! MEOddteso OddwY | oC

dzv fsdzdlsdSd bteiplkzjlsmw soatHdIls! L dOyjddi o oW RtddRG
d dej yohj, yidg tOL o 15 biddzkzls.
1 csdzdlsdS 0O dMmfsd Li2jIsmw H dzw ZOMmMstets?2 Cd toj ¢ kzdzv todats
C sl etsd3jleEO Yy d d
1 sdzdIsd SO f§ted d3j dav jds )Ry dR@fasiE®ekiz dewxa

5117 OH O dpdiw

ssBOdHT , isfc@dddaljaszlork dg0 BsHEz&dPj & dsytHL Ldz' sOksd o
Mlsstetsdy BsHbEdY [déoallas ocki®H © dzd W d3d .

VftOodzj dzdj L OHOdzdY 3 Mk h)jGHDEAfRHESHY dzO o S ZOH S j

JagaHuna

CozgaHo ¥ BbinoaHeHo Tun AsTop APM Mogyae Craryc
05.06,2025 14:48  1us 2 Mpoeepra uenocThocm admin APRA-DLED-K, A.. Dallas Lock 8.0 FIKL2 Oxuganme BbINOHEHMS ¥MPABJIEHME 34 JAHWAMW
05.06.2025 14... Mpoeepra uenoctHooT  admin LPhA-DLED-C Dallas Lock 8.0 VK12 QxmaaHme seinoAHeEHNA
JoBaBKHTh 3ajaHHe
O 03,06,2025 14.., 05.06,2025 1449 TMpoeepka yenoctHocTr  admin APRA-DLED-K Dallas Lock 8.0 MIK1Z OK
& 05.06.2025 1446 1ws 1 Mosmyuenie KoHburgp... admin AP1A-DLED-K Dallas Lock 8.0 K12 Ok

@ 05.06.2025 14... 05.06,2025 14:48  Monyuenue konduaryp... sdmin APM-DLED-K Dallas Lock 8.0 MK12 OK ¥1a21Tk BEINOAHEHHBIE 33]aHAA

Ypaamie Bre 3agaHna

t df453. 1S ZOHGC O ¢ OHOddW é

4  c@H OdeP? btesodzj [J fjHMsOodwjls M2 kOBdIyk M {t
l. cutL HGdftsteH j oy dls dJdaW sted3sOyds s HOIs] d otej d3jdd MisL HO

MsHjteydMY JCBds 0, CiE@BON sHz)dzdy Oj ©H @Gaed v

D@5 L 0n0dd] o' ftsddzj dets;

O LOHOdd] tYdHO]jII or ff tsdzdzj dad W

Os5 g or fsddzjdedd L OHOdY fsdL 5N ZzO ©h deS O
2.¢cl " f sdzddy filpse j e @lis d otej d5W o' f sdzdzaj dagdW¥ L OH Odad v .
B.cudPentsH jtoy dls dzOL 9 Odedj L OHOdzed W .
4. coolsBURSH jey dls ddY kyjlstsOlsj @ ML Oz j s L OH O] ] .
5 ¢cot feemsHjteyxdls ddizvw 1 s, HA&v tod ffisszdy Qefey HBPdzdREs]ls SO H O dzd |

6. ¢ SHEZ&MESH ey dls dog¥ stedOqufv, dEEzvizdzr szl dzg 8 3dzs L H O dzis
L OH Odzd § .

7. culsOlZBp@OL 9 0jls dzO MisOlskf o' § sdzdzj dzd™ L OH Odzd ™ .

5111 4L HOddj L OHOdz]?2

rdzv ML HOddwY dsotsets LOHOdzd®: dzO bktesodzy 41 dzj sBRtsHJ A

1. 1" BteOl* 11 9o Hj tdfjjotgj Xlasizids@z@en (GddfHC
2. Jr BteOls! rfuBd@Xoldf Is! LdBH Qd@fdg] dzd d dzfistelz 3§ dzls 59



310 1 CkOdzj fsvedlfy 6 dts &OMswOmSMSL HOdR]Y dssscts L O

O MacTep cosaanna saganna *

BriBepuTe TUN MogyRA

Dallas Leck 8.0 MK11 ~

BriBepuTe TMN 23gaHnA

Monyuenne koHgUrypaumn hd

Co3pate OTtmeHa

t dfi54. [ Ofmlsjtc MBLHOdY L OHOddW

4, Jr BteOl' Isdf dwsHEzdY d Isdf L OHOdzdw

5,10 Ols+  Cudsts tHOlHs -

6. 1tcd dzj sBrssHBsMIsd S OLOls! HBftsddedlsj dz' dzelzs dJdaW sted53Oyd
JyjtejH!' MLHOdzdz" 7 LOHOdzd?2 HEskzy O ftod or BsicPH OHe Y € L
HSLHOdds] LOHOddj OmMMsyddtelzjlsmw ) CsdeCtejlsde d3 BsHzdzj ¢
O ktetsodzgj 141 o MYdmej Hwswewlspw L Of dfmid dstsH EBjRdzdle S «f
Clstste’ 2 ECOLOd §ted o' H QdBFIdO ded@H Quddef'v .C Oy HISG 5 BlSH j dz dats
9 IsOBdzd Y J

[ Mdzd L OH OdhytyL HBO ddzd tSH dzso toj d3j dedes HdzWw S tej H j d
OolsdkOIdUiMSd BEHEl GBI jHddsj dz o© cokfflz.

{ Mdzd o [ tdRBidzai BJiLBYOMdsMmisd dzi L Ote jlsasqdfEh folftdssmi© dds HEJOL
feffsL HOddd LOHOddY, LOHOd] disupttymd®jlshw d daf s OH
l edisL HOdzd ff C @A oz o ' § t5 dzdaj CadaBdadsy Bswlszdzd S Ojls ftojHiZY to
(ted 55), f esd MR sHdls B dzso dzj dzddj iy lSORHAdE] WL, O HIQ@IZ] j! Asjtdls @) ez s lis ey ¢
Bisdzj j dztso tsj

0 Coobuenme X

i JaAaHKA JAHHOMD THNA Y#e CYLLECTEYHIT AnA CAemyHo L APk

SPRA-0LE0-C

0]

t dMbs5. lwjHbkzftejyHjdd] 5 MBLHOddd HEZBXZJC OO L OH Odzd W

v OB dzd26.0 v dfr L OH Oda
1 Od &3 dztse Odzd j d sdfr L OHOd?

idL &3 dejfddfejO By stetse  dzd yj det dd (L cE
d C8H IkjrddydmMis? tsHHjtey$d) ;
IfsdzEyjdedi SCStdW¥WdekzteOydd;

¢ ] RDallas Lock 8.0-s/C ffted 3 dzj dzedj CmdWdekzweOydd;
Tftetso j 6C O yj dzshls dzsflsd
Tz H Odzj DE8§.0;
M Odzdtetso Oded § dfyighfgfls JOSts dgtp® ts d3j I8@) y
41 R & rDa"aS Lock Linux ﬂd'— d3J- dZJUC@dQJOCBJ Istets o dZduJ- dzL qq ( qL d:f

d ¢B8H bjrdduimMis?2 sHHjtyCd)



Ifsdzeyjdedj SBdWdcekzteOydd;
Tfted ds daj dzedj S tdWdekteOydd;

TzH Odzj wigdR & rDallas Lock Linux;

imM¢Odzdtetso Oded § dfiighfigfls JOSts dgtp @ ts d3j I8@) y
dL d3j dzj dedd ¢ @af@QEBodstftHo (L B dzgv j s
d CS8H bjrddydmMis? tsHHjtySd) ;
Ifsdzeyjdedj SCStdWdcekzeOydd;

If sz yd dzedj Blsyj 0O (SsEBAR)JcEzteOY!
Tftedd3j doj dedj StV deokztOydd;

TIftcse jt6C O tsB dztsoe dzj dzd 2

IsydmlsC O ¥ kztedzOzO;
Ifsdzeyjdedj SBdWdcekzteOydd;
1f sdzz yj dzd i B IsQfjiflsGc Ols dzs d3 B J MY J L
¢ 1 Dallas Lock TMfsdzEyd dzdy byjlko s ScsdWdekztcO-
Tftedd3d dzj dedj S tsdWdebkteOydd
fmetesi 1 1s;
isd Misdetseo Odzd 1 ¥ 2dzS yd 2
IsudmlsC O ¥ EtcdzOdzO;
Ifsdzeyjdedj SCSdWdekzteOydd;
D allodk a s MfsdzEyiddi tbbyilkO B Off OtcOls dats
ffszzyj dedj Sy OzESY]J;
isd Misdtetso Odzd g1 ¥ 2dzC yd 2
Tfted 3 daj ded § S tdeV JekteOydd
fosmMmlsOdzso dls! tojL jtoodzzy Cwfdk;
IsBdzsodzjdzgdj BOL' twWOLWjh Oshda {1
M tstc Y EtcdzOzts 9
ImMetes € LOsasHMEdd dzOMistets?2 € Od3;
IMsLHOIs! tiL jteodeze Ctsfde
Tfted 3 daj ded § W O2&zO dzdL j dzyd d
fsydls 5B Of f OttOlsdesdy 5B J MY § Wd da
¢ ¢ j dzls (Windows/Linux) T2HOdzd @a[jjdzls O [ A v
fsbydls Bt ftotcttOdRdidtsdy B J MY § Wi da
Tdde¥ sted3Oydw B EkfMmlstes2Mise | ;
fsbydls Bt fotcttOdRdidtsds 5B J MY § Wd da
IsBdeso dzj degdj Odzlsdo dqtezmde = B OL ;
1MS Oded e s® RIS MS dr ¢t [

Dall as Lock d31R

g1 v

WAF Dallas Lock

¢ ¢ j dals Andraid) (

Kaspersky Endpoint Security

5112 t( jLzdz sOl o' ff sdzdzj dzdV¥ L OH Odzd W

[ SHEdd or fodzdzgw e Is fsdzeyj dzdzr §j L OHOdedw Gted 4§ jtoo tS{2A o 5L 3
Dallas Lock.

[ SR teOdzfeded e dz' SO0 o' f sczdzj dzed v L@ @REY  dej tf Bstitszj iz |
oy d MSAEONPEO 1 Odzj dzd d dzfls te 2 & js&IOE Djisie Ayt O H'  h j dzS dzkz
dzjots? CdsfCs?2 &."d 5 LOHOM]E®

5113 vHOdzj dzdj L OH Odzd 2

[ dz2v EHOdzj dzedw L OHOddY dL MyfdmMe O dePts OBBH Gdzj ded B ed@igls oz
C 3O dzm B dzdols 'H j dzj dad®®OH Oded f sddf s & steH dIs!. EH Odzj ded J
OS] dz0 fOdzgj dzd ddzMmisteclz g dzls HEsMiskzy dr C@EOAHT HAEY EZH
T CuUHOddIs! orf fsdzdzj dzdz" | L OH Odzd W e ;
T ¢cuoHOddIs! ofj L OHOddWwe.



512 Iz te dz@ dz

1 CzOn €@ dz0OD Etctso dzj
) Iz te des@dz (tc d fh56):

1T ¢crktcdzOdz @ lsé&sB Oy O IsMw

Is j § AN DQaltasLopks

T ¢crktedzOdz fip B QO NPzl St BOYd W

1 ¢crkztcdydoge 6 SlstsBteOY O Isfw
CodeW dezteOydd Mmjls o Gte jzdndsiddst@ diidsmo O dzdz’ = o

ftc OB s t5 2

tjedmistedtolzy 3" J

5 ML HOoddd ddadLtdsjteh ]
tiedmbstedzd & J

ftss
[

I 3 d2qf L joLtssfvQ frisdztffiidastn 30 s te § BB € g dzgf

e Isqw, f

rlsq'wl

Ne Hatamspens

KypHan ELY [

HypHan cecari ] [

HypHan Syslog ]

2025-06-05 18:19:30 (GMT +03:00) admin

21 2025-06-05 18:05:43 (GMT +02:00)
20 2025-06-03 18:04:19 (GMT +03:00)
19 2025-06-05 18:04:19 (GMT +03:00)
18 2025-06-05 18:04:19 (GMT+03:00)
17 2025-06-05 17:39:37 (GMT +03:00)
16 2025-06-05 17:39:37 (GMT +02:00)
13 2025-06-03 17:38:22 (GMT +03:00)
14 2025-06-05 17:38:22 (GMT +02:00)
13 2025-06-05 16:48:37 (GMT +03:00)
12 2025-06-05 16:48:23 (GMT+03:00)
11 2025-06-05 16:48:10 (GMT +02:00)
10 2025-06-03 16:48:10 (GMT +03:00)
9 2025-06-03 16:48:10 (GMT +03:00)
8 2025-06-05 16:48:10 (GMT +03:00)
fi 2025-06-05 16:48:05 (GMT+03:00)
3 2025-06-05 16:48:05 (GMT +03:00)
2 2025-06-05 16:48:05 (GMT +02:00)
1 2025-06-03 16:48:03 (GMT +03:00)
4 2025-06-05 16:48:05 (GMT +03:00)
7 2025-06-05 16:48:10 (GMT+03:00)
5 2025-06-05 16:48:05 (GMT +03:00)

admin

Moabsosateas Cobbiime

T AKAHOUEHIE KOHEO AW YMB3ENERYA

TPEKPALLEHHE SBCAYKHERHUA TERMAH...

Mpekpalwerie obCykNBIHUA TEPMMH..,

[oBasnenme obeerts b 15
[obasnenme obeerts & 15
[oBasnenme obperTs & 15
HoGasncnme abperts b A6
[oGasnenme ofeerTs b A6
[obasnenme obeerts b 15
MoAKnmHermE KOREDAM yTpaBneria
PerMeTpaLMS KOHCOAM YTIp3ERERHA
VIHMUMaAHE 3UMA NGACHETEME! 35AHTS
Fanyck cryrbel ELY

Pesxim paborel cepoepa

Urenne daiina © nuyersmeit

Ureniie daiina © nuuersmeit
Qeranoska cayxBel ELY
VIHMUMaAHZ 3UMA NGATHETEME! 3yaHTS
Janyck cryrBel ELY

Pesxum paborel cepsepa

Mposepks Tokena © AuLersueii

Tposepks TokeHa © AuLerBUed

HypHanel

Pesyabrar ¥ Koumenrapuia

Obnexr
Koncons “UCC-IKA" oK
APM *APM-DLED-K?, Magyns.. 0K
£PM *APM-DLED-K", Mogyns... 0K
APM *APM-DLED-K", Mogyme... OK
APM *APM-DLED-K oK
APM *APM-DLED-C*, Mogye.. OK
APM *APM-DLED-C* oK
APM *APM_DLL", Mogyns “D., OK
APM *APM_DLL" oK
Koncone "UCC-IK4" oK
Koncone “UCC-IKA" oK
6 "owmen fesonacrocmn® 0K
6 "owen fezonacroeme® 0K

Cepeep "ucc-ikd dllacal:LT900" OK
Cepsep "ucc-ikd dllacalil 7000 OK
Cepsep "ucc-ikd.dllacal:l7900" OK
[ "flomen Besonacoct® 0K
6 "Homen fesonacrocm® 0K
6 "Lowen bezonacroemn® O
Cepoep "ucc-ikd.dllocal:17300"
Cepsep "ucc-ikd.dllocal:17300"
Cepsep "ucc-ikd.dllocal:17300"

Ha cepeepe...
BroKere oT..

B TokeHeE oT...

HeHCTEME MAMLMHP9B3HE MagWIEM

JefCTEME MHMLANPOBAHD MOWNEM

Cepeep dyHELMOHMPYET B COOTEETE
Cepsep yenewo npouuTan daiin

Cepep yenelna npauuTan daiin

Cepsep paboraet & pexume orpars
Cepsep e oBrapyxn KA < miny

Cepep He OBHapyKIA KAKGH C MiL

QUALTPBI

Konudecten sanpatumeaskbrx sanmceii

100 S| Mocneprmcsamuceii =

[] @wnerp no epemen
15.06.2004 1811052

03.06,2035 18:19:52

QuasTp no napamerpan

MNonezosatens

Ofoerr o
Peaynrar Bee

KommenTapuii

CoBeimHe

BeiGpata BCe

OYHCTHTE

BRI KypHANGE
Bena [ & naguunenme apyromy 16
Buntouenme KICH

Beipoa 1B M3 NOAUMHERMA
Brisng mogyns us B

Beisng cepaepa us knacrepa ELY
Brakarauerme KNCH

[obasnenue I0C
Zebasnenme KNCH

BKAIGUEHME TepMAHANEHOrD Ceppepa

BEIKIKOUEHIE TEPMUHARBHOD CEPBEDS

[] Npacmarpusars apus

AEACTBUA

Oumcrire wpraa
SKCNOpTHPOEATL HypHAn

ObrosuTs SrypHan

CNEPATUBHOE ¥MPABAEHWE

CoBpars sipranst

W

daz
q dz
n s

[ dzw

L PostgreSQL

{ f156.1 C ZOHS O ¢r ke dzOdr &

Cstete] CIsdzts

ntesdzdL Oydw
HWh jds o KuzOMlsj te

ntcOdzj ded v

sfftc09 0 tOMmf sdztsy j da'

] OO Ister

Wdd seoyd

odthdd

? wLijedMmsteOydd
Co¢

o6 B ded ,

) Iz te dzO dzts 9
13

d dzd

[ sd3j dzO

dz0

BijLtsf Ofdzsflsd

otcj dzj dzd MmtsB' Is

SIsHj dz dats o

ofs - o ddgj"HBjrsH g B |

arhcj__

Y Ordaf diz! |s iff "dffrAsdmilzdd3j defsdaiply @ ndg.p dels 5 o

d LOadmwis

tsls

Coljetstedd

sk j flse dv j Is v st & de@idgs jdddtstsls o j Isfls o j dzdzts .

[s¥ ddz Istetsa @dzdpm

fr]lj tSd3tSh 1B

(CMmicklsdtetse Ols!

Eudlst o Ow

Msslke jlsflise wh GE Gfddsls .k o dzO dzO

jSkhiks

3 Izt dz0 dzO .

N ZedzOdzO By dzs MRt Odzd Is HTMb, THT, WO dzdzts o
¢ SRS e ls d s s o Ols dz0 ¥ If ©d) dzd
Nt dzOdz d3tsy dzts

d dzfn I @ i ds p(pth H5).

Mstels d t



rdav sydmisSd of BOddsets ) Iztsd® &0 dim@ftids Is ¢ i Hriais dfCRigzls dd
d dzfls tc Iz dgj jpsfisls.e d W
1 CodiPrago dls! ywizdz@dgls o dzw j Isfyw  tsB datso dzj dzad j MtsH j oy d BBSC

O JkCnopT ®ypHana X

CoxpaHute dain kak..

[MyTe:  |CiUsersfAdminfuce_log_2025_06_05_18_24_33.htrnl

|:| YUNTRIEATE TERYLLYH COPTHROEKY

CoxpaHuTth OTmeHa

t qf57. [Sdets ¢cCSMytstls X ktedOdoe

o2 dets? SdzdS 6 fzdzC ks fstricds® diaps MEs® (igffps). 16 Gasd gOW  dzO ¢
00 j B dzd 3tsy dzts to s fipcOBtedipdd . I t6 dzO dzO

O Npocwop >

No

21

Aara 1 Bpena

2025-06-05 18:05:43 (GMT +03:00)

MoAszoBatens

Cobbitne

MpekpatleHue 0B CAYHHMEIHMA TEPMWUHANEHOMO CEPBEPA

Obvexr
Aptd "APM-DLED-K", Mogyne "Dallas Lock 8.0 k12"

Pesyabrar
014

KorareHtapuid
ﬂ,EﬁETBHE WMHWUMHPOEIHD MOgYNer NOCAe BOCCTAHOBENEHME CEASK,

————y

> | JakpeITh

-

{ §f158.) eemEEise tse dshisd L Of dfd 3 k& dOdko



6 1Jtuvll3z rffr1¢o 11y ouw JEHUR
6.1 1 OLtser" | Gtz g’

I Hijtjej saEsidnlegus mMjecHO
HdztsB J M J ud dedw MtsMmisswdzdw L Oh
1 dej cOMftejHJdzjdede" | sBI jEClIsr ;
T Mmilj&Mmlstes2 mise O]
1 EHOdj dedz' j 5B jCIsr .
VHOdz) dzd Joj d B34 dzo @dedpj RBieQLdmfej’ = ctelzf§ dzj Hisfiskzy dats.
1 ted HisB O dzj dzd d Gz o SCG 5 BSH Iz dzw ) 1 ts dz
CL JeOMYf tej H dzj dzd2 j d sBcd Cisls 5 d3:
1. [sHEd oCds yOjlkmw o cobkfflk o kheiss @ozj 208
2. 1dz0yj ded¥ §sdzdlsdS Hdzw dzj &5 dzOfrz) @ MEBY H §f
sBi j @lsT
3. afdMmMSCd Ekuyjbd =~ LOfdMmj2 Cfdekf @MY tajn
sBi j @lsT

dfMklsmise £ ls BfCa jodkQL dz0 G
hj dedesylsd GBI jClstse | Sdj dz

l6d HSBOodzj dzdd o t5Et Mjlsjosets bkhsts?2 HEif
cijlsjor j Ekfkics?mlse O

Ltz fud Oczj dzdzr j B if jo§ lBdZOL dZOYJ 2O H dzv  ffslzitizdad «
5Bl jClO ftdj bkHOAjddw dL 4. |Ishisodtss dj
CUHOdzj dedz" | &BI gefIssMis 2§ dzts.

] HOd dzj@Hdidokizd M lste/OuDBllas Lock dssy j Is  f J teditslziddsld B OL sbfsRr ¢t
CljweOMmite)Hjdyj dedziéjo tmiEiBjz®Gs Hickcl'sH CcBzfufdcz fEOC Y | &ty dat
fjtcj B DOBGEdEf [ v {kscts dBoydts §jtjlsOhdls! L dOyss dz
of sdzjckE 5¢ 5 Drag@angsdop).(

62 1 OfMtes2C 0 ctbkyq

4L H Ols! /ofasycfidgisfids dzj ME sdzr S ddsd MYy sMse Od3d :

1 or BtcOlIs! Lodzj d3j dzl$ H HzY to jiedO®) § [ dzts ) ¢ tdde tf, oz azip @FsdtEAfuCs L H Ols !

Ctelzfd@® § Odzj dzd ( dafmisefiylsty dizb 5o

1 orBtcOls! utzdz®OIls! ezl zC Mis datizidzy dgp das Hzjtcdsjood® 1 1 .
lojHjddes] dzO ¢ IsADY] o3 gassHR@AEGRE Y dzts o f sfdzj Hinlseadd dL d3j ded Is
ljtejRinjddj cwkzffr o Hjtjoj kM jMmbeodvjlshy §jtkjlsof
Htckz ¢ s¢ s (Drdg@ngsdp) . 1 jtoj d3d M 4 dzd 4§ ctekf § Mts syl §30f ls sodarisyls) fpt
sBi jClsO®B].
VHOdd Is! mMEh jmMlselzs h 28 Gtolzf § 2 ditsh Qzizd &6  ff Euifs of dzf Is T dzez <
rd2mdysmyf sdzr L so ©ah dfp! Ctsdalsd ¢ Mis dgOdy) dizdde® cas zH Jft6 | dsjn iz 4
Mt ofmj &3d o dzsy j dedz” s ©BI j CIsOdBd.
sOYHOWY ¢HisfttE@®EZ§§O) © Hjtejoj BBI jClstsea MHJjty dls tsHJdzC
ZOMlstes2Cd § OcOd3j Istcso HdzW dBsHEzdj2, ¢tf, Mijliesrn kflst
(Ctesdzd BOLBbea | BjgiftrmdctsP MPazPdzdzr | &pY CSH2Zdr HBMEYT dzO
9 ¢ dzOu 8§ BHL O



62luo sHE @Bz d" 7 4

] CaZOmO®BHE®RY o' BlcOdzdzts? cGtolzf f - 9 Hjtjoj] Bl jClsses ©Istss
dmilkiearan EMmMktes2Mmlses, (ofkfEA)vh dr o ctwkzffk

BwN P~ oc

© 0N O

tdf59. 1 CdZOHC O cuHotsHGECOe HW Gtk gdr 11

ftcOo dzj dzd j HOdzdzs?2 ©C ZOHC 52 O dzOwiasts K@izt teitsotet)o dzjidzd s o §
O § Odzj dzd ( defidsiddzAntyjddzls hpdajnp LB afdw M ctekf §ts2:
[Bdzso gl stedsOYde .5 cCtolzd § j

ljtejdd3j deso Ols! cGtekf ik

[ sBOadls! o MtsmisOe ctekzftfr (fsHEwkzffr) desolkzy (HGtekzY
UH Odzd Is ¢ ctezd f &z dL i (ofmj 9 dztsy j dedz’ J sBlo 8 Is'q tot t bf
CUHOdzj dzdz" § &BI jClIsr

asLHOdd] ¢tf o ffMsMmMisOej ctlzf

uC Odzdtetso Odzd § Mjlsd Htew L tgEBELY fFddmistes? flse

[ eBOo dzj dzdd Milsjossets Ekfmlstes2Mlss O

ltetso jtedls! HoMbskzy dshis:. Mjljoarn LkfMmistes2 Mise

ltetseo jtedls! yj dzslsdesmils! Mmjilsjor EfmMistets2 iise .

11 1

10.vHOdzd Is+ .

O U WN R~

O f0Odzj dzd ddzmlstckzdzy delstseo HEMiskY dzr fdzj Hob®we fdaf jdzd @ ts dg@atzH ' G
dzOB st Ct5BOdZH L OoadMmdls Bls d@BsHEAZ]j2, orntHwhdn o MtsMmlsOs
Ir € dzs udls!

litjLOctkzL dIs! .

{ OLBdZsC dtetso OIs! ftsdz L 8o Olsj dzj 2.

l1dtimMudlsOlsy yj desmilsdesmls s .

BB OIS ) EZtedzOdz .

RLEdzdtetse Ols+ kL dzr .




















































































































































































































































































































































































































































































